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Preface

This document describes how to install, configure, and run Config Advisor 3.0 to verify NetApp
hardware installations in secure and non-secure sites.
AUDIENCE
The primary audience for this document is technical personnel such as systems administrators,
engineers, professional services engineers, and professional services consultants at NetApp.
KEYBOARD AND FORMATTING CONVENTIONS

You can use your product more effectively when you understand how this document uses keyboard
and formatting conventions to present information.

Keyboard conventions

Convention What it means

Enter, enter Used to refer to the key that generates a carriage return; the key is named
Return on some keyboards.

Used to mean pressing one or more keys on the keyboard and then pressing
the Enter key, or clicking in a field in a graphical interface and then typing
information into the field.

Formatting conventions

Convention What it means

Italic font Words or characters that require special attention.

Ul literals.

Placeholders for information that you must supply.

For example, if the guide says to enter the arp -d host name command,
you enter the characters "arp -d" followed by the actual name of the host.
Monospaced font Command names, option names, and daemon names.

Information displayed on the system console or other computer monitors.
Contents of files.

File, path, and directory names.

Bold Words or characters you type. What you type is always shown in lowercase
monospaced font | letters; unless your program is case-sensitive and uppercase letters are necessary
for it to work properly.

SPECIAL MESSAGES

This document might contain the following types of messages to alert you to conditions you must be
aware of.

Note: A note contains important information that helps you install or operate the system efficiently.

HOW TO SEND YOUR COMMENTS
You can help us to improve the quality of our documentation by sending us your feedback.
Your feedback is important in helping us provide the most accurate and high-quality information.

If you have suggestions for improving this document, send us your comments by e-mail to
doccomments@netapp.com. To help us direct your comments to the correct division, include the name
of your product in the subject line.

TERMINOLOGY
To understand the concepts in this document, you might need to know the following terms defined here.

e Controller or storage controller - The component of a storage system that runs the Data ONTAP®
operating system and controls its disk subsystem. Controllers or storage controllers are also
sometimes called storage appliances, appliances, storage engines, heads, CPU modules, or
controller modules.

e Storage system - The hardware device running Data ONTAP that receives data from and sends
data to native disk shelves, third-party storage, or both. Storage systems that run Data ONTAP
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are sometimes referred to as filers, appliances, storage appliances, V-Series systems, or
systems.

DEFINITIONS, ACRONYMS, AND ABBREVIATIONS

Abbreviation/Phrase Explanation/ Definition

Cluster-Mode The integration of Ethernet switch fabrics into NetApp’s Scale Out
configuration Storage Cluster solution.
LIF Logical interface.

Formerly “VIF” in GX. A logical network port, representing a network
access point to a node. LIFs currently correspond to IP addresses,
but could be implemented by any interconnect.

Cluster In Data ONTAP 8.0, Cluster-Mode refers to a group of connected
nodes (storage systems) that share a global namespace and that you
can manage as a single virtual server or multiple virtual servers,
providing performance, reliability, and scalability benefits.

ISL Inter-Switch Link

HA pair High Availability pair.

The recovery capability provided by a pair of nodes (storage
systems) called an HA pair that are configured to serve data for each

other if one of the two nodes stops functioning. This functionality is
referred to as an active/active configuration.

LACP Link Aggregation Control Protocol, part of IEEE 802.3ad, allows
bundling of multiple physical network ports together to form a single
logical channel (but need Data ONTAP 7.2.1 or later to use dynamic
aggregation)

NIC Network Interface Card.

Computer circuit board or card that is installed in a computer so that it
can be connected to a network. Network interface cards provide a
dedicated, full-time connection to a network.

SFP Small Form-factor Pluggable (a type of connector for fiber-optic
cables)

CDP Cisco Discovery Protocol

ARS At Risk Systems

HA High Availability (NetApp support for failover: one appliance
assuming the duties of another that has failed)

ASUP AutoSupport (a feature that sends e-mails to NetApp Technical
Support when problems occur with filers and NetCache appliances)

FTP File Transfer Protocol

MHPA Multipath High Availability provides multiple and redundant
connections from the controller to storage.

SP Service Processor

RLM Remote LAN Module

BMC Baseboard Management Controller

ACP Alternate Control Path
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1

11

1.2

1.3

Introduction

NetApp® Config Advisor 3.0 is a configuration validation and health check tool for NetApp systems. It
can be deployed at both secure sites and non-secure sites for data collection and analysis.

Config Advisor can be used to check a NetApp system for the correctness of hardware installations and
conformance to NetApp-recommended settings. Config Advisor has flexible data collection architecture;
it supports data collection from serial port, network, AutoSupport ID, and AutoSupport file. It runs a
series of commands and checks for configurations with cabling, availability and resiliency issues.
Config Advisor collects information from NetApp controllers and switches, which is compared with
configuration best practices.

What Config Advisor is

Config Advisor is the next generation WireGauge tool and is based on the WireGauge architecture. It
has all the features of WireGauge along with some newly added features such as additional At-Risk-
Systems (ARS) checks, ability to generate results in Microsoft Word or Excel, provide detailed
configuration reports, and collect, cleanse, and analyze secure site data.

It is a light-weight tool that can be deployed at secure sites to improve service automation for the
delivery of assessments and audits, and new system installations or upgrades.

Config Advisor is specially designed for secure sites that demand high levels of security. It allows you
to collect data either manually or by using the Data Collector and Sanitizer script, which can also be
used to filter sensitive data. Config Advisor is then used to perform configuration validations and health
checks on the collected data.

For more information about the Data Collector and Sanitizer script, see Working with the Data Collector
and Sanitizer script.

What Config Advisor does

Config Advisor tool can be used to perform onsite and offsite data analysis or to analyze data that is
pre-collected by using the Data Collector and Sanitizer script. For a Data ONTAP 8.x Cluster-Mode
system, Config Advisor performs additional configuration checks on the controllers, cluster switches,
and management switches.

Features
The features available in Config Advisor are as follows:

\[oB ‘ Features
Legacy WireGauge health checks

MPHA status checks

Stack, shelf and disk checks

HA configuration checks

AutoSupport enablement checks

o0~ WIN |-

DATA ONTAP 8.x Cluster-Mode — configuration checks for switches (comparison between running
configuration and the recommended-configuration) and controllers in the cluster

PDF report generation

8 FTP metrics sending

9 Secure site data collection and sanitization using a standalone PowerShell script (Data Collector and
Sanitizer script)

10 Importing of the data collected using the script onto the tool for result and report generation

11 36 new ARS checks

12 System configuration summary for 7-Mode controllers

13 Firmware revision checks

14 SAS cabling checks

15 Word report generation

16 Excel report generation
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2 Configurations Supported by Config Advisor
Config Advisor is a lightweight Windows binary executable (less than 25 MB), and can run on Windows
7 (32-bit and 64-bit) and Windows XP SP3.

Config Advisor supports the FAS (2xxx, 3xxx, and 6xxx), N series and V-Series storage controllers
running Data ONTAP 7.3 and later, and Data ONTAP 8.x operating in 7-Mode and Cluster-Mode.

Note: MetroCluster systems are not supported.

2.1 Switch Operating Systems and supported configurations

The switch operating systems supported by Data ONTAP 8.x Cluster-Mode are as follows:

Switch model Switch firmware

Cisco Nexus® 5010 and Cisco Nexus® 5020 Cisco NX-OS release (Cluster switch) 5.0(2)N1(1)
Eaglehawk

Cisco Catalyst® 2960 Cisco IOS® release (Management switch) 12.2(55)SE

NetApp CN1610 Software Version 1.0.0.4

NetApp CN1601 Software Version 1.0.0.4

The configurations supported by Data ONTAP 8.x Cluster-Mode are as follows:

Switch model Configuration 1 Configuration 2 Configuration 3 Configuration 4

Cluster switch Cisco Nexus Cisco Nexus 5020 NetApp CN1610 NetApp CN1601
5010

Management Cisco Catalyst Cisco Catalyst 2960 NetApp CN1601 -

switch 2960
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3 Downloading, Installing, Uninstalling, and Upgrading Config
Advisor
You can find information about how to download, install, uninstall, and upgrade the Config Advisor tool

and its dependencies. In addition, you can also find information about how to launch the tool and
enable or disable FTP metrics. For more information about FTP metrics, see What FTP Metrics are.

3.1 Downloading and installing Config Advisor
Steps

1. Download the Config Advisor binary file.
You can download Config Advisor tool from the following links:

o NetApp and its partners (for more product information): tech.netapp.com/configadvisor

e External customers: http://support.netapp.com/eservice/toolchest

2. Install the tool by completing the steps in the installation wizard.

Note: You should not change the default installation folder.

The default installation folders for Config Advisor on different operating systems are as follows:

Default installation folder Operating system

C:\Program Files\ConfigAdvisor Windows XP SP3 32-bit and Windows 7 SP1
32-bit
C:\Program Files (x86)\ConfigAdvisor | Windows 7 SP1 64-bit

After the installation is complete, the Config Advisor tool starts automatically.

Note: The Data Collector and Sanitizer script is integrated in the tool and will be available in the
following installation folder: C:\Program
Files\ConfigAdvisor\secure datacollector.psl

You can also start Config Advisor by using the Config Advisor icon on your desktop, or the Start menu.

The Config Advisor icon is as shown:

Dependencies for Data Collector and Sanitizer script

To use the Data Collector and Sanitizer script (written in Microsoft® Windows® PowerShell 2.0) that is
a part of Config Advisor, you must install the following:

e PowerShell 2.0 or later
For information about installing PowerShell 2.0, see Installing PowerShell 2.0.

e Data ONTAP PowerShell toolkit 1.5 or later.
For more information about installing Data ONTAP PowerShell Toolkit, see Installing Data
ONTAP PowerShell toolkit 2.0.

3.1.1 Installing PowerShell 2.0

For information about downloading and installing PowerShell 2.0, see
http://support.microsoft.com/kb/968929.

Note: Microsoft.NET Framework 2.0 is a prerequisite for PowerShell 2.0. Therefore, to install
PowerShell 2.0 on an operating system such as Windows XP, you must install both PowerShell 2.0
and WinRM 2.0.
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3.1.2

You can install Windows Management Framework from http://support.microsoft.com/kb/968929; it
contains both PowerShell 2.0 and WinRM 2.0.

PowerShell 2.0 and WinRM 2.0 are preinstalled on Windows 7.

Installing Data ONTAP PowerShell toolkit 2.0

You can find information about the prerequisites for installing Data ONTAP PowerShell toolkit 1.5 and
how to install Data ONTAP PowerShell toolkit 2.0.

Before you begin
e WinRM 2.0 must be installed.

e PowerShell 2.0 must be installed.

Note: You can install Windows Management Framework from http://support.microsoft.com/kb/968929;
it includes PowerShell 2.0 and WinRM 2.0.

Steps
1. Download the Data ONTAP PowerShell toolkit 2.0 or later from the Communities web site at
https://communities.netapp.com/community/products_and_solutions/microsoft/powershell.

Note: To download the NetApp Data ONTAP PowerShell Library, you must log in to
https://communities.netapp.com.

To download samples of PowerShell code, you must log in to the NetApp Support Site.

To only view the code samples, you can access the Communities (https://communities.netapp.com)
and Forums (http://www.netapp.com/us/communities/community-forums.html) web pages.

2. Download the DataONTAP. zIP file to a temporary directory on your machine.
3. Unzip the Data ONTAP PowerShell toolkit to the same folder as the PowerShell installation
directory: C:\Windows\System32\WindowsPowerShell\vl.0\Modules

Alternatively, you can use the Install.ps1 script, which unzips and copies the files. The script
checks whether to copy the files to each location in the PSModulePath environment variable,
one at a time.

4. Open command prompt window (click Start > Run, and type cmd, and then click OK) to verify the
PowerShell exists by running the following command:
C:\>powershell
If the module exists the following is displayed:

Windows PowerShell
Copyright (C) 2009 Microsoft Corporation. All rights reserved.

5. Open the Windows PowerShell command prompt window (click Start > All Programs >
Windows PowerShell) and verify the module exists by running the following command:
PS C:\> Get-Module -listavailable
6. Import the module by running the following command:
PS C:\> Import-Module DataONTAP

Note: All the extracted files must be in the same location. Files such as ontapi.d11 must not be one
level deeper in the directory tree structure.

If you prefer to add the module by unzipping the DataONTAP. zip file manually, you must first clear
the security attribute in the file Properties window.

On some versions of Windows, you might need to add the “.NET Framework 3Help” feature.

3.2 Uninstalling Config Advisor

Steps

1. Click Start > Control Panel > Programs and Features.

(On Windows XP, click Start > Control Panel > Programs and Features > Add/Remove
programs.)

2. Right-click Config Advisor and click Uninstall/Change.
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The confirmation dialog box is displayed.
3. Click Yes.
The uninstallation process starts.

Note: To delete PowerShell 2.0 and the Data ONTAP PowerShell Toolkit 2.0, navigate to
C:\WINDOWS\system32\WindowsPowerShell\, and delete all the installation files.

To delete all the data files generated, navigate to the home directory, and delete the
“ConfigAdvisorData” folder. For example, C:\Users\user name\ConfigAdvisorData.

To delete the Data Collector and Sanitizer script, navigate to the folder you stored it in, and delete it.

Alternatively, you can also uninstall Config Advisor by re-running (double-click) the downloaded
setup.exe (for example, ConfigAdvisor-3.0.0-05042012.1541.exe).

Note: In this case, the “uninstall.exe” file is not deleted automatically; you need to manually delete this
file.

3.3 Upgrading Config Advisor
On startup, Config Advisor notifies you if a new version of the tool is available for upgrade.
You can also manually check for new versions.

Steps
1. Open Config Advisor and click Help > Check for Updates.

The Check for Updates button is as shown:

File Options | Help

Profile Open Support Ticket

Choose a Profi Check for Updates
About Config Advisor
Help F1

If a new version of the tool is available, the Config Advisor upgrade available dialog box is displayed.

2. Click the link in the dialog box to download the Config Advisor executable file and install the
newer version.

Note: You should not uninstall the previous version of the tool or delete the data folder during the
upgrade. The tool uninstalls the previous version and replaces it with the latest. It renames the data
folder as the latest folder and retains all the contents in the folder.

3.4 Enabling and disabling FTP Metrics

When you launch Config Advisor for the first time, the Config Advisor — Usage Statistics dialog box is
displayed, in which you can choose to enable or disable usage statistics that are called FTP metrics.
Depending on what you choose, the FTP metrics are either sent to NetApp Technical Support or not.
You can save your preference by selecting the Save this setting check box.
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The Config Advisor — Usage Statistics dialog box is as shown:

____________

Help us improve Config Advisor by reporting your usage information. The reports have no details
about your storage environment,

Click here to learn more,

@ Send usage information to NetApp (recommended)
(7) Do not send usage information to NetApp

[ save this setting

For more information about the metrics, see What FTP Metrics are.

Note: You can also update your FTP metrics preference at a later time by using the Preferences
option. For more information about how to update preferences, see Updating Preferences.
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4 Data Collection Methods

You can find information about the process of collecting data by using Config Advisor, viewing the
collection progress, the collection profiles, the various data collection methods, the fields in the tabs,
saving your credentials, and viewing the recent results.

Note: If you are collecting data in a secure site, see Using Config Advisor in Secure Sites.

Data collection profiles
Config Advisor supports two data collection profiles:

e Data ONTAP 7.0 and 8.0 (7-Mode)
e Data ONTAP 8 (Cluster-Mode)

The two data collection profiles are as shown:

Profile
Choose a Profile
@ Data ONTAP 7 and & (7-Mode)

() Data ONTAP 8 (Cluster-Mode)

4.1 Data ONTAP 7.0 and 8.0 (7-Mode) data collection
In the Data ONTAP 7-Mode profile, you can collect data by using one of the following tabs in Config

Advisor:
e Network
e Serial Port
o AutoSupport (by ASUP Id)
e AutoSupport (from file)

The tabs in the Config Advisor tool are as shown:

I| Metwork: | Serial Part | AutoSupport (by ASUP Id) | AutoSupport (from file) |I

Note: AutoSupport (by ASUP Id) refers to AutoSupport IDs from NetApp’s AutoSupport data
warehouse.

AutoSupport (from file) refers to files from your local file system.
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4.1.1 Network

Using the Network tab, you can collect data from a single node or both nodes of an HA pair.

Note: You can collect data from a single node of an HA pair in Config Advisor. This is not a
recommended practice because it might result in HA-related health checks not being run.

The 7-Mode Network tab in the Config Advisor tool is as shown:

Metwork | Serial Port | AutoSupport (by ASUP 1d) I AutoSupport (from file) |
Mode 1

Hostname (or IP)

Username root
Password

Test Login Unknown
HA Partner

Hostname (or IF)
Username root

Password

Test Login Unknown

The fields in the 7-Mode Network tab are described as follows:

GUI field/GUI button Description

Hostname (or IP) Host name or IP address of the controller
Username User name to access the controller
Password Password to access the controller

Test Login Displays the connection status.

Config Advisor attempts to connect to the NetApp controller
in the following order:

1. HTTP(s)
2. SSH
3. HTTP
The statuses are as follows:
¢ Insufficient Data: Displayed if the device name and
credentials are not entered.
¢ Click on ‘Test Login’ to verify: Displayed if all the
necessary details are entered.
e Valid <login type> Login: Displayed if the connection is
valid, where the login type is HTTP(s), SSH, or HTTP.
e Connection Failed: Displayed if the connection to the
device fails.

¢ Invalid Credentials: Displayed if the invalid credentials
for the device are entered.

Note: The connection to a device fails if the host name or IP
details are wrong, or if the device type (the device type can
only be 7-Mode storage controller) is wrong, or if the device
is powered off. Additional information about the failure is
displayed in the Config Advisor Logs pane.

Collect Data Collects data from a node or both nodes of an HA pair
Save this Query Saves the login credentials as a query for later use
Clear All Clears all the information entered in the fields
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Collecting data by using the 7-Mode Network tab
Steps

1. Enter the login details for the two nodes in an HA pair.
Alternatively, select the login credentials from the query list pane.

The query list pane is as shown:

testl - query list

Mame of Query
2011113000000016,/201111300000011,/2011113000000025,20111130

For more information about saving the credentials, see Saving credentials.

2. Click Test Login to test the connection.
3. Click Collect Data to start the data collection.
The Results File dialog box is displayed.

The Results File dialog box is as shown:

*
Results File =|B] X

Data Collection will take a few minutes
Results File name (.xml.qz):

20120531054551_configadvisor. xml.gz
[7] 1ndude Extended Health Checks

[ Ok ]I Cancel I

4. Enter a name for the result file or accept the default.
5. Select the Include Extended Health Checks check box, if you want to run additional checks on

the system.

Note: The extended health checks involve parsing and analyzing rdfile /etc/messages, and
take longer to process.

6. Click Ok.
After the data collection and analysis are complete, the result file is displayed in the Recent

Results pane.

The Recent Results pane is as shown:

Recent Results

File Mame Date

20120514062137_configadvisor 2012:05:14 11:56:18
20120500174647_configadvisor 2012:05:09 23:16:52
20120508045542_configadvisor 2012:05:08 10:25:45
20120507180240_configadvisor 2012:05:07 23:32:42
264prTestl 2012:04:26 20:18:27

For more information about the Recent Results pane, see Viewing recent results.
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You can save the query for later use by running the following steps:
1. Click Save this Query to save the login credentials as a query.

The Save this Query dialog box is displayed as shown:

—— . |
T s e, (= Ee=

Spedfy a query name;

[7] save Passwords?

Please save passwords if you intend to use the query for batch mode data collection. Batch mode data collection
pulls credentials from saved queries. If passwords are missing data collection would fail for those instances.

Add this query to an existing Query Group:
[Default Query Group - ]

o] oo
g

2. Enter a query name and click Ok.
For more information about saving credentials, see Saving credentials.

3. Select Save Passwords?, if you want to save passwords, and click Ok.

The password field has a simple encryption to prevent a casual observer from reading the
password.

Note: Data collection takes place even if the earlier status checks on a node failed.

4.1.2 Serial Port
You can use the Serial Port tab if you do not have access to the network of the customer.

The 7-Mode Serial Port tab in the Config Advisor tool is as shown:

Mekwork, Serial Port AutoSupport (by ASUP Id) AukoSupport (From File)
Mode 1
COM Port COM3 e

Username rook

Password

Skatus Walid Serial Login

The limitations of using the 7-Mode Serial Port tab to collect data are as follows:

e |t takes several minutes to run commands over a serial port at 9600 Bd (baud).

e You cannot collect data from an HA pair.

e You can run only MPHA checks. Most of the checks cannot be run because of response time
issues.

e You can run only shelf-to-shelf cabling checks. Most of the checks cannot be run because of
performance and throughput reasons over a slow serial link. You can run only the following
commands:

version

sysconfig -a

storage show disk -a
storage show disk -p
ifconfig -a

rdfile /etc/rc
rdfile /etc/hosts
rdfile /etc/exports
exportfs
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e license

e options

e cf status

e cf partner

e hostname

e fcp show cfmode

e storage show acp -a

e environment status (Extended health check command)

Note: If you want to run all the available health checks, you should use the Network or the
AutoSupport tabs.

The ‘environment status’ (extended health check command) data collection is optional.

The fields in the 7-Mode Serial Port tab are described as follows:

GUI field/GUI button ‘ Description

COM Port COM port to which you have connected the storage controller
Username User name to access the controller

Password Password to access the controller

Test Login Displays the serial port connection status

The statuses are as follows:

¢ Insufficient Data: Displayed if the device name and
credentials are not entered.

e Click on ‘Test Login’ to verify: Displayed if all the
necessary details are entered.

+ Valid <login type> Login: Displayed if the connection is
valid.

e Connection Failed: Displayed if the connection to the
device fails.

* Invalid Credentials: Displayed if the invalid credentials
for the device are entered.

Note: The connection to a device fails if the host name or IP
details entered are wrong, or if the device type (the device
type can only be 7-Mode storage controller) is wrong, or if the
device is powered off. Additional information is displayed in the
Config Advisor Logs pane.

Collect Data Collects data from the COM port
Save this Query Saves the login credentials as a query for later use
Clear All Clears all the information entered in the fields

Collecting data by using the 7-Mode Serial Port tab
Steps

1. Choose a COM port from the drop-down list.
Alternatively, select the login credentials from the Default Query Group — query list pane. For
more information, see Saving credentials.

Enter the login details for the controller.
Click Collect Data to start data collection.
The Results File dialog box is displayed.

wn

4. Enter a name for the result file or accept the default.
5. Select the Include Extended Health Checks check box, if you want to run additional checks on
the system.
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Note: If you select the Include Extended Health Checks check box, the 'environment status'
command is run. This allows Config Advisor to accurately validate the shelf-to-shelf cabling.
However, this command might take a long time to run depending on the number of disks connected to
the controller.

6. Click Ok.
After the data collection and analysis are complete, the result file is displayed in the Recent
Results pane.
For more information about the Recent Results pane, see Viewing recent results.

7. Click Save this Query to save the login credentials as a query.
The Save this Query dialog box, which is displayed, is as shown:

Save this Query ‘ C="C20

Specify a query name:

U=sername - root

Mote: This guery will be saved into ‘Default Query Group'.

)

[ Ok ] l Cancel

For more information about saving credentials, see Saving credentials.

Note: In this method, a query can be saved only in Default Query Group.

Data collection takes place even if the earlier status checks on a node failed.

4.1.3 AutoSupport (by ASUP Id)

You can collect data by using AutoSupport IDs.

Note: This method is available only to NetApp personnel, who have access to the intranet and the
AutoSupport data warehouse. It is not available to partners or customers of NetApp.

The 7-Mode AutoSupport (by ASUP Id) tab in the Config Advisor tool is as shown:

Metwork Serial Part | AutoSupport (by ASUP Id) | AutoSupport (From File)

AutaSupport Ids o Process

Get ASUP IDs From .kt or csv file: | | [ Add File ]
ASUP ID; | [[ addm |
ASUP ID ASUP Connection Status

2011113000030031  Verified
2011113000050017  Verified
2012031711460035  Verified
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The fields in the 7-Mode AutoSupport (by ASUP Id) tab are as follows:

GUI field/GUI button ‘ Description

Get ASUP IDs from .csv or .txt file containing multiple AutoSupport IDs
.txt or .csv file

Add File Adds the selected .csv or .txt file containing multiple
AutoSupport IDs

ASUP ID AutoSupport ID of a controller

Add ID Adds the entered AutoSupport ID

e  The AutoSupport ID is verified and the status is displayed.

¢ You cannot make duplicate entries of the same
AutoSupport ID.

ASUP Connection Displays the status of the AutoSupport ID

Status

Delete Id Deletes the selected AutoSupport ID from the list

Collect Data Collects data from a storage controller

Save this Query Saves the AutoSupport IDs from the table as a query for later
use

Clear All Clears all the information entered in the fields

Collecting data by using the 7-Mode AutoSupport (by ASUP Id) tab
Steps

1. Click Add File to select a file (.csv, .txt) containing multiple AutoSupport IDs.
Multiple AutoSupport IDs are displayed in the ASUP ID column along with their connection
statuses.
Alternatively, you can add an AutoSupport ID by entering the ID in the ASUP ID field and clicking
Add ID.

Note: The older ASUP ID format (for example, AE2010061286069) is not supported in Config Advisor
3.0 and later. You must enter the ASUP ID in the new format, for example, 2010061918120050.

To delete an AutoSupport ID from the displayed list, select the ID and click Delete Id.
2. Click Collect Data to start the data collection.
The Results File dialog box is displayed.

3. Enter a name for the result file or accept the default, and click Ok.
After the data collection and analysis are complete, the result file is displayed in the Recent
Results pane.
For more information about the Recent Results pane, see Viewing recent results.

4. Click Save this Query to save the AutoSupport IDs as a query.
For more information about saving credentials, see Saving credentials.

4.1.4 AutoSupport (from file)

You can collect data from the AutoSupport file of a NetApp storage system.

Note: If you save an AutoSupport file from an email client such as Microsoft Outlook, the client might
change the formatting of the information in the file. This might result in failure when Config Advisor
parses the file.
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The 7-Mode AutoSupport (from file) tab in the Config Advisor tool is as shown:

Metwork, || Serial Part AutaSupport (by ASUP Id) Aukosupport (From File)

AutoSupport Message Files to Process

ASLIP File Path ASLUP Connection Skatus
C:/Documents and Settingsfanee/DeskiopiAM3-FASA txt | Yerified
C:/Documents and Settingsfanes/Deskiopfans-FasE.bxt | Yerified

The fields in the 7-Mode AutoSupport (from file) tab are as follows:

GUI field/GUI button ‘ Description

ASUP File Path Displays the path from where the file was loaded
ASUP Connection Displays Verified if a connection is established
Status
Add File Adds a file from the selected location
When you add a file, it is verified before it is added to the
list.

If you add an invalid file, an error message is displayed
and the file is not added to the list.

Remove File Removes the AutoSupport file from the list
Save this Query Saves the file path as a query for later use
Collect Data Collects data from a storage controller or an HA pair

Collecting data by using the 7-Mode AutoSupport (from file) tab
Steps
1. Click Add File and choose an AutoSupport file.

Note: The AutoSupport file should be a .txt file. AutoSupport files supported by Config Advisor are
plain text files that are similar to files described in Collecting data manually.

Alternatively, you can select a query from the query list pane. For more information, see Saving
credentials.
2. Click Collect Data to start the data collection.
The Results File dialog box is displayed.

3. Enter a name for the result file or accept the default, and click Ok.
When the data collection and analysis are complete, the result file is displayed in the Recent
Results pane.
For more information about this pane, see Viewing recent results.

4. Click Save this Query to save the file as a query.
For more information about saving credentials, see Saving credentials.

4.1.5 Batch data collection for 7-Mode

Data collection in batch mode is performed by grouping credentials in a query group. A query group has
one or more query hames, enabling you to construct a large batch mode query by using the existing
saved credentials.

In batch collection mode, you can collect data from multiple systems by using the credentials that are
saved as query groups.
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Note: The recommended number of systems in a single batch mode operation should be 50 or less to
avoid errors caused when it exceeds the available physical memory.

The credentials can be saved as query groups from any or all of the following tabs:

e Network
e AutoSupport (by ASUP Id)
e AutoSupport (from file)

Note: In batch data collection and Cluster-Mode data collection, you cannot collect data by using the
Serial Port tab.

Steps

1. Click Add a Query Group.
The New Query Group dialog box, which is displayed, is as follows:

[Add a Query Group] ’Collect from Query Group]

Default Query Group - query list & 9 R
New Query Group ng
Name of Query Type of Query

I

Username - root  7-Mode Serial Type in the Query Group Mame,

CL C-Mode Network
Query Group Mame :

[ OK l ’ Cancel
=

2. Enter a query group name, and click OK.
The name is added in the query list pane.

3. Enter the credentials in Network, AutoSupport (by ASUP Id), and AutoSupport (from file), and
click Save this Query in each tab.
The Save this Query dialog box is displayed.

4. Enter a query name or accept the default name, and select the query group from the drop-down
list.
For more information about saving credentials, see Saving credentials.

5. Click Ok.

6. Double-click the required query group displayed in the Name of Query Group pane to list the
credentials within that query group.
The credential files saved in the query group are listed in the query list pane.

Note: You can double-click individual credentials files to load the credentials to the tabs they were
saved from.

7. To collect data from all the credentials or queries saved within a query group, select the query
group from the Query Groups pane and click Collect from Query Group.

The Query Groups pane is as shown:

Query Groups

|

Default Query Group

lndd a Query Group] lCoIIect from Query Group]

The data collection for a query group starts and a progress bar is displayed.
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4.2

42.1

After the data collection is complete, the results for the queries are saved in a single Config Advisor file.
The result file is displayed in the Recent Results pane, and the results window is displayed.

Note: The connections to a controller by using a Service Processor, Remote LAN Module (RLM),
Baseboard Management Controller (BMC), or Alternate Control Path (ACP) are not supported in 7-
Mode.

Data ONTAP 8.0 (Cluster-Mode) data collection

To verify a Cluster-Mode installation, you can collect data from a Cluster-Mode controller, cluster
switches, and management switches in a network. To collect data you should enter the credentials for
at least one cluster switch and a controller.

To verify Cluster-Mode configurations, you should ensure the following:

e The data is collected from cluster switches, management switches, and a controller.
e The controller connection is made to either a cluster-management LIF or a node-management LIF
(must be capable of responding to the data collection methods of Config Advisor).

Note: The connections to a controller by using a Service Processor, RLM, BMC, or ACP are not
supported.

In Cluster-Mode, you can collect data only by using the Network tab.

Data collection is optional for one of the two cluster switches and the two management switches. If the
credentials are not entered, the health checks for these switches are not executed. For more
information about health checks, see Configuration Validations and Health Checks.

Collecting data from a Cluster-Mode installation in Config Advisor
Config Advisor supports data collection only from the Network tab for Cluster-Mode switches.

Based on the network switch used, the customer must choose a cluster-mode type before data
collection.

The Cluster-Mode Network tab on the Config Advisor tool is as shown:

MNetwork

Cluster-Mode Type
Choose from supported Cluster Mode network switches:
@) Cisco M¥5010/5020

) NetApp CN1610/CN1601

Cluster Switch 1
Hostname (or IF)
Username admin

Password
Test Login Unknown

Management Switch 1 (Optional)
Hostname (or IF)

Username admin
Password

Privileged Password
Test Login Unknown

Cluster Mode
Hostname (or IP)
Username admin

Password

Test Login Unknowni

[ Collect Data ] [Save this Query] [ Clear All

Cluster Switch 2
Hostname (or IF)
Username admin

Password
Test Login Unknown

Management Switch 2 (Optional)
Hostname (or IF)

Username admin
Password

Privileged Password

Test Login Unknown
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The fields in Cluster-Mode Network tab are as follows:

GUI field/GUI button  Description

Hostname (or IP) Host name or IP address of the controller or the switches
Username User name to access the controller or the switches
Password Password to access the controller or the switches
Privileged Password required to run certain special commands on the switches
Password
Test Login Displays the connection status
Config Advisor attempts to connect in this order:

1. HTTP(s)

2. SSH

3. HTTP

The statuses are as follows:

« Insufficient Data: Displayed if the device name and credentials are
not entered

e Click on ‘Test Login’ to verify: Displayed if all the necessary
details are entered

e Valid <login type> Login: Displayed if the connection is valid,
where the login type is HTTP(s), SSH, or HTTP

» Connection Failed: Displayed if the connection to the device fails

Note: The connection to a device fails if the host name or IP details are
wrong, or if the device type (the device type can only be 7-Mode storage
controller) is wrong, or if the device is powered off. Additional information
about the failure is displayed in the Config Advisor Logs pane.

Collect Data Collects data from a storage controller or an HA pair
Save as a Query Saves the login credentials as a query for later use
Clear All Clears all the information entered in the fields

Collecting data by using the Cluster-Mode Network tab
Steps

1. Enter the login details for the controller, cluster switches, and management switches.
Alternatively, you can select the login credentials from the Default Query Group — query list pane.

Note: In Cluster-Mode, a query can be saved only in Default Query Group.

For more information, see Saving credentials.
2. Click Test Login to test the connection.
3. Click Collect Data to start the data collection.
The Results File dialog box is displayed.

4. Enter a name for the result file or accept the default name, and click OK.
The data collection starts and a progress bar is displayed.
After the data collection and analysis are complete, the result file is displayed in the Recent
Results pane. For more information about this pane, see Viewing recent results.

Note: Data collection takes place even if the earlier status checks on a node failed.

5. Click Save as a Query to save the credentials as a query.
For more information about saving credentials, see Saving credentials.

4.3 Saving credentials

You can save credentials such as, device host name or IP address, login credentials, serial port
information, AutoSupport ID details, and AutoSupport file details used for data collection. The
credentials can be saved as a query. One or more queries can be grouped as a query group. Query
groups are saved as files with a . json extension.

Config Advisor 3.0 Installation and Administration Guide 22 of 67



The location of the files is as follows:

Directory path Operating system

C:\Documents and Settings\<windows login> Windows XP SP3 32- hit
\ConfigAdvisorData

C:\Users\<windows login> Windows 7 SP1 32-bit and 64- bit
\ConfigAdvisorData

Note: To save a query, the credentials need not be validated or complete.

Steps

1. Enter the credentials in the tabs (Network, AutoSupport (by ASUP Id), and AutoSupport (from
file)).

2. Click Save this Query, in each tab.
The Save this Query dialog box displayed in Network tab, is as follows:
F

Save this Query | = | = 2 |

Spedfy a query name:
10.10.10

[ save Passwords?

Please save passwords if you intend to use the query for batch mode data collection. Batch mode data collection
pulls credentials from saved gueries. If passwords are missing data collection would fail for those instances.

Add this query to an existing Query Group:

[Default Query Group - ]

Co ) iea)

The Save this Query dialog box displayed in AutoSupport (by ASUP Id), and AutoSupport (from

file) tab, is as follows:
r

Save this Query == P

Specify a query name:

Add this query to an existing Query Group:
[Defﬁult Query Group - ]

[Add a new Query Group] [ Ok l [ Cancel ]

Note: For data collection in Cluster-Mode and by using the Serial Port tab in 7-Mode, the query is
saved only into the Default Query Group.

3. Enter a name for the query in the Specify a query name field.

4. Select the Save Passwords? check box displayed in Network tab, if you want to save
passwords, and click Ok.
The password field has a simple encryption to prevent a casual observer from reading the
password.

Note: The option to save the password is not available if you use the Serial Port tab in 7-Mode.

5. Add the query to an already existing query group by selecting a query group from the drop-down
list.
Alternatively, you can click Add a new Query Group to create a new query group. The New
Query Group dialog box is displayed.
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The New Query Group dialog box, is as follows:
New Query Group E

Type in the Query Group MName.

Query Group Mame :

[ OK ]’ Cancel ]

6. Enter a query group name, and click OK.
The name is added in the Query Groups pane.
The Query Groups pane, is as follows:

Query Groups

Default Query Group
Config Adwvisor 1

[.Add a Query Group] ’Collect from Query Group]

You can double-click a group to list all the queries in the query list pane.

The saved queries are displayed with the provided query name in the query list pane, as shown:

Query Groups

Default Query Group
Config Advisor1

Add a Query Group] ’Collect from Query Group

Config Advisor 1 - query list

MName of Query Type of Query
20120302165526_10,73,66.50.b¢ 7-Moede AutoSuppert File

The fields in the query list pane are as follows:

Field ‘ Description

Name of Query Displays the name of the saved query

Type of Query Displays the collection method used

Example: If the collection method is in the 7-Mode profile and
the Network tab is used, 7-Mode Network is displayed.

Note: In the Serial Port tab, the COM port details might not be saved correctly.
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The tasks that you can perform on a saved query are as follows:

If you want to... Then...

Open a saved query 1. Double-click the query that you want to open.

The relevant credentials are populated in the
tab and the status check is performed
automatically.

Rename a query 1. Select the query that you want to rename and
right-click it.
Alternatively, you can select the query that you
want to rename and use the Ctrl+H shortcut.
2. Select Rename Query.

3. Enter a new query name in the Rename Query
dialog box.

Note: Default Query Group cannot be renamed.

Delete a query 1. Select the query that you want to delete and
right-click it.
Alternatively, you can select the query that you
want to delete and use the Ctrl+Z shortcut.

2. Select Delete.

The query is deleted from the list.

Note: Default Query Group cannot be deleted.

4.4 Viewing recent results

The collected and analyzed data is saved as a Config Advisor file in the xm1 . gz format. You can
access these files from the Recent Results pane in Config Advisor.

The location of the result files is as follows:

Directory path Operating system

C:\Documents and Settings\<windows login> Windows XP SP3 32- hit
\ConfigAdvisorData\recent results

C:\Users\<windows_login> Windows 7 SP1 32-bit and 64-bit
\ConfigAdvisorData \recent results

The Recent Results pane is as shown:

Recent Results
File Mame Date i
20120406113819_configadviser 2012:04:06 17:08:51
rrr 201 2:04:06 16:59:09 E
aaa 2012:04:04 18:02:30 4
20120404122936_configadvisor 2012:04:04 17:59:59
abc 2012:04:04 16:31:03
testitit 2012:04:03 14:51:02

20120223110659_wiregauge 2012:02:23 16:36:59
M 20220051026 wirenaune 201 2:02:2010:42:19

The fields in the Recent Results pane are as follows:

Field ‘ Description

File Name Displays the name of the Config Advisor file
Date Displays the date on which the file was created
The files in the Recent Results pane are sorted in the descending order of the creation dates; starting
from the latest file. You can right-click a file name for options. For more information about the right-click
options, see Viewing Results.
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5 Setting Preferences

5.1

511

5.2

You can find information about what AutoSupport and FTP metrics are, and how to enable or disable
them.

What AutoSupport is

AutoSupport is a “call-home” mechanism that is embedded within Data ONTAP. AutoSupport collects
data from your NetApp systems and sends alerts to NetApp Services when it detects potential system
problems.

AutoSupport messages are automatically analyzed and flagged for appropriate corrective action. After
the data collection is complete, AutoSupport is enabled, and counts of Configuration Validation and
Health Checks failures are sent as metadata.

Triggering AutoSupport

You can trigger an AutoSupport message on the controller by selecting Options >Trigger
AutoSupport.

Config Advisor sends an AutoSupport message after the data collection if AutoSupport is enabled on
the controller and if the Options > Trigger AutoSupport is checked on the tool.

The Trigger AutoSupport option is as shown:

"
Config Advisor 3.0.0 ‘-
anng WISOT i -
File | Options | Help

pro| ¥ Trigger AutoSupport
Ch Preferences

@ Data OMTAP 8 (Cluster-Mode)

What FTP Metrics are

Config Advisor collects usage statistics called FTP metrics and sends them back to NetApp Technical
Support periodically. The FTP metrics are used for product improvement and return on investment
(ROI) analysis.

The FTP metrics sent to NetApp Technical Support are as follows:

Number of disks

Pathing issues found

Number of shelves

Disk, Shelf, and Stack count

Storage system configuration type, Model, and Serial number

Data ONTAP version and model

Time taken for data collection, date, and session ID

Metric codes and subcodes for the health checks and configuration validations executed on the
system

Note: Login name, company name, email address, and user type are not sent as part of FTP metrics.

Sample of an FTP Metrics file

<?xml version="1.0" ?>
<configadvisor>
<reference>
<capturelInformation captureTimer="114" capturedate="20120315102843"
sessionId="2012031915461790797" capturemethod="" salesorder=""/>

<userInfo Company="" Email="" Name="Anonymous" UserType=""/>
<creator name="Config Advisor" platform="Windows" version="3.0.0"/>
</reference>
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<summary diskCount="430" resultsCode="101000" shelfCount="12" stackCount="8"
sysconfigMP="Multi-Path HA"/>
<controller model="V6280" serialnumber="8000022761"
ontapversion="RrollingrockN 120307 2045" ontapmode="7-mode">
<metrics>
<code metric="720" subcode="3021"></code>
<code metric="720" subcode="3022"></code>
<code metric="720" subcode="3025"></code>
<code metric="750" subcode="384218"></code>
<code metric="750" subcode="384218"></code>
<code metric="750" subcode="384218"></code>
<code metric="750" subcode="384218"></code>
<code metric="750" subcode="460445"></code>
<code metric="750" subcode="460445"></code>
<code metric="750" subcode="460445"></code>
<code metric="730" subcode="4001"></code>
<code metric="730" subcode="4002"></code>
</metrics>
</controller>
</configadvisor>

FTP Metrics for 7-Mode

For a 7-Mode resullts file, all the controllers within the file share a session ID. Each controller has a
separate FTP file.

FTP Metrics for Cluster-Mode

For a Cluster-Mode file, separate files are sent for individual nodes within the cluster. All the files within
the cluster share a session ID. One node within the cluster sends metrics pertaining to the switches in
addition to its own metrics.

Note: If the FTP file is not sent, it is saved in the ConfigAdvisorData\ftp files folder. When
Config Advisor is restarted, it attempts to send the FTP files. The files are deleted after they are sent.

5.3 Updating Preferences

You can update your preferences if you want to use Config Advisor in a secure site and have not
disabled FTP metrics collection in the initial configuration of the tool.

Steps

1. Click Options > Preferences.
The Update Preferences dialog box, which is displayed, is as shown:

Update Preferences

View Log Output
|Isage statistics collection:
() Enable

(@ Disable

2. Select Enable to enable FTP metrics.

FTP metrics are sent to NetApp Technical Support.
3. Select Disable to disable FTP metrics.

FTP metrics are not sent to NetApp Technical Support.
4. Click Ok to update.
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5.4 Viewing progress and error details

Progress and error details during data collection are displayed in Config Advisor Logs located at the
bottom of the tool.

e The Info tab displays the connection and command progress.
e The Errors tab displays the details of the errors in case of connection failure.

Note: In Config Advisor, you cannot stop the data collection process when it is in progress.

The Config Advisor Logs pane is as shown:

oyur

510013

Config Advisor Logs @

You can choose to hide or display the Config Advisor Logs pane.
Steps

1. Click Options > Preferences.
The Update Preferences dialog box is displayed.
2. Select the View Log Output check box to display the Config Advisor Logs pane.
3. Clear the View Log Output check box to hide the Config Advisor Logs pane.
4. Click Ok to update.
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6 Viewing Results and Analysis

6.1

6.2

You can find information about where to find the result files, and how to view the 7-Mode and Cluster-
Mode results, and the analysis of the results. You can also find the description of the fields in the Config
Advisor results window, and information about how to download the results in PDF, Microsoft Word,

and Microsoft Excel formats.

Viewing Results

You can view the results by right-clicking a result file name displayed in the Recent Results pane.

If you right-click a result file in the Recent Results pane, you see various options as follows:

Recent Resulks

File Name
Scripk_MC_Filker

configadyis
configar

configar
rrrFinadvisar - 2

Scripk A view Collected Data Chrl+Y
Script_Filte_-red Wie Analysis Chrl+R,
Script_verifywith  ¥iew PDF Report

Script_Unfilkered|  Wiew M3 Excel Report ChrH+E

20120416121658 Wigw M3 Word Report Chrl+iy

" Open Containing Folder Ckrl+3hift+Home
Refresh Folder
Rename

Fa

Chrl4+

The right-click options in the Recent Results pane are as follows:

Input field ‘ Description

View Collected Data

Displays the Config Advisor Viewer window with the output of
the commands that were executed on the storage controllers and
switches.

For more information, see What Config Advisor Viewer does.

View Analysis

Displays the Results window with the details of the results.
For more information, see Viewing results in Config Advisor.

View PDF Report

Generates a PDF report for the results.
For more information, see Generating a PDF report.

View MS Excel Report

Generates a Microsoft Excel report for the results.
For more information, see Generating an Excel report.

View MS Word Report

Generates a Microsoft Word report for the results.
For more information, see Generating a Word report.

Open Containing Folder

Opens the folder that stores the Config Advisor files.

Refresh Folder

Refreshes the folder for new or modified Config Advisor files.

Rename

Renames the Config Advisor file.

Delete

Deletes the Config Advisor file.

What Config Advisor Viewer does

The Config Advisor Viewer window displays the commands that were executed on the controllers and

switches. It also displays the command output and error details.

The Config Advisor Viewer window is displayed when you right-click a file in Recent Results, and

select View Collected Data.
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The Config Advisor Viewer window is as shown:

n Config Advisor Yiewer - Script_MC_batchCollect

+ @l RIGEL (STORAGE_COMTROLLER): 7-MODE ~
= . MYSTIGUE (STORAGE_COMTROLLER): 7-MODE

o E-a-:lr skakus v

- brac status

‘ cf monitor all

i cf partrer

i cf status

date

o o

-

‘ environment stakus

‘ expartfs

i fFep show cFmode

i Festat device_map

B hostname

- ifconfig -a

- igroup show

‘ license

i lun shiows -m

i lun shiows -y

- options

- rdfile jetclexports

- rdfile fetc/hosts

- rdfile fetc/messages b

2utput

aggr status v
Thu Jan 01 00:00:00 1970 (Duration - 0:00:00)

Collected Cutput

Logr State Status
Options

aggrl online
nosnap=off, raidtypesraid_dp.

raid_dp, aggr

redirect
raidsize=16,

ignore_inconsistent=off,
snapmirrored=off,
resyncsnaptime=60,

fs size_fixed=off,

snapshot_autodelete=on,

6.3

Viewing results in Config Advisor

You can find information about the panes, tabs, and fields in the 7-Mode and Cluster-Mode results

window in Config Advisor.

6.3.1 Viewing 7-Mode results in Config

Steps

Advisor

1. Inthe Recent Results pane, right-click the required file.

2. Select View Analysis.

The 7-Mode results window is displayed.
The Config Advisor (7-Mode Results) window is as shown:

Config Advisor 3.0.0 (7-Mode Results) - ASUP_Trigger

Contrallers Cabling Syskem Config Summary Agagregate Info

f2040-196-162 (FAS2040)

12040190105 (Faazned) Tye Mame | Disk Court | Disk Size(s)

# B stack 00 12
= [ Stack 0alob 27

Partrier - f2040-196-183

Type Wame | Disk Courk | Disk Siee(s)
# B stack 00 12
+ [ Stack 0b|0a 27

Configuration Yalidations & Health Checks
Fiters; (& AlDevices O Cnly Selected Devices

Impact Level Categary Rule Target Risk  Description

@ Max Flex Yolume Checks F2040-196-152
release.

Max Flex Yolume Checks F2040-196-183
release.

HA Configuration f2040-196-182  Compare the licenses in a HA Pair

HA Configuration F2040-196-182  Compare the licenses in a HA Pair,

HA Configuration f2040-196-182  Compare the licenses in a HA Pair,

¢ e e ee

HA Configuration f2040-196-183  Compare the licenses in a HA Pair

Serial Mumber

Serial Mumber

Checks the Flex Vol imits for the given GNTAP

Checks the Flex Vol limits for the given ONTAP.

volume Infa | LUN Irfo

Nokes Details
Stack Single: Path

@ Stack Same Bridge Madules of the stack are connected to the same Bridge.

Firmware  Make{Model

Notes Details
Stack Single: Path

@ Stack Same Bridge Madules of the stack are connected to the same Bridge.

Firmware  Make{Model

@ High Impact B Mediom Impact S Low Impact

Details Mare Information

Unahle ko determine GNTAP version,

Unable to determine GNTAP version,

License 3v_ontap_pri does not makch on both nades of the

Active fictive Confiquration Guide
HA pair,

Licenss pravisioning_manager doss not match on bath nades ooy oo e e
of the Ha pair.

License snaprestare does not match on bothnodes of the HA vy oo o
pa, Acivelfetive Canfiauration Suide
License sv_ontap_pri does not match on both nades of the

Active fhctive Confiquration Guide
i

Pass Fail

-~

The 7-Mode Results window is divided into the following parts:

e The Controllers pane lists all the nodes in the Config Advisor file.

e The Cabling, System Config Summary, Aggregate Info, Volume Info, and LUN Info tabs
display the details for the selected node.

e The Configuration Validations & Health Checks pane with filters displays the rules that were
run on the collected data and the results. For more information, see Configuration Validations and

Health Checks.
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6.3.1.1 Controllers

The Controllers pane displays the controllers from which the data is collected. The details about the
controllers or the HA pair is displayed in the Cabling, System Config Summary, Aggregate Info,
Volume Info, and LUN Info tabs.

Cabling
You can view the details of a controller from the Controllers pane.

e The controller stack diagram is displayed in the Cabling tab.
e If you are viewing the details of an HA pair, the partner controller details are displayed in a
separate tab.

Note: If the partner controller details of an HA pair are not available in the Config Advisor file, they are
not displayed.

You can view shelf and disk information by clicking the = icon in the Cabling tab and expanding the
stack tree.

The Cabling tab with the expanded stack tree is as shown:

Cabling System Config Summary Agagregate Info volume Info LUN Info
Type Mame Disk Count Disk Size(s) Serial Number Firmware Make/Model MNotes Details
« BB stack oc 12 Stack Single Path
> R Shelf 0c0 12 ESAS Shelf Single Path
> “ Stack Qb |0a 27 @ Stack Same Bridge Modules of the st

Note: Config Advisor displays warnings, for the following configurations:
1. Seagate disk drive has NAOO firmware and prompts you to upgrade to new firmware.

2. Snapshot copies are not within 90% of the recommended setting for NDU upgrade for various
Data ONTAP versions.

3. SATA and FC shelves are within the same stack.

The fields in the Cabling tab are as follows:

Field Description

Type Displays the hierarchy (stack, shelf, or disk)
Name Displays the name of the stack, shelf, and disk
Disk Count Displays the count for a stack and shelf

Disk Size(s) Displays the size of the disk

Serial Number | pisplays the serial number of the disk

Firmware Displays the firmware on the disk

Make/Model Displays the model information for the shelf and disk

Notes Displays the pathing system in a stack, shelf, and disk, in green, orange, or red flags
Details Displays information about the shelf or disk that has a red indicator in the Notes
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System Config Summary

You can view the hardware overview, module details, shelf details, and disk overview by clicking the
System Config Summary tab.

The System Config Summary tab is as shown:

m Cabing | System Config Summary | Aggregate Info | VolumeInfo | LUNInfo |

Hardware Overview
Host name  Serial Number Model ONTAP Version Total Raw Capacity (GB) Total Usable Capacity (GB) Total Used Capacity (GB) Installed Software E
£2040-196-183 700000247898  FAS2040 81RC3 4968.07 148981 79007 a_sis, cf, cifs, compression, disk_sanitization, fcp, flex_clone, flexcache_nfs, hitp, iscsi, muttistore, E
nearstore_option, nfs, operations_manager, persistent_archive, protection_manager, provisioning_manager,
snapmirror, snap _syne, snap [ snap storage_services, sv_linu_pri, sv_ontap_pri,
Modue Details
Module Type # of Shelf Modules
ESAS 1
ESH4 4
T
Shelf Detais
I Shelf Type # of Shelves
results file. | ;
DS14-Mid-FC 2
eorgtotsr . p |
Disk Overview
Disk Model Disk Type Disk Mktg Size(GB) # of Disks # of Data Drives  # of Parity Drives 2 of Spare Disks
X298 SMOOSOLTSSS SATA 1000 12 2 3 1
X279_S15K7288F15 FC 300 27 0 0 0

The fields in the System Config Summary tab are as follows:

Field Description

Hardware Host name: Displays the host name of the controller

Overview Serial Name: Displays the serial number of the controller

Model: Displays the controller model ( FAS, V-Series, or N-series)

ONTAP version: Displays the current version of Data ONTAP that is installed on the
controller

Total Raw Capacity (GB): Displays the total disk space

Total Usable Capacity (GB): Displays the available disk space

Total Used Capacity (GB): Displays the used disk space

Installed Software: Displays all the licensed software on the controller

Module Details Module Type: Displays the shelf input/output module

# of Shelf Modules: Displays the count of each shelf input/output module
Shelf Details Shelf Type: Displays the shelf model attached to the controller

# of Shelves: Displays the count of each shelf model attached to the controller
Disk Overview Disk Model: Displays the disk model

Disk Type: Displays the type of disk (FC, SATA , SAS, and so on)
Disk Mktg Size (GB): Displays the Disk Marketing size

# of Disk Drives: Displays the count of the data disk drives

# of Parity Drives: Displays the count of the parity disk drives

# of Spare Disks: Displays the count of the spare disk drives

Aggregate Info
You can view the aggregate information by clicking the Aggregate Info tab.

The Aggregate Info tab is as shown:

Cabling System Config Summary Aggregate Info Volume Info LUN Info

Aggregate Info

Aggregate Mame RAID Type Disk Count Total (GB) Used (GB) Awvailable (GE) Used %
aggr raidd 2 74490 7112 33.09 95%
pp raid_dp 3 74490 78.65 666.26 11%
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The fields in the Aggregate Info tab are as follows:

Field Description

Aggregate Name | Displays the name of the aggregate
RAID type Displays the RAID type of the aggregate (RAID 4 , RAID DP , and so on)
Disk Count Displays the count of the disks that form the aggregate
Total (GB) Displays the total space of the aggregate
Used (GB) Displays the used space of the aggregate
Available (GB) Displays the available space of the aggregate
Volume Info

You can view the volume information by clicking the Volume Info tab.

The Volume Info tab is as shown:

Cabling System Config Summary Aggregate Info Volume Info LUN Info
Vialume Info
Volume Name Containing Aggregate Vol Type Vol State Total (GB) Used (GB) Free (GB) Used %
after_up_ds_lun pp flex online 6.25 0.00 6.25 0%
ds_rr_bug pp flex online 1.00 0.00 1.00 0%
ESK _br_rr pp flex online 10.00 3.9 6.21 38%
manhar_nfs_vol pp flex online 38.00 0.00 38.00 0%

The fields in the Volume Info tab are as follows:

Field Description

Volume Name Displays the volume name of both flex and traditional volumes
Containing Aggregate | Displays the containing aggregate for the volume (if it is a flexible volume)
Vol type Displays the type of the volume
Vol State Displays the state of the volume (online and so on)
Total (GB) Displays the total space of the volume
Used (GB) Displays the used space of the volume
Free (GB) Displays the available space of the volume
Used % Displays the percentage of used space of the volume
LUN Info

You can view the LUN information by clicking the LUN Info tab.

The LUN Info tab is as shown:

_—
| cabling | system Config summary | Aggregatenfo | vomemnfo | LUNInfo
LUN Info
LUN Path LUN Type LUN Size Mapped iGroup Name iGroup Type Space Reservation

fvol/after_up_ds_lun/after_up_ds_lun vmware (iSCSI) 1.2g reu_generated0004 i1SCSI{ vmware) disabled

Jvol/ppds_4/ppds_4 vmware (iSCSI) 1.2g rcu_generated0003 iSCSI{ vmware) disabled
Aval/RR_new_vmfs/RR_new_vmfs wmware (i5CSI) 2.2g rcu_generated0004 iSCSI { vmware) disabled

i __
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The fields in the LUN Info tab are as follows:

Field Description

LUN Path Displays the LUN name along with the full path
LUN Type Displays the LUN multiprotocol type
LUN Size Displays the size of the LUN

Mapped iGroup Name

Displays the iGroup to which the LUN is mapped

iGroup Type

Displays the type of the Initiator Group mapped to the LUN.

Space Reservation

Displays whether space reservation is enabled or disabled on the LUN

6.3.2
Steps

Viewing Cluster-Mode results in Config Advisor

1. Inthe Recent Results pane, right-click a Cluster-Mode results file.
2. Select View Analysis.

The Config Advisor (Cluster Mode Results) window, which is displayed, is as follows:

Il Config Adyisor 3.0.0)(Cluster Mode Results) - dnee_Corduroy. RRT

Modes

fas2040-66056 (FASZ040)
fasz040-66057 (FASZ040)
tre-fas3070-64 (FASI0F0)
rre-fas3070-65 (FAS3070)
tre-fas3z40-25 (FAS3240)
tre-fas3240-26 (FAS3240)

Cluster Switches

Metwork Interfaces | Cabling

Logical Interface Role

clus10 cluster
tlus3 cluster
nodese

Management Switches

Configuration Validations & Health Checks

Fikers: () All Devices () Only Selected Devices
Impact Level Category Ruls Target
* Sharage Fas2040-66056
* Starage Fas2040-66056
w* Shelf Path Checks Fas2040-66056

Cluster Node Connact To Cluster Switch Fas2040-66056
Cluster Node Connect To Mgmt Switch  Fas2040-66056
Mode Cluster NIC Model fas2040-66056
Cluster Node Port Rales fas2040-66056
Cluster Node COP Fas?040-66056

shelf Checks fas2040-66056

Part Switch

Risk | Description
Reports Failed disks,

Reports Failed disks,

(Checking the pathing configuration of the shelves,

Verifying that all cluster nodes have a connection to
each cluster switch,

Wetifying that &l cluster nodes have a connection to
a management switch,

Wetifying that the NIC models are compatible in the
cluster network,

werifying that the duster ports and the management
ports are an valid sloks For the clusker netwark,
Werifying that Cisco Discovery Protocal is running on
the cluster nodes.

Checking the shelf compatibiity within a stack,

Cperational Speed (Mbps)
elb  wg-nxS010-6672:Ethernetlf4 1000
ela  wg-nxS010-6673:Ethernetlf4 1000
node-mgmt e0d  FOC1505Y203:FastEthernet0f1 100

192,168.1.156
192,166.1.56
10,73.66.,56

) High Impact 1 Medium Impact e Low Impact

Details

Disk. with unknown serial number on port Oa,

Disk with unknown serial number on port Ob,

Most controllers that have onboard FC o 545 ports, These
parts are grouped in pairs such that they are controlled by
the same ASIC chip. Bath ports of a stack are connected to
the same ASIC, a faiure in the ASIC would result in loss of
connectivity to the whale stack,

Network Address

Pass Fail
More Information

Action Plan: k1010831

kb1011930

Action Plsn: k1010831

kb1011930

The Config Advisor (Cluster-Mode Results) window is divided into the following panes:

e Nodes, Cluster Switches, and Management Switches: You can see the node, cluster switch,
and management switch details.

e Configuration Validations & Health Checks: You can use filters to see the rules that were run
on the collected data and the results. For more information, see Configuration Validations and
Health Checks.

6.3.2.1

Nodes

The Nodes pane displays details of the nodes within a cluster. The details are displayed in the
Network Interfaces and Cabling tabs.

Note: By default, the interface details are displayed in the Network Interfaces tab.
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Network Interfaces

You can view details of a node by selecting a controller from the Nodes pane. The Network Interfaces
tab displays information about all the network interfaces of the cluster.

Note: If you are viewing an HA pair within the cluster, the partner controller details are also displayed.

The Network Interfaces tab is as shown:

Tl
I Config Advisor 3.0.0 (Cluster Mode Results) - inee_Corduroy_RRT [==E)
|

Hodes Netwark Interfaces | Cabling

fas2040-56056 (FAS2040)

t252040- 66037 (FAS2040) Logical Interface Role  Port Switch Operational Speed (Mbps) Network Address
rre-fas3070-64 (FAS3070) cus1o cluster elb  wg-miG010-6672:Ethernet1/4 1000 192,168.1.156

rre-fas3070-65 (FAS3070) . p—

1o fas3240-25 (FAS3Z40) cluss cluster e0a3  Wg-nxS010-6673:Ethernetl/4 1000 192.168.1.56

|
|
|
|
|
rre-fas3240-26 (FAS3240) nodeSe node-mgrt e0d  FOC1S0SYZD3:FastEthernetdil 100 10,73.66.56 |
|
|
|
|

The fields in the Network Interfaces tab are as follows:

Fields Description

Logical Displays the name of the logical interface created on the

Interface cluster

Role Displays the role of the logical interface (node-management,
cluster, or data) created on the cluster

Port Displays the physical interface of the node on which the logical
interface is configured

Switch Displays the host name and interface name of the switch

(cluster switch or management switch) to which the logical
interface of the cluster is connected

Operational Displays the operational speed of the logical interfaces of the
Speed (Mbps) | cluster

Network Displays the network IP address configured on the logical
Address interfaces of the cluster

Note: On NetApp CN1601, port 13 is listed only when it is active. The details of the port are not
displayed as it is connected to a service port of the Cluster Switch for 10G connections.

Cabling

The Cabling tab displays the shelf and disk information of the controllers. You can also view the
cabling diagram of the node and the partner node (if HA is enabled and configured within the cluster
nodes).

The Cabling tab is as shown:

n Config Advisor 3.0.0 (Cluster; Mode Results) - Anee_Corduroy. RRT E"E‘El

Nodes Netwwork Interfaces | Cablng

fas2040-66056 (FAS2040) 5
Foea40. 26007 (FAarman) Type Wame DiskCount  DiskSie(s) | SerialMumber | Firmware  MakefModel | Notes Detals
rre-Fas3070-64 (FAS3070) Stack 2a | 2d 24 Stack Same Card Modules of the stack are connected to the same PCI Card,
tre-Fas3070-65 (FASI0T0) Stack 2¢ | 2b 24 Stack Same Card Modules of the stack are connected to the same PCI Card.
rre-Fas3240-25 (FA53240)
rre-Fasi240-26 (FAS3240)

Partner - rre-fas3070-65

Type Name Disk Count  Disk Size(s)  Serial Number  Firmwars | MakefModel  Nokes Details
Stack 2d|2a 24 Stack Same Card Modules of the stack are connected o the same PCT Card
= Stack  2h|2c 24 Stack Same Card Modules of the stack are connected to the same PCI Card,
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The fields in the Cabling tab are as follows:

Field Description

Type Displays the hierarchy (stack, shelf, or disk)
Name Displays the name of the stack, shelf, and disk
Disk Count Displays the count for a stack and shelf

Disk Size(s) Displays the size of the disk

Serial Number | pisplays the serial number of the disk

Firmware Displays the firmware on the disk

Make/Model Display the model information of a shelf and disk

Notes Displays the pathing system in a stack, shelf, and disk, in green, orange, or red flags
Details Displays information about the shelf or disk that has a red indicator in the Notes column.

6.3.2.2 Cluster Switches
The Cluster Switches pane displays the switch details.

You can view the details of a switch by selecting a switch from the Cluster Switches pane.

The Cluster Switches pane is as shown:

I Config Advisor 3.0.0 (Cluster Mode Resulls) - Anee_Corduroy, RRT DEX

Nodes Part Connected Type Connected Host (Port) Speed Network Address
gk = Switch:FastEtherneto[24 100Mhfs  10.73.66.7
Ethernet1/3  Controller Fas2040-66057:20b 1000 Mbfs 192.168.1.157
WE-nXS010-6672 (Nexus5010)
Wg-TS010-6673 (Nexus5010) Ethernet1/4  Controller Fas2040-66056:20h 1000 Mbfs 192.168.1.156
Ethernet1/s  Controller we-fas3240-25i81a Ghfs  192,168.1.25
Ethernetif6  Controller we-fas3240-26151a 0Ghfs 192,168,126
Ethernet1/7  Controller ne-fas307n-64ie1a 10Ghfs  192,168.1.64
Ethernet1/3  Controller ne-fas3070-65181a 0Ghfs  192.168.1.65

Cluster Switches

Ethernett/15 I5L wg-mxE010-6673:Ethernet1/13 10Gbfs  10.73.66.73

Ethernett/14 T5L wg-mE010-6673:Ethernet1/14 10 Gbfs  10.73.66.73

Ethernett/15 IsL wg-nxE010-6673:Ethernet 115 10Gbfs  10.73.66.73

Ethernett/1é IsL wg-nxE010-6673:Ethernet 1/16 10 Gbfs  10.73.66.73

Ethernett/17 IS wg-nx5010-6673:Ethernet1 /17 10Gbfs  10.73.66.73 a8

The fields in the Cluster Switches pane are as follows:

Fields Description

Port Displays the interfaces on the cluster switches that are
physically connected to the cluster nodes or the management
switches, or an Inter-Switch Link (ISL) to the other cluster
switch

Connected Displays the type of the device to which the cluster switch

Type interface is connected (Controller or ISL)

Connected Displays the host name and interface name of the cluster node

Host (Port) or switch (cluster switch or management switch) to which the
interface of the cluster switch is connected

Speed Displays the speed of the interfaces of the cluster switch

Network Displays the network IP address configured on the interfaces of

Address the cluster switch

6.3.2.3 Management Switches
The Management Switches pane displays the switch details.

You can to view the details of a selected switch from the Management Switches pane.
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The Management Switches pane is as shown:

I Config Advisor 3.0.0 (Cluster Mode Results) - Anee_Corduroy_RRT

Modes Port Connected Type Conmected Host (Port) Speed Metwork Address
FastEthernet0/2  Controller rre-Fas3240-25:60M 100Mbjs | 10.73.66.25

FastEthernet0)3  Controller rre-Fasa070-64:e0d 100Mbfs  10.73.66.64

FastEthernet0/ed  IsL wo-nS010-6672 btarre lab eng bte, netappin(SSIL44909GR) mmkd 100Mb/s | 10.73.66.72

GigahitEthernet0f2 IsL suikc2:GigabitEtherneto/1 1000mbfs 10.73.66.8

FastEthernet0/l  Controller Fas2040-66057:20d 100Mbjs | 10.73.66.57

Wlans6

Cluster Switches

Management Switches

The fields in the Management Switches pane are as follows:

Fields Description

Port Displays the interfaces on the management switches that are
physically connected to the cluster nodes or the cluster
switches, or an ISL to the other management switch

Connected Displays the type of the device to which the management

Type switch interface is connected (Controller or ISL)

Connected Displays the host name and interface name of the cluster Node

Host (Port) or switch (management switch or cluster switch) to which the
interface of the management switch is connected

Speed Displays the speed of the interfaces of the management switch

Network Displays the network IP address configured on the interfaces of

Address the management switch

6.4 Generating a PDF report

You can generate a PDF report containing the 7-Mode results or Cluster-Mode results. The PDF report
is designed to provide a quick summary of the configuration and validation checks results. It contains
fewer details than the MS Excel and MS Word reports.

Steps

1. Inthe Recent Results pane, right-click a Config Advisor file.
2. Choose View PDF Report.
A PDF file is displayed with the 7-Mode results or Cluster-Mode results.

Note: The reports are saved in the following location: \ConfigAdvisorData\pdf files

6.5 Generating an Excel report
You can generate an Excel report containing the 7-Mode results or Cluster-Mode results.
Steps

1. Inthe Recent Results pane, right-click a Config Advisor file.
2. Choose View MS Excel Report.
An Excel file is displayed with the 7-Mode results or Cluster-Mode results.

Note: The reports are saved in the following location: \ConfigAdvisorData\excel files

Excel reports are not supported in Cluster-Mode.

6.6 Generating a Word report
You can generate a Word report containing the 7-Mode results or Cluster-Mode results.
Steps

1. Inthe Recent Results pane, right-click a Config Advisor file.
2. Choose View MS Word Report.
A Word file is displayed with the 7-Mode results or Cluster-Mode results.
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Note: The reports are saved in the following location: \ConfigAdvisorData\doc files
Word reports are not supported in Cluster-Mode.

Word report is saved automatically with the same name as result file and is stored in the
\ConfigAdvisorData\doc files directory. However, the name is not reflected in the opened
document and asks the user to save the document again, which can be ignored by clicking NO.
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7 Configuration Validations and Health Checks

Configuration validations and health checks are the checks that are run on the collected data when you
open the 7-Mode Results or Cluster-Mode Results window in Config Advisor .

The fields in the Configuration Validations & Health Checks pane are as follows:

Field ‘ Description

Impact Level Displays the name of the rule

Category Displays the category of the rule

Rule Target Displays the controller or switch on which the rule is run

Status Displays the status of the risk

Risk / Description Displays the description of the check that is run

Details Displays the details of the risk

More Information Displays additional information about the status of the
risk

The Configuration Validations & Health Checks pane contains filters, which can be used to
customize the display of rules.

The filters are as follows:

Filters ‘ Description

All Devices Displays the configuration checks for all the controllers and
switches

Only Selected Devices Displays the configuration checks for only the selected
controllers or switches

] Indicates a high level of risk that might lead to a service

outage. Corrective action should be taken immediately

[ ] Indicates a medium level of risk that might affect normal
operations of the system or place the system in a degraded
state. Corrective action should be taken

+* Displays a low level of risk. Corrective action must be taken to
comply with NetApp's recommended best practices

Pass Displays the rules that passed the configuration checks
Fail Displays the rules that failed the configuration checks

See Appendix A for a detailed description of all the configuration validations and health checks that
are run.
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8 Using Config Advisor in Secure Sites

8.1

8.1.1

8.2

Config Advisor can be used to perform onsite and offsite data analysis. It can also be used to analyze
data that is pre-collected by using the Data Collector and Sanitizer script.

Onsite Data Analysis: In this method, the user must install Config Advisor on the secure site system.
The tool is directly connected to the controllers from where it collects the controller related information.
Config Advisor then performs configuration validations and health checks on the collected data and
provides a detailed report to the user.

Offsite Data Analysis: In this method, the user need not install the Config Advisor tool on the secure
site systems. The customer can use the Data Collector and Sanitizer script to collect data, and then
filter, and parse the collected data. This sanitized data can then be sent to NetApp Technical Support or
a partner for review. NetApp Technical Support enters this data into Config Advisor to perform
configuration validations and health checks and to provide a detailed report to the customer.

Working with the Data Collector and Sanitizer script

The Data Collector and Sanitizer script can be run on secure sites to collect controller-related
information from NetApp storage controllers running Data ONTAP 7.x and Data ONTAP 8.x 7-Mode.
The script is written in Microsoft Windows PowerShell 2.0.

What Data Collector and Sanitizer script does

The script is used to collect controller-related information such as, volume names, volume types,
storage information, and details about software licenses from NetApp storage controllers running Data
ONTAP 7.x and Data ONTAP 8.x 7-Mode. It also filters out uniquely identifiable data, such as IP
addresses, aggregate names, volume names, and so on, or data that may be considered sensitive. The
script can also be used to filter out sensitive data from the pre-collected data.

The script uses a fallback mechanism to connect to the controller. It attempts to connect through the
HTTPS protocol first and then falls back to SSH, and finally to HTTP.

Note: If you want to connect through SSH instead of HTTPS/ HTTP, then you should disable the
HTTPS/ HTTP service.

To disable HTTPS/HTTP service on the controller, set the following to Off:
options httpd.admin.enable

options httpd.admin.ssl.enable

options httpd.enable

options ssl.enable

To enable SSH on the controller, set options ssh.enable to On.

Running the script

The Data Collector and Sanitizer script is included with the Config Advisor installation package and is
available in the following installation folder: C: \Program
Files\ConfigAdvisor\secure datacollector.psl

The Data Collector and Sanitizer script can be used independent of Config Advisor for secure sites
where deployment of Config Advisor binaries is not possible. You can copy the Data Collector and
Sanitizer script from the folder and carry it to the secure site. At the secure site, copy the script onto the
desktop or a writeable folder for execution.

Before you begin

1. PowerShell 2.0 or later must be installed.
For more information on how to install PowerShell 2.0, see Installing PowerShell 2.0.

2. Data ONTAP PowerShell toolkit 1.5 or later must be installed.
For more information on how to install Data ONTAP Power Shell Toolkit, see Installing Data
ONTAP PowerShell toolkit 2.0.
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3. The PowerShell Execution policy must not be set to ‘Restricted’. It should be set to either
‘Allsigned’, ‘RemoteSigned’ or ‘Unrestricted’.

Additional information

The current PowerShell execution policy can be viewed by running the “Get-ExcecutionPolicy”
command.

The current PowerShell execution policy can be changed by running the “Set-ExecutionPolicy”
command. You need to have administrator rights to run “Set-ExecutionPolicy” command.

Steps

a. Go to Start menu.
b. Right-click Windows PowerShell.
c. Choose Run as administrator, as shown:

| Windows PowerShell
Open

©  Google Ch ' Run as administrator

Pin to Taskbar
Unpin from Start Menu

Remove from this list

Properties
COrmpute

Control P

Devices a

putty.exe - Shortcut
Default P

_,‘_151 Adobe Reader ¥

% eclipse.exe - Shortcut

w4 Windows PowerShell ISE
=

Help and

» Al Programs

Shut dow

The PowerShell command window is launched.
Alternatively, you can run the command in the windows command prompt window.

d. Run the “set-ExecutionPolicy” command.
For more information, see http://technet.microsoft.com/en-us/library/cc764242.aspx .
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VeriSign’s Code Signing Certificate

The Data Collector and Sanitizer script is digitally signed by NetApp using VeriSign’s Code Signing
Certificate. VeriSign Code Signing adds a level of trust by providing third-party authentication of the
code signer, which is recognized worldwide. The first time you run the script, you might be prompted to
add NetApp Inc. to the list of trusted software publishers. If prompted, select [A] Always run.

The VeriSign’s Code Signing Certificate is as shown:

L Administrator: Wincows PoerSh

8.2.1 Parameters in the Data Collector and Sanitizer script

The command-line arguments that can be passed to the script while invoking it are as follows:

Parameter name

Filename

‘ INIES

-Credentials

Description

This parameter specifies the name of
credentials file containing the
controller information of all the
controllers for which data is to be
collected. This can be the absolute
path, relative path or, only the file
name. In case only the file name is
specified with the path, the script
attempts to search for the file in the
folder where the script is located. If
the file is not found, it looks in the
current PowerShell directory. An
exception occurs if the file is not
found in any of the locations. The file
must be a CSV file without any
header and with the details of each
controller, such as IP or Host name,
User name, and Password, on
separate lines.

Output folder

-Out

This parameter specifies the name of
the folder where output files are
generated. This can be the absolute
path, relative path or, only the folder
name. In case it is a folder name, it
is expected to be in the same
directory as the script. If the folder
does not exist, it is created. If -n is
chosen, no data collection is
required. Only the files present in
this folder are filtered.
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Parameter name ‘ Alias
NoCollection -n

Description

This parameter indicates that data
collection should be skipped and
only data from the existing files
(manually collected) should be
filtered. In this case, only the existing
files in the Output folder location
(provided through the input
parameter) is filtered. Valid filtering
options that can be used along with
this parameter are -m, -1. Only .txt
files are considered for filtering.

Unfiltered -u

This parameter indicates that data
from the controller should be
collected without any filtering.

Note: This parameter cannot be
used in combination with the
Use Mapping option.

Use Mapping -m

This parameter indicates that
sensitive data will be replaced with
generic hames such as xx.xx.xx.01
(for replacing the IP address). A
separate mapping file (CSV) is
generated, which shows the
replaced strings with the new strings.
The format of the mapping file name
is <timestamp>_MAPPING.csv. If
this option is selected, the output file
name is changed to one of the
mapped names as described in its
corresponding mapping file.

Note: This parameter cannot be
used in combination with the
UnFiltered option.

Mapping information is not
generated for license keys, MAC
addresses, and HBA addresses.
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Parameter name ‘ Alias Description

FilterLevel -1 This parameter specifies the level of
filtering of output data. The following
are the filter levels:

Level Item

IP Address/ Hostnames

DNS Domain Name

License Codes

Aggregate Names

Volume Names

Email IDs

User names

SKQ |0 |0 oo

Web server URLs

LUN Names

i MAC Address

k Host Bus Adapter
Addresses (FC, SAS,
IB, and so on.)

| All of the above

Note: This parameter is valid only
when used in combination with -
Use Mapping.

Note: You should not run the script when the system takeover or giveback is in progress.

If you are running the script from location C: \Program Files (x86) \ConfigAdvisor, Windows
might not allow creation of output folder at the same location. In that case, either run the script as
administrator or provide a location having write-access for non-admin user.

8.3 Data collection methods for secure sites
Data can be collected either manually or by using the Data Collector and Sanitizer script.
For data collection in secure sites, you can use any one of the following methods:
e Collecting data using the Data Collector and Sanitizer script
e Collecting data manually
8.3.1 Collecting data using the Data Collector and Sanitizer script

In this method, you can collect data from single or multiple controllers by using one of the following
methods:

e Interactive data collection
e Batch-mode data collection

e Command-line argument

8.3.1.1 Interactive data collection method

In this method, you can collect data by providing the credentials of a single controller or multiple
controllers interactively.

Steps
1. Launch PowerShell.

Note: PowerShell permits only digitally signed scripts to be run; otherwise an error is displayed.

2. Navigate to the directory where the script is located.

Config Advisor 3.0 Installation and Administration Guide 44 of 67



For example, if you have stored the script in the C drive, then enter cd c:\

3. Invoke the Data Collector and Sanitizer script by entering . \secure datacollector.psl,
and press Enter.

4. Select any one of the displayed data collection methods, and press Enter.
a. Collect data unfiltered

e If you choose Collect data unfiltered, the script requests for the name of the output
folder where the result file will be stored.

e Provide a folder name, and press Enter.
b. Collect data and filter sensitive data using mapped names and create a mapping file

e If you choose Collect data and filter sensitive data using mapped names and create
a mapping file, the script displays all the data items that can be filtered.

e Enter the filtering level.
The script requests for the name of the output folder where the result file will be stored.

e Provide a folder name, and press Enter.

Note: The name of the folder where the result files are generated can be the absolute path, relative
path or, only the folder name. In case of a folder name, it should be in the same directory as the
script. If the folder does not exist, it will be created.

5. The script provides an option to run extended checks on the controllers, enter Y for yes or N for
no.

If you choose yes, then the rdfile/etc/messages command is run.

Note: Extended checks require historical log data from the controller. Collection and analysis of this
data takes a long time.

The script displays the non-intrusive commands that will be run on the controllers.
6. Enter the host name or IP address of the controller, and press Enter.
7. Enter the user name, and press Enter.
8. Enter the password, and press Enter.

The script attempts to connect to the controller by using the fallback method.

The script allows you to enter the next controller details, if any.

9. Enter Y if you want to collect data for more controllers or N if you want to collect data from only
one controller. Press Enter.

The script starts collecting data from the controller. After the data collection is complete the
script displays the location of the output files.

Note: The naming convention of the generated output files is
Timestamp_hostname/FQDN/IPaddress of the controller.txt. In case of multiple controllers, for
each controller a different .txt file is generated with the respective timestamp and the provided host
name or IP address.

8.3.1.2 Batch-mode data collection method

In this method, you can collect data from multiple controllers by providing the credentials of multiple
controllers in a single CSV file.

The CSV file should not contain any header. It must contain details, such as IP address or host name,
user name, and password, of each controller on separate lines.

Example of a CSV file:
10.238.194.138, root, netappl23
fas-2040-32, root,netappl24
10.45.91.152, root, Adminl23
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Steps

1. Launch PowerShell.
2. Navigate to the directory where the script is located.
3. Invoke the Data Collector and Sanitizer script along with the credential file, and press Enter:
.\secure datacollector.psl -credentials <filename.csv>
AIternativEIy, you can invoke the Data Collector and Sanitizer script along with the credential file

by entering the following command:
.\secure datacollector.psl <filename.csv>

Note: The credentials file must be a CSV file without any header and with controller details, that is, IP
address or host name, user name, and password on separate lines.

The user is prompted to select a data collection method, that is, type of filtering for the output
data.

4. Select any one of the displayed options, and press Enter.
The script requests for the name of the output folder where the result file will be stored.

5. Provide a folder name, and press Enter.

The script does not prompt for the controller details, but attempts to connect to the controller
directly using the fallback method, using HTTPS/SSH/HTTP.

8.3.1.3 Command-line argument method

In this method, you can provide all the script arguments as command-line while invoking the script. You
can also provide multiple filter levels as an argument.

Steps

1. Launch PowerShell.

2. Navigate to the directory where the script is located.

3. Invoke the Data Collector and Sanitizer script along with the command-line argument, and press
Enter.
Based on your input command line argument the script requests for more information or starts
collecting data.

Note: When passing multiple filter level as an argument for the script, place the filter levels within
double quotation marks. For example, . \secure datacollector.psl -1 "a,b"

When providing multiple filtering items for filtering interactively, you need not use double quotation
marks.

Examples of command-line arguments
Example 1:
\secure datacollector.psl -Output folder C:\Dataloutput -n -m -1 "a,d,e".

This command does not collect data from any controllers but only filters out all the sensitive data from
all the existing text output files in C: \Data\output. The corresponding mapping file is generated in
the same location.

Example 2:

.\secure datacollector.psl -Credentials nodes.csv -Output folder
C:\Data\output -m -1 "d"

The node details are read from the CSV file. The output files are generated in C: \Data\output (even
if this location is different from the script location). The output data is filtered and the sensitive data is
replaced with generic names. Mapping files with original names mapped to new ones are generated in
C:\Data\output. In this case, because the mapping level specified is d, only aggregate names are
filtered.

You can pass different combinations of command-line arguments. For more information about
command-line arguments, see Parameters in Data Collector and Sanitizer script.
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8.3.2 Collecting data manually

In certain secure sites, if it is not permitted to run the script on the system, you can manually run the
Data ONTAP 7-Mode commands, provided in the following table, on the controller to collect data.

The output of these commands must be saved in AutoSupport format in a .txt file. Each command
output must be placed under the respective AutoSupport section name.

The corresponding AutoSupport sections for the commands must be in following order:

Data ONTAP 7-Mode commands AutoSupport names

Version

VERSION =====

sysconfig -a

SYSCONFIG-A =====

syconfig -r

SYSCONFIG-R =====

fcstat device map

FC-DEVICE-MAP =====

storage show disk -a

STORAGE-DISK =====

storage show disk -p

STORAGE-DISK-P =====

rdfile /etc/rc RC

rdfile /etc/hosts HOSTS =====
rdfile /etc/exports EXPORTS =====
Exportfs EXPORTFS =====
License SOFTWARE-LICENSES =====
cf status CSTATUS =====

ct partner CPARTNER =====
Hostname HOSTNAME =====
fcp show cfmode FCP-CFMODE =====
ifconfig -a IFCONFIG-A =====
Df DF

df -A DF-A =====

snap list -n

SNAP-LIST-N =====

Options

OPTIONS =====

vol status -v

VOL-STATUS-V =====

lun show -v

LUN-CONFIGURATION =====

storage show acp -a

STORAGE-ACP =====

environment status ENVIRONMENT =====
rlm status RLM

sp status SP

bmc status BMC

cf monitor all

CF-MONITOR =====

igroup show

INITIATOR-GROUPS =====

lun show -m

LUN-SHOW-M =====

sis status

SIS-STATUS =====

Date

DATE

snapmirror status

SNAPMIRROR-STATUS =====

snapvault status

SNAPVAULT-STATUS =====

aggr status -v

AGGR-STATUS-V =====

If you want to run extended checks on the collected data, run the rdfile/etc/messages command
when collecting the data, and place the output under the ===== MESSAGES ===== AutoSupport

section name.

Note: The section names should be exactly as shown in the table above, without any extra spaces.
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Example of command output when placed under corresponding AutoSupport sections is as

shown:

VERSION

NetApp Release 7.3.3: Thu Mar 11 22:29:52 PST 20

SYSCONFIG-A

FC-DEVICE-MAP
Loop Map for channel la:

10

NetApp Release 7.3.3: Thu Mar 11 22:29:52 PST 2010
System ID: 0151695759 (fas3170-1); partner ID: <unknown> ()
System Serial Number: 80000741 (fas3170-1)
System Rev: a0
System Storage Configuration: Multi-Path HA
System ACP Connectivity: NA
===== SYSCONFIG-R =====
Aggregate aggr0O (online, raid dp) (block checksums)
Plex /aggr0O/plex0 (online, normal, active)
RAID group /aggr0/plex0/rg0 (normal)
RAID Disk Device HA SHELF BAY CHAN Pool Type RPM Used (MB/blks) Phys
(MB/blks)
dparity 2a.l6 2a 1 0 FC:B - FCAL 15000 136000/278528000 137104/280790184
parity 2b.16 2b 1 0 FC:B - FCAL 15000 136000/278528000 137104/280790184
data lc.16 1c 1 0 FC:A - FCAL 15000 136000/278528000 137104/280790184
Aggregate dataggr (online, raid dp, degraded) (block checksums)

Translated Map: Port Count 29
7 29 28 27 25 26 23 22 21 20 16 19 18 17 24 45
44 43 41 42 39 38 37 36 32 35 34 33 40
Shelf mapping:
Shelf 1: 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Shelf 2: 45 44 43 42 41 40 39 38 37 36 35 34 33 32
===== STORAGE-DISK =====
Disk: 1lc.l6
Shelf: 1
Bay: O
Serial: 3KNOQHYCO00007617HUMG
Vendor: NETAPP
Model: X275 S15K4146F15
===== STORAGE-DISK-P =====
PRIMARY PORT SECONDARY PORT SHELFEF BAY
lc.1l6 A 2c.l6 B 1 0
lc.17 A 2c.17 B 1 1
1c.18 A 2c.18 B 1 2
2c.19 B 1c.19 A 1 3
2c.20 B 1c.20 A 1 4
2c.21 B lc.21 A 1 5
===== R(C =====
#Regenerated by registry Tue Mar 16 13:21:36 GMT 2010
#Auto-generated by setup Fri Mar 12 17:25:32 GMT 2010
hostname fas3170-1
===== HOSTS =====
#Generated by setup Tue Mar 16 13:21:36 GMT 2010
#Auto-generated by setup Fri Mar 12 17:25:32 GMT 2010
127.0.0.1 localhost
===== EXPORTS =====
#Auto-generated by setup Fri Mar 12 17:25:32 GMT 2010
/vol/vol0 -sec=sys, rw,anon=0,nosuid
/vol/vol0/home -sec=sys,rw,nosuid
/vol/spadminlog fv -sec=sys, rw,nosuid
/vol/spadmindb fv -sec=sys, rw,nosuid
/vol/testlog fv -sec=sys, rw,nosuid
===== EXPORTFS =====
/vol/sqlebsdb4 fv -sec=sys, rw,nosuid
/vol/sqllogd fv -sec=sys, rw,nosuid
/vol/sqlsyslog fv -sec=sys, rw,nosuid
/vol/sspsearchlog fv  -sec=sys, rw,nosuid
/vol/sqlebsdb3 fv -sec=sys, rw,nosuid
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8.4

/vol/sqlebslog5 fv -sec=sys, rw,nosuid

===== SOFTWARE-LICENSES =====
a_sis not licensed

cifs IWNGUPC
cluster not licensed
cluster remote not licensed
compression not licensed
disk_sanitization not licensed
fcp site ICRNCZG

===== HOSTNAME =====
fas3170-1

===== FCP-CFMODE =====
fcp show cfmode: standby

===== JFCONFIG-A =====
eOM: flags=0x200c866<BROADCAST,RUNNING, MULTICAST> mtu 1500

ether 00:a0:98:0a:21:72 (auto-unknown-cfg down) flowcontrol full
ela: flags=0x2c4c867<UP,BROADCAST, RUNNING, MULTICAST> mtu 1500

===== DF =====

Filesystem kbytes used avail capacity Mounted on

/vol/vol0/ 115343360 110615160 4728200 96% /vol/vol0/

/vol/vol0/.snapshot 0 419468 0 ---% /vol/vol0/.snapshot

/vol/spadmindb fv/ 104857600 84062176 20795424 80% /vol/spadmindb_ fv/
DF-A

Aggregate kbytes used avail capacity

dataggr 5614278088 4721985892 892292196 84%

===== SNAP-LIST-N =====
Volume volO
working. ..

Mar 02 00:00 nightly.0

===== OPTIONS =====

auditlog.enable on
auditlog.max file size 10000000
auditlog.readonly api.enable off
autologout.console.enable on
autologout.console.timeout 60

You must save the collected data as a .txt file. If you want to filter multiple controller data, save the data
of each controller in a separate .txt file, and save the files in a single folder and provide this folder name
for filtering.

Filtering and mapping

For secure sites that do not want to disclose the system data that may be considered sensitive or
uniquely identifiable, the script can be used to filter the data. After the filtering is complete a mapping
file is generated along with the results file.

You can filter uniquely identifiable data, such as IP addresses, aggregate names, volume names, and
so on, or any data that may be considered sensitive. The script can also be used to filter sensitive data
from the collected data.

Using the Data Collector and Sanitizer script you can perform the following tasks:

e Collect and filter data
o Filter the pre-collected data

You can filter data by using one of the following methods:
e Interactive data collection

e Batch-mode data collection
e Command-line argument
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The data items that can be filtered and their levels are as follows:

Filtering level ‘ Filter item

IP Address/ Host names
DNS Domain Name
License Codes
Aggregate Names
Volume Names

Email IDs

User names

Web server URLs

LUN Names

MAC Address

Host Bus Adapter Addresses (FC, SAS, IB, and so on.)
All of the above

rX|« - T/mMmMm Qo0 W >

Note: In HBA filtering, ‘Logical identifier’ is filtered along with the following data:

For SAS HBA and FCVI HBA: FC Node names, FC port names, Base WWN, Host Port WWN, Host
Loop ID, Host Port ID

For InfiniBand: LID, Remote LID and GUID
For iISCSI HBA: HBA, IQN, EUI and NAA name formats

Collecting and filtering data
You can both collect and filter data using one of the mentioned methods.

In case of IP address filtering and filtering of all available filtering items (filter level I), the result file name
will be TimeStamp MaskedHostname.txt Of TimeStamp IPADDRESS.txt, depending on what the
user has provided, either the host name or IP address.

Filtering pre-collected data

Script can be used to filter manually collected data. For more information about manual data collection,
see Collecting data manually.

After manually collecting data and saving the collected data as a .txt file, you can use the script to filter
a combination of data items by providing comma separated values (for example, "c, e").

When you filter the pre-collected data, the original results file is overwritten with the filtered and mapped
data.

In case IP/Hostname filtering is selected for filtering of pre-collected data, the original result file name is
replaced with TimeStamp MaskedHostname. txt.

In the mapping files for aggregate and volume name filtering, the controller mapping information will
contain an extra column specifying the type of volume (flex or traditional), as shown:

ORIGINAL NAME ‘ MAPPED NAME VOLUME TYPE

VOLUME vol0 Vol44565 Traditional Volume
AGGREGATE vol0 Vol44565 Traditional Volume
Lng aggr42216
Data aggrda2215

The sensitive data is filtered and mapped as follows:

e Aggregate names are replaced with aggr3425 (any random number)

e Volume names are replaced with vo134235 (any random number)

e Email ID is replaced with xxxx2523524@xxx . com (any random number)
e User name is replaced with user342532 (any random number)

e Domain name is replaced with xxxx.234234 . com (any random number)
e Host name is replaced with Host 234234 (any random number)
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Webserver URL is replaced with Server28374/xxxx (any random number)

IPv4 or IPv6 address is replaced with sequential generic names:

XXXX:XXXX ! XXXX ! XXXX 1 XXXX:Xxxx:xxxx:1.. n.(The mapped addresses increase
linearly, thatis, ....xx.xx.xx.255, xx.xx.1.0, xx.xx.1.1l, ....andsoon.)

If the DNS entered is an IP address then as a part of IP address filtering this IP address also gets
filtered.

During filtering (applicable to both, collect and filter, and for filtering on pre-collected data), the
traditional volume names, if any, are also filtered along with aggregate names or volume names.

There will be a double entry of traditional volume name in the mapping file, as the traditional volume
names are filtered as part of Aggregate name and part of Volume name. This is applicable in case of
filtering of all items also.

The mapping information for each controller (in case of collect and filter) is placed one below the other
in the same file as shown:

A B C D E
1 CONTROLLER MAPPED NAME QUTPUT FILE
2 10.61.162.51 XX.XX.XX.15 20120530125500_xx.XX-xx.15.txt
3 10.45.91.152 KKXX.XX.8 20120530125338 xx.xX.Xx.8.1xt
4
5
6
7 CONTROLLER FILTER ITEM ORIGINAL NAME MAPPED NAME VOLUMETYPE
8 10.61.162.91
9 EMAIL postmaster@testing.netapp.com XXX2348@KXXX.com
10 dl-ga-autosupport@netapp.com XXx2349@xxxx.com
11 VOLUME WanFlexDLAN Viola4574 Flex Volume
12 WanFlexCLAN Vol44573 Flex Volume
13 d Vol44575 Flex Volume
14 vol0 Vol44564 Flex Volume
15 homedir Vol44576 Flex Volume
16 FlexDLAN Vol44572 Flex Volume
17 nfsvdiDs2 Vol44570 Flex volume
18 FlexCLAN Vol44571 Flex Volume
19 exchange_homedir2 Volaas7z Flex Volume
20 AGGREGATE aggro aggra2197
21 aggrl aggra2193
22 IPv4 11.11.11.31 XX.XX.XX.20
23 192.168.10.91 XX XX.XX. 17

The filtering of volume names, aggregate names, and all items (filter level I') is aborted if the command
output of “vol status -v” is absent in the result file. In case of incomplete command output, the
filtered data will be incorrect.

(Applicable to both collect and filter, and for pre-collected data) If the result files in the data folders
contain any comment lines (any command output preceded with #), during filtering the script deletes all
the comment lines.

The email IDs such as autosupport@netapp.com or callhome@de.ibm.com,

URLSs such as support.netapp.com/asupprod/post/1.0/postAsup and

eccgw01.boulder.ibm.com/support/electronic/nas in the output files will not be filtered.

Note: After running the Data Collector and Sanitizer script on the data (collected manually or
otherwise), certain unfiltered sensitive data may still be present in the controller log messages section
of the output data (under AutoSupport header MESSAGES). Therefore, before processing the output,
you must manually verify the log messages section to check whether any unfiltered sensitive data is
present. This is applicable only when message logs are included in the data collection process.

An index section is placed at the top of the mapping file describing the hosthname, mapped hostname
and its corresponding output file name.

Example of index section containing controller names mapping is as shown:

ICONTROLLER MAPPED NAME QUTPUT FILE

I10.61.162.91 HXHHKK.DS 20120530125500_xx.%x.%x.15.txt
10.45.91.152 HROGLHNLE 20120530125338 3. %% XK. 8. 1xt
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8.5 Importing filtered data file for analysis
You can find information about how to import the filtered data file to Config Advisor for analysis.

The data collector and sanitizer script parses the collected data into a .txt file which can be used as a
separate input source for Config Advisor. The .txt file format is optimized for the offsite analysis model
where the analysis is performed by NetApp or partners offsite using the Config Advisor tool.

Multiple files can be imported into the tool at once. After the import a single Config Advisor result file is
created.

The files must be placed in a single directory by NetApp personnel.
Steps

1. Inthe Config Advisor tool, click File > Open Config Advisor Folder.
The Open Secure Data Collector Folder is as shown:

Config Advisor 3.0.0 - .
ot -

Optiens  Help

Open Config Advisor File Cirl+0
Open Secure Data Collector Folder Cirl+Alt+ O
Quit Ctrl+Q
DT N AP S SIS TEr o
Query Groups
Default Query Group

i lAdd a Query Grnup] ICnl\ect from Query Group

Default Query Group - query list

Name of Query Type of Query

Recent Results

File Name Date

2. Select the folder where the data files are located, and press Choose.

e 1
Choose a folder containing Config Advisor output files EE
Look in: I C:\Data\Mew Folder '] Q90 iy E]
A My C.. . filtered files
,3‘ swapni
(
i
« ] »
Directory: filtered files
Files of type: |Directories VI l Cancel ]

3. Provide the name of the Config Advisor result file.

Config Advisor 3.0 Installation and Administration Guide 52 of 67



The Results File dialog box is as shown:

Results File

Results File Mame (,xml.qz):

120531064819 configadvisor.xml.g

[ 0K ][ Cancel ]

The import process starts and the progress is displayed on the log window.
4. The rules check results window is displayed after the import process is completed.

The results window is as shown:

", Config Advizor 3.0.0 (7-Mode

Cablng | System Config Summary | Aggregateinfo | Vokme info. | LUN Info
Host 12500 (FAS3050) Hardware Overview
Host 12502 (FAS3050) | Host name  Serial Number  Model ONTAP Version  Total Raw Capacity (G8)  Total Usable Capacity (G8)  Total Used Capacity (GB) Installed Softw:
| Host 12500 1055898 FAS3050 733 mn 5676 5417 nfs
‘ “
W Detais
Module Type = of Shelf Modules
ESH2 8

Shelf Detads
Shelf Type = of Shetves
{DS14-Mi2-FC 4

Grand Total 4

Configuration Valdations & Health Chedks
Fiters: @ Al Devices Only Selected Devices 7. @ Hohimpact (/] i Medum Impact [V i Low Impact Pass v el

Impact Level Category Rule Target Risk / Description Details More Information =

Changing the host name

Reports failures while parsing the output of Hostname i not specified i etc/ic’ of 2 sforge system :
KR ID: 30122138

° System Configuration Host 12502 rdfile /etc/rc’ and ‘fconfig -a”.

Reports failures while parsing the output of
‘rdfile /etc/rc’ and “fconfig -2’

Reports failures while parsing the cutput of 1P address xxaxxx8 on mterface eda does not exist in
rdfile /etc/re’ and ‘ffconfig -8'. deontig -2

Reports failures while parsing the cutput of {5 e
¥config Checks Host 12502 ‘rdfile /etc/rc’ and ‘ifconfig -a'. dconfig interface edb is down (suto-1000t-fd-down).

RC File Checks Host 12502 Hestname not specified in 'rdfile /etc/rc’

RC File Checks Host 12502

AutoSupport is not enabled, Please run the following
AutoSupport Checks  Host 12500 Checks if autosupport is configured property. command to tum it on. (> options

BT R A N s

The corresponding file name is populated in the Recent Results window.
The Recent Results window is as shown:

Recent Results

File Mame Date

Filtered 2012:05:16 12:37:05
extra_check3 2012:05:02 16:31:59

extra_chckes2.g 2012:05:02 15:26:16
extra_checksl 2012:05:02 15:03:56
extra checks filtered 2012:05:02 14:57:23

8.6 Launching Help for the script
You can find usage and help information for the script.
Steps

1. Click Start

2. Click All programs > Accessories > Windows PowerShell.

3. Open a Windows PowerShell terminal and navigate to the folder containing the Data Collector
and Sanitizer script.

4. For usage and help content for the script, run the following commands:
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Get-Help .\secure datacollector.psl or
help .\secure datacollector.psl
5. For detailed help information, run the following command
Help .\secure datacollector.psl —-detailed
6. For examples of script usage, run the following command
Help .\secure datacollector.psl -examples
7. For additional help and other notes, run the following command:
Help .\ secure datacollector.psl -full
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9 Reporting Issues in Config Advisor

Support for Config Advisor is only provided online. You can report issues in Config Advisor by opening
a support ticket in the Tools Online Support Center.

Steps

1. Inthe Config Advisor tool, click Help > Open Support Ticket.
The netapp.service-now.com web page is displayed

2. Enter your user name and password, and click Login.
The NetApp Service Management Suite page is displayed.

Note: If you do not have an account, you can create a new account by clicking Sign up Now!.

3. Click Create Intellisource Support Request.
4. Enter the required details in the form. The fields marked with a red bar are mandatory.

5. Click Submit.
A reference number for your issue is displayed.

You must save this reference number for future references. You also receive an email to your registered
ID from NetApp Service Management Suite.
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10 Troubleshooting

You can find information about how to troubleshoot some of the issues that you might come across
when you use Config Advisor 3.0. You can also find explanations for the issues, the possible causes,
and solutions.

10.1 Stack Same Card and Stack Same Bridge messages displayed
Issue

Config Advisor displays a Stack Same Card or Shelf Same Card warning as follows:

Type Mame Disk Count  Disk Sizefs)  Serial Mumber | Firmware  Make/Model Motes Details

= [ Stack  za|zd 24 Stack Same Card Modules of the stack are connected to the same PCI Card,
4 W shelf za:l|2d:l 12 I0M3 Shelf Same Card Madules of the shelf are connected ko the same PCI card.
4 W shelf za:z | zd:2 12 I0M3 Shelf Same Card Madules of the shelf are connected ko the same PCI card.

= [ Stack  2zc|zb 24 Stack Same Card Modules of the stack are connected to the same PCI Card,
+ - Wl shelf 2003 | 203 12 I0M3 Shelf Same Card Modules of the shelf are connected to the same PCT card.
+ W shelf 2c:4 | 2bi4 12 I0M3 Shelf Same Card Madules of the shelf are connected ko the same PCI card.

Config Advisor displays a Stack Same Bridge or Shelf Same Bridge warning as follows:

Type Name Disk Count  Disk Size{s) | Serial Mumber Firmware  Make/Model Motes Details

= Stack 0a | Ob 36 Stack Same Bridge Modules of the stack are connected ko the same Bridge.
- W Shelf 0a:l1 | Ob:l 12 I0ME Shelf Same Bridge Modules of the shelf are connected to the same bridge.
- W Shelf 0s:2 | Ob:2 12 I0ME Shelf Same Bridge Modules of the shelf are connected to the same bridge.
& BN shelf 05:3 | 0b:3 12 I0MGE Shelf Same Bridge Modules of the shelf are connected to the same bridge.

Possible cause

This might be because of the usage of only a single host bus adapter (HBA) card or onboard ports.
Usage of only onboard ports or a single HBA results in a single point of failure in the storage
configuration.

MPHA is supported for configurations that use only a single HBA. You should split connections
between the ASICs of the HBAs. On a quad-port HBA, this means that ports A and B use one ASIC,
and ports C and D use the other.

Workaround

The ports should be paired across the ASICs on the HBA (for example, A and C ports, and B and D
ports). For SAN attached storage (SAS) connections, see the Universal SAS Cabling Guide, available
on the NetApp Support Site.

Using only onboard ports is also supported. For example, the FAS3200 series includes two onboard
SAS ports for storage connectivity. For systems that use only a single stack of storage, NetApp
supports using only the two onboard ports for MPHA connectivity. You should use an HBA in addition to
the onboard ports for additional hardware resiliency.

10.2 Entering AutoSupport ID in the old format displays error message
Issue

Config Advisor 3.0 displays an error message when you enter an AutoSupport ID in the
AE123456789867654 format.

The error message is as shown:

I Config Advisor Standard 3.0.0 Error

'\: Old ASUP 10 Format (Example: AE2010061286069) is not supported Fram version 2.1
L

onwards,
Please enter the ASUP ids in new Format (Example: 2010061918120050 )
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Possible cause

Config Advisor 3.0 and WireGauge 2.1.x do not support the earlier AutoSupport ID format, which
begins with AE, followed by 15 digits.

Workaround
Steps

1. Log in to the NetApp Support Site (https://login.netapp.com) using your Single Sign-On
credentials.

2. Enter the serial number, system ID, and host name or cluster name of the controller for which the
new format of the AutoSupport ID is to be found in the AutoSupport field.

A list of AutoSupport IDs is displayed as shown:

(: NTSTP : Home - Windows Internet Explorer

@@ - |ﬂhttps:/tntstp.netappmmmnme

File Edt view Favortes Took Help

Wk ["NTSTF‘HDme

earch My Cases

AuteSuppert Updated ¥ Age 52 Customer Pri | Case Status Category

[] Open resuts in New Tab

3. Select a date for the AutoSupport ID and point the cursor on the ID to get the new format of that
AutoSupport ID as shown:

'(5‘ NTSTP : Search Results : 2074941 - Windows Internet Explorer

| @@ - |“ https: fintstp.netapp. com/search?query=2074341&month=1

File Edit Wiew Favorites Tools Help

W [“ MTSTP : Search Results © 2074941 l l

| View - | Tools ~ | Reaper Tools ~
ASUP (4) || Case(55) || LatX(0) | SANView (0)
Date Title

Sun Apr 01 2012, 04:30 UTC C

Sun Mar 25 2012, GE:;I

| View ASUP 2012033117210188 [“ -
|| sun Mar 18 2012, 05:30TTC CR=ter T " ol

f Sun Mar 11 2012, 05:30 UTC

4. Enter the new format of the AutoSupport ID.

The ID is verified as shown:

Metwork || Serial Port | Aubo3uppaort (by ASUP Id) | futosupport (fram file)

AutoSupport Ids to Process

Gek ASUP IDs from txt or csy File: | | [ Add File ]

ASLP ID: | | addo |

ASUP ID ASUP Connection Status
012033117210158  verified
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10.3

10.4

10.5

Note: If you only delete AE from the earlier AutoSupport ID format, the new format is not generated
automatically.

Cabling faults not identified for FC and SATA shelves
Issue

Config Advisor does not show physical cabling faults for FC and serial advanced technology
attachment (SATA) shelves.

Possible cause

Config Advisor recognizes cabling faults only with serial-attached SCSI (SAS) shelves and Data
ONTAP, and also reports only for SAS shelves.

Workaround

A best practice cabling method has been developed that enables ASIC, HBA, and port isolation for all
configurations. This method also enables correct top or bottom cabling for the stacks. You should use
this cabling method for all NetApp storage configurations. The Universal SAS Cabling Guide is the
official source for all SAS MPHA cabling; it is available on the NetApp Support Site. The same
approach can also be used for FC cabling.

For FC and SATA shelves, the physical cabling can be verified only manually.

Text file format and content for the AutoSupport (from file) tab

The AutoSupport (from file) tab is as shown:

Metwork | Serial Port | AutoSupport (by &SUP Idy | AukoSupport (From file)

AukoSupport Message Files to Process

ASUP File Path ASUP Connection Stakus
C:fDocuments and Settings/anee/Deskiop) AN3-FASA . bxt | verified

Explanation
Config Advisor supports only text files as input for AutoSupport (from file) tab.
There are two sources of input:

1. The AutoSupport sections taken directly from the controller (from /etc/log/autosupport).
The RC file contents, HOSTS file contents, and OPTIONS contents, are not present in the file.
Therefore, you have to copy the following:

e The rdfile /etc/rc command output under the header RC
e The rdfile /etc/hosts command output under the header ===== HOSTS =====
e The Options command output under the header ===== OPTIONS =====

2. The AutoSupport sections taken only from the AutoSupport IDs on the web (only NetApp
partners) or email (configured in the AutoSupport options).

Hola crashes

Issue

Hola crashes often with WireGauge.

Explanation

Hola might exist if WireGauge 2.x is installed along with Config Advisor on the same system.

Hola is removed from Config Advisor and the metrics are currently sent through FTP and AutoSupport.
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Appendix A: Configuration Validations & Health Checks

Check name

Description

Supports
Cluster-
Mode

Shelf Path Catches issues where both the modules of S
Checks the stack are connected to the same bridge
Shelf Checks Checks for shelf compatibility for individual R
slots
Shelf Checks Checks for shelf compatibility for individual S
slots
Shelf Checks | Checks FAS2220 Shelf Rules J
Shelf Checks Checks for DS4486 Shelf Rules S
SAS Cabling Checks SAS Disk Shelves cabling against S
Checks the Universal SAS and ACP Guide
HA Required options are set the same in an HA -
Configuration pair
HA Identifies systems where the HA -
Configuration functionality has been manually disabled
HA Checks if software license(s) match on both R
Configuration the nodes of the HA pair
HA Signature applies to 7-Mode HA -
Configuration configurations that have been operating in a
takeover state for at least seven days
HA Shelf count mismatch between the members -
Configuration of a cluster pair
HA Identifies systems where the interconnect -
Configuration | links are down
HDD Firmware | Catches issues where a Seagate disk drive R
Bug has NAOO firmware that can cause Parity
Inconsistency errors
HDD Firmware | Seagate drives running out-of-date firmware \/
Bug can cause loop instability. Upgrade to
NAO7/NAO8 or a newer firmware version
HDD Firmware | Seagate "Moose" HDDs drives found that S
Bug can potentially become unresponsive after
power-cycle. Upgrade to a current version of
firmware
HDD Firmware | Catches issues where a Seagate disk drive S
Bug has NAOO firmware that can cause Parity
Inconsistency errors
1/0 Module I/0O Module firmware checks -
Firmware Bug
Platform Multiple ' EMERGENCY' messages are -
present. There is some environmental
instability that needs to be addressed
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Check name

Description Supports Supports

7- Mode Cluster-
Mode

Platform

Identifies all filers/platforms that have power | v -
supplies that have compromised the power
redundancy

Software Bug

ONTAP version '7.3.1','7.3.1.1', '7.3.1.1L1" v -
found and SMB 2.0 is on. This system is at
risk of data corruption of files equal to or
greater than 4 GB.

Software Bug

Data ONTAP version 7.2.6.1 or 7.2.6.1P1 \ -
and "R" variants found running the CIFS
protocol with quotas enabled is exposed to a
potential panic

Software Bug

Clustered systems with Data ONTAP v -
version 7.3.5 is actively running FCP or has
the ability of running FCP, the Data ONTAP
version is listed in a bug report and is
susceptible to a panic

Storage

Identifies systems that have recurring Power | v -
Supply shelf faults, and faulty shelf
component(s)

Storage

Identifies 7G Multipath HA configurations \/ -
that are miswired. Both the primary and
redundant path to one (or more) disk
shelves is connected to the same shelf 10
module

Storage

Checking filers that have bypassed drives V -

Storage

Identifies systems that have Temperature \/ -
Sensor faults, and faulty shelf component(s)

Storage

Identified a v-series system that does not \ -
have enough paths to the backend storage.

Storage

Checks for shelf compatibility for individual | \/
slots.

Storage

Identifies systems that have Module (I/O) v -
Faults, and the faulty shelf component(s).

Storage

Greater than 6 DS14-type shelves on aloop | -
is unsupported

Storage

Data ONTAP 7.3 and later releases do not N -
support the DS14mk1 disk shelf, LRC or
ESH

Storage

Identifies Shelf Cooling Unit (FAN) faults. \ -

Storage

The LSI Logic 949E HBA cards with a board | -
version rev. Al and A.2 may experience PCI
Express error panic caused by MfTLB
(Malformed TLP).

Storage

This signature identifies single path \/ -
standalone FAS3XXX and FAS6XXX
systems.

Storage

Identifies systems exposed to TSB-1007-04 | v -
where systems running Data ONTAP less
than 7.3.4 (and 7.3.3P*) with DS4243 disk
shelves are potentially vulnerable to data
loss. Relevant Burts are 381855 and
392452.
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Check name Description Supports Supports
7- Mode Cluster-
Mode
Storage Checks for failed disks and disks that are S -
not reporting properly to ONTAP.
Storage Checking for Systems with DS14-type 10 . -
module missing.
System The option raid.min_spare_count is setto 0. | v -
Configuration No "out of spares" warning messages will be
displayed.
System FAS3140/3160/3170 with PAM1 and PCl-e S -
Configuration adapter cards report Resource Conflict error
at boot
System Compares the host name from outputs of S -
Configuration /etc/rc and ‘hostname’
System FAS3000 systems running BIOS versions \ -
Firmware Bug less than 2.2 may experience a CPU panic
as described in the bug report.
System FAS2020/FAS2050 system with BMC v -
Firmware Bug firmware version 1.1 is susceptible to a
spurious shutdown reported as 'BMC lost
heartbeat' or 'BATTERY LOW' condition.
System FAS6000 systems running system BIOS \/ -
Firmware Bug versions less than 1.5.0 may experience a
CPU panic as described in bug report.
RC File Checks if the host name is specified in \/ -
Checks letc/rc
RC File Checks for a duplicate VLAN for a given v -
Checks interface
RC File Checks if the VLAN add command was v -
Checks would execute before the VLAN create
command.
RC File Checks if the default route is set in /etc/rc v -
Checks
RC File Checks if the ifconfig setting in /etc/rc foran | -
Checks interface refers to a non-existent interface
hostname
RC File Checks if an interface was configured - -
Checks without a VLAN being created
RC File Warns if an interface explicitly states a \/ -
Checks broadcast address
RC File Checks if an interface is missing a Netmask | v -
Checks
RC File Checks if an IP address setting for an \ -
Checks interface is missing from the output of
‘ifconfig —a’
Ifconfig Checks | Ifconfig interface is down \ -
Ifconfig Checks | Ifconfig interface flowcontrol is not full S -
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Check name Description Supports Supports
7- Mode Cluster-
Mode
Ifconfig Checks | ifconfig interface has IP addresses but is not | v -
UpP
RC File Checks if a ‘ifconfig —a’ interface does not v -
Checks exist in the /etc/rc file
RC File Checks if an IP address setting for an v -
Checks interface in ficonfig —a’ is missing from the
letc/rc file
RC File Ifconfig netmask setting in /etc/rc and \ -
Checks ‘ifconfig —a’ output differ
RC File Ifconfig broadcast setting in /etc/rc amd \ -
Checks ‘ifconfig —a’ output differ
Exports File Output of exportfs differs from /etc/exports. \ -
Check /etc/exports contains '%s'
Exports File Output of exportfs differs from /etc/exports. \/ -
Check exportfs contains '%s'
Host File Failed to lookup in-line host reference foran | -
Checks interface in '/etc/hosts'
Host File Checks if the host name appears in V -
Checks /etc/hosts
MTU Checks Checks if ifconfig MTU is different to /etc/rc | -
setting for a given interface
MTU Checks Checks if ifconfig MTU is not set in /etc/rc for | -
an interface
Autosupport Checks if the destination URL for \ S
Checks Autosupport is set correctly
Autosupport Checks if the SMTP mailbox destination for | S
Checks Autosupport is set correctly
Autosupport Checks if AutoSupport enabled v \/
Checks
Max Snapshot | Snapshots are within 90% of recommended | v -
Checks setting for NDU upgrade
Max Flex FlexVol are within 90% of recommended S -
Volumn setting for NDU upgrade
Checks
HA Option Checks if RC options are the same in foran | -
Checks HA pair
HA Config Checks if controller model number is the \ -
Checks same in the HA pair
HA Config Verifies if failover mode (cfmode) is the \/ -
Checks same in the HA pair
HA Config Verifies if host name and partner name are \/ -
Checks different in SYSCONFIG-A
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Check name

Description Supports Supports

7- Mode Cluster-
Mode

HA Config Checks if Partner Name and Partner’s Host | -
Checks name are different in SYSCONFIG-A
HA Config Checks if Data ONTAP versions are v -
Checks different in HA pair
HA Config Checks if clustering is not enabled v -
Checks
Revision System Firmware against the latest \ -
Checking available version.
Revision Shelf Firmware found for module type S -
Checking against the latest available.
Revision Disk Firmware against the latest available S -
Checking version.
Revision RLM Firmware against the latest available v -
Checking version.
Revision SP Firmware against the latest available \/ -
Checking version.
Revision BMC Firmware against the latest available \ -
Checking version.
Cluster Switch | Compares the switch's configuration to the - S
RFC 5010 "Reference Configuration File (RCF) for a

Nexus 5010.”
Cluster Switch | Compare the switch's configuration to that of | - S

RFC 5020 the "Reference Configuration File (RCF) for

a Nexus 5020.”
Cluster Switch | Compares the Cluster Switch's configuration | - S
RCF to the Reference Configuration File (RCF)
CN1610/1601
Cluster Switch | Compare the Cluster switch IOS version to - S
Software the expected version, which is matched to
Version the Reference Configuration File. This rule

will be run against each cluster switch.
Cluster Switch | Check if each cluster switch has the - S
ISL Count appropriate number of ISL connections

between the two cluster switches. This rule
only needs to be run against one cluster
switch, since the result will be the same for
the other switch.

Cluster Switch
ISL Ports

The ISL links between each cluster switch - S
should be on specified ports (which will vary
based on the switch model). This rule will
be applied to both cluster switches. For each
ISL port, compare the ports where ISL links
exist to appropriate row for that port in the
compatibility matrix (for the given switch
model, switch firmware, and ONTAP
revision).

Cluster Switch
Fan

Verify that the fans in the cluster network - S
switches are running ok.

Cluster Switch
PS

Verify that the power supplies in the cluster - S
network switch are running ok.
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Check name Description Supports Supports
7- Mode Cluster-
Mode

Cluster Switch | Verify that Cisco Discovery Protocol is - S
CDP running and can see all other devices in the

cluster network.
Cluster Switch | Determine that each port has an SFP that - S
SFP By Port complies with the correct speed expected for

that port.

Confirm that the SFP associated with each - -

interface is correct for its interface type.
Cluster Switch | Determine if the expansion module is of the - S
Exp Module correct module
Model
Mgmt Switch Compare the switch's configuration to that of | - S
Reference the "Reference Configuration File" for a
Configuration Catalyst 2960.
File 2960
Mgmt Switch Compare the switch's configuration to that of | - S
Reference the "Reference Configuration File" for a
Configuration Nexus CN 1601
File
1601
Mgmt Switch Compare the management switch 10S - S
Software version, which is matched to the Reference
Version Configuration File. This rule will be run

against each management switch.
Mgmt Switch Each management switch should have the - S
ISL Count appropriate number of ISL connections

between the two switches.
Mgmt Switch The ISL links between each management - S
ISL Ports switch should be on the specified port. This

rule should be applied to both management

switches. Interface GigabitEthernet0/1 on

‘switch1’ should be connected to Interface

GigabitEthernet0/2 on ‘switch2’
Mgmt Switch Verify that the fans in the management - S
Fan network switch are running ok.
Mgmt Switch Verify that the power supply in the - S
PS management network switches are running

ok.
Mgmt Switch Verify that Cisco Discovery Protocol is - S
CDP running and can see all other devices in the

management network.
Cluster Node Each cluster node should have one - S
Connect To connection to each cluster switch. The
Cluster Switch | connections should be to the same port on

each cluster switch
Cluster Node Each cluster node should have at least one - \/
Connect To connection to a management switch.
Mgmt Switch
Node Cluster Only certain model Network Interface Cards - \/
NIC Model (NICs) are allowed to be used as for a

cluster network interface. Verify that the

NICs being used for the cluster network are

correct.
Node Cluster The NICs used for the cluster network are - -
NIC Slot only allowed to be in certain PCI slots.

Verify the cluster network ports are in valid

slots for the cluster network. The ports will

vary based on the controller model.
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Check name Description Supports Supports

7- Mode Cluster-
Mode

All Nodes Verify that all nodes in the cluster are - S
Same ONTAP | running the same version of Data ONTAP

Cluster Node Verify that the cluster ports and the - S
Port Roles management ports are on valid slots for the

cluster network
Cluster Node Verify that Cisco Discovery Protocol is - S
CDP running on the cluster nodes

Config Advisor 3.0 Installation and Administration Guide 65 of 67



A
ARS ettt ———————————————————————— 5,6
AutoSupport
L g T =0T o o = TP PP RUPPPPPTN 26
AutoSUPPOIt file .ocveeeecieeeecee e 6,18, 19, 22
AULOSUPPOIE I et 6
C
cluster sWitches .....cccuveeeeeiiveiiveeeieecceieees 6,21, 22, 36,37, 63

Config Advisor1, 4,6, 7, 8,9, 10, 11, 12, 13, 15, 16, 17, 18, 19,
21, 22, 25, 26, 27, 28, 29, 30, 31, 34, 37, 39, 40, 55, 56, 57,
58

Config AdViSOr EXPress.....ccueeeciueeeiiieeeciieeecieeeeeveeeesineeen 6, 39

controllers............ 4,6,7,27,29,31, 35, 39, 40,42, 44, 45, 46

D

Data Collector and Sanitizer script..6, 8, 10, 40, 42, 44, 45, 46,
49,51, 53

Data ONTAP 7-Mode
collecting data

ASUP file
ASUP ID. .
NETWOIK..eiiiiiieiiiie ettt bre e
SEIAl POt i 15
viewing results
CONTIONIEIS ...t 31
Data ONTAP Cluster-Mode
viewing results
cluster and management switches ........ccccocevvveeneennee. 36
CONLIONIEIS ... 34
Data ONTAP PowerShell toolkit 1.5.......ccceeveevriveennnnn. 8,9,40
(o [o1VY] 1[0 T-To HS SR PP 8
E
enable or disable FTP Metrics......ccccvvvvviieeniiieesiiee e 8
|
INSTAIl e e 8

Config Advisor 3.0 Installation and Administration Guide

Index

M
management switches...........cccceeevveeennen. 6,21, 22,36,37,64
N
NELWOIK...ocveerreereenieenieenaeenn 5,6, 15, 21, 35, 36, 37, 63, 64, 65
NON-SECUNE SItES ..ueeiiiieriiiiieeeeiriiriteeeeeerirrreeeeessrrreeeeeessnnnnes 6
P
PowerShell 2.0 .....ooovvviiiiiiiiieeeee e 8,9,10, 40
S
saved queries
generating PDF report ......ccoovveiiiiieciiiicenieccneeceeee 37
saving credentials ......ccceecvveeeeeieeccecece e 22
viewing recent results.........ccoovveeiiiiieeiviee e 25
SECUIE SIS .eevieeeeriiiiiieeeeerireeee e e eirreee e 4,6,40,44,47,49
SErAl POIt.ciiiiiiiiie et 6, 15, 16, 22
U
UNINSTAIL Lo s 8
(8] o= Lo [ SRS 8
Vv
validations and health checks .........ccccovvvveeeiiiicrveennnnn. 6, 39, 40
W
WireGauge
INSTAIIING weveeeeeeee e 8
INErOAUCTION et 6
FEPOITING ISSULS .eeiiieiiiieiee ettt e e e ee e e e 55
(U113 21,39
supported configurations ..........cccecveeeiiiiieciiee e 7
UPEIAAING.c..viiiiiiiieiiieeeeiieeeeiree e ereeeeste e e e saveeesbeeeesneneeenens 10
VIBWET ..ttt ettt ettt e st e s 29
66 of 67



“ NetApp © Copyright 2012 NetApp, Inc. All rights reserved.

www.netapp.com



	Installation and Administration Guide
	1 Introduction
	1.1 What Config Advisor is
	1.2 What Config Advisor does
	1.3 Features

	2  Configurations Supported by Config Advisor
	2.1 Switch Operating Systems and supported configurations

	3 Downloading, Installing, Uninstalling, and Upgrading Config Advisor
	3.1 Downloading and installing Config Advisor
	3.1.1 Installing PowerShell 2.0
	3.1.2 Installing Data ONTAP PowerShell toolkit 2.0

	3.2 Uninstalling Config Advisor
	3.3 Upgrading Config Advisor
	3.4 Enabling and disabling FTP Metrics

	4 Data Collection Methods
	4.1 Data ONTAP 7.0 and 8.0 (7-Mode) data collection
	4.1.1 Network
	4.1.2 Serial Port
	4.1.3  AutoSupport (by ASUP Id)
	4.1.4 AutoSupport (from file)
	4.1.5 Batch data collection for 7-Mode

	4.2 Data ONTAP 8.0 (Cluster-Mode) data collection
	4.2.1 Collecting data from a Cluster-Mode installation in Config Advisor

	4.3 Saving credentials
	4.4 Viewing recent results

	5 Setting Preferences
	5.1 What AutoSupport is
	5.1.1 Triggering AutoSupport

	5.2 What FTP Metrics are
	5.3 Updating Preferences
	5.4 Viewing progress and error details

	6 Viewing Results and Analysis
	6.1 Viewing Results
	6.2 What Config Advisor Viewer does
	6.3 Viewing results in Config Advisor
	6.3.1 Viewing 7-Mode results in Config Advisor
	6.3.1.1 Controllers

	6.3.2 Viewing Cluster-Mode results in Config Advisor
	6.3.2.1 Nodes
	6.3.2.2 Cluster Switches
	6.3.2.3 Management Switches


	6.4 Generating a PDF report
	6.5 Generating an Excel report
	6.6 Generating a Word report

	7 Configuration Validations and Health Checks
	8 Using Config Advisor in Secure Sites
	8.1 Working with the Data Collector and Sanitizer script
	8.1.1 What Data Collector and Sanitizer script does

	8.2 Running the script
	8.2.1 Parameters in the Data Collector and Sanitizer script

	8.3 Data collection methods for secure sites
	8.3.1 Collecting data using the Data Collector and Sanitizer script
	8.3.1.1 Interactive data collection method
	8.3.1.2 Batch-mode data collection method
	8.3.1.3 Command-line argument method

	8.3.2 Collecting data manually

	8.4 Filtering and mapping
	8.5 Importing filtered data file for analysis
	8.6 Launching Help for the script

	9 Reporting Issues in Config Advisor
	10 Troubleshooting
	10.1 Stack Same Card and Stack Same Bridge messages displayed
	10.2 Entering AutoSupport ID in the old format displays error message
	10.3 Cabling faults not identified for FC and SATA shelves
	10.4 Text file format and content for the AutoSupport (from file) tab
	10.5 Hola crashes


