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Introduction

About this document

Welcome

Contents of this
document

Data ONTAP 5.3.1 Start Here

Welcome to Data ONTAP™ 5.3.1 software.

This document provides you with the information that you need to get started

using Data ONTAP 5.3.1 and your NetApp® filer.

This document discusses the following topics.

Chapter

Contents

Chapter 1, Introduction” on page 1

Provides orientation to this
document.

Chapter 2, Information for All
Users” on page 3

Provides information that all users
need to know.

Chapter 3, Information for New
Filer Installationg’ on page 15

Provides information that users who
are installing new filers need to
know.

Chapter 4, Information for Filer
Upgradeg on page 17

Provides information that users who
are upgrading to Data ONTAP 5.3.1
need to know.




What to do next

The following table describes how you should proceed.

If you are... Then...
Installing a Read the following information in this document:
new filer

O Chapter 2, Information for All Users’ on page 3

0 Chapter 3, Information for New Filer Installations
on page 15

Then read the following documents in the order that they
are listed:

1. Read MeFirgt, if it is included in the documentation
2. Hardware Installation Guide for your new filer

3. One of therirst-Time Configuration guides, based on
the type of setup you plan on doing, as discussed i
Step 3 of the sectiorFbr a new filet on page 16.

4. If you are converting a new filer plus an old filer intg
cluster, theCluster Conversion Guide

Upgrading an
existing filer

Read the following information in this document:
0 Chapter 2, Information for All Userg’ on page 3

O Chapter 4, Information for Filer Upgradeson
page 17

Then read the following documents in the order that they
are listed:

1. Read MeFirst, if it is included in the documentation
2. Software and Firmware Upgrade Guide

3. If you are converting two filers to a cluster, @lester
Conversion Guide

Introduction



Information for All Users 2

Overview

Contents of this
chapter

Data ONTAP 5.3.1 Start Here

This chapter contains the following information that all Data ONTAP software
users should read:

0

o
O
o

“Documentation included in this releasm page 4
“Late-breaking documentation changes page 9
“What to do nexton page 13

For information about Data ONTAP bugs, log in to NetApp On the Web
(NOW) athttp://now.netapp.com, select Bugs On Line from the Information
Locator pull-down menu, and click Go.



Documentation included in this release

Documentation
provided in several
formats

Documents
provided

This release includes documentation in the following formats:

O Print

O Adobe Acrobat PDF
O HTML

0 ASCI text

Not all documents are provided in all formats.

The following table lists the documents in this rel ease and describes their

contents.

Document

Description

Cluster Conversion Guide

Describes how to convert apair of
filersto acluster.

Command Reference

Describesthe commands that you use
to control afiler.

Note
If there are discrepancies between the
Command Reference and the man
pages, use the information in the man
pages. You can view the man pages
as described inAccessing the man
page$ on page 8.

End User Software License

Describes the terms and conditions|
under which the Data ONTAP
software is licensed to you.

Field Service Guide for your filer

Describes how to install componen
in afiler.

ts

First-Time Configuration Using the

Setup Command

Describes how to configure a new

filer using command-line interface.

Documentation included in this release



Document formats

Data ONTAP 5.3.1 Start Here

Document

Description

First-Time Configuration using the
Setup Wizard

Describes how to configure a new
filer using a Web browser.

Hardware Guide for the NetApp
SorageShelf 2

Describes how to install a Dual
StorageShelf 2 disk shelf.

Hardware I nstallation Guide for your
filer

Describes how to install anew filer.

index.htm

Describes the contents of the Data
ONTAP CD-ROM. ThisisanHTML
file on the CD-ROM.

Fibre Channel SorageShelf
Hardware Guide

Describes how to install the Fibre
Channel StorageShelf FC7 (9 GB)
and FC8 (18 GB) disk shelves.

Quick Reference Guide

Summarizes the commands that you
use to control afiler.

Read Me First

Describes any critical information
that was too late to be described in
other documents.

Software and Firmware Upgrade
Guide

Describes how to upgrade the Data
ONTAP software on an existing filer.

Sart Here

This document. Describes
information for new and experienced
users, and provides an overview of
how to proceed with anew filer
installation or an existing filer
upgrade.

System Administrator’s Guide

Describes how to manage afiler after
itisinstaled and configured.

The following table lists the documents in this rel ease and shows the formatsin

which they are provided.




Accessing the PDF
files

Document Print | PDF | HTML | M
Pages

Cluster Conversion Guide X X X

Command Reference X X X

End User Software License X

Field Service Guide for your filer | X

First-Time Configuration Using X X X

the Setup Command

First-Time Configuration Using X X X

the Setup Wizard

Hardware Guide for the NetApp X X

Sorageshelf 2

Hardware Installation Guide for X X

your filer

Fibre Channel Sorageshelves X X

Hardware Guide

Quick Reference Guide X

Read Me First (provided only if X

there was last-minute information)

Software and Firmware Upgrade | X X X

Guide

Sart Here X X X

System Administrator’s Guide

You can access the PDF files from the CD-ROM or from NOW.

Accessing the PDF files from the CD-ROM: To access the PDF files from

the CD-ROM, follow these steps.

Documentation included in this release



Accessing the
HTML files

Data ONTAP 5.3.1 Start Here

Step

Action

Read the index.htm file on the CD-ROM to find the PDF files.

Use Adobe Acrobat Reader 3.0 or later to open the desired file.

Accessing the PDF files from NOW: To access the PDF files from NOW,
follow these steps.

Step | Action
1 | Useyour browser to go to http://now.netapp.com.
2 | Click the Software Library link.
3 | Locate the Data ONTAP 5.3.1 section of the Software library.
4 | Under the heading “Documentation,” locate the PDF section anc

)

click the document you want to view.

You can access the HTML files from the CD-ROM or from NOW.

Note

You need to use Netscape 4.0 or later or Internet Explorer 4.0 or later to view the
documentation in HTML.

Accessing the HTML files from the CD-ROM: To access the HTML files
from the CD-ROM, follow these steps.

Step | Action
1 | Read thendex.htm file on the CD-ROM to find the directory that
contains the Documentation Web.
2 | Use your browser to open thadex.htm file.
3 | Under HTML, click the star next to the desired document.

Accessing the HTML files from NOW: To accessthe HTML filesfrom
NOW, follow these steps.



Accessing the man

pages

Step

Action

Use your browser to go tatp://now.netapp.com.

Click the Software Library link.

Locate the Data ONTAP 5.3.1 section of the Software Library.

Al W|N| P

Under the heading “Documentation,” locate the HTML section a
click the document you want to view.

You can access the man pages as follows:

O

nd

From aUNIX system: Mount the/etc/man directory from your filer's default
volume, modify the man page path to add/és&@man directory to the path,
then use thean command to view the individual pages.

With an HTML browser: Go to httpfilername/na_admin, wherélername
is the name of the filer you want, then click the Manual Pages link.

Documentation included in this release



Late-breaking documentation changes

About this section

Support for clusters
with FORE/IP
SPANS with PVCs

FORE/IP SPANS
interface

Mapping Windows
NT administrator to
root

Using date and
rdate commands
when running
SnapMirror

Data ONTAP 5.3.1 Start Here

This section contains changes that could not be included in NetApp
documentation. Theinformation in this section supersedes the information in any
other NetApp documentation.

This release does not support clusters with ATM FORE/IP Permanent Virtual
Circuits (PVCs). PVCs are statically assigned. For each destination, you must
establish (attach the IP layer to) a PV C explicitly and delete (detach the IP layer
from) the PV C explicitly.

Note
Bringing a SPANS interface down does not flush incoming or outgoing PV Cs.
You must enter an explicitat marp -d andat marp - x command or wait
until the filer reboots to flush PVCs.

A FORE/IP SPANS interface is supported for each ATM adapter and has the
prefix fa. An interface with the prefix a now refersto the physical ATM adapter.
Use the adapter interface to configure a LANE partner for clusters. You do not
assign it an IP address.

If you planto use CIFS, setthewaf | . net _adnmin_priv_map_to_root
option to On. This option maps the Windows NT administrator to root. If you do
not set this option to On, you cannot perform administrative tasks from a
Windows client.

Using the dat e or r dat e command to make the date on afiler go backward

when the SnapMirror™ feature is running can cause snapshots to appear out of
sequence. When this occurs, SnapMirror assumes that the older snapshot was
created before the newer one, causing SnapMirror to ask for a new, complete
transfer before proceeding with any incremental transfers.

To avoid this problem, turn SnapMirror off until the filer completes the date
change, or change the date while SnapMirror is inactive.



Maximum number
of mirrors on afiler

Converting a mirror
to aregular volume

Maximum number
of volumes on a
filer

Limit on maximum
number of files

PC-style or UNIX-
style permission
semantics

SCSI-2 compliance

10

A filer can contain up to 20 destination volumes (mirrors) used by SnapMirror.
The filer does not replicate data to more than 20 mirrors. For example, if you
specify 21 local mirrorsin the /etc/snapmirror.conf file, the filer replicates data
only to thefirst 20 mirrors specified. When the filer tries to replicate datato the
21st volume, it displays the following message:

/etc/snapmirror.conf: line 21 Error Schedul i ng snapnirror, ignoring
line

On page 540 of the System Administrator’s Guidg&tep 1 of the procedure for
converting amirror to aregular volume should read as follows:

If you want to enable quotas after converting the mirror to aregular volume, go
to Step 2. Otherwise, go to Step 3.

Data ONTAP 5.3.1 enables you to create up to 24 volumes on afiler, not 23 as
stated in the System Administrator’s Guide

The filer automatically sets the maximum number of files for anewly created
volume based on the amount of disk space in the volume. The filer also increases
the maximum number of files when you add a disk to avolume. In either case,
the number set by the filer never exceeds 33,554,432. Imposing alimit on the
maximum number of files prevents afiler with terabytes of storage from creating
avery large inode file (for example, a 64-GB inode file) that might be
unnecessary.

If you need alarger number of files on your filer, use the maxf i | es command
to increase the number beyond 33,554,432.

The set up command does not prompt for PC-style or UNIX-style permission
semantics as stated in First-Time Configuration Using the Setup Command

The System Administrator’s Guidould mention that the filer supports media
changers only if they are compliant with SCSI-2 specifications.

Late-breaking documentation changes



Interface names
required for ATM
LANE cluster
configuration

Virtual interface
names in ifconfig
partner command

ATM LANE
supported on F720
and F740 filers

Creating an account
and setting the
wafl.default_nt_user
option

Data ONTAP 5.3.1 Start Here

The information in “Shared interface example” on page 128 dbtstem
Administrator’s Guideneeds the following clarification:

If you are configuring EtherChannel trunking for clustersusing ATM LANE with
thei f conf i g command, you must provide interface names rather than
interface addressesin thei f conf i g part ner command. For example:

ifconfig fal partner fa2

Upon takeover, all ELANS on partner interface a2 are configured on local
interface al Local interface al and partner interface a2 should not have ELANS
in common before the takeover.

If you are configuring clusters with virtual interfaces as described in “Creating
second-level virtual interfaces in a cluster” on page 148, you must provide
interface names rather than interface IP addressesiif tenf i g part ner
command.

For example, to configure local virtual interfact for takeover of the partner’s
vifl virtual interface, use the following command:

ifconfig vifO partner vifl

Note that virtual interfaces can only take over for other virtual interfaces.

In addition to the filers listed in “LANE standards supported in this release” on
page 162, the standards are also supported on the F720 and F740 filers.

The permission checking for NFS users accessing files with Windows NT-style
security has changed in Data ONTAP 5.3. If a file has Windows NT-style
security, the NFS accessor’s UID must map to a Windows NT account.

You can ensure access in either of the following ways:
0 Ensure that every UID maps to a Windows NT account.
0 Complete the following steps.

Step | Action

1 | Set up a special Windows NT account for mapped users that ar¢ not

found in the NT domain.

11



Step | Action

2 | Setthewafl . default _nt _user option with the account that
you set upin Step 1.

Using NDMP on a NDMP file history does not support Unicode. Therefore, if you use a third-party
filer with Unicode tool to back up afiler using the Unicode directory format, the NDMP client
directory format displays the file names in the NDMP file history database in one of two ways:
0 If thefiler can convert the Unicode names to the NFS character set, the
NDMP client displays the file names in the same way asit displaysfile
namesinthel s command output.
0  If thefiler cannot convert the Unicode names to the NFS character set, the
NDMP client displays the file names in the following format:
I XXXXXXX
where XXXXXXX is a character string.

Because NDMP usesther est or e command to recover files, you can use
NDMP to restore files with correct file names regardless of how the client
displays the file namesin the NDMP file history database.

12 Late-breaking documentation changes



What to do next

Next steps

Data ONTAP 5.3.1 Start Here

What you do next depends on whether you are installing a new filer or upgrading

afiler, as shown in the following table.

If you are...

Read...

Installing anew filer

Chapter 3, Information for New
Filer Installationg’ on page 15

Upgrading a filer

Chapter 4|rfformation for Filer
Upgradeg' on page 17

13
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Information for New Filer Installations 3

Overview

Who should read You should read this chapter if you areinstalling anew filer. If you are upgrading

this chapter from aprevious version of Data ONTARP, read Chapter 4, Information for Filer
Upgradeg on page 17, instead.

What is in a new A new filer has the following items installed on it:

filer 0 Latest version of Data ONTAP

0 Latest firmware
0  Additional items that you ordered

Data ONTAP 5.3.1 Start Here 15



What to do next

For a new filer

For cluster
conversions

16

If you areinstalling a new filer, follow these steps.

Step | Action
1 | Read the Read Me First document, if it isincluded in the
documentation.
2 | Follow theinstructionsin the Hardware Installation Guide for your
new filer.
3 | Follow theinstructionsin the First-Time Configuration Using the

Setup Wizrd if you want to use the new Web-based Wizrd instead of
the command-line interface.

First-Time Configuration Using the Setup Command if you want to
usetheset up command.You must usethisguideif you are setting
up filersin aclustered environment.

If you are using the new filer with another filer to form a cluster, follow these

steps.
Step | Action
1 | Read the Read Me First document, if it isincluded in the
documentation.
2 | Follow theinstructionsin the Hardware Installation Guide for your
new filer.
3 | Follow theinstructionsin the Cluster Conversion Guide.

What to do next




Information for Filer Upgrades 4

Overview

Who should read
this chapter

Deciding whether to
upgrade

Additional step in

upgrade procedure
for afiler using an
ATM interface

Contents of this
chapter

Data ONTAP 5.3.1 Start Here

You should read this chapter if you are upgrading to this release of the Data
ONTAP software or are converting filersto acluster. If you are installing a new
filer or a factory-configured cluster, read ChapterlBfdrmation for New Filer
Installations’ on page 15, instead.

These are the considerations before you upgrade to Data ONTAP 5.3.1:

0 If you upgrade and find that you need to revert to a pre-5.1 release, you
might lose gtree information. It is a good idea for you to make a backup of
your data before you upgrade.

O Starting with Data ONTAP 5.3, the filer only supports media changers that
are SCSI-2 compliant. If you plan to upgrade from a pre-5.3 version, make
sure that any media changers attached to your filer are compliant with SCSI-
2 specifications. A noncompliant media changer prevents the filer from
booting.

Data ONTAP 5.3 includes an updated version of SPANS. SPANS now uses the
default device nami0. If your filer currently runs a pre-5.3 version, before you
follow the upgrade procedure described in$bftware and Firmware Upgrade
Guide, edit the filer's/etc/rc file to reflect the ATM interface name change;
otherwise, the ATM interface does not come up after the software upgrade.

For more information about SPANS, refer ®PANS on page 22.

This chapter contains the following information for users who are upgrading to
Data ONTAP 5.3.1 from a previous release of Data ONTAP:

O “System requirements for this releasa page 18
0O “New features in Data ONTAP 3.8n page 20

O “Bugs fixed since Data ONTAP 5.8n page 24
O “What to do nexton page 25

17



System requirements for this release

Filers supported

Number of disk
shelves supported

Cluster NVRAM
requirements

18

This release runs on the following Network Appliance™ filer models: all F200,
F300, F500, F630, and F700 series filers. When the term “filer” is used in this
document, the information applies to any of these models.

Clusters are supported only on the following NetApp filers with fibre channel
connections to disk shelves:

o F630
o F740
o F760

This release supports disk shelves as shown in the following table, up to a

capacity of 1.5 terabytes (TB).

Filer

M aximum Number of
FC7 (9 GB) Disk
Shelves

M aximum Number of
FC8 (18 GB) Disk
Shelves

F630 or cluster pair 24 12
F720 8 4
F740 or cluster pair 16 8
F760 or cluster pair 24 12

For other filers, see thgystem Configuration Guide.

Each filer in a cluster must have 32 MB of NVRAM.

System requirements for this release




Firmware
requirement

Compression for
core dump files on
F500, F600, and
F700 filers

Disks required to
store a core dump

Data ONTAP 5.3.1 Start Here

The minimum firmware revision for each filer is shown in the following table.

Filer Firmwarerevision
F200 and F300 series 19

F500 series 21 a

F630 21 a1l

F700 series 21 a2

For instructions about upgrading your filer firmware, see the Software and
Firmware Upgrade Guide.

Data ONTAP 5.3.1 supports compression for core dump fileson filersin the
F500, F600, and F700 series. This means that less disk spaceis required to
perform core dump operations than in previous releases. Also, thetime to
perform these operations is the same as or less than the time required in previous
releases.

When acore dump occursin afiler, the memory and NVRAM are dumped to a
set of areas at the beginning of all the disksthat has afixed size. Therefore, afiler
with alarge amount of memory but not enough disks does not have enough room
to perform afull core dump. If there are not enough disks on afiler, apartial core
dump is performed.

The minimum number of disks that must be installed for afiler to successfully
perform a core dump is shown in the following table.

Memory NVRAM 4-GB disks 9-GB disks 18-GB disks
256 MB 8MB 3 4 1
256 MB 32MB 4 4 1
512 MB 32MB 6 7 2
1GB 32MB 12 14 3
19



New features in Data ONTAP 5.3

Setup Wizard

Management
commands

Network Time
Protocol

Multilanguage
support

20

This rel ease supports the Setup Wizard. The Setup Wizard provides an easy to
use Web-based method of configuring the basic settings for a new filer.

The Setup Wizard uses the network and a network browser to perform the initial
basic setup for filers, eliminating the need for the command-line setup. The Setup
Wizard contains context-sensitive help for each field on each page.

If aDHCP server isavailable on the network, Data ONTAP uses DHCP to assign
thefiler astatic IP address and to get other information for setting up the onboard
Ethernet interface on an F700 seriesfiler.

The useradmin command: This release supports creation of multiple
administrative userswiththeuser adni n command. An administrative user isa
named account that exists on afiler. Administrative users have the same
privileges as root, but can have a different password than root.

The filestats command: This release contains a new command called
filestats.Thefil estats command providesyou with aquick way to
display asummary of file statistics within avolume on afiler, by reading file
information from a snapshot.

This release supports Network Time Protocol (NTP). Use this option to
synchronize the time and date on afiler with an NTP server, if you have one on
your network.

Unicode: Thisrelease supports unicode, or multiprotocol support for
international charactersin file names.

Cross-protocol character set: A file name entered in Windows NT appears
asthe same file namein UNIX, and vice versa.

Note
If you set up CIFS share names or comments that contain Japanese characters,
the Japanese characters are not displayed correctly in FilerView. Refer to Bugs
On-line for more information about support for Japanese charactersin FilerView.

New features in Data ONTAP 5.3



Windows security

SecureAdmin

SnapMirror

SnapRestore

Data ONTAP 5.3.1 Start Here

Event Auditing: Thisrelease supports file event logging and auditing. This
feature enables you to track file and directory access successes and failures.
Events are logged for both Windows NT and UNIX usersin either atext fileor a
file read by the Windows NT Event Viewer.

Integrated permissions between Windows NT and UNIX: Thisrelease
supports UID to SID mapping. UNIX users map to NT permissions.

This release supports the SecureAdmin™ product. SecureAdmin is a product you
purchase separately to use for establishing a secure administrative session with
the filer. SecureAdmin enables you to use encrypted passwords and login names
to administer filers. When encrypted, passwords and logins become impervious
to being discovered over a network, thus improving filer security. Anything sent
to or from any console session or remote shell session is encrypted.

This release supports the SnapMirror feature. SnapMirror replicates data from
one volume (the source) to another volume (the mirror) and periodically updates
the mirror to reflect incremental changes on the source. The result of this process
is an on-line, read-only volume that contains the same data as the source volume
at the time of the most recent update.

SnapMirror is a licensed feature. You must purchase and install the license code
before you can use it.

This release supports the SnapRestore™ feature. SnapRestore enables you to
revert a volume to the state it was in when a particular snapshot was taken.
Without this feature, you would need to use one of the following methods to
restore data to a volume:

0 Restoring files from tape
O Copying files from a snapshot to the active file system
Using either of these methods takes longer than reverting the volume. This is

because with SnapRestore, no data needs to be copied; the file system is just put
back in its earlier state.

SnapRestore is a licensed feature. You must purchase and install the license code
before you can use it.

21



Backup and
recovery

Networking
enhancements

MIB Variables

SPANS

22

This release provides the following enhancements:
O  Improved restore speeds
O Exclude lists added to dump

0O Support for two adapters for 4 simultaneous tape drives on F630 and F760
seriesfilers

0 NDMP v3 support

Virtual Network Interface Failover: Thisrelease improvesthe virtual
network interface (VIF) failover feature by enabling you to set apolicy so that
trunked Ethernet interfaces can be load balanced or used as takeover partners.
This release al so supports super-VIFs.

ATM LANE: Thisrelease supports ATM LANE across platforms, including
clusters.

Note
If you previously used LANE with Data ONTAP 5.1.3, add theel confi g
wai t command after thelasti f conf i g command in the /etc/rc file.

This release includes Management Information Base (M1B) enhancements for
the following:

0 Environmental variables
0 CIFSvariables
O SNMPtrapsinterface

Thisrelease includes an updated version of SPANS. SPANS now uses the default
device name fa0. The SPANS interface is created automatically at the filer's
initial boot up.

The following table describes the modified SPANS feature, the name of the
previous feature, and the new name.

SPANS featur e affected Old name New name

Default ATM interface name a0 fa0

New features in Data ONTAP 5.3



Persistent options
command

FilerView
enhancements

Data ONTAP 5.3.1 Start Here

SPANS feature affected Old name New name
Internet to ATM address mapping arp atnmarp
command

Theoptions-d, - s, - |, - x for theat mar p command function as they did with

thear p command.

The - a option of the at mar p command displays the table that the ATM address
resolution protocol uses to trandlate between internet addresses and ATM virtual

circuits. It does not also display the table that the address resol ution protocol uses
to trandate between | P addresses and the Ethernet address, asthear p - a

command option doesin Data ONTAP 5.2 or earlier.

This release supports the persistent opt i ons command. With this feature you
no longer have to edit the filer'stc/rc file, because thept i ons command is
automatically persistent and changespd i ons command values are

preserved even after a filer reboots.

This release contains the following FilerView enhancements:

0  Administering clusters
0 Changing root password

23




Bugs fixed since Data ONTAP 5.3

Bugs fixed in this There are several bug fixes in this release. Refer to Bugs Online at
release http://now.netapp.com for detailed information.

24 Bugs fixed since Data ONTAP 5.3



What to do next

Converting filers to
a cluster

After the
conversion

Data ONTAP 5.3.1 Start Here

If you plan to convert your filers to a cluster, obtain the required licenses and
cluster hardware, then follow the instructions in the Cluster Conversion Guide.

To use clusters, you must have a cluster license for each filer. You must also have
alicense on each filer for each protocol that you use.

If you have not already done so, consult the System Administrator’s Guided

the on-line man pages or the Command Reference Guitt# information about

clusters. In particul ar, read the following documents for information about

clusters:

O The System Administrator’s Guide

0 TheQuick Reference Guidehich lists the commands that behave
differently in a cluster environment

O Theman pages for commands that behave differently in a cluster
environment and the man pages for thecf and par t ner commands
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