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Preface

Introduction

Audience

Terminology and
conventions

Keyboard
conventions

Typographic
conventions

This guide describes how to configure, operate, and manage Network
Appliance™ filers that run Data ONTAP™ 5.3 software. It covers all filer
models.

This guide is for system administrators who are familiar with operating systems
that run on the filer’s clients, such as UNIX, Windows 95, and Windows NT. It
also assumes that you are familiar with how the NFS, CIFS, and HTTP protocols
are used for file sharing or transfers. This guide doesn’t cover basic system or
network administration topics, such as IP addressing, routing, and network
topology; it emphasizes the characteristics of the Network Appliance filer.

When the term “filer” is used, the information applies to all Network Appliance
filer models.

You can enter filer commands on either the system console or from any client
computer that can access the filer through net .

In examples that illustrate commands executed on a UNIX workstation, this
guide uses the command syntax of SunOS 4.1.x. The command syntax and
output might differ, depending on your version of UNIX.

This guide uses the term “type” to mean pressing one or more keys on the
keyboard. It uses the term “enter” to mean pressing one or more keys and then
pressing the Enter key.

When describing key combinations, this guide uses the hyphen

(-) to separate individual keys. For example, “Ctrl-D” means pressing the
“Control” and “D” keys simultaneously. Also, this guide uses the term “Enter” to
refer to the key that generates a carriage return, although the key is named
“Return” on some keyboards.

The following table describes typographic conventions used in this guide.
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Special messages

Xviii

Convention

Type of information

Italic type

Words or characters that require special attention.
File names.

Placeholdersfor information you must supply. For
example, if the guide saysto enter thearp -d
host name command, you enter the characters
“arp -d” followed by the actual name of the hos

Man page names.

Book titles in cross-references.

L.

Monospaced font

Command and daemon names.

Information displayed on the system console or

other computer monitors.

The contents of files.

Bol d nonospaced
font

Words or characters you type. What you type ig
always shown in lowercase letters, unless you

must type it in uppercase letters.

This guide contains special messages that are described as follows:

Note

A note contains important information that helps you install or operate the

system efficiently.

Caution

A caution contains instructions that you must follow to avoid damage to the
equipment, a system crash, or loss of data.

WARNING

A warning containsinstructions that you must follow to avoid per sonal

injury.
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Introducing Network Appliance Filers

About filers

What a filer is

Components of a
filer

Filer and filer main
unit

What a filer does

A filer is a hardware and software system. It acts on network requests from

clients and processes them by writing data to or retrieving datafrom disksin disk

shelves that are connected to it. The software that enables the filer to perform
these tasks isthe Data ONTAP™ operating system.

A filer consists of the following major components listed in the following table.

Component

Function

Tolearn more, read...

Filer main unit

The piece of hardware that
receives and sends data.

“About filer main unit
componentson page 5

system for the filer.

Disk shelves Hardware that holds disks and isAbout disk shelves
connected to the filer. on page 7
Data ONTAP Software that is the operating | “About Data ONTAP

on page 8

Often, the filer main unit is referred to simply as a filer.

A filer provides the following features.

Feature

Description

Network file service

The filer enables users on client workstations {
create, delete, modify, and access files stored o
Client workstations are connected to the filer
through network connections.

0
nit.
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Feature

Description

Multiprotocal file
sharing

Clients can use the following protocols to access
dataon thefiler:

0 CIFS (Common Internet File System)—use
by Windows clients.

0 HTTP (HyperText Transmission Protocol)—
used by the World Wide Web.

O NFS (Network File System)—used by UNIX
systems.

0 (PC)NFS (Personal Computer NFS)—used
PCs to access NFS.

Files written using one protocol are accessible to

clients of any protocol, provided that filer license
and permissions allow it. For example, an NFS
client can access a file created by a CIFS client
and a CIFS client can access a file created by 3
NFS client.

by

2S

Data protection

The filer protects disk data in the following way

0 Network transaction logging—the filer
records network transactions in case of
failures and reconstructs transactions on
recovery.

0 Disk redundancy—the filer reconstructs dat
disks in case of disk failure.

S

Autosupport

Mail notifications about filer problems is
automatically sent to Network Appliance
Technical Support.

About filers



How you administer a filer

Command
execution through
the filer's command
line

Command
execution through
Windows NT

Configuration file
editing

You administer the filer using the Data ONTAP operating system. You can use
the following methods of administering afiler:

0 Command execution through the filer's command line
0 Command execution through Windows NT

O Configuration file editing

0 Command execution through FilerView

You use the filer's command line to execute all Data ONTAP administrative
commands from the command line, with the exception of some Windows NT
administrative commands.

You can access the filer's command line from
0 A serial terminal connected to the Console port of the filer
0 Atel net session to the filer

You can also access some commands through a remote shell program, such as thi
UNIX r sh utility.

You use Windows NT commands to perform filer administrative tasks related to
Windows NT.

You can execute Windows NT commands that affect the filer using native
Windows NT administration tools such as Server Manager and User Manager.

You edit configuration files to supply information that Data ONTAP needs to
perform certain tasks.

You can access configuration files by mounting the root directory of the filer on a
UNIX client or by mapping the administrative share (C$) to a drive on a
Windows client, then editing the file from the client.
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Command You use FilerView to perform most administrative tasks from a Web-based
execution through interface.

FilerView ) ) ) ) ]
You can use FilerView even if you did not purchase alicense for the HTTP

protocol.

4 How you administer a filer



About filer main unit components

Two kinds of
components

Internal filer
components

The filer main unit has two kinds of components: internal components that
enableit to function, and slots and ports that connect it to networks and disk

shelves.

The following internal components enable the filer to function.

Component

Description

System board

The system board is the main board
of thefiler. It has upgradable
firmware. All components are
connected to the system board.

System memory

System memory stores information
temporarily.

NVRAM (Nonvolatile Random
Access Memory)

Data ONTAP uses NVRAM to log
network transactions as a data
integrity measure. In case of asystem
or power failure, Data ONTAP uses
the contents of NVRAM to restore
network data to disk.

Diskette drive

In an emergency and for major
upgrades, Data ONTAP uses the
diskette drive to boot from diskettes.

LCD and LEDs

Thefiler displays status information
onthe LCD and LEDs.
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Slots and ports

Component

Description

Environmental adapter The environmental adapter performs

the following functions:

O Monitors the filer's temperature
and fans

0 Sends critical information to the
filer's LCD

Logs information

Shuts down the filer if its
temperature is beyond a critica
range or the fans cease operat

Thefiler has slotsfor external connections and ports for a console and diagnostic

rds,

hardware.
Component | Description
Slots The filer contains expansion slots for network interface cg
tape drive adapters, and disk shelf adapters.
Serial ports The two serial ports are as follows:

O The console port connects to the filer a serial terming
that you can use as a console.

0 The diagnostics port connects diagnostic equipment g
as the environmental monitor unit (EMU) of a
StorageShelf 2 storage shelf.

uch
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About disk shelves

Disk shelves A disk shelf contains the disks that store the data that the filer serves.
contain disks

Disk shelf Disk shelves collect information about the presence of disks, fan status, power
environmental supply status, and temperature. Disk shelves send messages to the console if
information parameters exceed permissible operating conditions.
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About Data ONTAP

Data ONTAP
overview

Data storage
management

You administer the filer using Data ONTAP commands. Data ONTAP uses only
commands and files that are relevant to file service administration. Data ONTAP

contains no extraneous utilities such as text editors.

Data ONTAP manages data in the following three ways
0 Data storage management

0  Data organization management
0 Dataaccess management

Data ONTAP stores data on disksin disk shelves. Disks are organized into RAID
groups, and RAID groups are organized into volumes. These items are explained
in the following table, along with what aspects of them you can administer.

Data . Storage administrative
Storage Explanation .
Actions
Concept
RAID A feature that enablesfile
(Redundant accessevenif onedisk ina
Array of RAID group is damaged.
I ndependent
Disks)
RAID group | A RAID group consists of a You can control the size of

parity disk, up to 52 data disks
before Data ONTAP 5.0 and
28 datadisksin Data ONTAP
5.0 and later, and optional
spare disks.

aRAID group. Thisenables
you to customize backups
and disk failure recovery.
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Data
Storage
Concept

Explanation

Storage administrative
Actions

Data disks

Hold the data that clients
access.

Parity disk

Contains information that
Data ONTAP usesto
reconstruct data if a data disk
fails. Each RAID group has
one parity disk.

Spare disks

Replace failed data disks
automatically with
reconstructed data.

You can control the number
of data and spare disks that
afiler can use. Thisenables
you to manage recovery if a
disk fails.

\olumes

Pools of storage composed of
multiple disks that store client
data. A filer can support up to
23 volumes or can have only
one volume.

You can specify the size of
avolume, add disksto it,
copy volumes, and control
the number of RAID groups
inavolume. This gives
flexibility in managing data
storage tasks such as
backups and restores, and
enables you to customize
volumes.
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Data organization Datais organized in files, which are the smallest unit of data management. Users

management organize filesinto directories, and you organize directoriesinto file systems,
which are known as volumes. You can also organize directories into special
directories called qgtrees. Major data organization concepts that are special to
filers are explained in the following table.

Data
Organization | Explanation
concept

Data Organization Administrative
Actions

volume An independent You can specify the following

file system. features for avolume:

O A security style, which
determines whether a volume
can contain files that use UNIX
security, NTFS security, or both
type of files

O  Whether it uses CIFS oplocks

0 Disk space and file limits

This enables you to customize
volumes for the needs of your users.

gtree A specia You can specify the following
subdirectory of the | featuresfor aqtree:

rootdirectoryof a | 5 A security style like that of
volume. It hasthe volumes

following special | ; \whether it uses CIFS oplocks

attributes: 7 Disk space and file limits
O A security ) )
style This enables you customize areas for
5 ACIES pro! ects ?nd to keep u:l:Jers and
oplocks setting projects from monopoalizing
. resources.
0 Disk space

and file limits

10 About Data ONTAP



Data access Data ONTAP manages access to data by performing the following operations:
management 0  Checksfile access permissions against file access requests.
O Checkswrite operations againgt file and disk usage quotas that you set.

0  Takes snapshots and makes them available so that users can access deleted
or overwritten files. Snapshots are read-only copies of the entire file system.

Data ONTAP enables you to perform the following actions:
Administer network connections.

Administer protocols.

Configure pairs of filersinto clustersfor failover.
Dump data to tape and restore it to thefiler.

Copy volumes

Mirror volumes

O o oo o o
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Filer administration with Data ONTAP

Filer administration
activities

Configuring the filer

Monitoring and
maintaining client
access

Monitoring and
maintaining
network access

12

Administering afiler involves the following activities:

0

O o o o

Configuring thefiler

Monitoring and maintaining client access to data
Monitoring and maintaining network access
Monitoring and maintaining filer hardware
Performing periodic administration tasks

You configure the filer by running either the Setup Wizard or the set up
program or both if necessary, then editing configuration filesif necessary.

You monitor client access to data on the filer by the following methods:

O

Gathering network statistics so that you can verify and improve the
performance of thefiler

Gathering file statistics so that you can schedul e snapshots

Monitoring accesses to afile by CIFS clients so that you can monitor
potential security problems

You maintain client access by the following methods:

O

Configuring volumes and gtrees to accommodate the needs of Windows and
UNIX clients

Configuring volumes so that there is enough disk space for data
Configuring RAID groups to maintain maximum data availability

Configuring snapshots so that datais recoverablein case of accidental
deletions

Setting quotas to make sure that users have enough resources for their work

You monitor network access by gathering network statistics so that you can
verify and improve the performance of the filer and its network interfaces.

Filer administration with Data ONTAP



Monitoring and
maintaining filer
hardware

Periodic
administration
tasks

Data ONTAP 5.3 System Administrator’s Guide

You maintain network access by following general filer network administration
procedures and procedures specific to your protocol. These procedures are
described in later chaptersin this guide.

You monitor hardware by gathering statistics about your hardware and analyzing
them for performance.

You maintain the hardware as described in the appropriate hardware guides.

The following table lists essential tasks that you should consider performing
periodically, suggests how often to perform atask, and lists the command or file

to use for the task.
How Often Task Command or File
Daily Review filer performance and sysstat command

CPU utilization.

Review filer disk usage on a per-
volume and per-snapshot level.

df command

Check for drive failures, reboots,
and other logged events

/etc/messages file

Review CIFS utilization, if
licensed for CIFS.

cifs stat command

Review HTTP utilization, if
licensed for HTTP.

htt pst at command

Review NFS utilization, if
licensed for NFS.

nf sst at command

13
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How Often Task Command or File
Weekly Review filer disk usage on a per- quota report
user level. command
Test connectivity to NT Domain cifs testdc
Controller. command
Review current shared CIFS cifs shares
directories. command
Review NFS exports letclexportsfile
Review filer network traffic net st at command
statistics.
Review network interface i fstat command
performance statistics on a per-
interface level.
Monthly Make surethat thedisk shelvesare | shel f chk command

connected properly.

Review filer uptime.

upt i me command

Review filer OSrevision.

ver si on command

Review current NIS server.

ypwhi ch command

Filer administration with Data ONTAP




Filer Administration Basics

2

Overview

About this chapter

Other protocol-
independent
administration
procedures

This chapter describes routine filer administration procedures that you need

regardless of the file-sharing protocols licensed for your filer.

This chapter emphasizes the filer characteristics that distinguish the filer from a

general-purpose server.

Usethefollowing table to locate procedures for managing other filer features that
are independent of file-sharing protocols.

Read...

If you want to manage...

Chapter 3, “Disk and File
System Managemeént

Disks, file systems (volumes), or RAID

groups.

Chapter 11“Snapshofts

Snapshots.

Chapter 13“Quotas and
Maximum Number of Files

Quotas or the maximum number of fileg

the filer stores.

Chapter 14“Data Backup

Backups.

Data ONTAP 5.3 System Administrator’s Guide
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Using the administration host

About the Thefiler recognizes a single client computer as the administration host. The
administration host  administrator who set up the filer specified the name of the administration host
using the set up program.

Administration host  Thefiler granted root permissions to the administration host after the set up
privileges procedure was completed. The following table describes the administration
host’s privileges.

If theadministration host is... You can...

an NFS client 0  Mount the filer root directory
and edit configuration files from
the administration host.

O Enter filer commands by using
remote shell program such as
rsh.

js2)

a CIFS client Edit configuration files from any
CIFS client as long as you connect to
the filer as root or “Administrator.”

Administration host Theset up procedure placed the administration host name in the
entry in the /etc/hosts.equiv file automatically.
/etc/hosts.equiv file

Administration host  The administration host is the mail host for the filer. The filer configures the
as the mail host administration host to send periodic email messages to Network Appliance
Technical Support about the status of your filer automatically.

For the administration host to send email, it must provide a server for the SMTP
protocol, such as treendmai | program, or the Microsoft Exchange server.
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Designating a
different mail host

Requirements for
using an NFS client
as the
administration host

Requirements for
using a CIFS client
as the
administration host

You can designate another host at your site to be the mail host at any time. Refer
to “Sending automatic email to Network Appliahoa page 55for more
information about how the filer sends automatic email messages. Refféseo “
the options command to configure autosugpamtpage 57or information about
how to specify a different mail host.

If you plan to use an NFS client to manage the filer, the client must

O support a text editor that can display and edit text files containing lines
ending with the newline character

O support the el net andr sh commands
O be able to mount directories using the NFS protocol

If you plan to use a CIFS client to manage the filer, the client must support the
t el net andr sh commands.
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The root volume

About the root Every filer has aroot volume. It is the volume from which the filer reads
volume configuration files. During set up, thefiler creates a default volume, named
vol0, and designates it as the root volume.

Designating the If you add volumes to your filer, you choose a volume to be the root volume
root volume during the multivolume configuration process.

For more information about designating the multiple volume configuration
process, read Chapter Bisk and File System Managemgrdn page 71.

About the volume Volume names begin with the following prefix:
name prefix
Ivol/
Syntax to refer to To refer to the root volume when mounting the root volume to an NFS client, use
the root volume the following syntax:

from NFS clients
/vol/volO

18 The root volume



Editing configuration files

What editor to use

Where
configuration files
reside

Choosing an NFS or
a CIFS client

Editing files from an
NFS client

The filer does not include alocal editor. You must use an editor from aclient to
change filer configuration files.

Configuration filesreside in the /etc directory in the filer's root volume.

The following table describes which procedure to use to edit configuration files
from an NFS client or a CIFS client.

If theclient is... Read...
an NFS client Editing files from an NFS cliehbn page 19
a CIFS client Editing files from a CIFS clieiiton page 20

The procedure for modifying configuration files is different depending on
whether you edit the files from an NFS client or a CIFS client. If you use an NFS
client, edit the files from the administration host. If you use a CIFS client,
connect to the filer as Administrator.

The following table describes how to edit configuration files from an NFS client.
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Editing files from a
CIFS client

20

Step

Action

If the NFSclient is... Then...

the administration host Mount thefiler root volume to
the host.

not the administration host 1. Mount the filer root volume
to the administration host.

2. From the administration
host, edit the /etc/exports
file on the root volume to
grant root permission to the
client.

3. Usethefiler console, a
t el net client, orther sh
command to issue the
following command to the
filer:

exportfs

4. Mount the filer root volume
to the client.

From the client, use atext editor to edit the filesin the /etc directory.

The following table describes how to edit configuration files from a CIFS client.

Step

Action

1

Connect from a CIFS client to the filer as Administrator.

After set up finished, the default /etc/passwd and /etc/group fileson
the root volume were set up to enable you to sharefileson thefiler as
Administrator.

Editing configuration files



Step | Action

2 | Display the contents of the filerG$ share and select a file to edit.

After set up finished, the filer root directory was shared
automatically a€$. The Administrator has read, write, and execute
rights to the share.

TheC$ share is a “hidden” share; you can get to it only by specifying
the path manually (for example,\&8ler\C$), rather than accessing |t
through the Network Neighborhood icon.

Data ONTAP 5.3 System Administrator’s Guide 21



Obtaining access to the filer shell

Ways to access the
command line

Sharing a single
telnet and console
session

telnet session
restriction

Closing a telnet
session

telnet and console
password
requirement

rsh support

22

The filer supports acommand-line interface. You can access the command line
0 directly, from the system console

O remotely, usingt el net

0  remotely, using aremote shell suchasr sh

Theconsoleandt el net share asingle session. Everything entered through
t el net isechoed at the console; everything entered at the console is echoed to
thet el net session

Only onet el net session can be open at atime.

Tocloseat el net session, press Ctrl-] to log out of thefiler, then press Ctrl-D
tologout of t el net .

Althought el net and the console share the same shell session, t el net and
the console each prompt you for a password. Both the console and t el net
connections use the same password.

Thefiler supportsr sh with trusted remote hosts—those remote hosts listed in
/etc/hosts.equiv on the root volume.

In addition to entering sh commands manually, you can use a shell script or
cront ab file to enter some commands.

Note
You can use sh only to enter filer commands. You cannot usé to remotely
log in to the filer. To log in to a filer remotely from a host, tisé net .

Obtaining access to the filer shell



Commands

accepted from rsh

Use Ctrl-C to abort
the command that

is running

Changing the

system password

Whereto go to learn
more about security

The following table lists the filer commands that you can execute using r sh.

cf hal t quot a sysconfig
cifs htt pst at raid sysst at
date nt rdate ti mezone
df net st at r eboot upti me

di sk nf sst at restore ver si on
downl oad options route vi f

dunp part ner shap vol
exportfs gtree snnp ypwhi ch

Ctrl-C aborts whatever command is being run from the console or at el net
session.

Because the consoleand t el net share asingle session, acommand entered at
the console or through t el net can be terminated inadvertently from either
location.

To ensure that acommand is not terminated by Ctrl-C, start the command from a
trusted host through r sh.

A system password isrequired to establish aconsoleor t el net connection with
thefiler. The password was specified during set up.

You can change the system password at any time with the passwd command.
When you enter the passwd command, the filer prompts you to enter the old
password, if any, and then requests the new password twice.

For information about ways to increase filer security in addition to password
protection, use the options described in “ Using options command options to
maintain filer securityyon page 66
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About multiple administrative users

What is an An administrative user is a named account that exists on afiler. Administrative
administrative users have the same privileges as root, but can have a different password than
user? root.

Multiple Adding multiple administrative usersto afiler means you no longer need to share
administrative the root password. Instead, administrative users access the filer, either locally or
users increase filer  remotely, with a unique login name and password. The filer records each user
security name at login with a syslog message in /etc/messages, to enable auditing.

Command to useto Usetheuser add option of theuser adnm n command to create multiple
create administrative users on afiler.

administrative

users

Ways to access the  Using an administrative login name, you can access afiler through any of the
filer using an following tools:
administrative login 5 Filer console

name
o telnet

g rsh
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Creating administrative users

Description Theuser adnm n command enables you to increase filer security by creating
multiple administrative users, rather than sharing the root name and password

among multiple administrators.

Prerequisites You must be logged in as root or as an existing administrative user to use the
command.
Restrictions O Theuser nameis case-sensitive. It cannot contain any of the following 15
characters:
Character Character
* (asterisk) < (less than sign)
\ (back dash) | (pipe)
: (colon) + (plus sign)
, (comma) ? (question mark)
= (equal sign) ] (right bracket)
/ (forward dlash) ; (semicolon)
> (greater than sign) space

[ (left bracket)

O The password should contain at least six characters, including at least two
alpha characters and one numeric or special character.

Steps to create a To create a new administrative user using thefiler consoleor at el net session,

new administrative complete the following steps.
user using a
console or telnet

Data ONTAP 5.3 System Administrator’s Guide
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Steps to create a
new administrative
user using rsh

26

Step

Action

1 | Enter the following command:

useradm n useradd user_nane

user_name is the new administrative user login name.
2 | Enter apassword for the new user when prompted.

To create a new administrative user using r sh, complete the following steps.

Step

Action

1

Enter the following command:
useradmi n useradd user_nanme password
user_name is the new administrative user login name.

password is the new password associated with the new user name.

Creating administrative users




Deleting administrative users

Description Usetheuser del option to delete administrative users created with the
user add option of the user adm n command. You can use the user del
option at any time to maintain filer security by keeping the administrative user

list current.
Caution You are not prompted for a password when deleting a user.
Step To delete an administrative user, complete the following step.
Step | Action
1 | Enter the following command:

useradm n userdel user_nane

user_name is the login name you want to delete.

Data ONTAP 5.3 System Administrator’s Guide
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Listing administrative users

Description

Step

28

Usetheuser | i st optionto get alist of administrative users on afiler. You can
usetheuser| i st option at any time to determine whether you need to add or
delete administrative users.

To list one or more administrative users using aconsole, t el net orr sh,
complete the following step.

Step

Action

1

Enter the following command:
useradmin userlist [usernane_list]

username _list is a space-separated list of login names you want to
display.

Note
If you do not specify any user names, al administrative users are
listed.

Listing administrative users




Changing an administrative user password

Description

Restrictions

Steps to change an
administrative
password using a
console or telnet

Step to change an
administrative

password using rsh

Usethe passwd command from aconsole, t el net, or r sh to change your
administrative password on afiler at any time. Changing your password at

regular intervals can provide you with better filer security.

Whenyouuset el net or aconsole, the passwd command prompts you for the
user name if administrative users, other than root, exist.

The passwd command only accepts arguments when you user sh.

To change an administrative user password using aconsole or t el net
complete the following steps.

Step | Action
1 | Enter the passwd command.
2 | When prompted, enter the administrative user name of the user
whose password you want to change.
3 | Enter the old password.
4 | Enter the new password.

To change an administrative user password using r sh, complete the following

step.
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Step

Action

Enter the following command:

passwd ol d_password new password usernane

Note
If you do not use the third argument, the passwd command works
as before, and expects you to enter the old and new password for
root.

Changing an administrative user password




Halting and rebooting the filer

Data storage in
NVRAM

NVRAM event
during orderly
shutdown

Procedure to halt
the filer

Procedure to boot
the filer

Procedureto reboot
the filer

Data ONTAP 5.3 System Administrator’s Guide

Thefiler stores requests it receives in nonvolatile random-access memory
(NVRAM). The use of NVRAM

O  improves system performance
O preventsloss of datain case of a system or power failure

Thehal t andr eboot commands perform an orderly shutdown. During an
orderly shutdown, the contents of NVRAM are flushed to disk.

To halt thefiler, enter the following command:
hal t

Thefiler displays the following prompt:
ok

Complete the following step to boot the filer.

Step Action

1 Ensure that the ok prompt is displayed on the console.

2 Enter the following command:

boot

You can halt and reboot the filer in a single operation by entering the following
command:

r eboot
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Where the filer
boots from

Use the halt
command to avoid
data loss

For more
information
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When thefiler boots, it uses the boot diskette in its diskette drive, if thereis one.
Otherwise, the filer boots from its hard disk.

You should always execute the hal t command before turning the filer Off for
the following reasons:

0 Thehal t command flushes all datafrom NVRAM to disk, eliminating a
potential point of failure.
0 Thehal t command avoids potential dataloss on CIFS clients.

If a CIFS client is disconnected from the filer, the users’ applications are
terminated and changes made to open files since the last save are lost.

Caution
Never interrupt CIFS service by halting the filer without giving advance warning
to CIFS users.

Before turning the filer Off, use theal t orci fs term nat e command

to send a warning message to CIFS users. This method gives users an
opportunity to save files and exit applications within the time period that you
specified before the actual shutdown.

Note
Clients using Windows 95 or Windows for Workgroups can display the CIFS
shutdown messages only when the clients’ WinPopup program is configured to
receive messages. The capability to display messages from the filer is built into
Windows NT.

For more information abouwti f s t er mi nat e, refer to ‘Stopping and
restarting CIFS sessidhen page 333

Halting and rebooting the filer



Understanding the filer default configuration

About the default The default configuration of afiler depends on whether the filer isrunning NFS,
configuration CIFS, or both; and NIS.

Although the default configuration is usable for small sites, it is probably not
secure enough for large sites or for sites connected to the Internet.

Subseqguent sectionsin this chapter describein greater detail how you might want
to modify the default configuration to suit your needs.
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Default exported and shared directories

Default directories When set up finishes, two default directories are made available for access by
created clients. The default directories are

0O theroot directory
O the/home directory

Permissions for the  The following table shows the permissions that are assigned to the default
default directories directorieswhen set up finishes.

This From
. this Has these per missions...
directory... .
client...
Theroot NFS 0 full permissionsfor the root user on the
directory administration host
no permissions for any other user or host
no permissions
CIFS O read and write permissionsto al filesfor
the Administrator user when logged in to
the filer using the root password
O no permissions for other users
The /home NFS permissions associated with individual users
directory and with groups through UNIX security
database
CIFS permissions assigned by thefiler administrator
for the HOMES$ share
Accessing the The following table shows how to access the default directories. Replace filer
directories with the host name of your filer.
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From

To access... this Dothis...

client...
The root NFS Mount /filer/vol/volO.
directory CIFS | Mapadriveto \\filen\Cs.
The /home NFS Mount /filer /vol/volO/home.
directory CIFS | Mapadriveto \\file\HOMES.

Or

Use the Network Neighborhood icon to locate the
filer and locate the HOMES share.

Contents of the etc
directory

Theroot directory contains an etc directory in which the filer configuration files
are stored. You can modify the configuration files from the administration host.

The following table describes the files in the etc directory. Note that some of the
configuration files might not exist on your filer if you use the filer for CIFS or

NFSonly.

File name

Contents

File-sharing
protocol

.Cifs.cat

Domain information (only if thefiler isa
member of a domain)

CIFS only

cifsconfig.txt

CIFS commands that the filer used for
configuration

The filer maintains this file automatically
whenever you enter aci f s command,
which can cause changes you make
manually to be lost.

To edit thisfile, terminate CIFS service
by usngtheci fs terninate
command, edit and save thefile, then
reboot thefiler.

CIFSonly
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File-sharing

Filename Contents
protocol
exports NFS export points NFSonly
hosts Known hosts and their |P addresses All
hosts.equiv Trusted hosts and usersfor r sh All
group CIFS group names, GIDs (group CIFS only
identification numbers), and members’
names
Not used if you use NIS to authenticate
groups.
netgroup Network groups NFS only
nsswitch.conf | The order in which the filer contacts nameAll
services
passwd Users’ names, UIDs (user identification| CIFS and
numbers), and primary GIDs (PC)NFS
Not used if you use NIS to authenticate
users.
rc Script of commands to be executed wherll

the filer is initializing

serialnum Filer serial number and license codes, | All
which help Network Appliance Technical
Support process automatic email sent hy
theaut osupport daemon

shadow Encrypted password strings and passwor@IFS and
aging information (PC)NFS
Not used if you use NIS to authenticate
users.
How the /home How the /home directory is used depends on the file-sharing protocol used by the
directory is used client. The following table describes how NFS and CIFS clients use the directory.
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For NFSclients

For CIFSclients

The /home directory is exported with
read and write permissionsto all NFS
clients, and with root access to the
administration host.

Clients can mount directories after
the filer host name is added to the
filer /etc/hosts file or to the client’s
name server.

The svtx bit (also known as the stick
bit) is set on théhome directory to
prevent users from deleting each
other’s files. This is a safe
configuration for networks that use
UNIX permissions to provide

security for network-accessible files.

You can clear the sticky bit with the
chrmod command.

The/home directory can be shared b
CIFS users as the home share
immediately afteset up finishes.

Before users can read and write file
in the home share, you must follow
the procedures inCreating a home
share for each useon page 299

By default, CIFS users can write an

ydelete their own files ifhome. For
more information about access right
refer to "Assigning and changing
access rightson page 302
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The /etc/rc file

How the filer uses The filer executes the commands in the /etc/rc file on the root volume at boot
the /etc/rc file time to configure the filer.

If your filer islicensed to run the CIFS protocol, the /etc/rc file must be present at
boot time for the CIFS protocol to be enabled. No CIFS-specific information is
entered in /etc/rc as aresult of the set up procedure.

All the commands in the /etc/rc file are executable from the command line—
there are no commands that are restricted to being executed from within the

[etc/rc file.
Procedure for The following table describes how to make changes in the filer configuration that
editing the /etc/rc take effect every time the filer is booted.
file
Step | Action

1 | Make a backup copy of thetc/rc file.

2 | Edit the/etc/rc file.

Note
Do not add CIFS commands/&c/rc.

See ‘Editing configuration fileson page 1%or instructions about
editing files from NFS and CIFS clients.

3 | Save the edited file.

4 | Reboot the filer to test the new configuration.

If the new configuration does not work as desired, repeat Steps 2
through 4.
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Default /etc/rc file
contents

Explanation of
default /etc/rc
contents

The best way to understand the commands used in /etc/rc on theroot volumeisto
examine the following sample /etc/rc file:

#Aut o-generated /etc/rc Fri May 30 14:51:36 PST 1997
host nane toaster

ifconfig e0 ‘hostnane'-0

ifconfig el ‘hostnane'-1

ifconfig fi0 ‘hostnane'-fi0
ifconfig ab ‘ hostnane'-a5

route add default M/RouterBox
routed on

options dns. donai nnane netapp. com
options dns.enable on

options nis.donmai nnane netapp. com
options nis.enable on

ti mezone US/Pacific

savecore

exportfs -a

nfs on

The following table explains the commands in the sample /etc/rc file.

Command Explanation

host nane toaster Sets the filer’s host name.
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Command

Explanation

ifconfig el
‘ host nane‘ -0
ifconfig el
‘host name’ -1
ifconfig fO
‘host name‘ -f0
ifconfig ab
‘ host nane' - ab

Sets the IP address for the filer’'s Ethernet, Gigabit
Ethernet, FDDI (Fiber Distributed Data Interface),
and ATM (Asynchronous Transport Mode) interfac
with a default network mask. The arguments in sin
backquotes expand to “toaster” if you specify
“toaster” as the host name duriegt up. The actual
IP addresses are obtained from Ate/hosts file on
the root volume; you might prefer to enter IP
addresses directly iletc/rc on the root volume. If the
specified network interface is not present,

i fconfi gissues an error message and has no o
effect.

The actual interface names and numbers depend
the filer model. Refer toNaming conventions for
network interface’son page 43or more information
about interface names.

If you change the filer's host name, you must mod
the/etc/hosts file on the root volume to substitute th
new host name. If you donitf confi g fails.

To override the default network mask, explicitly
specify the network mask in thé conf i g
command after the host name; for example:

ifconfig el ‘hostnane' -1 netmask 255.255.0.0

route add default Local Router 1

The preceding command specifies the default rout
You can add route commands/étc/rc on the root
volume to set static routes for the filer. The networ,
address for LocalRouter must be/étc/hosts on the
root volume.

eS
gle

her

fy

er.

routed on Starts the routing daemon. Sétting on page 123
for more information about routing.

options These options set the DNS domain.

dns. domai nnare

net app. com

options

dns. enabl e on

The /etc/rc file



Changing SNMP

commands in
letc/rc

Command

Explanation

options These options set the NIS domain name and enable
ni s. domai nnane NIS.

net app. com

options

ni s. enabl e on

ti nezone Sets the time zone. The argument to thet i mezone

US/ Paci fic command specifies which file in the /etc/zoneinfo
directory on the root volume describes the time zone
you want.

savecor e Saves the core file from a system panic, if any, in the

/etc/crash directory on the root volume. Corefilesare
created only during the first boot after a system panic.

exportfs -a Exportsall directories specified in the /etc/exportsfile
on theroot volume. This command isincluded only if

thefiler runs NFS.

nfs on Turns on NFSfile service. This command isincluded
even if NFSisnot licensed for your filer. When the
filer runs this command from /etc/rc on the root
volume on afiler without an NFS license, the
command fails and the following messages appear:

NFS service is not |icensed.
(Use the “license” command to license it.)
NFS server is NOT running.

Regardless of whether SNMP is enabled at your site, add the following
commands to /etc/rc on the root volume:

snmp contact“  your enmail and tel ephone nunber”
snmp location “ I ocation of your filer”

snmp init 1

For example:

snmp contact “jdoe@abc.com 415-555-1212"
snmp location “ABC corporation, engineering lab”
snmp init 1
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Theinformation provided by these commands enables Network Appliance
Technical Support to contact you after receiving automatic email messages about
your filer from your site. For information about automatic email messages, refer
to “Sending automatic email to Network Appliahoa page 55
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Naming conventions for network interfaces

Interface types the
filer supports

How interfaces are
numbered

How multiple ports
are identified

How interfaces are
named

The filer supports the following interface types:

0

O o o o

Ethernet

Gigabit Ethernet
FDDI

ATM

Virtual

Interface numbers are assigned based on the slot in which the interface card is
installed. For more information about how network interfaces are numbered,
refer to the hardware guide for your filer model.

Some Ethernet interface cards support four ports. These cards are referred to as
quad-port interfaces. The filer uses aletter to refer to each port on a quad-port
interface. The following table shows the relationship of port numbersto letters.

Port number Letter
1 a
2 b
3 c
4 d

Thefollowing table shows how interfaces other than virtual interfaces are named,
and how interface names are combined with card slot numbers and port letters to
make their names unique.
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Virtual interface
names

About using
interface names in
scripts

Filer host names

a4

Interfacetype Letter used in name Examples of names

Ethernet (single) e e0
el

Ethernet (quad-port) e e0a
eOb
e0c
e0d
ela
elb

FDDI f fo

ATM a

Ry

The name of avirtual interfaceisastring that is no longer than 15 characters that
meets the following criteria:

O It must begin with aletter.
O It must not contain a space.
O It must not already bein use for avirtual interface.

Virtual interface names are case-sensitive.

When you write or modify shell scripts that involve interface names, remember
the interface naming conventions that the filer uses. Because the dot in which an
interface card isinstalled is a part of the interface name, different filers might
have different interface names.

The first time the setup program runs, the filer creates a host name for each
installed interface by appending the interface name to the host name.

Naming conventions for network interfaces



Host name Example 1: A filer named toaster with asingle Ethernet interfacein ot 0 and a

examples quad-port Ethernet interface in slot 1 has the host names given in the following
table.

Interface Host name

Single-port Ethernet card in slot 0 toaster-0

Quad-port Ethernet card in slot 1 toaster-1a
toaster-1b
toaster-1c
toaster-1d

Example 2: A filer named toaster with an FDDI interface in slot 1 would have

the host namet oast er - f 1.
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Recovering from configuration errors

Reasons to follow a
special recovery
procedure

Procedure when the
filer does not boot

Procedure when
administration host
cannot access the
filer

46

Certain configuration errors can require you to follow a special recovery
procedure because

0 Thefiler does not have alocal text editor.

O Problemswith interface configuration can make the filer inaccessible to
clients from which the /etc/rc file can be edited.

If configuration errors prevent the filer from booting from the hard disk, try
booting from the diskette. For more information, sBedting from system boot
disketté on page 567

If your filer becomes inaccessible from the administration host after you change
the/etc/rc file, use the procedure in the following table to recover from the error.

Step | Action

1 | Enter commands on the console to configure the interface with the
correct address.

2 | Enter theexport f s command to export the filer root directory tq
the administration host.

3 | Edit the filer/etc/rc file from the administration host.

4 | Reboot the filer.

If the changes do not correct the problem, repeat Steps 1 through 4.

Recovering from configuration errors



Core files

About core files

Core file storage in
letc/crash

What the savecore
command does

Core dump space
needed

When a hardware or software failure causes the filer to crash, the filer creates a
core file that Network Appliance Technical Support can use to troubleshoot the
problem.

Onthefirst boot after asystem crash, thefiler storesthe corefilein the/etc/crash
directory on the root volume.

The savecor e command, which isincluded in the default /etc/rc file on the
root volume

0  Producesacoren.nzfile. The nin the file name is a number. The string nz
indicates that the file is compressed.
Displays a message on the system console.
Logs a message in /etc/messages on the root volume.

A core dump file contains the contents of memory and NVRAM. Core dumps are
written to a set of areas at the beginning of all the disks. The core dump areaon
each disk hasafixed size of approximately 20,447,232 bytes. Therefore, afiler or
appliance with alarge amount of memory can have an insufficient amount of
core dump disk space to store afull core dump.

The following table shows how many disks are needed to store afull core dump
for the amount of memory you might have in a specific filer or appliance.

Memory (in MB) | Disks Needed

32

64

96

128

O | N[O | &P

160
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Automatic technical
support notification

Manual technical
support notification

48

Memory (in MB) | Disks Needed
192 10
224 12
256 or more 14

Your filer sends email automatically to Network Appliance Technical Support
upon each system reboot.

If you disabled automatic email, you should contact Network Appliance
Technical Support when your system creates a core file.

Core files



Message logging

About message
logging

About the syslogd
daemon and the
letc/syslog.conf file

The/etc/syslog.conf
file format

The facility
parameter

The filer maintains messages in the /etc/messages file on the root volume.

Thelevel of information that the filer records in the /etc/messages fileis
configurable.

The message logging daemon, sys| ogd, uses the /etc/syslog.conf configuration
file on the filer root volume to determine how to log system messages.

You can configure sys| ogd to direct system messages to the console, to afile,
or to aremote system based on their severity and origin.

By default, all system messages (except for those of severity level debug) are
written to the console and to the /etc/messages file on the root volume.

The /etc/sysog.conf file consists of lines with two tab-separated (not space-
separated) fields of the following form:

facility.level action

Thef aci | i ty parameter specifies the subsystem from which the message
originated. The following table describesthef aci | i t y parameter keywords.

Keyword Description

aut h messages from the authentication system, such aslogin
cron messages from the internal cr on facility

daenon messages from filer daemons, such asr shd

kern messages from the filer kernel

* messages from all facilities
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The level parameter Thel evel parameter describesthe severity of the message. The following table
describesthe | evel parameter keywords arranged in order from highest to

lowest severity.
Level Description
energ panic condition that causes a disruption of normal service
al ert condition that you should correct immediately, such asa
failed disk
crit critical conditions, such as disk errors
err errors, such as those caused by a bad configuration file
war ni ng conditions that might become errors if not corrected
notice conditions that are not errors, but might require special
handling
i nfo information, such as the hourly uptime message
debug used for diagnostic purposes (suppressed by default)
* specifies all levels
The action Theact i on parameter specifies where messages should be sent. Messages for
parameter the specified level or higher are sent to the message destination. The following

table describes the possible actions and gives examples of each action.

Action Example

Send messagesto afile specifiedby a | /etc/messages

path.

Send messages to a host name @adminhost
preceded by an @ sign.

Send messages to the console. /deviconsole

or

*
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Example line from
letc/syslog.conf

The /etc/messages
file restart schedule

Checking the
/etc/messages file
daily

Sample
letc/syslog.conf file

For more
information

The following example causes all kernel messages of levelsener g, al ert,
crit,anderr tobe senttothe/etc/messagesfile:

err.kern /etc/ nessages

Every Sunday at midnight, the /etc/messagesfileis copied to /etc/messages.0, the
/etc/messages.O file is copied to /etc/messages.1, and so on. The system saves
messages for up to six weeks.

Check the /etc/messages file once a day for important messages. You can
automate checking this file by creating a script on the administration host that
periodically searches /etc/messages and then alerts you.

The following example shows a customized /etc/syslog.conf file:

# Log anything of level info or higher to /etc/nessages.
*.info / et ¢/ nessages

# Log all kernel messages, and anything of level err or
# higher to the console.

*. err;kern.* / dev/ consol e
# Log all kernel nessages and anything of |evel err or
# higher to a renote | oghost system call ed adm nhost.

* . err; kern.* ©@dm nhost

# Log messages fromthe authentication systemof |evel notice
# or higher to the /etc/secure.message file. This file has

# restricted access.

aut h.notice /et c/ secur e. message

For more information about the sy sl og. conf file, seethe na_syslog.conf(5)
man page.
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Configuring filer options

Commands to use
to set options

52

The filer recognizes two commands, opt i ons andvol opti ons, to set
options.

“The options commaridn page 53escribes the syntax for the options
command.

“The vol options commarien page 54describes the syntax for the vol options
command.

Configuring filer options



The options command

What the options
command does

Syntax of the
options command

Example of the
options command

When used interactively, the opt i ons command displays option values or

changes the filer's behavior temporarily; the system returns to the state specified
in the/etc/rc file when rebooted. To make changes permanent, you must include
theopt i ons commands in théetc/rc file.

The syntax of thept i ons command is as follows:

options [ option [value] ] ...

If you omit a value for an option, the command displays the current value of the
option.

The following table describes the variables.

Variable Description
option the name of the option
val ue the value of the option

The following command enables thenf sd daemon:
options pcnfsd. enable on
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The vol options command

vol options
command
configures
volume-level
behavior

Syntax of the vol
options command

Example of the vol
options command

54

You usethevol opti ons command to configure volume-level behavior. You
can use this command only with volume options, which are listédoiirhe
options on page 633

Changes made with thl opti ons command are persistent between
reboots—you do not need to add them to the /etc/rc file.

The syntax of th&#ol opti ons command is as follows:

vol options vol name option [ val ue]

If you omit a value for an option, the command displays the current value of the
option.

The following table describes the variables.

Variable Description

vol nane the name of the volume that the option applies to
option the name of the option
val ue the value of the option

The following command sets the maximum size of a RAID group in the volume
named myvol to 12:

vol options nyvol raidsize 12

The vol options command



Sending automatic email to Network Appliance

How automatic
email messages are
controlled

How the
autosupport
daemon works

Technical support
response

Mail host
requirement for
autosupport

About configuring
autosupport

Events that trigger
autosupport email

Thefiler usesthe aut osupport daemon to control how automatic email
messages are sent from your site to Network Appliance Technical Support.

Theaut osupport daemon isenabled by default on the filer. The daemon
triggers automatic email messages to members of Network Appliance Technical
Support, alerting them to potential filer problems.

If necessary, Network Appliance contacts you at the email address that you
specify to help resolve a potential system problem.

Because the filer doesn't function as a mail host, it relies on another host at your
site that listens on the SMTP port (25) to send mail. Theredotepsuppor t
requires at least one host reachable by the filer that runs an SMTP server or a
mail forwarder, such as tleendnai | program or Microsoft Exchange server.

By default, the administration host defined duréreg up is used as a mail host.

You can specify more mail hosts.

You can specify up to five addresses of email recipients. The default recipient is
Network Appliance Technical Support. For receiving automatic messages, the
email address of Network Appliance Technical Support is
autosupport@netapp.com.

Refer to ‘Use the options command to configure autosupporpage 57#or
more information about specifying the email address and other options.

The mail host sends email to Network Appliance Technical Support about your
filer after any of the events listed in the following table.
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Event Subject line of the email message

Low NVRAM lithium battery BATTERY_LOW ! !

Disk failure DI SK_FAIL!!T!

Disk scrub occurred DI SK_SCRUB! ! !

Fan failure FAN_FAI L!'! !

Shutdown because of OVER_TEMPERATURE_SHUTDOWA! ! !
overheating

Partial RPS failure? POAER_SUPPLY_DEGRADED! ! !
System reboot REBOOT

Disk shelf error SHELF_FAULT! !'!

Spare disk failure SPARE FAIL!!!

Weekly backup of /etc/messages | VEEKLY_LGOG

opt i on THE STRING SPECI FI ED I N OPTI ON
aut osupport . doi t aut osupport. doi t
command

Successful cluster takeover of CLUSTER TAKEOVER COVPLETE
partner

Unsuccessful cluster takeover of | CLUSTER TAKEOVER FAI LED
partner

Cluster takeover of virtua filer REBOOT ( CLUSTER TAKEOVER)

Cluster giveback CLUSTER G VEBACK COVPLETE

a. This email message is sent only by afiler that uses a redundant power supply. It means that
one of the two power supplies has ceased functioning.

Contents of Each email message generated by aut osupport contains the following types
automatic email of information:
messages 0 date and time stamp of the message

O NetApp software version
0 system ID of thefiler
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Use the options
command to
configure
autosupport

Disabling or
enabling the
autosupport
daemon

host name of thefiler
software licenses enabled for the filer
SNMP contact name and location (if specified in /etc/rc)

output of the following commands (some are applicable only to the licensed
protocols):

O o o o

sysconfig -v
opti ons
ifconfig -a
nfsstat -c
cifs stat
cifs sessions
cifs shares
htt pst at
df
df -i
snap sched
sysconfig -r
cf nonitor
0 thefollowinginformation, if clustering is licensed:
0 system ID of the cluster partner
O  host name of the cluster partner
0 cluster node status
contents of /etc/messages
contents of /etc/serialnum

To change the default behavior of the aut osupport daemon, use the

opt i ons command. As with other filer commands, you can add opt i ons
commands to the /etc/rc file if you want to execute them automatically when the
filer reboots.

Theaut osupport daemon is enabled by default. The syntax of the command
to disable or enable the daemon is as follows:

options autosupport.enabl e on| of f
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Specifying
addresses for
autosupport mail

Specifying the filer
administrator’s
address

Sending an
immediate message

58

Example: aut osupport. enabl e of f

Specifying mail hosts: The command to specify hosts that send autosupport
email messages to Network Appliance Technical Support is as follows:

options autosupport.nail host hostnaneg,. ..

You can specify up to five mail host names. Separate names by commas and do
not include spacesin the list. The default is the administration host.

Example: options aut osupport.mail host host 1, host 2, host 3

The command for specifying the recipients of automatic email messages sent by
theaut osupport daemonisasfollows:

options autosupport.to addresses,...

You can specify up to five email addresses. Separate email addresses by commas
and do not include spaces in the list. The default is autosupport@netapp.com.

Example: options autosupport.to autosupport @et app. com d@. com

Be sure to enter the command on asingle line.

Sometimes Network Appliance Technical Support might need to contact the
administrator of the filer after receiving automatic email. Theopt i ons
command for specifying the filer administrator is as follows:

options autosupport.from address
Example: options aut osupport.from jdoe@bc. com

If Network Appliance Technical Support needs to determine whether further
action is necessary for solving or preventing filer problems, it sends email to
jdoe@abc.com.

Immediate messages contain the same filer data as automatic messages.

How to send immediate messages: The command to send an automatic
email message immediately is as follows:

options autosupport.doit string

Sending automatic email to Network Appliance



The string is used in the subject line of the email message to explain why the
email was sent.

Example: options autosupport.doit TESTI NG

Sending a short Theopti ons aut osupport. not et o command specifies the recipients of

message short email messages sent by aut osuppor t . The short email messages are for
urgent events, such asdisk failures or filer reboots. The following example shows
a short message:

Ret ur n- Pat h: <aut osupport >

Received: fromtoaster by netapp.com(4.1/SM-4.1)
id AA14370; Thu, 26 Sep 96 07:51:31 PDT

Message- 1 d: <9609261451. AA14370@et app. conp

From aut osupport

To: jdoe

Date: Thu, 26 Sep 1996 07:51:27 -0700

Resent-Date: Thu, 26 Sep 1996 7:58:42 PDT

Subj ect: System Alert fromtoaster

REBOOT on Thu Sep 26 07:51:27 PDT 1996

Short messages are useful if the person who should be notified of urgent events
reads email on a small screen, such as the screen on an a phanumeric pager.
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The filer uses two commands and a set of optionsto control and synchronize the
system time.

0

The dat e command sets the time locally.

For example, the following command sets the system date and time to 9:25
am. on May 22, 1999:

date 199905220925

Ther dat e command synchronizes the filer’s time with the time on another
host with an accuracy of one second.

SNTP (Simple Network Time Protocol) synchronizes the filer’s time with

the time on a time server with a theoretical maximum accuracy of one
nanosecond; actual accuracy depends on the accuracy of the time server and
network delays.

Filer system time synchronization



Time synchronization with the rdate command

When to use the
rdate command

Filer clock accuracy

Use of cron jobs to
run rdate

cron job example

Ther dat e command synchronizes the filer’s time with a target computer’s time
using the UDP time service (typically, UDP port 37). This service is available on
most UNIX computers. Chedktc/services and/etc/inetd.conf on the target

computer to see whether this service is supported. For detailed information about
the protocol that thedat e command uses, see RFC 868.

Note
There is currently no Windows 95 or Windows NT counterpart to tiegt e
command. If you want to use thélat e command, you must have a UNIX
workstation that supportsdat e on your filer’s network.

You use the dat e command when you need time accuracy only to the second,
or when you want to keep your current method of synchronizing time.

To keep the filer’s clock accurate, regularly runitidat e command on the filer
with the target machine, a computer that maintains accurate time and that
supports the port 37 UDP time service. For example, if the name of the target
computer is time_node, enter

rdate tine_node

A typical scheme is to have a UNIX computer run a periodicn job that
executes the appropriatelat e command on your filer througtsh. The
computer and the user (if not root) running ¢men job must be in the filer's
/etc/hosts.equiv file on the root volume.

For example, on the UNIX computer named adminhost, the user named
adminuser sets upca on job to run every day at 3 a.m. It directs the filer named
toaster to request a time update from the computer named time_node, which
maintains an accurate time and supports the UDP time service.

crontab entry: Thecr ont ab entry on the UNIX system is as follows:

03 * * * rsh toaster -1 root rdate tine_node
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Entry in /hosts/equiv file: The/etc/hosts.equiv file on toaster must contain
the following line:

adm nhost adm nuser

The adminhost and time_node host names must be known to the filer.

Time synchronization with the rdate command



Time synchronization with SNTP

You control how timeis synchronized using SNTP and whether time changes are
logged by using thet i med options. For detailed information about SNTP, see
RFC 2030.

When to use SNTP You use SNTP when you need a high degree of accuracy or when you are using

clusters.
List of timed Before using SNTP, you set thet i med options as described in “ Synchronizing
options filer system tim& on page 64or accept the default settings. Tthened options

are listed in the following table. For details aboutttheed options, seeTimed
options on page 631

Timed option Function Default

ti med. enabl e Determines whether the timed daemon Off
runs.

timed. |l og Determines whether to log time change©ff
initiated by the i med daemon to the
console.

ti med. max_skew Sets the maximum allowable 30m
discrepancy between filer time and
server time.

ti med. proto Selects whether to use the protocol ugedtp
by ther dat e command or SNTP.

ti nmed. sched Schedules when to synchronize the timéourly
with a time server.

ti med. servers Specifies up to five time servers in ordemMone
of contact priority.
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This procedure describes how to set thet i med options to synchronize filer
system time. You can do this any time, but if you have clusters, do it as soon as
possible. After you complete this procedure, filer time is continually updated
automatically.

You must have available the name of at |east one time server. You can get alist of
NTP (Network Time Protocol) time servers, which SNTP can use, from
http: //www.eecis.udel .edu/~mills/ntp/server s.htm.

Tosetthet i med options so that you can synchronize filer time, complete these
steps.

Step | Action

1| Turnonthet i med daemon by entering the following command:

options timed.enable on

2| If desired, turn on console logging of time changes initiated by the
t i med daemon by entering the following command:

options timed.log on

3| Specify the maximum discrepancy allowed before timeis not
synchronized by entering the following command:

options timed. max_skew nu

n isthe number of units (specified by u).
u is one of the following

0 sfor seconds

0 mfor minutes
0 hfor hours

The default is 30m, which stands for 30 minutes.

Synchronizing filer system time



Step

Action

Specify a protocol by entering the following command:
options timed.proto protocol

prot ocol isone of the following:
O rdate for the protocol used by ther dat e command
O ntpfor SNTP

The default is ntp.

Specify a synchronization schedule by entering the following
command:

options tinmed.sched schedul e

schedul e isone of the following:

0 hourly to synchronize hourly

O multihourly to synchronize every six hours
0 daily to synchronize every day at midnight
u]

anumber followed by m to specify an interval of minutesor hto
specify an interval of hours

The default is hourly.

Specify up to five time servers by entering the following command:
options timed.servers servers

server s isalist of the host names or | P addresses of up to fivetime
servers, separated by commas.
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Using options command options to maintain filer security

What the options to  Thefollowing optionsto theopt i ons command help maintain filer security:

the options 0 Thetel net. hosts optionrestrictst el net accessto alimited number
command do of hosts. Use this option to specify a comma-separated list of up to five hosts
that canlogintothefiler usingt el net . Alternatively, you can disable
t el net for al hosts by specifying a hyphen (-). By default, the option
argument consists of an asterisk (*), which means all hosts havet el net
access.

A record of al t el net and console logins is maintained in the
/etc/messages file on the root volume.

0 Thenount _r oot onl y option restricts the mount privilege to root using
privileged ports (ports 1 through 1,024). By default, the option is enabled.
This option accepts the arguments of f and on to disable and enableit. This
option is applicable only if your filer runs NFS.

Note
Some PC clients and some older implementations of NFS on UNIX workstations
use non-privileged portsto send requests. If you have these clients at your site,
disablethe nount _r oot onl y option or upgrade the client software.

O Thewafl.root_only_chown option enablesonly root to change the
owner of afile. When the option is disabled, the owner of afile can change
its ownership without being root. By default, this option is enabled. Usethe
arguments of f and on to disable and enable the option.

When anon-root user changes the owner of afile, the set-user-id and set-
group-id bitsare cleared. If anon-root user triesto change the owner of afile
but the change causes the file’s recipient to exceed his or her quota, the
attempt fails. This option is applicable only if your filer runs NFS.
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Software licenses

About software
licenses

Enabling services

The filer requires software licenses to enabl e these services and features:
NFS

CIFS

HTTP

clustering

SnapMirror

SnapRestore

O o oo o o

Licensesareinstalled on thefiler at the factory per your order, so theinitial setup
of your filer does not involve entering license codes.

You need to enter license codes only if any of the following conditions applies:

0 You purchased afiler with arelease earlier than Release 4.0, and you are
upgrading it to Release 4.0 or later.

You want to enable a service not previously licensed for your filer.
The filer’s file system becomes corrupt and must be rebuilt.
Network Appliance provides you with the appropriate license codes when

shipping you the software upgrade kit or when giving you instructions for
obtaining the software upgrade over the Internet.

To enter a license code to enable a protocol on your filer, use ttense
command with the following syntax:

| i cense protocol =code

Theprotocol field can be one of these value$:s, ci fs, http,cl uster,
shapni rror, andsnapr est or e.

Example: If the license code for NFS is ABCDEFG, enter
I'i cense nfs=ABCDEFG

The events that take place after a license command depend on the protocol
specified. The following table discusses the events for each service or feature.
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Service or

feature Messages
NFS nfs license enabl ed.
nfs enabl ed.
Thefiler also automatically runsthenf s on command to start NFS service. However,
the filer does not add the nf s on command to /etc/rc asaresult of thel i cense
command. If you want the filer to run NFS service after each reboot, add nf s on to
[etclrc.
CIFS C FS license enabl ed.
Run cifs setup to enable CFS.
To start CIFS service, set up the filer's CIFS configuration by runmirigs set up.
You don't need to ruri f s set up after thd i cense command if you already set
up the CIFS configuration.
HTTP http Iicense enabl ed.
Use “options httpd.enable” to enable http.
To start HTTP service, enter the following command:
options httpd.enable on
Results: Theopt i ons command takes effect immediately. If you want the filer to
automatically start HTTP service after each reboot, add opt i ons htt pd. enabl e
to /etc/rc.
Cluster cluster site license enabled.
Clustered Failover will be enabled upon reboot.
Make sure that each individual service is licensed
on both nodes or on neither node. Remember to configure
the network interfaces for the other node.
SnapMirror snapmirror license enabled
snapmirror enabled
SnapRestore snaprestore license enabled

snhaprestore is enabled

68

Example: The following example shows how to activate several protocolswith
one command:

Ii cense nf s=ABCDEFG Cl FS=HI JKLMN htt p=PQRSTWV cl ust er =AMPERVX

Software licenses



Displaying current To display licensing information, enter thel i cense command without
license codes parameters, as follows:

toaster>l i cense

nf s=ABCDEFG

ci fs=not licensed

ht t p=PQRSTWV

cluster=not |icensed
snaprestore=not |icensed

Disabling alicense  Todisable alicense, enter DISABLE asthe code for the protocol. For example,
to disable your filer’s license for NFS, enter

| i cense nfs=Dl SABLE

After you disable a license, your filer stops service for the corresponding
protocol. You can restart the service by reentering the license code.

Replacing license If you misplace a license code, contact Network Appliance Technical Support to
codes obtain a copy.
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Disk and File System Management

3

Chapter contents

This chapter provides information about, and how to manage, the filer’s disks
and file systems. It is divided into the following sections.

Read...

To learn about...

“Disk conceptson page 72

Principles of RAID groups and the
different functions of disks in them,
checking for media errors, using
disks of various sizes, and handling
disk failures.

“Volume conceptson page 80

Volume concepts.

“Procedures for managing disks an
volumes on page 84

dManaging disks and volumes on a
filer.

“Volume reversion using
SnapRestoreon page 101

Reverting the contents of a volume
those of a selected snapshot.
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Disk concepts

Section contents

Understanding
RAID groups

72

This section covers the following topics:

Understanding RAID groups

About disk addresses

Use disk scrubbing to protect data from media errors
Understanding hot spare disks

Understanding hot swap

Using disks of various sizes

Understanding usable space on each disk

Handling disk failures

Effects of disk failure on filer operation

O 0o oooooo o

Thefiler uses RAID Level 4 to ensure data integrity even when one of the disks
fails. The file system design, together with the support for RAID, optimizes filer
performance and enables you to incrementally expand the filer's disk storage
capacity.

In a RAID group, different disks have different functions. Most of the disks in the
RAID group aredata disks. One disk is thearity disk, which enables the filer to
recover the data on a data disk if one fails.

Multiple RAID groups: The filer supports multiple RAID groups. The factory
default filer configuration contains one RAID group. The filer supports up to 32
RAID groups. Each RAID group belongs to only one volume; you cannot assign
more than one volume to the same RAID group.

Spare disks are used by RAID groups as needed. They do not have to be in the
same disk shelf to be available to a RAID group. The filer automatically assigns
disks to RAID groups and creates new RAID groups as each RAID group is
filled with its maximum number of disks.

RAID group size: The following characteristics apply to RAID group size:

O The default number of disks in a RAID group (including the parity disk) is
14.

0 A RAID group must contain at least two disks.
O The largest RAID group size you can creamually is 28 disks.
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0O Themaximum RAID group sizeis 52 disks.

Occasionally, you might encounter situations in which you want to specify a
RAID group size other than the default. For example, you might want to
configure afiler with smaller RAID groups for the following reasons:

0O Using smaller RAID groups reduces disk reconstruction time if adisk fails.

0 Using smaller (therefore, more) RAID groups provides higher reliability by
reducing therisk of dataloss due to multiple-disk failure.

Conversely, configuring with larger (therefore, fewer) RAID groupsin afiler
uses fewer disks for parity, leaving more disks available for data storage.

Parity disks: In each RAID group, thefiler assignstherole of parity disk to the

largest disk in the RAID group. After adata disk failure, the filer uses the parity

disk in conjunction with the other data disks to reconstruct the failed disk’s data
and optionally write it to a hot spare disk. The parity disk must be at least as large
as the largest data disk.

For more information about how the filer recovers from disk failures by using the
parity disk or hot spare disk, refer tddndling disk failures” on page 77

About disk You identify a disk by its address, which is listed inttde Di sk_| Dcolumn of
addresses the output of theysconfi g -r command. In this output listinglA refers to
the host adapter aridl sk _| Drefers to the disk ID number.

You use the disk address to

O interpret screen messages (for example, command output or error messages)
that you see on your display

O quickly locate the disk that the message is referring to

SCSI disk addresses: With SCSI disks, the disk address is a combination of
the disk’s SCSI adapter number and the disk’s SCSI ID number on the adapter.
For example, disks attached to SCSI adapter 0 are numbered 0.0 through 0.6,
disks attached to SCSI adapter 9a are numbered 9a.0 through 9a.6, and so on.

Fibre channel disk addresses: With fibre channel disks, the disk address is

a combination of the disk’s adapter number and the disk’s fibre channel loop ID.
To create the fibre channel loop ID, multiply the shelf ID switch value by eight
and add it to the bay number. For exampke,8,shel f 1, di sk 2 has disk

ID 8. 10.

For more information: For more information about locating specific drives
on disk shelves, refer to the hardware guide for the disk shelf.
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Thefiler uses the RAID disk scrubbing procedure to increase data availability.
Thefiler scans each disk in the RAID group for media errors. If thefiler finds
media errors, it fixes them by reconstructing the data from parity and rewriting
the data.

Disk scrubbing reduces the chance of amultiple disk failure, caused by a disk
media error encountered while the system was running in degraded mode.

The filer only scans a RAID group when all the group’s disks are operational.
Although disk scrubbing slows the filer somewhat, network clients might not
notice the change in the filer's performance because disk scrubbing starts
automatically at 1:00 A.M. on Sunday, when most systems are lightly loaded.

By default, disk scrubbing is enabled. You might want to disable scrubbing if you
have a recurring problem that scrubbing encounters.

Example: For example, there might be an unrecoverable error on a disk that you
cannot fix before the next disk scrub. The following commands disable and
enable disk scrubbing:

options raid.scrub. enabl e of f
options raid. scrub. enabl e on

Commands to start and stop disk scrubbing: You can also manually

start and stop disk scrubbing regardless of the current value (On or Off) of the
rai d. scrub. enabl e option. Following are the commands for starting and
stopping scrubbing manually:

di sk scrub start

di sk scrub stop

Sample messages logged from scrubbing: Messages from the disk
scrubbing process are sent to the system error logging daemon.

Following are sample messages that can appeatr:

O If the filer finds an inconsistent parity block during scrubbing, it prints the
following messages:

I nconsi stent parity on volune volune_nane, RAID group n,
stripe #n.

Rewiting bad parity block on vol une vol une_nanme, RAID group n,
stripe #n.

Note
Anl nconsi stent parity error message might indicate file system
corruption. If you get such an error, contact Network Appliance Technical
Support for assistance.
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Understanding hot
spare disks

Understanding hot
swap

Using disks of
various sizes

o If thefiler finds amedia error on the parity disk, it prints the following
message:
Rewiting bad parity block on vol une vol une_name, RAID group n,
stripe #n

o0 If thefiler finds amediaerror on adatadisk, it prints the following message:

Rewriting bad block fromparity on disk n, block n
0 If thefiler finds more than one bad block, it prints the following message:

Mul tiple bad bl ocks found on vol une vol ume_name, RAID group n,
stripe #n

The following sample messages appear after disk scrubbing is complete:

Scrub found n parity inconsistencies
Scrub found n nedia errors
D sk scrubbing finished...

In addition to data disks and parity disks, the filer supports zero or more hot
spare disks. A hot spare disk is not part of any RAID group and does not contain
file system data. After adisk failure, the filer automatically rebuilds data (or
parity) onto a hot spare disk, which then replaces the failed disk in the RAID
group. This procedure avoids a system shutdown and returns the system to full
performance.

A hot spare disk cannot replace afailed disk that islarger than itself. If you use
only one hot spare disk in afiler, the hot spare disk must be as large asthe largest
file system disk. If you have multiple hot spare disks installed, the system uses
the smallest hot spare disk needed to replace the failed disk.

The filer enables you to hot swap disk drives. Hot swapping a disk drive means
installing or removing it from the disk shelf while thefiler is running, with
minimal interruption to afile system. For example, you might want to hot swap a
disk into afiler to replace adisk or to add a hot spare disk.

You can use disks of various sizesin the same filer. The following table shows a
sample configuration.
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Data Data Data Data Parity Hot Spare

Disk 0 Disk 1 Disk 2 Disk 3 Disk 4 Disk 5
(4 GB) (4 GB) (4 GB) (9 GB) (9 GB) (9 GB)

The following sections discuss the guidelines for choosing the size of adisk to
add to the filer or to use as a replacement.

Replacing a failed disk: When you replace afailed disk, the physical space
of the new disk must be equal to or larger than the usable space of the replaced
one. The Used column of thesysconfi g -r output shows the amount of
usabl e space on each disk.

However, if the physical space of the new disk is larger than the usable space of
the old disk, the system can use no more space than was available on the old disk.
For example, if you replace a4-GB disk with a 9-GB disk, the extra5 GB on the
new disk is not available to the file system. Therefore, it is most cost-effective to
replace a disk with adisk of the same size.

Adding a disk to a file system: When you add to afile system adisk that is
larger than the current parity disk, the new disk automatically becomes the parity
disk. The disk used as the parity disk before the disk addition becomes a data
disk.

A disk’s usable space can be different from fikysical space. The information
here applies to data, parity, and hot spare disks:

0 Disks from different manufacturers might differ slightly in size even though
they belong to the same size category.

O To ensure that you can replace one disk with another in the same size
category, a filer shipped with Data ONTAP 2.1 or later automatically “right-
sizes” its disks. That is, it rounds off the disk capacity and divides disks into
2-GB, 4-GB, and 9-GB classes.

0 If you upgraded your filer from a release before 2.1, the filer doesn't right-
size the existing disks. Instead, it continues to use all the physical disk space.

0 If adisk has never been right-sized, you can only replace it with another disk
that has the same number of blocks or more.

Disk concepts



Handling disk
failures

Effects of disk
failure on filer
operation

The following table shows the usable disk space for each class of disk supported

by thefiler.
1-GB disks 2-GB disks 4-GB disks 9-GB disks
1,000 MB 2,000 MB 4,000 MB 9,000 MB
(2,048,000 (4,096,000 (8,192,000 (17,612,800
blocks) blocks) blocks) blocks)

Although automatic disk right-sizing is not applied to existing disksin an
upgraded system, it is applied to disks being added to the filer.

You canusesysconfi g -r tocompare the physical space and the usable
space, and to determine whether disks are right-sized.

If one block on adatadisk fails, the filer usesthe parity disk inits RAID group to
reconstruct the data on that block. The block is mapped to a new location on disk.
If an entire data disk fails, the parity disk for that RAID group prevents any data
loss and enables the filer to continue running.

Although the filer can continue to function with afailed disk, if it cannot
reconstruct that failed disk on a hot spare, it automatically shuts down after 24
hours to encourage you to replace the failed disk. You can change the amount of
time from 24 hoursto another value using ther ai d. t i meout option tothe
opt i ons command.

The effects of adisk failure on filer operation depend on whether the filer hasa
hot spare disk.

Without a hot spare disk: If thefiler is not equipped with a hot spare disk,

after a disk fails the filer enters a state called “degraded mode.” In this state, the
RAID feature enable the filer to continue to run without losing data (although the
filer's performance is affected). Replace the failed disk as soon as possible
because a second disk failure in the same RAID group causes the entire file
system to be lost.

When a disk fails, the filer logs a warning message irelodmnessages file and
to the system console every hour, notifying you of the number of hours before the
system shuts down.
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The shutdown ensures that you notice the disk failure. You can restart the filer
without fixing the disk, but the filer continues to shut itself off at the specified
intervals until you repair the problem.

By default, the filer shuts down after 24 hours. You can change this time interval
usingtheopti on raid.ti meout command; the argument isthetime, in
hours, that the system runs before automatic shutdown.

The system shuts down after the specified period if it is running in degraded
mode. A filer isin degraded mode if either of the following conditions exist:

0 Onedisk inany RAID group hasfailed.

O The batteries on the NVRAM card arelow (if the filer is a PCl-based.
system).

With a hot spare disk: If you reserve one or more disks as hot spare disks
when you configure your filer, the filer also enters degraded mode after a disk
failure. However, the filer immediately begins rebuilding the missing datain the
background on the hot spare disk, with minimal interruption to file service.

Thefiler logs this activity in the /etc/messages file and does not automatically
shut down. If you turn off the filer whileit isin degraded mode, it stops data
reconstruction. After you turn the filer back on, the filer restarts the data
reconstruction process from the beginning.

Except for alossin performance while datais rebuilt on the hot spare disk, the
failure of asingle disk istransparent to the user. The filer exits degraded mode
and returns to normal operation after it finishes reconstructing the data.

Network Appliance recommends that you replace the failed disk with a new hot
spare disk after thefiler finishes reconstructing data. Thisway, the filer continues
to have a hot spare disk that it can use in case another disk fails.

Thesysconfi g -r command displays which disk isreserved as the hot spare
disk. In addition to disk failure and hot spare disk replacement activity, the
/etc/messages file logs any failure in a periodic check of the hot spare disk.

Command to control RAID data reconstruction speed: You can control
the speed of RAID data reconstruction by entering the following command:
options raid.reconstruct_speed speed

where speed is a number ranging from 1 (slowest) to 10 (fastest). Because RAID
data reconstruction consumes CPU time, sometimes increasing the speed of data

reconstruction slows the filer's network operations. The default speed is 4, which
means approximately 40% of the CPU time is used for RAID data reconstruction.
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When RAID datareconstruction isin progress, usethe sysst at command to
check the system load on thefiler. If theload islight, increase the speed of RAID
data reconstruction to maximize CPU utilization. For more information about the
sysst at command, refer to “Displaying filer statistics” on page 548
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This section covers the following topics:

0  Understanding volumes

0 Determining the number of volumesto use
0 Planning a multiple volume configuration
O Instaling aforeign volume

Dataon thefiler is organized in volumes. A volumeis an independent file system
with its own RAID groups.

Theinitial configuration for new filers running Data ONTAP 5.0 or later includes
one 2- to 14-disk volume (aroot file system). All remaining disks are spares.

Volume naming conventions: You choose the volume names. The names
must follow these naming conventions:

O begin with either aletter or an underscore ()
O contain only letters, digits, and underscores
O  contain no more than 255 characters

The root volume: Each filer must have aroot volume to boot. Theroot volume
of afiler (configured with either a single volume or multiple volumes) isthe
volume whose /etc directory is used by the filer for configuration information.

The filer uses two naming conventions to indicate the root volume:
o /vol/volO
o /

In the /vol/vol O convention

Ivol Indicates that the next part of the path, such asvolQ in this
example, is avolume name.

/vol0 Indicates the default name of the root volume for afiler initially
installed with Data ONTAP 5.0 or later. You can change this
name using thevol rename command.
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number of volumes
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For backward compatibility with filers running releases of Data ONTAP earlier
than 5.0, you can use the / naming convention to indicate the root volume on a
filer that you upgraded to Data ONTAP 5.1 that contains a previously existing
file system.

Mounting volumes: Onfilersconfigured with multiple volumes, mounting/ is
equivalent to mounting /vol/vol0/, (where vol0 is the root directory of the root
volume). Pathsthat begin with / (for example, /etc) refer to directories on the root
volume.

Note
Ivol is not a directory—it is a special virtual root path under which the filer
mounts other directories. You cannot molwot to view all the volumes on the
filer; you must mount each filer volume separately.

In mount requests and server commands, prefix the path names of the volumes
and directories you want to mount using the convention
/vol/volume_name/directory.

Example: For example/vol/users’home/cheryl is a directory called
/home/cheryl in a volume namedsers.

Whether you should use the default single volume configuration or create
additional volumes depends mainly on the storage capacity of the filer.

Use of a single volume: If you want the filer to be configured with a single
volume, you do not need to do any further volume configuration after you
complete the initial setup.

If your filer doesn’t have a large number of disks, a single-volume configuration
is probably all you need. You can create additional volumes in the future.

Use of multiple volumes: There are several factors to consider before
deciding to create and use multiple volumes:

Configuring with multiple volumes aids in the administration of filers that have
large storage capacities, enabling you to

0 Perform administrative and maintenance tasks, for example, backup and
restore, on individual volumes rather than on a single, large file system.

O Setopt i on command values, for examptmap sched,rai dsi ze,
m nra,no_ati me_updat e, and so on, differently for individual
volumes.
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O Takeindividual volumes off-line, for example, to perform administrative
tasks on their file systems or associated RAID groups, while the other
volumes remain on-line, without interrupting the availability of the data on
them.

Limitations of configuring with multiple volumes include
O The filer's storage space is partitioned.

0O Additional administrative overhead is introduced, for example, defining
export points.

You can expand but not concatenate, shrink, or split volumes.

You cannot perform a local copy of a volume’s contents; you mustuwse
andr est or e orndnp copy.

Planning a multiple  Before you configure a filer with multiple volumes, you must decide on the
volume number and sizes of volumes you want to configure.

configuration o ) )
When deciding the number and sizes of volumes you want to configure, keep the

following considerations in mind:

0  Configuring with more volumes
O provides more flexible quota and snapshot configuration
O requires more export points

0 Configuring with larger volumes increases the time needed to restore a
volume from tape.

The maximum number of volumes per filer is 23.
The maximunrecommended volume size is 250 GB.

For instructions about specific volume configuration procedures \edenie
management tasken page 89.

Installing a foreign You can remove an entire volume from one filer and install it in another, which
volume makes the moved volumef@eign volume to the filer.

Example: For example, you might want to move a volume to a different filer to
O replace the volume’s disk shelf with one that has a greater storage capacity
0O gain access to the files on a dead filer
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When afiler detects aforeign volume at boot time, it places the foreign volume
off-line. You can then bring the foreign volume on-line. For more information
about installing and bringing up a foreign volume on-line, refeAttdfng a
foreign volumé on page 91.
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Procedures for managing disks and volumes

Section contents This section provides step-by-step procedures for performing many filer
management tasks from the command line on afiler administration host or client.

It is organized into two main sections:
0  Disk management tasks
O  Volume management tasks

Alternatively, you can perform these procedures using the FilerView program,
which has a graphical interface.
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Disk management tasks

About this section

Setting the size of a
volume’s RAID
groups

Changing the size
of a RAID group
after creating it

This section contains procedures for managing the filer’'s disks and RAID
groups.

To set the RAID group size of avolume when you create it, enter the command

vol create volune -r n

where vol une is the name of the volume and n is the number of disks you want
in each RAID group. Every RAID group must contain at least two disks.

To change the size of a RAID group, enter the command

vol volume options raidsize size
where si ze isthe number of disks you want in the RAID group.

Note
You can only change the size of the last RAID group in avolume. You cannot
change the size of RAID groups after they have been filled.
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Installing new disks

Adding disks to
volumes

Removing a failed
disk
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New disks are ones that have never been used. Complete the following stepsto

install new disks.
Step | Action
1 | Install one or more disks according to the hardware guide for your

disk shelf.

The system displays a message confirming that one or more dis

were installed, then waits 15 seconds as the disk(s) is turned on.

system recognizes the disks as a hot spare disks.

Note

If you added multiple disks, they might require 25-40 seconds t0

come up to speed as the system checks the device addresses a
adapter and returns to normal operation.

n each

2 | Type the following command:
sysconfig -r
3 | Check thesysconfi g -r outputto verify that the new disk has

been added.

To add new disks to avolume, follow these steps:

1. Enter the command

sysconfig -r

to verify that there are spare disks available for you to add.

2. Add the disksto a volume by entering the command

vol add vol une ndi sks

where vol une isthe name of the volume and ndi sks isthe number of disks
you want to add to the volume.

Refer to the na_vol (1) man page for details about adding disks to volumes.

When a raid disk has failed, you need not enter any commands—just remove the
failed disk from the disk shelf.
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Removing a hot Complete the following steps if you want to swap disks because you want to use

spare disk a hot spare disk in another filer:
Step | Action
1 | Typethe following command and use the output to determine the

disk number:

sysconfig -r

Type the following command to spin down the disk, replacing
disk_name with the name of the disk from the output in Step 1:

di sk remove di sk_nane

After the disk stops spinning, the disk is ready to be removed.

Remove the disk from the filer following the instructions in the
hardware guide for your filer model. File service resumes 15 seconds
after you remove the disk.

Removing an active  Completethese stepsif you want to remove adisk becauseit islogging excessive

file system disk errors.

Step

Action

1

Type the following command and use the output to determine the
disk number:

sysconfig -r

Type the following command to fail the disk, using the disk name
from the output in Step 1 in place of disk_name:

di sk fail disk _nanme
Note

Thedi sk fail command permanently marksadisk asfailed. You
cannot reuse the disk; you must replace it.

Afterthedi sk fail command, the system operatesin degraded
mode, which means that adisk is missing from the RAID group.
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Step

Action

Remove the disk from the filer following the instructions in the
hardware guide for your filer model. File service resumes 15 seconds
after you remove the disk.
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Volume management tasks

Introduction

Creating volumes

After creating anew
volume

Adding disks to a
volume

This section contains procedures for configuring and managing volumes.

Note
Although you can expand volume sizes and the RAID groups assigned to them
after you create an initial multiple volume configuration, you cannot split or
shrink volumes after you create them.

You can create up to 23 volumes on afiler. Each volume must contain at |east two
disks.

To create a new volume, at the system prompt enter
vol create newol n

where newol isthe name for the new volume and n is the number of disksto
use. You must have at least n spare disks available.

After you create a new volume on a CIFSfiler, you must create shares that refer
to the new volume to enable clientsto accessiit.

After you create a new volume on an NFS filer, you must
1. Update the system /etc/exportsfile.
2. Runexportfs.

3. Add the appropriate mount point information to the /etc/fstab or /etc/vistab
file on clients that mount volumes from the filer.

To add more disks to an existing volume, enter

vol add vol n

where vol isthe name of the volume and n is the number of disks to be added.
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Monitoring volume
status

Setting volume
options

Converting a mirror
into a regular
volume

Making a volume
inactive

Reactivating an off-
line volume
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To determine volume status, such as size, options, disk assignments, and so on,
enter

vol status vol une
To view the RAID group and individual disk information for a particular volume,
enter

vol status -r volune

To view the RAID group and individual disk information for all volumes, enter

vol status -r

To set various volume options, enter

vol options volunme option val ue

After you use the SnapMirror™ feature to mirror data to a mirror, you can
convert the mirror into a regular volume so that clients can write data to the
volume. Enter the following command syntax to convert a mirror to a regular
volume:

vol options volune snapnirrored off

Although you can convert a mirror into a regular volume, you cannot set the
shapni rr or ed option to on to convert a regular volume into a mirror. To start
using a volume as a mirror, follow the instruction€mapter 19“Data

Replication Using SnapMirrdgrto mirror data to the volume.

Caution
After you convert a mirror into a regular volume, the filer stops using it for data
replication. If you want to use the volume as a mirror again, you must take the
volume off-line and follow the instructions @hapter 19“Data Replication

Using SnapMirrof” to restart the process of replicating data into the volume.

To remove a volume from active use upon next reboot, enter

vol offline volune

To reactivate an off-line volume, enter

vol online volunme
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Adding a foreign To add aforeign volume, that is, a volume that was previously installed on
volume another filer, you move the disks that contain the volume from the old filer to the
destination filer.

Complete the following stepsto add a foreign volume.

Step

Action

1

Follow the instructionsin the hardware guide to remove the disks
from the old filer.

Turn off the destination filer and install the disks in the destination
filer’s disk shelf.

Turn on and boot the destination filer.

Results: When the destination filer boots, it places the foreign
volume off-line. If the foreign volume has the same name as an
existing volume on the filer, the filer renamesatume_name(1),
wherevolume_name is the original name of the volume.

Caution
If the foreign volume is incomplete, repeat Steps 1 and 2 to add
missing disks. Do not try to add missing disks while online—doir
so will cause them to become hot spare disks.

the
g

If the filer renamed the foreign volume because of a name confli
type the following command to rename the volume:

vol renane ol dname newnane

Example: The following command renames the volum(1) to
vol1:

vol rename vol 0(1) vol 1

Type the following command to bring the volume on-line in the n
filer, replacingvolume_name with the name of the volume:

vol online vol une_nane

Enter the following command to confirm that the added volume
came on-line:

vol status
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Destroying a To destroy a volume, turning its disks back into spare disks, follow these steps.
volume

Step | Action

1 | To deactivate the volume, enter

vol offline volune

2 | Enter ther eboot command to reboot the filer.

3 | To destroy the volume, enter

vol destroy vol une

Renaming a volume  To rename avolume, follow these steps.

Step | Action

1 | Enter

vol renane ol dvol ume newol

2 | Update thdetc/exports file and runexportfs.

3 | Update any CIFS shares that refer to the volume.

Handling volume A volume might fail because of an inconsistent directory or adouble-disk failure.
failures If the system does not reboot after a volume failure, take the volume off-line, as
follows:

1. Boot thefiler from a system boot diskette into maintenance mode.
2. Usethevol command to take the failed volume off-line.

If the failed volume was the filer’s root volume, you must designate another
volume as the new root volume.
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File statistics for volumes

How Data ONTAP
provides file
statistics

Information
obtained by the
filestats command

The filestats
command syntax

Example with no
options specified

Thefi | est at s command provides you with a quick way to display a
summary of file statistics within a volume on afiler, by reading file information
from a snapshot that you specify.

The output fromthef i | est at s command provides you with alist containing
the following information about files from a snapshot in avolume:

0o Size

O Creationtime

O Modification time
o Owner

Thefi | est at s command has the following syntax:

filestats [ages ages] [sizes sizes] [timetype
{a,mc,cr}][style {readabl e, table, htm}]vol ume
vol unme_nanme snapshot snapshot _nane

Thevol une and snapshot arguments are required.
volume_name is the name of the volume.
snapshot_name is the name of the snapshot.

Usetheages, ti net ype, si zes, and st yl e options when you want to list
specific file information from a volume. For more information about
fil estats options, see“Filestats command optichsn page 97.

The following example shows sample output fromfthéest at s command,
without any options:

tpubs-cf2> filestats volume vol 0 snapshot hourly. 1
VOL=vol 0 SNAPSHOT=hourly. 1

| NCDES=274528 COUNTED | NODES=875 TOTAL_BYTES=458354190
TOTAL_KB=143556
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Use file statistics
for snapshot
management

Example with ages
option specified
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FILE SI ZE
1K

10K

100K

1M

10M

100M

1G

MAX

AGE( ATI ME)
0

30D

60D

90D

120D

MAX

u D
#0
#20041

GD
#0
#30
#1

CUMULATI VE CQUNT
465
832
853
856
864
875
875
875

CUMULATI VE CQUNT
0

841

850

859

875

875

COUNT
873
2

COUNT
851
21

3

CUMULATI VE TOTAL KB
1576

3356

3980

4660

32808

143524

143254

143254

CUMULATI VE TOTAL KB
0

132780

132932

143464

143528

143528

TOTAL KB
143528
0

TOTAL KB
41556
1972

File statistics help you determine when to schedule snapshots by enabling you to
see when most file activity takes place on avolume. Usingthefi | estat s
command also helps you determine snapshot disk consumption.

Enter thefi | est at s command with theages option to display adaily
breakdown of file changesin avolume, as shown in the following example:

filestats ages 1D, 2D, 3D, 4D, 5D, 6D, 7D, 8D, 9D, 10D, 11D, 12D,
13D, 14D vol une vol 0 snapshot hourly. 0

0 Usethe daily age breakdown displayed in the CUMULATIVE TOTAL KB
column of the AGE output to determine the average change in data per day.

0 Divide the amount of disk space you want to reserve for snapshots by the
daily change average. For example, if you find that the average daily change
rateis 3 GB and you have a 200 GB volume, 40 GB (or 20 percent) of which
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Example to
determine volume
capacity

you want to reserve for snapshots, divide 40 by 3 to determine the number of
daily snapshots you can have before exceeding your space limit. In this
example, 13 daily snapshotsisyour limit.

You canalsousethefi | est at s command to determine when most activity
occurs on avolume during a given day so that you can effectively schedule
hourly snapshots.

The following example shows how you can usethef i | est at s command to
determine when most file changes occur in a volume within a 24-hour period:

filestats ages 1H, 2H, 3H, 4H, 5H, 6H, 7H, 8H, 9H, 10H, 11H, 12H
13H, 14H, 15H, 16H, 17H, 18H, 19H, 20H, 21H, 22H, 23H, 24Hvol unme
vol 0 snapshot hourly. 0

If hourly.0 was taken at 8 a.m., and most file changes took place between 7H and
9H, which corresponds to 3 p.m. and 5 p.m. in this example, you can schedule
more snapshots during these hours, and fewer throughout the rest of the day.
Scheduling more snapshots before or during increased file activity decreases the
time between file changes and snapshots.

For information about managing snapshots, refer to “Managing snapshot disk
consumptiohon page 403.
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Getting a file statistics summary

Description Usethe output fromthef i | est at s command for a summary of the following
information about filesin avolume:
O Size
0 Creationtime
O Modification time
O Owner
Restrictions The following two arguments are required when using thef i | est at s
command:
0o volune

O snapshot

Step Tousethef i | est at s command, complete the following step.

Step | Action

1 | Enter the following command:

filestatsvolume vol unme_name snapshot
snapshot _nane

volume_name is the name of the volume.

snapshot_name is the name of the snapshot.
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Filestats command options

Options to use with
the filestats
command

About the ages
option

Example of the ages
option

About the timetype
option

You can use the following options with thef i | est at s command:

0O ages
O tinetype
0 sizes

O style

O expr

Theages option of thef i | est at s command enables you to see when files
have been accessed. You can specify file agesin seconds, hours, and days, using
acommato separate each value. By default, file ages are broken down by days,
in 30-day increments.

For example, to display files with ages under 900 seconds (15 minutes), 4 hours,
and seven days, respectively, enter the following command:

filestats ages 900, 4H, 7D vol ume vol 0 snapshot hourly. 1

The output looks like the following:

AGE( ATI ME) CUMULATI VE COUNT CUMULATI VE TOTAL KB
900 0 0

4H 0 0

7D 785 21568

MAX 882 146000

Thet i met ype option enablesyou to specify the time typesthat you want to list
in the age comparison.

The following table describesthe valid t i net ype values you can use with the
ti met ype option.

Value Definition

a Access time
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Value Definition
m Modification time
c File change time (last size/status
change)
cr File creation time
About the sizes Thesi zes option enables you to specify the breakdown of sizes, using a
option comma to separate each value. Default values are in bytes, but you can also use

the following three suffixes at the end of a number you specify:

0 K (kilobytes)

O M(megabytes)

0O G(gigabytes)

O * (aspecia valueyou useto list al unique file sizes, one line per unique
size. Using this command can result in output of severa thousands of lines.)

Example of the For example, to display file sizes in four categories—files with less than 500
sizes option kilobytes, files with less than 2 megabytes, files with less than 1 gigabyte, and all
other files, enter the following command:

filestats sizes 500K, 2M 1G vol une vol 0 snapshot
hourly. 1

The output looks like the following:

FI LE SI ZE CUMULATI VE COUNT CUMULATI VE TOTAL KB

500K 862 4969

2M 866 10748

1G 882 146000

MAX 882 146000
About the style Thest yl e option controls the output style. The thedeyl e option arguments
option are as follows:

O readabl e. This is the default and is what you see when you use the
fil estats command with nat yl e option.
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About the expr
option

O tabl e.Usethet abl e argument whenyouthef i | est at s output will be

used by processing programs.

0 htm .Usetheht m argument for output that will be read by a Web

browser.

Theexpr option is an advanced option of thef i | est at s command. The
expr option enables you to specify a Boolean expression that thef i | est at s
command refers to for each file it encounters.

The following table lists valid file attributes that you can use with the expr

option.
Attribute Definition
tid Tree D
type Filetype
perm Permissions
flags Additional flags
nl i nk Count of hard links
uid Numeric user ID of file owner
gid Numeric group ID of file owner
si ze Size, in bytes
bl kent Size, in blocks
gen Generation number
atime Time of last read or write, in seconds
ntime Time of last write, in seconds
ctime Time of last size/status change
crtime Time of file creation
ati neage Access time, in seconds
nt i meage Modification age
cti neage Size/status time age
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Attribute Definition

crti meage File creation age
Boolean You can use the following standard Boolean expressions as arguments to the

expressions to use  expr option.
with the expr option

Argument Argument
&& >
|| <
== >=
1= >=
I
Note

Enclose the entire Boolean string following the expr option in quotation marks.
Attributes you use in the string must be enclosed in braces{} .

Example of the expr  For example, if you want to restrict thef i | est at s command output to include
option only fileswhose size is greater than 10,000 bytes and whose UID is 5150, enter
the following command:

filestats expr “{size}>10000&&{uid}==5150" volume vol0
shapshot hourly.0
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Volume reversion using SnapRestore

About SnapRestore  The filer's SnapRestore™ feature enables you to revert a volume to the state it
was in when a particular snapshot was taken. Without this feature, you would
need to use one of the following methods to restore data to a volume:

0 Restoring files from tape
O Copying files from a snapshot to the active file system

Using either of these methods takes a longer time than reverting the volume. This
is because with SnapRestore, no data needs to be copied; the file system is just
put back in its earlier state.

SnapRestore is a licensed feature. You must purchase and install the license code
before you can use it.

How SnapRestore After you select a snapshot for reversion, the filer reboots with the volume
works containing the same data and timestamps as it did when the snapshot was taken.
All data that exists before you initiate the reversion is overwritten.

Caution
You cannot undo the reversion to change the volume back to the state it was in
before the reversion.

What SnapRestore SnapRestore reverts only the file contents. It does not revert attributes of a
reverts volume. For example, the snapshot schedule, volume option settings, RAID
group size, and maximum number of files remain unchanged after the reversion.

Option settings applicable to the entire filer, however, might be reverted. This is
because the option settings are stored in a registry fatthdirectory. If you

revert the root directory, the registry is reverted to the version that was in use at
the snapshot creation time. For more information about how reverting a root
volume works, refer toEffects of reverting a root volurfien page 103.

You can revert a volume to a snapshot taken when the filer was running a
different Data ONTAP version.
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Files that
SnapRestore
cannot recover

How SnapRestore
affects recent
snapshots

Typical applications
of SnapRestore

Considerations
before using
SnapRestore
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You cannot revert avolume to recover a deleted snapshot. For example, if you
delete the hourly.2 snapshot and revert the volume to the hourly.1 snapshot, you
cannot find the hourly.2 snapshot after the reversion. Although the hourly.2
snapshot existed at the creation time of the hourly.1 snapshot, SnapRestore
cannot revert the contents of the hourly.2 snapshot because you already deleted it.

After you revert avolume to a particular snapshot, you lose the snapshotsthat are
more recent than the snapshot used for the volume reversion. For example, after
you revert the volume to the hourly.1 snapshot, you no longer have access to
more recent snapshots, such as the hourly.0 snapshot. Thisis because at the
creation time of the hourly.1 snapshot, the hourly.0 snapshot did not exist.

If aclient application corrupts data filesin avolume, you can revert the volume
to a snapshot taken before the data corruption. The following examplesillustrate
some situations in which you can apply SnapRestore to recover from corrupted
data.

Example: A messaging application or a database application stores user datain
one or two files that can grow to several hundred GB in avolume. If, for some
reason, this application corrupts thefiles, you can revert the volume to a snapshot
taken before the data corruption.

Example: You can revert avolume used as atest environment to its original
state after each test.

This section describes two considerations you must make before deciding
whether you should use SnapRestore to revert avolume.

Time required for data recovery: If the amount of corrupted datais small, it
iseasier to copy thefilesfrom a snapshot or restore the files from tape than to use
SnapRestore for these reasons:

O  You can preserve the datain other filesin the same volume.
0  Thefiler does not need to reboot.
If the amount of datato be recovered islarge, it takes along timeto copy the files

from a snapshot or to restore from tape. In this case, SnapRestoreisthe preferred
method for recovering from data corruption.
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How SnapRestore
works with
SnapMirror

Effects of reverting
aroot volume

Free space required for data recovery: If afileto be recovered needs
more space than the amount of free spacein the active file system, you cannot
copy thefile from the snapshot to the active file system. For example, if a10-GB
fileis corrupted and only 5 GB of free space existsin the active file system, you
cannot copy the file from a snapshot to recover thefile. In this case, SnapRestore
can quickly recover thefile; you do not have to spend time making the additional
space available in the active file system.

The following list describes how SnapRestore and SnapMirror interact with each
other:

O

You can revert avolume that is the source volume for data replication. You
cannot, however, revert avolume that is currently the mirror for data
replication.

You can revert to any snapshot that isdisplayed by thesnap | st
command. That is, you can revert to a regular snapshot or a snapshot created
by SnapMirror for data replication. The snapshots created by SnapMirror
have a different naming convention than the regular snapshots, as explained
in “Snapshots created during data replicdtmmpage 522.

If you have both regular and SnapMirror snapshots in the volume, avoid
reverting to a snapshot taken before the SnapMirror snapshot. If you must
revert to a snapshot taken before the SnapMirror snapshot, after the
reversion, the volume contains no SnapMirror snapshot that is essential for
the incremental update of the mirror. The filer must re-create the base-line
version of the mirror.

For exampleyoll is the source volume for data replication and it contains
two snapshotdourly.0 andfilerA_vol1.2. If hourly.0 was taken earlier than
filerA_vol1.2 and you revervol 1 to hourly.0, you cannot findilerA vol1.2

after the reversion. As a result, the filer cannot start an incremental update of
the mirror. It must re-create the baseline version of the mirror.

Because théetc directory of the root volume contains configuration information
about the filer, reverting the root volume might change the filer configuration.
The following list describes the effects of reverting the root volume:

O

The volume loses the changes that were made tetthdirectory after the
snapshot creation time. Suppose you change the IP address of an interface on
the filer after thenourly.0 snapshot was taken. If you revert the root volume

to thehourly.0 snapshot, the filer reboots with the old IP address for the
interface.
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Effects of
SnapRestore on
filer backup and
recovery
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O Theoptionsused for the entire filer are reverted to the settings that werein
effect when the snapshot was taken.

Recommendations: Avoid reverting the configuration files. To avoid
reverting the configuration files, follow one of these steps:

O Storeall datathat might need to be reverted in avolume other than the root
volume. This ensures that you never need to revert the root volume.

0 If the datayou want to revert resides in the root volume, back up the /etc
directory to another volume or another filer before using SnapRestore. After
you revert the volume, restore the /etc directory and reboot the filer.

If you back up the /etc directory to another volume, you can use the

vol options vol une root command to make the filer reboot with
that volume as the root volume. In thisway, when the filer reboots during the
reversion, it can use the correct settingsin the /etc directory.

Because al filesin areverted volume have timestamps that are the same as those

when the snapshot was created, the filgu'sp andr est or e commands might

be affected. Incremental backup and restore operations can no longer rely on the
timestamps to determine what data needs to be backed up or restored.

Recommendation: After you revert a volume, perform a level-0 backup of the
volume. After the level-0 backup is finished, the filer can perform subsequent
incremental backups correctly. Also, if you need to restore data from tape to this
volume, use only the backups created after the volume reversion.
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Reverting a volume to a selected snapshot

Description Use SnapRestore to revert avolumeto a snapshot. You can use this feature at any
time. After you enter the command for reverting avolume, the filer reboots with
the volume containing the same data as it did when the snapshot was taken.

Prerequisites You must meet these prerequisites before using SnapRestore:
0 SnapRestoreisalicensed feature. You must enter the snapr est or e
license code before you can revert a volume to a snapshot.
O  Snapshots must exist on the filer so that you can select one snapshot for the
reversion.
0  Thevolume to be reverted must be on-line.
O Thevolume to be reverted must not be amirror used for data replication.
Cautions Be sure that you understand the following rules before reverting a volume:
O  SnapRestore overwrites all datain the volume. After you use SnapRestore to
revert to a selected snapshot, you cannot undo the reversion.
O  When you revert a source volume for data replication, try not to select a
snapshot taken before the SnapMirror snapshot. If you must revert to a
snapshot taken before the SnapMirror snapshot, the filer can no longer
perform an incremental update of the mirror; it must recreate the base-line
version of the mirror.
O  Snapshot deletions are irrevocable. If you delete a snapshot, you cannot
recover the snapshot by using SnapRestore.
O  After you revert avolume to a selected snapshot, you lose all the snapshots
that were taken after the selected snapshot.
0  Reverting the root volume causes the filer to reboot with configuration files
that were in effect when the snapshot was taken.
Steps Follow these stepsto revert one or more volumes. At any time before you enter y

in the last step, if for some reason, you do not want to proceed with the volume
reversion, enter Ctrl-C.
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Step

Action

Notify network users that you are going to revert a volume so that
they know the current datain the volume will be replaced by that of
the selected snapshot. NFS users can unmount the files and
directoriesin the volume before the reversion. If they do not
unmount the files and directories, they might see the “Stale file
handle” error message after the volume reversion.

If you know the name of the snapshot for reverting the volume, g
Step 5.

If you want to review the list of snapshots available for volume
reversion, enter the following command:

vol snaprestore volune ...

volume is the name of the volume to be reverted. Enter the name

only, not the complete path.

You can enter multiple volume names in the command, separate
spaces.

Result: The filer displays a warning message and prompts you
confirm your decision for reverting the volume.

Between the time you enter thel snapr est or e command and
the time when reversion is completed, the filer stops deleting an
creating snapshots.

oto

D

2d by

[0

Entery to confirm that you want to revert the volume.

Result: The filer displays a list of snapshots for you to choose fr

Enter the name of the snapshot for reverting the volume and go
Step 7.

Result: The filer displays the name of the volume and the name
the snapshot for the reversion. Then it asks whether you want tq
reboot the filer to proceed with the reversion.
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Step

Action

Enter the following command:

vol snaprestore volunme -s snapshot [volune -s snapshot

-]

volume is the name of the volume to be reverted. Enter the name
only, not the complete path.

snapshot is the name of the snapshot for volume reversion.

You can enter multiple pairs of volume name and snapshot hame in
the command.

Result: Thefiler displays awarning message and prompts you to
confirm your decision for reverting the volume.

Between thetime you enter thevol snapr est or e command and
the time when reversion is completed, the filer stops deleting and
creating snapshots.

Enter y to confirm that you want to revert the volume.

Result: Thefiler displays the name of the volume and the name of
the snapshot for the reversion. Then it asks whether you want to
reboot the filer to proceed with the reversion.

Enter y to confirm that you want to continue with the reversion.

Result: Thefiler reboots.
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Network Administration

About this chapter

Chapter contents

This chapter discusses the topics listed in the following table.

Read...

Tolearn about...

“Working with large file5on
page 110

How the filer supports large files.

“Using SNMP on page 111

Using SNMP on the filer from a
UNIX host, including information
about the Network Appliance custor
Management Information Base
(MIB).

>

“Host name resolutidron page 117

How the filer resolves names.

“Routing on page 123

How thefiler routes packets using its
routing table.

“Using ifconfig to configure an
interfacé on page 127

How to configure a network
interface.

“EtherChannel trunkirigon
page 132

How to configure trunks or virtual
interfaces.

“Database file protectiéron
page 154

How to enable database file
protection.
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Working with large files

About large files

Software
requirements

How to enable NFS

110

You can have large files on your filer. The maximum size of alargefileis
determined by the smaller of the following two values:

0 Maximum file size supported by your server
0O Maximum file size supported by your clients

However, if the maximum file size on your client islarger than the maximum file
size on your server and you enter acommand to display the volume size on your
server, the file sizeis displayed incorrectly. In this case, the maximum file size
appears as 2 GB, even though the file on the client is larger than 2 GB.

Caution
If you create afile that exceeds 64 GB, you cannot revert the filer to Data
ONTAP 5.0.1 or earlier and access that file.

To use large files, ensure that your system meets the following requirements.

For... Make sureyou that have...
Filer operating system Data ONTAP 5.1 or later
NFSversion 3 enabled

UNIX host and clients Solaris 2.6 or later
Windows NT host and clients 4.0 or later

To enable NFS version 3, use the opt i ons command to set the
nfs. v3. enabl e optionto On.
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Using SNMP

About SNMP

Data SNMP
provides

Command to
configure the SNMP
agent

You use SNMP (Simple Network Management Protocol) to direct a process,
called an agent, on the filer to perform network management tasks such as
gathering status and diagnostic information. The information is sent to network
management stations, which are client workstations on a network. The network
management stations use third-party applications to process the information.

Theinformation that is exchanged to perform these tasks is described in ASCII
files called Management Information Bases (MIBs).

For diagnostic and other network management services, the filer supports the
SNMP MIB-II specification. Based on SNMP version 1, this specification
provides data about the following MIB-11 groups:

system

interfaces

address translation
IP

ICMP

TCP

UDP

SNMP MIB-II

O o oo ooo g

SNMP commands enabl e users to specify up to eight communities and trap
notifications for up to eight management stations.

To use SNMP, configure the SNMP agent using the snnp command. A typical
set of SNMP commands in the /etc/rc file in the root volume is as follows:

snmp contact 'jdoe@abc.com 415-555-1212
snmp location 'ABC corporation, engineering lab’
snmp community add ro private

snmp traphost add snmp-mgrl

snmp init
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SNMP commands
supported by
Network Appliance

About the Network
Appliance custom
MIB

112

SNMP commands that Network Appliance supports are described in detail in the
na_snmp(1) man page. The following paragraphs provide brief explanations of
these commands:

0

snmp contact ’jdoe@abc.com 415-555-1212’

Sets the email address and telephone number of the person responsible for

the filer. You can include the person’s full name, but an email address and a
telephone number enable Network Appliance Technical Support to contact
the right person after receiving an automatic email message through
autosupport from your site concerning your filer status.

snmp location 'ABC corporation, engineering lab’
Setsthe physical location of the filer. Thisvalueisreturned by the SNMP

agent.
snmp community add ro private

Creates aread-only community called private . The SNMP manager uses
the community name as a password to communicate with the filer's SNMP
agent.

snnp traphost add snnp-ngril

Makes the systermnmnp- ngr 1 the recipient of all SNMP traps from the

filer.

snnp init 1

Initializes the SNMP daemon with the values specified aithp

commands. This command also sends the SNMP cold start and links up or
down traps, as appropriate, to any trap hosts that were previously registered
using thesnnp traphost command. This command should be the last
SNMP command in the filer&tc/rc file.

snnp traps

Generates asynchronous notification of events, called traps.

The Network Appliance custom MIB provides detailed information about many
aspects of filer operation. The current version of the Network Appliance custom
MIB is 1.1.2 It contains objects that help you manage multivolume features.

Where to get the MIB: You can obtain the custom MIB from the Data ONTAP
CD, or from the NOW Web page fattp: //mww.now.netapp.com. To locate the
MIB on the CD, read thintro.txt file.
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Installing the MIB: Install the MIB file on your network management
workstation according to the installation procedure for your workstation, so that
your workstation can obtain information from the filer about the objects that are

part of the MIB.

Using deprecated single-volume objects: Sngle-volume objects are
deprecated, but you can use them for single-volume systems as before. If you are
using a single-volumefiler, you do not need to make changes to use the new

MIB.

Finding multivolume objects: The descriptions of the deprecated single-
volume objects contain the names of the corresponding new multivolume objects.
For multivolume objects, use the new objects rather than the deprecated ones.

About MIB group The top-level groupsin the custom MIB and the information they contain are
contents described in the following table.
Group name | Contents
cifs Statistics like those displayed by theci f s st at
command.
filesys Information related to the file system, including the
equivaent of the maxf i | es and df commands, and some
of the information fromthesnap 1i st command.
For more information about maxf i | es, see tncreasing the
maximum number of filéson page 437. For more
information about thef command, seeThe df commant
on page 438. For more information about snapshots, se¢
Chapter 11“Snapshot$
nfs Statistics like those displayed by thesst at command,
including statistics for each client if per-client statistics a
enabled. The per-client statistics are indexed by client IR
addresses.
pr oduct Product-level information, such as the software version
string and the system ID.
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Group name | Contents

quot a Information related to disk quotas, including the output of
thequot a report command. To access quota
information, quotas must be turned On.

For more information about quotas, s&eStricting or
tracking disk usage by using disk qudtas page 426.

raid Information about RAID equivalents to tegsconfi g -
r output.

For more information abostysconf i g, seeChapter 20
“System Information and Performarice

sysst at System-level statistics, such as CPU uptime, idle time, and
the number of kilobytes transmitted and received on all
network interfaces.

About traps You usethesnnp traps command to inspect the value of MIB variables
periodically and send an SNMP trap to the machines on the traphost list
whenever that value meets the conditions you specify. The traphost list specifies
network management stations that receive trap information.

You use the SNMP third-party applications on your network management station
to process the trap information. For example, you can set atrap to monitor the
fanson afiler and have the SNMP application on your network management
station put a flashing message on your console that tells you that afan has ceased
operating.

You can set traps on any numeric variable in the filer's MIB.

How to define traps  You define or change a user-specified trap using the follossmp t r aps
command:

traps trapnane. paraneter val ue
t rapnane is the name of the trap.
val ue is the value that you assign to the definition.

par amet er must be a parameter listed in the following table.

114 Using SNMP



Parameter

Description

var

A trap’s variable is the MIB variable that is querig¢
to determine the trap’s value. All MIB variables
must be specified in the forennp. 0/ d, where
oid is an OID (Object Identifier). A list of OIDs in
the NetApp MIB is in thé r aps. dat file in the
same directory as the MIB.

trigger

A trap’s trigger is a piece of code that determing
whether the trap should send data. The followin
triggers are available:

O singl e-edge-tri gger—sends data
when the trap’s target MIB variable’s value
crosses an edge—a value that you specify.

0 doubl e- edge-tri gger —enables you to
have the trap send data when an edge is
crossed in either direction (the edges can b
different for each direction.

O |evel -tri gger—sends data whenever th
trap’s value exceeds a certain level.

[y

edge-
edge-2

A trap’s edges are the threshold values that are
compared against during evaluation to determir
whether to send data.

edge-1-direction
edge-2-direction

Edge-triggered traps only send data when the

1%

2d

(7]

edges are crossed in one direction. By default this

is UP for the first edge and DOWN for the second

edge. The direction arguments let you change this

default.

interval

The interval is the number of seconds between
evaluation of the trap. A trap can only send dat3
often as it is evaluated.

i nterval - of f set

The interval offset is the amount of time in secor
until the first trap evaluation, and is zero by
default. You can set it to a non-zero value to
prevent too many traps from being evaluated at
once (at system startup, for example).
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Where to get further
information

116

Parameter

Description

backof f - cal cul at or

After a trap sends data, you might not want it to
evaluated so often anymore. For instance, you
might want to know within a minute of when a fil
system is full, but only want to be notified every
hour that it is still full. There are two kinds of
backoff calculators: stepwise and exponential.

be

backof f - step

The number of seconds to increase the evaluat
interval if you are using a step backoff. If a trap’
interval is 10 and its backoff-step is 3590, the tr
is evaluated every 10 seconds until it sends dat
and once an hour thereafter.

backof f-nul tiplier

The value by which to multiply a trap’s evaluatig
interval each time it fires. If you set the backoff
calculator to exponential-backoff and the backo
multiplier to 2, the interval doubles each time th

=

trap fires.

It isimportant to distinguish between the kind of user-specified traps you can set
usingthesnnp traps command, and the built-in support for traps defined in
RFC 1213, such as cold-start. Built-in traps such as cold start are automatically
sent to the hosts on the traphosts list when some event (areboot in the case of a
cold start) occurs. User-specified traps only exist after they are defined by a
seriesof snip t r aps commands.

Traps are persistent. After you set atrap, it remains across reboots until you

specifically remove it.

Refer to the following RFCs (Requests For Comments) for more information:
0O RCF 1155—defines and describes the SNMP MIB | specification

0 RFC-1157—defines and describes SNMP

0 RFC-1213—defines and describes the SNMP MIB-II specification
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Host name resolution

How the filer
resolves host
names

Name resolution
search

Default search
order

Specifying a search

order

Thefiler resolves host names by searching maps or databases for servicesto use.
Thefiler tries name resol ution services in adefault order or in the order that you
specify in the /etc/nsswitch.conf file in the root volume.

By default, first thefiler tries to resolve host names locally by searching the
/etc/hosts file in the root volume and in the /etc/nsswitch.conf file in the root
volume. If it cannot resolve the host name, thefiler triesNIS; if NISisenabled. If
thefiler still cannot resolve the host name, the filer requests servicesfrom aDNS
server, if DNSisenabled. You can specify any or all of the resolution methods.

The following table shows the default search order for each map.

Map Servicesin search order
host s root files, NIS, DNS
passwd root files, NIS

net gr oup root files, NIS

group root files, NIS

shadow root files, NIS

To specify adifferent order in which the filer contacts host name services, create
the /etc/nsswitch.conf file in the root volume. Each line must have the following
format:

map: service ...

Parameter Description

map One of the following maps or
databases: host s, passwd,
net gr oup, gr oup, or shadow,
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Example search
order

Using the /etc/hosts
file for host name
resolution

118

Parameter Description

service One or more of the following:

0 files for local files in theetc
directory in the root volume

0 dns for DNS
0 nis for NIS

You can list services in the order in which you want the filer to contact the
services. For example, the following file instructs thefiler to contact first NIS for
hosts, then DNS, and finally local filesin /etc in the root volume. For passwords,
the contact order is NIS, then local filesin /etcin the root volume.

nis dns files
nis files

host s:
passwd:

When the filer resolves a host, the search stops.

Note
When performing CIFS operations, the filer can use WINS servers for host name
service. However, filer commands unrelated to CIFS use the /etc/hosts file, DNS,
or NIS to resolve host names, as described in the following sections.

Thefiler can use the /etc/hosts filein the root volume to resolve host names used
in the /etc/rc, /etc/syslog.conf, /etc/dgateways, /etc/exports, /etc/netgroup, and
/etc/hosts.equiv root volume files. If you do not use any host names, you do not
need /etc/hosts.

By default, the filer reads the /etc/hosts file in the root volume whenever it needs

to resolve host names, so changes to the file take effect immediately. If you

change the IP address for an interface, the new IP address doesn't take effect until
you reboot the filer and execute the appropiidteonf i g command from

[etc/rc. 1t is safest to reboot the filer after changing fetyfile to make sure that

the new configuration works correctly.

If you use DNS and you put files first in the /etc/nsswitch.conffile in

the root volume: The filer looks up host addressegéit/hosts in the root

volume before sending queries to the DNS server. Therefore, it is important that
each entry iretc/hosts contains accurate information.

Host name resolution



To reduce the need for updating information in /etc/hosts in the root volume,
when using DNS, keep only a minimum number of entriesin /etc/hosts.

If you use NIS: You can do one of the following actions:

O Modify the Makefile of the NIS master to copy the NIS mastetghosts
file from the root volume to the filer when it is changed.

O Have the filer use NIS directly.

Example You can put the following line at the end of the NIS Makefile section for
hosts.time:

@mt dir=/tnp/ netapp_etc_mt_$$$$;\

if [ ! -d $$mtdir ]; then rm-f $$mtdir; nkdir $Smtdir; fi;\
for filer in toasterl toaster2 toaster3 ; do \

mount $$filer:/etc $$mtdir;\

mv $$mt dir/ hosts $$mt dir/ hosts. bak;\

cp /etc/hosts $$mtdir/ hosts;\

umount $$mtdir;\

done; \

rndir $$mtdir

Substitute the name of each filer in the “for filer in...” list in place of toaster1,
toaster2, and so on.

Using DNS The filer includes DNS client capabilities to query DNS servers for host-name-
to-IP-address and IP-address-to-host-name translation services. With DNS
enabled, you no longer have to update the filet&hosts file in the root volume
every time you add a new host to the network. (If you use the default search order
or put files before DNS in thietc/nsswitch.conf file, you still have to update the
/etc/hosts file if one of its entries changes before the filer tries to resolve host
names.)

Note
To prevent naming inconsistencies, Network Appliance recommends that when
you enable DNS, you use only the defdetit/hosts file in the root volume.

Enabling DNS during setup: At set up, if you entery in response to the
following prompt,set up prompts you for a DNS domain name, as follows:

Do you want to run DNS resolver [n]: Yy
Pl ease enter DNS donain name []:
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After you enter aDNS domain name, set up prompts you for the | P addresses
for up to three DNS name servers. Based on the | P addresses you enter, set up
generates the /etc/resolv.conf file in the root volume. Entriesin /etc/resolv.conf

file consist of the word “nameserver” followed by an IP address, as follows:

naneserver |p_address

For details about name server query policies, seeahesolv.conf(5) man page.

Enabling DNS without using setup: If you didn't start DNS duringet up,
you can start DNS using the following procedure.

Step | Action

1 | Create detc/resolv.conf file in the root volume. The file consists of
up to three lines, each specifying a name server host in the folloving
format:

naneserver jp_address

For example:
naneserver 192.9.200. 10
naneserver 192.9.200. 20
naneserver 192.9.200. 30

2 | Edit the/etc/rc file in the root volume to make sure that the option
specifying the DNS domain name is set and that the option to enable
DNS is set to On.
For example:
options dns. domai nnane netapp. com
options dns.enable on

3 | Reboot the filer or enter the commands at the filer prompt.
Result: DNS is now enabled. You no longer have to update the
filer's /etc/hosts file in the root volume every time you add a new
host to the network, unless you specify files first in the
/etc/nsswitch.conf file in the root volume.

Disabling DNS To disable DNS, enter the following command or put the command iettie

file in the root volume to make the change permanent:
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Using NIS

NIS maps the filer
uses

options dns.enabl e off

Changing your DNS domain name: To change your DNS domain name,
enter the following command or put the command in the /etc/rc file in the root
volume to make the change permanent:

options dns. donai nnane donai nnane

Thefiler includes NIS client capabilities to query NIS servers for host-name-to-
| P-address and | P-address-to-host-name transl ation services.

Note
Becausethensswi t ch. conf file already enables you to specify the order in
which the filer finds password information, you do not need to use + or - entries

in the filer’s/etc/passwd file in the root volume. Any existing + or - entries are
ignored.

The filer uses the following NIS maps:

host s. bynane
host s. byaddr
passwd. bynane
passwd. byui d
passwd. adj unct
gr oup. byname

group. bygi d
net group. byhost

Shadow password information is obtained fromgheswd. bynane map.

Enabling NIS during setup: Duringset up, the following prompt appears:

Do you want to run NIS Cient [n]:

If you entery, set up prompts you for an NIS domain name, as follows:

Pl ease enter NI'S domain name []

Enter an NIS domain name.
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Enabling NIS without using setup: If you didn’t start NIS duringet up,
you can start NIS using the following procedure.

Step | Action

1 | Edit the/etc/rc file in the root volume to make sure that the option
specifying the NIS domain name is set and the option to enable|NIS
is On. Insert lines similar to the following:

options nis.donai nnane netapp. com
options nis.enable on

2 | Enter theopt i ons commands from the command line or reboot the
filer.

Result: Options entered only on the command line are not saved if
you reboot. NIS is now enabled. You no longer have to update the
filer's /etc/hosts file in the root volume every time you add a new
host to the network, unless you specify files first in the
/etc/nsswitch.conf file in the root volume.

Disabling NIS: To disable NIS on a running system, enter the following
command, or put the command in fe&/rc file in the root volume to make the
change permanent:

options nis.enable off

Changing your NIS domain name: To change the domain name on a
running system, enter the following command or put the command latthe
file in the root volume to make the change permanent:

options nis.donmai nnane new. domai n

Displaying the NIS server name: To display the NIS server name, enter the
following command:

ypwhi ch

Theypwhi ch command has no options.
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Routing

About filer routing

Routing table on the
filer

Specifying default
routers

Even though the filer can have multiple network interfaces, it does not function
as arouter; that is, the filer does not route packets between itsinterfaces on
behalf of other network hosts. It can, however, route its own packets.

For routing its own packets, the filer relies on the default route and explicit
routes. Typically, thefiler learns explicit routes through i cnp redirect messages
received from the default router; you do not need to enter explicit routesin the
filer's routing table. To display the filer's current routing table, usettest at
-r command. For example:

netstat -r

Routing tables

Internet:

Destination Gat enay Flags Refs Use Interface
defaul t nwo- Ve 1 138 €0

298. 295. 227 ['i nk#1 uc 0 0 e0

298. 295. 227.1 [ nk#1 UHL 1 24 €0

nwo- 8:0:20:79:19:79 UHL 1 0 e0
298.295.227.255  |ink#1 UHL 1 3696 €0

If you must enter explicit information into the filer’s routing table, use the
r out e command. See th@_route(1) man page about how to add or modify
information in the routing table.

If the filer cannot find an explicit route in the routing table for a particular
destination, it uses the default route. This means that the filer sends the traffic to
the default router, which is specified in tletc/dgateways file in the root volume.

One default router is specified duriagt up. You can, however, add potential
default routers at any time to thetc/dgateways file in the root volume. For each
added router, you should also specify the metric, which is a number indicating
the route preference for the router. The highest preference is 1, which is also the
default preference for the router specified duseg up. The lowest preference

is 15. For information about the format of tlete/dgateways file, refer to “The
/etc/dgateways fileon page 125.
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Using the routed
daemon to manage
multiple routers

Displaying routing
status

124

To help manage multiple routers and to enable you to create redundant routing
schemes, the filer runsthe r out ed daemon, a simple routing daemon, which is
enabled at boot time. This daemon “listens” for Routing Information Protocol
(RIP) packets being exchanged between routers on the network to determine
which routers are alive. From the routers that are alive, ¢lué ed daemon
selects the one with the highest preference to use as the filer’'s default router.

However, the filer doesn’t rely on the@ut ed daemon to construct the routing
table. The function of the filerlsout ed daemon is to check the status of the
default router. Refer to th@_route(1), na_routed(1), andna_dgateways(1) man
pages to learn more about routing on the filer.

You turn ther out ed daemon Off and On with theout ed command.

To turn ther out ed daemon Off, enter
routed off

To turn ther out ed daemon back On, enter
routed on
Note

If you turn ther out ed daemon Off by editinggetc/rc in the root volume,
manually designate a default routevéte/rc.

To display the status of the default gateway list, use thet ed st at us
command. The n option forces the command to display numeric values for
gateway names. An example of theut ed st at us display is as follows:

routed status
Rl P snooping is on
Gateway Metric State Time Last Heard

karl 1 ALIVE Wed Mar 9 03:38:41 GVI 1994
groucho 1 ALIVE Wed Mar 9 03:38:41 GV 1994
292.0.266.366 1 ALIVE Wed Mar 9 03:38:41 GVIT 1994
292.0.266.377 1 ALIVE Wed Mar 9 03:38:41 GVIT 1994
j une 2 ALIVE Wed Mar 9 03:38:41 GVI 1994
292.0.266.332 2 ALIVE Wd Mar 9 03:38:41 GV 1994
292.0.266.352 3 ALIVE Wed Mar 9 03:38:41 GV 1994
292.0.266.351 4 ALIVE Wed Mar 9 03:38:41 GVIT 1994
292.0.266.350 5 ALIVE Wed Mar 9 03:38:41 GVIT 1994

Ther out ed st at us display shows the following information:
0  whether RIP snooping is active (On or Off)
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The /etc/dgateways
file

How the filer replies
to requests

the current list of default gateways

the metrics of the default gateways (1 through 15)
the state of the gateways (ALIVE or DEAD)

the last time each gateway was heard from

O o o o

The /etc/dgateways file in the root volume is the configuration database for the
r out ed daemon. From the routersthat r out ed has determined to be alive,

r out ed selects the one with the highest preference to be the default router.
When the filer cannot find an explicit route for a packet, it routes the packet to
the default router.

Thefile consists of lines with the following format:

gateway netric

where gateway is the name or the I P address of a default router and metricisa
preference indicator, which ranges from 1 (highest) to 15 (lowest).

#Gateway Metric
192.9.200.10 1
eng_gateway 2

Note
Each entry for such a default router must have an | P address that belongs to the
I P subnet of one of the interfaces configured for thefiler.

The following list describes how the filer usesits interfaces to respond to
different types of packets.

NFS-over-UDP requests: Thefiler does not use the conventional IP routing
mechanisms to reply to NFS-over-UDP requests. The filer sends the response on
the network interface on which the request was received to the same address that
generated the request. For example, the filer named toaster uses the toaster-el
interface to send packets in response to NFS requests received on the toaster-el
interface.
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This way of handling NFS-over-UDP requests enables you to attach multiple
interfaces of the filer to networks with the same | P subnetwork number while
keeping NFS-over-UDP traffic isolated to the appropriate physical networks.

Because of this scheme, it is possible that NFS-over-UDP responses might be
returned through a different path than you might expect from an examination of
the IP routing tableusing net st at - r. This scheme generally works well,
although it can result in different routes than expected if your environment
contains one-way routes. For example, the I P packets might not be routed as you
intended if you configured the network so that the | P traffic from host1 to host2 is
routed through routerl and the I P traffic from host2 to host1 is routed through
router2.

NFS-over-TCP, -CIFS, and -HTTP requests: Thefiler triesto return NFS-
over-TCP and -HTTP traffic over the interface on which the traffic was received.
However, there are exceptions. For example, if the filer experiences excessive
gueuing to aresponse or experiences a time-out followed by a retransmit, the
filer routes the traffic by using conventional 1P routing table lookups. If the filer
has multiple interfaces attached to networks with the same | P network number,
the filer uses the first interface it finds with that number to send the responses.

Note
If the NFS-over-UDP, -TCP, -CIFS, or -HTTP traffic takes place on an ATM
interface, the filer always uses conventional 1P routing table lookups and routing
for that traffic.

IP-based traffic other than NFS and HTTP requests: For other types of
traffic, for example, traffic generated by t el net , r sh, and pi ng, thefiler uses
I P routing table lookups and routing. If the filer has multiple interfaces attached
to networks with the same | P network number, the filer uses the first interface it
finds with that number to send the responses.
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Using ifconfig to configure an interface

About the ifconfig
command

The ifconfig
command syntax

Reasons to use the
ifconfig command

Changing the
interface’s IP
address, network
mask, or broadcast
address

The /etc/rc file in the root volume containsi f conf i g commands to configure
network interfaces, including virtual interfaces, at system boot. You can also
manually usethei f conf i g command when the system is operating.

Thei f conf i g command syntax is as follows:

ifconfig <interface>
[ [ alias | -alias ] <address>] [ up | down ]
[ netnmask <mask> ] [ broadcast <address> ]
[ mtusize <size>] [ nediatype <type> ]
[ trusted | untrusted ] [ wins | -wins ]
[ partner | -partner <address> ]

You usethei f conf i g command for the following purposes:

0 changing the interface’s IP address, network mask, or broadcast address

setting the media type on an Ethernet interface
setting the maximum transmission unit (MTU)
configuring the interface up or down

specifying the partner IP address in a cluster

O o o o

The following examples show configuring an Ethernet interface and a virtual
interface on afiler:

ifconfig el 292.9.299.6
ifconfig e2 netmask 255.255.0.0
i fconfig e3 broadcast 292.9.299. 255

The interface names on your system might be different, depending on your filer
model. For information about interface naming conventions, refédaming
conventions for network interfacesn page 43.
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Setting the media The following example show configuring an Ethernet interface on afiler:

type on an Ethernet

ifconfig el mediatype tp

interface
The media types you can use depend on the type of Ethernet card. The possible
typesyou can enter inthei f conf i g command are the same as those you can
select when running set up. They are described in the following table.
Mediatype | Description
100tx 100Base-T
100tx-fd 100Base-T, full-duplex
tp 100Base-T
tp-fd 10Base-T, full-duplex
auto 100Base-T/100Base-TX Ethernet using Auto-Negotiation
1000fx Gigabit Ethernet
Setting the The following example shows setting the MTU for an FDDI interface:
maximum

transmission unit

ifconfig fO ntusize 1500

(MTU) The following table lists the default MTU sizes.
Interface Default MTU size
FDDI 4352
Ethernet 1500

Gigabit Ethernet 1500

ATM

9188

Useasmaller MTU value for an interface if a bridge or router on the attached
network cannot break large packets into fragments.

To view the current setting of the MTU value, use the following command:

netstat -i
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Configuring the
interface up or
down

Specifying the
partner IP address
in a cluster

The following example illustrates how to configure interfaces up and down:;

ifconfig ela up
ifconfig f1 down
ifconfig virt_interface up

Within a cluster, each filer must have one or more interfaces configured with its
partner’s IP address. The filer uses the interface configured with its partner IP
address to serve data while in takeover mode. The following terms relate to IP
addresses in clusters.

Term Definition

partner IP address| One or more IP addresses assigned to a clustered filer’s

partner, if the interface is a physical interface.

partner name One or more partner names assigned to a clustered

filer's partner, if the interface is a virtual interface.

dedicated standby | An interface in a clustered filer that is dedicated to 3
interface partner IP address. This interface is idle when the

cluster is operating in normal mode. It becomes active
when the filer in which it is installed takes over for its
partner.

shared interface An interface in a clustered filer that is shared by the IP
addresses of the filer in which it is installed and a
partner IP address. The partner IP address is idle when
the cluster is operating in normal mode. It becomes

active when the filer in which it is installed takes ove

=

for its partner.

Partner IP addresses can be configured to use dedicated standby interfaces, or
they can be configured to shared interfaces.

Partner IP addresses must be configured to use interfaces on the same
subnetwork as the partner.

Dedicated interface example: The following example shows how to
configure two filers to assume each other’s identities during takeovers using
dedicated interfaces.

Data ONTAP 5.3 System Administrator’s Guide 129



Filer 1 Filer 2

Name: Toasterl Name Toaster2

Interface el address: 198.9.200.28 Interface el address: 198.9.200.38
Interface e2 partner address: Interface e2 partner address:
198.9.200.38 198.9.200.28

The following commands entered on the toasterl console do the following tasks:
0  Configureinterface el on toasterl to use 198.9.200.28 as its own IP address

O Configureinterface e2 on toaster 1 to use 198.9.200.38 as the partner IP
address for toaster2’s el interface during takeover:

ifconfig el 198.9.200.28

ifconfig e2 partner 198.9.200. 38
The following commands entered on the toaster2 console do the following tasks:
O Configure interface el on toaster2 to use 198.9.200.38 as its own IP address

0 Configure interface e2 on toaster2 to use 198.9.200.28 as the partner IP
address for toasterl’s el interface during takeover:

ifconfig el 198.9.200. 38
ifconfig e2 partner 198.9.200. 28

Shared interface example: The following example shows how to configure
two filers to assume each other’s identities during takeovers using shared

interfaces.
Filer 1 Filer 2
Name: Toasterl Name Toaster2
Interface el address: 198.9.200.28 Interface el address: 198.9.200.38
Interface el partner address: Interface el partner address:
198.9.200.38 198.9.200.28

The following commands entered on the toasterl console do the following tasks:
O Configure interface el on toasterl to use 198.9.200.28 as its own |IP address.

0 Configure interface el on toaster 1 to use 198.9.200.38 as the partner IP
address for toaster2’s el interface during takeover:
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Edit /etc/rc file to
make changes
persistent after
reboot

Viewing interface
configuration
information

na_ifconfig man
page has more
information

ifconfig el 198.9.200.28

ifconfig el partner 198.9.200. 38
The following commands entered on the toaster2 consol e do the following tasks:
0  Configureinterface el on toaster2 to use 198.9.200.38 as its own IP address

O Configureinterface el on toaster2 to use 198.9.200.28 as the partner IP
address for toasterl’s el interface during takeover:

ifconfig el 198.9.200.38
ifconfig el partner 198.9.200.28

If you want changes made withi conf i g to remain in effect after a reboot,
include the f conf i g commands in théetc/rc file.

The following table illustrates examples of how to use theonf i g command
to view interface configuration information.

Description Syntax

Show the current configurations of | ifconfig -a
all network interfaces.

Show the current configuration of a| ifconfig interface

specific network interface.
Example: Enter the following

command to show the current
configuration of interface e0:

ifconfig e0

For more information about thd conf i g command, refer to the
na_ifconfig(1) man page.
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EtherChannel trunking

Trunks are a logical
group of interfaces

Synonyms for
trunks

Interfaces before
trunking

132

To get the security of failover or the throughput that multiple interfaces working
as one interface can provide, you can group up to four Ethernet interfaces. You
group them into alogical interface unit known as atrunk. A trunk is composed of
links, each of which is an interface. Commands that work on physical interfaces
also work on trunks, except that thei f st at command returns limited trunk
information.

Trunks are also referred to by the following terms:
O Virtual aggregations

O Link aggregations

0  EtherChannel virtual interfaces.

This document uses the term trunk.

The following figure shows four separate interfaces, e3a, e3b, e3c, and €3d,
before trunking.

Subnetwork A

e3a e3b e3c e3d

Filer

EtherChannel trunking



Interfaces after
trunking

The following figure shows the four interfaces after trunking into a multiple-
mode trunk called Trunkl.

Logical 1

1 2 -«—— Switch

Subnetwork A

3 4

e3a e3b e3c e3d
Trunk 1

Filer

Data ONTAP 5.3 System Administrator’s Guide

133



Kinds of trunks

Two kinds of trunks

Single-mode trunks

134

There are two kinds of trunks:
0  Single-mode trunks enable one link to fail over to another link.

O  Multiple-mode trunks enable faster throughput by having links share
network loads.

In asingle-mode trunk, only one of the interfacesis active. The other interfaces
are on standby, ready to take over if the active interface fails.

In the following figure, €0 and el are part of the SingleTrunk1 single-mode
trunk. The active interface, €0, fails. Failure means that the link status of the
interface is down, which signals that the interface has lost connection with the
switch. The el interface takes over and maintains the connection. The interface
€l also takes over the MAC address of the €2 interface.

Switch Switch

|
eOfails ———— p |
|

e0 el el el

SingleTrunkl SingleTrunkl

With single-mode trunks, the filer performs takeover based on the absence of a
link.

Kinds of trunks



Multiple-mode In amultiple-mode trunk, all the interfaces are active. This provides greater
trunks speed than a single interface.

A multiple-mode trunk requires a switch that supports manually configurable
trunking. The switch determines how the load is balanced among the interfaces.

In the following figure, €0, €1, €2, and €3 are part of the MultiTrunk1multiple-
mode trunk. All four interfaces in the Multi Trunk1multiple-mode trunk are
active.

Switch

e0 el e2 e3

MultiTrunk1
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Hardware requirements for trunks
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To use a multiple-mode trunk, you need a switch that supports manually
configurable trunking over multiple port connections. The switch determines
how to forward incoming packets to the filer, so you configure the switch so that
all the port connections are part of asingle logical port. For information about
configuring the switch, see the switch documentation.

Filer network interfaces that are part of the same trunk do not have to be on the
same network card, but some Ethernet switches and routers require that all
members of the trunk be either half duplex or full duplex.

Hardware requirements for trunks



Virtual interfaces

Trunking supported  The feature that supports trunking is known as a virtual network interface, or

by virtual interface virtual interface. Thefiler treats avirtual interface in the same way as a physical

feature interface, except for thei f st at command, which does not show virtua
interfaceinformation. Thevi f command is customized for virtual interfacesand
can provideinformationthat i f confi g can't. For example, to get status
information about a virtual interface, use thef st at us command rather

thani f st at .
Naming virtual The name of a virtual interface is a string that is no longer than 15 characters that
interfaces meets the following criteria:

O It must begin with a letter.
O It must not contain a space.
O It must not already be in use for a virtual interface.

Virtual interface names are case-sensitive.
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Trunking virtual interfaces

You can trunk You create atrunk of virtual interfaces to eliminate a switch as a single point of
virtual interfaces failure. A trunk of virtual interfaces is known as a second-level virtua interface.
Note

With second-level interfaces, if a switch fails and there is a failover to another
switch, it might take a few minutes for the spanning tree relay to be reconfigured.

Second-level You can use second-level virtual interfaces on asingle filer or in acluster.

interface
configurations
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Second-level virtual interfaces on a single filer

Why use second-
level virtual
interfaces on a
single filer

Example of a
second-level virtual
interface on asingle
filer

You use second-level virtual interfaces on a single filer to maintain service even
if aswitch fails.

A subnetwork has two switches that are capable of trunking over multiple port
connections. Thefiler has atwo-link multiple-mode trunk to one switch and a
two-link multiple-mode trunk to the second switch. You can create a second-level
trunking single mode that contains both of the multiple-mode trunks. When the
second-level trunk is configured using the na_i f conf i g(1) command, only
one of the two multiple-mode trunksis brought up asthe active link. If all the
underlying interfacesin the active trunk fail, the second-level trunk activates the
link corresponding to the other trunk.

Switch 1 Switch 2 Switch 1 Switch 2

| |
Switch1 ——» | '
| |
| |

fails
e0 el e2 e3 e0 el e2 e3
Firstlevl Firstlev2 Firstlevl Firstlev2
Secondlev Secondlev

In the preceding figure, Secondlev is the second-level virtual interface and is
composed of the two virtual interfaces Firstlevl and Firstlev2. Firstlevlis
initially the active interface; if Switch 1 drops both links, Switch2 and Firstlev2
take over and maintain the connection to the network.
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Second-level virtual interfaces in a cluster

Second-level virtual
interfaces in a
cluster can provide
additional
protection

Normal cluster
operation with
second-level virtual
interfaces
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In acluster, second-level virtual interfaces can provide additional protection
against switch failures. Normally, in acluster, network connectivity is maintained
even if onefiler fails. With second-level virtual interfaces, even if a switch fails,
network connections are maintained. Network connections are maintained even
in the case of afiler failure and a switch failure.

The following figure shows second-level trunksin acluster. Both filersarein
operations, and Filstlevl in Secondlevl connects Filer 1 to the network through
Switch 1 and Firstlev 4 in Secondlev2 connects Filer 2 to the network through
Switch 2.

Snil Switch 1 Switch 2 —
Firstlev1| | Firstlev2 Firstlev3 | | Firstlev4
Secondlev 1 Secondlev 2
Filer 1 Filer 2

Second-level virtual interfaces in a cluster



Switch failurein a If one of the switches fails, the following happens:

cluster with O If Switchi fails, Firstlev2 and Firstlev 4 maintain the connection for their
second-level virtual filers through Switch 2.
interfaces

o If Switch2 fails, Firstlevl and Firstlev 3 maintain the connection for their
filers through Switch 1.

In the following figure, Switch 1 failsin a cluster. Firstlev2 takes over the
connectivity of Firstlev 1 through Switch 2.

Snl Switch 1 Switch 2 —

[l N

I NG

</\
I RN
Firstlev1| | Firstlev2 Firstlev3| | Firstlev4
Secondlev 1 Secondlev 2
Filer 1 Filer 2
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Virtual interface management

Use the vif You manage virtua interfaces with the vi f command. This command enables
commands to you to perform the following actions:

manage virtual 0  Create either a single-mode or a multiple-mode trunk.

interfaces

Specify a preferred link to activate in a single-mode trunk.
Add physical interfaces to atrunk.
Display the status of avirtual interface.

Display virtual interface statistics, such as the number of packets received
and transmitted on each link that makes up avirtua interface. You can
specify the time interval, in seconds, at which the statistics are displayed.

0 Destroy atrunk.

O o o o

Put these vif The following commands are not persistent:
commands in 0o vif add
letclrc

o vif create
o vif favor

Put these commands in the /etc/rc file to make them persistent across reboots.
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Creating a single-mode trunk

Description Use this procedure to create a trunk in which only oneinterface is active at a
time, thereby ensuring access to a network. After you complete this procedure,
the interfaces you specify are combined into atrunk in which oneinterfaceis
active and the others are ready to take over in case of failure of the active
interface.

Prerequisites You need the following items to complete the procedure:
0 A name for the trunk that meets the following criteria:
O It must begin with aletter.
O It must not contain a space.
O It must not already bein use for avirtua interface.
Trunk names are case-sensitive.
O A list of the interfaces you want to combine into the trunk.

Step To create atrunk in which only oneinterfaceis active at atime, complete the
following step.

Step | Action

1 | Enter the following command or put it in the in fle/rc file:

vif create single trunk interfaces

t r unk is the name of the trunk.

i nt erfaces is alist of the interfaces you want the trunk to consist
of.

Example The single-mode trunk shown on “Single-mode trunkKson page 134 was created
with the following command:

vif creatre single SingleTrunkl e0 el
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Specifying a preferred link in a single-mode trunk

Description

Step

144

Use this procedure to specify an interface you prefer to be active in asingle-
mode trunk. For example, if you are replacing or upgrading a physical interface
and want the new interface to be the active link, you make the new interface the
preferred link. After you complete this procedure, the link you specify isthe
active link and the other links are not active.

Note

If no links are preferred, the active link is selected randomly.

To specify an interface you prefer to be the active link in a single-mode trunk,
complete the following step.

Step

Action

1

Enter the following command or put it in the in the /etc/rc file:
vif favor interface

i nt er f ace isthe name of an interface.

Specifying a preferred link in a single-mode trunk



Removing a link from preferred status in a single-mode trunk

Description Use this procedure to remove alink from preferred status in a single-mode trunk.
A preferred link has priority for being the active link. You might want to perform
this procedure if you are replacing or upgrading a physical interface that is
currently the preferred link and want to stop using it.

Note
There can only be one preferred link in atrunk.

After you complete this procedure, the currently preferred link is not the
preferred link, and you can usethevi f f avor command to make another link
the preferred link.

Step To remove alink from preferred status in a single-mode trunk, complete the
following step.

Step | Action

1 | Enter the following command:

vif nofavor interface

i nt er f ace isthe name of an interface.
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Creating a multiple-mode trunk

Description Use this procedure to create atrunk in which all interfaces are active at the same
time, thereby increasing throughput. After you complete this procedure, you have
increased throughput compared to using only asingle interface. You can perform
this procedure any time you have a configured switch and the physical interfaces
available.

Prerequisites You need the following items to complete the procedure:

O A switch that supports manually configurable trunking configured according
to the manufacturer’s instructions for a multiple-mode trunk.

O A name for the trunk that meets the following criteria:
O It must begin with a letter.
O It must not contain a space.
O It must not already be in use for a virtual interface.
Trunk names are case-sensitive.
0  Alist of the interfaces you want the trunk to consist of.

Step To create a trunk in which all interfaces are active at once, complete the
following step.

Step | Action

1 | Enter the following command or put it in the in flae/rc file:

vif create nulti trunk interfaces

t r unk is the name of the trunk.

i nt erfaces is a list of the interfaces that make up the trunk.

Example The multiple-mode trunk shown osihgle-mode trunkRson page 134 was
created with the following command:

vif creatre multi MiltiTrunkl e0 el e2 e3
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Creating a second-level virtual interface on a single filer

Description You use this procedure to create a second-level virtual interface on asingle filer.
You follow this procedure when you have available two switches configured for
multiple-port connections and four or more interfaces. After you complete this
procedure, all interfaces are active at once until thereisaswitch failure, in which
case connectivity is maintained by the linksto one switch even if the other switch

fails.
Steps To create a second-level virtual interface on asinglefiler, complete the following
steps.
Step | Action

1 | Enter the following commands to create two multiple-mode
interfaces:

vif create nmulti trunkl if1if2
vif create nulti trunk2 if3 if4

t runk1 andt r unk2 are the names of the trunks.

if1,if2,if3, andi f 4 are interfaces.

2 | Enter the following command to create a single-mode interface from
the multiple-mode interfaces:

vif create single secondlev trunkl trunk2
secondl ev is the name of a second-level virtual interface.

t runk1 andt r unk2 are the names of the trunks.

Example The following commands create the second-level virtual interface shownin
“Example of a second-level virtual interface on a single’fdarpage 139.

vif create multi Firstlevl e0 el
vif create multi Firstlev2 e2 e3
vif create single Secondlev Firstlevl Firstlev2
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Creating second-level virtual interfaces in a cluster

Description

Steps

148

You use this procedure to create a second-level virtual interface in a cluster. You
follow this procedure when you have available two switches configured for
multiple-port connections and eight or more interfaces. After you complete this
procedure, connectivity for both filersis maintained even if one switch fails.

To create a second-level virtual interface in a cluster, complete the following

steps.

Step

Action

1

Enter the following commands to create two multiple-mode
interfaces on onefiler:

vif create nmulti trunkl if1if2
vif create nulti trunk2 if3 if4

trunk1 and t r unk2 are the names of the trunks.

if1,if2,if3 andif4areinterfaces.

Enter the following command on the samefiler asin Step 1 to create
a single-mode interface from the multiple-mode interfaces:

vif create single secondlevl trunkl trunk2
secondl! ev1 isthe name of asecond-level virtual interfacer

t runk1 and t r unk2 are the names of the trunks.

Enter the following commands on the other filer to create two
multiple-mode interfaces:

vif create nulti trunk3 if5if6
vif create nulti trunk4d if7 if8

t runk3 and t r unk4 are the names of the trunks.

if5,if6,if7 andif8areinterfaces.

Creating second-level virtual interfaces in a cluster



Step | Action
4 | Enter the following command on the same filer as in Step 3 to cf
a single-mode interface from the multiple-mode interfaces:
vif create single secondl ev2 trunk3 trunk4
secondl ev2 is the name of a second-level virtual interface.
t runk3 andt r unk 4 are the names of the trunks.
5 | Enter the following commands to configure the second-level virt
interfaces for takeover:
i fconfig secondl evl partner secondl ev2
i fconfig secondl ev2 partner secondlevl
second! ev1 andsecond! evZ2 are the names of second-level
virtual interfaces.
Example The following commands create the second-level virtual interface in the cluster
shownin “Normal cluster operation with second-level virtual interfaces
page 140.

vif create multi Firstlevl el e2
vif create multi Firstlev2 e3 e4
vif create single Secondlevl Firstlevl Firstlev2

vif create nulti Firstlev3 e5 eb6
vif create nulti Firstlev4d e7 e8
vif create single Secondlev2 Firstlev3 Firstlev4d

i fconfig Secondl evl partner Secondl ev2
i fconfig Secondl ev2 partner Secondl evl
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Adding physical interfaces to a trunk

Description Use this procedure to add one or more physical interfaces to atrunk. After you
complete this procedure, you get the following results, depending on the type of
trunk you are configuring:

0 For asingle-mode trunk, you get improved reliability by providing
additional interfaces to fall back on.

0  For amultiple-mode trunk, you get improved throughput.

You can perform this procedure any time after the trunk you are adding interfaces
to has been created. You must also configure the switch for the additional ports
and physical interfaces available for the additions to take effect.

Step To add one or more physical interfaces to a trunk, complete the following step.

Step | Action

1 | Enter thefollowing command or put it in the in the /etc/rc file:

vif add trunk interfaces
t r unk isthe name of a previously configured virtual interface.

i nt erfaces isalist of the physical interfaces you want to add to
the trunk.
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Displaying the status of a trunk

Description Use this procedure to display the status of a specified trunk. After you complete
this procedure, you get information that, for example, is useful in troubleshooting
trunk problems. You can use this procedure any time.

Step To display the status of a trunk, compl ete the following step.

Step | Action

1 | Enter the following command:

vif status trunk

t r unk isthe name of the trunk. If you don't specify a trunk, the
status of all trunks is displayed.

Sample output vif status
default: transnmit 'multi’, fail 'log
vifO: 2 links, transmt "multi’, fail 'default
up:

e3a: state up, since 28Jan1999 23:57:26 (00:00: 07)
nedi at ype: 100t x-fd
flags: enabled next-link
i nput packets 52, input bytes 3178
out put packets 6, output bytes 553
up indications 6, broken indications 0
i ndi cation: up at 28Jan1999 23:57:28
consecutive 6, transitions 0
e3b: state up, since 28Jan1999 23:57:24 (00:00: 05)
nedi atype: 100t x-fd
flags: enabl ed address-set-1
i nput packets 34, input bytes 2915
out put packets 5, output bytes 210
up indications 4, broken indications 0
i ndication: up at 28Janl1999 23:57:28
consecutive 4, transitions 0
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Displaying trunk statistics

Description

Step

Sample output
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Use this procedure to display statistics for a specified trunk over a specified
period of time. After you complete this procedure, you get information that, for
example, isuseful in troubleshooting trunk problems. You can use this procedure
any time.

To display statistics, complete the following step.

Step | Action

1 | Enter the following command:

vif stat trunk interval

t r unk isthe name of the trunk. If you don't specify a trunk, the
status of all trunks is displayed.

i nt erval is the interval, in seconds. The default is one second.

Thisis sample output for the st at option.
vif stat vifO
Virtual interface (trunk) vifO

e3a e3b
In Qut I'n Qut
8637076 47801540 158 159
1617 9588 0 0
1009 5928 0 0
1269 7506 0 0
1293 7632 0 0
920 5388 0 0
1098 6462 0 0
2212 13176 0 0
1315 7776 0 0

Displaying trunk statistics



Destroying a trunk

Description Use this procedure to destroys, or deletes, atrunk. You destroy atrunk when you
cease needing it or want to use the interfaces for other purposes than a trunk.
After you complete this procedure, the interfaces in the trunk act individually
rather than aslinksin atrunk.

Prerequisites Before you destroy atrunk, you must configure it down using thei f confi g
down command.

Step To destroy atrunk, complete the following step.

Step | Action

1 | Enter the following command:

vif destroy trunk

t r unk isthe name of the trunk.
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How Data ONTAP
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file protection

How to provide
additional
protection for
database files

How nvfail works
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Data ONTAP provides database file protection through the nvf ai | option of
thevol opti ons command. Thenvf ai | option enables afiler to detect
NVRAM inconsistencies at boot time. Use it to warn database administrators of
NVRAM problemsthat could compromise database validity. If thefiler finds any
problems, database instances hang or shut down, and the filer sends error
messages to the console to aert you to check the state of the database.

You can provide additional protection to specific database files by adding them to
an optional file you create called /etc/nvfail_rename. When you enable nvf ai |
and the filer detects NVRAM errors at boot up, the filer renames any database
files specified in the nvfail_rename file by appending .nvfail to the origina file
name. When the filer renames a database fil e, the database cannot restart
automatically. This gives you the opportunity to examine the file for
inconsistencies before you remove the .nvfail extension and make the file
accessible again.

When you enable nvf ai | , the following process takes place during boot-up.

If... Then...

Thefiler detects no NVRAM errors File service starts normally.

Thefiler detects NVRAM errorsand | a) Thefiler returnsastalefilehandles
you use the optional nvfail_rename (ESTALE) error to NFSclientstrying
file to access the database, causing the
application to hang, crash, or shut
down, and sends an error message to
thefiler console and log file.

b) Thefiler renames database files
specified inthe nvfail_renamefile by
appending .nvfail to the original file
name, making those files unavailable
to both CIFS and NFS clients.

Database file protection



Where to look for
database file
verification
instructions

Error message
example

If... Then...

Thefiler detects NVRAM errorsand | a) Thefiler returnsastale filehandles
you do not use the optional (ESTALE) error to NFSclientstrying
nvfail_renamefile to access the database, causing the
application to hang, crash, or shut
down, and sends an error message to
thefiler console and log file.

b) No database files are renamed.
When the application restarts, files
are available to both CIFS and NFS
clients, even if you have not verified
that they arevalid.

See the documentation for your specific database software for instructions about
examining database file validity.

When you enable nvf ai | and the filer encounters NVRAM errors, the message
sent to the console and the /etc/messages file looks like the following:

Al filehandl es have been invalidated due to previous NVRAM
failure.
Al filesystems nmust be renounted by the client(s).

If you created an nvfail_rename file, you receive an additional message:

Renamng files in /etc/nvfail _renane.
nvfail _renane: old_file_name: new file_nane
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Enabling and disabling database file protection with nvfail

Description Usethenvf ai | optionwiththevol opti ons command to provide database
file protection by turning NVRAM error processing On or Off. The default
setting is Off.

Step to enable To enablethe nvf ai | option, complete the following step.

nvfail

Step | Action

1 | Enter the following command:
vol options vol ume_name nvfail on

volume_name is the name of the volume.

Step to disable To disablethe nvf ai | option, complete the following step.
nvfail

Step | Action

1 | Enter the following command:

vol options volune_nane nvfail off

volume_name is the name of the volume.
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Using the nvfail_rename file for additional database protection

Description Use the optional nvfail_rename file when you want to rename database files after
thefiler detects NVRAM errors. This enables you to examine the files for
consistency before clients can access them.

Restrictions You can only list one database file name per linein the nvfail_rename file, but
you can list as many files as you want.

Steps To create the nvfail_rename file, complete the following steps.

Step | Action

1 | Usean editor to create (or modify) the nvfail_renamefilein the
filer's /etc directory.

2 | List the path name and file name, one file per line, within the
nvfail_rename file; for example:

/vol/vol 1/home/dbs/or acle-WG73.dbf

3 | Save the file.
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ATM LANE and SPANS Administration 5

Overview

About this chapter This chapter outlines the features and concepts of ATM and describes the key
components of an Emulated LAN (ELAN), including the LAN Emulation Client
(LEC), LAN Emulation Server (LES), LAN Emulation Configuration Server
(LECS), and Broadcast and Unknown Server (BUS). It also describes how to use
FORE/IP over SPANS.

Chapter contents This chapter discusses the following topics.

0 “Overview of ATM' on page 160 describes the key features and concepts of
ATM and ATM LANE.

O “ATM LANE” on page 161 and subsequent sections describes the key
components of an ELAN (Emulated Local Area Network), including the
LEC, LES, LECS, and BUS, and how to configure an ELAN.

0 “FORE/IP over SPANSon page 183 describes how to configure ATM
PVCs (Permanent Virtual Circuits).
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Introducing ATM

How you can use
ATM on afiler
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Asynchronous Transfer Mode is a network technology that combines the features
of cell-switching and multiplexing to offer reliable and efficient network
services. ATM provides an interface between devices such as workstations and
routers, and the network. The asynchronous nature of ATM means that
bandwidth is made available on demand instead of allocating slots of
transmission time to network devices, as is the case in a synchronous system
employing Time-Division Multiplexing (TDM).

ATM employsfixed-sized cells of 53 bytes each as the basic unit of transmission.
Each cell consists of a 5-octet header, identifying the source of the transmission,
among other information, and a 48-octet payload containing the user data and
headers for higher-level protocols. This architecture permits data ranging from
text, voice, graphics, and video to share the same network without any one source
dominating network bandwidth.

ATM employs a star topology with an ATM switch acting as the hub of the
network. All devices are connected directly to this hub, making network
configuration and troubleshooting more straightforward, as well as offering
dedicated bandwidth to the central switch.

You can use ATM in two ways on afiler:

0 ATM LANE (LAN Emulation), which provides the services of an Ethernet
LAN to higher-level network application software

0O FORE/IPover SPANS (Simple Protocol for ATM Network Signaling) with
PVCs

Thefiler can simultaneously support Fore/IP over SPANS aswell as LANE over
UNI 3.0 or 3.1 on the same physical interface.

Overview of ATM



ATM LANE

Understanding Many organizationsuse a LAN for their internal data communications needs.

LANE Examples of these LANs include Ethernet/|EEE 802.3 and |EEE 802.5 (Token
Ring). However, LANstypically offer a connectionless service, while ATM is
always connection-oriented. This means that to use LAN-based applications
using ATM, some form of LANE (LAN Emulation) is required.

Differences In addition to the issue of connection-based versus connectionless service, LANs
between LANs and differ from ATM in the following ways:
ATM: 0  The shared medium approach of LANs make them ideal for broadcast and

multicast messages.

0O The MAC addresses used to identify a network interface are typically based
on the manufacturer’s serial numbers.

This means that the address is constant, independent of the network to which
the interface is connected.

Services provided LANE is an ATM service that offers the following services:
by LANE O The capability to run LAN-based application software on an ATM network.

0 The capability for ATM networks to be interconnected with conventional
LANs by means of existing bridging methods.

This permits applications running on ATM-connected end systems to
interoperate with those running on traditional LAN-based devices. These
LAN-based end systems can also communicate with each other across the
ATM network.

0  The capability of running more than one ELAN on the same ATM network,
with each ELAN independent of the others.

This means that users cannot communicate between ELANs without the
appropriate routing or bridging methods.

What is an ELAN? An Emulated LAN consists of the following components:

0 Asingle LAN Emulation Service (LANE Service), which itself consists of a
LANE Configuration Server (LECS), a LANE Server (LES), and a
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Broadcast and Unknown Server (BUS). Each of these components are
discussed in more detail later in this chapter.

0 A set of LAN Emulation Clients (LECs).

The LEC communicates with other LECs and with the LANE Service using
Virtual Channel Connections (VCCs) in an ATM Switched Virtual Circuit
(SVC) environment.

An ELAN comprises a group of ATM-attached devices, logically analogousto a
group of LAN stations attached to an Ethernet/802.3 LAN segment. Several

EL ANs can be configured within an ATM network, and membership to an ELAN
isindependent of where the end station is physically connected. The end station
can belong to multiple ELANS.

LANs use aMAC address to designate the source and destination addresses for
stations. For LANE to function transparently, it must be capable of offering
similar functionality. In practical terms, this means that each LEC hasa MAC
address, and when more than one LEC uses the same network interface, each
LEC isassigned a different MAC address.

When the LEC needs to send data to another MAC address, it must first resolve
that addressto an ATM address, thus enabling it to establish adata direct VCC to
that LEC. Todo so, it sendsan LE_ARP_REQUEST tothe LES. The LES can
either respond to this request, if it can, or it can forward it to other LECs. If the
specified MAC address is known anywhere on the ELAN, the originating LEC
getsan LE_ ARP_RESPONSE frame containing the corresponding ATM address.

The LEC is part of an ATM end station or aMAC bridge and performs data
forwarding as well as address resolution, among other control functions. The
LEC supplies higher-level software with an Ethernet/|EEE 802.3 MAC layer
interface that enables L AN-based application software to communicate over
ATM networks just as they would over atraditional LAN.

L ECs communicate with other clients using the LANE Service, and represent
users by their MAC addresses. A LEC employs separate VCCs for data and
control communication, including LE_ARP requests for address resolution. User
data, intended for another end station, is encapsulated in |EEE 802.3 frames.
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LAN Emulation The LANE Service, consisting of aLES, BUS, and LECS, can be implemented

Service (LANE as part of one or more end systems or as part of the ATM switch. In cases where

Service) the serviceisimplemented in adistributed fashion over multiple devices, benefits
include parallel operation aswell as better error recovery through redundancy.

Within the LANE Service, the LES isresponsible for coordinating the control
functions, while the LECS serves network clients by supplying ELAN
configuration information. Finally, the BUS forwards broadcast and multicast
frames, and handles unresolved unicast frames.

LAN Emulation The LES performs a number of control serviceswithin an ELAN, including
Server (LES) registering MAC addresses and resolving these addresses to corresponding ATM

addresses when requested. LECs can also request the LES to resolve aroute
descriptor to an ATM address. In either case, the LES responds to the client or
forwards the request to other clients, which might be in a better position to
service the query.

The LES also coordinates the process of a LEC joining an ELAN. Thereisa
single LES per ELAN, and each LES has aunique ATM address.

LAN Emulation The LECS maintains information concerning all the ELANsin an administrative

Configuration domain, and supplies the LEC with the ATM address for the LES in the domain.

Server (LECS) Before joining an ELAN, the LEC first exchanges configuration information
with the LECS.

Upon successfully communicating with the LECS, the LEC receives alist of
ELANSsthat are available to join. There isasingle LECS per administrative
domain for ELANs within adomain.

Broadcast and The BUS accepts and processes data sent by a LEC to the broadcast MAC

Unknown Server address ‘FFFFFFFFFFFF’. The BUS also handles all multicast messages, as well

(BUS) as initial unicast frames sent by a LEC before the ATM address has been
resolved.

The BUS thereby offers services that emulate the shared medium capabilities
typical of a LAN. The BUS does this by serializing the frames and retransmitting
them to the appropriate LECs within the ELAN.

Although there might be multiple BUSes defined within an ELAN, each LEC is
associated with only a single BUS per ELAN.
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UNI load balancing The User-Network Interface (UNI), which serves as an interface point between
ATM end systems and the ATM switch, supports both automatic adapter failover
and load balancing across multiple adapters connected to the same physical ATM
switch. This means that the UNI signaling module automatically detects which
adapters are connected to asingle physical network and places all adapters
connected to that network in afailover group.

With respect to load balancing, both incoming and outgoing connections are
directed to the least used adapter in aload balancing group. In cases when an
adapter in aload balancing group fails, the connections on that adapter are
automatically transferred to another adapter.

UNI load balancing and adapter failover does not require any configuration.
However, you can statically configure or disable UNI load balancing, if desired.

LANE standards This release of Data ONTAP supports the following features and standards:
supported in this 0 ATM Forum LANE Version 1.0 LEC Support
release

0 UNI3.0and3.1

O ILMI Address Registration

0 ILMI MIB extensions for LANE

The software works with the FORE OC3 ATM network interface and on Network
Appliance F520, F630, and F760 filers. The software provides Ethernet LANE

services, with the capability to configure multiple ELANSs on each available
network interface.

The current release does not support ATM LANE 2.0, MPOA, CLIP (Classical
IP), or Token Ring LANE services.
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Configuring the ATM adapter for LANE

Overview

Overview of the
procedure for
configuring the ATM
adapter

This section and the following sections describe how to configure the ATM
adapter in the filer to communicate using ATM LAN Emulation (LANE). The
sections also describe how to verify that an ATM adapter is properly configured
and operating on one or more Emulated LANSs (ELANS).

Configuring the ATM adapter consists of the following steps.

Step | Action

1 | Complete the steps described Betting started with LANE
configuratiorf on page 167.

2 | Configure the LECS address, as describeciorifiguring the LECS
addres5on page 171.

3 | Configure the ATM adapter, as described@ohfiguring the ATM
adapter for an ELANon page 174.

4 | Check and save the configuration, as describe@hetking and

completing the ELAN configuratidron page 177.
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Before you begin

166

Before you start configuring the ATM adapters in the filer, check the following

table.

Prerequisite

Explanation

Complete the normal setup procedure
for your filer, run automatically when
you first install thefiler.

You nheed an ATM switch with one or
more ELANSs already configured on
the switch (with the corresponding
configurations for the LECS, LES,
and BUS)

Know the LECS address for the
ELAN that you want the filer to join.

In most cases, the LECS has been
configured to use the “well-known”
address; however, this might be
different at your site.

If your site has multiple ELANS,
know the ATM address of the LECS
for each ELAN you want a client to
join.

You can configure each ATM adapte

in the filer to communicate over
multiple ELANSs on the network.

Note

If you need more information about creating an ELAN or configuring the LECS,
LES, and BUS, refer to the documentation that came with your switch.

Configuring the ATM adapter for LANE

=



Getting started with LANE configuration

Steps for starting To start the configuration, complete the following steps.
the configuration

Step | Action

1 | Check that the ATM adapter is functioning.

Use the following commands:

0 adi nf o—to check that the ATM adapter is installed and
functioning properly

O adst at —to check that the ATM adapter has a working
physical connection to the ATM network

2 | Check that the User Network Interface (UNI) is operational.

The UNI provides an interface between ATM clients and the ATN

switch.
Using the adinfo To access an ELAN, the ATM adapter in your filer must be installed and
command functioning properly. Use the adi nf o command to verify this.

Command syntax: Theadi nf o command has the following syntax:

adinfo

Example: The sample output from this command is as follows:

al:unit 1: PCA- 200E Medi a=0C3- MM SC HW2. 0. 1 FW4. 2.0
Seri al =4201600 Sl ot=1

MAC=00: 20: 48: 40: 1C. 80

a2:unit 2: PCA- 200E Medi a=0C3- M SC HW2. 0.1 FW=4. 2.0
Seri al =4201621 Sl ot =2

MAC=00: 20: 48: 40: 1C: 95

ad:unit 3: PCA- 200E Medi a=0C3- MMt SC HW2. 0.1 FW4. 2.0
Seri al =4201955 Sl ot =3

MAC=00: 20: 48: 40: 1D: E3
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Using the adstat
command

168

Interpreting the output: You should seelinesfor each of the ATM adaptersin

your filer that is functioning properly. The presence of the line indicates that the
adapter has passed its self-test procedure and that the filer initialized the adapter.
However, it doesn't verify that the adapter is sending or receiving packets. The
adi nf o command also displays the device name for each of the installed
adapters, as well as the unit number, at the beginning of each line.

The unit number uniquely identifies the ATM adapter in the filer, and there is a
one-to-one mapping between the device names and unit numbers. The device
name consists of the prefix ‘a’ followed by the physical slot number. The unit
number is simply the slot number.

Some commands, suchwasi confi g andel confi g, require the unit number
as a parameter. Other commands, includidgnf o andadst at , require the
device name.

You might want to note the unit number for any ATM adapters you plan to
configure in the near future. You can also performattienf o command again
at any time to determine the correct unit number.

The ATM adapter in your filer should be properly connected using the
appropriate cabling. To check that your filer has a working physical connection
to your ATM network, use thadst at command.

Command syntax: Theadst at command has the following syntax:

adstat -d device

device is the name of the particular ATM adapter whose connection you want to
check.
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Example: The following command displays statistics about the ATM adapter in
slot 1 of your filer;

adstat -d al

The sample output from this command is as follows:
Devi ce statistics:
Buf fer Allocation Failures
Type 1 Type 2
Smal | Large Smal | Large Recei ve Queue Ful | Carrier
0 0 0 0 0 ON
Interpreting the output: Verify that the Car ri er isONin the output. If the

Carri er isnot ON, your cabling is either incorrectly connected or faulty, or
your ATM network is malfunctioning or misconfigured.

Note
If you need information about connecting the cabling to your filer's ATM
adapter, refer to the appropriate section inHhedware Guide that came with
your filer.

Checking that the To check whether the UNI is operational, usetheconf i g command.

UNI is operational ) ) ) ) ) ]
Because the filer's ATM address is automatically registered with the switch, you

only use thaini conf i g command to display configuration parameters, check
the UNI version number, and ensure that the UNI is operational.

Command syntax: Theuni conf i g command has the following syntax:

uni config show

Example: The abbreviated sample output (showing unit 3 only) from this
command is as follows:

UNI paraneters for unit 3

VPI / VCl : 0/5
AAL type 5
QS : UBR

UNI configured version : 3.1

UNI operating version : 3.1
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SSCOP operational state : operational

Primary ATM address
47.0005. 80. f f €100. 0000. f 21a. 4d19. 002048401de3. 00

UNI failover configuration

Status: dynam c
Goups: (0) (1*) (2)

Interpreting the output: To verify that the ATM interface is operational,
check the following items:

O TheUN configured versionandUN operating version.
This value should be 3.1 in both cases.

0 TheSSCOP operational state. Thisshouldindicatethat the UNI is
operational. If you see inoperational instead, the ATM card isimproperly
connected to the network or the switch isimproperly configured.

O ThePrinmary ATM address. Thisshould beavalid ATM address for
your network. If you see an address consisting entirely of zeros, the ATM

card is either improperly connected to the network, or there might be a
configuration problem.
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Configuring the LECS address

About configuring
the LECS address

Procedure for
configuring the
LECS address

Setting the LECS
address

For thefiler to participatein an ELAN, you must configure the ATM adapter with
the address of the LECS. The LEC joinsan ELAN by first exchanging
configuration information with the LECS. The LECS then supplies the client
with the ATM address for the LES (LANE Server).

To configure the LECS address, compl ete the following steps.

Step | Action

1 | Setthe LECS address.

2 | Check that the adapter is communicating with the LECS.

To configure the LECS address for your ATM adapter, usetheel confi g set
command.

Command syntax: Theel confi g set command hasthe following syntax:

el config set -lecs ATM address | -wellknown -unit wunit_nunber
ATM_addressisthe ATM address of the LECS on the network.
unit_number is the unit designator for the ATM adapter in the filer.

Example: The following command sets the LECS address to the well-known
ATM address for the adapter in slot 2:

el config set -lecs -wellknown -unit 2

If the LECS on your network does not use the well-known address, specify this
address in place of “wellknown,” as shown in the following command:

el confi g set -1ecs 47.0079. 00. 000000. 0000. 0000. 0000. 00a03e000001. 00
-unit wunit_nunber
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Knowing the LECS address, the system can now determine all existing ELANS,
aswell asthe ATM address of the LES. However, the LAN Type remains
unknown until you configure the adapter to join the ELAN, which isdiscussed in
“Configuring the ATM adapter for an ELANN page 174.

To check the state of all adapters in the filer, usethmnfi g show
command.

Command syntax: Theel confi g show command has the following
syntax:

el config show -all

Example: The abbreviated sample output (showing ELANSs available through
the LECS for Adapter 2 only) from this command is as follows:

ELANs on Adapter 2

LECS (current): 47.0079.00.000000. 0000. 0000. 0000. 00a03e000001. 00
ELAN LAN Type LES ATM Address

ei ght eenKMIU  Unknown
47.0005. 80. f f e100. 0000. f 21a. 4d19. 0020481a4d19. 14

=> defaul t Unknown
47.0005. 80. f f e100. 0000. f 21a. 4d19. 0020481a4d19. f0
ni neKMru Unknown

47.0005. 80. ffe100. 0000. f 21a. 4d19. 0020481a4d19. 11

Interpreting the output: Verify that each of the ELANs on the network

appears in the output, and that the LAN Type and LES ATM addresses appear as
expected. There should be a separate line for each configured ELAN on the
network, grouped and arranged for each ATM adapter that is installed in the filer.

Note
If a separate line fails to appear for each configured ELAN, grouped by adapter,
you need to go back to the ATM switch and make sure that each of the ELANSs is
properly configured. The documentation that came with your switch should help
you with this.

An arrow appearing to the left of an ELAN signifies that the ATM adapter has
been configured to operate on that ELAN. The lack of an arrow along with a
LAN Type of “Unknown” signifies that the adapter has not yet joined the ELAN.
Information about configuring adapters to operate on an ELAN is in
“Configuring the ATM adapter for an ELANN page 174.
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Check that the LES ATM address appears valid. If thisisthe case, you know that
the ATM adapter in the filer is communicating properly with the switch. If the
LES ATM addressisall zeros, it might mean that the cable connection is not
working, or that something elseisimproperly configured at the switch.

Finally, ensure that the LECS ATM address matches the address that you
specified earlier inSetting the LECS addréssn page 171.
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Configuring the ATM adapter for an ELAN

About configuring
the ATM adapter for
an ELAN

Procedure for
configuring the ATM
adapter

Adding an ELAN to
the adapter

174

You must configure the ATM adapter to enable it to operate on one or more
ELANS.

Before doing so, however, you must configure the LECS ATM address for each
adapter, as described i@0nfiguring the LECS addressn page 171. In most

cases, the LECS is set to the well-known address, although this might be different
for your network. Also, the ELAN you specify must already have been
configured at the switch.

To configure the LECS address, complete the following steps.

Step | Action
1 | Add an ELAN to the adapter.
2 | Configure the emulated Ethernet interface.
3 | Add additional ELANSs to the adapter, if required.
4 | Correct ELAN addition mistakes, if necessary.

To add the ELAN to the adapter, use ¢éheonfi g add command.

Command syntax: Theel confi g add command has the following syntax:

el config add ELAN -if interface -type ethernet -unit unit_nunber
ELAN is the Emulated LAN that you want the adapter to join.

interface is the logical network interface.

unit_number is the unit designator for the ATM adapter in the filer.

Example: The following command adds the adapter Unit 2 to the nineKMTU
ELAN of type Ethernet, using interfaekl:

el config add nineKMIU -if ell -type ethernet -unit 2
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Configuring the
logical Ethernet
interface

Adding more than
one ELAN to an
adapter

Interpreting the output: This specific example assumes that the nineKMTU
ELAN aready exists on the switch. Also, if thereisonly asingle ATM adapter in
the filer, you don't need to specify the unit number in the command. The
el confi g command sets it automatically.

Theell interface refers to a logical interface, thereby enabling you to configure
more than one logical interface for the same physical ATM adapter. This means
that you can use thed confi g add command repeatedly to configure the filer

to communicate over multiple ELANs using a single physical ATM adapter. Only
Ethernet emulated networks are supported.

Note
To add an ELAN to an adapter using FilerView, entertheonf i g command
using FilerView's command-line interface.

After the ATM adapter joins an ELAN, you need to assign an IP address to the
(logical) network interface and configure additional parameters.

To configure a network interface, use tfeconf i g command.

Command syntax: Thei f conf i g command has the following syntax:

ifconfig interface address netnmask nask up
interface is the name of the logical network interface.
address is the IP address associated with the interface.

mask is a dot notation Internet address that is selected according to the class of
the IP address.

For more information about the netmask parameter andftbenf i g
command, refer to thEommand Reference.

Example: The following command configures tB logical network interface,
assigning a corresponding IP address and netmask:

ifconfig el 0 172.20.12. 19 net mask 255. 255.252.0 up

Adding more than one ELAN to an ATM adapter enables the filer to
communicate over more ELANs than the number of physical adapters installed in
the filer. To do so, simply repeadtiding an ELAN to the adapteand

“Configuring the logical Ethernet interfader each ELAN you want to add to

the adapter.
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If you make amistake usingtheel confi g add command, you can delete an
ELAN from an adapter using theel confi g del et e command.

Command syntax: Theel confi g del et e command has the following
syntax:

el config delete ELAN -unit unit_nunber
ELAN isthe Emulated LAN that you want to delete from the adapter.
unit_number is the unit designator for the ATM adapter in the filer.

Example: The following command deletes the nineKMTU ELAN for the
adapter designated by unit 2:

el config del ete nineKMU -unit 2

If an |P address has already been assigned to alogical Ethernet interface on the
adapter using i f conf i g, you should see a message stating “elconfig ELAN in
use” displayed as output from teeconfi g del et e command.

In this case, you must mark the interface as “down” by performing the
i f confi g command before deleting the ELAN from the adapter:

Command syntax: Thei f confi g command has the following syntax:

ifconfig interface down
interface is the name of the logical network interface.

Example: The following command marks thel logical network interface as
“down”:

ifconfig el 1 down
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Checking and completing the ELAN configuration

Procedure for To check and complete the configuration, complete the following steps.
checking the

configuration Step | Action
1 | Verify the communication link.
2 | Check the configuration settings.
3 | Check the other elements of the ELAN.
4 | Modify the load balancing setting, if desired.
5 | Save the configuration in thetc/rc and/etc/hosts files.

Verifying the After you add an ELAN to an adapter and configure the interface, check to
communication link  ensure that the filer can communicate with other clients through the ELAN. The
using ping easiest way to do thisisto ping another LEC on the ELAN to ensure that

information is traveling out through the ATM adapter and back again.
To ping aLEC, or any other client, use the pi ng command.

Command syntax: The pi ng command has the following syntax:
pi ng host

host is the IP address of the computer to which you want to send an ICMP
ECHO_REQUEST datagram.

Example: The following command sends the datagram to host 204.125.14.45,
and waits for a response:

ping 204.125. 14. 45

If the host responds, pi ng prints “host is alive.” Otherwisepi ng resends the
ECHO_REQUEST once a second. If the host does not respond after 20 seconds,
pi ng prints “no answer frorhost.”

Note
From a diagnostics point of view, it's often useful to have a LEC configured on
the switch.
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Checking the Double-check the state of the adaptersin the filer to ensure that the configuration
configuration iS as you expect.

settings ) ) ) )
To check the configuration setting, usethe el confi g showcommand.

Syntax: Theel confi g showcommand has the following syntax:

el config show -all

Example: The abbreviated sample output (showing ELANs on Adapter 2 only)
from this command is as follows:

ELANs on Adapter 2

LECS (current): 47.0079.00.000000. 0000. 0000. 0000. 00a03e000001. 00
ELAN LAN Type LES ATM Address

ei ght eenKMIU  Et her net
47.0005. 80. f f e100. 0000. f 21a. 4d19. 0020481a4d19. 14

=> defaul t Unknown
47.0005. 80. f f e100. 0000. f 21a. 4d19. 0020481a4d19.f0
=> ni neKMIuU Et her net

47.0005. 80. ffe100. 0000. f 21a. 4d19. 0020481a4d19. 11

Interpreting the output: Verify the following for newly configured ATM

adapters:
0 Thereisan arrow preceding the ELAN name, which indicates that the
adapter has joined the ELAN.

The LAN Typeis Ethernet.

The LES ATM Addressisavalid ATM address. If the addressis all zeros, it
indicates a configuration problem at the switch.

Checking the other  You should also check to ensure that the other elements of the ELAN are

elements of the configured and operating as expected. For example, you should verify that the

ELAN LES, LECS, and BUS ATM addresses are al valid, and that the state of the
ELAN is operational.

In addition, you should check the MTU of each ELAN to verify that the setting
matches the configuration created on the switch, by usingtheel confi g show
command.
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Syntax: Theel confi g showcommand has the following syntax:

el config show -configured

Example: The abbreviated sample output (showing information related to the
eighteenK MTU ELAN on adapter 2 only) from this command is as follows:

ELAN Nane . ei ght eenKMIU
Interface cell

Configured Unit 12

MAC Address : 00: 20: 48: 40: 1c: 95
LEC Address :

47.0005. 80. f f e100. 0000. f 21a. 4d19. 002048401c95. 00
LECS Address

47.0079. 00. 000000. 0000. 0000. 0000. 00a03e000001. 00
Configuration Direct VCC : uni t=1 vpi/vci=0/17

LES Address :

47.0079. 00. 000000. 0000. 0000. 0000. 00a03e000001. 00
Control Direct VCC : unit=- vpi/vci=/-
Control Distribute VCC unit=- vpi/vci=/-

LAN Type . Ethernet/| EEE 802.3

Maxi num Frane Size © 18190

State . operational

MPQA . disabl ed

LECI D : 8
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Modifying load To modify load balancing groups, usethe uni confi g set fail over
balancing [optional] command.

Syntax: Theuni config set fail over command has the following
syntax:

uniconfig set failover [ -state off | static | dynamic ] [-group
unit ... ]

-state static putsUNI load balancing in a static mode.
-group unit. .. specifiesthe load balancing group membership.
-state off disablesload balancing and failover.

Theoption - st at e dynani c isthe default.
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Saving the ATM
configuration
information

Saving the
configuration in the
letc/rc file

Example: The following command disables |oad balancing and failover:

uniconfig set failover -state off

The arguments to the -group parameter specify the ATM adapters (units) that
should be logically assigned to aload balancing and failover group. If you
specify aunit that has already been assigned to another group, the unit is
automatically removed from the original group before being assigned to the new

group.

L oad balancing does not depend on any nonstandard extensions to the UNI.
However, the switch must support the following:

O Registering the same ATM address on multiple ports

0 Registering multiple ATM addresses on a single port

If the switch does not support these features, load balancing and failover is
automatically disabled.

Note
By default, all ATM adapters are dynamically assigned to load balancing groups.
In this case, no configuration is necessary to activate the load balancing and
failover features.

After you successfully configure each of the ATM adaptersin thefiler and verify
their proper operation, you should do the following:

O Savethe commandsin the /etc/rc file for automatic execution at boot time.

0 Savethe host and IP address information in the /etc/hosts file for each
logical ELAN interface.

This saves you from having to reconfigure the adapters manually each time the
filer isrestarted.

Save the commands in the /etc/rc file for automatic execution at boot time. To do
this, mount the root file system and edit the file using a text editor such as vi.

Example: Thefollowing isa sample portion of an /etc/rc file containing
configuration commands for three ATM adapters:

#unit 1

el config set -lecs -wellknown -unit 1

el config add default -if el0 -type ethernet -unit 1
ifconfig el 0 172.20.12. 19 net mask 255. 255.252.0 up
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# unit 2

el config set -lecs -wellknown -unit 2

el config add nineKMIU -if ell -type ethernet -unit 2
ifconfig el 1 201.201. 201. 219 net mask 255. 255. 255.0 up
#unit 3

el config set -lecs -wellknown -unit 3

el config add eighteenKMIU -if el 2 -type ethernet -unit 3
ifconfig el 2 201.201. 210. 219 net mask 255. 255. 255.0 up
el config add nineKMIU -if el3 -type ethernet -unit 3
ifconfig el 3 201.201. 210. 220 net mask 255. 255. 255.0 up
el config wait

Note that in this example, both adapter 2 and adapter 3 are on the nineKMTU
ELAN, and that adapter 3 isontwo ELANS.

Save the host and | P address information of the ELAN configuration in the
letc/hosts files.

Example: Thefollowing is asample portion of the /etc/hosts file containing the
host and IP address information for the ATM adapters:

172.20.12.19 nyfiler-el0
201. 201. 201. 219 nmyfiler-ell
201. 201. 210. 219 nmyfiler-el 2
201. 201. 210. 220 nmyfiler-el 3

If you have afiler that has only ATM adapters, the /etc/hosts file must contain an
entry for the filer’'s host name. For example, the first line in the example might be
as follows:

172.20.12.19 nyfiler nyfiler-el0
The host name is not displayed as part of the command prompt until you add the
host name in one IP entry and reboot the filer. On filers that include other types of

network interfaces, the installation setup procedure automatically adds the host
name entry to théetc/hosts file.

Repeat the complete instructions in this chapter to configure additional ATM
adapters in the filer.
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FORE/IP over SPANS

Types of ATM ATM supportstwo types of SPANS connections: SV Cs (switched virtual circuits)
connections and PV Cs (Permanent Virtual Circuits).
Use of SVCs Thefiler dynamically assigns SV Cs when interoperating with ATM hosts and

with switches that support the FORE IP/SPANS protocals.

Use of PVCs You use ATM PV Csto interoperate with ATM hosts and with switches that do
not support FORE IP/SPANS. For example, if you are not using a FORE systems
switch, PV Cs can connect FORE equipment at each end through non-FORE
switches.

Note
Data ONTAP currently supports only FORE/IP 5.3. The following differences
from previous versions are significant:

0O Thenameof aSPANS interfacein Data ONTAP 5.3 isfan (wherenisa
number); in previous versions of data ONTAP it was an. This meansthat you
must change the interface names in your /etc/rc and /etc/hosts files.

0 InData ONTAP 5.3, you use the new command at ntonf i g to configure
PVCs.

For further information about the differences between FORE/IP 5.3 and older
versions, consult FORE documentation.

PV Cs are static; for each destination, you must establish (attach the IP layer to) a
PV C explicitly and delete (detach the I P layer from) the PV C explicitly.

For each destination that needs to establish a PV C with the filer, you must
establish an outgoing and an incoming PV C in at least three places:

0 Onthefiler
O Onthe destination ATM host
0  Onall interconnecting ATM switches
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SPANS interfaces For each physical ATM interface, thefiler creates a FORE/IP interface, called fa,
at boot time. The fa interface supports FORE/IP on top of SPANS signaling.
FORE/IP allows communication as follows:

0 Using AAL4 or AAL5 ATM adaptation layer types with no encapsulation
0 Using abroadcast ARP (Address Resolution Protocol) for SPANS address

resolution

0 Using direct communication of all hosts on aphysical ATM network without
the use of IP routers

Note

NetApp doesn'’t support FORE/IP load balancing or failover options.

Establishing an To establish an outgoing FORE/IP PVC on the filer, use the following filer

outgoing FORE/IP command:

PVC on the filer

atmarp -s hostname pvc iface vpi vci [aal [encap [addr]]]

Variable

Description

host nane

Name or IP address of the remote host.

i face

Name of the ATM interface This is usuallynfavheren is a
number.

vpi

VPI (virtual path identifier); this must be 0.

vei

VCI (virtual channel identifier); this number must have the
following properties:

O It must not be in use on your filer.
O It must be less than 1,024.

O It must obey the limits of the destination host and
interconnecting devices.

aal

ATM adaptation layer type. It must be 4 or 5, and should be
the AAL type supported by the destination host, which i$
typically 5. The default is 5.

184

FORE/IP over SPANS



Establishing an
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PVC on the filer

Establishing a
FORE/IP PVC on the
remote ATM host

Establishing a
FORE/IP PVC on
interconnecting
ATM switches

Displaying
information about a
FORE/IP PVC

Variable Description

encap Encapsulation type. Specify one of the following

encapsulation types:
0 null (no encapsulation; thisis the default)
0 llc_routed (IEEE LLC encapsulation for routed PDUs)

0 llc_bridged 8023 (IEEE LLC encapsulation for
Ethernet/802.3 bridged PDUs)

It should also be the same as the encapsul ation type used by
the destination host.

If the encapsulation typeislic_bridged 8023, you must
include addr.

addr Six-byte colon-separated destination MAC address.

To establish an incoming FORE/IP PV C on thefiler, use the following command
at thefiler:

atmarp -1 pvc iface vpi vei [aal [encap]]

Use the variables as described in the previous section.

Set up a FORE/IP PV C on the remote ATM host according to the documentation
for that host.

On the interconnecting ATM switches, assign virtual channels corresponding to
the VPI and VCI entries made on thefiler and the remote ATM host according to
the documentation for those switches.

To display information about all FORE/IP PV Cs and other interfaces on a host,
use the following command:

at marp host name

hostname is the name of a host.
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To display information about al the current FORE/IP PV Cs, use the following

command:

atmarp -a

A display similar to the following appears:

atmarp -a

i face=a5 switch. port=f21a2420.56 vpi.vci=0.114 aal
encapsul ati on=NULL

i face=a5 switch. port=f21a2420. 25 vpi.vci =0. 113 aal
encapsul at i on=NULL

You can delete outgoing and incoming FORE/IP PV Cs.

=5

=5

Deleting an outgoing FORE/IP PVC: To delete an outgoing FORE/IP PVC

entry, use the following command:

atmarp -d hostnane

hostname is the name or | P address of the remote host.

FORE/IP over SPANS



Deleting an incoming FORE/IP PVC: To delete an incoming FORE/IPPVC
for aremote host, use the following command:

atmarp -x iface vpi vci
iface is the name of the interface

vpi and vci have the values of the VPI and VCI of the FORE/IP PV C to be
deleted for the specified interface.
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File Sharing between NFS and CIFS Users

About this chapter

About file sharing

What this chapter
discusses

This chapter describes how the filer works with NFS and CIFS clients
simultaneously. Because these clients interact with afile server differently, you

need to understand how the read and wri

te operations performed by one client

affect the operations performed by the other client.

This chapter discusses the following topics.

Read...

To learn about...

“File-locking interactionson
page 191

CIFS and NFS file locks.

“Managing symbolic links for CIFS
accesson page 192

How the filer supports CIFS access
to symbolic links.

“NFS and CIFS use of the read-onl
bit” on page 195

y How NFS and CIFS use the per-file
read-only bit.

“Naming files used by both NFS an
CIFS' on page 197

dHow the filer manages names of filg
used by both NFS and CIFS users.

“Languages and character $&ts
page 199

How to select a character set and hg
to control conversion to Unicode
directories.

DW

“Directory format% on page 210

How to decide when to change
directory formats.

“CIFS file name ca8en page 216

How to manage CIFS file name c3
conversion.

1Se

“Directory conversion tinfeon
page 219

How to manage how long it takes tg
convert directories to Unicode
format.

“How to manage UNIX access to
NTFS files on page 221

How to control UID-SID mapping
and the WAFL credential cache.
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This chapter does not discuss

0

The differences between procedures that take place on network clients

For example, the way in which users gain access to files and directories
depends on the NFS and CIFS protocols: NFS users mount the directories
that were exported, and CIFS users share directories to which they were
given access in the Access Control List (ACL).

For more information about these procedures, refer to the documentation for
the clients’ operating systems.

Filer administration procedures for individual file-sharing protocols

Procedures such as rebooting the filer, recovering files from snapshots, and
backing up the filer are different depending on whether there are CIFS
clients at your site. The procedures are described in the applicable chapters
of this guide.

About this chapter



File-locking interactions

About this section

Types of clients

Types of locks

This section describes in general what happens when aclient program using one
protocol triesto read or write afile that is currently used by a client program
using a different protocol in an environment consisting of CIFS, (PC)NFS, and
NFS users. For details about locking in a particular protocol, consult the
documentation for that protocol.

There are CIFS clients and two kinds of NFS clients: UNIX-based NFS clients
and (PC)NFS clients. The (PC)NFS clients and CIFS clients behave in the same
general way.

NFS locks are advisory, while CIFS locks are mandatory. CIFS applications
depend on locking to behave properly. Because NFS locks are only advisory, file-
mani pulation operations, suchasr mr ndi r, and mv, by a UNIX-based NFS
client on afile opened by a (PC)NFS application can cause the application to
crash.

Reads by UNIX-based NFS clients always succeed.

A deny-write operation causes a file-manipulation operation, such asr m
r mdi r, and nv, on a CIFS-accessed file by a UNIX-based NFS client to fail.

Byte-range locks work on portions of afile. Byte-range operations other than
reads by a UNIX-based NFSclient fail if the attempted operation is forbidden by
thelock. Asis appropriate for NFS, a UNIX-based NFS application might be
forbidden to access a byte-range that islocked by CIFS.

Note
There is one exception to the enforcement of locks set by CIFS clients on the
filer. When the filer runs the durmp command, it ignores the file lock set by a
CIFS client that prevents read access to parts of afile or the entire file. Ignoring
the “read” file lock allows the filer to back up all files.
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Managing symbolic links for CIFS access

About symbolic
links

Controlling access
to symbolic links

Enabling symbolic
links
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CIFS clients can follow symbolic links, which are created by NFS clients. A
symbolic link isa special file that points to another file or directory. A symbolic
link is, in some respects, like a shortcut in the Windows environment.

There are two kinds of symbolic links: absolute and relative:

O  Absolute symbolic links begin with aslash (/) and are treated as a path
relative to the root of the file system.

0 Relative symbolic links begin with a character other than adlash (/) and are
treated as a path relative to the parent directory of the symbolic link.

You can control CIFS access to symboalic links in three ways:
O  Enabling or disabling symbolic links
0  Redirecting absolute symbolic links

O  Preventing or allowing the following of symboalic links that can refer to a
directory higher in the same tree

When the symbolic links for CIFS feature is enabled, which isthe default setting,
if the object being accessed by a CIFS client is an absolute or relative symbolic
link, the filer follows the link under the following conditions:

0  Theultimate target isin the same share as the symbolic link.

O A symbolic link encountered in any path component other than the final one
is aways followed.

0  Thefinal component of asymbolic link isfollowed only if the operationisto
open an existing file.

O  Other operations, such as deleting and renaming, result in deleting or
renaming the symbolic link itself rather than the target of the symboalic link.

CIFS client applications often perform operations such as writing to a temporary
file, renaming the origina file to a backup name, then renaming the temporary
file to the original name. Therefore, take care in using symbolic links whose
ultimate target is afile, as opposed to adirectory. If the original file were targeted

directly by a symbolic link, this sequence of operations would have the result—
unintended by the application—of the file being stored in the directory where the
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How to enable and
disable symbolic
links

How to redirect
absolute symbolic
links

symboalic link was, and the renamed symbolic link pointing at the origina file
rather than to the updated file. For symboalic links to directories, this type of
situation does not arise.

Because many PC applications work as described previoudly, if there are
symbolic links that point to files, a PC could encounter such symbolic links. It is
best to disable symbolic links for CIFS when there are symbolic links that point
tofiles.

If you expect many filesto be changed by applications that update files as
described, you might want to disable symbolic links for CIFS.

You enable and disable symbolic linkswith theci f s. sym i nks. enabl e
option. The option is On by default.

To disable symbolic links for CIFS, use

options cifs.syminks.enable off

To reenable symbolic links for CIFS, use

options cifs.syninks.enable on

In aUNIX environment, the NFS client interprets the file system location
represented by an absolute symbolic link. The CIFS client cannot do this. Ina
CIFS environment, the filer enables you to redirect absolute symbolic links on
thefiler.

For example, you might want to redirect symbolic links pointing at the
/ulusers/charlie directory to the /home/charlie directory on thefiler. You do so by
specifying symbolic link redirection mappings in atext file named
/etc/symlink.translations.

The format of the /etc/symlink.translations fileis
Map link target

where both link and target are absolute symbolic link path names.

For example, the entry

Map /u/users/charlie/* [home/charliel*

makes symbolic links pointing at the /u/users/charlie directory point to the
/home/charlie directory.

Data ONTAP 5.3 System Administrator’s Guide 193



How to prevent
symbolic link
cycling

194

You can create directory structuresthat are cyclic by creating asymbolic link that

refersto adirectory higher in the same tree, through use of a symbolic link

having a “dot” or “dot-dot” component. Therefore, a simple recursive descent of
the tree goes deeper and deeper until the maximum path length is reached. At that
point an error is returned. For example, if you used Windows Explorer to search
for files in such a cyclic directory, the same files show up repeatedly.

Theci fs. syml i nks. cycl eguar d option controls whether symbolic links
that might include a directory higher in the same tree are followed.

To eliminate the possibility of cyclic directory structures, make sure that the
ci fs.syninks. cycl eguard option is On, which is the default, with the
following command:

options cifs.syminks.cycleguard on

If you use symbolic links having dot or dot-dot components and want the filer to
follow the links, set thei f s. syml i nks. cycl eguar d option to Off with
the following command:

options cifs.syminks.cycleguard off

When you list the contents of a directory, symbolic links that are valid references
to files or directories are listed as if the target of the symbolic link existed in the
directory. If the symbolic link cannot be expanded, it still looks like a file in a
directory listing; however, any attempt by an application to open the link results
in an access error.
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NFS and CIFS use of the read-only bit

About read-only Thefiler, along with MS-DOS and Windows, supports a per-file read-only bit

bits that reflects whether afile is writable or read-only. This bit applies only to files
and not to directories. NFS has no protocol operations that know about the per-
file read-only bit. However, some software, when used both by NFS clients on
UNIX systems and by CIFS clients on Windows systems, requires that the read-
only bit reflects whether the file iswritable.

How NFS treats the  Thefollowing list describes how NFS treats the read-only bit:

read-only bit 0

Any filewith the read-only bit turned on istreated, for all NFS operations, as
if it had no write permission bits turned on.

If afile has at least one write permission bit turned on and an NFS client
turns off all write permission hits, the filer turns on the read-only bit for that
file. As described in the preceding paragraph, afile with the read-only bit
turned on appears to an NFS client not to have any write permission bits
turned on.

If afile has no write permission bits turned on and an NFS client turns on
any write permission bit, the filer turns off the read-only bit for that file.

If a file's read-only bit is turned on and an NFS client attempts to find out the
permission bits for the file, the actual permission bits for the file are not sent
to the NFS client; instead, the filer sends the permission bits to the NFS
client with the write permission bits masked off.

If a file’'s read-only bit is turned on and a CIFS client turns the read-only bit
off, the filer turns on the owner’s write permission bit for the file.

Files with the read-only bit turned on are writable only by the superuser.

How the filer tracks = Whenever the read-only bit is turned on by a client, even if it was already on
the NFS or CIFS before the client did so, the filer tracks whether the client that turned on the bit
client read-only bit was an NFS or CIFS client, as follows:

0

If the bit was turned on by a CIFS client, renaming the file is not allowed.
This is because file systems on MS-DOS and Windows systems do not allow
renaming a file whose read-only bit has been set. NFS deletes follow NFS
conventions. That is, deletes are allowed if the user has write permission in
the parent directory.
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O If the bit was turned on by an NFS client that turned off al write permission
bits, removing or renaming the fileis alowed if the user has sufficient
permission to do so. Thisis because file systems on UNIX systems allow
removing or renaming afile that has no write permission bits set.

0 If thefiler is using UNIX-style security, CIFS clients are a so allowed to
delete afile with the read-only bit set. Thisisrequired for compatibility with
standard UNIX source control programs, such as RCS.

o If thefiler is configured with PC-style security, the read-only bit is enforced.
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Naming files used by both NFS and CIFS

About file naming
conventions

Maximum length of
file names

How the filer
generates short 8.3
file names

File naming conventions depend on both the network clients’ operating systems
and the file-sharing protocols. For example, file names are case-sensitive for
clients running UNIX and are case-insensitive, but case-preserving, for clients
running Windows operating systems.

On the filer, the maximum length of a file name is 255 characters for NFS clients
and CIFS clients that support the PC’s long file name format. Some CIFS clients,
such as MS-DOS and Windows8lients, support only file names in the 8.3
format (8 characters for the file name and 3 characters for the file name
extension). In any directory that has access from a CIFS client, the filer creates
and maintains two names: the original long name and an additional short name in
8.3 format.

The filer generates an 8.3 file name as follows:
1. It truncates the file name to six characters.

2. It appends a tilde (~) and a number or letter to the name. If it runs out of
letters and numbers because there are too many similar names, it creates a
unigue file name that bears no relation to the original file name.

3. It truncates the file name extension to three characters.

Note
The number or letter appended to the short name ensures that the file name is

unique. It is not for showing the order of file creation.

For example, if an NFS client creates a file naspedifications.html, the short
name created by the filer specif~0.htm. If this short name already exists, the
filer uses a different number at the end of the file name. For example, if the
UNIX client creates another file namsgkcifications_new.html, the short
version ofspecifications_new.html is specif~1.htm.
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The short names appear on clients that support only the 8.3 format. The short
names are not visible to NFS clients. On Windows 95 and Windows NT clients,
you can choose to display the short name or the long name by using File
Properties.

Note
Under some circumstances, an application running on aclient that uses namesin

8.3 format can “lose” the file’s original long-format name. This can occur as a
consequence of the way an application saves a file that it has edited. Some
applications rename the original file, then save the edited file as if it were newly
created. The filer thus receives instructions to delete the original file and create a
new one. When the client supports only 8.3 names, this new name no longer has
an equivalent in long format.

The characters that you can use in file names depend on the client operating
systems. Because restrictions on legal characters vary from one operating system
to another, refer to the documentation for your client’s operating system for more
information about prohibited characters.

When you name a file to be shared by users on different operating systems, it
helps to use only characters that are common to both. For example, if you use
UNIX to create a file and use a colon (:) as its file name, an MS-DOS user sees
the name displayed as ~0 because the colon is an illegal character in an MS-DOS
file name.

Uppercase and lowercase characters are significant to NFS clients but not to
CIFS clients. For example, if a file namgskcifications already exists, an NFS

user can still save another file under the n&peeifications, but a CIFS user is
instructed by the application to choose another file name. This section describes
how both NFS and CIFS users can use file names that differ only by case.

When a client creates a file name, the filer preserves the case. For example, if a
CIFS client createSpec.txt, the file name is displayed by both CIFS and NFS
clients aspec.txt. If an NFS user later creates a file nargast.txt, NFS and

CIFS clients see the file names as follows:

O On NFS clients, one file is displayed3mec.txt and the other is displayed as
spec.txt. That is, the file names are displayed in the same way as they were
created.

0 On CIFS clients, even those that support long names, one file is displayed as
Foec.txt and the other is displayed §ec~0.txt.

Naming files used by both NFS and CIFS



Languages and character sets

File names,
languages, and
character sets

File names use
character sets

Every volume has a
language

Language selection

What a language
applies to

File names in languages other than English can use characters that have diacritic
marks, or accents, or can use characters that are not even in the Roman al phabet.
UNIX and Windows systems can create file names with no restrictions, provided
that they do not violate the naming conventions of the operating system that they
were created in. The language you select affects multiprotocol behavior and the
code page for Windows 98 and older clients.

To make sure that file names stored on the filer are usable by both UNIX and
Windows applications, you must choose a character set that contains the
characters in the language that your clients use. To do so, you choose alanguage,
and the filer uses a character set that is appropriate to the language.

Every volume uses alanguage, and therefore a character set, that you specify for
file names. The root volume determines the code page for PCs and the console
character set.

The language you specify controls the name translation between UNIX and
Windows names. If you installed a new filer, you selected a default language
when you set up thefiler. If you upgraded to Data ONTAP 5.3, you must use the
vol | ang command to set the language.

Note
If afilerislicensed for CIFS, you must set alanguage for every volume on the
filer.

Thefiler uses a character set appropriate to a given language. The language you
select determines which character set the filer uses for the following names:

O User names
0 Share names
0  System and domain names
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Kinds of character
sets supported

200

Note

The following must bein ASCII:
O Qtree names

O  Snapshot names

0 Volume names

The filer supports the following types of character sets. The following table
shows what protocols and operating systems use a particular character set. You
use this information to determine what directory format you use.

Character I
st type Description Used by
ASCII A 7-bit character set used by most NFS, console and log
computers. Does not allow letters files, gtree names,
with accents; that is, diacritics. snapshot names, and
volume names.
Unicode A 16-bit character encoding system. | WIN 32 applications
It includes all major languages. and file namesin the
following systems:
O WindowsNT
O  Windows 98
O  Windows 95
UNIX A variety of character setsused by | NFS, console, and log
UNIX. Caninclude single-byteand | messages
multibyte characters.
UTF-8 An ASCII-compatible multibyte Some Solaris clients

Unicode encoding.

Languages and character sets




Char acter
set type

Description

Used by

OEM

Single or multiple encodings for
older clients

DOS

Windows 98
(except for file
names)

0O  Windows 95
(except for file
names)

O NT systemand
domain name
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Languages
supported

202

Thefiler supports the languages shown in the following table. The language code
for each language appears next to the language. To override the normal UNIX
character set so that a UNIX system uses UTF-8 code, add .UTF-8 to the

language code.

You use alanguage code to specify alanguage withthevol | ang command, as
described in Setting the language of a voluivan page 207.

Language L anguage Code
Danish da

Dutch nl

English en

English (US) en_US
Finnish fi

French fr

German de

Hebrew he

Italian it

Japanese euc-j ja
Japanese PCK(sjis) ja_JP.PCK
Norwegian no
Portuguese pt

POSIX (ASCII only for DOS and ISO-Latin]
for NFS. Equivalent to the Sun locale.)

C

Spanish

es

Swedish

SV

Languages and character sets



How to choose a

The following flow chart shows how to choose a language.

Filer used
for NFS
only?

Language does not
matter.

Filer used
for CIFS
only?

Set the language of the
volume to the language
of its clients. Use sjis for
Japanese.

Set the language of each
volume to the language
used by NFS.
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Language
procedures
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You can perform the following operations to query and specify the language that

avolume uses.

Operation

Section

Show what languages the filer
supports.

“Displaying a list of supported
languageson page 205

Specify a language for the console.

Setting the console encodingn
page 206

Change the language, and therefor
the character set, that a volume usé
for file names.

e “Setting the language of a volutne
20N page 207

Create a volume that uses a specifi
language other than the default.

etCreating a volume that uses a
specified languageon page 208

Show each volume with the languag
that it uses.

)& Displaying which volume uses
which languageon page 209

Languages and character sets




Displaying a list of supported languages

Description This procedure displays alist of languages for which the filer supports character
sets. You can perform this procedure at any time to determine what language to
specify for avolumeif you do not already know what languages are supported.

Step To display alist of the languages for which the filer supports character sets,

complete this step.

Step

Action

1

Enter the following command:

vol lang
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Setting the console encoding

Description Use this procedure to set how the console displays non-ASCII information. You
would change the encoding if your console does not accept or display characters
properly using the current encoding. The default encoding is nfs.

Step To set the encoding of the filer console, complete this step.

Step | Action

1 | Enter the following command:

options consol e. encodi ng encodi ng

encodi ng is one of the following encoding styles. You can use
both NFS extended (greater than Ox7F) and SGML characters
for input.

0 nfs—The NFS character set of the root volume. You can|use
both NFS extended (greater than 0x7F) and SGML
characters for input.

0 sgml—SGML character format. You can use both NFS
extended (greater than Ox7F) and SGML characters for
input.

O utf8B—UTF-8 character sets. For input, any character greater
than Ox7F is treated as the beginning of a UTF-8 encoding.

206 Setting the console encoding



Setting the language of a volume

Description This procedure sets the language that a volume uses to store file names. You
complete this procedure when you want the files names stored in avolumeto use
adifferent language than the default language. You should complete this
procedure before any files are created in the volume so that all file names use the
same language.

After you complete the procedure, the filer stores file namesin the selected
volume using a character set that best fits the language you select.

Prerequisites To complete this procedure, you need the language code of the language you
want to use. You can get the language code from the tablaitgtiages
supportetion page 202.

Caution Changing the language after the volume contains files can cause some of the NFS
encodings to be invalid and is not recommended.

Step To set the language and character set that a volume uses to store file names,
complete the following step.

Step | Action

1 | Enter the following command:

vol lang volune | angcode

vol une is the name of the volume whose language you want td
change.

I angcode is the code for the language you want the volume to use.
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Creating a volume that uses a specified language

Description This procedure creates a volume with a specified language. You use this
procedure when you are creating a volume but want to use a language different
from the language of the root volume, which isthe default language. You use this
procedure any time you want to create a volume.

After you complete the procedure, the filer stores file namesin the volume you
created using a character set that best fits the language you selected.

Prerequisites To complete this procedure, you need the language code of the language you
want to use. You can get the language code from the tablamgtiages
supportetion page 202.

Caution Changing the language of a volume after the volume contains files can cause
some of the NFS encodings to be invalid and is not recommended.

Step To set the language and character set that a volume uses to store file names,
complete the following step.

Step | Action

1 | Enter the following command:

vol create volune -1 [|angcode

vol une is the name of the volume whose language you want td
change.

I angcode is the code for the language you want the volume to use.
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Displaying which volume uses which language

Description This procedure displays alist of volumes with the language each volumeis
configured to use. You perform this procedure when you want to know which
volume uses which language. Thisisuseful in matching clients with languages or
deciding whether to create a volume to accommodate clients that use alanguage
that you might not have avolumefor.

Step To display alist of volumes with the language each volume is configured to use,
complete the following step.

Step | Action

1 | Enter the following command:

vol status -|I

Sample output Each row of the list displays the name of the volume, the language code, then the
language.

Vol une Language
vol0 ja (Japanese euc-j)
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Directory formats

Three directory
formats

Directory sizes

Directory creation
and formats

210

The filer supports three directory formats. Each format supports a particular set
of file names, as shown in the following table.

Directory Format:

Pre-Data

ONTAP 4.0 Data ONTAP 4.0 Unicode
Versionsused | DataONTAP | DataONTAP 4.0 Data ONTAP5.3
in 3and earlier through 5.2
Typesof file | NFSfile Multiprotocol file File names that
names names only namesin ASCII, use non-ASCI|
supported with limited non- characters

ASCII support for
CIFS names

Pre-Data ONTAP 4.0 and Data ONTAP 4.0 are dightly smaller than Unicode
directories. If you are concerned about space on disks or in volumes, you might

want to avoid Unicode directories.

By default, the filer creates NFS directoriesin pre-4.0 format. When accessed by
NFS, directoriesremain in pre-4.0 format, and the first CIFS access of adirectory
convertsit to Unicode format.

CIFS directories are created in Unicode format.

Directory formats



Directory conversion

About conversion

Conversion to
Unicode format

Directory format
conversion
procedures

Thefiler converts directories to Unicode whenever the directory is accessed by
CIFS. The conversion process can take afew minutes if the directory contains

many files.

By default, directory conversion to Unicode format occurs as described in the

following table.

Directory format
Access from

Pre-Data ONTAP 4.0 Data ONTAP 4.0
CIFS Converted to Unicode Converted to Unicode
NFS No conversion Converted to Unicode

You can perform the following operations to control directory format conversion.

Operation

Section

Make directories into Unicode
directories whenever they are
accessed.

“Converting directories to Unicode
format upon any accessn page 214

Force all DOS file names to
lowercase.

“Forcing CIFS file names to
lowercaséon page 217

Make all newly created directories
Unicode directories.

“Directory conversion tinfeon
page 219
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Forcing Unicode default directory creation

Description Use this procedure to have all directories created in Unicode format. This
eliminates time lags due to conversion when a directory populated by UNIX
usersisthen accessed by Windows users. It also allows new directories created
by UNIX to be accessible to CIFS when they appear in asnapshot. You should do
thisimmediately after installing Data ONTAP 5.3. After you complete this
procedure, all directoriesthat you create are in Unicode format, and their filesare
accessibleto CIFS clients.

Step To force al directoriesto be created in Unicode format, compl ete the following
step.
Step | Action

1 | Enter the following command:

options wafl.create_ucode on
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Returning to pre-Data ONTAP 4.0 default directory creation

Description Use this procedure to return to the creation of directoriesin pre-Data ONTAP 4.0
format. You can do this at any time, perhaps to save space because pre-4.0 format
uses dightly less space than Unicode format.

After you complete this procedure, the filer returnsto creating all directoriesin
pre-4.0 format when created by NFS, and only the first CIFS access converts a
directory to Unicode format. CIFS still creates directories in Unicode as usual.

Caution This procedure does not change the format of existing directories.

Step To return to the default creation of pre-Data ONTAP 4.0 format directories,
complete the following step.

Step | Action

1 | Enter the following command:

options wafl.create_ucode off
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Converting directories to Unicode format upon any access

Description Use this procedure to have the filer convert pre-4.0 directories to Unicode format
when accessed from either CIFS or NFS, as opposed to only from CIFS. You
perform this procedure to facilitate CIFS file-sharing. After you complete this
procedure, pre-4.0 directories are converted to Unicode format even when
accessed by NFS.

Step To convert directories to Unicode format when they are accessed from either
CIFS or NFS, complete the following step.

Step | Action

1 | Enter the following command:

options wafl.convert_ucode on
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Returning to default Unicode format directory conversion

Description Use this procedure to return to the original default directory conversion behavior.
After you complete this procedure, access from CIFS causes conversion of pre-
4.0 and 4.0 format directories to Unicode format, but accesses from NFS do not.
You can perform this procedure at any time. You use this procedure to save a
little space, because pre-4.0 format directories are smaller than Unicode
directories.

Step To return to the original default directory conversion behavior, complete this
step.

Step | Action

1 | Enter the following command:

options wafl.convert_ucode of f
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CIFS file name case

Case preservation

Case conversion
procedures

216

By default, the filer preserves the case of CIFS file names.

You can force all PC-created file names to be stored on the filer in lowercase or
return to having the filer preserve case.

To force @l CIFSfile names to be stored on the filer in lowercase, follow the
procedure in Forcing CIFS file names to lowerc&sm page 217. You might
want to do this to avoid the following problems:

O UNIX lowercase names might contain uppercase characters when converted
to CIFS names.

0 Some CIFS clients changing the case of NFS file names on the filer, making
them inaccessible from NFS.

To change back to having the filer preserve the case of CIFS file names, follow
the procedure inPreserving the case of CIFS file nafhes page 218.

CIFS file name case



Forcing CIFS file names to lowercase

Description This procedure enables you to force all CIFS file namesto be stored on the filer
in lowercase. You should do thisif you have CIFS clients, so that they do not
change the case of NFS file names on the filer that were originally lowercase.

If you perform this procedure, you should do so before Windows files appear on
thefiler.

After you complete this procedure, the filer stores all CIFS namesin lowercase
and does not preserve case.

Step Toforce all CIFSfile names created by CIFS to be lowercase, complete the
following step.

Step | Action

1 | Enter the following command:

options cifs.save_case off
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Preserving the case of CIFS file names

Description This procedure enables you to return from forcing all file namesto be stored in
lowercase to the default behavior of preserving the case of CIFS file names. You
perform this procedure when you want to return to the default behavior.

Caution File names that were converted to lowercase are not changed.
Step To return to preserving the case of CIFS file names, complete the following step.
Step | Action

1 | Enter the following command:

options cifs.save_case on
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Directory conversion time

Directory
conversion can take
alot of time

When there is no
need to convert

How to speed up
directory
conversion

Although the conversion process to Unicode directory format is automatic, the
initial conversion of adirectory can take considerable time, especialy if the
directory contains a large number of files.

For example, converting a directory of 100,000 files takes the filer about 9
minutes on a NetApp F540. It isimportant to take these conversion times into
consideration when deciding when to convert the directories. While adirectory is
being converted, the filer might not be able to perform any other file system or
network operations until the conversion is complete.

If there are portions of the directory tree that will never have CIFS access, there
is no need to convert them. However, any future CIFS access to an unconverted
directory immediately triggers its conversion.

If you have a directory that contains more than 50,000 files, before triggering a
conversion, you can use an NFS client to distribute files among a greater number
of subdirectories. This speeds up the conversion process and avoids a possible
crash.
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Speeding up conversion time by renaming NFS directories

Description

Step

220

Use this procedure to convert adirectory to Unicode format if you have accessto
aWindows NT client connected to the filer. After you complete this procedure,
you have a Unicode directory containing files that were in a non-Unicode
directory, and itsfiles are accessible to CIFS clients.

To convert directories to Unicode format quickly, complete the following step.

Step | Action
1 | Create anew CIFSdirectory from aWindows NT client on the same
volume in the same gtree as the directory you want to convert.
2 | With the NFS mv command, rename files from the directory you
want to convert into the directory you just created.
3 | Optionally remove the old directory.
4 | Optionally rename the new directory.

Speeding up conversion time by renaming NFS directories



How to manage UNIX access to NTFS files

UNIX users need
Windows NT
credentials to
access NTFS files

WAFL credential
caching

If auser isusing UNIX and tries to open afile with an ACL inamixed or NTFS
(Windows NT security style) gtree, the filer uses NTFS security semantics to
determine whether the user has access to thefile.

Thefiler does this by converting the UNIX UID (User ID) into aWindows NT
credential, which is also known asa WAFL (Write Anywhere File Layout)
credential. Windows uses the credential to verify that a user has access rights to
thefile. A UNIX user can have both a UNIX name and a Windows name.

As part of the process of creating a WAFL credential, the filer contactsan NT
domain controller to look up a user’s SID (Security ID) and groups.

Windows verifies each request for access to files. Each access usually takes
between 10 and 500 milliseconds, and can take longer because contacting a
domain controller to create a WAFL credential is time-consuming. To reduce the
time spent in contacting a domain controller, the filer can cache the WAFL
credential in a credential cache. This cache is called the WAFL credential cache.
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How to manage the WAFL credential cache

The default
configuration

Two ways to
manage the WAFL
credential cache

Global cache
management
options

When to use the
wcec command

222

The default configuration stores each WAFL credential for 20 minutes. Thisis
generally sufficient for most situations.

You can manage the cache globally with options and specifically with thewcc
command. This enables you to add entries to and remove entries from the WAFL
credential cache and to troubleshoot file access problems that might be caused by
mapping problems.

Note
If you make changes to the WAFL credential cache and an NFS client has cached
information, it can take a noticeable amount of time for the changes to become
visible.

If the default configuration does not work well for your site, you can use an
option to set how long each WAFL credential cache entry isvalid. You can also
trace CIFS|logins as an aid to debugging mapping problems.

0  To set how long each WAFL credential cache entry isvalid, use the
waf | . wec_mi nut es_val i d option, as described irSetting how long
each WAFL credential cache entry is valah page 225.

O To display information about every CIFS login attempt, use the CIFS login
tracing feature, as described ifogling CIFS login tracirgon page 232.

You use thewcc command to perform the following tasks:

0 Add names to or remove names from the WAFL credential cache, as
described in Adding an entry to the WAFL credential catloa page 226
and ‘Deleting entries from the WAFL credential catba page 227

O Monitor the WAFL credential cache by displaying statistics about it, as
described in Displaying WAFL credential cache statistias page 228.

0 Troubleshoot file access and other problems by displaying what name
mappings would be, as described Displaying a mapping result for a
UNIX namé on page 230 andDisplaying a mapping result for a Windows
namé on page 231.
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The wcec command Thewcc command has five basic types, each with its own function. The typeis
syntax determined by the first option, as follows:

- a adds a name to the WAFL credential cache.

- d displays statistics about the WAFL credentia cache.

- s displays what the mapping of a Windows NT name would be.
- u displays what the mapping of a UNIX name would be.

- X removes entries from the WAFL credential cache.

0

O o o o

wccC

The wcec command Eachwcc command type has adifferent set of options, as shown in the following
options table.

Type

Other options

Function

WCC -a

-u uname -i ip-addr

[-v]

Adds the name to the WAFL credential
cache. The - v option displays Windows
NT groups.

wcce -d

[-V] ...

Displaysthe following statistics about the
WAFL credential cache:

0 Number of entriesin the cache

O Ageof the oldest entry

0 Number of Administrator-privileged
entries

The - v option adds mappings for every
user.

WCC -S

ntname [-i ip-addr]

[-v]

wccC -u

uname [-i ip-addr]

[-v]

Displays what the current mapping of the
specified name would result in, but does
not change the WAFL credential cache.

The - v option displays numeric SIDs.
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Type

Other options

Function

WCC -X

[-f] [-v]

Removes all entries from the WAFL
credential cache.

The - v option displays how many entries
have been removed.

-i ip-addr [-v]

Removes all entries from the WAFL
credential cache with the same | P address.

The - v option displays how many entries
have been removed.

-sntname [-i ip-addr]

[-v]

Removes the entries with the given
Windows NT name and optional
qualifying IP address. If the Windows NT
name is the name of a group, removes all
members of that group from the WAFL
credential cache.

The- v option displays how many entries
have been removed.

-u uname [-i ip-addr]

[-v]

Removesthe entrieswith the given UNIX
name and optional qualifying IP address.

The- v option displays how many entries
have been removed.

The - v option increases the level of detail of information. The kind of
information varies with each command. You can have up to three instances of the
-v option (-vvv) per command. Each repetition of the option increasesthe level of
detail; three instances provide statistics that are only of interest to Network

Appliance Technical Support.
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Setting how long each WAFL credential cache entry is valid

Description This procedure enables you to change how long each WAFL credentia cache
entry isvalid. If you need to see security updates as they occur, you might want
to use asmaller value than the default. However, access verifications are more
frequent than with a greater value. This means that with a smaller value, users
might experience slower performance.

Step To change how long each WAFL credential cache entry isvalid, complete this
step.
Step | Action

1 | Enter the following command:

options wafl.wec_minutes_valid n

n is the number of minutes you want each entry to be valid. It can
range from 1 through 20160. The default value is 20.
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Adding an entry to the WAFL credential cache

Description

Prerequisites

Cautions

Step

226

This procedure adds an entry to the WAFL credentia cache. You can use this
procedure in a script to load the WAFL credential cache at boot time with entries
rather than wait for those entries to be created in the course of accessing afile.
You can perform this procedure at any time.

You must have the names and | P addresses of those you want to add to the WAFL
credential cache.

If you add more entries than the maximum number of entries allowed, the older
entries are deleted.

To add an entry to the WAFL credential cache, complete this step.

Step | Action

1 | Enter the following command:
WCC -a -UuU unane -i |paddress

unane isthe UNIX name of a user.

i paddr ess isthe|P address of the host that the user is on.

Adding an entry to the WAFL credential cache



Deleting entries from the WAFL credential cache

Description This procedure deletes entries from the WAFL credentia cache. You do thisto

force the lookup of UIDs the next time they are used, but you don’t want to wait

until the entries time out automatically.

Prerequisites You must have the name and optionally the IP address of the person or group you

want to remove from the WAFL credential cache.

Caution If the Windows NT name is the name of a group, this procedure removes all

members of that group from the WAFL credential cache.

Step To remove an entry from the WAFL credential cache, complete this step.
Step | Action
1 | Enter the following command:

Wcc -X nane

name can be one of the following specifications:
O -s followed by a Windows user name or group name
0 - u followed by a UNIX name

You can further narrow the specification of a user by adding
followed by the IP address of the host that the user is on.
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Displaying WAFL credential cache statistics

Description This procedure displays WAFL credential cache statisticsin detail. You can do
this at any time to monitor the WAFL credential cache.

Step To display statistics about the WAFL credential cache, complete this step.

Step | Action

1 | Enter the following command:

wee -d

You can get more detailed information by appending - v to the
command line.

Sample output The following sample output shows the output of statistics with the - d option.

wee -d
nday (Ul D 10050) from 10.100.4.41 => NT- DOVAI N\ nday*

Total WCC entries: 3; oldest is 127 sec.
Total Administrator-privileged entries: 1
* indicates nembers of "BU LTIN Admi nistrators" group

The following sample output shows the output of statistics with the - v option
used twice.

cc -dvv
mm (U D 1321) from 10. 100. 4. 41 => NT- DOVAI N\ mmm

kkkkkkkhkkkkhkkkk*x

UNI X uid = 1321

NT menber shi p
NT- DOVAI N\ nmm
NT- DOVAI N\ Domai n User s
NT- DOVAI N\ SU User s
NT- DOVAI N\ I nstal | ers
NT- DOVAI N\ t gl ob
NT- DOVAI N\ Engi neeri ng
BUI LTI M User s
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User is also a menber of Everyone, Network Users,
Aut henti cated Users

*hkkkhkkhkrkkhkkkk

nday (Ul D 10050) from 10.100.4. 41 => NT- DOVAI M nday*

*hkkkhkkhkrkkhkkkhkx

UNI X uid = 10050

NT menber shi p

NT- DOVAI N\ nday

NT- DOVAI N\ Domai n User s

NT- DOVAI N\ Donai n Admi ns

NT- DOVAI N\ SU User s

NT- DOVAI N\ I nstal | ers

BUI LTI M User s

BUI LTI M Admi ni strators
User is also a menber of Everyone, Network Users,
Aut henti cated Users

kkkkkkkhkkkkrkkkhk*x

haw eyr (U D 1129) from 10. 100. 4. 41 => NT- DOVAI N\ haw eyr

kkkkkkkhkkkkkkkk*x

UN X uid = 1129

NT menber shi p

NT- DOVAI N\ hawt eyr

NT- DOVAI N\ Donai n User s

NT- DOVAI N\ I nstal | ers

NT- DOVAI N\ SU User s

BUI LTI M Users
User is also a menber of Everyone, Network Users,
Aut henti cated Users

kkkkkkkhkkkkkkk*x

Total WCC entries: 3; oldest is 156 sec.
Total Administrator-privileged entries: 1
* indicates nembers of "BU LTIN Administrators" group
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Displaying a mapping result for a UNIX name

Description

Step

Sample output

230

This procedure displays what the current mapping of the specified UNIX name of
aUNIX user would result in, but does not change the WAFL credential cache
itself. You use this procedure if aUNIX user cannot access afile that the user
should be able to access, and you suspect that mapping problems might be part of
the problem.

To display what the current mapping of a UNIX name would result in, but not
change the WAFL credential cache, complete this step.

Step

Action

1

Enter the following command:

Wcc -u unane

unane isthe UNIX name of a user.

O You can further narrow the specification of the user by adding
- i , followed by the IP address of the host that the user is on.

O  You can get more detailed information by appending - v to the
command line.

The following example shows the mapping of a UNIX name.

wee -u fuser001
(NT - UNIX) account nane(s): (NT-DOVAI N\fuser001 - fuser001)

kkkkkkkhkkkhkkkk*x

UNI X uid = 1172

NT menber shi p

NT- DOVAI M f user 001

NT- DOVAI N\ Donai n User s

BUI LTI M User s

TFI LER Test
User is also a menber of Everyone, Network Users,
Aut henti cated Users

*hkkkhkkhkkkhkkkhk

Displaying a mapping result for a UNIX name



Displaying a mapping result for a Windows name

Description This procedure displays what the current mapping of the specified UNIX name of
aWindows NT account would result in, but does not change the WAFL
credential cacheitself. You use this procedure if a Windows NT user cannot
access afile that the user should be able to access, and you suspect that mapping
problems might be part of the problem.

Step To display what the current mapping of a Windows name would result in, but not
change the WAFL credential cache, complete this step.

Step | Action

1 | Enter the following command:

WcC -S unane

unane isaWndows NT account.

O You can further narrow the specification of the user by adding
- i , followed by the IP address of the host that the user is on.

O  You can get more detailed information by appending - v to the
command line.

Sample output The following example shows the mapping of a Windows name.

wee -s bluebottle
(NT - UNIX) account nane(s): (NT-DOVAI N\bluebottle - pcuser)

kkkkkkkhkkkhkkkk*x

UNI X uid = 65534

NT menber shi p

NT- DOVAI N\ bl uebottl e

NT- DOVAI N\ Donai n Users

BUI LTI M User s
User is also a menber of Everyone, Network Users,
Aut henti cated Users

*hkkkhkkkhkkkhkkkhk
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Toggling CIFS login tracing

Description

Caution

Step to turn on CIFS
login tracing

Sample output
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You can enable login information to be displayed after every CIFSlogin. You can
do thisany time you need to troubleshoot mapping problems. Login problems are
often the cause of users being denied access to files they should have access to.
CIFSlogin tracing is especially useful in producing verbose messages when a
login attempt fails.

Turning on CIFS login tracing should be used carefully because every CIFSlogin
istraced and results in console messages. Constant use of CIFS login tracing can
result in many console and log messages.

To turn on CIFS login tracing, complete this step.

Step | Action

1 | Enter the following command:

options cifs.trace_login on

If user jdoe attemptsto log in, messages like the following appear on the console;
Mon Jan 4 15:21:38 PST [Cl FSAut hen]: Login attenpt by NETAPP\jdoe
from SM TH PC

Mon Jan 4 15:21:38 PST [Cl FSAut hen]: User authenticated by DC

Mon Jan 4 15:21:38 PST [ Cl FSAut hen]: PC user name maps to UN X user
smith

Mon Jan 4 15:21:38 PST [C FSAuthen]: Uni x user set to root by
wafl.nt_admin_priv_nap_to_root

Mon Jan 4 15:21:38 PST [C FSAut hen]: Login accepted

Toggling CIFS login tracing



Step to turn off To turn off CIFS|ogin tracing, complete this step.

CIFS login tracing

Step

Action

1

Enter the following command:

options cifs.trace_login off
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NFS Administration

NFS administration covers four areas

This chapter has
four sections

This chapter is divided into four sectionsthat contain the topics described in the

following table.

Read...

Tolearn about...

“Section A: Managing NFS Expotts
onpage 236

Exporting filer volumes and
directories to clients so that users ¢
access them.

an

“Section B: Configuring a filer for
(PC)NFS on page 251

Setting the filer up to support
(PC)NFS clients so that users on
those clients can access filer volum
and directories.

“Section C: Configuring a filer for
WebNFS on page 258

Setting up the filer to serve Web
pages to browsers that support the
NFS transport.

“Section D: Displaying NFS

statistics on page 262

Displaying and interpreting NFS
statistics.
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Section A: Managing NFS Exports

Section contents
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This section describes how to manage NFS exports. It includesthetopicslisted in

the following table.

Topic

Description

“Introducing the
/etc/exports filé on
page 237

Describes the format for entries in the
[etc/exports file.

“Rules for exporting
volumes and directoriés
onpage 239

Describes rules you should follow when
creating entries in thietc/exports file.

“Default /etc/exports
entrie$ on page 242

Describes the default entries tisatt up places
in the/etc/exports file.

“Restricting access to
volumes and directoriés
onpage 243

Describes how to restrict access to exported
volumes and directories, including ways to us
the- access, -root, - r o, and- r woptions
with /etc/exports file entries.

b€

“The exportfs commarid
onpage 245

Describes the syntax for tlexport f s
command and how to use the command to
activate and deactivate exports.

“The /etc/netgroup fileon
page 247

Describes how to define groups of hosts,
subnets, and other groups to make entries in
letc/exports file easier to manage.

the

“Exporting to subneton
page 249

Describes how to make entries in the
/etc/exports file more manageable by exportin
volumes and directories to subnets rather tha
to individual clients.

[(®]

AN

NFS administration covers four areas
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Introducing the /etc/exports file

letc/exports
controls client
access to
directories

Format for
letc/exports entries

Filer directory path
format

Export specification
determines access
privileges

The /etc/exports file controls how NFS clients accessfiler directories. You add
entries to the /etc/exportsfile for all the directories you want to export.

The format of the entries in the /etc/exportsfileis asfollows:

filer_directory_path export_specification

Thefiler directory path specifies which directory is made available to clients.
The format is as follows:

/vol I vol ume_nanel di rectory

Examples: The following lines show examples of filer directory paths:

/'vol / vol 0/ home
/vol [users/local/jarnold

The export specification specifies the privileges that clients have to mount and
access the filer directory path. The format is as follows:

-root=/jst,-access=/jst,-ro=/ist,-rw=/jst

One keyword is required: The keywords- r oot , - access,-ro,and-rw
are al optional; however, you must include at least one keyword in an export
entry.

What the list variable represents: Thelist variable represents alist that
includes one or more

0 host names
O  netgroup names
O subnets
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Related information
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You can combine elements in an entry: You can combine host names,
netgroup names, and subnets in an entry, as shown in the following example:

-root =adm nhost : adm ni strat ors, - rw=bl ender: pcusers: 123. 45. 67. 0/ 24

Example 1: exporting default filer volume to administration host:

The following line exports the root directory of the default filer volume to the
administration host with root privileges. The administration host can mount the
directory, change permissions and ownerships, and create and delete directories
and files.

/vol /vol 0 -root=adm nhost

Example 2: exporting home directory to administration host and cli-
ents: The following line exports the home directory from the default filer
volume to the administration host and two clients. The administration host has
root privileges and can mount the directory, change permissions and ownerships,
and create and delete directories and files. The clients can mount the directory
and create and delete directories.

/vol /vol 0/ hone -root =adm nhost, - rw=bl ender: m xer

The following table describes related information that you might want to read.

Read... Tolearn about...

“Rules for exporting volumes and | Rules for exporting volumes and

D

directorie$ on page 239 directories.

“Default /etc/exports entriésn The default entries thatet up

page 242 places in théetc/exports file.
“Restricting access to volumes and Ways that you can restrict access t
directorie$ on page 243 volumes and directories.

“The exportfs commariebn How to activate the exports listed in
page 245 the ktc/exportsfile.

Introducing the /etc/exports file
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Rules for exporting volumes and directories

Export each volume  If thefiler has multiple volumes, you must export each volume separately; you
separately cannot export all volumes by specifying / vol asthe exported directory.

Example: The following lines show how to export the volumes on afiler that
has three volumes:

/vol /vol 0 -root=toaster, -access=m xer:bl ender
/vol [users -root=toaster, -access=ni xer:blender
/vol /buil ds -root=toaster, -access=m xer: bl ender

Nonexample: The following line shows an invalid entry for the /etc/exports
directory for afiler that has three volumes; /vol cannot be used by itself as a path:

[vol -root=toaster, -access=blender:m xer

Filer must resolve To export directories to hosts, the filer must be able to resolve host namesinto IP
host names addresses. Host name resol ution can take place

0  through DNS name resolution
O by using the /etc/hosts file on the filer root volume

Refer to “Host name resolution” on page 1at more information about host-
name-to-IP-address resolution.

Cannot restrict Neither the filer nor NFS provide a way to specify hostsdhaot mount the

access by host filer. To restrict access to exports, you must export volumes and directories in a
manner that specifically includes those hosts that should be allowed to mount
them. Exclusion occurs when a host is not specifically included in the list of hosts
authorized to mount exported volumes and directories.

You can export The filer permits directories that have exported ancestors to be exported. In many
ancestors and implementations of the UNIX operating system, you cannot export a directory
descendants that has an exported ancestor in the same file system.
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Filer determines
permissions by
matching longest
prefix

Edit /etc/exports
after changing
volume names

240

Example: Thefollowing lines show exports that the filer allows:
/vol /vol 0 -access=adm nhost, - r oot =adm nhost

/vol /vol 0/ hone -access=bl ender: m xer

Nonexample: The following lines show exports that are not allowed on some
UNIX systems:

[ home -root =adm nhost , - access=bl ender: m xer
[ home/ | ocal -root=adm nhost, - access=bl ender: m xer

The filer uses the longest matching prefix in determining permissions.

In the preceding example

O A client mounting /vol/vol0/home/user 1 gets permissions for /vol/vol0/home
because /vol/vol0/home is the longest matching prefix.

0 A client mounting /vol/volO gets - access=adnmni nhost ,
- r oot =admni nhost permissions.

Note
Because of the way the filer determines permissions, it makes little sense to give
aclient greater permissions at a higher level in the file system.

Example: The following lines show an /etc/exports file that creates a security
breech by enabling any host to mount the /vol/vol0 directory while restricting
specific hosts to mounting the /vol/vol0/home directory. In this example, any host
can gain access to the /vol/vol0/home directory by mounting the /vol/vol0
directory:

/vol /vol 0
/vol / vol O/ home -access=bashful : dopey: sl eepy

If you rename avolume using thevol rename command
O Entriesinthe /etc/exportsfile that refer to the volume become incorrect.

0  Thein-memory information about active exports gets updated automatically,
and clients continue to access the exports without problems.

O Thefiler displays an error message when theexportfs -acommandis
entered, or when the filer is rebooted.

0 Clients display the error message, “Stale NFS file handle,” after the filer is
rebooted.

Rules for exporting volumes and directories
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Caution
To ensure that the entriesin the /etc/exports file remain valid, always edit the

entries in the file to reflect volume name changes immediately after renaming
volumes.
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Default /etc/exports entries

/vol/vol0 and By default, the root volume (/vol/vol0) and the /vol/vol0/home directory are
/vol/ivolO home are exported to the administration host when you run set up.
exported by default

Example of default The default /etc/exports file contains the following lines; in this example, the
exportfs file name of the administration host is toaster:

#Aut o- generated by setup Mon Cct 27 14:15:36 PST 1997
/vol /vol 0 -access=t oast er, r oot =t oast er
/vol /vol 0/ hone -root =t oaster

The following table explains the contents of the default /etc/exportsfile:

/etc/exportsentry Explanation
/vol /vol 0 -access=adni nhost, Only the administration host (adminhost) can mount the root
-1 oot =admi nhost directory and modify files in the directory.

Note

On filers with a single volume, you can refer to the root
directory without the /vol prefix.

/vol /vol 0/ home -r oot =adni nhost The administration host (adminhost) can mount the home
directory asroot.

All other clients can access the home directory to read and
writefiles.

242 Default /etc/exports entries
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Restricting access to volumes and directories

Use export options
to restrict directory
access

Restricting access
to /home

The -access option

The -root option

You can use the export options to restrict access to directories in various ways.

You can restrict access to the /home directory to particular groups by
0 using the chnmod command to change access modes for the directory

O usingthe-rwor - access optionsin the /etc/exportsfile to limit write
privilege to specific hosts

The- access option lists the hosts that can mount exported directories. When
you usethe - access option, only the hosts listed can mount the associated
directory.

Syntax: The syntax for the- access option isasfollows:

Limits: Thereisno limit to the number of host names you can specify with the
- access option. However, the length of aline in the /etc/exports file cannot
exceed 1,024 characters.

Note
If you cannot fit all the host names in a 1,024-character line, you can use
netgroupsin place of host names.

The-r oot option lists the hosts that can mount exported directories as root.
Hosts that mount exported directories as root have full control over the
directories and can perform the following operations:

0 Create and delete directories and files.
0  Change ownership and group associations of directories and files.
O  Set access permissions for directories and files.

Data ONTAP 5.3 System Administrator’s Guide 243



Section A: Managing NFS Exports

The -rw option

The -ro option

Related information
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Syntax: The syntax for the- r oot optionisasfollows:

Limits: You can specify 1 to 256 host names with the - r oot option.

Restrictions: You cannot use netgroup names with the - r oot option.

The - r woption lists the hosts that can modify the exported directories; hosts not
listed by the - r w option have read privilege only.

Syntax: The syntax for the - r woption isasfollows:

Limits: You can specify 1 to 256 host names with the - r woption.

Restrictions: You cannot use netgroup names with the - r woption.

The - r o option lists the clients that cannot modify the exported directories.

Syntax: The syntax for the - r o option isasfollows:

The following table lists additional information that you might find helpful.

Read... To learn about...

The na_exports(1) man page. More about the /etc/exportsfile.

“The /etc/netgroup fileon page 247 | How to create and maintain
netgroups.

Restricting access to volumes and directories
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The exportfs command

Using the exportfs You use the expor t f s command to export and unexport volumes and

command directories. Depending on which options you use, the command exports the
volumes and directories listed in the /etc/exports file or a specific volume or
directory.

Syntax The syntax for theexpor t f s command is as follows:
exportfs [ -aiuv ] [ -0 options |[ filer_directory path ]

The following table describes the options.

Option Description

-a Exports al the entries listed in the /etc/exports file.
-u Unexports all the entries listed in the /etc/exportsfile.
Note

When you use the - u option with the - a option, all exports are
unexported regardless of whether they were created from the
/etc/exports file or with the - o option.

- Exports al the export entries listed in the /etc/exports file, but
ignores the options specified for the entries.

-V Prints each path name asiit is exported or unexported.
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Canceling all
exports

Updating exports
through
letc/exports
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Option

Description

-0

Specifies the options for avolume or directory that you includein
the command line.

Example: To export the /vol/vol/home/terry directory to the host
“mixer” with read/write access, you enter the following
command:

exportfs -o -rw=m xer /vol/vol 0/ hone/terry

Note
Volumes and directories that are exported directly rather than
through thédetc/exports file remain exported until canceled usin
the- au option or until the filer is rebooted.

To cancel all exports, enter the following command:

exportfs -au

When you make changes to the /etc/exportsfile, take one of the following actions
to make the changes take effect:

Runtheexportfs -acommand.

0

Or

0

Reboot thefiler.

If you del ete entries from the /etc/exports file when you make changes, take one
of the following actions to activate the changes and ensure that del eted exports
are deactivated:

Run the following commands:

0

exportfs -au
exportfs -a

Or

0

Reboot thefiler.

The exportfs command
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The /etc/netgroup file

The /etc/netgroup
file defines groups
of clients

Syntax

Restrictions

Changes take effect
immediately

Example of
letc/netgroups

Thefiler /etc/netgroup file defines groups of clients that the filer uses for
checking access permission while processing a mount request.

The following line shows the syntax for each line in the /etc/netgroup file:

groupnare menber-1i st
Limits: Each linein the /etc/netgroup fileis limited to 4,096 characters.

Member-list syntax: Each elementin nenber -1 i st is
O  another group name
O anentry in thefollowing form:
(host nane, usernane, donai nnane)
O Anelement in an entry can be blank, but the commas must be present.

0O When group names are used in the /etc/exportsfile, theuser nane and
domai nnarne fields are ignored.

O  When domain names are used, they must be DNS names; NIS names
cannot be used.

You cannot use netgroup names with the - r wand - r oot options.

Changes made to the netgroup file take effect immediately.

The following lines show an example of a/etc/netgroups file:

trusted-hosts (adm nhost,,)
untrusted-hosts (bashful,,) (dopey,,) (sleepy,,)
al | -hosts trusted-hosts untrusted-hosts
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Example of
letc/exports using
netgroups

Copy /etc/netgroup
when filer doesn’t
use NIS

248

The following lines show an example of an /etc/exports file that uses netgroup
group names:

/vol /vol 0 -access=trusted-hosts, r oot =adm nhost
/vol /vol 0/ hone -access=al | - host s, r oot =admi nhost

If your filer isnot configured as an NI S client, the network groups on thefiler are
not linked with NIS.

Must copy NIS netgroup file:  You must copy an existing NIS network group
over to /vol/volO/etc/netgroup on the filer before the expor t f s command can
useit.

Automating copying with a Makefile:  You can modify the Makefile of the
NIS master to copy the NIS mastefesc/netgroup file to the filer when it is
changed.

Example Makefile: The following lines of code in the NIS Makefile section

for net gr oup. ti nme copy theletc/netgroup file to filers named toaster1,
toaster2, and toaster3; substitute the name of your filers in the “for” list, in place
of toaster1, toaster2, andtoaster3, and add any other filer names to which you
want the file copied:

@mtdi r=/tnp/ nac_etc_mt_$$$$; \

if [ ! -d $$mtdir ]; then rm-f $$mtdir; nkdir $$mtdir; fi;\
for filer in toasterl toaster2 toaster3 ; do \

mount $$filer:/vol/vol 0/etc $$mtdir;\

m/ $$mmt dir/ net group $$mtdir/ net group. bak;\

cp /etc/netgroup $$mtdir/ netgroup;\

umount $$mtdir;\

done; \

rondir $$mtdir

The /etc/netgroup file
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Exporting to subnets

About exporting to
subnets

Valid export options
for subnets

Format for IP
subnet addresses

You can export adirectory to clients on a subnet rather than to individual clients.

The valid export options in the /etc/exports file for exporting to subnets are as
follows:

-ro=subnet_address|: subnet_address]. ..
-rw=subnet _address| : subnet_address] . ..

-root =subnet _address[: subnet _address] ...

The subnet address is a dotted | P subnet address and a mask written in the
following format:

dotted_ipl numbits

dotted_ip can be
O an IP address (“a.b.c.d”)

or
O an IP subnet
O afor aclass A network
O a.bfor aclass B network
O a.b.c for a class C network

The size of the subnet is specified by the number of leading bits of the netmask,
num_hits.
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Export to a subnet
as you do to a client
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You export adirectory to a subnet as you do to an individual client, except that
you specify a subnet address rather than a full |P address in an export option.

Example 1: root access: To export /vol/vol0/home on the filer for root access
to aclient named tooting and all addresses of the form 123.45.67.x with a
netmask 255.255.255.0 (24 leading hits), place the following entry in the
letc/exportsfile:

/vol /vol O/ hone -root=tooting: 123. 45. 67. 0/ 24

Example 2: read/write access: To export /vol/vol0/home for read and write
access to all addresses of the form 123.45.x.y with a 16-bit netmask
(255.255.0.0), place the following entry in the /etc/exportsfile;

/vol /vol 0/ hone -rw=123. 45.0.0/ 16

Example 3: equivalent methods for exporting: Thefollowing entriesin
the /etc/exportsfile are equivalent. They export /vol/vol0/home to a client named
host1, the specified subnet, and a client named host2.

/vol /vol 0/ homre -rw=host 1: 123. 45. 67. 8/ 24: host 2
/vol /vol 0/ hone -rw=host 1: 123. 45. 67/ 24: host 2

Exporting to subnets
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About configuring a filer for (PC)NFS

Section contents This section describes how to use the (PC)NFS daemon that is supplied with the
NFS protocol. The daemon enables DOS, Windows, Windows NT, OS/2, and
Macintosh clients that run (PC)NFS client software to access filer volumes and
directories. It includes the topics listed in the following table.

Topic

Describes...

daemortion page 252

“Introducing the (PC)NFS| O

What the daemon is.
What the daemon does.

“Enabling the daemdmon
page 253

How to start thgoenfsd daemon.

How to have the filer start the daemon
automatically whenever the filer is
rebooted.

“Setting up (PC)NFS usel
entrie$ on page 254

O The requirement that users have entries |in
the/etc/password file and, optionally, the
/etc/shadow file on a UNIX host.

0O How to copy théetc/passwd and
[etc/shadow files from a UNIX host to the
filer.

“Setting the default
umaskK on page 256

What the umask is.
What the umask does.
What values you can use in the umask.

The syntax for thept i ons. pcnf sd
umask command.

O o o g
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Introducing the (PC)NFS daemon

What the daemon
does

NFS protocol must
be licensed

What (PC)NFS
clients can do

Alternate access
method for (PC)NFS
clients

(PC)NFS version 2
supported

252

Thefiler pcnf sd authentication daemon enables clients running a (PC)NFS
client to access a volumes and directories on the filer.

(PC)NFS refersto NFS client implementations for DOS, Windows, Windows
NT, OS/2, and Macintosh operating systems.

The pcnf sd daemon can run on thefiler only if the NFS protocol is licensed. If
the NFS protocol is not licensed, the following warning messages appear:

pcnfsd is NOT running
Cannot use pcnfsd w thout nfs.
(Use the “nfs on” command to enable nfs.)

Using (PC)NFS, clients can mount volumes and directories from the filer after
the user provides the UNIX user name and password for authentication.

Clients must be configured to mount the filer.

If youwant (PC)NFS clientsto be able to accessfiler volumes and directories but
you do not want to run the pcnf sd daemon on the filer, you must set up another
host to provide the (PC)NFS authentication.

The filer supports (PC)NFS version 2, except for printer support. With (PC)NFS
version 2, clients can use the filer for authentication, including obtaining group
permissions (GIDs) and group names through the /etc/group file or the
corresponding gr oup. bynanme NIS map.

Introducing the (PC)NFS daemon
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Enabling the daemon

Default daemon The pcnf sd daemon is disabled by default. You need to enable the daemon
configuration before (PC)NFS clients can access volumes and directories on the filer.
Procedure for Complete the steps in the following table to enable the pcnf sd daemon.
enabling the

daemon Step | Action

1 | Enter the following command to enable the pcnf sd daemon:

options pcnfsd. enabl e on

2 | If youwant the pcnf sd daemon to start automatically whenever the
filer reboots, place the following command in the /etc/rc file in the
filer default volume:

options pcnfsd. enabl e on
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Setting up (PC)NFS user entries

Procedure for
setting up user
entries

Example of how to
copy files manually
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Use the stepsin the following table to set up user entries for (PC)NFS users.

to use NISfor the password
database

Step | Action
1 | Verify that each user of (PC)NFS has an entry in your UNIX
/etc/passwd file and /etc/shadow file, if applicable.
2 | If... Then...
Thefiler hasnot been configured | Copy /etc/passwd and

/etc/shadow, if applicable, to the
filer.

Results: Thefiler is now ready
to servefilesto NFS clients
using (PC)NFS. Each user onthe
client system can mount the file
system from thefiler after
entering a correct user name and
password.

Thefiler has been configured to
use NIS for the password
database

No action is necessary.

This example shows how to copy the /etc/passwd and /etc/shadow files from a
UNIX host to the filer. In this example, the filer root volume is mounted to the
UNIX host at the following mount point:

Infs/toaster

The following commands copy the /etc/passwd and /etc/shadow files from the
UNIX host to thefiler:

cp /etc/passwd /nfs/toaster/etc/passwd

cp /etc/shadow / nfs/toaster/etc/shadow

Setting up (PC)NFS user entries
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Copying files to the

filer automatically

Copying files to the
filer automatically
from NIS Makefile

Copying files to the
filer automatically
with a cron job

You can set up aUNIX host to copy the /etc/passwd and /etc/shadow files
automatically. The following table shows you which information to read to learn
about automatic copying.

If thefiler... Then read...

Uses NIS to authenticate users Codpying files to the filer
automatically from NIS Makefile

Uses/etc/passwd and/etc/shadow “Copying files to the filer
files to authenticate users automatically with a cron jdb

If you use NIS, you can modify the Makefile for the NIS master to copy the
/etc/passwd and /etc/shadow files to the filer automatically.

Example: Put the following code at the end of the NIS Makefile section for
passwd. ti me, substituting the name of each filer in the “for” list in place of
toasterl,toaster2, and so on. Add the line copying/tte/shadow file only if
you are using a shadow password file.

@mtdir=/tnp/ nac_etc_mt_$$$$; \

if [ ! -d $$mtdir ]; then rm-f $$mtdir; nkdir $$mtdir; fi;\
for filer in toasterl toaster2 toaster3 ; do \

mount $$filer:/vol/vol 0/etc $$mtdir;\

mv $$mt dir/ hosts $$mt dir/ hosts. bak;\

cp /etc/passwd $$mt dir/ passwd;\

cp /etc/shadow $$mt di r/ shadow; \

umount $$mtdir;\

done; \

rondir $$mtdir

If you do not use NIS, you can establistraon job to update the filer.
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Setting the default umask

What is umask?

How umask works

The umask format

Values of umask
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Theumask option for the pcnf sd daemon controls the permissions that the
filer assigns to directories and files created by (PC)NFS clients.

The maximum permission for a user, group, or everyone elseis 6, which enables
the appropriate user to read files, writefiles, or have no accessto files. Thevalue
specified in the unmask option is subtracted from 0666 to determine the
permissions assigned to afile.

Example: The following example enables a file's owner to read and write a file,
but denies access to the file by anyone else:

066

The format ofumask consists of three integensnf) that have values of 0, 2, 4,
or 6. The integers specify permissions in the following manner:

0O  The first (left) integer specifies the permissions that the owner of a file has
for that file.

O The second (middle) integer specifies the permissions that members of the
same group as the file's owner have for the file.

0  The third (right) integer specifies the permissions that everyone who is not
the owner or a member of the owner’s group has for the file.

The following table shows themask integers that you can specify in any of the
umask integer positionsrfin).

umask integer M eaning

0 Creates files with permissions that enable users, groups, or
everyone else to read from and write to files.

2 Creates files with permissions that enable users, groups, or

everyone else to write to files.

Setting the default umask
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umask integer M eaning

4 Creates files with permissions that enable users, groups, or
everyone else to read from files.

6 Creates files with permissions that prevent users, grouyps,
or everyone else to read from or write to files.

The default umask The filer uses adefault umask of 022, which
0 enablesusersto read and write their own files
0O enables group members and others to read any users’ files

Syntax The syntax for themask option is as follows:

options pcnfsd. umask nnn

nnn is the umask.
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About configuring a filer for WebNFS

The filer can
respond to NFS
requests from
browsers

Web browser
requirements

Advantages of

WebNFS

How WebNFS
restricts file access

Related information
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Thefiler can use NFS rather than HTTP to respond to file transfer requests made
through Web browsers that support the WebNFS protocol.

The filer does not need alicense for the HTTP protocol to respond to WebNFS
reguests; however, the filer must be licensed for the NFS protocol.

To access files through the WebNFS protocol, users type URL s that start with
“nfs:/I". Web browsers must be capable of sending requests using the WebNFS
protocol.

With WebNFS, the filer can transfer files much faster than with HTTP because
the WebNFS protocol can transfer several files, including graphics files, with
only one TCP connection. The HTTP protocol, in version 1.1, requires a separate
connection for each file that is transferred.

WebNFS access does not usertbent command to enable access to a subtree,
and does not consider UID/GID mappings.

Requests are restricted as follows:

O Requests are honored only for files in subtrees that have been exported.

0 If a subtree has been exported withtlee access option, files in that
subtree are not available through WebNFS.

For information about thexpor t f s command, consult the_exportfs(1) man
page.
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Setting up WebNFS

Procedure for Use the stepsin the following table to set up WebNFS.

setting up WebNFS

Step | Action

1 | Enter the following command to turn on WebNFS:

options nfs.webnfs.enable on

2 | Ifyou...

Then...

Want to specify a
public directory,
known as the root
directory, for
WebNFS access

Enter the following commands, replacing
directory with the path to the root
directory:

options nfs.webnfs.rootdir directory
options nfs.webnfs.rootdir.set TRUE

Results: All NFSlookups are done
relative to the root directory. All WebNFS
clients can accessfiles and directories
under the root directory.

Do not want to Do nothing.
specify apublic
directory for WebNFS
access
Example of To use the /vol/vol O/webfiles directory as the WebNFS root directory, you enter

specifying WebNFS  thefollowing commands:
root directory

options nfs.webnfs.rootdir /vol/vol O/webfiles

options nfs.webnfs.rootdir.set TRUE
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Tasks you can
perform

Changing the root
directory

Disabling the root
directory
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You can perform the following tasks to manage WebNFS service:
0  Changetheroot directory.
0 Disabletheroot directory.
0 Turn off WebNFS service.

Complete the steps in the following table to change the WebNFS root directory.

Note
If youusethevol renanme command to change the name of the volumein
which the WebNFS root directory resides, remember to use this procedure to
specify the new name of the root directory.

Step | Action

1 | Enter the following command, replacing newdir with the path of the
new root directory:

options nfs.webnfs.rootdir newdir

Example: To change the root directory to /vol/volO/cor pwebfiles,
you the following command:

options web.webnfs.rootdir /vol/vol 0/ corpwebfiles

2 | Enter the following command to enable the root directory:

optins nfs.webnfs.rootdir.set TRUE

Complete the step in the following table to disable the root directory.

Step | Action

1 | Enter the following command:

options nfs.webnfs.rootdir.set FALSE
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Turning off WebNFS  Complete the step in the following table to turn off WebNFS service.
service

Step | Action

1 | Enter the following command:

options nfs.webnfs.enable off
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Section D: Displaying NFS statistics

About displaying NFS statistics

The nfsstat
command displays
NFS and RPC
statistics

Syntax

Options
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Thenf sst at command displays statistics about NFS and Remote Procedure
Calls (RPCs) for thefiler. You can use the output of this command to find
performance bottlenecks or inefficienciesin your NFS setup.

Note

A full description of the meaning of NFS statistics is outside the scope of this
guide. A good source of information about this topic is Managing NFSand NIS
by Hal Stern, O'Reilly & Associates, Inc.

The syntax of thef sst at command is as follows:

nf sst at
[ -z ]

nf sst at
nf sst at
nf sst at

[ interval 1 | [ -h [ ip_address | host_name ] ] | [ -1 ] |

-h [ ip_address | host_nane ]

-1
-z

The following table describes the options for the nfsstat command.

Option Description

none When no options are specified, the command displays
statistical information since the last time the filer was
rebooted.

interval When an interval is specified, the command displays

statistics continually. The interval specifies the number ¢

f

seconds the command waits between updates.
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Example: no
options

bon
ters

hat

Option Description
-h Displays statistics for asingle client. You must provide the
client’s host name or IP address as an argument tdhthe
option.
O To use the h option, you must enable the
nfs. per_client_stats. enabl e option by
entering the following command:
options nfs.per_client_stats.enable on
0 Enable the per-client statistics collection mode as s
as possible after you start the filer or reset the coun
with nf sst at - z. Otherwisenf sstat -1 reports
incorrectly low percentages and displays statistics t
include clients that have generated RPC calls but n
NFS calls to the client.
-1 Displays statistics that have been collected for all NFS
clients.
-z Resets the statistics counters.

The following lines show the output of the nf sst at command when you
specify no options:

nf sst at

Server rpc:

TCP:

calls badcal | s nul I recv badl en xdrcal |
0 0 0 0 0

UDP:

calls badcalls nullrecv badlen xdrcal |
24 0 0 0 0
Server nfs:

calls badcal | s

24 0

Server nfs V2: (24 calls)

nul | getattr  setattr root

0 0% 5 21% 0 0% 0 0%
wcache wite Create renove

| ookup readlink read
16 67% 0 0% 0 0%
rename |ink sym i nk
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0 0% 0 0% 0 0% 0 0% 0 0% 0 0% 0 0%
nkdi r rdi r readdir statfs
0 0% 0 0% 3 13% 0 0%

Server nfs V3: (0 calls)

nul | getattr  setattr root | ookup readlink read

0 0% 0 0% 0 0% 0 0% 0 0% 0 0% 0 0%
wite create  nkdir sym i nk nknod renove rdi r

0 0% 0 0% 0 0% 0 0% 00% 0 0% 0 0%
rename |ink readdir readdir+ fsstat fsinfo pat hconf
0 0% 0 0% 0 0% 0 0% 00% 0 0% 0 0%
comi t

0 0%

Example: using the  Thefollowing lines show the output of the nf sst at command when you
-l option specify the- | option:

nfsstat -I

172.17.25.13 sherlock  NFSCPS = 2943506 (90%
172.17.25.16 watson NFSCPS = 3553686 ( 2%
172.17.25.18 hudson NFSCPS = 2738083 ( 1%
172.17.230.7 conan NFSCPS = 6732471 ( 3%
172.17.230.8 baker NFSOPS = 202614527 ( 1%
172.17.230.9 noriarty NFSCPS = 1006881 ( 0%
175. 17. 230. 10 doyl e NFSOPS = 1185 ( 0%

Example: using the  Thefollowing lines show the output of the nf sst at command when you
-h option specify the - h option with a host name:

nfsstat -h eng_host
Gient: 172.17.25.3 (eng_host) ---------mmmmmmmmmi oo

Server rpc:

calls badcal I's nullrecv badl en xdrcall
33374 0 0 0 0
Server nfs:

calls badcal I s

33345 0

Server nfs V2:

nul | getattr setattr root | ookup readlink read
0 0% 8410 25% 19 0% 0 0% 13687 41% 42 0% 489 22%
wrcache wite create renobve renane l'i nk sym i nk
0 0% 3225 10% 12 0% 7 0% 9 0% 0 0% 0 0%

nkdi r rdir readdir statfs
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0 0% 0 0%
Server nfs V3:
nul | getattr
0 0% 0 0%
wite create
0 0% 0 0%
rename |ink

0 0% 0 0%
commi t

0 0%

416 1%

setattr
0 0%
nkdi r
0 0%
readdir
0 0%

29 0%

| ookup  access
0 0% 0 0%
sym ink nknod
0 0% 0 0%
readdi r+ fsstat
0 0% 0 0%

Example: resetting The following command resets the counters:

counters with the -z
option

nfsstat -z

readl i nk
0 0%
renove

0 0%
fsinfo
0 0%

read
0 0%
rodir
0 0%
pat hconf
0 0%

Related information  The following table lists additional information that you might find helpful.

To learn about...

Read...

How the Network Appliance custom
Management Information Base
(MIB) providesthe sameinformation
asthenf sst at command through
SNMP

“About the Network Appliance
custom MIB” on page 112.

About thenf sst at command

Thea nfsstat(1) man page.
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CIFS Administration 8

What is CIFS? CIFS (Common Internet File System) is afile-sharing protocol based on the
Server Message Block (SMB) protocol widely in use by personal computers and
workstations running a wide variety of operating systems. CIFS provides an
open, cross-platform mechanism for client systems, including Windows systems,
to request file and print services from server systems over a network.

This chapter describes how to manage the CIFS file protocol and users.

What you can do You can do some operations that affect CIFS administration only from the filer
only from the filer command line or FilerView. These are

command line or 0 Viewing volumes and examining their status. For additional information
FilerView about volume operations, see Chapter 3, Disk and File System

Management on page 71.

0  Setting or changing volume and gtree security style and oplocks status. For
information about administering gtrees from the filer command line, see
Chapter 12“Qtree administratiai For information about how to
administer gtrees in FilerView, see FilerView on-line help.

Chapter contents This chapter discusses the topics listed in the following table.
Read... Tolearn about...
“CIFS limitation$ on page 270 Describes CIFS limitations when

using the ACL editor, User Managef
and Server Manager.

“Limits on CIFS open files, sessions,CIFS limits on a filer.
and sharéson page 271

“Limits for F700 and series fileren | How to change or examine
page 272 descriptive information about a filer

“Adding CIFS users to the fileon How to add users to a filer from
page 275 Windows NT and the filer command
line.

“Adding local groups to the fileon | How to use User Manager to add
page 278 local groups to the filer.
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Read...

Tolearn about...

“Using CIFS commands with a
remote shell prograihon page 281

How to use a remote shell to
automate CIFS management.

“Enabling guest and generic acces
onpage 282

5 How to give access to users who d
not have an account on the filer.

“Displaying a filer’s sharéon
page 284

How to display information about thg
shared directories on a filer.

D

“Creating and changing a shaom
page 287

How to create a share from Window
NT and the filer and change the valy
of its parameters.

e

“Displaying information about
share%on page 294

How to get information about share
from Windows NT and the filer.

“Deleting a shafeon page 297

How to delete shares from Window
NT and the filer.

1"

“Creating a home share for each
usef on page 299

How to create home shares from
Windows NT and the filer.

“Assigning and changing access
rights’ on page 302

How to define user or group access
rights to a share.

“Displaying access rights to an NTH
file” on page 307

SHow to show who has rights to an
NTFS file on the filer.

“Changing UNIX permissions and
DOS attributes from Window®n
page 308

How to use SecureShare™ Access
view and change UNIX permissions
and DOS attributes.

“Sending a message to all users o
filer” on page 311

&low to send a message in an alert
box to all users on a filer.

“Event auditin on page 313

How to monitor access to a file by
specified user.

a

“Using oplocks on page 328

How to set and remove opportunist
locking from the filer as a whole.

o

“Displaying CIFS statisti¢son
page 330

How to display CIFS information.
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Read...

Tolearn about...

“Displaying CIFS session
informatiori’ on page 331

How to display information from the
filer command line about who is
logged in to CIFS.

“Stopping and restarting CIFS
sessionson page 333

How to stop and start CIFS service
from the filer command line.

“Reconfiguring the filer for CIFSon
page 337

How to run theci fs set up
program to reconfigure CIFS on the
filer

Effects of renaming  If you change the name of avolume that contains at least one share, whether

avolume on shares  through Windows NT or thevol renane command, the filer automatically
offers the share to usersin the renamed volume at the next reboot. The new
volume nameisreflected intheci f s shar es command.

Scope of this This chapter does not discuss procedures that take place on the clients and it does
chapter not describe how a machine joins aworkgroup or domain. For information about
these topics, refer to the manuals for your client operating systems or books

about PC networking.
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CIFS limitations

Introduction This section describes CIFS limitations when operating on files on the filer.
User Manager The Policy menu items and the New Users menu item are permanently disabled.
limitations

Server Manager The following Server Manager features are not supported:

limitations 0  stopping and starting services

O  specifying the recipients of alerts
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Limits on CIFS open files, sessions, and shares

CIFS file access
limits

Limits for F200 and
F300 series filers

Limits for F500 and
F600 series filers

Thefiler is subject to limits on file access through CIFS, as summarized in the

following tables.

The following table shows access limits for F200 and F300 series filers.

CIFSlimits by filer memory 128 MB 192 MB 256 MB

Maximum number of users 1,600 3,000 4,000
Maximum number of open files 32,000 60,000 80,000
Maximum number of locked files 36,096 66,144 88,192
Maximum number of shares 3,200 6,000 8,000

The following table shows access limits for F500 and F600 series filers.

CIFSlimitsby filer 128MB | 192MB | 256 MB | 512MB
mefnory
Maximum number of 1200 | 2200 | 3,200 7,200
users
Maximum number of 24000 | 44000 | 64,000 144,000
open files
Maximum number of 32,000 | 50144 | 72192 | 160,384
locked files
Maximum number of 2400 | 4400 | 6,400 14,400
shares

271
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Limits for F700 and  Thefollowing table shows access limits for F700 series filers with at least 120
MB of memory.

series filers
Type of access Maximum
number
Users 14,825
Files 269,500
Locked files 88,960
Shares 29,650
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Changing or viewing the filer’s description

When to change or
view a filer's
description

Changing a filer's
description from
Server Manager

The description of a filer appears next to its name wherever a machine’s
description comments appear. Initially, the filer has no description. You might
want to change the description to something more informative so that you can
distinguish filers from each other. You might want to view the description of a
filer to find out, for example, what a particular filer does or who is in charge of it.

To change the description of afiler from Server Manager, follow these steps.

Step | Action

1 | Open Server Manager by choosing it from the Start menu.

2 | From the Server Manager Computer menu, choose Select Domain.

Result: The Select Domain window opens.

3 | Inthe Select Domain window, select the filer you want by typing its
UNC name, for example, \FILERNAME, in the Domain field, then
clicking OK.

4 | Double-click afiler name.

Result: The Filer Properties window appears.
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5 | Type anew description of the filer in the Description field.
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6 | Click OK.

Result: The new description goes into effect.

Viewing a filer's To view the description of afiler, enter the following command:
description from
the filer command
line

ci fs conmment

Changing a filer’s To change the description of afiler, enter the following command:

description from

the filer command

line where description isits description, which must be enclosed in quotation marks.
The description must be no longer than 48 characters.

”

ci fs coment ‘“description
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Adding CIFS users to the filer

When you add CIFS By default, Windows NT users who have an account map to a UNIX account of

users the same name. If they do not have a Windows NT account, the user becomes a
generic user and uses the generic account, which is described in “Generic user
accountson page 282. In the rare case that you must add a user explicitly, you
can do so with the methods described in this section.

You can add CIFS users to the filer at any time. The method you use for adding
users to the filer depends on whether you are authenticating with a domain
controller or the UNIX password database.

When To add a user, create an account for the CIFS user within your Windows NT
authenticating with ~ domain environment. If you want the user to also use UNIX files, either create an
adomain controller  entry in the/etc/passwd file on the filer or include the user in thegc/usermap.cfg

file.

What is the /etc/usermap.cfg file? The/etc/usermap.cfg file explicitly
maps Windows NT users to the correct UNIX account and UNIX users to a
Windows NT account. The file can be coded as follows:

O As atext file, with non-ASCI| characters encoded in the NFS character set.

O As a UNICODE file created using the Windows NT tools Notepad or
Microsoft Word.

The filer automatically detects which of these forms is in use.

Format of the /etc/usermap.cfg file: The format of théetc/usermap.cfg file
is a list of text records in the following format:

[IP-qual:] [NT-domai n\] NTUser [direction] [IP-qual:] UnixUser
Lines are processed sequentially.

Format variables: The following table describes the variables in the
/etc/usermap.cfg file description.
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Variable

Description

IP-qual

An IP qualifier that the filer uses in matching a user. You use
an IP qualifier to narrow a matchiRr-qual can be an IP address

in any of the following formats:

0O Avregular IP address specified as numbers separated
periods (dot notation) with an optional subnet address.
example, 192.4.1.0/24 narrows possible matches to th
192.4.1.0 class C subnet.

A host name.
A network name.

A network name with a subnet specified in dot notation.

py
For
e

For example, corpnet/255.255.255.0 specifies the corpnet

subnet.

NT-domain

Specifies the domain to match or the domain to use for a
mapped UNIX account. The default is the domain in which
filer is installed.

the

NTUser

Any user-type account name. If the name contains a space, put

the name in quotation marks.

direction

Restricts the direction of the mapping. By default, mapping

are bidirectional. You can use one of three symbols:
0 =>means NT to UNIX mapping only.
0O <=means UNIX to NT mapping only.

O == means bidirectional mapping. Use this to explicitly
indicate a bidirectional mapping.

n

UnixUser

A UNIX account name.

Symbol conventions: The following symbol conventions are in effect:
0 Anasterisk (*) matches any name.

For example, to map all unmapped users to the UNIX “nobody” account,
add the following line:

*

nobody
0  The null string (

) matches no name and rejects any user.

For example, to prevent access completely, add the following line:

*

Adding CIFS users to the filer



This line prevents the default mapping of Windows NT users who have an
account map to a UNIX account of the same name. Any lines after thisline
are disregarded by thefiler.

O You can use either spaces or tabs as separators.

Name requirements: Windows NT and UNIX names have different
requirements, as follows:

0O Windows NT names are case-insensitive and can contain non-ASCI|
characters within the character set in the current code page. Windows NT
user names can contain spaces, in which case you must enclose the namein
quotation marks.

O UNIX user names are case-sensitive and must be in ASCI|I.

Default file contents: If thefiler is domain authenticated, by default the
/etc/user map.cfg file contains the following line:

donmai n\ adm ni strator r oot

When To add a user, enter the user’s information into the NIS password and group
authenticating with  maps.
the UNIX password

database Note : ) )
If you do not use NIS, create entries for the user in the fileicgpasswd and

/etc/group files.
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Adding local groups to the filer

How to add a local You add alocal group to the filer with the New Local Group window in the User
group Manager for Domains.

Adding agroup with  Usethe New Local Group window to create a new local group as follows
the New Local

Group window Step | Action

1 | Open User Manager for Domains by choosing it from the Start menu.

2 | From the User menu, choose Select Domain.

3 | Sdect thefiler you want by typing its UNC name, for example,
\\FILERNAME, in the Domain field, then clicking OK.

Result: The User Manager window shows information for the
specified filer, as shown below.
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4 | From the New User menu, choose New Laoca Group.

Result: The New Local Group window appears.

rprara | =

P G|

R .3‘_._"‘__. | Eiwip |
_a |
]

278 Adding local groups to the filer



Step

Action

Type the name of the new group in the Group Name text box.

Type a description for the new group in the Description text box.

To add a member, type a user or group hame in the Members list box
or use the Add Users and Groups window, as described in Step 8.

Adding a name with the Add Users and Groups window

8

Click Add.

Result: The Add Users and Groups window appears.

T i -I Al s Mer e | Lk |

Click the arrow next to the List Names From text box to choose a
domain that contains names that you want to add.

Result: A list of namesin the selected domain appears in the Names
list box.

10

To add a name, type one or more user names in the Add Names list
box or select one or more names and click Add.

n

Specify one or more name in either of these ways:
0 Click one or more names in the Names list box.
O Typevalid user or group namesin the Add Names list box.
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Step

Action

12

Click Add in the window where you specified the names.

Result: The names are added to the Add Names field of the Add
Users and Groups window.

13

14

If you want, display the full name of a user associated with an
account name by clicking Show Full Name.
Click OK.

Result: The names appear in the Members field of the New Local
Group window.

Final stepsin the New Local Group window

15

To remove one or more names from the list, select aname or namesin
the Names list, then click Remove.

16

Click OK to put the additions into effect.

Adding local groups to the filer




Using CIFS commands with a remote shell program

What you can use a
remote shell
program for

UNIX example

Automating access
rights

Required
information in
hosts.equiv file

You can use aremote shell program, suchasr sh, to
0 execute CIFS commands

O  create scripts containing CIFS commands to automate similar access rights
tasks

For example, using r sh on the administration host, you can set access rights for
a specific user asfollows:

rsh -1 root -n toaster cifs access home jsmth r-x

Inthis example, the filer name istoaster, the user isjsmith, and the shareis home.
The user has read, execute, and browsing rights to the directory on the filer that
has been defined as the home share.

Because you can use CIFS commands through a remote shell program, you can
automate the task of defining access rights for multiple CIFS filers with similar
user information. For example, you can create a script containing CIFS
commands to enter similar user information for each filer at your site.

Make sure that the following entries are added to the hosts.equiv filein the etc
directory:

host user
host root

where host is the host you are using and user is your name.

Note
Make sure that you include both lines, or not all remote shell functionality works

properly.
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Enabling guest and generic access

Two ways to give You can enable unauthenticated or occasional users to have accessto the filer
access to through CIFS in one of two ways.
unauthenticated or
occasional users For userswho are... Use...
not in a trusted domain a guest account

authenticated do not have an entry jira generic user account
the/etc/passwd file on the filer

Guest accounts If you using Windows NT domain authentication, guests are users who are not in
trusted domains.

If you use aUNIX password database for authentication, guests are userswho do
not have an entry in the database.

Setting up a guest account: To set up a guest account, use the following
opt i ons command:
options cifs.guest_account account_nane

where account_name is the name of the guest account, usually guest or nobody,
which is a preconfigured account in the /etc/passwd file.

If you are using UNIX-style authentication, set the guest account to the name of
an account in the UNIX password database, typically guest, which is mapped to
the UNIX account nobody with the same access rights as the user everyone.

Disabling guest access: To disable guest access, use the following opt i on
command:

options cifs.guest_account

with a “ as account _nane.
Generic user 0 If you are using Windows NT domain authentication, a generic user account
accounts is mapped by default with the name “pcuser.” The generic user account

enables users who meet the criteria described later in this section to connect
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to NTFS or mixed gtrees on the filer. For information about gtrees, see
Chapter 12, “Qtree administratigh or FilerView on-line help.

Note
For generic user accounts to be active, pcuser must be an account in the

/etc/passwd file.

Who can use the generic user account: To use the generic user account, a
user must

O be authenticated
O bein atrusted domain
O not have an entry in the UNIX password database

All users of the generic user account have the same UNIX rights and the
Windows NT rights granted by their Windows NT group membership because
they appear as one account to the system.

Setting up a generic user account: To set up a generic user account, use
one of the followingopt i ons commands with an account name to use as an

argument.:

User type | Option Description

NT waf |l . default _uni x_user | Specifiesthe UNIX user
account to use when an NT
user attemptsto log in and
that NT user would not
otherwise be mapped.

UNIX wafl . default_nt_user Specifiesthe NT user

account to use when a
UNIX user accesses afile
with NT security (hasan
ACL), and that UNIX user
would not otherwise be
mapped.

Disabling generic user access: To disable generic user access, use the
opt i ons described in the previous table with‘a as account_name.
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Displaying a filer's shares

Ways to share If you want to create a folder to be shared by CIFS clients, do one of the
folders following:

0  From Windows NT, use Server Manager as described in the next section,
“Using Server Manager to display a filer’s shdres

0 From the filer command line, use tbef s shar es command to display
share information, as described losing the cifs shares command to display
a filer’'s share’son page 285.

Using Server To display a filers’s shares with Server Manager and get detailed information,
Manager to display  follow these steps.
a filer's shares

Step | Action

1 | Open Server Manager by choosing it from the Start menu.

2 | From the Server Manager Computer menu, choose Select Domain.

Result: The Select Domain window opens.

3 | In the Select Domain window, select the filer you want by typing|its
UNC name, for example, \FILERNAME, in the Domain field, then
clicking OK.

Result: A Server Manager window for the filer appears.
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Step

Action

Choose Computer > Shared Directories.
Result: The Shared Directories window appears.

Compale Y= [pcsy Madfa o
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To get additional details about a share, double-click a share nan

Result: The Share Properties window appears.
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Using the cifs To display the filer’s list of shares from the filer's command line, useitfies
shares commandto shar es command.

display a filer's

shares Command syntax: The syntax is as follows:

cifs shares
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Example of displaying a filer’s shares:  The following example shows a

filer's shares:

cifs shares

Nane

HOVE

C$

openhone

st ock

flour

sesane

Mount Poi nt Description

/vol [ muf fi n/ horre Default Share
everyone / Full Control
techpubs{g} / Full Control
/vol [muffin Renot e Admi ni stration
everyone / Full Control
BU LTI N\ Adnmi nistrators / Full Control
/vol /muffin/witers_home readabl e hone dirs
user |imt=1200
f or cegr oup=t echpubs
everyone / --X
techpubs{g} / r-x
[vol /muffin Not hal f - baked
user |imt=10
everyone / Full Control
[vol [ muf fin/bl ueberry Fl our power
everyone / Full Control
/vol | bagel s/
everyone / Full Control
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Creating and changing a share

Ways to share
folders

Creating a share
from Server
Manager

If you want to create a folder to be shared by CIFS clients, do one of the
following:

0  From Windows NT, use Server Manager as described in the next section,
“Creating a share from Server Manager

0 From the filer command line, use tbef s shar es command to define a
new share, as described i@réating a share with the cifs shares comrihand
on page 290.

Note
By default, three shares are created during CIFS se®pPC$, andHOME. In
filer console displays, the$ share corresponds in UNIX teol/vol0 and the
HOME share corresponds Aml/vol0/home.

To create a share from the Windows NT desktop using Server Manager, create a
folder, then share it by following these steps.

Step | Action

1 | Create a folder on the filer.

2 | Open Server Manager by choosing it from the Start menu.

3 | From the Server Manager Computer menu, choose Select Domain.

Result: The Select Domain window opens.

4 | In the Select Domain window, select the filer you want by typing|its
UNC name, for example, \FILERNAME, in the Domain field, then
clicking OK.

Result: A Server Manager window for the filer appears.
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Step

Action

Chose Computer > Shared Directories, then click the New Share
button.

Result: The New Share window appears.
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Type aname for the new share in the Share Name field. The share
name is case-sensitive.

Type thelocal path here of the folder you created in Step 1. Thisis
usually C:\VOL\VOLNAME\FOLDER.

Type a description of the share in the Commentsfield, if you want.

If you do not want to limit the number of usersthat can connect to the
share at the same time, select Maximum Allowed under User Limit.

10

To limit the number of usersthat can connect to the share at the same
time, click the arrows next to Users until the desired number appears.

If the share has Windows NT security, click Permissions to set
permissions.

12

Click OK.

Result: The New Share window disappears and the share is created.
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Changing the share
description and
user limit with
Server Manager

To change the description and user limit with Server Manager, follow these steps.

Step | Action

1 | Open Server Manager by choosing it from the Start menu.

2 | From the Server Manager Computer menu, choose Select Domain.

Result: The Select Domain window opens.

3 | Inthe Select Domain window, select the filer you want by typing its
UNC name, for example, \FILERNAME, in the Domain field, then
clicking OK.

Result: A Server Manager window for the filer appears.

4 | Choose Computer > Shared Directories.

Result: The Shared Directories window appears.

o Few Dpeoss MecfiE  ee
lor L Dirscs
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Step | Action

5 | Double-click a share name.
Result: The Share Properties window appears.

Crmmi g pdwes  bbuipe el

B Dy pa | TTRME TR L it ] |
- i 5
= it} Ermppruy |
e ——
D cperbors
. S e e piuk, | Ao |
el
= | 1
|
Ceew R .|
[E L T
" e miea
w10 E'-"'"'

6 | Type anew description of the share in the Commentsfield, if you
want.

7 | If youdo not want to limit the number of usersthat can connect to the
share at the same time, select Maximum Allowed under User Limit.

8 | Tolimit the number of usersthat can connect to the share at the same
time, click the arrows next to Users until the desired number appears.

9 | Click Permissions to change share-level permissions.

10| Click OK.

Result: The window disappears and the new values go into effect.

Creating a share Following isthe syntax for theci f s shar es command for creating a share:
with the cifs shares cifs shares -add sharenane path [ -comment description ]
command

[ -forcegroup groupnane ] [ -maxusers n |

The following table describes the parameters.
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Variable

Description

description

A string describing the purpose of the share. It must contain
only charactersin the current code page. It isrequired by the
CIFS protocol and is displayed in the sharelist in Network
Neighborhood on the client. If the description contains
spaces, you must enclose it in single quotation marks.

groupname

The name of the group you want all files in the share to get
the group membership of.

The maximum number of usersthat you specify can connect
to the share at the same time. The limit on this number is
dependent on filer memory, and is shown in “Limits on
CIFS open files, sessions, and shaogspage 271

path

The path name, relative to the root of the filer's file system,

of the root directory of the share.

Note

Because thei f s shar es command is case-sensitive, be
sure that you use the appropriate case when entering the

path name. Separators used in the path name must be
forward slashes (/).

sharename

The name of the share, which is used by CIFS users to
obtain access to the directory on the filer.

If sharename already exists, thei fs shares -add
command fails.

Caution

Do not create shares whose names end with a dollar sign

($); doing so might cause conflicts with reserved names. In

particular, do not create shares called C$ or ADMINS. C
a reserved share name and ADMINS$ is an illegal share
name.

b is

Example: The following example creates a new share called library:

cifs shares -add library /vol/volO/home/lib 'New file library’
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This example creates the library share and defines it as HOME\LIB (fhome/lib in
UNIX notation) in the filer's root volume. With the appropriate access rights,
CIFS users can gain access toff@ME\LIB directory in the root volume, which

is displayed as thigbrary share on their computers. For more information about
setting access rights, refer‘tdssigning and changing access righia

page 302
Using the To change the description, forced file ownership, and user limits of a share, use
cifs shares the following command:

command to cifs shares -change sharename [ -conmment description | -noconment ]

change the share [ -forcegroup groupnanme | -noforcegroup ]
[ -maxusers n | -nonmaxusers ]

The following table describes the parameters.

Parameter or

variable Description

description A string describing the purpose of the share. It must contain
only characters in the current code page. It is displayed|in
the share list in Network Neighborhood on the client. If the
description contains spaces, you must enclose it in single
guotation marks.

groupname The name of the group you want all files in the share to [get
the group membership of.

n The maximum number of users that you specify can conpect
to the share at the same time. The limit on this number |s
dependent on filer memory, and is shownlimfits on
CIFS open files, sessions, and shaogspage 271

-nocomment Specifies no description.

-noforcegroup | Specifies no particular group to own the files that are
created in the share.

-nomaxusers Specifies no maximum number of users that can conngct to
the share at the same time.
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Parameter or
variable

Description

sharename

The name of the share, which isused by CIFS usersto
obtain access to the directory on the filer. It must contain
only charactersin the current code page.
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Displaying information about shares

Methods of
displaying
information about
shares

Using Server
Manager to view
information about
shares

294

You can display information about a specific share or al shares on thefiler.

To display information about shares, do either of the following:

0O Fromthe Windows NT desktop, use Server Manager as described in the next
section, “Using Server Manager to view information about shares

0 From the filer, use thei f s shar es command as described ib$ing the

cifs shares command to view information about stiamegpage 295.

To display information about shares from Server Manager, follow these steps.

Step

Action

1

Open Server Manager by choosing it from the Start menu.

From the Server Manager Computer menu, choose Select Dom

Result: The Select Domain window opens.

ain.

In the Select Domain window, select the filer you want by typing
UNC name, for example, \FILERNAME, in the Domain field, then

clicking OK.

Result: A Server Manager window for the filer appears.

its

Double-click the name of a filer.

Result: The Filer Properties window appears.
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Using the

cifs shares
command to view
information about
shares

Step | Action

5 | Click the Shares button.

below.
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Result: Information about each share on the filer appears, as sh

To display information about a share or shares that exist, enter the following
command:

ci fs shares sharenane

where sharename is the specific name of the share about which you want

information. If you want information about all shares, |eave sharename blank.

Examples of displaying share information: The following command

exampl e displays the share information only for the share library created by the
ci fs shares -add command described in “Creating a share with the cifs

shares commariebn page 290.

cifs shares library
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The following command displays information about all shares:

cifs shares

The sample output isfromci fs shares:
Nane Mount Poi nt Description

HOME /vol [ muf fi n/ horre Default Share
everyone / Full Control
techpubs{g} / Full Control
C$ /vol [muffin Renot e Admi nistration
everyone / Full Control
BUI LTI N\ Admi ni strators / Full Control
openhone [vol /muffin/witers_home readabl e hone dirs
user |imt=1200
f or cegr oup=t echpubs
everyone / --X
techpubs{g} / r-x
st ock [vol /muffin Not hal f - baked
user |imt=10
everyone / Full Control

flour /vol I muf fin/bl ueberry Fl our power
everyone / Full Control
sesane /vol | bagel s/

everyone / Full Control
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Deleting a share

How to delete a To delete shares, do either of the following:

share 0 From the Windows NT desktop, use Server Manager as described in the next
section, “Using Server Manager to delete a stiare

O From the filer, use thei f s shar es command, as described idsing the
cifs shares command to delete shamspage 298.

Using Server To delete a share from Server Manager, follow these steps.
Manager to delete a
share Step | Action

1 | Open Server Manager by choosing it from the Start menu.

2 | From the Server Manager Computer menu, choose Select Domain.
Result: The Select Domain window opens.
3 | In the Select Domain window, select the filer you want by typing|its

UNC name, for example, \FILERNAME, in the Domain field, then
clicking OK.

Result: A Server Manager window for the filer appears.
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Using the

cifs shares
command to delete
shares

298

Step | Action

4 | In the Server Manager window for the filer, choose Computer >
Shared Directories, then click the Properties button.

Result: The Share Properties window appears, as shown below.

- I—ﬂ [T

5 | Click Stop Sharing, then click OK.

Result: The folder is no longer shared.

To delete ashare, usetheci fs shares -del et e command.

Command syntax: Theci fs shares -del et e command hasthe
following syntax:

cifs shares -del ete sharenane
where sharename is the specific name of the share that you want to delete.

Example: The following command deletes the share created by theci f s
shar es -add command described in “Creating a share with the cifs shares

command on page 290.

cifs shares -delete library

Deleting a share



Creating a home share for each user

When to create a
home directory

Accessing a home
directory

Share name length
limitations

You can create a share that contains home directories of registered CIFS users.

For example, if there are users called user1 and user 2, the share contains
directories for userl and user2. When userl connects to the filer and asks for its
list of shares, the display shows a share called userl, but not user2 or any other
individual user.

Note
If Domainl\user and Domain2\user are the same, they do not have different
home directories. To prevent access by the wrong user, set Windows permissions
and UNIX permissions at the root of the user’s home directory.

Users access their home directories in the same way as any other share. That is,
users can open the share with Network Neighborhood, by mapping a drive, or by
using a UNC name. The UNC name is

\\filer\usernane

Because share names are truncated to 12 characters, the home directory name
might show a truncated version of the user’s account name.

For example, consider the 13-letter naadministrator. From the filer point of

view, the home directory for administrator has a nhame that exactly matches the
account nameadministrator, but use of that directory is offered under the
truncated share nanagministrato.

If there were useradministrator andadministrator1, they would see an offer for
their own home directory, but both would see it as an offer to share the name
administrato. Therefore, each user gets the correct directory, even though the
share names appear the same.
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Creating a share
containing user
home directories

Creating share
home directories

300

The following procedure creates a share that automatically contains home
directoriesfor CIFS users:

1. Enable the home directory option by entering the following command.

options cifs.home_dir homedirpath

Where homedirpath isthe UNIX path name that will be mapped to the share
CIFS.HOMEDIR. This share automatically contains CIFS user home
directories.

If the directory containing the home directories is /vol/vol 1/homes, enter the
following command:
options cifs.home_dir /vol/vol 1/ hones

2. Within the directory specified by theci f s. hone_di r option, create a
directory for each user. Make sure that the following conditions are met:

0 Each directory name matches the user’s login name exactly.
0 Each user is the owner of the directory.

Using theci f s. home_di r option to create home directories is useful only if
users do not need to read or write other users’ home directories. If they must
access other users’ home directories, follow this procedure:

1. Create an additional share, from either Windows or the filer, that maps to the
same path name as the CIFS.HOMEDIR share.

2. From either Windows or the filer, assign each user the appropriate access
permissions to other users’ home directories.

Example from the filer: The following example shows how to create an
additional share, assign user access rights to the share, and display the share
information from the filer command line. If authentication is through the
/etc/passwd file, UNIX permissions are shown; otherwise, Windows NT
permissions appear.

cifs shares -add enghones /vol/vol 1/ homes \
-comment "Readabl e home directories"”

“Readable home directories”

cifs access enghomes -g engineering r-x

Creating a home share for each user



cifs shares

Nane Mount Poi nt Description

enghone /vol [ vol 1/ hones Readabl e hone

directories
engi neering{g} / r-x

C$ /vol /vol 0 Renote Adninistration
BU LTI N\ Adm ni strators / Full Control

HOVE /vol / vol 0/ hone Default Share
everyone / Full Control

Cl FS. HOVEDI R / vol / vol 1/ horres Home Directories

everyone / Full Control

Result: Usersinthe engineering group can read al home directoriesin HOMES
on the root volume, which corresponds to the share defined by the opt i ons
ci fs. home_di r command. However, they can only write to their own home

directories, which reside in the CIFSHOMEDIR share.
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Assigning and changing access rights

When to assignh or
change access
rights

Methods of
assigning or
changing access
rights to a share

Assigning or
changing access
rights with Server
Manager

302

After you create a share, you define the user or group access rightsto the share. If
agroup or auser no longer exists, you can remove the corresponding entry from

an ACL.

To assign access rights, use either of the following methods:

0 From Windows, follow the instructionsin the next section, “ Assigning or
changing access rights with Server Mandger

O From the filer command line, do one of the following:

0

Add access with thei f s access command, as described iGi/ing
access with the cifs access comniam page 305.

Remove a user or group with thef s access -del ete
command, as described iRémoving a user or group with the cifs
access -delete commdrnmh page 306.

To assign or change access rights with Server Manager, use the Access Through
Share Permissions window by following these steps.

Step | Action
1 | Open Server Manager by choosing it from the Start menu.
2 | From the Server Manager Computer menu, choose Select Domain.
Result: The Select Domain window opens.
3 | In the Select Domain window, select the filer you want by typing|its

UNC name, for example, \FILERNAME, in the Domain field, thgn

clicking OK.

Result: A Server Manager window for the filer appears.

Assigning and changing access rights



Step | Action

4 | Inthe Server Manager window, click Computer > Shared Directories,
then click the Properties button.

Result: The Share Properties window appears.

5 | Click Permissions.

Result: The Access Through Share Permissions window appears.
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Step | Action

6 | Toadd anew user or group, click Add.

Result: The Add Users and Groups window appears.

Adding a name with the Add Users and Groups window

7 | Click the arrow next to the List Names From field to choose a
domain that contains names that you want to add.

Result: A list of names appears in the Names list box.

8 | Specify one or more names in either of the following two ways:
0  Click one or more namesin the Names list box.
0 Typevalid user or group namesin the Add Names text box.

9 | Click Add in the window where you selected the names.

Result: The names are added to the Add Names field of the Add
Users and Groups window.

10| If you want, add or modify the access type by selecting one or more
names and choosing an access type from the Type of Accesslist.

Stepsin the Access Through Share Permissions window
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Giving access with
the cifs access
command

Step | Action

11| To assign or change an access type, select a name or namesin the
Nameslist, then click the arrow next to Type of Access and select an
access type.

12| To remove one or more names from the list, select a name or names
in the Names list, then click Remove.

13| Click OK.

Final step in the Properties window

14| Click OK to put the changes into effect.

You usetheci fs access command to assign accessto a share from thefiler
command line. To change the permissions, run the command with the new
permissions.

Command syntax: Theci fs access command has the following syntax:

cifs access share [ -g ] user|group rights
The - g flag specifies that the access rights are defined for a group.

rights can be UNIX-style permissions or Windows NT-style rights:

0  UNIX-style permissions are defined asr , w, and x, which mean read, write
and delete, and execute and browse, respectively. To deny aright to a user,
use a hyphen (-).

O  Windows NT-style rights are No Access, Read, Change, and Full Contral.

Examples: Here are some examples of assigning access rights from the filer:
O cifs access library -g engineering rwx
0 cifs access library domain\joed Change

Note
The group everyone isreserved. When you useit in an ACL, the group everyone
means every CIFS user. For example, to give every CIFS user read, write, and
execute rights to the library share, you enter the following command:

cifs access |library everyone rwx
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Removing a user or  If auser or group no longer exists, you can remove the corresponding entry from
group with the cifs an ACL. Use the following command syntax to remove an entry in an ACL:

access -delete

cifs access -del ete share user | group
command

Following are some examples of removing entries from the library share.

The following command removes the engineering group from the library share.

cifs access -delete library engineering

The following command removes the user joed from the library share.

cifs access -delete library domain\joed
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Displaying access rights to an NTFS file

Access rights
display methods

Displaying access
rights from the
Windows desktop

You can display access rights to an NTFS file from Windows.

To display accessrights to afile from the Windows desktop, follow these steps.

Step | Action

1 | Right-click afile and choose Properties from the pop-up menu.

Result: The Properties sheet appears.

2 | Click the Security tab.

Result: If thefileisaWindowsfile, the Security sheet appears.

3 | Click Permissions.

Result: Permissions are displayed, as shown below.
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Changing UNIX permissions and DOS attributes from Windows

How to change
UNIX permissions

Displaying
SecureShare
Access

308

Some files and directories on the filer have both Windows and UNIX-style

permissions. You can change Windows-style permissions from Windows by
editing Windows permissions. To change UNIX permissionsin a UNIX file
system from the Windows desktop or to change DOS attributes, you use the
SecureShare Access tool.

To use the SecureShare Access tool from aclient, you must install the tool on the
client. For instructions about downloading the SecureShare Access tool, see the
Software and Firmware Upgrade Guide or Start Here.

Note

To change UNIX permissions, you must understand them. Explaining UNIX
permissions is outside the scope of this guide. Consult literature about UNIX for
an explanation of UNIX permissions.

To display SecureShare Access, follow these steps.

Step | Action Result

1 | Select thefilesand directories Theitems are highlighted.
whose permissions you want to
change.

2 | Right-click one of theitemsyou | A pop-up menu appears.
selected.

3 | Choose Properties from the pop- | The Properties dialog box
up menu. appears.

4 | Click the SecureShare tab. SecureShare Access appears.
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Changing the
permissions of a
single item

If you select only one item, SecureShare Access appears as follows:

Ly

Preyrsimry ool H

S rwrApplisrc e

This box is selected
T v mr s B e fomd Bl 1 e

if the files is a

directory. R -

_This b_ox _is se_lected : .—w'm r ﬂ:

if the file is a link. s e F
G fmay

. . H = A E R
This box is selected Fomdr PrFBOFD BT
if the file has an \r ™
HEa M
ACL. F sma. FCF T I ok

Select this box to ———p1"

to descend into

subdirectories.

Select this box to
enable files to
inherit the user's

ID during execution.

Select this box to
enable files to
inherit the user's
group ID during
execution.

_— Select these boxes
to change UNIX
permissions.

™ Select this box
to enable the

sticky bit.

Select these boxes to
change the DOS attributes.

Caution

SecureShare Access has no undo feature. Use it very carefully.

Qtree security style effects: The security style of the gtree from which you

select an item has the following effects:

O InNTFS-stylegtrees, al the edit fields and check boxes are disabled. Use
standard Windows NT tools to manipulate NTFSfiles.

O InNFS-style gtrees, the Has ACL check box is meaningless and is disabled.

O Inmixed-style gtrees, if afile hasan ACL, the ACL isremoved when you
click the OK or Apply button. A dialog box prompts you to confirm that this

iswhat you want.

Note

If you click OK or Apply on any page or tab of a Properties sheet, it putsinto
effect al changes that you made on all pages or tabs of the Properties sheet.

Recursive application of changes: If one or more of thefilesisadirectory,
the Descend Into Subdirectories check box is enabled. Select this check box to
apply the changes you make recursively to the contents of any directory you

selected. Links are not changed, but their targets are.
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Changing the
permissions of
multiple items

310

You can change the permissions of several items at once by selecting them, then
displaying SecureShare Access by following Steps 2 through 4 in “ Displaying
SecureShare Accéssn page 308.

In the multiple-item display, the following conditions are in effect that are
different than the single-item display.

O Permissions; DOS attributes; or characteristics; for example, whether an
item is a directory, that are common to all the items you selected appear with
a white background.

0 Permissions; DOS attributes; or characteristics; for example, whether an
item is a directory, where one item differs from the rest of the items you
selected appear with a light gray background.

Permissions or DOS attributes that you set apply to all items you selected.

Turning one of the check boxes gray preserves the permissions on any of the
selected items.
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Sending a message to all users on afiler

When to send a You might want to send a message to al users on afiler to tell them of important
message events. The message appearsin an alert box. For example, you might need all
users to close any open files on the filer, but not want to stop CIFS services and,
therefore, not take advantage of the messaging function of theci f s
t er m nat e command.

How to send the To send a message to al users on afiler, follow these steps:
message

Step | Action

1 | Open Server Manager by choosing it from the Start menu.

2 | From the Server Manager Computer menu, choose Select Domain.

Result: The Select Domain window opens.

3 | Inthe Select Domain window, select the filer you want by typing its
UNC name, for example, \FILERNAME, in the Domain field, then
clicking OK.

Result: A Server Manager window for the filer appears.

4 | Inthe Server Manager window, from the Computer menu, choose
Send Message. The Send Message window appears.

ﬂu-'v-r-!'\r-w-nﬂul-rl'ﬁﬂt

[ i |

5 | Enter amessage in the text box of the Send Message window.
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Step

Action

Click OK to send the message.
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Event auditing

You can audit file
access events

Why use event
auditing

Active event log
naming

Log access

Data ONTAP enables you to monitor reads and writes of a specified file on the
filer by a specified user. The procedure for doing so is the same as for Windows
NT.

Note
Thefile on the filer must be in amixed or ntfs volume or gtree. You cannot audit
eventson afilein a UNIX volume or gtree.

You can specify the logging of successes, failures, or both for each type of event
as described in “Setting a system ACL on a filen page 321. You can view the
events on the filer using the Windows Event Viewer, as describédawihg
events in a security 18@n page 325.

You use event auditing to troubleshoot access problems, to check for suspicious
activity on a system, or to investigate a security breach.

0 If someone who should have access to a file cannot get access, examining
the event can provide a clue to resolving the problem.

O If afile has been changed in a way that indicates a security breach, event
auditing might provide clues about the nature of the breach if subsequent
changes occur.

The active event log is the file to which system writes access logging
information. The default active event log'ésc/log/adtiog.evt. You can specify
another active event log with tké f s. access_| oggi ng. fi | enane

option. You can change active event logs at any time. The other logs remain
available for reading until you delete them.

Anyone can read an event log. You cannot write to an event log or clear one, but
you can delete one.

Data ONTAP 5.3 System Administrator’s Guide 313



Event log detail displays

How to examine an You examine an event in detail by double-clicking it and looking at the resulting
event in detail event details display. There are the following kinds of event details displays:

O  Windows file access detail displays

O UNIX file access detail displays

0  Unsuccessful file access detail display

O Lost record event detail display
Windows file Windows file access detail displays show the following information displayed in
access detail the detail screens.
displays

Field Description

Object Server The name of the subsystem server process calling
the audit check function. Thisisalways SECURITY,
because thisis a security log.

Object Type The type of object being accessed.

Object name The name (such as a file name) of the object being
accessed.

New Handle ID The new handle identifier of the open object.

Operation ID A unique identifier associating multiple events
resulting from a single operation.

Process ID Theidentifier of the client process accessing the
object.

Primary User Name The user name of the user requesting the object
access. When impersonation is taking place, thisis
the user name with which the server processis
logged on.

314 Event log detail displays



Field

Description

Primary Domain

The name of the computer, or SYSTEM if the user
identified by Primary User Nameis SY STEM. If the
computer is amember of aWindows NT Server
domain, this can also be the name of the domain
containing the primary user’s account.

Primary Logon ID

A unique identifier assigned when the primary user

logged on.

Object User Name

Your login.

Client Domain

The name of your computer or the domain
containing the client user’s account.

Client Logon ID

A unique identifier assigned when the client use
logged on.

Accesses

The types of accesses to the object that were
attempted.

Privileges

Your privileges.

UNIX file access
detail displays

UNIX file access detail displays show the same kind of information as the
Windows file access event detail screens, but instead of an object name, NFS

access appears because the file is being accessed through NFS. In addition,
UNIX file access detail displays show the following information about the file

that you are monitoring:

0 ThelD of the volumein which thefileislocated
0 ThelD of the latest snapshot in which thefile islocated

0 Theinode of thefile

This information enables you to find thefileusing thel s -i command.

Unsuccessful file
access detail
display

An unsuccessful file access detail display appears when auser could not accessa
file. For example, an unsuccessful file access occurs when a user triesto access a
file but does not have permission to accessiit.

Thedisplay showsthe D of the user who tried to accessthefile and an indication
that the access attempt was unsuccessful.
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Lost record event If the system could not create an audit record, the Lost record event detail display
detail display gives areason, such as the following reason:
Internal resources allocated for the queueing of audit nessages
have been exhausted, leading to the |oss of some audits.
Nunber of audit records discarded: 1
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Event auditing overview

Description This overview of how to audit events contains steps that are described in detail in
later sections.
Steps To audit events, complete the following steps.
Step | Action

1 | Enable CIFS accesslogging, as described in “Enabling CIFS access|
logging’ on page 318.

2 | Set a system ACL on the files you want to audit, as described in
“Setting a system ACL on a filen page 321. This involves

specifying the users or groups whose access to the file you want to
audit.

3 | Use the Event Viewer, as described Migwing events in a security
log” on page 325 to view the security log.
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Enabling CIFS access logging

Description

Step

318

Use this procedure to enable CIFS access logging. You follow this procedure
when you want to start logging file access events by a specified user on a

particular file. After you complete this procedure, the filer is ready to process
access logging information.

To enable CIFS access logging, complete this step.

Step

Action

1

Enter the following command:

options cifs.access_| oggi ng. enabl e on

Enabling CIFS access logging



Disabling CIFS access logging

Description Use this procedure to disable CIFS access logging. You follow this procedure
when you want to stop logging file access events and free the resources that are
used by access logging. After you complete this procedure, access logging stops.

Step To disable CIFS access logging, complete this step.

Step | Action

1 | Enter the following command:

options cifs.access_| oggi ng. enabl e of f
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Specifying the active event log

Description Use this procedure to specify the active event log. You follow this procedure
when you want to specify the name of afile to which the system writes access
logging information. You can do this at any time. After you complete this
procedure, if access logging is enabled, the system writes access logging
information to the file you specified.

Prerequisites You must have the path name of the file to use. Thisfile must be in an existing
writable directory.

Step To specify the active log, complete this step.

Step | Action

1 | Enter the following command at the command line:

options cifs.access_|ogging.filenane path_name

path_nameisthe path namein UNIX format of thefile to which
you want the system to write access logging information.
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Setting a system ACL on afile

Description

Prerequisites

Steps

Use this procedure to sets asystem ACL (SACL) on afile. You must complete
this procedure to monitor access activity on afile. You complete this procedure
when you have decided to monitor access to afile by specified users or groups.
The procedure is the standard Windows NT procedure for setting a SACL on a
file. After you complete this procedure, if accesslogging is enabled, thefiler logs
accesses to the file by the users or groups you specified.

You must have the following items to complete the procedure:
0  Thename of the file you want to monitor
O Thename of the users or groups whose access to the file you want to monitor

To set aSACL on afile, complete these steps.

Step | Action

1 | Right-click the file you want to monitor.

Result: The Propertiestab for that file appears.

2 | Click the Security tab.

Result: The Security properties window appears.
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Step | Action

3 | Click the Auditing button.

Result: A blank File Auditing window appears for the file you
specified.
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4 | Click the Add button.

Result: The Add Users and Groups window appears.
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5 | Click the arrow next to the List Names From text box to choose a
domain that contains names that you want to add.

Result: A list of namesin the sel ected domain appearsin the Names
list box.
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Step | Action

6 | To add aname, type one or more user names in the Add Names list
box or select one or more names and click Add.

7 | Specify one or more namesin one of these ways:
0  Click one or more namesin the Names|list box.
O Typevalid user or group namesin the Add Names list box.

8 | Click Add in the window where you selected the names.

Result: The names are added to the Add Names field of the Add
Users and Groups window.

9 | If youwant, display the full name of a user associated with an
account name by clicking Show Full Name.
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Step

Action

10

Click OK.

Result: The names appear in the Name field of the File Auditing
window and the Eventsto Audit check boxes are enabled, as shown
below. In the following figure, checks indicate the boxes that you can
select.
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Note

Execute, Delete, Change Permissions, and Take Ownership events
are not currently supported.
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Viewing events in a security log

Description Use this procedure to view eventsin a security log and check the events on the
file and users you specified in the procedure “ Setting a system ACL on a fflen
page 321. After you complete this procedure, access information is displayed.

Prerequisites You should have the name of the security log that you want to view.
Steps To view events in a security log, complete these steps.
Step | Action

1 | Open the Event Viewer by choosing the menus shown beloy.
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Result: The event viewer appears.
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Step | Action

2 | From the Log menu of the Event Viewer, choose Open.

Result: An Open window appears.
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3 | Choose the share that contains the log you want to look at.

Result: A list of files appears.

4 | Click thelog file you want to examine. An Open File Type
window appears.
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5 | If Security isnot selected, select it.
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Step | Action

6 | Click OK.
Result: The Event viewer appears and displays alist of
Security events as shown below.

Ter e
Tima

et
In the display, symbols preceding event entries have the
following meanings:

0 Key - Successful access attempts
0  Lock -Unsuccessful access attempts

7 | Toview an event detail, double-click the event.

Result: Anevent detail screen appears.
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Using oplocks

What oplocks do

When to use
oplocks

When to turn
oplocks Off

328

Oplocks (opportunistic locks) enable the redirector on a CIFS client in certain
file-sharing scenarios to perform client-side caching of read-ahead, write-behind,
and lock information. A client can then work with afile (read or write it) without
regularly reminding the server that it needs access to the filein question. This
improves performance by reducing network traffic.

Under some circumstances, if a process has an exclusive oplock on afileand a
second process attempts to open the file, the first process must relinquish the
oplock and accessto the file. The redirector must then invalidate cached data and
flush writes and locks, resulting in possible loss of datathat was to be written.

Data loss possibilities: Any application that has write-cached data can lose
that data under the following set of circumstances:

O It hasan exclusive oplock on thefile.
O Itistold to either break that oplock or close thefile.

0  During the process of flushing the write cache, the network or target system
generates an error.

Error handling and write completion: The cache itself does not have any

error handling—the applications do. When the application makes a write to
cache, the write is always completed. If the cache, in turn, makes a write to the
target system over a network, it must assume that the write is completed because
if it does not, the data is lost.

CIFS oplocks on the filer are On by default.

You might turn CIFS oplocks Off under either of the following circumstances:

O You are using a database application whose documentation recommends that
oplocks be turned Off.

0 You are handling critical data; that is, you have a good network but you
cannot afford even the slightest data loss.

Otherwise, you can leave CIFS oplocks On.

Using oplocks



Turning oplocks On
and Off globally

Turning oplocks On
or Off at individual
clients

You can turn CIFS oplocks On or Off globally for the entirefiler or for individual
qgtrees, which are special directoriesthat are described in detail in Chapter 12,
“Qtree administratiai

Turning oplocks Off: You turn all CIFS oplocks Off with the following
opt i ons command:

options cifs.oplocks. enable of f

Turning oplocks On: You turn CIFS oplocks On with the following
opt i ons command:

options cifs.oplocks. enable on

You can turn CIFS oplocks On or Off at individual clients. Turning CIFS oplocks
On at the filer does not override any client-specific settings. Turning CIFS
oplocks Off at the filer disables all oplocks to or from the filer.

For additional information: For additional information about oplocks,
consult the Microsoft Knowledge Basehttip: //mww.microsoft.convkb.
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Displaying CIFS statistics

How and why to
display CIFS
statistics

Statistics displays
with the cifs stat
command

330

You usetheci fs st at command to display statistics about CIFS operations
that take place on your filer. You usetheci f s st at display for diagnostic
purposes.

You canusetheci fs stat command intwo forms:

0 If you specify atimeinterval, the command displays statistics at the
specified intervals.

0 If you do not specify atime interval, the command displays CIFS statistics
that have accumulated since the last reboot.

Example of cifs stat output: The following command displays statistics
every second:

cifs stat 1
Get Attr Read Wite Lock (Open/d D rect Q her

175 142 54 70 254 643 50
232 76 123 44 321 154 17
152 120 34 111 12 435 76

The following table describes the fields.

Field Description

Get Attr Attribute operations.

Read Read data operations.
Wite Write data operations.
Lock Lock operations.

Open/ d Open and close operations.

Direct Directory operations.

O her Other operations, such as deletes and logoffs.
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Displaying CIFS session information

CIFS session
information you can
display

Displaying
information with the
cifs sessions
command

You can display information about connected users and the number of shares and
open files for each user. You can aso display information about a specific
connected user.

Theci fs sessi ons command syntax is as follows:

cifs sessions <usernane>

Displaying information about all connected users: To display
information about all connected users, use the following command syntax:

cifs sessions

Sample output is

Server Registers as TOASTER' in group WNT-DOMAIN
WINS Server: 272.320.0.4

PC style Access Control is being used

Using domain controller WNT-DOMAIN-PDC for authentication

PC (user) #shares #files
SMITHPC (gsmith) 1 1
PETERSPC (zpeters) 2 3

Displaying information about one user: To display the information for a
particular user, specify the user name in the command; for example:

cifs sessions ghopper

users
sharesf/files opened

HALEY-HOMEL (ghopper)
ENG-USERS
Read-denyW -
\GHOPPER\SRC\PROD\COMMON\HTTPD\httpd_fast.c

HALEY-PC  (ghopper)
ENG-USERS
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Displaying connected user security information: To display security
information for each connected user, useci f s sessi ons withthe- s option.
After thefirst two lines, detailed information for each connected user is
displayed. The following example lists only one user.

cifs sessions -s

users
Security Infornation
HOLARD- PC (root)
LR R RS SR EEEREE S S
UNFX uid =0
user is a nenber
user is a nenber
user is a nmenber
user is a nmenber
NT menber shi p

kkkkkkk*k

of group daenon (1)
of group www (204)
of group well (0)

of group http (500)

VWAT- DOVAI M r oot

VWAT- DOVAI N\ Dormai n User s

WAT- DOVAI N\ Domai n Adni ns

WAT- DOVAI N\ SU User s

WAT- DOMAI N\ I nstal | ers

BUI LTI M User s

BUI LTI M Admi ni strators

User is also a menber of Everyone, Network Users,
Aut henti cated Users

kkkkkkk
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Stopping and restarting CIFS sessions

Ways to stop CIFS If you want to stop CIFS sessions for al clients or for asingle client, do one of
sessions the following:

0  From Windows NT, use Server Manager as described in the next section,
“Disconnecting users with Server Manager

0 From the filer command line, use tbef s shar es command to display
share information, as described losing the cifs terminate commdnoh

page 334.
Disconnecting To stop CIFS sessions with Server Manager, follow these steps.
users with Server
Manager Step | Action

1 | Open Server Manager by choosing it from the Start menu.

2 | From the Server Manager Computer menu, choose Select Domain.
Result: The Select Domain window opens.
3 | In the Select Domain window, select the filer you want by typing|its

UNC name, for example, \FILERNAME, in the Domain field, then
clicking OK.

Result: A Server Manager window for the filer appears.

4 | In the Server Manager window, double-click the name of a filer.

Result: The Properties window for the filer appears.
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Step | Action

5 | Click Users.

Result: The User Sessions window appears.

kil = ) S| ]

6 | To disconnect one or more users, do one of the following:

O Todisconnect asingle user or selected users, select them, then
click Disconnect.

0 Todisconnect all users, click Disconnect All.
Result: The selected users are disconnected.

Note
If at least one of the selected users has open resources, an alert box
appears for you to confirm or cancel your command.

Using the cifs You can stop CIFS service for a specific client or shut down CIFS service from
terminate command thefiler by usingtheci fs t er nmi nat e command. Alwaysterminateal CIFS
sessions before you reboot or turn Off thefiler.
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The cifs terminate
command not
persistent

Time delay

Canceling the
cifs terminate
command

You can specify asingle client or all clients, and the time delay, in minutes,
before the CIFS sessions are terminated, as shown in the following command
syntax:

cifs termnate [client] [[-t] ting]
Variable Description
client Name of the client for which you are

ending a CIFS session.

time Number of minutes before the
termination happens.

Theci fs term nat e command disables CIFS sessions only between the
time you enter the command and the next reboot. After each reboot, if your filer
islicensed and configured to run CIFS, the filer automatically starts CIFS
service. If you want to prevent CIFS from restarting after areboot, remove the
/etc/cifsconfig.cfg file from the filer or rename thefile.

You can delay the termination of CIFS service after you enter theci f s
t er m nat e command.

Default time delay: The default time delay is five minutes.

Changing the time delay: Whenyou usethe-t option, the command counts
down from the time specified.

If youwant to cancel theci f s t er mi nat e command, press Ctrl-C before the
end of the countdown.

Note
Thehal t command automatically invokestheci fs term nat e command.

Caution
Ther eboot command also stops CIFS service; however, it does not provide a
time delay during which users can save their open files before the disconnect.
Changes that have not been saved to disk arelost if the CIFS client has an open
filewhen it is disconnected from thefiler.
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Examples of the cifs
terminate command

Using the cifs
restart command to
restart CIFS service

336

Here are some examples of theci f s t er mi nat e command.

Terminating CIFS service for all users on the filer: To terminate CIFS
service for all users on the filer after 10 minutes, enter the following command:
cifs ternminate -t 10

Theci fs term nat e command displays an alert message on CIFS clients
that warns them of the pending shutdown of CIFS service.

Note
Windows 95 and Windows for Workgroup clients must have the WinPopup
program configured before they can display the alert message.

Console display: Hereisthedisplay for ci fs t er m nat e when you do
not specify atime:

cifs termnate

There are currently 35 CFS users that have 37 open files
Di sconnecting while files are open may cause data | oss!!
How many mnutes should | wait? [5]:

mnutes left 4

mnutes left 3

mnutes left 2

mnutes left 1

C FS shutting down

Terminating a CIFS session for a specific client: Toterminate aCIFS
session for a particular client, specify the name of the computer in the command.
For example, the following command terminates a CIFS session for a computer
named PETERSPC after 10 minutes:

cifs term nate PETERSPC -t 10

Torestart CIFS service, usetheci fs rest art command, asfollows:

cifs restart

C FS server is registering...
Cl FS server is running.
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Reconfiguring the filer for CIFS

When to You can reconfigure the filer for CIFS service at any time, for example, if you
reconfigure a filer want to change the authentication method from PDC (Primary Domain
for CIFS Controller) to UNIX password database.

How to reconfigure  Toreconfigure afiler for CIFS, follow these steps:

afiler for CIFS ) ] )
1. Entertheci fs term nat e command to stop CIFS service.

2. Entertheci fs set up command to reconfigure CIFS service.

0 If you enter only valid information, when you exit the program, the filer
automatically restarts CIFS using the new configuration information.

O If you enter someinvalid information, for example, you mistype a
domain name, when you exit the program, the filer restarts CIFS with
the previous configuration.
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HTTP Administration

Chapter contents

This chapter describes how to perform the following tasks.

Read...

To learn about...

“Starting HTTP serviceon page 340

Starting HTTP service.

“Protecting Web pages with
passwordson page 342

Protecting Web pages with
passwords.

“Using the HTTP virtual firewdllon
page 345

Using the HTTP virtual firewall.

“Using virtual hostingon page 346

Enabling virtual hosting.

“Specifying MIME Content-Type
value$ on page 348

Specifying MIME Content-Type
values.

“Translating URL50n page 350

Translating URLSs.

“Displaying HTTP connection
informatior? on page 353

Displaying HTTP connection
information.

“Displaying HTTP statisti¢son
page 354

DISPLAYING HTTP statistics.

Note

You can use the filer asan HTTP server only if you purchased the license for
HTTP Without the license, you can use an HTTP client (Web browser) only to
display the filer’s man pages and to use FilerView.
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Starting HTTP service

Procedure for
starting HTTP
service

340

To start HTTP service on your filer, follow these steps:

e the

Step | Action

1 | Enable thént t pd daemon by entering the following command:
options httpd. enable on

2 | Use the following command syntax to specify the digctory that
contains the files and directories to be read by HTTP clients:
options httpd.rootdir directory
For example, if the root directory figol/vol 0/home/user s/pages,
enter the following command:
options httpd.rootdir /vol/vol 0/ hone/ users/ pages

3 | If you want to limit the size of thistc/log/httpd.log log file to other
than the default of 2,147,483,647 bytes (2 GB minus 1 byte), us
following command:
options httpd.log.max_file_size bytes

4 | Make a copy ofetc/httpd.mimetypes.sample and name the copy
/etc/httpd.mimetypes.
If the /etc/httpd.mimetypes file is missing, the HTTP client uses the
information in/etc/httpd.mimetypes.sample.

Note

If you want these options to remain active after rebooting, you must add them to
the/etc/rcfile.

The procedure for starting HTTP service is now compl ete, and clients can display
text files under the root directory by using a\Web browser. If the filer will transfer
files other than text files, for example, image files and audio files, follow the
instructions in Specifying MIME Content-Type valuésn page 3480
configure your filer so that the appropriate MIME Content-Type header is sent
with each file transferred.

Starting HTTP service



Procedure for To test the filer’s HTTP service, follow these steps.
testing HTTP
service

Step | Action

1 | Create an HTML file in the root directory for HTTP. For example
create a file nameuahyfile.ntml in the HTTP root directory, which is
Ivol/vol0/home/user s/pages, assuming that the HTML root directon
is /vol/vol0/lhome/user s/pages.

2 | Start a Web browser on a client and specify the URL of the HTML
file in the browser.

For example, if your filer isoaster and the root directory for HTTP
is /vol/vol0/lhome/user s/pages, enter this URL:
http://toaster/nyfile. htm

The path component of the URL is a path name relative to the HTTP
root. Do not specify the complete path name to the file in the URL.

Note
If the URL names a directory, for exampiétp://toaster/home/pages, the filer
automatically tries to transfer thedex.html file within the directory. If

index.html does not exist, the filer returns “Error 404. No such file or directory.”
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Protecting Web pages with passwords

Configuration files You can restrict access to a specified directory so that only specified users or
for password groups have access to it.

protection . . L
Password protection involves three configuration files:

O /etc/httpd.access
0O /etc/httpd.passwd
O /etc/httpd.group

The The /etc/httpd.access file contains directives that govern authentication for each
letc/httpd.access directory. The filer supports the following directives:
file 0 directory

O  Aut hNanme
O require user
O require group

These directives are compatible with the Apache Web server directives, but the
filer ignores all other directives.

The directory directive: Specifiesadirectory treeto be protected and
encloses all other directives. The syntax of thedi r ect or y directiveisas
follows:

<Directory directory_nane>
directive ...
</Directory>

The AuthName directive: Specifies a “realm,” that is, an alias for the

directory that appears instead of the directory name in the browser’s password
dialog box when a user tries to access the directory. Whatever follows

Aut hNane is the name of the realm. The name of the realm can contain spaces.
The syntax of théut hNanme directive is as follows:

Aut hNane real m nanme
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The
letc/httpd.passwd
file

The
letc/httpd.group file

Web page
protection
examples

The require user directive: Specifiesthe userswho can access the directory.
The syntax of ther equi r e user directiveisasfollows:

require user user_id [, user_id, ... ]

The require group directive: Specifiesthe groupsthat can access the
directory. The syntax of ther equi r e gr oup directiveisasfollows:

require group group_id [, group_id, ... ]

The /etc/httpd.passwd file contains the user_id and encrypted-password pairs.
The pairs have the following format:

user_i d: encrypt ed_passwd

The pairs are copied in from a machine on which the user has a password.

The /etc/httpd.group file contains agroup_id and alist of user_idsin that group
in the following format:

group_id- user_id [user_id ....]

Thelists are copied in from a machine that hasa similar list.

The following /etc/httpd.access file restricts access to
Ivol/vol 0/home/htdocs/private/spec to only the user bob:

<Directory /vol/vol 0/ hone/ ht docs/ pri vat e/ spec>
Aut hNane polard Private Stuff

<Limt GET>

requi re user bob

</Limt GET>

</Directory>

The <Limit GET> and </Limit GET> directives, which might have been
imported from an Apache or NCA Web server, are not supported. To be used on a
filer, the file does not need to be edited to remove the Limit GET directive; the
filer ignores the directive and all other directives not mentioned in this chapter.

The following sample procedure restricts user access to a particular directory:

1. Enter the following lines in the /etc/httpd.accessfile:
<Directory /vol/vol 0/ hone/ ht docs/ pri vat e/ specs>
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Aut hNane Soci a
requi re group engineering
</Directory>

2. Enter the following line in /etc/httpd.group:

engi neering: bob larry nancy rose

The /vol/vol0/lhome/htdocs/private/specs directory is now accessible only to the
group engineering, which consists of the following user IDs:

O

O
o
O

bob

larry
nancy
rose
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Using the HTTP virtual firewall

About the HTTP The HTTP virtual firewall feature enables you to maintain security on your filer.

virtual firewall ) ] ) )
You can restrict HTTP requests by marking the subnetwork interface over which

they arrive as “untrusted.” An untrusted interface provides only HTTP access to

your filer on a read-only basis.

Mark an interface untrusted if it meets all the following conditions:

0O You know you are going to service HTTP requests over that interface.

O You don't want to allow requests through protocols other than HTTP.

O You want to restrict access to the filer through that interface to read-only
access.

By default, a subnetwork interface is trusted.

Syntax Mark an interface as untrusted or trusted by setting an option itd tenfi g
command. Following are examples of the command:

O To mark thefO interface as untrusted, enter the following command:
ifconfig fO untrusted

O To mark thefO interface as trusted, enter the following command:
ifconfig fO trusted
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Using virtual hosting

About virtual
hosting

To set up and
enable virtual
hosting

Directing HTTP
requests

346

Virtual hosting enables afiler to respond to requests directed to more than one IP
address through a single physical interface. This means that a filer with only one
physical interface can host several |P addresses.

Virtual hosting enables, for example, an Internet provider to host several Web
sites but have only one physical interface. An HTTP server can use the
destination | P address of an incoming HTTP request to find the directory that
contains the HT TP pages belonging to the virtual host.

To enable virtual hosting, you

O direct HTTP requests by putting subdirectory and host or address entriesin
the /etc/httpd.hostprefixes file

O map virtual host addressesto the virtual host interface withthei f confi g
command

To direct HTTP requests, use the following format in the /etc/httpd.hostprefixes
file:

prefix [ host-nane-or-address ... ]

Variable Description

prefix Specifiesasubdirectory inthe HTTP
root directory, which is defined by
theoptions httpd.rootdir
command.

host-name-or-address Specifiesan HTTP host name or an
IP address. You can have more than
one of each.

Using virtual hosting



For example, the line

/ cust omer www. cust oner. com 192. 225. 37. 102

means that an HT TP request that comes for the interface with address
192.225.37.102, or withan HTTP 1.1 Host: header specifying
www.customer.com, is directed to /customer, and the requestor cannot get afile
outside the /customer directory.

If the HTTP server receivesan HT TP request that is destined for one of itsvirtual
host | P addresses, in this example 192.225.37.102, the destination IP address is
used to select the virtual host root directory from the /etc/httpd.hostprefixes file.

Mapping virtual To map virtual host addresses to the virtual host interface, usethei f confi g
host addresses command, as follows:

0O Addanew IPvirtua host address mapping with the following command:
ifconfig vh alias address
where addr ess isan | P address.

The use of the vh interface indicates to the system that you are adding a
virtual host address rather than adding an |P alias address to a network
interface.

0 Delete virtual host addresses with the following command:

ifconfig vh -alias address

Note
If you need to create a virtual subnet with many contiguous addresses, the IP
address can be a subnet address.
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Specifying MIME Content-Type values

About MIME
Content-Type
values

Modifying MIME
Content-Type
mappings

348

You can configure the filer to send the appropriate MIME (M ultipurpose Internet
Mail Extensions) Content-Type header in each response to a get request. The
header shows the MIME Content-Type value of the file, which tells the browser
on the client how to interpret the file.

For example, if the MIME Content-Type value shows that the file being
transferred is an image file and the client is configured properly, the browser can
render the image by using a graphics program.

Thefiler determines the MIME Content-Type value of afile by mapping the file
name suffix, or example, .gif, .html, or .mpg, according to information in the
[etc/httpd.mimetypes file.

Note
On aWindows 95 or Windows NT 4.0 client, the /etc/httpd.mimetypes.sample
filenameisnot displayed in its entirety. By default, the Explorer displaysthefile
name as/etc/httpd.mimetypes. If you are using Windows, from the Explorer View
menu, select Options, then the View tab and, in the dialog box, make sure that

there is no check mark in the check box next to “Hide MS-DOS file extensions
for file types that are registered.”

To modify MIME Content-Type mappings or to add MIME Content-Types, edit
the entries iretc/httpd.mimetypes. Entries are in the following format:

# An optional conment.

suffix  Content-Type

Lines preceded by the # sign are comments. The file name suffix is
case-insensitive. Following are sample entries:

# My clients’ browsers can now use

# PICT graphics files.

pct image/pict

pict  image/pict

In the sample entries, files whose names ended with .pact or .pact are mapped to

the MIME Content-Type value of image/pict. Thefirst field in the Content-Type
value describes the general type of data contained in the file; the second field is
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the data subtype, which shows the specific format in which the dataiis stored. If
the browser on the client is configured to start a graphics program as a hel per

application, the user can view afile named file.pict as a graphics file on the
client.

For more information about MIME, refer to RFC 1521.
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Translating URLs

How the filer You can specify that the filer's response to an HTTP request be dependent on the

responds to URLs URL. For example, you can configure the filer to redirect a particular request to a
specific directory, or to prevent access to a particular directory that is specified in
the URL.

How the filer maps its responses to URLs is defined in a configuration file named
/etc/httpd.translations. Each entry in the configuration file contains up to three
fields in the following format:

rule tenplate result

Field Description

rule Defines the response of the filer to p
request.

tenpl ate Specifies a component of a URL.

result Depends on the rule, as described |n
the following section.

Translation rules This section explains the meanings of the rules. It also describes the format
supported by the required for each type of entry fetc/httpd.trandations.
filer

The map rule: The map rule specifies that if a component of a URL matches
the template, the request is mapped to another directory on the same host as
defined in the esul t field.

For example, the followinggetc/httpd.trandations entry causes any requests to a
URL containing thdimage-bin directory to be mapped to the
/usr/local/http/images directory:

map /image-bin/* /usr/local/http/imges/*
The redirect rule: The redirect rule specifies that if a component of a URL
matches the template, the request is redirected to the URL defined in the

resul t field. Ther esul t field for the redirect rule must be specified as a
complete URL beginning withttp:// and the host name.
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How the filer
processes rules

For example, if /etc/httpd.translations contains the following entry
redirect /cgi-bin/* http://cgi-host/*

thefiler redirects CGI requests to another HTTP server named cgi-host. Thisis
essential for callsto cgi-bin because the filer does not execute them.

The pass rule: The passrule specifiesthat if acomponent of a URL matches
the template, the filer accepts the request, processes the request asis, and
disregards other rules.

For example, if /etc/httpd.translations contains the following entry

pass /i mage-bin/*

the filer processes the request for any URL containing /image-bin asis, even
though there is another rule specified as follows:

map /image-bin/* /usr/local/http/imges/*

If the passruleincludesther esul t field, the filer acceptsthe request, processes

the request by using the URL defined inther esul t field, and disregards other
rules.

The fail rule: Thefail rule specifiesthat if a component of a URL matches the
template, the filer denies access to that component and disregards other rules.

For example, if /etc/httpd.translations contains the following entry
fail [usr/forbidden/*

the filer does not provide access to the /usr/forbidden directory.

Thefiler processes the rules defined in /etc/httpd.trandations in the order they
arelisted, and appliestherule if the URL matches the template. However, the
filer stops processing other rules after it applies apass or fail rule.

Inthet enpl at e orresul t field of an /etc/httpd.trandations entry, you can
use asterisks (*) as wildcard characters, as follows:

O Inthet enpl at e field, the wildcard character matches zero or more
characters, including the slash (/) character.

0 Intheresult field, thewildcard character represents the text expanded
fromthematchinthet enpl at e field. Include thewildcard character in the
resul t field only if you used awildcard character in thet enpl at e field.
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O If you use multiple wildcard characters, thefirst oneinther esul t field
corresponds to the first oneinthet enpl at e field, the second onein the
resul t field correspondsto the second oneinthet enpl at e field, and so
on.

Following is an example showing how awildcard character is used:

# Redirect all cgi requests to my cgi server

redirect /cgi-bin/* http://cgi-host/cgi-bin/*

This redirect rule specifies that all CGI requests are redirected to another host

named cgi-host.

For example, if the filer receives the following requests

http://toaster/cgi-bin/displayfares

http://toaster/cgi-bin/displaydates

the filer expands the wildcard character to displayfares and displaydates and

redirects the requests to the host named cgi-host. To the client, the results of these
reguests are the same as the results of the following requests:

http://cgi-host/cgi-bin/displayfares
http://cgi-host/cgi-bin/displaydates
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Displaying HTTP connection information

Information in the
letc/log/httpd.log
file

You

can read the /etc/log/httpd.log file if you are interested in the following types

of information for each HT TP connection:

O
o

O

IP address of HTTP client.

Name of authorized users, if the requested page is protected, making
reguests. The names are in the /etc/httpd.passwd file. If the pageis not
protected, dashes appear instead of a name.

Time of connectionindd/ nm yy: hh: mm ss format; gmt is used.
Request line from connecting host, for example, get / net app. ht nl .

STATUS code returned by the server, as defined in the HTTP 1.0
specifications.

TOTAL bytes sent in response by the filer, not including the MIME header.

Following is an example of the /etc/log/httpd.log file:

192.
192.
192.
198.
192.
200

9.77.2 - - [26/Aug/1996: 16: 45:50] "GET /top.htm " 200 1189
9.77.2 - - [26/Aug/1996: 16: 45: 50] "GET /header.htm " 200 531
7.15.6 - - [26/Aug/1996: 16:45:51] "CET /logo.gif" 200 1763
9.200.2 - - [26/Aug/1996: 16: 45:57] "GET /task/top.htnmi" 200 334
9.20.5 authuser [26/Aug/1996: 16: 45:57] "GET /task/head. htm "

519
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Displaying HTTP statistics

httpstat statistic

types

Syntax

354

Theht t pst at command displays four types of statistics about HTTP
operations on thefiler:

Column Description
gets Successful requests for files.
badcal I s Requests for nonexistent files.
open conn. Number of HTTP connections currently open.
peak conn. Largest number of simultaneous HTTP connections
since the filer was booted or since the
- Z option was used.

The syntax for the ht t pst at command is as follows:

httpstat [ -t|-z ][ interval ]

If you use no arguments, ht t pst at displaysHTTP statistics accumulated since
thelast reboot or since the last time the - z argument was used.

The - z argument resets both the gets and badcalls counters.
The-t argument displays statistics since the last filer reboot.

You can specify theinterval, in seconds, at which the filer displays the statistics.
Following isan example of ht t pst at :

htt pst at

HTTPD stati stics:

gets badcal I s open conn. peak conn.
451 11 5 17
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Cluster Administration 10

Introducing clusters

About clusters A cluster consists of apair of NetApp filers that are connected and configured in
aspecial way to provide fault tolerance. When one filer in a cluster undergoes a
system failure and can't reboot, the partner filer in the cluster can take over the
failed filer's functions and serve the data on the failed filer’s disks. This is known
as a takeover. In addition to an automatic takeover, an operator may ifsue a
t akeover command at any time to force a takeover.

The filers in a cluster have the following characteristics:

O They are connected to each other through a Cluster Interconnect adapter
through which they:

0 constantly check whether the other filer is functioning
O  mirror log data each other's NVRAM
0 synchronize each other’s time
O They use two Fiber Channel Arbitrated Loops (FC-AL)
0 Each filer uses the A loop to manage its own disks

O Each filer uses the B loop in takeover mode to manage its partner’s
disks

0 They own their spare disks and do not share them with the other filer.

If one filer in a cluster stops functioning physically, its partner filer:

O creates a virtual filer using the failed filer’s identity

O accesses the failed filer's disks and serves its data to clients

O maintains its own identity and continues to serve its own data to clients

When the failed filer is functioning again:

O An operator initiates a giveback that terminates the virtual filer on the
partner

0  The failed filer resumes normal operation, serving its own data

O The cluster resumes normal operation, with each filer ready to take over for
its partner if the partner fails
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This chapter discusses the topics described in the following table.

Read...

To learn about...

“Understanding cluster concepts
page 357

What clusters are and how they wor

“Configuring interfaces for takeover
on page 361

How to configure interfaces to
maintain connectivity if a takeover
occurs.

“Understanding takeoveon
page 369

How the takeover process works a
its result.

nd

“Understanding givebatlon
page 372

How the giveback process works.

“Managing a clustémon page 374

How to manage a cluster in general.

“Managing the cluster in normal
modé on page 375

How to manage a cluster when no
takeover has taken place.

“Managing takeovéron page 377

How to manage a cluster after a
takeover has taken place.

“Managing filers in takeover mote
onpage 379

How to manage the filer that has
taken over its partner.

“Managing a virtual filéron
page 381

How to manage the virtual filer that
represents the filer that has been
taken over.

“Performing a givebackon
page 386

How to restore a cluster to normal
operation.
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Understanding cluster concepts

Cluster diagram The following figure diagrams how the cluster hardware components are
connected.

Cluster Interconnect

FC-AL Loop A

Filer 2 owns the
three disk shelves
connected by its
FC-AL loop A.

erminator>

FC-AL Loop A

Filer 1 owns the [
two disk shelves ﬂ )
connected by its
FC-AL loop A. FC-AL Loop B
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terminology
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The following table describes components and explains terms that apply to

clusters.
Term Explanation
cluster A pair of F630 filers connected so that one filer can
detect when the other is not working and, if so, can serve
the failed filer’s data.
cluster Cables and adapters with which the two filers in a clus
interconnect are connected and over which heartbeat and WAFLT

log information are transmitted when both filers are
running.

ster
"

cluster monitor

Software that administers the relationship of filers in
cluster. You access the cluster monitor withahe
command.

the

rse

failed filer The physical filer that has ceased operating. It remai
the failed filer until giveback succeeds.

FC-AL disk In normal operation, each filer in a cluster owns the g

shelves of disk shelves that are connected to it through the F
AL A loop.

giveback The return of identity from the virtual filer to the faile
filer, resulting in a return to normal operation; the reve
of takeover.

heartbeat A repeating signal transmitted from one filer to the o

that indicates that the filer is in operation. Heartbeat
information is also stored on disk.

ther

takeover filer

A filer that remains in operation after the other filer st
working and that hosts a virtual filer that manages acq
to the failed filer’s disk shelves and network connectio
The takeover filer maintains its own identity and the
virtual filer maintains the failed filer’s identity.

Ops
ess
ns.

local filer

The filer you are logged in to.
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Term

Explanation

mailbox disk

One of aset of disks owned by each filer that is used to
store the cluster state information of the filer. If that filer
stops operating, the takeover filer usestheinformationin
the mailbox disks in constructing avirtual filer. Mailbox
disks are also used as filesystem disks.

normal mode

The state of afiler when there is no takeover in the
cluster.

NVRAM mirror

A synchronously updated copy of the contents of a filg
NVRAM (Non-Volatile Random Access Memory)
contents kept on the partner filer.

partner

From the point of view of the local filer, the other filer
the cluster.

n

partner mode

The method you use to communicate through the
command line interface with the virtual filer during a
takeover. Partner mode is accessed usingahé ner
command.

takeover

The emulation of the failed filer’s identity by the
takeover filer in a cluster.

takeover mode

The method you use to interact with a filer while it h
taken over its partner. The console prompt indicates
when the filer is in a takeover state.

as

virtual filer

A software copy of the failed filer that is hosted by the
takeover filer. The virtual filer appears to users and

administrators like a functional version of the failed file

For example, it has the same name as the failed filer,

D
=
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Normal cluster
operation

360

During normal operation, in addition to serving data, the cluster performs the
activities described in the following table.

Action

Description

Heartbeat transmission

The heartbeat signals transmitted over the cluster
interconnect cable tell each filer the state of the
other filer. Thisinformation iswritten to disks on
each filer that the cluster monitor designates as
mailbox disks. The disks provide redundancy.

Monitoring

The cluster monitor software looks at the heartbeat
signal, commands from filers, and disk
connections, and initiates a takeover under the
following conditions:

O Theoperator initiates atakeover using the cf
takeover command

0 Thepartner is determined to have stopped
functioning due to alack of heartbeat activity

O The partner’s power-on-self-test (POST) fai
Note

If the filer that is not transmitting a heartbeat is
rebooting, no takeover occurs.

Takeover may be disabled if NVRAM mirroring i
not functioning.

2

NVRAM mirroring

Each filer dedicates half of its NVRAM to a
synchronously updated copy of its partner’s
NVRAM. If a takeover occurs, the takeover filer
uses the cluster data in the part of the NVRAM
dedicated to the failed filer to ensure that no
information is lost.

Time synchronization

Filers’ times can deviate from each other. A
daemon updates the times on filers periodically
keep them synchronized.
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Configuring interfaces for takeover

Interface takeover

Network
connections

Takeover
configurations

When onefiler takes over another, it also takes over the interfaces of the failed
filer so that it can maintain the same network connections as before the takeover.
You can configure interfaces to enable the takeover of interfaces to happen
properly. When you configure anew filer, you use the set up command to
configure interfaces, but if you are adding interfaces, you usethei f confi g
command, as described in the next section.

Each node must be able to assume the identity of its partner on the networks to
which the filers are connected.

0 Eachnodein acluster must have interface attachments to the same
collection of subnetworks.

0 Eachfiler must have interfaces that can take over each |P address and MAC
(Media Access Control) address on the other filer.

In anoncluster configuration, each interface actsin one role: supporting the
identity of thelocal node. In a cluster configuration, each interface can act in one
of two roles, as described in the following table.

0O Norma mode means operation when there is no takeover.
0 Takeover mode means that the node has taken over the failed filer.

Interfacetype | Normal mode Takeover mode
Dedicated Supports the identity of Idle.
the local node
Hot standby Idle Supports the identity of the
virtual filer.
Shared Supports the identity of Supports the identity of both
the local node. the local node and the failed
filer.

You can have two kinds of interface configurations for takeover.
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FORE/IP and LANE
interfaces

Takeover

configuration with
dedicated and hot
standby interfaces

362

O A configuration using separate mirrored NICs. You use this configuration
with cards that support only single MAC addresses. For each interface, you
configure a dedicated interface on one filer and a hot standby interface on
the other.

0 A configuration using NICswith dual MAC capability. A pair of dual-mac
interfaces, one interface to afiler, mirror each other.

You can configure FORE/IP and LANE interfaces as follows:
0 You must configure FORE/IP interfaces as dedicated and hot standby
interfaces.

0 For LANE, you can configure ATM adapter interfaces as mirrored interface
pairs, provided that after takeover, agiven ELAN isconfigured only once on
an adapter.

You can specify FORE/IP and LANE interfaces using interface names.

In this configuration, you use apair of NICsfor each interface. Each NIC can use
only one MAC address. One NIC acts as a dedicated interface and the other acts
as a hot standby.

198.95.230.124
Primary

(0:1:0:0:0:5)
e0

198.95.230.123
Filer 1 Secondary
(0:1:0:0:0:18)
el

198.311.223.00

198.331.223.137
Primary

(0:1:0:0:0:5)

e2

198.331.230.124
Secondary

(0:1:0:0:0:5)

e0

198.95.230.123
Filer 2 Primary

(0:1:0:0:0:18) .
el /

/ N\ 198.311.223.00
, N

198.95.223.137 |/

Primary
(0:1:0:0:0:5)
e2
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If Filer 1 fails, the following occurs on takeover:

0 €0 stops functioning, but €0 on Filer 2 substitutes for the failed interface and
handles Filer 1's network connection with the 230 network.

O €2 stops functioning, b2 on Filer 2 substitutes for the failed interface and
handles Filer 1's network connection with the 223 network.

If Filer 2 fails, el stops functioning, bugl on Filer 2 substitutes for the failed
interface and handles Filer 2's network connection with the 230 network.

The procedure for setting up a configuration with individual mirrored NICs is in
“Configuring dedicated and hot standby interfacespage 365.

Takeover In this configuration, you use a pair of NICs that support two MAC addresses to
configuration with mirror two interfaces, as shown below with the interfaces that connects to the 230
shared interfaces net.

198.95.230.124
Primary
(0:1:0:0:0:5)

. 198.95.230.123
Filer 1 Secondary
(0:1:0:0:0:18)
e0

198.311.223.00

198.331.223.137
Primary

(0:1:0:0:0:5)

el

198.331.230.124
Secondary

(0:1:0:0:0:5)

e0

198.95.230.123
Filer 2 Primary
(0:1:0:0:0:18)
e0

Q 198.311.223.00

198.95.223.137
Secondary

(0:1:0:0:0:5)

=il

With the configuration shown in the preceding figure, if Filer 1 fails, the
following occurs on takeover:

0 €0 stops functioning, but the secondary addresOam Filer 2 handles Filer
1's network connection with the 230 network.

0 el stops functioning, bul on Filer 2 substitutes for the failed interface and
handles Filer 1's network connection with the 223 network.
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If Filer 2 fails, el stops functioning, but €1 on Filer 2 substitutes for the failed
interface and handles Filer 2’s network connection with the 223 network.
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Configuring dedicated and hot standby interfaces

Description This procedure describes how to configure a pair of interfaces so that the hot
standby interface can replace a dedicated interface on the other filer in the cluster
if onefiler fails and is taken over. You do this when converting or installing a
filer or when you are adding network connectionsto a cluster. When you
complete this procedure, on both filers, you will have a hot standby NIC that can
take over the network connection of a dedicated NIC on the other filer if thereis
atakeover.

Prerequisites You must have available the following items:

0  Four single MAC-address interfaces or ATM adapter interfaces, two on each
filer in the cluster

0 Two IP addresse or ATM interface names, the addresses of one interface or
ATM interface name on each filer in the cluster

Steps To configure a pair of interfaces for takeover, complete these steps.

Step

Action

1

Enter the following command at the command line or in the /etc/rc file
of the filer with the dedicated locd interface:

ifconfig lint |addr
lint isthe i name of the dedicated local interface

laddr isthe |P address or ATM interface name of the dedicated |ocal
interface.

Enter the following command at the command line or in the /etc/rcfile
of the other filer in the cluster:

ifconfig sint partner saddr
sint is the name of the hot standby interface

laddr isthe |P address or ATM interface name of the hot standby
interface.
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Step

Action

Enter the following command at the command line or in the /etc/rc file
of the other filer than the filer you used in Step 1:

ifconfig lint |addr
lint is the interface name of the dedicated local interface

laddr is the IP address or ATM interface name of the dedicated local
interface. This should be the same address or name you used for saddr
in Step 2.

Enter the following command at the command line or in the /etc/rcfile
of thefiler you used in Step 1 of this procedure:

ifconfig sint partner saddr

sint isthe interface name of the hot standby interface

saddr isthe IP address of the hot standby interface. This should be the
same address or name you used for laddr in Step 1.

Configuring dedicated and hot standby interfaces



Configuring interfaces with mirrored interfaces

Description

Prerequisites

Caution

Steps

This procedure describes how to configure apair of mirrored, dua-MAC
interfaces, one on each filer in the cluster, so that one can replace the other if one
filer fails and is taken over. You do this when converting or installing afiler or
when you are adding network connections to a cluster. When you compl ete this
procedure, you will have aNIC in each filer that can take over the connection of
the other if there is atakeover.

You must have available the following items:
0 Twodua-MAC NICs, oneinstaled on each filer in the cluster
0 Two IP addresses, the addresses of one interface on each filer in the cluster.

For LANE, when an adapter is shared, an ELAN cannot be configured more than
once on the adapter after takeover. This meansthat if both filersin acluster pair
are on the same ELANS, each filer needs aminimum of two ATM cardsto
support full takeover.

To configure apair of dual-MAC NICs for takeover, complete these steps.

Step | Action

1| Enter thefollowing command at the command line or in the /etc/rcfile
of onefiler in the cluster:

ifconfig lint |addr partner paddr

lint is the interface number of the local interface.
laddr isthe |P address or ATM interface name of the local interface.

paddr isthe |P address ATM interface name that lint services when the

local filer has taken over the other filer in the cluster.
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Step

Action

Enter the following command at the command line or in the /etc/rcfile
of onefiler in the cluster:

ifconfig lint |addr partner paddr

lint isthe interface number of the local interface.

laddr isthe |P address ATM interface name of thelocal interface. This
isusually the paddr that you used in the previous step.

paddr isthe |P address ATM interface name that lint services when the
local filer has taken over the other filer in the cluster. Thisis usually
the laddr that you used in the previous step.

Thefollowing command specifiesthat adapter a4 will takeover all the ELANson
the partner a5 interface.

ifconfig a4 partner a5

Note

If a4 and partner a5 have been configured with common EL ANS, then a4 will not
take over those ELANS.

A cluster pair might be configured with ELANSs as follows:

Filer and Filer and
Interfaces Interfaces

adtapter adtapter

filerl-a4 el0 default filerl-ab €l2 eighteenKMTU
ell nineEKMTU

filer2-a el0 defaul filer2-ab el2 eighteenKMTU
ell nineKMT

To achieve full takeover, use the following command on one filer:

ifconfig a4 partner ab

and the following command on the other filer:

ifconfig ab partner a4

Configuring interfaces with mirrored interfaces




Understanding takeover

Takeover process The takeover processis shown in the following table.

Stage

Description

1

One of these three things happen:

O Onefiler inacluster undergoes a hardware or power failure and
can't reboot. That filer is the failed filer, and the surviving filer|
the takeover filer.

O An operator issues ttef  t akeover command from a filer.
The filer from which the command was issued becomes the
takeover filer; the other filer becomes the failed filer.

O An operator issues theal t command without thef option.

The takeover filer reserves the disk drives on its FC-AL B loop

S

(which is the failed filer's FC-AL A loop) so that they do not receive

commands from the failed filer.

The takeover filer creates a virtual filer that takes over the resources
and identity of the failed filer and executes the equivalent of a repoot

of the virtual filer. For example, it uses network interface informat
from the failed filer’s configuration files to duplicate the failed filer
network services.

jon
's

The virtual filer goes through a process similar to the reboot prog
0 Allfiler information preserved across filer reboot is preserveq
a takeover.

0 Filer information that is lost in a reboot, such as CIFS connec
state, is lost in a takeover.

ess.
]

n

tion

Users of the failed filer experience the effects of a reboot of the fg

nled

filer, and then client service continues.
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During atypical takeover, the cluster monitor issues messages like the following
on the console of the takeover filer. In this case, the partner of filerl was halted.

filerl> Tue Jul 21 23:02:02 GMI [filerl: cf_main]: Cluster nonitor:
partner halted
Tue Jul 21 23:02:11 GWI [filerl: cf_main]: Custer monitor: partner
not respondi ng

Timeout messages such as the following appear asfilerl waits for signs of life
from its partner:

Tue Jul 21 23:02:34 GMI GMI [filerl: cf_nmain]: Cluster nonitor:
t akeover schedul ed in 30 seconds

Then the following messages appear:

Tue Jul 21 23:03:06 GMI [filerl: cf_takeover]: Cluster nonitor:
takeover started

Reboot messages follow as the virtual filer boots up, then the following message
appears and indicates a successful takeover:

Tue Jul 21 23:03:22 GMI [filerl: cf_takeover]: Cluster nonitor:

t akeover conpl et ed
filerl(takeover)>

Understanding takeover



Takeover result

diagram Filer 2.

Filer 1 has
ceased
functioning.

Virtual Filer 1 takes over
KFiIer 1's network connections.

§\\ Cluster Interconnect
inactive

Filer 1
-
2
A virtual Filer 1 serves

Filer 2

FC-AL ___
loop A

the data on Filer 1's
shelves until physical
Filer 1 is operational.

. FC-AL Filer 2 owns the FC-AL _|
loop B three disk shelves loop A
connected by its
FC-AL loop A.
FC-AL Loop A

FC-AL Loop B

Virtual Filer 1 owns
the two disk shelves
on Filer 2's FC-AL

loop B.
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Understanding giveback

Giveback process The giveback process is described in the following table.

Stage | Description

1 | Anoperatorissuesacf gi veback command.

2 | Thetakeover filer updates the failed filer’s disks.

3 | The takeover filer destroys the virtual filer so that no more writes|can
occur to the failed filer’s disks.

4 | The takeover filer releases the disk reservations that it held on behalf
of the failed filer. This returns control to the failed filer of its FC-AL
A loop disks.

When the failed filer comes up, it returnsto normal cluster operation, and the
users of that filer experience the effects of a reboot.

Note
Giveback occurs on the takeover filer and does not depend on the state of the
failed filer.
Messages During atypical giveback, the cluster monitor issues messages like the following
indicating a on the console of the takeover filer:
successful
giveback filerl(takeover)> Tue Jul 21 22:37:34 GMVI [filerl: rc]: Custer

moni tor: giveback initiated by operator

Tue Jul 21 22:37:34 GMI [filerl: cf_giveback]: Cluster nonitor:
gi veback started

Tue Jul 21 22:37:35 GMI [filerl: cf_giveback]: Cluster nonitor:
gi veback conpl et ed

The preceding message indicates that the giveback process was successful. When
the failed filer reboots, the foll owing messages appear:

Tue Jul 21 22:38:35 GMI [filerl: cf_main]: Custer monitor: partner
ok
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Tue Jul 21 22:38:35 GMI [filerl: cf_main]: Custer nonitor:
t akeover of partner enabl ed

The last message indicates that the filers are operating normally and therefore
either filer can take over for its partner if necessary.

Note
After a giveback, the takeover filer’s ability to automatically take over its partner
is not reenabled until the partner reboots successfully. If the partner fails to
reboot, you can enter tled t akeover command to manually initiate a
takeover of the partner.

Forcing a giveback  There are two variations of the cf giveback command that force a giveback to
occur:

o cf giveback -f
o cf forcegiveback

cf giveback -f: Thecf gi veback command will not perform giveback if the
following long running or stateful operations are underway on the virtual filer:

O parity check

disk scrub

active cifs sessions

dump or restore

kernel download

snapshot creation or deletion
guota initialization

O oo o o o

If thecf gi veback command fails because any of the above operations are
running, you can force a giveback by enteringahegi veback - f

command. The cf giveback -f command forces the long running and stateful
operations to terminate.

cf forcegiveback: In the event that the filer panics during the giveback
process, you may use thé f or cegi veback command to release the
partner’s identity and resources.

Caution
Using the cf forcegiveback command may result in the loss of recently written
data. The command should be used only under extreme circumstances.
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Managing a cluster entails tasks described in the following topics:

0

“Managing the cluster in normal mddmn page 375You can enable or
disable takeover, and monitor the cluster in normal mode to verify that it is
functioning properly.

“Managing takeovémn page 377 You can initiate a takeover.

“Managing filers in takeover motlen page 379After a takeover, you can
administer the takeover filer, perform maintenance on the failed filer, and
initiate a giveback.

“Managing a virtual filéron page 381You manage the virtual filer with the
part ner command.

“Performing a givebackon page 386 You can initiate or force a giveback.

Managing a cluster



Managing the cluster in normal mode

Cluster
management
overview

Monitoring cluster
status

Displaying the
partner's name

Displaying cluster
configuration
information

You manage a cluster in normal mode by performing the following actions:

0  Monitoring the status of the cluster asawholewiththecf st at us andcf
part ner commands, as described Mdnitoring cluster stattisand
“Displaying the partner’s narhen this page.

O Viewing information about the cluster, as describeddisplaying cluster
configuration informatiohon this page.

0  Controlling whether time in a cluster is synchronized, as described in
“Controlling time synchronizatiéron page 376.

0 Performing license operations on the cluster feature, as described in
“Licensing and unlicensing the cluster featune page 376.

To find out whether the cluster feature is enabled and whether the other filer in
the cluster is up, enteff st at us.

A display like the following appears:
filerl> cf status
Custer enabled, filer2 is up.

This tells you that both filerl and filer2 are functioning and available for
takeover.

If you see & uster di sabl ed message, it might mean that

0 you disabled the cluster feature. To reenable the cluster feature, age the
enabl e command.

O the system disabled clustering because the interconnect failed.

To find out the name of the other filer in the cluster, enter cf part ner.

To find out about cluster configuration, usethesysconfi g orvol status
command. In acluster, thesysconfi g andvol st at us displays are special
in that they display information about both filers.
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For each filer, thesysconf i g command display includes disks on both FC-AL
loop A and FC-AL loop B.

O Theinformation about disks on FC-AL loop A isthe same asfor filersnot in
acluster.

0  Theinformation about disks on FC-AL loop B isfor hardware only; the
sysconf i g command displays information about the adapters supporting
the disks. The command does not show whether adisk on FC-AL loop B isa
file system disk, spare disk, or parity disk.

You can disable time synchronization on afiler or in a cluster. Normally, both
filers should have the same value for this option.

O To disable time synchronization on afiler, use the following command:
options cf.timed. enable off

O To enable time synchronization on afiler, use the following command:
options cf.timed. enable on

You can license or unlicense the cluster feature only in norma mode with
takeover disabled. Complete these steps to unlicense the cluster feature.

Step | Action

1 | If thefiler hastaken over its partner, enter the following command to
perform a giveback:

cf giveback

2 | Enter the following command to disable clustering:

cf disable

3 | Enter the following command to unlicense clustering:

| i cense cluster=disable

4 | Enter thefollowing command to reboot the filer and make the change
take effect:

r eboot

Managing the cluster in normal mode



Managing takeover

Takeover
management tasks

Enabling and
disabling takeover

Halting a filer
without a takeover

Initiating a takeover

You manage takeover by performing either of the following tasks:

0  Enabling and disabling takeover for the cluster, as described in the next
section, Enabling and disabling takeovér

O Initiating a takeover of the partner by the local filer, as described in
“Initiating a takeoveron page 377.

You might want to disable takeover if you are doing maintenance work that
normally causes a takeover, then reenable takeover when you have finished.

O You disable takeover on a cluster with tfe di sabl e command.
O You enable takeover on a cluster with tfe enabl e command.

You can issue this command from either filer in the cluster.

To halt a filer and prevent its partner from taking over, enter the following
command:

halt -f

This is useful if you need to perform maintenance on both the filer and its disks.

You might want to initiate a takeover to do maintenance work on a filer in the
cluster while still serving the data on the disks of that filer.

You can initiate a takeover in the two ways described in the following table.

Method Description

cf takeover Initiates a takeover of the partner of the local
filer. Takeover is aborted if time-consuming
operations, such as a dump, are in progress.

cf takeover -f Initiates a takeover of the partner of the local filer
regardless of whether time-consuming
operations, such as a dump, are in progress.
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Method Description

cf forcetakeover Tellsthe cluster monitor to ignore some
configuration problems that otherwise prevent a
takeover, such as unsynchronized NVRAM due
to afaulty interconnect connection. It then
initiates a takeover of the partner of the local
filer.

Caution
Usecf forcetakeover onlyincertain
controlled circumstances, when you cannot get
cf takeover tosucceed. You can lose
uncommitted data with this command.
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Managing filers in takeover mode

Takeover mode You can do the following tasks in takeover mode:

tasks 0 Administer the local filer as you would any normal filer. Take into account
the minor differences between afiler in norma mode and afiler in takeover
mode described in the next sectidmkeover mode differences from normal
mode”

O Enter partner mode and administer the virtual filer, as described in
“Managing a virtual filéron page 381

O Initiate or force a giveback, as describedRefforming a givebaclon

page 386
Takeover mode The following subsections describe differences between managing a filer in
differences from normal mode and doing so in takeover mode.

normal mode ) )
Takeover mode prompt: In takeover mode, the prompt looks like this:

filerl(takeover)>
This indicates that filerl is in takeover mode.

Statistics in takeover mode: Statistics are treated differently in the
following commands:

ht t pst at

i fstat

net st at

nf sst at

sysst at

In takeover mode, statistics for the preceding commands differ from the statistics
in normal mode in the following ways:

O Each display reflects the sum of operations that take place on the takeover
filer plus the operations on the virtual filer. Therefore, the display does not
differentiate between the operations on the takeover filer and the operations
on the virtual filer.

0 The statistics displayed by each of these commands are cumulative.
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O After giving back the failed partner’s resources, the takeover filer does not
subtract the statistics it performed on behalf of the failed filer in takeover
mode.

0 Thegiveback does not reset (zero out) the statistics.

If you want accurate statistics from a command after a giveback, reset (zero
out) the statistics as described in the man page for the command you are
using.

SNMP in takeover mode: You can have different settings on each filer for
SNMP options, but any statistics gathered while afiler has been taken over does
not distinguish between filers.
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Managing a virtual filer

Virtual filer
management
overview

Accessing the
virtual filer from the
takeover filer

You manage avirtua filer asyou do any filer, including managing disks, with the
following exceptions, which are described in greater detail later in this section:

0 A virtual filer can access only failed filer disks.
0O Somecommands are unavailable.
0  Somedisplays differ from normal displays.

You access the virtual filer from the takeover filer in takeover mode with the
part ner command. You can issuethe par t ner command in two forms:

0O Thepart ner command without an argument toggles between partner
mode, in which you manage the virtual filer, and takeover mode, in which
you manage the takeover filer. The prompt changes to the partner mode
prompt, which has the form:

virtual_filer/takeover filer>,

The following example shows the change from takeover mode to partner
mode and back:

filerl(takeover)> partner

Login fromconsole: filer2

filer2/filerl> Thu Aug 20 16:44:39 GMI [filer1l:
rc]: Login fromconsole: filer2

part ner

Logoff fromconsole: filer2

filerl(takeover)> Thu Aug 20 16:44:54 GvIT [filerl:
rc]: Logoff fromconsole: filer2
filerl(takeover)>

Thepar t ner command with afiler command as an argument executes the
filer command on the virtual filer in partner mode, then returns to takeover
mode, as shown in the following example:

filerl(takeover)> partner cf status
filer2 has been taken over by filerl.
filerl(takeover)>

Accessing the virtual filer renotely

You can also access the virtual filer using aremote shell program such asr sh
without using the par t ner command.
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drives inaccessible

Virtual filer
commands

382

Using Telnet: With Telnet, you can access directly only the takeover filer. To
access the virtua filer, log in to the takeover filer, then use the par t ner
command.

Using a remote shell: To execute acommand on the virtual filer using a
remote shell, issue the command to that filer, which has the same name as the
failed filer.

You cannot access tape devices on the virtual filer. You must use the tape drives
on the takeover filer instead.

Almost all the commands that are available to a normal filer are available on the
virtual filer in partner mode. The commands in the following subsections are
exceptions.

Unavailable commands: The following commands are not available on a
virtual filer:

cf disable

cf enable

cf forcegi veback
cf forcetakeover
cf giveback

cf takeover

date date

hal t

i fconfig partner
ifconfig -partner
ifconfig ntusize
I'icense cluster
rdate

r eboot

timezone nane

Managing a virtual filer



Commands with different behaviors: The commandsin the following
table behave differently in partner mode than they do on atakeover filer.

Command

Difference

ifconfig
[interface]

Displays the following:

O Virtua filer interface mappings based on the failed
filer's /etc/rc file.

o Virtual filer's interface names rather than the takeo
filer's interface names that have performed the
takeover.

O Only interfaces that have been configured.

er

Uses the tape devices on the takeover filer. This is bec
the failed filer has no access to its tape devices.

ause

netstat -i

Appends a plus sign (+) to shared interfaces. A shared
interface is one that has two IP addresses assigned to
IP address for the filer in which it physically resides, and
IP address for it’s partner filer in the cluster.

t: an
an

shel f chk

Does not distinguish between the takeover filer’s disk
shelves and the virtual filer’s disk shelves. el f chk
command has the same result in partner mode as it do
takeover mode.

£s in

sysconfig

When it displays hardware information, thesconfi g
command displays information only about hardware thd
attached to the takeover filer. It does not display
information about any hardware that is attached only to
failed filer. For example, the disk adapter information th
thepartner sysconfig -r command displays is
about the disk adapters on the takeover filer.

tis

the

upti me

Displays how long the failed filer has been down and th
host name of the takeover filer.
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Command Difference

vol status When it displays hardware information, thel st at us
command displays information only about hardware that is
attached to the takeover filer. It does not display
information about any hardware that is attached only to|the
failed filer. For example, the disk adapter information that
thepartner vol status -r command displays is
about the disk adapters on the takeover filer.

Backing up and You can perform dumps and restores on the virtual filer. However, neither the
restoring from the takeover filer nor the virtua filer can access the tape drives or other peripheral
virtual filer deviceson the failed filer.

Performing dumps on a virtual filer: Any dump commands directed to the
failed filer’s tape drives are executed on the takeover filer's tape drives.
Therefore, angunp commands that you execute throughdhen command
succeed only under the following conditions:

0 The device names are the same on both filers in the cluster.

0 The dump commands for the filer and the virtual filer are not scheduled to
occur during the same time period—the filer and the virtual filer cannot
access the tape drives simultaneously.

Caution
Make sure there that is a tape on which you want the backup to be written in the
tape device for each dump. Any tape in the tape device can get overwritten by a
dump.

Performing restores on a virtual filer: To perform restores to the virtual
filer, follow these steps:

Step | Action

1 | Putthe restore tape in a drive accessible by the takeover filer.

2 | Use ther est or e command in partner mode or as an argument {o
thepart ner command.
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Verifying the link
between clustered
filers

You can verify the status of the link between clustered filers by entering the

following command:
cf status

The following table shows the messages that may be displayed by the cf

st at us command.

M essage

M eaning

O uster enabl ed, partner_nane
is up.

The cluster is operating normally.

partner_nanme_1 has taken over
partner_nane_2.

Onefiler in the cluster has taken over
the other filer in the cluster.

I nterconnect not present.

The system does not recognize the
existence of an interconnect device.

I nterconnect is down.

The interconnect is unable to access
the partner. This may be due to
cabling problems or the partner may
be down.

I nterconnect is up.

The interconnect is active and is able
to transmit data to the partner.

X link is down; Y link is up.

The X link (upper cable) is currently
down. This condition may occur
briefly when a cluster nodeis
booting. If this condition persists,
check the cable seating.

Xlink is up; Y link is down.

TheY link (lower cable) is currently
down. This condition may occur
briefly when a cluster nodeis
booting. If this condition persists,
check the cable seating.

Note

Even if one of theinterconnect links (X or Y) is down, cluster communication

continues over the link that is up.
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Performing a giveback

Initiating a giveback

commands in the following table.

To restore a cluster to normal operation, from the takeover filer, enter one of the

Command

Description

cf giveback

Initiates a giveback to the failed filer.

Note

The cf giveback command will not su
following events are taking place:

0 Dump processes
Outstanding CIFS sessions
Parity checks

RAID reconstructs

RAID scrubs

Volume creation

A A

cceed if any of the

cf giveback -f

Terminates the following events on th
initiates a giveback to the failed filer:

Dump processes
Outstanding CIFS sessions
Parity checks

RAID reconstructs

RAID scrubs

Volume creation

O o oo o o

evirtual filer, then
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Command

Description

cf forcegiveback

Forces the takeover filer to give back the resources of
thevirtual filer even if the takeover filer detectsan error
that would normally prevent a complete giveback, such
as data not being flushed from NVRAM to the failed
filer's disks.

When the failed filer reboots as a result of a forced
giveback, it displays the following message if data fr¢
the virtual filer did not fully synchronize with the
virtual filer’s disks:

partner giveback inconplete, sone data nay be
| ost

Caution
Usecf forcegi veback only in desperate
circumstances, when you cannot get gi veback to
succeed. You can lose uncommitted data with this
command.

pm

What happens If afailure or power outage happens to the takeover filer during the giveback
when giveback is process, when the failure is repaired or power is restored, the giveback process
interrupted stops and the takeover filer returns to takeover mode. Some operations, such as

quotainitialization, will always cause a giveback to fail.
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Snapshots

11

Chapter contents

This chapter explains the NetApp snapshot system. The following table lists the

topics available.

Read...

To learn about...

“Understanding snapshbtn
page 390

Snapshots in general.

“Snapshot commands and optibns
onpage 394

Snapshots commands.

“Understanding snapshot disk
consumptiohon page 399

How snapshots work with disk
consumption.

“Managing snapshot disk
consumptiofon page 403

How to manage snapshot disk usag

je.

“Accessing snapshots from clights

onpage 408

How to access snapshots from NF$

D

and CIFS clients.
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Understanding snapshots

What is a
snapshot?

Accessing
snapshots

Simplifying tape
backup

Snapshots use little
disk space

Creating snapshots
for your needs

390

A snapshot is a read-only copy of the entire file system—it reflects the state of
the file system at the time the snapshot was created.

Any client of a filer can access snapshots to recover old versions of files; for
example, files that were accidentally changed or deleted. The snapshot feature
enables users to restore their own files without help, because files in snapshots
can be viewed and copied by those who have permission to do so with the
original files.

Snapshots also simplify tape backup. The filenp command automatically
creates a snapshot of the active file system, if necessary, before backing up the
data to tape. However, it is not necessary if you are backing up an existing
snapshot. Because a snapshot is a read-only copy of the file system, it does not
change even when files in the active file system are changing. As adesngt,

can make a safe and consistent backup without requiring you to take the filer off-
line.

The filer uses a copy-on-write technique to create snapshots quickly without
consuming any disk space. Snapshots begin to consume extra space only as
blocks in the active file system are modified and written to new locations on disk.
For more information about the copy-on-write technique used by snapshots, refer
to “How snapshots wotlon page 391

The filer creates and deletes snapshots automatically at preset intervals. You can
also create and delete snapshots manually. Each volume on the filer can have up
to 20 different snapshots at one time.
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Snapshots maintain
original file
permissions

How snapshots
work

Snapshot files carry the same permissions and inode numbers as the original
files, keeping the integrity of the security system intact. Inodes are data structures
that hold information about files on thefiler. Thereisaninode for each fileand a
fileisuniquely identified by the file system on which it resides and its inode
number on that system.

Note
Theinode number for afilein a snapshot is the same as the inode humber for the
corresponding file in the active file system. As aresult, some programs on UNIX
clients consider the two files to be the same. For example, if you use the GNU
di f f program to comparethetwo files, it does not find any differences between
them. To make sure that the two files have different inode numbers before the
comparison, copy one of the filesto another name.

When the filer creates a snapshot, it doesn’t copy disk blocks; instead, it
identifies all blocks in the file system as belonging to the snapshot as well as to
the active file system.

Example: Consider a particular file naméab in a newly created snapshot.
Because the snapshot was just created, the snapshot verfsiomas$ the same
contents as the version in the active file system. The same blocks on disk store
both versions, so the snapshot versiofoofconsumes no disk space.

Later, iffoo is deleted, the blocks holding the dataftmrare no longer part of
the active file system, but they are still part of the snapshot. Therefore, deleting
foo from the active file system does not free any disk space.
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Diagram of a The following figureillustrates how disk space is used before and after foo is
snapshot removed.

Before any snapshot After a snapshot is After the foo file is

is taken, disk space taken, the active file deleted, the space

is consumed by the system and snapshot previously used by foo

active file system point to the same disk is referenced by the

only. blocks. The snapshot snapshot. That's why
doesn’t use extra disk deleting active file
space. system data doesn’t

free disk space.

[ | Space used by the active file system
| Space used by the snapshot only
] Unused disk space

Changing the contents of foo creates a similar situation. New data written to foo
cannot be stored in the same disk blocks as the current contents because the

snapshot is using those blocks to store the old version of foo. Instead, the new
dataiswritten to new disk blocks, so there are two separate copies of foo on

disk—a new copy in the active file system and an old one in the snapshot. This
technique of duplicating disk blocks only as they are modified is cedigdon-
write.

In some directories, most data remains unchanged from day to day. For example,
a user with a 10-MB home directory might change only 100 KB to 500 KB on a
typical day. When files change slowly, snapshots can be kept on-line for days or
even weeks before they begin to consume unacceptable amounts of disk space. Ir
other directories, data changes quickly. If a large percentage of data changes
every day, there might not be room to keep snapshots for even a few hours. To
accommodate the needs of different users, create multiple volumes on the filer. In
this way, you can apply different snapshot schedules to different volumes.
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In summary, when the filer creates a snapshot, it doesn't use any disk space, but
as files in the active file system are changed or deleted, the snapshot uses more
and more disk space. How often files are changed and deleted determines the
number of snapshots the filer can create and the length of time the snapshots can
be kept.
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Snapshot commands and options

Snapshot The commands related to snapshots are listed in the following table. If the
commands volume name is omitted in any of these commands, the command applies to the
root volume.
Command M eaning
snap |i st @volume_name Listsall available snapshots.
shap create volume name Creates a snapshot with a
snapshot_name specified name.
snap del et e volume name Deletes a specified snapshot.
snapshot_name
shap renane volume namefromto Renames a snapshot.
shap reserve volume name Reserves a percentage of the
disk space for snapshots.
snap sched volume name Schedul es automatic snapshots.

a. Some of the information generated by this command is available through SNMP using the
Network Appliance custom MIB. The custom MIB is described in Chapteiuging
SNMR” on page 111."

Snapshot options The following options for thevol opt i ons command affect snapshotsin the
specified volume. The options remain in effect after the filer reboots.

Options

Descriptions

nosnap

Disables automatic snapshots. By default, this optionis
disabled.

nosnapdi r

Makes the .snapshot directory that is present at client
mount points or the root of the CIFS shareinvisible. It also
turns off access to the .snapshot directory and all .snapshot
directories under the mount point or the root of the CIFS
share. By default, this option is disabled.
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Note

The dunmp command does not work if thenosnapdi r or nosnap option ison.

Automaticsnapshot Thefiler usesthesnap sched command to create snapshots automatically and

creation to keep them o

n-line for a predetermined amount of time.

Types of automatic snapshots: The following table describes the three

types of automatic snapshots.
Type Description
Weekly Thefiler creates these every Sunday at midnight.

Weekly snapshots are called weekly.n, where n is an integer.
weekly.0 is the most recent weekly snapshot, and weekly.1 isthe
next most recent weekly snapshot.

When the filer creates aweekly snapshot, the value of nis
adjusted for all weekly snapshots. The higher the value of n, the
ol der the snapshot.

Nightly

Thefiler creates these every midnight except when aweekly
snapshot is scheduled to occur at the sametime. If the number of
weekly snapshots is nonzero and it’s the day of the week th
weekly snapshots occur, no nightly snapshot is created.

Nightly snapshots are call@ightly.n, wheren is an integer.
nightly.0 is the most recent nightly snapshot, arghtly.1 is the
next most recent nightly snapshot.

When the filer creates a nightly snapshot, the valuei®f
adjusted for all nightly snapshots. The higher the value tife
older the snapshot.

at
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Type Description

Hourly Thefiler creates these on the hour at specified hours, except at
midnight, if anightly or weekly snapshot is scheduled to occur
at the sametime. This occurs either if the number of nightly
snapshots in the schedule is nonzero, or if the number of weekly
snapshots in the schedule is nonzero and it's the day of the week
that weekly snapshots occur.

Hourly snapshots are call&durly.n, wheren is an integer.
hourly.0 is the most recent hourly snapshot, hadrly.1 is the
next most recent hourly snapshot.

When the filer creates an hourly snapshot, the valmef
adjusted for all hourly snapshots. The higher the valune thie
older the snapshot.

Example 1 of snap The following example shows asample snap sched command:
sched command snap sched vol1 2 6 8@8,12,16,20

Volume name J LJ

Create a snapshot every week
and keep a maximum of two.

Create a snapshot every day
and keep a maximum of six.

Create a snapshot every hour, Optional list of times,

or at the times listed in the in 24-hour format at
optional time list and keep a which an hourly snapshot
maximum of eight. is created.

Inthesnap sched command, the first argument after the volume namein the
exampl e indicates how many weekly snapshots to keep (2), the second argument
indicates how many nightly snapshots to keep (6), and the third argument
indicates how many hourly snapshots to keep (8). A zero in any of the three
positions disables snapshots for that interval.
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The argument for hourly snapshots can include an optional list of numbers
indicating the hours at which the filer creates the snapshots in 24-hour time (8,
12, 17, 20). If the argument is omitted, the filer creates an hourly snapshot.

The default snapshot scheduleis

snap sched vol une_nane 0 2 6@, 12, 16, 20

Example 2 of snap
sched command

Following is an example of the shap sched command:
snap sched vol une_nane 2 6 8@, 12, 16, 20

Snapshots created by this schedule: Thefollowing list describes the

snapshots created by the example:

0  weekly snapshots, and keeps the two most recent
O daily snapshots, and keeps the six most recent
0 hourly snapshots at 8:00 a.m, noon, 4:00 p.m., and 8:00 p.m., and keeps the

eight most recent

The following list shows the snapshots that are created by this snapshot schedule
in 1998 (when January 11 is a Sunday):

%Ils -lu .snapshot

total 64

dr Wxr wsr wx
dr Wwxr wsr wx
dr Wxr wsr wx
dr wxr wsr wx
dr wxr wsr wx
dr wxr wsr wx
dr Wwxr wsr wx
dr Wwxr wsr wx
dr Wxr wsr wx
dr wxr wsr wx
dr wxr wsr wx
dr wxr wsr wx
dr Wxr wsr wx
dr wxr wsr wx
dr Wxr wsr wx
dr wxr wsr wx

NN DNDNDRNNNNDNDMNDMNDNDNDNDNDDNDDN

root
root
root
root
root
root
root
root
root
root
root
root
root
r oot
root
root

4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096

Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

14
14
13
13
13
13
12
12
14
13
12
10
09
08
11
04

12:
08:
20:
16:
12:
08:
20:
16:
00:
00:
00:
00:
00:
00:
00:
00:

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

hourly.
hourly.
hourly.
hourly.
hourly.
hourly.
hourly.
hourly.
nightly.0
nightly.1
ni ghtly.2
nightly.3
nightly. 4
nightly.5
weekly. 0

weekly. 1

~NOoO ol W NP O

Result: Thisschedule keepsthe eight most recent hourly snapshots, created at 8
am., noon, 4 p.m,, and 8 p.m. every day, the six most recent daily snapshots, and
the two most recent weekly snapshots. Whenever the filer creates a new snapshot
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User-defined
automatic
snapshots

398

of aparticular type, it deletes the oldest one and renames the existing ones. On
the hour, for example, thefiler deletes hourly.7, renames hourly.0 to hourly.1, and
so on. The nightly snapshot schedule jumps from January 12 to January 10
because there is a weekly snapshot on January 11.

Note
OnaUNIX client, if youusel s -1 insteadof | s -1 u to list the snapshot
creation times, the times are not necessarily al different. Thetimeslisted by | s
- | reflect the modification times of the directory at the time of each snapshot,
and are not related to the times at which the snapshots are created.

Thesnap sched command is persistent acrossreboots. Thereisno need to put
the command in the /etc/rc file.

You can create snapshots at predefined times instead of using the hourly, daily,
and weekly schedules.

Example: For example, if you want to create two snapshots for the volume
named vol1 each week, you can set up acr on job on the administration host to
run twice each week at an appropriate time to execute the following

snap creat e command:

rsh toaster snap create voll filenane
Note

Thesnap creat e command does not accept a snapshot name containing a
dash (/).
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Understanding snapshot disk consumption

About snapshot
disk consumption

Disk consumption
by multiple identical
snapshots

Using the df
command to
display snapshot
use

Itisimportant to understand the amount of disk space snapshots consume and the
amount of disk space they are likely to consume. The following sections explain
how to determine the amount of disk space used by snapshots.

Suppose a snapshot contains a 1-MB file that hasn’t changed since the filer
created the snapshot. If that file is removed from the active file system, the
snapshot then consumes 1 MB of disk space.

The same version of that 1-MB file might be referenced by several snapshots:
hourly.0, hourly.1, andhourly.2. If these snapshots all contain the 1-MB file that
hasn’t changed since the filer created those snapshots, only 1 MB of disk space is
consumed by the snapshots even though all three snapshots contain the file.

To provide information about snapshot disk utilization,dhecommand on the
filer treats snapshots as a partition different from the active file system.

Sample df command output: Following is a partial sampléf command
output:

df
Fi |l esystem kbyt es used avai | capacity
/vol /vol 0 3000000 2000000 1000000 65%

/vol [ vol 0/ . snapshot 1000000 500000 500000 50%

Note
The numbers in this example were rounded off to make the example easier to
understand. Also, to make the output easier to read, the “Mounted on” column is
not included in the samptf output in the following sections.

In this example, theol0 volume contains 4 GB of disk space. It has 1 GB (or
25%) reserved for snapshots (the idea of reserving space for snapshots is
described in more detail later). That leaves 3 GB for the active file system, and
2 GB of the file system is in use.
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How the snapshot
reserve works

400

It isimportant to understand that the/ vol / vol 0/ . snapshot line counts
datathat exists only in a snapshot. Because data that also existsin the active file
system needsto be stored on disk anyway, it ismisleading if the filer charged the
space to snapshots. In the example, half of the 1 GB reserved for the snapshot is
used.

By default, the snapshot reserve is 20% of disk space. For information about how
to adjust the amount of the snapshot reserve, refer to “Changing the snapshot
reservé on page 406

This section uses several examples to explain the advantages of reserving disk
space for snapshots.

Snapshots use deleted active file disk space: If the filer created a

snapshot when the disks were full, removing files from the active file system
wouldn’t create any free space because everything in the active file system would
also be referenced by the newly created snapshot. The filer would have to delete
the snapshot before it could create any new files.

The following example shows how disk space being freed by deleting files in the
active file system ends up in the snapshot:

If the filer creates a snapshot when the active file system is full and there is still
space remaining in the snapshot reservedtheommand output is as follows:

Fi |l esystem kbyt es used avail capacity
/vol /vol 0/ 3000000 3000000 0 100%
/vol /vol 0/ . snapshot 1000000 500000 500000 50%

If you remove 100 MB of files, the disk space used by these files is no longer part
of the active file system, so the space is reassigned to the snapshots instead. If
you enter thelf command, the output is as follows:

Fi |l esystem kbyt es used avail capacity
/vol /vol O/ 3000000 2900000 100000 97%
/vol [ vol 0/ . snapshot 1000000 600000 400000 60%

The filer reassigns 100 MB of space from the active file system to the snapshot
reserve. Because there was reserve space for snapshots, removing files from the
active file system freed space for new files.

Administering snapshot disk space: Even with the snapshot reserve, the

job of administering snapshot disk space consumption is important. There is no
way to prevent snapshots from consuming disk space greater than the amount
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reserved for them. Consider what would happen in the exampleif al filesin the
active file system were deleted. Before the deletion, the df output was as

follows:

Fi |l esystem kbyt es used avail capacity
/vol /vol 0/ 3000000 3000000 0 100%
/vol /vol 0/ . snapshot 1000000 500000 500000 50%

After removing all the datain the file system, the df command generates the
following output:

Fi |l esystem kbyt es used avail capacity
/vol /vol O/ 3000000 2500000 500000 83%
/vol [ vol 0/ . snapshot 1000000 3500000 0 350%

Explanation: The entire 3 GB in the active file system moved into snapshots,
along with the 500 M B that were in snapshots before, making atotal of 3.5 GB of
snapshot data. Thisis 2.5 GB more than the space reserved for snapshots.
Because the active file system cannot use that space, the space shows up as used
by the active file system even though no files are there.

Recovering disk space for file system use: Whenever snapshots
consume more than 100% of the snapshot reserve, the system isin danger of
becoming full. In this case, you can create files only after you remove enough
snapshots.

Example: For example, if 500 MB of data were added to the active file system
in the preceding example, adf command generates the following information:

Fi |l esystem kbyt es used avail capacity
/vol /vol 0 3000000 3000000 0 100%
/vol /vol 0/ . snapshot 1000000 3500000 0 350%

As soon as the filer creates a new snapshot, every block in the system is
referenced by some snapshot. Therefore, no matter how many files you remove
from the active file system, there is still not room to add any more. The only way
to recover from this situation is to remove enough snapshots to free more disk
space. Refer to “Displaying snapshot statisticsn page 404or information
about how to use thenap | i st command to determine which snapshot to
delete.
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Effects of Quotas do not count disk space consumed by snapshots. If snapshots were
snapshots on included in the quota cal cul ations, users could end up in a state where they could
guotas not create any new files until al snapshots containing their old files expired.

402 Understanding snapshot disk consumption



Managing snapshot disk consumption

About snapshot
management

Scheduling
snapshots

This section describes

0 how to schedule snapshots to suit your environment
O  how to determine areasonabl e snapshot reserve

0  how to adjust the amount of space snapshots use

The examples in this section are for avolume named home.

The best way to manage the amount of space consumed by snapshotsin each
volumeisto usethesnap sched command to adjust the schedule of snapshot
creation.

Following are some suggested strategies for scheduling and retaining snapshots:

O If usersrarely losefiles or typically notice lost files right away, use the
default snapshot schedule. For example, thisisthe schedule that creates a
snapshot every day and keeps two:

snap sched hore 0 2 6@, 12, 16, 20

O If users commonly lose files and need to restore them, Network Appliance
recommends that you del ete the snapshots |less often than you would in the
preceding example.

On many systems only 5% or 10% of the data changes each week, so the
snapshot schedule of six nightly and two weekly snapshots consumes 10% to
20% of disk space. Considering the benefits of snapshots, it isworthwhileto
reserve this amount of disk space for snapshots. Following is the
recommended snapshot schedule, which keeps six daily snapshots and two
weekly snapshots:

snap sched home 2 6 8@, 12, 16, 20

0 If the data changes very quickly, reduce the number of snapshots scheduled.
For example, if avolumeisfilled and emptied each day, for example, a
volume storing large temporary files for a CAD application, it might not
make sense to use daily or weekly snapshots at all.

On avery active volume, schedule snapshots every hour and keep them for
just afew hours, or turn off snapshots. For example, the following schedule
creates a snapshot every hour and keeps three:

snap sched homre 0 0 3
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This schedule doesn’t consume much disk space, and it lets users recover
files in recent snapshots as long as they notice their mistake within a couple
of hours.

O  When you create a new volume on a filer, the new volume inherits the
snapshot schedule from the root volume. After you use the volume for a
while, check how much disk space the snapshots consume in the volume.

Displaying Thesnap | i st command shows the amount of disk space used by snapshots
snapshot statistics in a specified volume. This command enables you to see how much disk space
each snapshot uses, and helps you determine an appropriate snapshot reserve.

Command output Following is an example of the command output. If you don't specify a volume
name in the command, the output contains statistics about each volume.

snap list vol0

Vol une vol 0

% used %t ot al date nane

0% ( 0% 0% ( 0% Jan 19 08:01 hourly.0
1% ( 1% 1% ( 1% Jan 19 00: 01 nightly.0
2% ( 2% 2% ( 2% Jan 18 20:01 hourly.1
3% ( 2% 2% ( 2% Jan 18 16:01 hourly.2
3% ( 2% 3% ( 29 Jan 18 12:01 hourly.3
5% ( 3% 4% ( 39 Jan 18 00: 01 nightly.1
7% ( 4% 6% ( 4% Jan 17 00: 00 nightly.2
8% ( 4% 7% ( 4% Jan 16 00: 01 nightly.3
10% 5% 9% ( 49 Jan 15 00: 01 nightly. 4

The %/used column : The %/used column shows space consumed by
snapshots as a percentage of disk space being used in the volume. The first
number is cumulative for all snapshots listed so far, and the second number is for
the specified snapshot alone.

O The first number is equal to

cumulative snapshot space x 100%

cumulative snapshot space + file system space

O The second number is equal to

this snapshot x 100%

this snapshot + file system space
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The %f/total column : The %/total column shows space consumed as a
percentage of total disk space in the volume.

0  Thefirst number is equal to

cumulative snapshot space x 100%

total disk space in this volume
O The second number is equal to

this snapshot x 100%

total disk space in this volume

“Cumulative snapshot space” is the total space used by this snapshot and all
other more recent snapshots (the ones preceding this snapsha i@afhe

| i st output).

Output summary: The %/used number is more useful for planning the
snapshot reserve because it is more likely to remain constant as the file system
fills.

The example shows a volume that keeps five nightly snapshots and four hourly
snapshots. That is, the volume uses the following command for creating
snapshots regularly:

snap sched vol0 0 5 4@, 12, 16, 20

Thesnap | i st output shows that the overhead for snapshots is only 10%, so
the default snapshot reserve of 20% seems to be a waste of disk space. Assuming
that this pattern of change holds up, a reserve of 12% to 15% provides a safe
margin to ensure that removing files frees disk space when the active file system
is full.

The values in parentheses, that is, the values that show the space used by an
individual snapshot, are useful in identifying a particular snapshot to remove
when the file system is full. However, deleting a particular snapshot doesn’t
necessarily release the total amount of disk space indicated, because other
snapshots might be referring to the same blocks. Reféxdinisting disk space
used by snapshdten page 406 for further information about how to select a
snapshot file for deletion to reclaim disk space.

If you do not want the total amount of disk space consumed by all snapshots to
exceed a certain percentage of the used disk space, use the cumulative values in
thesnap | i st output to determine which snapshots to delete. In the preceding
example, if you don’'t want more than 5% of used disk space to be spent by
snapshots, delete all snapshots listed beightly.1 in thesnap | i st output;

that is,nightly.2, nightly.3, andnightly.4. After deleting the snapshotsghtly.1

and all the other more recent snapshots consume 5% of the used disk space.
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Changing the
snapshot reserve

Adjusting disk
space used by
snapshots

406

The snapshot reserve can be used only by snapshots, not by the active file
system.

The default snapshot reserve is 20% of the available disk space. To change the
reserve, enter the following command:

snap reserve vol une_nane percent

For example:

snap reserve vol 0 25

With no arguments, the snap r eser ve command displays the percentage of
disk space reserved for snapshotsin each volume.

Note
Snapshots can exceed the snapshot reserve space.

This section describes how to usethesnap | i st output to determine which
snapshot file to delete to free the most disk space.

Inthesamplesnap | i st outputin“Displaying snapshot statistiogn
page 404the cumulative disk space used by snapshots gradually increases from
top to bottom.

For example, in the %/used column, the cumulative space usedithy.1 is 2%
and the cumulative space usedhoyrly.2 is 3%. This is not always the case.

Example: Consider a filer with a 100-MB file system that has not changed since
the first snapshot was taken. T$wap | i st command on this filer displays
the following output:

% used %t ot al date name

0% (0% 0% (0% May 05 16:00 hourly.0
0% (0% 0% (0% May 05 12: 00 hourly.1
0% (0% 0% (0% May 05 08:00 hourly.2

The cumulative disk space used by snapshots does not increase because no
changes were made to the file system. However, if you had deleted 20 MB from
the file system before the filer took theurly.0 snapshot, thenap |i st

command would have displayed the following output:
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% used %t ot al date nane

0% (0% 0% (0% May 05 16:00 hourly.0
20% (20% 1% (199 May 05 12:00 hourly.1
20% (20% 1% (1% May 05 08:00 hourly.2

In the %/used column, the cumulative values for hourly.1 and hourly.2 are both
20%, but the cumulative value for hourly.2 is not 40%. Thisis because both
snapshots point to the same 20 MB of data, the data that you just deleted.

The cumulative values for hourly.1 and hourly.2 are different if you delete and
create data between snapshotsin the following way:

1. Delete 20 MB of dataand create 20 MB of new data after hourly.2.
2. Deletethe 20 MB of data created in Step 1 after hourly.1.

After the data deletions and additions, thesnap | i st command displaysthe
following output:

% used %total date name

0% (0% 0% (0% May 05 16:00 hourly.0
20% (20% 1% (1% May 05 12:00 hourly.1
33% (20% 2% (1% May 05 08:00 hourly.2

In this scenario, hourly.1 and hourly.2 each consume 20% of the used disk space:
20 MB out of 100 MB. However, thistime they reference different data blocks.
Cumulatively, they consume 40 MB, which is about 33% of the disk space used:
120 MB, which is 40 MB used by snapshots plus 80 MB in the file system.

Before trying to conserve space by deleting alarge snapshot file, examine the
cumulativevaluesinthesnap | i st output. If two adjacent snapshot files

show little difference in the cumulative values, most of the datareferenced by the
snapshots is the same. In this case, removing one of the snapshots doesn't free
much disk space.

If you find snapshots confusing and hard to manage, use the default snapshot
schedule and the default snapshot reserve because these settings are appropriats
for most environments. When you create a new volume on a filer, remember that
the new volume inherits the snapshot schedule from the root volume. After you
use the volume for a while, check how much disk space the snapshots consume in
the volume. If the disk space seems high, decrease the amount of time that
snapshots are kept or increase the snapshot reserve.

As you use snapshots, continue to watch the statistics change over time. The
statistics help you gain a better understanding of how snapshots work.
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Accessing snapshots from clients

About client access
to snapshots

NFS client access
to snapshots

408

Snapshots can be accessed by any user with the appropriate permissions. Every

directory in the filer’s active file system contains a directory naisregshot,

through which users can access old versions of files in that directory. How users
gain access to snapshots depends on the file-sharing protocol used: NFS or CIFS

The following illustration shows the directory structure on a client witlvat@
volume of a filer named toaster mounted/ftoaster.

/
n etc usr var
toaster
files in the volO .snapshot directory
volume on the filer | | |
nightly.0 directory nightly.1 directory

files in the volO volume files in the volO volume
on the filer as of the on the filer as of the
previous midnight midnight before last

Explanation: In this example, the client can obtain access to snapshots by way
of /n/toaster/.snapshot. This might seem to contradict the explanation of snapshot
access in the preceding section, because it shanwapshot directory only at the
mount point instead of in every directory in the tree.

Actually, the.snapshot directory in the mount point is “real” to make fmed
command work, whereas ttamapshot directories in all other directories are
“magic”; that is, can be accessed when they are referenced by name but do not
show up in a directory listing.
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CIFS client access
to snapshots

For example, at the mount point of afiler file system, adirectory listing looks
likethis:

Is -a
. snapshot dirl dir2

The same command entered in a directory below the mount point does not show
the .snapshot directory; for example:

cd dirl
Is -a

filel file2

If you enter thel s command with the directory name .snapshot, you can see a
listing of the snapshots for the dirl directory:

I's . snapshot

hourly. 0 hourly. 4 ni ghtly.0 ni ghtly. 4
hourly. 1 hourly.5 nightly.1 nightly.5
hourly. 2 hourly. 6 ni ghtly.2 weekly. 0
hourly. 3 hourly.7 ni ghtly.3 weekly. 1

If .snapshot were to show up in every directory, it would cause many commands
to work improperly. For instance, al recursive commands for removing files
would fail because everything below .snapshot is read-only. Recursive copies
would copy everything in the snapshots as well asfilesin the active file system,
and af i nd command would generate alist much longer than expected.

To CIFS clients, the snapshot directory appears only at the root of a share. For
example, if a user’s home directory is a share named bill that corresponds to the
Ivol/vol0/home/bill directory, only thévol/vol0/home/bill/.snapshot directory is

visible. When this user displays the contents of the home directory, the snapshot
directory is displayed assnapshot if the operating system supports long file
names and assnapsht if the operating system supports only short file names.

Note
The snapshot directory is visible in that it is displayed in a directory listing or
File Manager display if the client operating system is configured to show hidden
files.
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In each directory within the share, a snapshot directory exists but is not visible to
clients. For example, if the client operating system supports long file names, the
applications on that operating system can use the snapshot at each level of the
share by using .snapshot, ~snapshot, or ~SNAPSHT as the directory hame. You
cannot, however, display the directory namein any listing.

From an NFS client: the best way to find al versions of aparticular file
preserved in snapshotsisto usethel s command. The following example shows
how to find all versions of foo:

Is -1 foo .snapshot/*/foo

-rwr--r-- 1 smth 0 Jan 14 09:40 foo

-rwr--r-- 1 smth 0 Jan 13 18:39 .snapshot/nightly.0/foo
-rTWr--r-- 1 smth 0 Jan 12 19:17 .snapshot/nightly.1/foo

The version of foo in the active file system was last modified on January 14, but
the old versions available in the snapshots were modified on January 13 and
January 12. Although users can use standard UNIX commands to examine the
saved versions of foo, they cannot modify or remove these older versions because
everything beneath .snapshot is read-only.

From a CIFS client: usethe Fi nd command to search for thefilein the
~snapshot directory. For example, if auser maps the home share to drive F: and
wantsto find all versions of foo in snapshots, the user can use the Fi nd
command to search for foo in the f:\~snapshot folder.

When the filer creates a snapshot, the access time of each file in the snapshot is
updated to the snapshot creation time.

From an NFS client: you canusethel s -1 u command, which shows the
access times of files, to determine when snapshots were created. Following isan
exampleof thel s -1 u command:

I's -lu foo .snapshot/*/foo

-rwr--r-- 1 smith 0 Jan 14 09:40 foo

-rwr--r-- 1 smith 0 Jan 14 00: 00 .snapshot/nightly.0/foo
-rwr--r-- 1 smith 0 Jan 13 00: 00 .snapshot/nightly.1/foo

From a CIFS client: you can determine the access time of afile by checking
its properties.
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Qtree administration 12

About gtrees

Chapter contents

A gtreeisaspecia subdirectory of the root directory of avolume.

Qtree parameters: You can set the following parameters on a gtree:
O security style: NTFS (Windows NT file system), UNIX, or mixed
O oplocks setting: On or Off

0  disk space and file limits, as described in Chapter 13, “Quotas and
Maximum Number of File$

Note
Qtrees used to be called quota trees. Any quota trees created in previous release:
of Data ONTAP are now gtrees.

Volumes and gtrees: A volume has all the properties of a qtree except
O It can have gtrees under it.
0 It has different defaults than a gtree.

Unless expressly mentioned otherwise, whatever applies to gtrees also applies to
volumes.

Note
You cannot create a gtree inside another gtree.

Uses of gtrees: You use gtrees to group files that have similar characteristics,
much in the way that you use volumes. However, gtrees are much more flexible
than volumes. For details, sddsing gtree’son page 413.

This chapter discusses how to administer gtrees from the filer command line. You
can also administer gtrees from FilerView.

This chapter discusses the topics listed in the following table.

Read... To learn about...
“Using gtreeson page 413 What gtrees are and what you can do
with them.

“Qtree security styléon page 415 | Security styles and how to set and
change the security style of a gtree
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412

Read...

To learn about...

“Qtree file access modélsn
page 418

How to look at gtrees using file
access models.

“Creating a qtréeon page 420

How to create qtrees.

“Modifying the security style of a
gtre€ on page 421

How to set and change the security
style of a gtree.

“Modifying gtree oplocks settings
onpage 422

How to set and change the oplocks
setting of a gtree.

“Displaying gtree informatidhon
page 424

How to display information about al
gtrees on a filer so you can see hoy
many there are and what their

properties are. This enables you to
make informed decisions about qtre
management.
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Using gtrees

What you can do You can use gtrees in the following two ways:

with gtrees 0 Group files that have the same security style and oplocks setting, such as
filesrelated to a particular activity, for example, a project, without having to
create a separate volume for them.

0 Perform quick and easy backups.

Using a gtree for a project: Oneway to group filesisto set up aqgtree for a
project, such as one maintaining a database. Setting up aqtree for a project
enables you to do the following actions:

O  Set the security style of the project without affecting the security style of
other projects.

For example, you use NTFS-style security if the members of the project use
Windows files and applications. Another project in another gtree can use
UNIX files and applications, while yet another project can use both
Windows and UNIX files.

0O  Set oplocks (if the project uses Windows) as appropriate to the project
without affecting other projects.

For example, if one project uses a database that requires no oplocks, you can
turn oplocks Off on that project’s gtree. If another project uses oplocks, it
can be in another gtree that has oplocks set to On.

0 Limit the disk space and number of files available to a project so that it does
not use up resources that other projects and users need. As the needs of the
projects and available resources change, you can easily change the limits on
the gtree. For instructions about managing space using qtre&€h)ager
13, “Quotas and Maximum Number of Files

Using a gtree for backups: You can back up individual gtrees. You would do
so to

O add flexibility to backup schedules
O modularize backups
O keep the size of each backup to one tape

For details, se€hapter 14“Data Backug
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Moving files
between qtrees
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Volumes and gtrees have the default values shown in the following table.

Parameter Qtreedefault Volume default
opl ocks On On
security The style of the volume’s root directory  UNIX

Note

Quotatrees that were created in previous releases of Data ONTAP have, as
defaults, UNIX security style and oplocks On.

In UNIX, you cannot move afile into or out of a gtree with a rename operation.
Asaresult, the mv command on some UNIX systems failsif you try to move a
fileinto or out of agtree. You can always move the file by copying it, then

deleting the original.

In Windows, you can move afileinto or out of a gtree.
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Qtree security styles

Types of security There are three kinds of security styles, described briefly in the following table.
styles

Style Behavior

NTFS Exactly like Windows NT NTFS: Files and directories have
Windows NT file-level permission settings.

Note
To use NTFS security, make sure that the filer islicensed for CIFS.

UNIX Exactly like UNIX: Files and directories have UNIX permissions.

mixed Both NTFS and UNIX security are allowed: afile or directory can
have either Windows NT permissions or UNIX permissions.

Qtree security The following table describes the security stylesin detail and the effects of
styles in detail changing to each style.

Data ONTAP 5.3 System Administrator’s Guide 415



416

Securit _ Effect of changin
style ’ Description tothe style o
NTFS User accessis determined as follows: Windows NT
permissions
CIFS requests: Windows NT determinefile
permissions determine user access if access for afile that
Windows NT permissions have been set had them if the
on afile. changeisfroma
mixed qtree.
NFS requests: WindowsNT Otherwise, UNIX-
permissions and a mapped CIFSidentity | stylepermission bits
determine access. UNIX groups are not determinefile
used in the mapping fromaUNIX identity | gccessfor files
toaCIFS |dent|ty\ created before the
Note change.
You cannot change permissionsin an
NTFS gtree from a UNIX client.
UNIX User access depends on the protocol, as The filer disregards

follows:

CIFS requests: Windows users are
mapped to a UNIX UID and UNIX
permissions determine access.

InaUNIX qgtree, auser cannot set
Windows NT permissions. A Windows
user can change UNIX permissions from
Windows using SecureShare Access, as
described in “Sending a message to all
users on a filéron page 311

NFS requests: Only the user’s UID,
GID, and UNIX-style permission bits of
the file or directory determine user acce

any Windows NT
permissions
established
previously.

5S.
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Security I Effect of changing
style Description tothe style
mixed Both NTFS and UNIX style permissions | None.

are permitted. The security style of afile
isthe style most recently used to set
permissions on that file. See the
information in “NTFS’ on page 415.

Caution

Changing NTFS permissions on a file
recomputes UNIX permissions on that
file.

Changing UNIX permissions or
ownership on a file deletes any NTFS
permissions on that file.
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Qtree file access models

Kinds of file access
models

CIFS access to
Windows files

CIFS access to
UNIX files

NFS access to
Windows files
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You can use the following four file access models in working with gtrees:
0 CIFSuser accessing afile with Windows NT security

0 CIFSuser accessing afile with UNIX security

0 NFSuser accessing afile with Windows NT security

0O NFSuser accessing afile with UNIX security

CIFS accesses to Windows files obey Windows security rules.

The following principles apply to accessing UNIX filesfrom CIFS:
0  All CIFS users are mapped to UNIX UIDs and GIDs.

0 Fileaccesses use UNIX security or PC security, as chosen during theci f s
set up program.

0  UNIX-style permissions are determined by the rights associated with
the UNIX UID and GID.

0O PC-style permissions are determined by the rights assigned in a share’s
Access Control List (ACL) and are limited by the UNIX permissions
assigned to a file.

0 PC security is like FAT (File Allocation Table) file system security with per-
file permissions:

O If the owner of a file or directory accesses an item, the owner
permissions are checked to see whether they allow access.

0 If someone other than the owner of a file or directory accesses an item,
the group permissions are checked to see whether they allow access.

The following principles apply to accessing Windows files from NFS:
O Windows NT permissions are mapped to UNIX permissions.

0 Each Windows NT user who sets Windows NT permissions is mapped to a
UNIX user and UNIX group, except that if the owner is a generic user, the
owner is mapped to root with restrictions.

Qtree file access models



0O  Windows NT permissions for Owner are mapped to UNIX owner
permissions.

0O  Windows NT permissions for Everyone are mapped to UNIX Group and
UNIX Other permissions.

NFS access to UNIX  NFSaccessesto UNIX filesobey UNIX security rules.
files
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Creating a qtree

How to create a To create a gtree, use the following command:

qtree gtree create pat hnane

Result: The gtree pathname is created, with the following properties:
0 Volume: the root volume, unless you specify another volume

0 Name: pathname

O  Security style: that of the root directory of the volume

O Oplocks settings: On

Creating a qtree in If pathname does not begin with adlash (/), the gtreeis created in the root
the root volume volume. For example:

gtree create news

creates the gtree /vol/volO/news, where /vol/vol 0/ is the default name for the root
volume. For information about volumes, see.“Volume conceptson page 80

Creating aqtreeina If you want to create a gtree (for examplews) in a particular volume (for
volume other than exampleusers), use the following command:

the root volume gtree create /vol/users/news
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Modifying the security style of a gtree

When to change the
security style of a
gtree

How to change the
security style of a
gtree

There are many circumstance under which you might want to change gtree style.
Two examples are

0 Because the default security style of aqtreeisthat of its root volume, you
might want to change the security style of agtree after creating it to the style
you warnt.

O You might also want to change the security style to accommodate other users
or files; for example, if you start with an NTFS gtree and subsequently want
toinclude UNIX files and users, you might want to change the gtree to a
mixed qtree.

To change the security style of agtree, use the following command:

gtree security [pathname [mxed | ntfs | unix]]

Example with a qtree: To change the security model of /vol/users/docsto be
the same as Windows NT, use

gtree security /vol/users/docs ntfs

Example with a volume: To change the security model of the root directory
of the users volume to mixed so that, outside of a gtree in the volume, onefile
can have NTFS security and another UNIX security, use

gtree security /vol/users/ mxed

Note
When you create an NTFS qgtree or change agtreeto NTFS, by default, every
Windows user is given full access. You must change the permissions if you want
to restrict access to the gtree for some users. If you do not set NTFS file security
on afile, UNIX permissions are enforced.
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Modifying gtree oplocks settings

When to change
oplocks settings

Changing oplocks
settings

Effect of the
cifs.oplocks.enable
option

422

You might want to change gtree oplocks settings when you add or remove
software, or when the kind of data you are using changes. For detailed
information about oplocks, see “Using oplocks on page 328

To change the oplocks setting of a gtree, follow these steps:

1. Make sure that thei f s. opl ocks. enabl e option is set the way you
want.

2. Use the gtree oplocks command, as follows:

gtree opl ocks [nane [enable | disable]]
The command takes effect immediately.

Note
If you disable the oplocks feature on a gtree, existing oplocks in the gtree are not
broken.

Example with a gtree: To enable oplocks in the /vol/users/docs gtree if
oplocks are disabled and the ci f s. opl ocks. enabl e optionisset to On,
enter the following command:

gtree opl ocks /vol /users/docs enabl e

Example with a volume: To disable oplocks in the entire users volume if
oplocks are enabled and theci f s. opl ocks. enabl e optionis set to On,
enter the following command:

gtree oplocks /vol/users/ disable

This disables only files and directories that were not in a gtree when oplocks
were enabled.

Setting theci f s. opl ocks. enabl e option has the following effects:

0 Iftheci fs. opl ocks. enabl e option is set to Off, all oplocks on the
filer are turned off.
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O Iftheci fs. opl ocks. enabl e option is set back to On, the setting for
each gtree comes into effect and oplocks are turned on for those gtreeswhere
oplocks are enabled.
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Displaying gtree information

How to display To display all attributes of al gtrees on afiler, including quota trees created in
gtree information previous versions of Data ONTAP by thequot a gt r ee command, use the
gt r ee command with no arguments.

The qtreecommand Theqt r ee command lists for afiler the items described in the following table.
display

Field Contents

Vol une The volumes on afiler. Bear in mind that avolumeisitself a

gtree.
Qree Qtrees that are not volumes; each is listed next to its volume.
Style The security style of each gtree.

Opl ocks | The oplocks setting of each gtree.

Example qgtree display: For example:
gtree

Vol ume Qree Styl e Opl ocks

bagel s uni x enabl ed
bagel s sesane uni x enabl ed
muf fin ntfs enabl ed
muf fin bran uni x enabl ed

Explanation of example qtree display: Inthe example

0  Because bagels and muffin are volumes, each has a security style and
oplocks setting.

O Sesameisadtreein the Bagels volume. Its security style and oplocks setting
happen to be the same as that of its parent volume, bagels.

0 Branisagtreein the muffin volume. Its security styleis different from that
of its parent volume, muffin. Filesin bran have UNIX-style permissions;
filesin muffin but not in bran have NTFS-style permissions.
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Quotas and Maximum Number of Files

13

Chapter contents

This chapter describes how to manage disk space on thefiler. The following table

lists the types of information available.

Read...

To learn about...

“Restricting or tracking disk usage
by using disk quotdn page 426

Restricting disk usage by using
quotas.

“Increasing the maximum number ¢
files” on page 437

fIncreasing the maximum number of
files in a volume.

“The df commanton page 438

Using thedf command to monitor
the current disk space usage.
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Restricting or tracking disk usage by using disk quotas

About disk quotas Filer disk quotas restrict disk space and the number of files used by a user, a
group, or agtree. For information about how to create a gtree, refer to Chapter
12, “Qtree administratiof This chapter discusses how to manage disk quotas by
editing the/etc/quotas file.

Format of the To set up disk quotas, creatgumtas file in the/etc directory.

quotas file
Note

Keep a record of yowguotas file in a safe place and update it as you change it, in
case you must do a restore without having access to the root volume.

Following is a samplguotas file:

#Quot a Tar get type di sk files
/vol | hone/ user/joe user 500M 10K
21 group 750M 75K
/vol leng/ proj 1 tree 750M 75K
witers group@vol / eng/ proj 1 300M 50K
* user 50M 10K
Note

If the quota is a tree quota, the field in thepe column of theguotas file
displayst r ee, notqt r ee.

Keep arecord of your quotasfile in asafe place and update it asyou changeit, in
case you must do arestore without having access to the root volume.

Quota Target field: Specifies the user, group, or gtree on which you want to
impose restrictions. You can assign more than one quota to a user or group, but
only one quota to a gtree. The entries can be in any order.

Quota target for a user quota: You specify a user with one of the following
targets:

0 afile or subdirectory whose UID matches the user
O the user's name, as defined in thg/passwd file or the NIS password map
0 the user’s UID

426 Restricting or tracking disk usage by using disk quotas



The methods are equivalent, and inform the filer of the UID of the target. A file
or directory is used only as the source of a UID; there are no quota implications
for that file or directory. The UID of the user must not be 0.

Any file or subdirectory you use in the Quota Target field is referenced
repeatedly throughout the life of the system, so if you use a path name, choose a
path name that will last for aslong as the user account remains on the system. For
example, use a user’s home directory for a user quota.

Quota target for a group quota: You specify a group with one of the
following targets:

O afile or subdirectory whose GID matches the group
O the group’s name
O the group’s GID

The methods are equivalent. A file or directory is used only as the source of a
GID; there are no quota implications for that file or directory. The GID of the
group must not be 0.

Quota target for a tree quota: To create a tree quota, use the

guot a qt r ee command to create a directory in the root directory of a volume.
The quota target in the quotas file for a tree quota is the complete path name of
this directory.

Quota target for default quotas: Use an asterisk (*) in the Quota Target
field to specify a default for the user or group quotas. Defaults do not apply to
tree quotas. The default value applies to the following users or groups:

O New users or groups that are created after the default entry has taken effect.
For example, if the maximum disk space for default user quotas is 500 MB,
any new user can use up to 500 MB of disk space.

O  Users or groups that are not explicitly mentioned ingtiatas file. For
example, if the maximum disk space for default user quotas is 500 MB, users
for whom you have not specified a user quota irgtintas file can use up to
500 MB of disk space.

To override a default for a specific user or group, specify a quota for that user or
group.

Type field: You can enter one of the following values in the Type field to define

the quota type:

0O user: If a user quota applies just to a tree and not to the entire volume,
specifyuser @ r ee, wheretree is the name of a gtree. If a user quota
applies to a volume other than the root volume, ap@nal! / vol une to
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the quotatype. For example, user @ vol / nar ket i ng means that the
user quota applies to the marketing volume.

0O group: If agroup quota appliesjust to atree and not to the entire volume,
specify gr oup@ r ee where tree is the name of a gtree. If a group quota
applies to a volume other than the root volume, append @ ol une to the
quotatype. For example, gr oup@ vol / mar ket i ng meansthat the
group quota applies to the marketing volume.

O tree A treequotaissimilar to adisk partition, but you can increase or
decrease the size of atree quota at any time.

Disk field: Specifies the maximum amount of disk space that the quota target
can use. Inthisfield, K is equivalent to 1,024 bytes, M means 220 bytes, and G
means 230 bytes. If you omit the K, M, or G, the default isK.

If you want to track the disk usage but do not want to impose a disk usage limit
on the quotatarget, enter adash (-) in the disk field.

Note
Do not put ablank in the Disk field; it acts as white space. The filer regards the
following entries as equivalent:

#Quot a Tar get type di sk files
[ export tree 75K
[ export tree 75K

Files field: Specifies the maximum number of filesthat the quotatarget can
use. Use K toindicate 1,024 files. For example, 75K means 76,800 files. Use M
to mean 2720 and G to mean 2°30. You can omit the K, M, or G. For example, if
you enter 100, it means the maximum number of filesis 100. A blank in thisfield
means there is no restriction on the number of files that the quota target can use.

If you want to track the number of files but do not want to impose alimit on the
number of files that can be used by the quota target, enter adash (-) in thefiles
field.

Following is a sample quotas file that includes different kinds of quotas:

#Quot a Tar get type di sk files
/vol | hone/ user/jdoe user 500M 10K
108 user 500M 10K
jsmth user@vol /rls 500M 10K
publ i cati ons group 750M

/vol / hone/ eng group@vol / cad 750M 75K
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/vol [ cad/ proj 1 tree 750M 75K

witers group@vol /cad/proj1 150M

* user 50M 15K
* user @vol / cad/ proj 1 50M 10K
* group 750M 85K
* group@vol /cad/proj1 100M 75K
mhowar d user 150M 100K
mhowar d user @vol / cad/ proj 1 75M 75K
nfi sher user - -

Any operation that creates files or writes to them must satisfy all applicable
quotas. The following list describes the effects of the sample quotasfile:

0

The owner of /vol/home/user/jdoe and the user whose UID is 108 can each
use 500 MB of disk space and 10,240 filesin the root volume.

The user whose user name is jsmith can use 500 MB of disk space and
10,240 filesin therls volume.

The group publications can use 750 MB of disk space with no restrictions on
the number of filesin the root volume.

The group that owns /vol/home/eng can use 750 M B of disk space and
76,800 filesin the cad volume.

The gtree proj1 in the cad volume can use 750 MB of disk space and 76,800
files.

The writers group can use 150 M B of disk space and an unlimited number of
filesin the proj1 gtree provided that the quotas on the proj1 gtree are not
exceeded.

Any user not otherwise mentioned in this file can use 50 MB of disk space
and 15,360 filesin the root volume.

In the proj1 gtree, any user not otherwise mentioned in thisfile can use 50
MB of disk space and 10,240 files.

Any group not otherwise mentioned in this file can use 750 MB of disk
space and 87,040 filesin the root volume.

Inthe proj1 gtree, any group not otherwise mentioned in thisfile can use 100
MB of disk space and 76,800 files.

The user mhoward can use 150 MB of disk space and 102,400 filesin the

root volume. In the proj1 gtree, mhoward can use 75 MB of disk space and
76,800 files.

Thereisno limit as to how much disk space or how many files the user
mfisher can use. You can, however, usethequot a r eport command to
display the amount of disk space and the number of files used by this user.
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Both user and group quotas apply to the entire specified volume (or the root
volumeif no volume name is specified). Thisistrue even if the quotatarget in
the quotasfile is specified in the form of a path name. For example, if the quota
target for the user named jdoe is /vol/home/user/jdoe, the filer imposes the quotas
on al fileswritten by jdoe, not just the ones written to /vol/home/user/jdoe.

The quotas file specifies what the restrictions are on users, groups, and trees.
Whether these restrictions take effect depends on the quot a command. The
guot a command enables you to do the following tasks:

O enable and disable quotas on a per-volume basis

O resize quotas on a per-volume basis

0 display information about all active quotas or about quotas that apply to a
specified path

Some of the information from quot a commands s available through SNMP
using the Network Appliance custom MIB. For moreinformation about the MIB,
refer to “About the Network Appliance custom MIB” on page 112

Enabling or disabling quotas: Thequot a on| of f command enables or
disables quotas for all volumes or a specific volume. Use the following syntax
when using the command:

quotas [on|off] vol une

Use the following command to enable quotas for a volume:

quota on vol une

This command computes the disk usage of each quota target. The computation
can take a few minutes to complete for a large number of quotas. To find out how
much quota initialization the filer has completed, usejihet a command

without any arguments. For example:

quot a

vol 0: quotas are on.
vol 1: quotas are initializing (24% done).
vol 3: quotas are off.

Use the following command to disable quotas for a volume:

quota of f vol une

Because the filer remembers whether quotas are on or off even after it reboots,
there is no need to addjaot a command tdetc/rc.
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Resizing quotas: Thequot a resi ze command updates active quotas
without recalculating disk usage, and is faster than quot a of f followed by
guot a on. An active quotais one that appears in the output of the quot a
r eport command, discussed in “Displaying information about quotasn
page 433.

You use thejuot a r esi ze command after changing limits for a group or user.
For example, jdoe has a disk quota of 500 MB, as shown in the following
example.
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#Quot a Tar get type di sk files
/vol [ hone/ user/jdoe user 500M 10K
* user 10M 10K

Usethequot a r esi ze command to update the quota if jdoe’s disk quota were
increased, as shown in the following example:

#Quot a Tar get type di sk files
/vol | hone/ user/jdoe user 600M 10K
* user 10M 10K

How quota resize affects newly added quota targets: Thequot a
r esi ze command usually ignores newly added quota targets. For each entry
that it skips, thejuot a r esi ze command prints the following message:

quota resize: new entry on line nin /etc/quotas
wheren is a line number.

Thequot a resi ze command does not ignore newly added quota targets in
the following situation:

If a default quota applies to the creator of a file, an active quota record is created
for the owner of the file. If a newly added quota target is the user or group that
has an active quota record, tiigot a r esi ze command does not ignore the
newly added quota target. That is, if a user or group has written to a file that is
under the control of a default quota, a newly created entry in the quotas file for
this user or group takes effect afteqeot a r esi ze command.

After you edit the quotas file, if you want to make sure that all entries take effect,
enter thequot a of f command followed by thguot a on command. In this
way, all quotas listed in the file become active.

Creating an active quota for a quota target: You can use thquot a
r esi ze command so that quotas can take effect on targets that have not created
any files.

Because a quota becomes active when a quota target has written a file, you can
make an entry in the quotas file an active quota by following these steps:

1. Create a file.

2. Change ownership of the file to the quota target.
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Creating a user
quota

Because the quota target now has an active quota record, you can enter the
guot a resi ze command, including the volume name, to make the quota
entry go into effect. This procedure takes |ess time than executing the quot a
of f command followed by the quot a on command because only the newly
active quotais recal culated.

Displaying information about quotas: Thequot a report command
displays the current consumption of files and space for each quota target and for
each user and group that is under quota restrictions.

For example, if auser quotais specified in the quotas file for a user named jdoe,
the quota report shows how many files and how much disk space have been used
by jdoe. The Quota Specifier column in the quota report shows the same
information as the Quota Target column in the quotas file, with the following
exception:

If auser or group isunder default quota restrictions, quot a r eport displays
information about the user or group asif the user or group had an entry in the
quotasfile. In this case, the Quota Specifier column in the quotareport is blank.

With a path argument, quot a r eport displaysinformation about all quotas
that apply to the specified file.

Follow these steps to limit disk space used by a user named jdoe.

Step | Action

1 | Decide who should be limited by adisk quota. In this example, the
user isthe owner of /vol/home/user/jdoe. The filer restricts disk
usage of files with the same UID as /vol/home/user/jdoe.

2 | Add thefollowing line to the quotas file:
/vol / hone/ user/jdoe user 300M 20K

Substitute the values you want for 300M and 20K. You can also use
the UID of jdoe or the name jdoe if you have set up a passwd file on
thefiler or the NIS database. If you want the restrictionsto apply to a
volume other than the root volume, for example, the home volume,
enter the following line:

/vol | hone/ user/jdoe user@vol/home 300M 20K

Substitute the values you want for 300M and 20K.
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Creating a group
qguota
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Step

Action

Usethequot a on command, including the volume name. For
example, if quotas are aready on for the home volume, enter the
following commands:

quot a of f home

quota on hone

Alternatively, if jdoeis already under quota restriction, for example,

if hisfileswererestricted by adefault user quota, enter the following
command so that the user quota you just created can take effect:

quot a resi ze hone

Follow these steps to limit disk space used by a group named service.

Step

Action

1

Decide which group should be limited by a disk quota. In this
example, the group isthe owner of /vol/home/user/service. That is,
thefiler restricts disk usage of fileswith the same GID as
Ivol/home/group/service.

Add the following line to the quotas file:

/vol | hone/ group/ service group 700M 100K

Substitute the values you want for 700M and 100K. You can also use
the GID of the group or the name of the group. If you want the
restrictions to apply to a volume other than the root volume, for
example, the home volume, enter the following line:

/vol | hone/ group/ service group@vol/hone 700M 100K
Substitute the values you want for 700M and 100K .
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Removing quota
restrictions

When quotas are
exceeded

Step | Action

3 | Usethequot a on command. If quotas are already on for the home
volume, enter the following commands:

quota of f home

quota on hone

Alternatively, if the service group is already under quotarestriction,

for example, if the group’s files are already restricted by a defau
group quota, enter the following command so that the group quata
you just created can take effect:

—

quot a resi ze hone

To remove quota restrictions, follow these steps.

Step | Action

1 | Remove the appropriate line or lines from tjuetas file.

2 | Use thequot a of f andquot a on commands, including the
volume name. For example, enter the following commands:

quot a of f home
quota on hone

This section describes how the filer responds when quotas are exceeded and what
users see on the client systems.

Messages displayed by the filer when quotas are exceeded: When it
receives awrite request, thefiler first determines whether the file to be writtenis
in agtree. If the write would exceed the gtree quota, the filer logs the following
€rror message:

tid tree_id: tree quota exceeded on vol une_nane

If the gtree is not full but the write would cause either the user or group quotato
be exceeded, the filer logs one of the following errors:

uid user_id. disk quota exceeded
gid group_id. disk quota exceeded
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where user_id is the user’s UID angdroup_id is the group’s GID.

To the client, the filer returns an “out of disk space” error to the NFS write
request or a “disk full” error to the CIFS write request. The following sections
describe how the clients notify the users about quotas being exceeded.

Messages displayed on NFS clients: If a write from an NFS client to a
filer causes a quota to be exceeded, the user experience depends on the operatin
system version and the application.

If a UNIX client mounts a filer without theoquot a option, thd ogi n

program on the client checks to see whether the user has reached the disk quota
and file quota each time the user tries to log in to the client. The client displays a
message to alert the user before displaying the system prompt if a quota was
reached. In the following example, a user reached the disk quota on the filer
mounted agt/toaster on a client named client2:

rlogin client2

You have mail.

Block limt reached on /t/toaster
client2%

Not all versions of UNIX perform the quota check as described in this section.
Also, the exact message printed varies from one version to another.

If a write causes a quota to be exceeded, the error message seen by the user
depends on the application. For example, on a SunOS 4.x client, if a user tries to
save a file usingi when his or her disk quota is reached, the error message is

D sc quota exceeded [Warning - /t/toaster/hone/jdoe/filel is
i nconpl et €]

Messages displayed on CIFS clients: If a write from a CIFS client to a
filer causes a quota to be exceeded, the user experience depends on the operatin
system and the application. Following are two examples:

O An application might display a message as follows:

Cannot wite file filenane

O When a user tries to copy a file to the filer using the Explorer in
Windows 95, the error is as follows:

Cannot create or replace filenane: Cannot read fromthe source file
or disk.
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Increasing the maximum number of files

About increasing
the maximum
number of files

Viewing the number
of files in a volume

Initially, the maximum number of fileson the filer is set at one for every 32 KB
of disk space. The number isincreased automatically when you add a new disk.
Theincrease is determined by thefiler, and is not a user-specified value.

Unlike UNIX, which requires that you specify the maximum number of filesin a
file system when you create the file system, the filer enables you to use the
maxf i | es command to increase the number of files for each volume at any
time.

Note
Use caution when increasing the maximum number of files because after you
increase this number, you can never reduce it. As new files are created, thefile
system consumes the additional disk space required to hold the inodes for the
additional files; thereis no way for the filer to release that disk space. Aninodeis
a data structure containing information about files.

To see how many filesarein avolume, usethedf -i pat hnanme command,
which shows how many inodes have been used, or usethemaxfi | es vol une
command.

For example, both of the following commands show that the home volume has
used 2,872 inodes:

df -i /vol/home
Fi |l esystem i used ifree % used Munted on
/vol / hone/ 2872 118090 2%  /vol /hone

maxfiles hone

Vol une hone: maxi mum nunber of files is currently 120962 (2872
used)

Information generated by the maxf i | es command is available through SNMP
using the Network Appliance custom MIB. For moreinformation about the MIB,
see “About the Network Appliance custom MIB” on page 112
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The df command

About the df To verify the amount of free disk space on thefiler, enter thedf command on the

command filer. Information generated from the df command is also available through
SNMP, using the Network A ppliance custom MIB, which is described in “About
the Network Appliance custom MIB” on page 112

With the-i option, the command displays the number of used inodes and the
number of available inodes. Following is an example ofithe-i command:
df -i /vol/home

Fi |l esystem i used ifree % used Mounted on
/'vol / hone/ 240843 121525 66% /vol / hone

The total amount of disk space shown indlifieoutput is less than the sum of
available space on all disks installed in the volume. Consider the following
sampledf command issued on a volume with seven 2-GB disks installed:

df /vol/vol 0

Fi |l esystem kbyt es used avai capacity
/'vol /vol 0/ 9886448 8426196 1460252 85%

/vol /vol 0/ . snapshot 1098492 427008 671484 39%

When you add the numbers in the kbytes column, notice that the sum, 10,984,940
KB (about 11 GB), is significantly less than the total disk space installed (14
GB). The following reasons account for the discrepancy:

O The parity disk, which is a 2-GB disk in this example, is not reflected in the
output of thedf command.

0  As with the UNIX FFS (Fast File System), the filer reserves 10 percent of
the total disk space for efficiency, whidh does not count as part of the file
system space.

The filer doesn't limit the size of a file system. The maximum size of the file
system is restricted only by the amount of disk space installed in the volume. For
individual files, the maximum size is 8 TB. Many NFS clients restrict the file size
to 2 GB or 4 GB.
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Using the df
command with
gtrees

When you enter adf command with a path name on a client, the command
returns the amount of free space in the file system containing the path name. For
example, if thefiler ismounted on the client as/t/toaster, thedf command on the
client displays the disk information about the /t/toaster file system as follows:

df /t/toaster/engineering/jdoe

Fi |l esystem kbyt es used avail capacity Munted on
toaster:/ 2097151 1646923 450228 79% /t/toaster

However, if you defined gtrees on thefiler, the information about available space
could be misleading because the actual space available might be less. For
example, if /engineering is a gtree with adisk quota of 1,800 MB, the space
available in the /t/toaster/engineering directory is less than that in the df
command output shown in the preceding example.

If you have gtrees on the filer, Network Appliance recommends that you mount
each qtree separately. For example, if the filer named toaster has two qgtrees,
/vol/home/engineering and /vol/home/marketing, mount
toaster:/vol/home/engineering and toaster :/vol/home/marketing on two mount
points, for example, /t/toaster/engineering and /t/toaster/marketing.

In thisway, the filer takes the gtrees into consideration when responding to a df
command from a client and returns the amount of free space in each gtree, as
opposed to the space available in the entire file system.
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Data Backup

14

Introduction to data backup

Meaning of data
backup

Why you want to
back up data from
disk to tape

Different methods
for backing up the
filer

Comparison of
backup methods

Data backup means copying data from disk to tape. While the filer dump
command enables you to copy datato standard output, this chapter mainly
discusses how to copy data to tape.

The following list describes the reasons for backing up data from disk to tape:

O  You can restore data from tape if an application or a user inadvertently
corrupts or deletes files that cannot be recovered from snapshots.

O  You can store the backup tapes at an off-site archive to protect the data
against natural disasters.

0 After you reinstall the file system on the filer (for example, for migrating to
larger disks or for converting a single-volume filer to a multivolume filer),
you can restore data from tape.

The filer supports three backup methods:
O Using thefiler dunp command.

0  Using an application on a computer that supports the Network Data
Management Protocol (NDMP). For moreinformation about NDMP, refer to
Chapter 17, “Network Data Management Protocol (NDMP)

O Using commands or a non-NDMP-compliant application from an NFS or a
CIFS client.

Caution
If you use the ar orcpi o command on an NFS client to back up the filer, be
aware that some versions of these commands fail with file systems that contain
long path names, unusual file names, or hard links.

The following table compares the different backup methods.
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Scope of this
chapter
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Filer dump command

NDM P applications

Commandsor non-
NDM P applications
on NFSor CIFSclient

Initiate the backup
session from the filer
console or from a
trusted host through
rsh.

Initiate the backup
session from the
computer running the
NDMP application.

Initiate the backup
session from the NFS
or CIFSclient.

Back up any files or

Back up any files or

Back up thefiles or

directories. directories. directoriesthat are
mounted or shared by
the client.

Back up datato tape Back up datato tape Back up datato tape

drives attached to the drives attached to the drives attached to the

filer being backed up,
to another filer, or to
another computer.

filer being backed up,
to the computer running
the NDMP application,
or to another filer.

filer or totheclient if
the client supports the
rm protocol.

Preserve both NFS and
CIFS attributes.

Preserve both NFS and
CIFS attributes.

If backup isinitiated on
an NFSclient, CIFS
attributes are not
preserved.

This chapter describes how to use the dunp command to back up the filer. This
chapter does not describe how to use commands or applications on an NFS or a
CIFS client to back up thefiler.

This chapter also does not discuss how to enable NDMP on the filer so that you
can use an NDMP-compliant application for backing up the filer.
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How the dump command works

Purpose of the
dump command

What the dump
command can back

up

How the dump
command uses
snapshots to back
up data

The dunp command writes file system data from disk to tape in aformat that
enables you to restore the data to a filer using the filerss or e command or
the Solarisuf sr est or e command.

Thedunp command can back up a file, a directory, a gtree, or an entire volume.
In thedunp command, you specify the complete path nhame to be backed up. In
this chapter, this path name is referred to as the “dump path.”

The dump path can exist in the filer’s active file system or in a snapshot. If the
dump path is in an active file system, the filer takes a snapshot of the active file
system before it writes the data to tape. The snapshot capability ensures that the
data written to tape is consistent. As a result, you need not take the filer or
volume off-line before initiating the backup.

Thedunp command names each snapshot it cresagsshot_for_backup.n. The

n at the end of the snapshot name is an integer starting at 0. Each tadnehe
command creates a shapshot, it increments the integer by 1. The filer resets the
integer to 0 when it is rebooted.

Thedunp command automatically deletes the snapshot after it successfully
finishes the backup.

When the filer executes multiptlunp commands simultaneously, tHhanp
commands create multiple snapshots. For example, if the filer is running two
dunp commands simultaneously, you find these snapshots in the volumes from
which data is being backed wgmapshot_for backup.0 and

snapshot_for_backup.1.

Caution
When thedunp command is in progress, the filer does not allow you to delete
thesnapshot_for_backup.n file. If you are backing up data from an hourly, daily,

or weekly snapshot, make sure that the snapshot scheduler does not delete the
snapshot before trdunp command is finished.
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Metadata being
backed up

How to exclude
certain types of
data from the
backup

Devices used by the
dump command
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In addition to backing up datawithin files, the dunp command backs up these
types of metadata:

0  UNIX group ID, owner ID, and file permissions

UNIX access time and modify time

File type, including UNIX symbolic links and hard links
Filesize

DOS name, attributes, and create time

Windows NT ACLs

O o o o o

Note
The CIFS attributes (DOS name, attributes, and create time, and Windows NT
ACLSs) can be restored only with the filer'est or e command. You cannot use
the Solariuf sr est or e command to restore these attributes, although the
uf srest or e command can restore the data in CIFS-created files.

Options in thedunp command enable you to exclude certain types of data from
the backup.

Windows NT ACLSs: You can choose not to back up Windows NT ACLs if the
data is used only by NFS clients.

Exclude list: You can choose to exclude files and directories from a backup if
you do not need those files and directories again. For example, you can exclude
temporary files generated by some applications or object files produced during
program compilation.

When thedunp command traverses the dump path, it compares file and
directory names to each exclude string specified ithg command. If the
name exactly matches the string, the file is excluded from the backup.

Note
You can reduce the amount of backup data by using an exclude listinrtpe

command. However, an exclude list increases the amount of time needed to
finish adunp command because the filer must compare each file name to the
exclude list to determine whether the file should be backed up.

Thedunp command can back up data to these devices:
O Tape drives or tape stackers attached to the filer

How the dump command works



Incremental
backups

Where you can
enter the dump
command

Benefits of entering
the dump command
through rsh

O Tapedrives or tape stackers attached to another computer, provided that the
following requirements are met:

0  The computer supportsther m protocol.

O Thefiler has atrusting relationship with the remote computer to which
the tape drive is attached. This relationship enables the filer to writeto
the tape drive. For example, if you want to back up the filer to atape
drive attached to another filer, include the filer in the /etc/hosts.equiv
file of the destination filer. If you want to back up the filer to atape
drive attached to a SUnOS or Solaris computer, include thefiler in the
/.rhosts file on the computer.

0  Thefiler can resolve the name of the computer to which thetape driveis
attached using the information about the computer in the filer’s
/etc/hogts file or in the DNS database.

0  Standard output, provided that you enterdbep command throughsh.
Because the console is not a standard output device, you cannot write to
standard output if you enter tdeinp command on the console.

You can specify the level of backup ianp command (“dump level”), which
ranges from level O to level 9. A level 0 backup is a full backup: It writes all data
in the dump path to the backup media. Backups at dump level ranging from level
1to level 9 are incremental backups. In an incremental backup, only files
changed since the previous level are written to the backup media.

You can enter thdunp command through the console or throug.

Entering thedunp command throughsh gives you these benefits:

O When thedunp command is in progress, you can still use the console to
manage the filer. If thdunp command entered on the console is backing up
a large number of files, you cannot use the console for a long time.

You can start multipledunp commands throughsh.

Itis less likely to inadvertently terminate tienp command. If you enter a
dunp command on the console, it could be terminated by a Ctrl-C entered
on a host connected to the filer ustrg net .

O You can automate filer backups through shell scripts.

Data ONTAP 5.3 System Administrator’s Guide 445



O You can write data to standard output.

Benefits of entering  If you enter the dunp command on the console, you can read and respond to

thedump command  screen messages displayed by the command. For example, the command might

on the console prompt you for another tape to complete the backup. A dunmp command entered
through r sh aborts and does not generate any messages when the command
needs user intervention.
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Format of the backup data

About this section

Backup data format

Five passes of the
dump command

When the filer executes the dunp command, it displays messages showing the
different passes of the dunp command. This section discusses the format of the
backup data and what data is written to tape in each pass of the dunmp command.

The backup data format is organized based on inodes. Aninode for afileor a
directory contains information for tracking the file’s or the directory’s type, time
stamps, bad blocks, and so on.

On each tape, thetunp command creates two maps:

O The first map shows which inodes are used in the directory to be dumped.
The filer uses this map to determine which files have been deleted or moved
between incremental dumps.

0 The second map shows which inodes have been written to the tape. The filer
uses this map to verify the accuracy of the restore operation when the backup
data is restored.

Thedunp command writes files and directories to tape by inode numbers.

Thedunp command consists of five passes. After you entedtimgp command,
the filer displays messages showing which pass is in progress.

In passes 1 and 2, the filer traverses directories to search for files to be backed up.
The filer backs up a file if the file meets these requirements:

0 The file is included in the dump path.
O The file has changed since the previous backup at a lower dump level.
0 The file is not excluded by the exclude list specified indhep command.

Example: If you initiate a level-dunp command to back ufpol/vol0, the filer
searches for files ifvol/vol0 that have changed since the previous level-0
backup.

In passes 1 and 2, the filer also creates the maps descrilFeatindt of the
backup data

In passes 3 and 4, the filer writes the data to tape in ascending inode order.
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In pass 5, the filer writes the ACL information to tape.
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How the dump command writes and stores data on tape

About this section

Meaning of tape
block

Meaning of tape file

The dunp command transfers a number of blocks of data at atime to an output
file on tape. This section provides information about how the command writes
and stores these blocks of data, which helps you decide the dunp command
format appropriate for your backup.

A tape block is 1 kilobyte of data. In the dunp command, you can specify the
number of tape blocksthat are transferred in each write operation. Thisnumber is
called the “blocking factor.”

Caution
If you plan to restore the backed-up files on a computer other than the filer, make
sure that the blocking factor you choose does not exceed the maximum blocking
factor supported by that computer. If you use a filer to restore the backup data,
the blocking factor must not exceed 63.

A tape file is a dump output file on tape. It can also be an entire tape. You can
back up a dump path to one tape file on a tape, multiple tape files on a tape, or
multiple tape files on multiple tapes.

In thedunp command, you can specify the maximum size of the tape file in
terms of tape blocks. For example, if you want the maximum tape file to be 2 GB,
specify 2,097,151. (That is, the largest tape file can contain 2,097,151 tape
blocks, which are 1 kilobyte each.)

Caution
If the backed-up files are to be restored on a computer other than the filer, make
sure that the tape file size you choose does not exceed the maximum tape file size
supported by that computer. If you use a filer to restore the backup data, the tape
file size can be as large as a single tape.
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command writes to
multiple tape files

Different types of
tape files
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When the data being backed up exceeds the capacity of atape, the dunp
command automatically writes to the next tape file specified in the command. If
the current tape file isthe last tape file listed on the dunp command, the filer
prompts you to load another tape.

If you specify the maximum tape file size in the dunp command, the command
writes to the next tape file when the backup data reaches that size, regardless of
the amount of space left in the current tape.

A tape can contain multiple tape files, but any tape must contain at least one
complete tapefile.

The dunmp command can use these types of tape files:

0

Note

Local or remote. (Refer tddevices used by the dump command
page 444 for more information about where the tape devices can be located.)

Rewind or norewind. If the tape file is a rewind file, the filer rewinds the
tape after it finishes writing the tape file. If you want therp command to
write multiple tape files on the same tape, specify norewind tape files in the
dunp command.

The name of a norewind tape file begins witmaffior examplenr st 0a);
the name of a rewind tape file begins withraffor exampler st 0a).

Unload/reload tape files. These tape files apply only if you are backing up to
tapes in tape stackers. When you use these tape filelijtipecommand
unloads the tape when it reaches the end of tape, and then the tape stacker
reloads another tape.

The name of an unload/reload tape file begins with(far example,
ur st 0a).

An unload/reload tape file cannot be a norewind tape file. For example, do
not specifyunr st Oa.

If the tape stacker is attached to a remote hostiuh@ command can reload the
tape only if that host supports automatic reloading.

O

Standard output, which is specified as - indn@p command.
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Determining the amount of backup data

Description

Step for estimating
the amount of data
if you back up a
gtree

Steps for estimating
the amount of data
if you back up data
not in a qtree

Before you enter the dunp command, you must determine the amount of backup
data so that you can estimate the number of tape files and the number of tapes
required for the backup.

The procedure for estimating the amount of data depends on whether the dataiis
inaqtree.

Follow the step in this table to display the number of kilobytes used for the gtree.

Step | Action

1 | Enterthequot a report command.

The procedure for estimating the amount of backup data depends on whether the
filer ismounted on an NFS client or is shared by a CIFS client.

If the filer is mounted on an NFS client: Follow these steps to determine
the amount of backup data from an NFS client.

Step | Action

1 | Onthe NFS client, change directory to the mount point.
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Step

Action

Enter the following command for each directory you want to back
up:

du -s pathnane ..

Example: If the NFS client mounts the filer to /toaster and you
want to back up the /etc and /home directories, enter these
commands:

cd /toaster

du -s etc hone

The command output shows the amount of space allocated for the
directories. Refer to the documentation for your client system for
interpreting the output because the output is written in different units
(for example, 512-byte units or 1,024 units) depending on the
operating system.

If the filer is shared by a CIFS client: Follow these steps to determine the
amount of backup data from a CIFS client.

Step | Action
1 | Onthe CIFSclient, point to the shared file or directory that you want
to back up.
2 | Right-click to display the pull-down menu.
3 | Click Propertiesto display the number of bytes used by the file or

directory.
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Determining the number of tapes for the backup

Description

Prerequisites

Steps

You must determine the number of tapes required for the backup before entering
the dunp command for these reasons:

0

You can ensure that the dunp command will not run out of tapes and be
incomplete.

You can load all tapes required in the tape drives or stackersin advance for
an unattended backup. If you do not load enough tapes before entering the
dunp command and you start the dunp command from the console, the
filer prompts you to load additional tapes. If you start the dunp command
through r sh, you do not see the prompts from the filer and the dunp
command cannot be completed because of the lack of tapes.

You must meet these prerequisites before you can determine the number of tape
filesrequired:

0

The filer must be able to display tape drive information. To learn how to
display tape drive information, refer to “ Displaying tape device informatibn
onpage 489

You must know the amount of data to be backed up. For information about
determining the amount of backup data, refefietérmining the amount of
backup dataon page 451.

Follow these steps to determine the number of tapes required for the backup.

Step Action

1 Determine the capacity of the tape drives you are using for the
backup.

2 Determine the amount of data that needs to be backed up.
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Step Action

3 | Determine the amount of space that will be left unused on atape.
For example, if the dunp command specifies several tape files, the
command automatically writes to the next tape file even though
there is space left in the current tape.

Example: Thefollowing dunp command starts the second tape
fileonr st 1la after writing 2,000,000 tape blocks to thefirst tape
file, even though thetapeinr st Oa contains unused space:

dunp Ouf B rstOa, rstla 2000000 /vol /vol O
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Prerequisites for the dump command

About this section

General
prerequisites

Prerequisites for
backingup to a
nonqualified tape
drive

Prerequisites for
backingup to a
remote tape drive

The prerequisites for the dunp command depend on the format of the dunp
command. For example, the prerequisites for backing up datato a remote tape
drive and to alocal tape drive are different. This section describes the general
prerequisites that must be met regardless of the dunp command format. It also
describes the specific prerequisites for specific backup procedures.

You must meet these prerequisites for the dunp command to run successfully:

0

You must have enough tape space for the backup. RefBetermining the
number of tapes for the backumn page 453 to determine the number of
tapes required for the backup.

The tape drive is available. That is, it is not currently used for data backup or
recovery.

The tape drive must be included in flte/cloned tapes file.

These are the prerequisites for backing up data to a tape drive attached to a
remote host:

0

You must know the maximum blocking factor supported by the remote host
to which data is backed up. Some computers allow a blocking factor greater
than the default used by tdenp command (63). Make sure that the

blocking factor you specify in thdunp command does not exceed the
maximum blocking factor supported by the remote host.

If you use a blocking factor greater than 63, you must know the maximum
blocking factor supported by the system that you plan to use for restoring the
data. If the maximum blocking factor is 63 on the system for restoring data,
that system cannot restore data from a tape file created with a blocking factor
greater than 63.

You must know the maximum tape file size supported by the remote host to
which data is backed up. For example, some UNIX systems do not support
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tape files larger than 2 GB. In the dunp command, you need to specify the
tape file size appropriate to your remote host.

0 If you use atape file size larger than 2 GB, you must know the maximum
tape file size supported by the system that you plan to use for restoring the
data. If the maximum tape file sizeis 2 GB on the system for restoring data,
that system might not be able to restore data from atape file greater than 2
GB.

The remote host must support ther nt protocol.

Thefiler being backed up must have a trusting relationship with the remote
host.
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Recommendations for performing a backup

About this section

General
recommendations

Recommendations
for minimizing
backup time and
data loss

Some recommendations in this section are applicable to al kinds of backups;
some recommendations depend on your priorities, such as your need to minimize
backup time or to minimize tape handling.

Follow the recommendations in this section when you back up datafrom thefiler.

Avoid backing up too much data in a single dump command: The
reasons are listed below:

0 Thedunp command cannot be restarted. That is, if the dunp command
encounters an error, you cannot correct the error and proceed from the point
where the command fails. You must start the command from the beginning.

O The backup takes along time to finish. This leaves you with along time
period during which changed data cannot be written to tape by an
incremental backup.

Store incremental backups for the same dump path on the same
tape: If you want to do a subtree restore, you must restore from all incremental
backupsto restore the most recent data. Having all the incremental backupsin the
same tape minimizes tape management during the restore process.

Write down qtree information before backing up qtrees: Record the
information about gtrees if your backup contains gtrees. This is because when
you restore data from tape, the filer does not automatically re-create the gtrees.
You must re-create the gtreesinto which datais to be restored. Having arecord of
all gtrees enables you to re-create the gtrees quickly.

The recommendations in this section enable you to minimize both the time
required to perform a backup and the possibility of dataloss. Thisis because the
shorter the time for the dunp command to finish, the more incremental backups
you can perform. A large number of incremental backups minimize the amount
of unrecoverable data.
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Recommendations
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Recommendations
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Note
There is a disadvantage to having alarge number of incremental backups: When
you restore data, you must restore from all the incremental backup tapes, which
might take along time.

Use multiple local tape drives: Attach the maximum number of tape drives
to thefiler. Thefiler can write faster to alocal tape drive than to atape drive
attached to another system.

Organize data to be backed up: Thefirst two passes of the dunp command
run faster if the dump path is one of these:

0 Avolume
0O Adtree
0 Datanot belonging to any gtrees

Limit the amount of data in each backup: Limit the amount of datain a
volume or gtree to be backed up to 200 GB.

Schedule the backups appropriately: Schedule backups when the [oad on

the filer is light. Refer toExample of backing up the entire filesn page 468

for an example of executing one full backup and several incremental backups a
night.

Avoid using an exclude list: If you exclude certain files from the backup,
thedunp command takes longer because it must compare each file name to the
strings in the exclude list to determine whether it should back up the file.

The method used for restoring data has a greater effect on downtime than does
thedunp command. However, it helps to keep the data in the dump path to 100
GB or less because a full restore is more efficient than a partial restore. For
example, it takes less time to restore an entire 100-GB gtree than to extract 100
GB of data from a 500-GB backup.

Because the filer supports thet protocol, several filers can share the same
tape drive. Attach the tape drive to the filer with the most data to back up. Follow
these guidelines if multiple filers back up to the same tape drive:

O Use a private network for the backup so that the traffic load on the network
does not slow down the backup process.
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O Schedulethe dunp command on each filer so that it starts only when no
other filers are using the tape drive.
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the dump command
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dump command
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The dunp command syntax is as follows:
dump [ option argunent | path

The following list describes the rules for entering the dunp command:

O option can bealist. You must list all options together; do not separate the
options by commas or spaces.

O argument can be alist of arguments, each of which is associated with an
option. The arguments are separated by spaces.

0 If an option takes alist of arguments, the argumentsin the list are separated
by commas.
List the arguments in the same order as you list the options.
The dump level must be the first option. You can type other optionsin any
order.

O pathisthe complete path name of thefile or directory to be backed up by the
dunp command.

0  Always precede the volume nameby / vol / even though the volumeisa
root volume. Thisis because between different levels of backups, you might
have changed the root volume.

Note
Some options do not have any arguments.

The following example illustrates how you use the dunp command syntax:
dunp Oufb rst0a 63 /vol/vol 0/

Options: Thefollowing list describes the options:
O 0 isthedump level.

O  u updatesthe /etc/dumpdatesfile.

o f specifiesthetapefile.

0 b specifiesthe blocking factor.

Arguments: The 0 and u options do not have arguments.
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The argument for thef optionisr st Oa (the tape file name), and the argument
for the b option is63 (blocking factor). Ther st Oa and 63 arguments must be
listed in the same order asthef and b options.

Path: The path nameis /vol/vol0/, which means that all files and directoriesin
the vol 0 volume are backed up to tape.

Note
The dunp command consists of more options than those described in this
section. All options are described in greater detail in the next section.

Descriptions of The following table describes the meanings of the dunp command options.
dump options

Option M eaning

Dump It is mandatory. It can be anumber from 0to 9. Level Oisafull
level backup; levels 1 through 9 are for incremental backups.

A The dunp command does not back up Windows NT ACLSs.

b It isthe blocking factor. It takes a number as an argument, which

is the number of 1-KB blocksin each write.

If you use alocal tape drive for backup, the number should be
from 4 to 64. If you use a remote tape device for backup, the
number must be from 4 to 256. The dunp command generates an
error message if you specify anumber that isout of range for your
tape drive. The default argument is 63.

B It takes a number as an argument, which is the number of tape
blocksin atapefile. The dunp command writes the specified
number of tape blocks to atape file before starting a new tapefile.

The argument must be equal to or larger than the argument to the
b option. If you do not specify this option, the dunp command
writes data until it reaches the end of tape.

f It is mandatory. It takes the tape file name as an argument. You
can specify acomma-separated list of tape file names.

I It backs up only specific files and directories in the dump path. It
must be used with the n option.
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Option M eaning

n It takes a string as an argument, which is the name of the backup
to be recorded in the /etc/dumpdatesfile. It is required if you use
thel option.

Q It takes a volume name as argument. The dunp command backs

up all datain the specified volume that does not reside in a gtree.

You cannot perform incremental backups on data that is backed
up with the Qoption. However, you can use both the Qoption and
u option to record the backup in the /etc/dumpdatesfile. The entry
in the /etc/dumpdates file enables you to keep a history of the
backups.

u The dunp command updates the /etc/dumpdates file, which
contains the dump path, the dump level, and the creation time of
the snapshot used by the dunp command. You must use this
option if you plan to perform incremental backups in the future.

X It takes a string as argument. You can specify a comma-separated
list of strings. If the name of afilein the dump path matches one
of the strings, the dunp command excludes that file from the
backup. Each string for the X option appliesto files at every
directory under the dump path.

The following list describes the rules for specifying the strings:

0 Toexclude afile, the name of the file must match the string
exactly. For example, if you specify cor e, only those files
whose names are cor e are excluded. A filenamed a. cor e
is not excluded.

You can use the asterisk (*) as awildcard character.

The wildcard character must be the first or last character of
the string. Each string can contain up to two wildcard
characters. For example, you can specify *. cor e, core. *,
or*core.*, butnotcore*. 1.

O Becausethe stringsin the list are comma-separated, if you
want to exclude files whose names contain acomma, precede
the commain the string with a backslash.

O You can specify up to 32 strings for the X option.
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Using the dump command to back up data to tape

Description You can enter the dunp command at any time to back up datain a specified path.
After the dunp command is finished, the datain the path is written to tape.

Prerequisites You must meet all the prerequisites describedPirefequisites for the dump
command on page 455.

Restrictions You can run up to fowlunp commands in parallel.
Steps Follow these steps to executd@rp command.
Step | Action

1 | Prepare the number of tapes required, following the steps described
in “Determining the number of tapes for the backuppage 453

2 | Determine and note the blocking factor used in the backup. For more
information about blocking factors, refer tgléaning of tape block
on page 449.

3 | Determine and note the tape file size used in the backup. For mpre
information about tape file size, refer t@léaning of tape fileon
page 449.

4 | Enter thedunp command in the appropriate format, using the
examples that follow as a guide.

Examples of level-0  The following list provides examples of level-0 backups to a local tape file.
backups to a local 0 dunmp Of rstOa /vol/vol 1/ users/ton specs

tape file The command performs a full backup of thel/vol 1/user s/tonvVspecs
directory. After thedunp command is finished, the filer rewinds the tape.
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Note
In this example, if you know in advance that the backup requires two tapefiles,
user st Oa asthe second tape file namein the dunp command so that the
command automatically rewinds the tape after it is finished.

dunp Ouf rstOa /vol/vol 1/ users/tom

The command performs a full backup of the /vol/vol 1/user s/tom directory
and records the backup in the /etc/dumpdates file.

dunp 0fQ rstOa /vol/vol 1

The command performs afull backup of al datain the /vol/vol1 volume that
does not belong in any gtrees.

dunp Of netappl:nrstOa /vol/vol1l

The command performs a backup to a tape drive attached to a filer named
netappl.
dunp Of uni x_machine:/dev/rst0 /vol/vol 1

The command performs a backup to atape drive on a UNIX system.

dunmp 1uf nrstOa /vol/vol1l

The command performs a level-1 backup of the /vol/vol1 volume to

nr st Oa. Thismeansthat only files that have changed since the most recent
level-0 backup are written to tape. After the command isfinished, it does not
rewind the tape.

dunp Of rstOa,rstla /vol/voll

The command backs up the /vol/vol 1 volume to the tape onr st Oa. If the
volume exceeds the capacity of the tapeon r st Oa, the command writes the
second tapefileto thetapeonr st 1a. Otherwise, it does not use the tape on
rstila.

dunp Of urstOa,urstOa /vol/vol1l

The command backs up the /vol/vol 1 volume to the tapein ur st Oa. After
the command finishes writing to the first tape drive, it does not rewind the
tape. If the volume exceeds the capacity of the tape on ur st Oa, the
command writes the second tape file to the same tape drive on ur st Oa. If
the command needs to write the third tape file, it prompts you to load a new

tape.
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Example of backing
up adirectory from
a snapshot

Example of
backups to atape
stacker

Example of backing
up multiple files or
directories in one
dump command

O

0

dunp Of rstOa
/vol /vol 1/ . snapshot / weekl y. 0/ hone/ user s

From the weekly snapshot, the command performs alevel -0 backup of the
/vol/vol1/home/user s gtree.

dunp Of urstOa, urstOa, urstOa,nrstOa /vol/vol 1l

The command backs up the /vol/vol 1 volume to atape stacker. After the
command finishes writing atape file, it unloads the tape and rel oads another
tape. After the command finishes writing the fourth tape file, it does not
rewind the tape.

dunp Oufnl rstOa user.1.3.5 /vol/vol 1/ hone

The n option specifies the name of the backup (user . 1. 3. 5), whichis
recorded in the /etc/dumpdatesfile. If you do not specify a name, the dunp
command fails. Thel option specifiesthat you interactively enter the names
of individual files and directories to be backed up from the /vol/vol 1/home
directory.

Thefiler displays some messages and a prompt for the names of the filesand
directories you want to back up. Enter each name as a path name relative to

the dump path in the dunp command. Do not specify “..” or specify a
directory that contains symbolic links. To end the list of names, use a blank
line or press Ctrl-D. Then thsunp command displays messages about the

progress of each pass of the command.

The following example shows how to enter the relative path names for the
directories to be backed up. The example ends the list of path names with a
blank line.

DUMP: creating "snapshot_for_backup. 0" snapshot.

Cr AL I NO. ot e e
DUWP: Date of this level O dump: Tue Jun 3 12:47:14 1997
DUMP: Date of last level O dunp: the epoch

DUMP: Dunpi ng /vol /vol 0O/ home to nrstOa

DUMP: mapping (Pass |I) [regular files]

DUWP: Reading file names from standard input

userl

user 3

user5
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dunp OuAf rstOa /vol/vol1l

The command performs alevel-0 backup of the /vol/vol1 volume. The A
option means that the backup does not include any Windows NT ACL
information. Use this option if the files in the volume are for NFS only.

dunp Oufb rstOa 32 /vol/vol1l

The command performs a level-0 backup of the /vol/vol1 volume. The
command writes 32 KB of data at atime, enabling you to restore the data
from systems that limit each write to 32 KB.

dunp Ouf B nrstOa, nrst0a 2000000 /vol /vol 1

The command performs alevel-0 backup of the /vol/vol 1 volume to the tape
innr st Oa using atape file size of 2,000,000 tape blocks. After writing
2,000,000 tape blocksto the first tape file, the command does not rewind the
tape; it continues writing the second tape file on the same tape. If there is
more datato be backed up after the command reaches the end of the second
tape file, the command prompts you for a new tape.

dunp Ouf X rstOa tnp, *. 0, core*, *backup*, usr\,
/vol /vol 1

The command performs alevel -0 backup of the /vol/vol1 volume, which
excludes the files that meet one of these requirements:

O Thenameist np.

Thenameendsin. o (for example, pr ogr am o).

The name begins with cor e (for example, cor e. snal | ).
The name contains backup (for example, spec. backup. 1).
Thenameisusr, .

O o o g

This section provides a sample schedule for backing up the following filersto the
same tape stacker:

netappl, which contains 3 volumes
netapp2, which contains 2 volumes
netapp3, which contains 2 volumes
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The schedul e uses the following assumptions:
0  Thelevel-0 backup takes 10 hours.

O Thetape stacker is attached to netappl, and the tape stacker contains two
tape drives.

0  Root on each filer has the permission to write to netappl.

According to this schedule, the filers perform the following types of backups:
0  Thefilersfully back up each volume once aweek.

O Thefilers perform alevel-1 backup and alevel-2 backup for each volume
every week.

0 Thefilersdo not rewind the tape for each level-1 backup so that the
subsequent level-2 backup can be written immediately after the level-1

backup on the tape.
Day of week dump commands on each filer
Sunday netappl:
dunmp Ouf urstOa, urstOa,urstOa /vol/vol1l
netapp3:
dunp 1uf netappl:nrstla /vol/vol 6
netapp2:
dunp 2uf netappl:urstla /vol/vol 4
Monday netappl:
dunp Ouf urstOa, urstOa, urstOa /vol/vol 2
netapp3:
dunmp 1uf netappl:nrstla /vol/vol7
netapp2:
dunp 2uf netappl:urstla /vol/vol5
Tuesday netappl:
dunp Ouf urstOa, urstOa, urstOa /vol/vol 3
netappl:
dunp 1uf nrstla /vol/vol1l
netapp3:

dunmp 2uf netappl:urstla /vol/vol 6

Data ONTAP 5.3 System Administrator’s Guide 467



Example of backing
up the entire filer

468

Day of week

dump commands on each filer

Wednesday

netapp2:
dunp Ouf

netappl:
dunp 1uf

netapp3:
dunp 2uf

net appl: urst Oa, urstOa, urst0a /vol/vol 4

nrstla /vol/vol 2

net appl: urstla /vol/vol 7

Thursday

netapp2:
dunp Ouf

netappl:
dunp 1uf

netappl.:
dunp 2uf

net appl: ur st Oa, urstOa, urst0a /vol/vol 5

nrstla /vol/vol 3

urstla /vol/vol 1

Friday

netapp3:
dunp Ouf

netapp2:
dunp 1uf

netappl:
dunp 2uf

net appl: urstOa, urstOa, urst0a /vol/vol 6

net appl: nrstla /vol/vol 4

urstla /vol/vol 2

Saturday

netapp3:
dunp Ouf
netapp2:
dunp 1uf

netappl:
dunp 2uf

net appl: ur st Oa, urstOa, urst0a /vol/vol 7

netappl: nrstla /vol/vol 5

urstla /vol/vol 3

This section provides a sample backup schedule for backing up afiler with seven
volumes. The schedul e uses the following assumptions:

0O A low rate of change enables you to fit multiple incremental backups on one

tape.
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0O Twoincremental backups performed on each volume each week offer
sufficient data protection due to alow rate of change.

0  Thelevel-0 backup takes 10 hours.

According to this schedule, the filer performs the following types of backups:

0  Thefiler fully backs up each volume once aweek.

O Thefiler performs alevel-1 backup and alevel-2 backup for each volume

every week.

0  Thefiler does not rewind the tape for each level-1 backup so that the
subsequent level-2 backup can be written immediately after the level-1
backup on the tape.

Day of week

dump commands

Sunday

dunp
dunp
dunp

Ouf
1uf
2uf

ur st Oa, ur st Oa, ur st 0a
nrstla /vol/vol 6
urstla /vol/vol 4

/vol /vol 1

Monday

dunp
dunp
dunp

Ouf
1uf
2uf

ur st Oa, ur st Oa, ur st Oa
nrstla /vol/vol 7
urstla /vol/vol5

/vol /vol 2

Tuesday

dunp
dunp
dunp

Ouf
1uf
2uf

ur st Oa, ur st Oa, ur st Oa
nrstla /vol/vol 1
urstla /vol/vol 6

/vol /vol 3

Wednesday

dunp
dunp
dunp

Ouf
1uf
2uf

ur st Oa, ur st Oa, ur st Oa
nrstla /vol/vol 2
urstla /vol/vol7

/vol /vol 4

Thursday

dunp
dunp
dunp

Ouf
1uf
2uf

ur st Oa, ur st Oa, ur st 0a
nrstla /vol/vol 3
urstla /vol/vol 1l

/vol /vol 5

Friday

dunp
dunp
dunp

Ouf
1uf
2uf

ur st Oa, ur st Oa, ur st 0a
nrstla /vol/vol 4
urstla /vol/vol 2

/vol /vol 6

Saturday

dunp
dunp
dunp

Ouf
1uf
2uf

ur st Oa, ur st Oa, ur st 0a
nrstla /vol/vol5
urstla /vol/vol 3

/vol /vol 7
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Data Recovery 1 5

Introduction to data recovery

Why you want to
restore data from
tape

When you do not
recover data from
tape

This section describes why you want to restore data to the filer from tape.

Files were deleted from disk but backed up to tape: For example, if
you inadvertently delete afile and want to restore the file, you can recover the
file from tape.

Files are corrupted: If some filesare corrupted, you can restore the subtree
containing thefiles.

No disk slots are available for expansion: If thefiler runs out of storage
space, you can do the following tasks:

0 Back up the entirefiler

O Replacethe current disks with disks of greater capacity
0  Set up volumeson new disks

O Restorethefiler from tapes

The entire filer is damaged and unusable: If the entirefiler is damaged
and unusable, call Network Appliance Technical Support to determine whether
you can repair thefiler.

If you can repair the filer but somefiles are deleted during the repair process, you
need only restore the missing files. Otherwise, you need to reinitialize the disks
and restore al files from tape.

Caution
Before initializing disks on your filer, call Network Appliance Technical Support
for instructions. Initializing disks destroys all data on your disks.

Recover adeleted file from tape only if you cannot recover the deleted file from
any snapshot on thefiler. If thefileisin a snapshot, copying the file to the active
file system is faster than recovering the file from tape.
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The filer supports these methods for recovering data that was backed up by the
filer's dunp command:

O Using ther est or e command on the filer to restore the file from a local or
remote tape drive. If you use a remote tape drive, the host for the tape drive
must support thent protocol.

O Using the UNIXuf sr est or e command on a client that supports the
SunOS 5¢Solaris 2x uf sdunp format.

O Using third-party backup management software on a computer that supports
the Network Data Management Protocol (NDMP) to restore data from a
local or remote tape drive. For more information about NDMP, refer to
Chapter 17“Network Data Management Protocol (NDMP)

Caution
Use the Solariaf sr est or e command only if your filer runs NFS exclusively.
If your filer runs the CIFS protocol, do not use the Solafisr est or e
command. Doing so results in data loss.

Ther est or e command cannot recover data that was backed up by commands
issued on other systems. For example, do not try to use theffigsrtsor e
command to recover a tape file created by the Saldssiunp command.

A file recovered by theest or e command has the same UNIX file permissions
and Windows NT ACLs as it did when it was backed up. If you restore a file that
has only UNIX file permissions to an NTFS gtree or volume, the file has no
Windows NT ACLs. The filer uses only the UNIX file permissions on this file
until you create Windows NT ACLs on it.

This chapter describes how to use the fileest or e command for data

recovery. It does not describe how to use data recovery commands or programs
on other systems. Refer to the documentation accompanying the other systems
for information about their data recovery commands or programs.

Introduction to data recovery



The restore command syntax

The restore
command syntax

Rules for using the
restore command

The restore
command function
keys

The restore
command options

The syntax for ther est or e command is as follows:

restore [ function_key] [options] [argunents] [subtree]

Follow these rules when you enter ther est or e command:
0  Specify no more than one function key.
O Specify multiple options without intervening spaces.

0  Enter theargumentsfor each option in the order that you specify the options.
Separate each argument from the next with a space.

0 Place the subtree parameter after the last argument.

The following table describes the function keys for ther est or e command.

Key M eaning

r Rebuildsthefile system or subtree. If you are applying incrementals,
this must be the only option specified.

R After ther est or e command isinterrupted, this function key
restarts data recovery from the last tape file used successfully by the
command.

t Listsall the file names on atape. If you specify apath name, only the
filesin the path name are listed.

X Extracts an individual file or subtree from the backup.

The following table describes the options for ther est or e command.

Option

Argument

M eaning

b

number

Specifies the blocking factor. Use the same
argument for the b option in the dunp command.
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Option

Argument

M eaning

tape file

Specifies the name of the tape file. If you specify
“-", r est or e reads from standard input.

pathname

Specifies the absolute path name of a directory i
which the files are restored. Without the path
name, the files are restored to the directory fron
which they were backed up.

If you created a backup before you installed
multiple volumes on the filer, specify the path
name into which the backup is restored. For
example, if you backed up ttieome directory
when the filer contained a single volume and yo
want to restoréhome to /vol/engineering/home,
specify/vol/engineering/home as the target path
name in the est or e command. Otherwise, the
home backup is restored to tileome directory of
the root volume.

nto

[«

number

Specifies the number of the file if multiple tape
files exist on a tape. File numbering starts at 1.

Specifies that est or e takes place in verbose
mode. That is; est or e displays each file name
preceded with its file type. The filer restores file
faster without they option.

Specifies that est or e not ask whether it shoulg

abort when getting an error. That is, if there are bad

blocks,r est or e skips over them and continues.

This option is particularly useful if you use

r est or e throughr sh. This is because without
they option, ifr est or e throughr sh encounters
a read error, it aborts immediately.

Specifies that est or e does not restore Window
NT ACLs.

Uy
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Using the restore command

Description Usether est or e command if you want to recover data that was backed up by
the filer'sdunp command. After you recover the data, the files contain the same
data as they did when you ran thenp command. You can use thest or e
command at any time.

Restrictions This section describes the restrictions ofrtest or e command.

The i function key of the Solaris ufsrestore command: Ther est or e
command is similar to the Solari$ sr est or e command, except that the

r est or e command doesn’t support thefunction key ofuf sr est or e. This
function key enables you to specify interactively individual files and directories
to be restored from a tape. However, you can restore individual files and
directories using the argument of the filer est or e command.

Incremental-only restores: If you want to restore all files in a backup using
ther est ore r command, you must begin the restoration from a level 0
backup. You can, however, restore a specified file or directory from an
incremental backup tape when you userteet or e x command.

Parallel restores: The filer supports up to three simultaneoest or e
commands.

Prerequisites This section describes the requirements that you must meet foesher e
command to be completed successfully.

0 The space required for thest or e command to be completed is about
100 MB more than the amount of data to be restored. The command aborts if
it runs out of space. If you want to perform a full restore, the additional space
should be in the directory that is the root of the backup. If you want to
restore only some data in a backup, the additional space should be in the
/etc/tmp directory of the volume where data is to be restored.

O Ther est or e command does not restore gtree information. Before you
restore a volume containing gtrees, create the gtrees. Refégrforming a
full restore of a volume containing gtrées page 478or the procedure for
restoring gtrees.
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Where you can
enter the restore
command
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O

Before you perform afull restore, make sure that the directory into which
you restore data does not contain the restore_symboltable file. The

r est or e command uses the restore_symboltable file for incremental
restores and for resuming an interrupted restore. If the restore_symboltable
file existsin the directory because of an unsuccessful restore, removethefile
before starting the full restore, or the full restore fails.

You can enter ther est or e command through the console or through r sh.
Entering ther est or e command through r sh gives you these benefits:

O

Whenther est or e command isin progress, you can still use the consoleto
manage the filer.

You can start multipler est or e commands through r sh.

Itislesslikely that someone inadvertently terminatesther est or e
command. If you enter ar est or e command on the console, it could be

terminated by a Ctrl-C entered on a host connected to the filer using
tel net.

However, if you enter ther est or e command on the console, you can read and
respond to screen messages displayed by the command. For example, the
command might prompt you for another tape to complete the recovery.
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Steps Follow these steps to restore files to the filer.

Step | Action

1 | Placethe tape containing the first tape file of the backup in the tape
drive.

2 | Enter ther est or e command as follows:

restore [ function_key] [options] [argunents] [subtree]

3 | If prompted, insert the next tape in the backup.

4 | Repeat Step 3 until the restore is complete.
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Performing a full restore of a volume containing gtrees

Description Ther est or e command does not restore gtree information. For example, if you
need to restore avolume or a part of avolumethat contains gtrees, you must first
create the gtrees into which datais to be restored.

Steps Follow these steps to fully restore a volume containing gtrees.

Step

Action

1

Obtain the record of the gtree information as of the last volume
backup.

Create all gtrees according to the record.

Set the security style of each gtree to the value that is the same as
when the volume was backed up.

If you want to recover the entire volume with oner est or e
command, go to Step 5. Using oner est or e command requires|less
time for recovering the entire volume than using multipler est or e
commands.

If youwant to use multipler est or e command to recover al gtrees
in the volume, go to Step 6. Using multipler est or e commands
enables you to quickly recover those gtrees that are needed the most.

Enter ther est or e command to recover the entire volume.

Example: restore rfD rst0a /vol/vol 0

Enter ther est or e command to restore each gtree in the volume.

Examples: restore xfD rstOa /vol/vol 0/ NTusers / NTusers
restore xfD rstOa /vol/vol O/ UNl Xusers /UNl Xusers
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Examples of the restore command

Example of The following steps show how to restore a subtree named /vol/vol0/home from a
restoring a subtree  local tape drive. The subtree was backed up as a subtree, not as a directory within
asubtree.
Step | Action

1 | Enterthesysconfi g -t command on thefiler to determine the
name of the tape device.

2 | Deleteall filesin the subtree before the restore.

3 | Install the tape that contains the level 0 backup for the home subtree
inalocal tape drive.

4 | Enter the following command if the subtree is backed up to only one
tape:
restore rfD rstOa /vol/vol 0/ hone

You do not have to specify the D option and /vol/vol0/home if the
destination directory for the restore is the same as the directory that
was backed up. This command restores the backup in r st Oa to the
Ivol/vol0/home directory, using the same block size as when the
subtree was backed up to the tape.

If the backup of the subtree is contained in multiple tape files,
r est or e prompts you for the next tape file when appropriate.

5 | After the restoreisfinished, remove the tape from the drive.

Install another tape that contains the next lowest level of incremental
backup.

Example: If you have tapes containing level 1, level 2, and level 3
backups of /vol/volO/home, load the tape with the level 1 backup in
the drive and repeat ther est or e command.

6 | Afterthelast incremental backup isrestored, from aclient, remove
the restore_symboltable file in the directory that you just restored.
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Example of To restore the entire filer, repeat the procedure described in this section for each
restoring the entire  volume. This section assumes that you already initialized the disks on your filer.
filer
If there is one backup for each volume: If you used one dunp command
to back up each volume, follow the procedure in “Example of restoring a
subtree” on page 47® restore each volume. The only difference is that you use
/vol/volume_name as the directory to which the backup is restored.

If each volume was backed up as subtrees or gtrees: If you used
separatelunp commands to back up files, directories, and gtrees that make up
each volume, restore each file, directory, and gtree. For example, if the root
volume contains two directoriefsiol/volO/etc and/vol/vol0/home, and you used
thedunp commands to back them up separately, follow the steps in the
following table to restore the entire volume. In this example, the files are restored
from a local tape drive.

Step | Action

1 | If you are not restoring gtrees, go to Step 4.

If you want to restore qtrees, go to Step 2.

2 | Create directories on the filer using titer ee command that is used
as the top of the subtrees to be restored.

Examples: qtree etc

gtree hone

3 | Set the security for each gtree created in Step 2.

4 | Install the tape that contains the level 0 backup fohiblévol O/etc
subtree in the local tape drive.

Note
Ther est or e command doesn’t support incremental-only restores.
You must begin the restoration from a level 0 dump.

5 | Enterthesysconfi g -t command on the filer to determine the
name of the tape device.
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Step | Action

6 | Enter the following command on thefiler:

restore rfD rstOa /vol/volO/etc

This command restores the backup in r st Oa to the /vol/vol 0/etc
directory.

If the backup for the subtreeisin multiple tapefiles, r est or e
prompts you for the next tape volume when appropriate. See
“Examples of restoring from multiple tapem page 481 for a
sample screen display when more than one tape contains the dump
volume.

7 | After the restore is finished, remove the tape from the drive. Install
another tape that contains the next lowest level of incremental dump.

Example: If you have dump tapes containing level 1, level 2, and
level 3 dumps ofvol/volO/etc, load the tape with the level 1 dump
the drive and repeat theest or e command. Repeat this step unti
the backup of the highest dump level, level 3 in this example, is
restored.

=]

8 | From the client, remove threstore_symboltable file in the directory
that you just restored.

9 | Repeat Steps 4 through 8 for thiel/vol0/home subtree.

Examples of This section provides examples illustrating how to restore /vol/vol 0 that was
restoring from backed up to multiple tapes using the following command:

multiple tapes dunmp OfB rstOa, rstla 600 /vol/vol0

Restoring the volume to a directory from multiple tapes using two
tape drives: The following command restores the volume to the
Ivol/vol O/myexampl e directory from two tapes that are in different tape drives:

restore rfD rstOa /vol/vol 0/ nyexanpl e

When ther est or e command prompts you for the next tape drive, enter the
name of the tape drive, for example, r st 1a.
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Restoring a volume to a directory from multiple tapes using one
tape drive: If the two tapes use the same tape device, for example, r st Oa,
remove the tape currently in the tape drive and load the next tape. Then accept
the default tape device name, for example, r st Oa, when the filer prompts you
for the name of the device for the second tape.

If you want to restore a specific file or directory from a subtree, use the x option
inther est or e command. Specify the path name of thefile or directory relative
to the subtree that was backed up.

Example: If the vol0 volume was backed up as a subtree and you want to
restore all contents of the /vol/volO/test directory, specify /test asthe path namein
ther est or e command.

Example: The subtree containing the directory to be restored was backed up to
two tapes:

restore xf rstOa /test

In this command, you must specify the tape device for the first tape; itisr st Oa
in this example. Thisis necessary becauser est or e needsto read information
about the directory structure of the subtree from the first tape before restoring the
data.

Thefiler then displays the following messagesto let you specify the tape devices
containing the multiple tape volumes. When the filer prompts you for the tape
volume number, start with the last tape volume, as shown in this example:

You have not read any tapes yet.

Unl ess you know which volume your file(s) are on you should start
with the last volume and work towards the first.

Specify next volume #: 2

Mount tape vol ume 2

Enter “none” if there are no more tapes

otherwise enter tape name (default: rstOa) rstla
You have read volumes: 2
Specify next volume #: 1

Mount tape volume 1
Enter “none” if there are no more tapes
otherwise enter tape name (default: rstla) rstOa

After prompting for the tape devices, thefiler also displays the following
question:

set owner/mode for .'? [yn] y
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To keep the original owner and permission modes for the restored files and
directories, entery.

Example of listing The following example lists the names of all filesbacked uptor st Oa:

files restore tf rstOa

The following example lists the names of all filesin the /vol/vol0/home directory
onr st Oa after you backed up the /vol/vol0 volume:

restore tf rstOa /hone
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Restarting the restore command
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Restrictions

Steps

Example

484

Restart ther est or e command if datarecovery isinterrupted for reasons such
as a power outage or a Ctrl-C inadvertently entered by someone on thefiler
console. When you restart ther est or e command, the filer restarts data
recovery from the last tape file that was successfully used for restoring data. You
do not have to start the command from the beginning of the backup.

Ther est or e command has the following restrictions:

O Youcanrestart ar est or e command only if the backup consists of
multiple tape files. If the backup contains only one tape file, simply reenter
ther est or e command to start the recovery from the beginning of the
backup.

O Youcanrestart ar est or e command only if the command isfor afull
restore. If ther est or e command isfor extracting an individual file or
subtree from a backup (that is, if you use the x function key), you cannot
restart the command.

Enter the samer est or e command as the one that was interrupted with the
following changes:

0 Replacether function key with the R function key to indicate that you want
to restart ther est or e command.

O Usethe appropriate tape file name for the f function key. The tapefile
should be the one used by the original r est or e command when it was
interrupted.

In this example, the following r est or e command was entered on thefiler
console for performing afull restore from three tape files in a tape stacker:

restore rfD urstOa, urstOa, rstOa /vol/vol 0
When ther est or e command is recovering data from the second tapefile, it is
interrupted by a Ctrl-C entered on the filer console. Because the second tape file

ison an unload/reload device, the filer closes thefile and g ects the tape when the
r est or e command isinterrupted.

Restarting the restore command



To restart ther est or e command, reload the second tape file and enter the
following command.

restore RfFD urstOa,rstOa /vol/vol 0

Ther est or e command restarts data recovery from the beginning of the second
tape file of the backup.
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How to use a filer tape drive to restore files to another system

About this section This section describes the requirements for using commands such as
uf sr est or e on ancther system to restore data from atape drive attached to the
filer. It al'so describes how to specify the tape drive in the command for restoring
data.

This section does not discuss the exact commands that you need to enter on the
other system. Refer to the documentation for the other system to learn about its
commands for restoring data.

Requirements Thefiler with the tape drive must allow access from the other system. That is, the
host or filer fromwhichadunp (or uf sdunp) orr est or e (or uf sr est or e)
command isissued must be listed in the following configuration files:

O The/etc/hosts.equiv file on the filer with the tape drive. Alternatively, you
can specify both the host and user in /etc/hosts.equiv. The filer
/etc/hosts.equiv file contains entries in this format:

host name [ usernane ]

For more information about /etc/hosts.equiv, see the na_hosts.equiv(5) man
page.

0  The/etc/hosts file on the filer with the tape drive or in the DNS database if
thefiler isusing DNS.

Also, the filer with the tape drive must be added to the other systoifosts

file.
Format for In the commands for dumping and restoring, specify the filer tape drive in the
specifying filer tape  following format:

drive filer: device_nane
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Tape Device Management 1 6

Introduction to tape device management

Why you want to You need to manage a tape device when you back up datafrom the filer to tape or
manage atape when you recover data from tape to the filer.

device

Scope of this This chapter discusses the following topics:

chapter 0 Displaying information about tape devices attached to the filer

0  Positioning tapes
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How the filer displays information about various tape drives

Introduction
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Nonqualified tape
drives
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file
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/etc/cloned_tapes
entry
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This section describes how the filer displays tape drive information about
different types of tape drives. You need the tape information for planning your
backup.

This section does not describe how to display information about tape drives on
remote hosts. Thefiler can only display information about local tape drives.

Qualified tape drives are the tape drives that Network Appliance tests with the
filer. These tape drives are on the Network Appliance pricelist.

Nonqualified tape drives are the tape drives that Network Appliance has not
tested with the filer. The filer can boot with nonqualified tape drives. However,
for the filer to write to the drives, you must include information about the tape
driveinthe /etc/cloned_tapesfile.

The /etc/cloned_tapes file enables the filer to register the drive as aclone of a
qualified drive. If thisfile does not exist when the filer boots with a nonqualified
tape drive, thefiler createsthefile.

Specify each entry of the /etc/cloned_tapesfile in one of the following formats:

0 clone_vendor_id cl one_product i d EMILATES vendor_id
product _id

0O clone _product id EMIULATES product _id

The following example is an entry of the /etc/cloned_tapesfile:
QUANTUM DLT9000 EMULATES QUANTUM DLT7000

How the filer displays information about various tape drives



Displaying tape device information

Description

Step for displaying
information about
qualified tape
devices

Steps for displaying
nonqualified tape
devices

Steps for displaying
information about
tape stackers

Data ONTAP 5.3 System Administrator’s Guide

Before you use the dunp command to back up to atape device attached to the
filer, verify that the filer detects the device. Also, verify the device nameto be
included in the dunp command.

Follow the step in thistable to display information about qualified tape devices.

Step

Action

1

Enter the following command:

sysconfig -t

Follow the steps in this table to display information about nonqualified tape

devices.
Step | Action
1 | If thefiler has accessed the tape drive through the durnp or nt
command, go to Step 3. Otherwise, go to Step 2.
2 | Enter the following command to access the tape device:
m -f device status
3 | Enter the following command:

sysconfig -t

Follow the steps in this table to display information about tape stackers.

Step

Action

1

If the tape stacker’s autoload setting is On, go to Step 2.

If the tape stacker’s autoload setting is Off, go to Step 4.
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command for a
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Step | Action

2 | Turn off the autoload setting of the tape stacker.

3 | Reboot thefiler.

4 | Enter the following command:

sysconfig -m

You can usethesysconfi g -v command to display the filer hardware
information. Look for the information about the SCSI adapter to which the tape
devices are attached.

The following example of thesysconfi g -t command displaysinformation
about a qualified tape drive:

sysconfig -t

Tape drive (6.4) Digital DLT7000

rstol rewi nd device, format is: 81633 bpi 40 GB (w conp)
nrst 0l no rew nd devi ce, format is: 81633 bpi 40 GB (w conp)
ur st 0l unl oad/ rel oad device, format is: 81633 bpi 40 GB (w conp)
rstOm - rew nd device, format is: 85937 bpi 35 GB
nrstOm- no rew nd device, format is: 85937 bpi 35 GB
urstOm- unload/rel oad device, format is: 85937 bpi 35 GB

rstOh rewi nd devi ce, format is: 85937 bpi 50 GB (w conp)
nrstOh - no rewi nd device, format is: 85937 bpi 50 GB (w conp)
urstOh - unload/rel oad device, format is: 85937 bpi 50 GB (w conp)
rstOa rewi nd devi ce, format is: 85937 bpi 70 GB (w conp)
nrst0a - no rewi nd device, format is: 85937 bpi 70 GB (w conp)
urstOa - wunload/rel oad device, format is: 85937 bpi 70 GB (w conp)

The following example of thesysconfi g -t command displaysinformation
about a nonqualified tape drive that the filer has not registered as a clone:

sysconfig -t

Tape drive (6.5) DLT9000 (Non-qualified tape drive)

The following example of thesysconfi g -t command displaysinformation
about a nonqualified tape drive that the filer has registered as a clone:
sysconfig -t

Displaying tape device information




Example of the
sysconfig -m
command

Example of the
sysconfig -v
command

Tape drive (6.5) DLT9000 enul ates Digital DLT7000.

The following example of thesysconfi g - mcommand displaysinformation

about atape library attached to the filer:

sysconfig -m
Medi a changer (6.6) BHTi Quad 7
mcO - media changer device

In this example, atape library with SCSI ID 6 is attached to slot 6 of the filer.

The following example shows a tape stacker with SCSI 1D 6 and a tape drive
with SCSI ID 4 attached to slot 6 of the filer:

slot 6: SCSI Host Adapter 6 (QLogic ISP 1040B)

Firmvare Version 2. 26 Clock Rate 60MHz.
6: BHTi Quad 7 1.41
4: QUANTUM DLT7000 1B41

| n-Band Encl osure Services
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Using the mt command to control tape devices
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You can control tape devices with the nt command. The syntax of the nt
command is as follows:

m [-f|-t] tapedevice command [ count ]
This section discusses only theeom f sf , r ewi nd, of f | i ne, and st at us
commands. Keep in mind the following information:

0 The-f and-t optionsareinterchangeable asfar asthefiler is concerned.
Only the- f option is shown here.

0 For additional information about controlling tape devices and detailed
information about the nt command, consult the mt(1) man page.

0 For information about the format of afiler tape device name, consult the
tape(4) man page.

You can append material, such asadump, on atape device. To do so, usetheeom
command, which moves the tape to the end of data (end of mediaif the tapeis
full), asin the following example:

m -f nrstOa eom

After this command, you can write to the remainder of the tape. Make sure that
there is enough tape for your additional data.

To skip over apreviously created dump file and append adump on atape device,
usethef sf command, asin the following example:

m -f nrstOa fsf 1

To rewind atape, use ther ewi nd command, asin the following example:
m -f nrstOa rew nd

To rewind the tape and, if appropriate, take the tape drive off-line by unloading
the tape, use the of f | i ne command, asin the following example:

m -f nrstOa offline

Using the mt command to control tape devices



Displaying status
information

To display status information about the tape unit, use the st at us command, as

in the following example:
m -f nrstOa status

Tape drive: Quantum DLT7000
Status: ready, wite enabled
Format: 85937 bpi 70 GB (w conp)

fileno = 0 blockno = 95603 resid =0
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Network Data Management Protocol (NDMP) 1 7

Introduction to NDMP

Advantages of You can use third-party backup management programs that support NDMP

NDMP Version 1, 2, or 3 to back up or restore the filer. Using NDM P-compliant
programs offers these advantages over using the filarp andr est or e
commands:

O  You can execute more parallel backup and recovery operations. The filer
supports up to 100 NDMP sessions.

O You can choose a backup program that best meets your administrative needs.
For example, you can use an NDMP-compliant backup program that
provides a graphical user interface for scheduling backups.

0 NDMP-compliant programs can back up the filer to remote tape drives faster
than the filedunp command.

NDMP-compliant programs can back up the filer to tape libraries.

It is easier to use NDMP to manage tape devices than to use tlkifijer
andr est or e commands.

Scope of this This chapter describes how to configure the NDMP server on the filer so that a
chapter computer can run an NDMP-compliant application to back up the filer or to
restore data to the filer.
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Thefiler can read from or write to these devices when using NDMP:
0 Tapedrivesor libraries attached to the filer

O Tapedrivesor libraries attached to the workstation that runs the backup
management program

0 Tapedrivesor libraries attached to aworkstation or filer on your network

The following restrictions apply when you use NDMP for backing up the filer:
O  You can attach up to 10 tape libraries to the filer to be backed up by NDMP.

0 If you want to use NDMP to manage your tape library, you must set the tape
stacker’s autoload setting to Off. If the autoload setting is On, the filer uses
the tape stacker in the same way as it uses a tape drive.

When you use NDMP to back up the filer to attached tape libraries, use the
following names for the tape libraries:

0o /dev/ntn
O /dev/sptn

In the actual name,is a number (for examplédev/ nc0 or/ dev/ spt 0). To
verify the name for an attached tape library, usestteconf i g - mcommand.

The following figure illustrates how you can back up the filer to various devices
using NDMP.

Tape devices that can be used by the filer's NDMP server



Data can be backed up from disks to: The backup management
software on a workstation
* the internal tape drive on a (NDMP client) manages
N 1al tap the filer backup.
etApp filer

* a tape drive on a remote host

¢ a tape drive on another filer

Tape Library Tape Library
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The ndmpd command

Purposes of the
ndmpd command

The ndmpd
command syntax

The ndmpd
command options

498

The ndmpd command enables NDM P support on the filer and displays
information about backup and restore operations that use NDMP.

The syntax for the ndnpd command is as follows:

ndnpd [ on | off | status | probe [session]| kill [session] ]

The following table describes the ndnpd command options.

Option Description

on Enables NDMP.

Running NDMP after each reboot: If you want thefiler to
run NDMP after each reboot, put the ndnpd on command in
the/etc/rcfile.

of f Disables NDMP.

After you enter ndnpd of f, thefiler continues processing
existing requests but rejects new ones.

stat us Displays the current state of each NDMP session.
Sessions are numbered 0 to 99.
pr obe Displays detailed information about the NDMP session

specified. Theinformation isfor debugging.

Using the pr obe option without asessi on parameter
displays NDMP information for all sessions.

kill Terminates the specified session.

Use thisoption if you want to clear ahung NDMP session.

The ndmpd command



Example of status
option

Example of probe
option

In the following example, thendnpd st at us command displays information
about session 4:

ndnpd status

ndnpd ON.

Session: 4
Active
versi on:
Qperating on behal f of primary host.

tape devi ce: not open
mover state: Idle
data state: Idle

data operation: None

3

Inthefollowing example, thendnpd pr obe 0 command shows detailed status
of active session 4:

ndnpd probe 0
ndnpd ON.
Session: 4

i sAct

ive:

protocol version:
ef f Host :

aut hori zed:
client addr:

spt. device_id:
spt. ha:
spt.scsi_id:
spt.scsi_lun:

t ape. devi ce:

t ape.
nover
nover

nover .
nover.
nover.

nover

nover .
nover .
nover .

nover

node:
.recordSi ze:
.recor dNum
state:

node:
pauseReason

. hal t Reason
dataWitten:
seekPosi tion:
byt esLef t ToRead:
. Wi ndow(X f set :

Data ONTAP 5.3 System Administrator’s Guide

TRUE

3

Loca
FALSE
10.10. 10. 12: 47154
none

-1

-1

-1

not open
Read only
0

0

Idle
Read

N A

N A

0

0

0

-1
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Log messages generated by NDMP

Where log When an NDMP session isin progress, the filer generates messages about the

messages are session and saves them to a file named ndmplog.yyyymmdd in the /etc directory.

saved In the actual command, yyyy is the year, mmis the month, and dd is the date. For
example, the log file generated on December 7, 1998, is named
ndmpl0g.19981207.

If multiple NDMP sessions take place on the same day, the filer saves the
information about all sessionsto the same log file.

Maximum number The filer keeps a maximum of eight log files. They are for the past seven days
of log files on the and the current day. Thefiler deletes alog file when it is eight days old.
filer
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Considerations when using NDMP on the filer

Port used by the The NDMP daemon listens on port 10,000 of thefiler. Do not use any third-party
NDMP daemon network management programs that try to use this port, or NDM P does not
function properly.

Maximum length of  If you use MD5 authentication for NDMP, the filer only accepts passwords that
the password used contain eight characters or fewer.

for MD5

authentication
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Volume Copy Using the vol copy Command Set 18

About this chapter

Overview of volume  Thefiler can copy datafrom one volume to another volume at a given time. The
copy result of copying avolume is an off-line volume containing the same data as the
source filer at the time you initiated the copy operation.

Chapter contents This chapter discusses the following topics about copying volumes:
O “Introduction to the filer's commands for copying volurhes page 504
O “Requirements and recommendation for copying a volumeage 506
0 “Details about copying one volume to anothar page 509
O “Management of a volume copy operation when it is in progoess
page 514

This chapter does not discuss SnapMirror, which replicates data in one volume
on another volume (the replica) and periodically updates the replica to reflect
incremental changes on the source filer. For more information about SnapMirror
and about the differences between copying a volume and replicating a volume,
refer toChapter 19“Data Replication Using SnapMirtdr
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Introduction to the filer's commands for copying volumes

Purposes of thevol Thevol copy command set enables you to copy one volume to another. The

copy command set  commands in this command set control copying both datain the activefile
system and data in snapshots from one volume to another. The source and
destination volumes of the copy can reside on the samefiler or on different filers.

For more information about snapshots, see Chapter 11, “Snapshot$

When to copy The following table describes some situations where you might find copying
volumes volumes useful.
Situation Reasonsfor copying one volume to another

You want to copy data After you copy the data, clients can switch to the

from one filer to destination filer in the following scenarios:

another regularlyto | o When you shut down the source filer for
ensure high data software or hardware upgrades.

availability. 0 If a network client process accidentally deletes

a large number of files on the source filer,
clients can continue to have access to the files
when you are restoring the files to the source
filer.

0 If the source filer is not available for reasons
such as natural disasters, you can put the
destination filer on-line to continue file servic

117

You want to migrate | The destination filer has more storage or is a mogel
data from one filer to | that supports newer technology, such as FC-AL
another. disks.
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Situation

Reasonsfor copying one volume to another

You want to move a
volume from one set
of disks to another on
the same filer.

O  Splitting a volume.

Example: You can copy th&ol0 volume to the

vol1 volume and then delete duplicated files and

Benefits of the
vol copy command
set

directories in these volumes so that the original
contents of/0l0 are split into two volumes.

0O Expanding filer storage.

Example: You have eight 4-GB disks for tivelO
volume and four 9-GB spare disks. You can migrate
vol0 to the four 9-GB disks and replace all 4-GB
disks with larger capacity disks.

Although you can copy data on the filer using client programs such ascpi o or
using the filer'sdunp andr est or e commands, theol copy command set
offers the following benefits:

0

When avol copy command reads and writes data, the filer does not
traverse directories on the filer. Data is copied block for block directly from
the disks, which means that the filer can finish the copying faster than it
could with other methods.

Using avol copy command, the filer preserves the snapshot data of the
source volume. If, in the future, users might need to use snapshots that were
taken before data was copied from one volume to another, for example, if
users accidentally delete files and need to recover them e &opy
command for migrating data.
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Requirements and recommendation for copying a volume

Requirements for
copying a volume

Verifying the status
of each volume

506

Thefilersinvolved in a volume copy operation must meet several requirements
for datato be copied successfully. The following list isa brief description of
these requirements. The rest of this section provides more detailed information
about verifying whether the source and destination volumes meet these
reguirements.

0 The source volume must be on-line and the destination volume must exist
and be off-line.

0  The destination volume must not be the root volume because the destination
volume must be off-line when the filer executesthevol copy command,
and aroot volume must always be on-line.

0  The capacity of the destination volume must be greater than or equal to the
capacity of the source volume.

The destination volume must not contain data that you want to preserve.

The source and destination filers must have a trusting relationship with each
other.

O Thelocahost interface must be specified asatrusted host if datais copied on
the samefiler.

The destination volume must exist before you enter thevol copy start
command to start copying avolume. If the volume does not exist, the command
does not create the volume and the command returns an erroCr8asriy
volumes on page 89 for information about how to create a volume.

After you verify that the destination volume exists, check the status of the source
volume and the destination volume.

Checking the status of a volume: The source volume must be on-line and
the destination volume must be off-line. To verify whether a volume is on-line or
off-line, use the following command syntax:

vol status vol une_nane

Changing the status of a volume: If you need to change the status of a
volume, use one of the following command syntaxes:

0o vol offline destination _volune
o vol online source vol une

Requirements and recommendation for copying a volume



Verifying the size of
each volume

Verifying the
contents of the
destination volume

Verifying the
relationship
between filers

Verifying localhost
as atrusted host

Note
Thevol of fline command takes effect only after you reboot the filer.

The capacity of the destination volume must be greater than or equal to the
capacity of the source volume, regardless of how many snapshots you try to copy.
To verify the capacity of avolume, follow these steps:

1. Enter the following command syntax:
df /vol/ vol une_nane

The command displaysinformation about disk spacein the active file system
and in the snapshot for the specified volume.

2. Add the numbersin the kbytes column in the df output. Theresult isthe
number of kilobytes of datathat the volume can hold.

If the destination volume is not a new volume, make sure that the destination
volume does not contain data that you might need in the future. Thisis because
after the filer starts copying the source volume, it overwrites the entire
destination volume. That is, all datain the active file system and in the snapshot
of the destination volume is lost after the filer starts copying the data.

If the source and destination volumesin a volume copy operation reside on two
filers, the filers must have a trusting relationship with each other. That is, you
must specify each filer asatrusted host in the /etc/hosts.equiv file of the other
filer. The /etc/hosts.equiv file contains alist of host names, each of whichison a
separate line.

If you want to copy data between volumes on the same filer, you must specify
localhost on the filer as a trusted host in the filksts/hosts.equiv file. Localhost
is the interface through which the filer sends packets to itself.

If you have not already listed localhost as a trusted host, follow these steps to
include localhost irfetc/hosts.equiv:

1. Enter the loopback address, which is 127.0.0.1, irethéosts file.

2. Typel ocal host on a separate line in thetic/hosts.equiv file.
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Recommendation
for copying a
volume

508

To avoid performance problems when copying to a different filer, you might
want to set up aprivate network for copying between the source and destination
filers. Thisis because when afiler copies data between two volumes, it floods the
network with packets. Users of the filersinvolved in a volume copy operation
might notice a degradation in response time during the copy.

Requirements and recommendation for copying a volume



Details about copying one volume to another

Command syntax
for copying one
volume to another

To copy one volume to another, use the following command syntax:

vol copy start [ -S| -s snapshot | source destination

Specifying the snapshots to copy: The- Sand - s arguments specify the
snapshots to copy. The following table describes the snapshots to copy and the
resulting snapshots on the destination volume, depending on the argument.

Snapshotsto copy Snapshotsin the snapshot file
Argument used | from the source system of the destination
volume volume
None The snapshot taken A snapshot hamed
after you enter the snapshot_for_backup.n, wheren
vol copy start isanumber starting at 0
command
-S All snapshotsin the All snapshots in the source
snapshot file system volume and
of the source volume | snapshot_for_backup.n, wheren
and the snapshot isanumber starting at 0
taken after you enter
thevol copy
start command
- s followed by | The specified The specified snapshot
the name of the | snapshot
snapshot
Note
Thevol copy start -Scommand doesnot copy any snapshotsthat are

created when the copying isin progress. For example, if the copying lasts from
11:45 p.m. to 1:00 a.m. the next day, and the filer creates a snapshot named
nightly.1 at midnight, the filer does not copy the nightly.1 snapshot.
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Where to enter the
vol copy start
command

Examples of the vol
copy start
command

Results of the vol
copy start
command

510

Specifying the volumes involved in the copy: The source and
destination arguments are the names of the volumes. If avolumeison adifferent
filer, precede the volume name with the filer name and a colon. For examples
illustrating how to specify volume names, s&xdmples of the vol copy start

command on page 510.

If the copying takes place between two filers, you can enter the command on
either the source or destination filer. You cannot, however, enter the command on

a third filer that does not contain the source or destination volume.

The following table shows several examples ofibe copy start

command.

If you want to...

Enter...

Copy all snapshots from thg
vol0 volume to thevol 1
volume on the same filer

pvol copy start

-Svol0 voll

Copy a nightly snapshot
from thevolO volume to the
vol1 volume on the same
filer

vol copy start

-s nightly.1 vol 0 vol 1

Create a snapshot in tha 0
volume to be copied to the
vol1 volume on the same
filer

vol copy start

vol 0 vol 1

Copy all snapshots from thg
vol0 volume to thevol 1
volume on a different filer
named filerA

pvol copy start

-Svol0 filerAvol 1l

Thevol

copy start command generates volume copy operations and

produces screen messages showing the progress of the operations.

Details about copying one volume to another



Maximum number
of simultaneous
volume copy
operations

Volume copy operations: Eachvol copy start command generates
two volume copy operations, as described in the following list:

0  Oneoperation isfor reading data from the source volume. Screen messages
displayed by avol copy command refer to this operation as the
vol copy dunp operation.

O Oneoperationisfor writing datato the destination volume. Screen messages
displayed by avol copy command refer to this operation as the
vol copy restor e operation.

Thefiler assigns a volume copy operation number to each operation.

When to use the volume copy operation number: You need the volume
copy operation number if you want to stop a volume copy operation or change
the volume copy operation speed.

For more information about obtaining the volume copy operation number, see
“Checking the status of a volume copy operdtampage 514.

Screen messages from the vol copy command: When the filer is

copying a volume, the filer displays messages indicating the percentage of the
volume copy operation completed and the number of minutes remaining. When
the filer finishes copying all data, it displays the filer prompt.

Each filer supports up to four simultaneous volume copy operations. Whether a
filer can execute ol copy start command depends on how many volume
copy operations are already in progress on the filer or filers specified in the

vol copy start command, as illustrated in the following examples.

Example: You can enter the following twwool copy start commands on
a filer to copy volumes locally:

vol copy start vol0 vol 1
vol copy start vol 2 vol 3

When these commands are in progress, you cannot enter additional

vol copy start commands because four volume copy operations are
already running on the filer. Two of the operations are for readingptBeand
vol2 volumes, and two of the operations are for writinguvbié andvol3
volumes.

Example: Suppose you enter the following threel copy start
commands on a filer named filerA to copy volumes to another filer named filerB.
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vol copy start volO filerB:vol0
vol copy start voll filerB:vol1l
vol copy start vol 2 filerB:vol 2

When these commands are in progress, filerA runs three volume copy operations
to read the volumes, and filerB runs three volume copy operations to write the
volumes.

You can enter an additional vol copy start command to copy between
filerA and filerB because the command adds one more volume copy operation to
each filer.

However, you cannot enter an additional vol copy start command to copy
volumes locally on either filerA or filerB. Thisis because the additional
command would create two volume copy operations, one for reading and one for
writing, on the filer that performsthe local copying. Thefiler cannot support
these two additional volume copy operations because three operations are already
in progress.

Possible errors If your filer does not meet a requirement describedieduirements and
recommendation for copying a volufran page 506thevol copy start
command generates one or more error messages. The following table explains
the meanings of the possible error messages.

Error message M eaning
Per ni ssi on deni ed. The source filer does not have
permission to copy to the destinatign

VOLCOPY: Coul d not connect to

filer 127.0.0. 1. filer.

Action: Make sure that the filers
have a trusting relationship with eagh
other. If both the source volume an
destination volume are on the same
filer, remember to include localhost
in the/etc/hosts.equiv file.

15
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Error message

M eaning

VOLCOPY: vol copy restore:
vol une is online, aborting

The destination volume is on-line.

Action: Takethedestination volume
off-line and reboot the filer that
contains the destination volume.

VOLCOPY: vol copy restore:
volune is too snall, aborting

The destination volume is smaller
than the source volume.

Action: Add more disk space to the
destination volume or choose another
destination volume of sufficient

capacity.
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Management of a volume copy operation when it is in progress

Checking the status
of a volume copy
operation

Example of a vol
copy status
command

514

You can use the following command syntax to check the status of one or more
volume copy operations:

vol copy status [ operation_nunber ]

This command displays the status for a specified volume copy operation. If you
do not specify the operation number, the command displays the status of all
volume copy operations in progress. In the command output, the operations are
differentiated from one another with unique volume copy operation numbers,
ranging from 0 to 3. For more information about volume copy operation
numbers, seeResults of the vol copy start commaimh page 510.

Where to enter the vol copy status command: If you start a volume copy
operation from the filer's console, you can ententbe copy st at us

command only throughsh when the copy operation is in progress. This is
because you do not have access to the filer prompt on the console when the filer
is copying the volume.

If data is being copied between two filers, you can enter this command through
anr sh connection to either filer. The operation numbers displayed on the source
filer and the destination filer are different because the reading and the writing are
considered two different operations.

The following example illustratesvaol copy start command that copies
thevol0 volume to thevol1 volume on the same filer:

vol copy start -S vol0 vol1

Copy Vol une: vol 0 on machine 127.0.0.1 to Volure: vol1l
Readi ng the dunp stream

VOLCOPY: Starting on volume 1.

Thi s dunp contains 257 bl ocks

10: 04 pm: volcopy restore 1 : begun.

10: 04 pm: volcopy restore 1 : 5 %done. Estimate 3 mnutes
renai ni ng.

10: 04 pm: volcopy restore 1 : 95%done. Estimate 1 mnutes
remai ni ng.

Management of a volume copy operation when it is in progress



Aborting a volume
copy operation

Controlling the
speed of a volume
copy operation

Before thefiler prompt isdisplayed again, you can usethevol copy st at us
command on atrusted host of the filer, as shown in the following example:

rsh toaster vol copy status

10: 04 pm: vol copy dunp O : 99 %done. Estinmate 1 m nutes remaining.
10: 04 pm: volcopy restore 1 : 99 %done. Estimate 1 m nutes

remai ni ng.

No operation 2 in progress.

No operation 3 in progress.

In this example, volume copy operation O, shown asvol copy dunp O inthe
display, isfor reading the data from the vol0 volume; volume copy operation 1,
shownasvol copy restore 1inthedisplay, isforwriting the datato the
vol1 volume.

To stop a volume copy operation, use the following command syntax:
vol copy abort [ operation_nunber ]
The operation_number parameter specifies the volume copy operation to be

aborted. You can obtain the operation number from thevol copy st at us
output.

Caution
If you specify no operation number in the command, the filer aborts all volume
copy operations. It does not display ahelp string for thevol copy abort
command.

If datais being copied between two filers, you can execute this command on
either filer.

If you start the volume copying operation from the filer console, you can enter
thevol copy abort command only through r sh because you do not have
access to the filer prompt on the console during the copying.

Caution
An incomplete volume copy operation leaves unusable data in the destination
volume.

You can control the speed of avolume copy operation in two ways.
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Displaying the
default speed for
copying a volume

Example of
controlling the
speed of copying a
volume

516

O Beforeyou enter thevol copy start command, use the following
command syntax to set the default speed for all volume copy operations:

options vol.copy.throttle value

The value variable specifies the speed, which ranges from 10 (full speed) to
1 (one-tenth of full speed).

0 If avolume copy operationisin progress, use the following command syntax
to set the speed of a specific operation:

vol copy throttle [ operation_nunber | value

In this case, because a volume copy operation isin progress and you do not
have access to the filer prompt, you must enter thevol copy throttle
command through r sh.

The operation_number parameter specifies the volume copy operation
whose speed you want to adjust. If you do not specify an operation number,
the command appliesto all volume copy operations that are in progress. The
val ue variable specifies the speed, which ranges from 10 (full speed) to 1
(one-tenth of full speed).

Note
The speed for reading data from the source volume and the speed for writing data
to the destination volume can be different. In this case, the smaller of the two
values determines the time required for the filer to finish copying the data.

Before starting thevol copy st art command, you can verify the default
speed for all volume copy operations using the following command:

options vol.copy.throttle

It displaysthe value (1 through 10) to be used by all volume copy operations. The
value of thevol . copy. t hrot t| e option was set at 10 at the factory.

The following example illustrates changing the speed of all volume copy
operations in progress to one-tenth of full speed through r sh:

rsh toaster vol copy throttle 1

vol copy operation 0: Throttle adjusted from 100%to 10%
vol copy operation 1: Throttle adjusted from 100%to 10%

Management of a volume copy operation when it is in progress



Data Replication Using SnapMirror 19

About this chapter

Overview of
SnapMirror

Chapter contents

The SnapMirror feature replicates data from one volume (the source) to another
volume (the mirror) and periodically updates the mirror to reflect incremental
changes on the source. The result of this processis an on-line, read-only volume
that contains the same data as the source volume at the time of the most recent
update. SnapMirror requires a license code.

This chapter discusses the following SnapMirror topics:

“Purposes of SnapMirrbon page 518

“How SnapMirror workson page 520

“Snapshots created during data replicdtmmpage 522

“How SnapMirror works with quotasn page 525

“How SnapMirror works with the dump commdrh page 526
“The /etc/snapmirror.allow fifeon page 527

“The /etc/snapmirror.conf fileon page 528

“Replicating a volunteon page 530

“Disabling data replication for the entire filem page 534
“Resuming data replication for the entire filen page 535
“Disabling data replication for one volufmen page 536
“Checking data replication stafum page 538

“Converting a mirror to a regular volutnen page 540
“Differences between the vol copy command and SnapNMioropage 542

O oooooooooogoo oo

This chapter does not discuss tted copy command, which copies a volume
to another but does not periodically updates the copy. For more information
about thevol copy command, refer t€hapter 18“Volume Copy Using the
vol copy Command Sét
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Purposes of SnapMirror

Why you want to
replicate a volume

518

You want to replicate avolume if you are in any of the situations described in
“When to copy volumén page 504. Because SnapMirror offers additional

advantages, there are other situations where you want to replicate a volume, as

described in the following table.

Situation

How data replication helps

Remote access to data: Users
who need read access to a volum
are distributed over a large
geographical area.

You can replicate the source volume

0 on other filers that are geographically
closer to the users. Users accessing
local filer can read the data faster tha
they could if they connected to a
distant filer.

a
AN

Load balancing: A large number
of users need only read access to
volume.

Replicating a volume on multiple filer
aenables you to distribute the load.

Backup: You need to reserve all
processing and networking
resources on a filer for serving NF
and CIFS requests.

After replicating data on the source
filer, you can back up the data in the
smirror to tape. This means the sourc
filer does not have to allocate
resources for performing backups.

11

Data migration: You want to
migrate data from one filer to
another without interrupting
network service.

After replicating the source filer, you
can export or share the source filer
with read-only permissions so that
network clients cannot make

Because the source and destination
filers contain identical data, you can
change the status of each mirror on {
destination filer to a regular volume.
For more information about how to
convert a mirror to a regular volume,
refer to ‘Setting volume optiorison

additional changes to the source filer.

he

page 90.
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Situation

How data replication helps

Disaster recovery: You want to
provide immediate access to data
after some disaster has caused a
volume or afiler to be unavailable.

You can change the status of the mirror
to aregular volume. Users can
immediately have access to the same
data as that on the source volume. The
shapmi rr or ed volume option
controls whether avolumeisamirror
or aregular volume. For more
information about volume options,
refer to “ Setting volume optiorion
page 90.
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How SnapMirror works

Command and
configuration file
for controlling
SnapMirror

How the filer
creates a baseline
version of the
mirror

How the filer
updates the mirror

Number of volume
copy operations
SnapMirror
generates

520

To use SnapMirror for replicating avolume, usethevol snapmi rror
command set and two configuration files: /etc/snapmirror.conf and
/etc/snapmirror.allow. The command set is described in “Replicating a volume
on page 530The configuration files are described iFhe /etc/snapmirror.allow
file” on page 527and “The /etc/snapmirror.conf fileon page 528

To use SnapMirror, you create an off-line volume to be used as the destination for
data replication. The destination volume is referred to as the “mirror.” The mirror
can reside on the same filer as the source volume or on another filer.

To replicate data for the first time, the filer transfers all data in all snapshots in
the source volume to the mirror. After the filer finishes transferring the data, it
brings the mirror on-line. This version of the mirror is the base line for future
incremental changes.

To make incremental changes on the mirror, the filer takes regular snapshots on
the source volume according to the schedule specified iattf®apmirror.conf

file. By comparing the current snapshot with the previous snapshot, the filer
determines what changes it needs to make to synchronize the data in the source
volume and the data in the mirror. For example, if a file is deleted from the
source volume, SnapMirror deletes the corresponding file in the mirror the next
time it updates the mirror.

For more information about how SnapMirror uses snapshots to transfer data from
the source volume to the mirror, refer @rfapshots created during data
replicatiorf on page 522

When SnapMirror transfers data from one volume to another, it generates two
volume copy operations in the same way as/thle copy command. Refer to
“Volume copy operatiorion page 511 for the meaning of a volume copy
operation.
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What happens after
you replicate a
volume

Differences
between a mirror
and aregular
volume

After you replicate a volume, the active file system and all snapshotsin the
source volume are available on the mirror. As with any volume, you can export
the mirror for NFS mounting or add a share corresponding to this volume for
CIFS sharing.

SnapMirror makesall changes to the mirror at the sametime. If you have an open
filein the mirror while the filer is updating the mirror, you do not see the changes
immediately. After the mirror update is finished, if you open the file, you see the
changes. Thisis similar to the situation where another user changes afileina
regular volume when you are reading the file. You can see the changes the next
time you open the file.

The following list describes the differences between amirror and a regular
volume:

O A mirror has snapmirrored status, which means that it contains read-only
data and network clients cannot write data to the mirror.

0  Thefiler does not create automatic snapshots on the mirror based on the
snapshot schedule.

O Youcannot usetheqt r ee cr eat e command to create gtrees on amirror.
However, if gtrees exist in the source volume, the filer mirrors the gtrees to
the mirror.

O You cannot enable quotas on a mirror.
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Snapshots created during data replication

Naming
conventions for
snapshots used by
SnapMirror

Example
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SnapMirror creates snapshots on the source volume, which are copied to the
mirror. The snapshot nameisin the following format:

filer_volume.number

filer isthe host name of the destination filer.

volume is the name of the destination volume (the mirror).
number isthe number for the snapshot starting at 1.

SnapMirror automatically deletes old snapshots that are no longer necessary for
datareplication.

The following example describes the snapshots that are created on the source
volume and copied to the mirror.

In this example, datais replicated from /vol/vol 1of filerA to /vol/vol2 of filerB.

To create a baseline version of amirror, filerA creates a snapshot file named
Ivol/vol1/filerB_vol2.1 on filerA. All snapshotsin /vol/vol1 of filerA, including
Ivol/vol1ffilerB_vol2.1, are transferred to /vol/vol 2 of filerB.

For example, thesnap | i st command on filerB generates the following
display after /vol/vol UfilerB_vol2.1 istransferred from filerA to filerB.

Vol urre vol 2
working.....
% used %total date nane

0%( 099 0% ( 0% Nov 17 10:50 filerB vol2.1
1%( 0% 0% ( 0% Nov 17 10:00 hourly.0
1% ( 0% 0% ( 0% Nov 17 00:00 nightly.0
1%( 0% 0% ( 0% Nov 15 16:00 hourly.1
1%( 0% 1% ( 0% Nov 15 15:00 hourly.2
2% ( 0% 1% ( 0% Nov 15 14:00 hourly.3
2% ( 0% 1% ( 0% Nov 15 13:00 hourly.4
2% ( 0% 1% ( 0% Nov 15 12:00 hourly.5
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Consequences of
deleting a required
snapshot

When it istime to update the mirror, another snapshot is created on filerA. The
shap |i st command on filerA generates the following display after
Ivol/vol1/filerB_vol2.2 is created on filerA:

Vol ume vol 1
wor ki ng. ...
%used Ytotal date name

0% ( 0% 0% ( 0% Nov 17 10:52 filerB_vol 2.2 (busy)
0% ( 0% 0% ( 0% Nov 17 10:51 filerB_vol2.1

1% ( 0% 0% ( 0% Nov 17 10:00 hourly.0

1% ( 0% 0% ( 0% Nov 17 00:00 nightly.0

1% ( 0% 0% ( 0% Nov 15 16:00 hourly.1

1% ( 0% 1% ( 0% Nov 15 15:00 hourly.?2

After filerB_vol2.2 istransferred from filerA to filerB, both thefilerB_vol2.1 and
filerB_vol2.2 snapshots exist on filerB.

OnfilerA, however, filerB_vol2.1 is no longer needed and is deleted; only
filerB_vol2.2 remains.

Thefiler failsto replicate dataif it cannot find the required snapshotsin the
source and destination volumes. This section provides an example illustrating
what happens if you inadvertently delete a snapshot required for data replication.

In this example, datais replicated from /vol/vol1 of filerA to /vol/vol2 of filerB.
Suppose you usethesnap del et e command on filerA to delete the
filerB_vol 2. 2 snapshot. When filerB tried to update the mirror according
to the schedule in the snapmirror.conf file, it could not find the snapshot to
determine what incremental changes are required in the mirror.

Asaresult, filerB displays the following error message.

The source filer requires a conplete transfer. The destination
volune is online and nust be offline for a conplete transfer.

FilerA displays the following error message:

Destination filerB could not accept a conplete transfer.

These messages mean that filerB tries to create a baseline version of the mirror,
but doing so requires that the mirror on filerB be taken off-line.
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To proceed, usethevol of fli ne command to take the mirror off-line and
reboot the filer. At the next scheduled mirror update, the filer creates a baseline
version of the mirror.

524 Snapshots created during data replication



How SnapMirror works with quotas

Quotas on the
mirror

How to apply the
same quota
restrictions on the
former mirror

Quotas are always disabled on amirror, regardless of whether quotas are enabled
on the source volume. If you try to enable quotas on amirror, the filer generates
an error message.

After you convert amirror to aregular volume, you can enable quotas on it.

However, if the former mirror and the source volume reside on different filers,
they might be under the effect of different quota restrictions because thereis one
/etc/quotas file for each filer. If you want the same quota restrictions to be
applied on both volumes, make sure that the filer on which the former mirror
resides has a/etc/quotas file containing all entries from the /etc/quotas file used
by the source volume.

Refer to “Converting a mirror to a regular voluinen page 540or information
about changing the status of a mirror.
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How SnapMirror works with the dump command

How to back up If you want to back up data from a mirror, the data must be in an existing

data in the mirror snapshot, not the active file system, on the mirror. Thisis because before the
dunp command writes data from an active file system to tape, the filer must
create a snapshot in the volume containing the data. The filer cannot create
snapshots on the mirror, which is aread-only volume, to be used by the dunp
command.

You can back up any snapshot displayed by thesnap | i st command on the
mirror. You can also create a snapshot on the source volume, replicate the
snapshot to the mirror, and use the dunp command to back up this snapshot from
the mirror to tape.

Effect of the dump Running the dunp command on amirror might change the mirror update
command on the schedule in the following ways:

mirror update 0 If themirror is scheduled to be updated when adunp command isin
schedule progress on the mirror, the filer delays replicating data from the source

volume until the dunp command is finished.

0 If you start the dunp command when the filer is replicating data to the
mirror, the filer stops the replication and does not update the mirror. It
restarts replication after the dunp command is finished.

Delaying the mirror update is necessary because when the dunp command backs
up datafrom a snapshot, the snapshot must exist until the command is compl eted.
During amirror update, the filer deletes existing snapshots on the mirror and
copies new ones from the source. This process causes the snapshot being backed
up to disappear and the dunp command to terminate.
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The /etc/snapmirror.allow file

Purpose of the
snapmirror.allow
file

When you can
modify the
snapmirror.allow
file

Format of the
snapmirror.allow
file

The /etc/snapmirror.allow file on the source filer specifies the host names of
filersthat are allowed to replicate data from the source filer.

Thefiler is not shipped with a default /etc/snapmirror.allow file. You must use a
text editor to create thefile if you want to use SnapMirror.

You can modify the /etc/snapmirror.allow file at any time.

Each entry in the /etc/snapmirror.allow file contains the host name of the filer
that can replicate data from the source filer. Type each entry on a separate line.

Example: If you want to replicate volumes locally on filerA, enter thislinein
the /etc/snapmirror.allow file on filerA:

filerA

Example: If you want to replicate volumes from filerA to filerB, enter thisline
in the /etc/snapmirror.allow file on filerA:

filerB
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The /etc/snapmirror.conf file

Purpose of the
snapmirror.conf file

When you can
modify the
snapmirror.conf file

Format of the
snapmirror.conf file

Meaning of each
fieldin a
snapmirror.conf
entry
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The /etc/snapmirror.conf file resides on the destination filer. It controls where
datais copied and how often a mirror is updated.

Thefiler is not shipped with a default /etc/snapmirror.conf file. You must use a
text editor to create thefile if you want to use SnapMirror.

You can modify the /etc/snapmirror.conf line at any time.

Each entry of the /etc/snapmirror.conf fileisin the following format:

source filer:source vol destination_filer:destination_vol argument schedule

The following list describes the meaning of each field in a snapmirror.conf entry:
0 source filer isthe host name of the filer from which datais replicated.

O source vol isthe source volume name. For example, for the vol1 volume,
typevol 1. Do not type the full path name (/vol/vol1).

0 destination_filer isthe host name of the filer to which dataiis replicated.

O destination_vol is the destination volume (mirror) name. For example, for
the vol1 volume, type vol 1. Do not type the full path name (/vol/vol1).

0 argument is kbs (kilobytes per second), the maximum speed at which datais
transferred. Enter a value greater than or equal to 11. By default, the filer
transfersthe dataasfast asit can. Enter adash (-) to indicate that you want to
use the default value for argument.

Note
The actual datatransfer speed might be limited by factors such as network
bandwidth. For example, if you specify alarge value such as 1,000,000, the filer
might till transfer the data at 2,000 kilobytes per second.

0  scheduleisthe schedule used by the destination filer for updating the mirror.
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Rules for specifying
the update
schedule

When changes to
snapmirror.conf
take effect

Recommendation

You must not leave any field in asnapmirror.conf entry blank. If you do not want
to specify the maximum speed for data transfer, specify a dash as the argument.

The schedule in each /etc/snapmirror.conf entry contains four fields:
O minute

0 hour

0 day of month

0O day of week

Thefields are separated from each other by a space. If afield contains more than
one value, the values are separated from each other by acomma. A field
containing an asterisk (*) means that the field isirrelevant. If you specify an
asterisk in each field of the schedule, the filer updates the mirror every minute.

The update schedule is mandatory. The filer generates an error message if a
/etc/snapmirror.conf entry does not contain a schedule.

Example: filerA vol 1 filerB:vol 2 kbs=2000 45 10, 11, 12, 13, 14, 15, 16
*1,2,3,4,5

In this example, /vol/vol1 on filerA isreplicated to /vol/vol2 on filerB. Datais
replicated at a maximum rate up to 2,000 kilobytes per second. FilerB updates
/vol/vol2 at 10:45 a.m., 11:45 am., 12:45 p.m., 1:45 p.m., 2:45 p.m., 3:45 p.m.,
and 4:45 p.m., Monday through Friday. The asterisk in this example means that
the mirror update schedule is not affected by the day of month.

If SnapMirror is enabled, the changes take effect within two minutes. If
SnapMirror is disabled, the changes take effect immediately after you enter the
vol snapm rror on command to enablethe feature.

You can create asingle/etc/snapmirror.conf file for your site and copy it to al the
filersthat use SnapMirror. The /etc/snapmirror.conf file can contain entries
pertaining to other filers. For example, the /etc/snapmirror.conf file on filerB can
contain an entry for replicating avolume from filerC to filerD. When filerB reads
the /etc/snapmirror.conf file, it simply ignores this entry.
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Replicating a volume

Description Replicate avolumeif you are in any situation described in “Purposes of
SnapMirrof on page 518You can replicate a volume at any time. After you
replicate a volume, you have a mirror that contains the same data as the source
volume.

Prerequisites The following prerequisites must be met before you can replicate a volume:

O You must purchase the SnapMirror license. If the source volume and the
mirror are on different filers, you must purchase a license and enter the
SnapMirror license code for each filer. Refer Emabling servicéson
page 67 for information about how to enter a license code.

O You must create an off-line volume to be used as the mirror. SnapMirror
does not automatically create a volume. RefeQeating voluméson
page 89 for information about how to create a volume; refaviaking a
volume inactivé on page 90 for information about how to take a volume
off-line.

0 The source volume must be on-line. ReferRe&ctivating an off-line
volumé’ on page 90 for information about how to put a volume on-line.
The source volume must not be a mirror.

The capacity of the mirror must be greater than or equal to the capacity of
the source volume. The configuration of the volumes, however, can be
different. For example, the RAID group size can be different for the two
volumes. Refer toAdding disks to a volunfeon page 89 for information
about how to add disks to a volume.

0 The mirror must not be the root volume.

Restrictions Each filer supports up to four simultaneous volume copy operations. For
information about volume copy operations, referNarhber of volume copy
operations SnapMirror generdtes page 520.

Cautions O  SnapMirror creates snhapshots in the source volume, which are copied to the
mirror. Do not delete these snapshots because incremental changes to the
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mirror depend on the snapshoats. If the filer cannot find the required
snapshot, it cannot perform incremental changes to the mirror.

Refer to “ Snapshots created during data replicdtammpage 522 for an
example about how snapshots are created on both the source volume and the
mirror.

O  The mirror must have snapmirrored status. Do not disable the snapmirrored
status using theol unme opt i ons command. Otherwise, the mirror
becomes a regular, writable volume. Disable the snapmirrored status only
when you no longer need to mirror incremental changes from the source
volume.

Recommendations Follow these recommendations to minimize confusion or to replicate data
efficiently:

O  When specifying the mirror update schedule in/éhesnapmirror.conf file,
stagger the update times instead of starting multiple mirror updates at the
same time. If the filer does not have enough resources to perform all
scheduled mirror updates, it postpones some updates until it has enough
resources to do so. As a result, the filer might need to perform subsequent
updates at times that are different from those you specify in the
/etc/snapmirror.conf file.

0 During data replication, the filer copies data from all snapshots from the
source volume. Therefore, the filer must preserve all snapshots when data
replication is in progress, even though the snapshot schedule might call for
the deletion of some snapshots. If you want the filer to delete snapshots at
the exact time specified by te@ap sched command, schedule the mirror
updates to be different from the snapshot deletion times.

0 The filer transfers data faster if the source volume and the mirror have the
following characteristics:
0 They contain disks of the same size.
O They contain RAID groups of the same size.
0 They contain the same number of RAID groups.

O If the source volume has quotas enabled and you want to apply the same
guota restrictions to the mirror after converting the mirror to a regular
volume, make sure that the filer on which the mirror resides contains a copy
of the/etc/quotas file from the source filer. Whenever you make a change to
the/etc/quotas file on the source filer, make the same change to the copy of
the/etc/quotas file on the destination filer.
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Steps

532

Follow these steps to replicate a volume.

Step

Action

1

Add the host name of the destination filer to the
/etc/snapmirror.allow file on the source filer.

Edit the /etc/snapmirror.conf file on the destination filer to specify
the volume to be replicated and the schedule at which the mirror is
updated.

Enter thevol snapm rror on command on both the sourcefiler
and destination filer to enable SnapMirror.

Result: Thefiler reads the /etc/snapmirror.conf file. If thefiler isa
destination filer specified in the /etc/snapmirror.conf file, it
establishes a connection with the source filer at the time of the
scheduled mirror update.

If abaseline version of the mirror does not exist, the filer takes a
snapshot of the source volume at the time of the scheduled mirror
update and transfers all data in the snapshot from the source volume
to the mirror.

Thefiler does not display any messagesif it can transfer the data
successfully. You can check the data replication status following the
instructions in “Checking data replication statumn page 538

The filer makes subsequent updates to the mirror according to t
schedule specified in thHetc/snapmirror.conf file.

Note
Thevol snapmi rror on command does not persist across file
reboots. Put the command in tlet/rc file if you want the command
to remain in effect after the filer is rebooted. If thie/rc file does
not contain asol snapm rr or command, data replication is
disabled.

A
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Step | Action

4 | If the source volume and the mirror reside on different filers, and if
the source volume has quotas enabled, copy the /etc/quotas file from
the sourcefiler to afile on the destination filer. Whenever you make
a change to the /etc/quotas file on the source filer, make the same
change to the copy on the destination filer so that the destination filer
always contains arecord of all the quota entries used by the source
filer.

Data ONTAP 5.3 System Administrator’s Guide 533




Disabling data replication for the entire filer

Description You can disable data replication for the entirefiler if you decide that data
replication is no longer necessary. You can disable the feature at any time, even
when replication is underway. The mirror remains unchanged after you disable

replication.
Steps Follow these steps to disable volume replication for the entire filer.
Step | Action
1 | Enterthevol snapmirror off command onthe destination

filer to disable SnapMirror.

Result: If thefiler iscurrently transferring data from one volume to
another, the transfer stops immediately. The destination volume
remains the same as before the transfer. The snapshot taken in the
source volume for the data transfer remains, but is deleted and
replaced by a new snapshot the next time the mirror is updated.

The filer stops reading the /etc/snapmirror.conf file every minute.

Enteringthevol snapm rror of f command onthe destination
filer does not affect SnapMirror on the source filer. Other filers can
continue to replicate data from the source filer.

If thevol snapmirror oncommandisinthe/etc/rcfile,
remove the command.

Note
Thereisno need to enter thevol snapmirror of f commandin
the /etc/rc file. By default, datareplication is disabled.
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Resuming data replication for the entire filer

Description After you disable data replication, you can resumeit at any time. When data
replication resumes, the filer copies the data from the source volume to the mirror
that has changed since the last update.

Prerequisites In addition to the requirements described in “ Prerequisitéson page 530, you
must meet these requirements before you can resume data replication:

0  The mirror must have snapmirrored status. If you converted the mirror to a
regular volume, the filer cannot resume data replicating on the regular
volume. If you want to use the regular volume as a mirror again, follow the
procedure in Replicating a volumeon page 53Gso that the filer can create
a baseline version of the mirror. Do not try to assign the snapmirrored status
to the volume, because you cannot sesthapni r r or ed volume option
to On.

O  If the mirror never lost the snapmirrored status but you took the mirror off-
line, you must put it back on-line.

Step Follow this step to resume data replication for the entire filer.

Step | Action

1 | Enter thevol snapmi rror on command on the destination filg
to enable SnapMirror.

=

Result: The filer reads théetc/snapmirror.conf file to determine
whether it needs to create a baseline version of a mirror or to update a
mirror.
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Disabling data replication for one volume

Description

Steps to disable
data replication for
one volume

Steps to disable
data replication
while data transfer
isin progress
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You can stop datareplication for aparticular volume if you decide that thereis no
need to update the mirror. For example, you might want to change the mirror to a
regular volume.

You can disable datareplication at any time, even when data transfer is
underway. The destination volume remains the same as before the transfer. The
snapshot taken in the source volume for the data transfer remains, but is deleted
and replaced by a new snapshot the next time the mirror is updated.

Follow these steps to disable datareplication for one volume. These steps disable
volume replication until you reenable it.

Step | Action
1 | Comment out the entry in the /etc/snapmirror.conf file by preceding
the entry with a pound sign (#).
2 | Enterthevol snapmi rror on command to makethefiler reread

the /etc/snapmirror.conf file.

Result: If thefiler is currently transferring data from that volume,
the transfer stops immediately.

Follow these steps to disable data replication while data transfer isin progress.
These steps stop the replication temporarily; at the time of the next scheduled
update, data replication starts up again.

Disabling data replication for one volume



Step | Action

1 | Enterthevol copy st at us command to display the operation
numbers of the volume copy.

Result: Because SnapMirror usesthevol copy command to
transfer data, thevol copy st at us command displaysall
volume copy operations, including the one for replicating a volume.

2 | Enterthevol copy abort command to terminate the volume
copy operation.

Result: Thefiler stops copying data and displays messages similar
to these:

i mge operation 0 is now being aborted
i mge operation 1 is now being aborted
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Checking data replication status

Description

Prerequisite

Step

Examples

538

If you want to know how much data has been copied to the mirror or whether a
filer isusing resources for replicating data, you can usethevol snapmi rror
st at us command at any time to check the status of data replication.

SnapMirror must be enabled before you can check the status of data replication.
Otherwise, the following error message is displayed:

Snapmrror is turned off.

Follow this step to check the status of data replication.

Step | Action

1 | Enterthevol snapmirror status command.

Result: Thefiler displays a message showing whether atransfer is
in progress or how much data replication has been completed.

The following examples describe how thevol snapmirror status
command displays the status of data replicating.

When no data replication is in progress: Thefollowing display shows
that currently no datais being copied from the vol0 volumeto the vol 1 volume on
filerA:

Sour ce Dest St at us
filerAvol0 filerAvoll Idle

When data replicating is in progress: Thefollowing display shows that
thefiler hasjust begun transferring data from the vol0 volume to the vol 1 volume
on filerA:

Sour ce Dest Stat us
filerAvol0O filerAvoll Transferring
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The following display shows that the filer finished transferring 26% of the data
from the vol0 volume to the vol 1 volume on filerA:

Sour ce Dest St at us
filerAvol0O filerAvoll Transferring (26% conpl ete)
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Converting a mirror to a regular volume

Description

Prerequisite

Steps

540

If you use SnapMirror for datamigration, after you synchronize the data between
the source volume and the mirror, convert the mirror to aregular volume. If you
use SnapMirror for disaster recovery, convert the mirror to aregular volume after
the source volume becomes unavailable. After the conversion, you can export the
volume or create a share for the volume so that network users can writetoitin
the same way as they did to the source volume.

You must meet this prerequisite if the source volume and the mirror reside on
different filers and you want the same quota restrictions to be applied after
converting the mirror to aregular volume:

The destination filer must have a/etc/quotasfile that includes all entries from the
/etc/quotas file used by the sourcefiler. If SnapMirror is used for data migration,
you can copy the /etc/quotas entries from the sourcefiler to the /etc/quotas fil e of
the destination filer before you convert the mirror to aregular volume. However,
if SnapMirror is used for disaster recovery, on the destination filer, keep a copy
of al /etc/quotas entries used by the source filer at all times so that you can apply
the entries to the destination volume when the source filer becomes unavailable.

Follow these steps to convert amirror to aregular volume.

Step Action

1 If you want to enable quotas after converting the mirror to aregular
volume, go to Step 2. Otherwise, go to Step 4.

2 Edit the /etc/quotas file on the destination filer so that after the
conversion, the former mirror has the same quota restrictions as the
source volume.

If the source volume uses per-volume quotas, replace the source

volume name with the mirror name in the quota entries.
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Step Action

3 | Enter thefollowing command to convert the mirror to aregular
volume:

vol options vol ume_nanme snapmirrored of f

If you want to enable quotas on the former mirror, go to Step 4.
Otherwise, the procedure is complete.

4 | Enter the following command to enable quotas on the former
mirror:

quot a on vol une_nane
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Differences between the vol copy command and SnapMirror

Differences Thisfollowing table describesthe differences between thevol copy command

and SnapMirror.

542

Thevol copy command

SnapMirror

It isastandard Data ONTAP feature
that requires no license codes.

It requires alicense code.

Theresult of copying avolumeisan
off-line volume.

The result of replicating avolumeis
amirror, which is an on-line, read-
only volume.

It does not copy incremental changes
from the source volume.

It periodically copiesincremental
changes from the source volume.

It requires that you enter the
destination filer namein the
/etc/hosts.equiv file.

It requires that you enter the
destination filer namein the
/etc/snapmirror.allow file.

It does not involve a configuration
file that controls how avolumeis
copied.

It requires that you specify an entry
in the /etc/snapmirror.conf file to
control the volume to be replicated,
the data transfer rate, and the mirror
update schedule.

Differences between the vol copy command and SnapMirror
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Chapter contents This chapter discusses the topics described in the following table.

Read...

To learn about...

“Displaying the Data ONTAP
versiorf on page 544

How to use th&er si on command
to display the Data ONTAP version

“Displaying filer configuration
informatior? on page 545

How to use thesysconfi g
command to display filer
configuration information.

“Displaying volume informatighon
page 547

How to use th&ol command to
display information about a volume’s
configuration.

“Displaying filer statisticson
page 548

How to use thsysst at and
upt i me commands to display filer
statistics.

“Displaying network statisti¢on
page 550

How to use theet st at command
to display network statistics.

“Displaying interface statistit®n
page 551

How to use thé f st at command to
display interface statistics.

“Improving filer performanceon
page 561

How to improve filer performance by
adding hardware or setting softwaré
options.
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Displaying the Data ONTAP version

How to display the To display the version of Data ONTAP currently running on afiler, use the

Data ONTAP ver si on command. The display shows the version number and the date of the
version version, asfollows:
version

Net App Release 5.1: Fri Muy 12 03:06: 00 PDT 1998
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Displaying filer configuration information

Use the sysconfig Thesysconfi g command displays information about the filer's hardware

command configuration. The exact types of information displayed depend on the command
options.

Displaying disk Thesysconfi g -d command displays product information about each disk in

information using the filer.

sysconfig -d

Displaying RAID Thesysconfi g -r command displays RAID configuration information about

information using the parity disk, data disks, and hot spare disks, if any. This information is useful

sysconfig -r for the following purposes:

O Locating a disk referenced in a screen message. Refesitog’ disks of
various size’son page 75 for more information about disk identifiers.

0 Determining how much space on each disk is available to the filer. Refer to
“Understanding usable space on each’diskpage 76 for more information
about disk capacity.

0 Determining the status of the disk operations, such as RAID scrubbing,
reconstruction, parity verification, adding a hot spare, and disk failure.

You can obtain the information displayeddysconfi g -r from SNMP,
using the Network Appliance custom MIB. For information about SNMP, see
“Using SNMP on page 111

Displaying tape Thesysconfi g -t command displays device and configuration information
drive information for each tape drive on the system. Use this command to determine the capacity of
using sysconfig -t the tape drive and the device name before you useutime andr est or e

commands.
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Displaying overall
filer information
using sysconfig -v

Displaying overall
filer information
using sysconfig

546

Thesysconfi g - v command displays the system’s RAM size, NVRAM size,
and information about devices in all expansion slots. This information varies
according to the devices on the filer. You can specify a slot number to display
information about a particular slot. Slot numbers start at 0, where slot 0 is the
system board.

If you entersysconf i g without any options, information similar to what you

getwithsysconfi g - v is displayed, but the information is abbreviated. When
you report a problem to Network Appliance, provide the information displayed
bysysconfi g -v. This information is useful for diagnosing system problems.

Displaying filer configuration information



Displaying volume information

Use the vol status
command

Displaying volume
state information
with vol status

Displaying disk
information using
vol status -d

Displaying RAID
information using
vol status -r

Displaying RAID
information for
each group using
vol status -v

Thevol status command displays information about a volumes’s
configuration. The types of information displayed depend on the command
options. When you specify a volume, the information for that volume is
displayed; when you do not specify a volume, the status of all volumes in the filer
is displayed.

With no options, theol st at us command displays a one-line synopsis of
volume states. This includes the volume name, whether it is on-line or off-line,
and other states, for example, partial, degraded, and so on.

Thevol status -d command displays information about disks. The disk
information is the same as the information fromskeconfi g - d command.

Thevol status -r command displays a list of the RAID information. The
display is the same as thgsconfi g -r display.

Thevol st at us -vcommand displays information about each RAID group.

Data ONTAP 5.3 System Administrator’s Guide 547



Displaying filer statistics

Use the sysstat and
uptime commands

About the sysstat
command

548

You usethesysst at and upt i me commandsto display filer statistics.

Thesysst at command displays information about CPU utilization, file
operations, read and write operations on disks and tapes, and the age of datain
the cache buffer. By default, thefiler displays statistics every 15 seconds; you can
specify the interval, in seconds, at which statistics are displayed.

Thesysst at output is particularly useful for revealing file access patterns on
your filer, from which you can determine whether you should install more
NVRAM, system memory, or disks.

Depending on the applications that access the filer, the computers on the
network, and the network configuration, the following suggested actions might
improve your filer's performance:

0O Typically, 2 MB of NVRAM is sufficient for a system with one SCSI
channel. However, if the Disk Kb/s write column shows that the filer writes
to disks almost every second, adding NVRAM might help improve system
performance. If there are short spurts of writes, adding NVRAM does not
improve system throughput. See the hardware guide for your filer model for
information about how much additional NVRAM you can install.

O The data in the Cache age column indicates how fast read operations are
cycling through system memory. If the values in the Cache age column are
consistently below 5, the filer might benefit from more system memory.
Cache age shows the age of the oldest read-only blocks in memory. A low
cache age means that the filer is retrieving information from disk instead of
from memory. For information about adding memory, gaaout the uptime
command on page 549. If the CPU utilization percentage in the CPU
column is low but you are not getting the expected performance, you might
need to add disks to the system.

0 If CPU utilization is high, you might need to add another filer.

O  If the network traffic shown in the Net Kb/s column is at or near the capacity
of the network interfaces (1 MB per Ethernet adapter and 10 MB per FDDI
adapter), you might need to add another network adapter card to the system.
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About the uptime Theupt i me command prints the current time, the length of time the system has
command been up, and the total number of NFS operations the system has performed since
it was last booted.

Example: Anexample of the display is

upti me

8: 54am up 2 days 22:23, 3122520 NFS ops
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Displaying network statistics

Use the netstat You usethe net st at command to display network statistics.
command
About the netstat Thenet st at command displays network-related data in various output
command formats.
Thenetstat -i andnetstat -1 optionsshow the state of all network

interfaces or one specific interface, respectively. Thenet st at - r command
shows the filer’s routing table.

For information about troubleshooting network problems, sksdwork
problems$ on page 587For more information about tleet st at command,
see thena_netstat(1) man page.
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Displaying interface statistics

Use the ifstat
command

Explanation of
interface statistics

Thei f st at command prints per-interface statistics not reported by commands
such asnet st at . Thisincludes some statistics maintained by the networking
code, as well as statistics maintained by the driver and by the networking card.

The output of thei f st at command might contain many fields, because
different types of interfaces, for example, Ethernet, Gigabit (GB) Ethernet,
FDDI, and ATM, have different statistics.

ifstat syntax: The syntax for thei f st at command is
ifstat [-z] -a | interface

The - z option “zeros” (or clears) the statistics. Tree option lists statistics for
all the filer's interfaces. The interface option indicates the type of interface for
which you want statistics.

Ethernet: The following table describes the statistics in the RECEIVE section
of thei f st at command output when you use the command on an Ethernet
interface.

Statistic M eaning

Packet s Number of packets received on the interface.

Byt es Number of bytes received on the interface.

Errors Number of errors during Ethernet frame reception,

including all kinds of receive errors.

No buffers Number of received packets dropped due to the
unavailability of buffers.

Length err Number of frames truncated due to the shortage of
receive descriptors.

Runt frames Number of runt frames.
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Statistic

M eaning

Long franes

Number of frames received that exceeded the maximum
Ethernet-specified size of 1,518 bytes.

CRC error

Number of CRC errorsthat occurred on the received
frames.

H w overflow

Number of frames discarded because of receive FIFO
overflow.

Process stop

Number of times the receive process stopped.

Li st overflow

Number of frames dropped due to the unavailability of
descriptors.

Process reset

Number of times the receive process was reset.

Rst frane drops

Number of frames discarded due to the resetting of the
receive process.

The following table describes the statistics in the TRANSMIT section of the
i fstat command output when you use the command on an Ethernet interface.

Statistic M eaning

Packet s Number of packets attempted to be transmitted.

Byt es Number of bytes attempted to be transmitted.

Errors Number of hardware errors encountered while
attempting to transmit.

Col I i si ons Number of collisions that occurred while transmitting

frames.

Late collisions

Number of collisions aborted due to alate collision.

Excess col | Number of times transmission was aborted due to
excessive collisions.

Queue full Number of times the queue was full.

List full Number of frames that were dropped due to the

unavailability of descriptors.
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Statistic

M eaning

No carrier Number of times the carrier signal was not present
during transmission.

Under f | ow Number of times the transmitter aborted the message
because data arrived late from memory.

Def er Number of times transmission had to be deferred.

Ti ne out Number of times the transmit jabber timer expired.

St opped Number of times the receive process stopped.

Li st underflow

Number of frames that had to be dropped due to the
unavailability of descriptors.

Loss of carrier

Number of times the carrier was | ost.

No buffers

Number of times buffers were unavailable.

Requeue

Number of times the frame was requeued due to list
underflow.

Threshol d up

Number of times the transmit threshold was increased.

Threshol d dn

Number of times the transmit threshold was decreased.

Threshol d | vl

Current threshold level.

The following table describes the statistics in the DEVICE section of the
i fstat command output when you use the command on an Ethernet interface.

Statistic M eaning

Interrupts Number of times the Ethernet device interrupted the
host.

Reset's Number of times the Ethernet device was reset.

The following table describes the statistics in the LINK INFO section of the
i fstat command output when you use the command on an Ethernet interface.
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Statistic M eaning

Auto Auto-Negotiation state.
Medi at ype Mediatype, such astwisted pair.
Li nk Partner The Auto-Negotiation capability of the remote end. It

isunknown if Auto-Negotiation is disabled.

Link State Link status.

GB Ethernet: The following table describes the statistics in the RECEIVE
section of thei f st at command output when you use the command on a GB
Ethernet interface.

Statistic M eaning

Packet s Number of packets received on the interface.

Byt es Number of bytes received on the interface.

Errors Number of errors during Ethernet frame reception,

including all kinds of receive errors.

Queue full Number of received packets dropped due to the
unavailability of buffers.

Uni cast packets | Number of unicast packets received.

The following table describes the statistics in the TRANSMIT section of the
i fstat command output when you use the command on a GB Ethernet

interface.
Statistic M eaning
Packet s Number of packets attempted to be transmitted.
Byt es Number of bytes attempted to be transmitted.
Errors Number of hardware errors encountered while
attempting to transmit.
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Statistic

M eaning

Col l'i sions

Number of collisions that occurred while transmitting
frames.

Uni cast
packets

Number of unicast packets transmitted.

The following table describes the statistics in the DEVICE section of the
i fstat command output when you use the command on a GB Ethernet

interface.

Statistic

M eaning

Received errors

Number of errors encountered during reception by the
interface.

Transmt errors

Number of errors encountered during transmission by
theinterface.

Col l'i sions

Number of collisions encountered during
transmission by the interface.

FDDI: Thefollowing table describesthe statisticsin the RECEIV E section of the
i fstat command output when you use the command on an FDDI interface.

Statistic

M eaning

Packet s

Number of packets received on the interface.

Byt es

Number of bytes received on the interface.

Errors

Number of errors during Ethernet frame reception,
including all kinds of receive errors.

Queue full

Number of received packets dropped due to the
unavailability of buffers.

Hwfaults

Number of hardware faults.

SA mat ches

Number of SA matches.

DA nonmat ches

Number of DA non-matches.
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Statistic

M eaning

PDQ aborts

Number of PDQ aborts.

Invalid | engths

Number of invalid lengths.

Fragnent s

Number of fragments.

Format errs

Number of frames received that contained an odd
number of symboals; that is, the number of non-integral
octets.

MAC resets

Number of MAC resets.

CRC Errors

Number of frames received with a bad frame check
sequence.

Status Errors

Number of frames received that had the E (error
detected) indicator set or amissing E indicator.

Long Franes

Number of frames received that were larger than the
maximum legal size.

Short Franes

Number of short frames received.

Copi ed buffers

Number of copied buffers.

No buffers

Number of times there were insufficient buffers.

LLC errors

Number of LLC errors.

Bl k check errs

Number of block check errors.

Length errors

Number of length errors.

Overruns

Number of times that the interface received aframe loss
indication from the hardware on the interface.

The following table describes the statistics in the TRANSMIT section of the
i fstat command output when you use the command on an FDDI interface.

Statistic M eaning
Packet s Number of packets attempted to be transmitted.
Byt es Number of bytes attempted to be transmitted.
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Statistic

M eaning

Errors

Number of hardware errors encountered while
attempting to transmit.

Queue full

Number of received packets dropped due to
unavailability of buffers.

No buffers

Number of times buffers were not available.

No buf resets

Number of times the process was reset due to the
unavailability of buffers.

No descriptors

Number of times descriptors were unavailable.

I/f down

Number of times the interface was down.

Underruns

Number of times an underrun occurred because the
interface’s transmit FIFO became empty due to
insufficient memory. That is, the device tried to transr
but could not get data into memory fast enough.

n

Fai l ures

Number of frames that were transmitted with an error.

The following table describes the statistics in the DEVICE section of the
i fstat command output when you use the command on an FDDI interface.

Statistic

M eaning

Interrupts

Number of times the FDDI device interrupted the
host.

Spurious ints

Number of spurious interrupts received from the
device.

Reset s

Number of times the device was reset due to
unrecoverable hardware faults.

Non- exi sting nmem

Number of times the device was asked to address
nonexisting memory. This might indicate a softwar
or hardware problem.

Parity errs

Number of parity errors detected on the interface.
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Statistic

M eaning

Host parity errs

Number of parity errors detected on the host.

Spurious Unsol s

Number of unknown unsolicited error events reported
by thislink entity.

Ring inits in

Number of ring claim processes or ring beacon
processes initiated by thislink entity.

Ri ng beacon out

Number of ring beacon processesinitiated by thislink
entity.

Ri ng beacon in

Number of ring beacon processes recognized by this
link entity.

Dupl . address

Number of times the duplicate address test failed.

Dupl . token

Number of timesthislink entity detected aduplicate
token.

Ring purge errs

Number of timesthe MAC PurgeError Event bit was
Set.

FCl strip errs

Number of times a Frame Content Independent Strip
operation was terminated.

Trace init

Number of PC Tracesinitiated by this station.

Sel ftest failures

Number of failed self- tests during device resets.

PC trace rcvd

Number of PC traces received by this station.

Config changes

Number of config changes.

LEMrejects

Number of LEM rejects.

El astic buf errs

Number of ELM Chip EBUFF_ERROR events.

Link test rejects

Number of link test rejects.

ATM: The following table describes the statistics in the RECEIV E section of the
i fstat command output when you use the command on an ATM interface.
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Statistic

M eaning

Packet s Number of packets received on the interface.
Byt es Number of bytes received on the interface.
Errors Number of errors during Ethernet frame reception,

including al kinds of receive errors.

Vpi out of range

Number of packets received on an out-of-range VPI.

Vci out of range

Number of packets received on an out-of-range VCI.

Packet s dropped

Number of received packets dropped because of errors
reported by the adapter.

No connection

Number of packets received for a disconnected or
nonexistent virtual circuit.

Smal | buffers

Number of small received buffers supplied to the
adapter.

Large buffers

Number of large received buffers supplied to the
adapter.
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The following table describes the statistics in the TRANSMIT section of the
i fstat command output when you use the command on an ATM interface.

Statistic M eaning

Packet s Number of packets attempted to be transmitted.
Byt es Number of bytes attempted to be transmitted.
Errors Number of hardware errors encountered while

attempting to transmit.

Queue full Number of packets dropped because they could not be
put in the transmit queue.

List full Number of packetsthat could not be transmitted
because the transmit queue was full.

Iface unavailabl e | Number of packetsthat could not be transmitted
because the referenced interface was down.

For moreinformation about the i f st at command, see the na_ifstat(1) man
page.
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Improving filer performance

About this section

Limiting directory
file size

Balancing NFS
traffic on network
interfaces

Avoiding access
time update for
inodes

This section describes configuration procedures that might improve your filer’'s
performance.

An extremely large directory file can use up most of the filer's CPU cycles when
a user enters drs command in the directory. The limit on directory file size is
set by theopt i ons waf | . maxdi r si ze command. The default limit, 10

MB, should prevent the system from hanging. A directory of this size
accommodates approximately 300,000 files with short file names.

Thewaf | . maxdi r si ze option takes the maximum number of kilobytes as its
argument. When you reset the maximum directory size, the argument that you
supply is rounded up to the next highest 4K boundary. If a user tries to create a
file that would cause the directory to grow larger than the specified size limit, the
user’s command fails.

To balance network traffic among different interfaces, attach multiple interfaces
on the filer to the same physical network. For example, if two Ethernet interfaces
on the filer named toaster are attached to the same network where four clients
reside, specify ittetc/fstab on clientl and client2 that these clients mount from
toaster-0:/home. Specify in/etc/fstab on client3 and client4 that these clients
mount fromtoaster-1:/home. This scheme can balance the traffic among
interfaces if all clients generate about the same amount of traffic.

The filer always responds to an NFS request by sending its reply on the interface
on which the request was received.

If your applications do not depend on having the correct access time for files, you
can disable the update of access tiatéa (re) on an inode when a file is read. To
prevent updates, turn thhe@ _at i ne_updat e option On. Consider turning this
option On if your filer has extremely high read traffic, for example, on a news
server used by an Internet provider, because it prevents inode updates from
contending with reads from other files.
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Improving
performance on
directory lookups

Improving read-
ahead performance

562

Caution
If you are not sure whether your filer should maintain an accurate access time on
inodes, leave this option at its default, Off, so that the accesstime is updated.

Turning thenf s. bi g_endi ani ze_fi | ei d option Onimproves
performance on directory lookups for clientsthat usethefile ID in thefile handle
as ahash key in certain ways. Enable this option if your NFS clients are mainly
running HP-UX or IRIX.

Note
If youturnthebi g_endi ani ze_fi | ei d option On, all NFS clientsthat have
mounted directories from the filer must unmount and remount them; otherwise,

they get “stale file handle” errors on all references to files already opened on the
filer until they unmount and remount all directories.

If the file access patterns of your clients are random (nonsequential), turning
minimal read-ahead On might improve performance. By default, the filer uses
aggressive read-ahead, which enhances sequential access, which is more
commonly used by UNIX clients and applications. To specify minimal read-
ahead, turn thei nr a option On. By default, the option is Off and the filer does
very aggressive read-ahead.
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Troubleshooting

21

Troubleshooting
topics

Use the information in the following table to determine which troubleshooting

topicsto read.

Read...

To learn about...

“Getting technical assistaricen
page 566

Getting technical assistance.

“Booting from system boot diskette
on page 567

Booting from diskette to recover
from a lost password, configuration

file errors, and some disk problems|

“Restarting a shut down fileon
page 570

Restarting a filer when it has shut
down automatically.

“NVRAM problems on page 571

How the filer handles NVRAM low|
battery conditions and inconsistent
NVRAM contents.

“Volume problemson page 573

Types of volume problems.

“Failed mounts and stale file
handles on page 574

How to fix mount and stale file
handle problems caused by changi
a volume’s name.

“Volume name problerign
page 575

Using the rules for naming volumes
and about volume naming error
messages.

“Disk problem$on page 576

Types of disk problems.

“Disk failure without a hot spare
disk’ on page 577

How the filer handles a disk failure
when a hot spare disk is not
available.

“Disk failure with a hot spare disk
on page 578

How the filer handles a disk failure
when a hot spare disk is available.

“Disk error$ on page 579

Error messages the filer displays
when it discovers certain disk
problems.
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Read... Tolearn about...

“Inconsistent file systefron What to do if the filer displays a
page 581 message that a file system is
inconsistent.

“Disk operations in Maintenance Using maintenance-mode operations

modé on page 582 to correct disk problems.
“Configuration problenison Booting the filer and recovering from
page 583 errors in configuration files.

“How to reset the filer passwdrdn | Resetting the administration
page 585 password for the filer.

“How to initialize all disks and create Initializing all the filer disks because
a new file systerhon page 586 you want to redeploy the filer or
because Network Appliance

Technical Support instructs you to do

so.

“Network problemson page 587 Diagnosing network problems.
“NFS problemson page 589 Diagnosing NFS problems.
“Windows access problefnan Diagnosing problems with accessing
page 591 the filer from Windows.

“UNIX cpio problem$on page 595 | How 16-bit versions of thpi o
command might cause problems
when copying large files.

“UNIX df problem$ on page 596 How thdf command on some
UNIX systems might report free
space incorrectly.

“Cluster messagésn page 597 What you can do to fix cluster
problems.

“Serious error messagem What to do if the filer halts with a

page 603 serious error message.
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Related information  Hardware problems are described in the hardware guide for your filer model. See
the appropriate hardware guide for information about system LEDs; LCD error
messages, if your filer hasan LCD, and system start-up messages.

Data ONTAP 5.3 System Administrator’s Guide 565



Getting technical assistance

Information to note  If you encounter problemswith thefiler that you cannot solve, you might need to
before calling for contact your service provider or Network Appliance Technical Support for
support assistance. If you do, have the following information available:

0O  the system serial number

O the system configuration as reported by thesysconfi g - v command (if
thefiler till responds to the command)

0O any diagnostic messages that were reported (Diagnostic messages are in the
/etc/messages file on the root volume.)

How to contact The following table provides telephone and FAX numbers, and a URL that you
Network Appliance can use to contact Network Appliance Technical Support.

Telephone FAX Web

For U.S. customers: (408) 367-3151 | http://www.netapp.com/support/
888 463-8277 form.html

For international
customers:

+1 408 367-3000 (ask
for Technical Support)
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Booting from system boot diskette

Boot from diskette
to correct some
types of problems

Restrictions on
booting from
diskette

Procedure for
booting from
diskette

You might need to reboot the filer from the system boot diskette to correct
configuration problems, recover from alost password, or correct certain disk
configuration problems.

Do not boot the filer with a pre-5.0 system boot diskette. The attempt to boot will
fail because pre-5.0 software cannot recognize system data from afiler running
Data ONTAP 5.0 or later software.

If your fileis using clustering, do not boot with a pre-5.2 system boot diskette.
Releases earlier than 5.2 do not support clustering.

If you need to run an earlier release of Data ONTAP on thefiler, contact Network
Appliance Technical Support, as described@etting technical assistariaen
page 566, for instructions about how to downgrade your filer.

Complete the steps in the following table to display the boot menu from a
diskette. Booting from the diskette takes longer than booting from the hard disk.

Step | Action

1 | Insert the diskette labeled System Boot Disk 1 into the filer's
diskette drive.

Note
The Data ONTAP 5.2 system boot diskettes are specific to|the
model of filer that you are updating. You received diskettes
appropriate to the model you are updating. If you have
different models, be sure to check the diskette labels to make
sure you're using the correct diskettes for the filer.

2 | From the system console, enter teboot command or, if the
system is powered off, power it on.

Result: The filer begins the boot process.
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Step

Action

3 | When the filer's LCD prompts you to, remove the diskette and
insert the diskette labeled System Boot Disk 2 into the filers
diskette drive.

4 | Press the Enter key on your console.

Result: The filer boots and, if it can, displays the boot menu,
shown below:

1) Normal Boot

2) Boot without /etc/rc
3) Change Password

4) Initialize all disks
5) Mai ntenance node boot

Sel ection (1-5)?

Booting from system boot diskette



Step | Action

5 | Choose one of the boot types shown in the following table by
entering the corresponding number.

Boot type Description

Normal Boot (1) Use Normal Boot to run the
filer normally, but from a
diskette.

Boot without /etc/rc (2) Use Boot without /etc/rc to
troubleshoot and repair

configuration problems.

Note
Booting without /etc/rc
causes the filer to use only
default options settings,
disregard all options settings
you put in /etc/rc, and disable
some services, such as

sysl og.

M aintenance mode boot (5) Use Maintenance mode boot
to go into Maintenance mode
and perform some volume
and disk operations and get
detailed volume and disk
information. Maintenance
mode is special for the
following reasons:

O Most normal functions,
including file-system
operations, are disabled.

O A limited set of
commandsis available
for diagnosing and
repairing disk and
volume problems.

O You exit Maintenance
mode with the hal t
command.
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Restarting a shut down filer

Procedure for
restarting filer after
unexpected
shutdown

570

Complete the steps in the following table to restart your filer if it shuts down

unexpectedly.
Step | Action
1 | Write down the messages displayed on the console and the
message on the LCD, if your filer hasan LCD.
2 | If theconsoleis... Then...
Showing the mon> prompt | Enter b (for boot) to reboot
thefiler.
Showing the ok prompt Enter boot to reboot the
filer.
Unresponsive Reset the filer by turning it
off, leaving it off for 30
seconds, and turning it back
on.
Results: Thefiler boots and displays the system prompt
on the console.
3 | If thefiler still does not boot, display the boot menu from

diskette, as described iBtoting from system boot
diskett& on page 567, then choose Normal Boot.

Restarting a shut down filer




NVRAM problems

Types of NVRAM
problems

What F220, F330,
and F540 filers do
when NVRAM
battery is low

How the filer
handles
inconsistent
NVRAM contents

This section describes two types of NVRAM problems:
0 NVRAM battery failure
O Inconsistent NVRAM contents

This section applies only to the NetApp F220, NetApp F330, and NetApp F540
filers.

If the filer detects low batteries on the NVRAM card, it gives advance warning
and automatically shuts down every 24 hours. You can change the time interval
with ther ai d. t i meout option to the opt i ons command.

If thefiler isin degraded mode and the NVRAM batteries are low, it failsto boot.
Replace the NVRAM batteries immediately.

Very rarely do NVRAM battery failures cause data loss. When the filer executes
thehal t command, it flushes the contents of NVRAM to disk and turns off the
NVRAM so that no battery power is used.

The filer performs a number of checks to ensure that the NVRAM contents are
consistent. If the contents are inconsistent, the filer performs one of following
actions:

Inconsistency due to improperly updated volume: If theinconsistency
is due to afailure to update a volume properly, the filer displays a message
suggesting that you halt the filer with the hal t command, take the offending
volume off-line in Maintenance mode, and reboot the filer.

Inconsistency due to log updates for off-line volume: If the
inconsistency is due to the log having updates for an off-line volume, the filer
asks whether to discard them.

Inconsistency due to other reasons: If there are many inconsistencies that
cannot be repaired, the filer discards the inconsistent contents and creates a core
dump file. The file requests received during the last few seconds before the filer
shuts down are lost. This does not cause the file system to become inconsistent,

but files written during the last 10 seconds before shutdown might contain old or
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incorrect data. Also, because the parity of some recently written stripes might be
incorrect, the filer must do a parity check on the entire RAID array. The parity
check, and any correction, is performed on-line; that is, the filer conducts the test
in the background while continuing otherwise normal operation.

Thiskind of dataerror can happen only when you boot a system after afailure or
after you turn off afiler without using the hal t command.
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Volume problems

Types of volume This section describes the following types of volume problems:
problems described 1 Failed mounts and stale file handles
O  Volume name problems
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Failed mounts and stale file handles

Changing volume
names can cause
mount and file

handle problems

Procedure for fixing
the /etc/exports
problem

574

If mountsfail and clients see stale file handles, it might be because you renamed
avolume and it is not exported anymore. Thisis because the new volume name
was hot in the /etc/exports file on the root volume.

Complete the step in the following table to fix the problem.

Step

Action

1

Edit the /etc/exportsfile on thefiler default volume to change the old
volume name to the new volume name.

Results: The problemis resolved.

Failed mounts and stale file handles



Volume name problems

Volume naming A valid volume name has the following characteristics:

rules 0 The prefix is followed by either a letter or an underscore (*_”).
O It contains only letters, digits, and underscores.
O Itis not longer than 255 characters.

Examples of Examples of valid volume names are
volume names 0 _tech pubs
0 SW_Engineering
0 Dept 32
Error messages You might get an error message that contains one of the following phrases:
about volume 0 invalid volume name
names

O unrecognized volume name
0 illegal volume name

If you get one of these messages, take one of the following actions:
0  Type correctly the name of an existing volume.
O Type a valid volume name.
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Disk problems

Types of disk This section describes how the filer reactsto a
problems described pjsk failure without a hot spare disk
0 Disk failure with a hot spare disk
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Disk failure without a hot spare disk

About this section

Filer runs in
degraded mode

Filer logs warning
messages in
/etc/messages

Filer shuts down
automatically after
24 hours

Filer reconstructs
data after disk is
replaced
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This section describes how the filer reacts to a disk failure when a hot spare disk
isavailable.

If adisk fails, the filer continues to run without losing any data but has a
somewhat degraded performance.

Caution
Replace the disk as soon as possible, because a second disk failure could cause

thefiler to lose the entire file system.

Thefiler logs awarning message in the /etc/messages file on the root volume
every hour after adisk fails.

To ensure that you notice the failure, the filer automatically shutsitself off in 24
hours, by default, or in aperiod you set with ther ai d. t i nmeout option to the
opt i ons command. You can restart the filer without fixing the disk, but it
continues to shut itself off periodically until you repair the problem.

Caution

Check the /etc/messages file on the root volume once a day for important
messages. You can automate checking thisfile with a script on aremote host that
periodically searches the file and then alerts you.

After you replace a disk, thefiler detects the new disk when the system boots.
Thefiler starts file service and reconstructs the missing data in the background
with minimum interruption to service.
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Disk failure with a hot spare disk

About this section

Filer replaces disk
with spare and
reconstructs data

Related information

578

This section describes how the filer reacts to a disk failure when a hot spare disk
isnot available.

If adisk fails, thefiler
0  replacesthe failed disk with a hot spare disk

O reconstructs the missing data on the hot spare disk in the background, so that
the interruption to file service is minimized

0O logsthe activity in the /etc/messages file on the root volume
The filer does not shut down automatically.

Caution
After the filer is finished reconstructing data on the hot spare disk, replace the
failed disk with anew hot spare disk as soon as possible so that thereis aways a
hot spare disk available in the system. For information about replacing a disk,
refer to ‘Disk management tasksn page 85.

If a second disk fails and there is no hot spare disk available, contact Network
Appliance Technical Support, as described@etting technical assistariaen
page 566.

In addition to disk failure and hot spare disk replacement activity, the
/etc/messages file on the root volume logs any failure in a periodic check of the
hot spare disk. For more information, refer tonhesysconfig(1) and
na_messages(5) man pages.

Disk failure with a hot spare disk



Disk errors

Types of disk errors
described

Error message:
Nonexistent disks

Error message:
Disk in use

Error message:
System cannot boot
because disks are
missing

Thefiler displays error messages when the following disk problems occur:
O A disk does not exist.

0O Adiskisinuse.

0 Disksare missing.

If you get a message indicating that a disk does not exist, especialy if you are
adding adisk to avolume or a RAID group, make sure that

O Thedisk isspecified correctly.
0 The specified disk is a spare.

If you are adding a disk to avolume and you get a message indicating that a disk
isin use, the disk you specified might already be a system disk. Make sure that

O Thedisk isspecified correctly.
0 The specified disk is a spare.

You might get a message similar to the following:

The system cannot boot with nore than one disk mssing froma RAID
group.

This message indi cates that a volume might be missing some disks because either
not all the disksin avolume were transferred to anew filer or disks were
damaged.

Make surethat al the disksin avolume were transferred. If the problem persists,
it might mean that disks were damaged. Compl ete the stepsin the following table
to resolve the problem.
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Step | Action

1 | Display the boot menu from diskette, as describedooting from
system boot disketten page 567, then choose Maintenance moge
boot.

2 | Use thevol of fli ne command to take the volume off-line.

3 | Reboot the filer; the volume specified in Step 2 is off-line.

D

4 | Add missing disks, if possible, then bring them on-line; otherwis
follow these steps:

1. Replace any broken disks.
2. Destroy the old volume.

3. Create a new volume.
4

. Use thea est or e command to restore the contents of the old
volume from a backup tape.
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Inconsistent file system

Inconsistencies Thefile system rarely becomes inconsistent. However, an inconsistent file
seldom occur system can be aresult of combined disk and NVRAM failure.

Contact technical If your file system becomes inconsistent, contact Network Appliance Technical
support if an Support for assistance, as describeddetting technical assistarioan
inconsistency page 566.

occurs
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Disk operations in Maintenance mode

Maintenance mode
operations

Displaying detailed
disk information

Checking access to

adisk

Erasing a disk label

582

M aintenance mode enables you to perform the following operations to
troubleshoot disk problems:

O Obtain detailed device information for each disk withthedi sk_1i st
command.

O Check accessto aparticular disk with thedi sk_check command.
0 FEraseadisk label withthedi sk_erase_| abel command.

Note
For information about Maintenance mode, sgedting from system boot

diskett& on page 567.

Thedi sk_I i st command displays detailed device information for each disk
on the system, such as drive type, and firmware revision level.

Thedi sk_check command checks access to a particular disk, issuing read
requests to the disk. The disk is active for approximately 15 seconds. During this
time, you can watch the disk’s activity LED to verify that the disk is accessed.

Thedi sk_erase_I| abel command erases a disk label on the specified disk
drive.

Caution
Use thedi sk_er ase_| abel command carefully because after a disk label is
erased, RAID treats the disk as uninitialized and no longer recognizes it as a
member of a RAID array.

Typically, use this command to remove an old RAID label on a previously used
disk that you are adding to an existing RAID group. For example, use this
command to erase the disk label when you move a disk from one filer to another.

Disk operations in Maintenance mode



Configuration problems

The /etc/rc, Configuration problems usually occur in one of the three configuration files on
letc/exports, and the root volume:
letc/hosts filescan 5 Jacre

contain errors 0 /etc/exportS

O /etc/hosts

This section describes common configuration problems.

What to do when If you can access the filer from the console but not from the administration host,

the filer is not the filer's/etc/hosts file on the root volume might have an IP address that is
accessible from the unreachable. Complete the steps in the following table to fix this problem.
administration host

Step | Action

1 | Log in to the filer from the system console.

2 | Atthe filer prompt, enter the following commands, replacing the
information shown in italics with values appropriate for your filer
ifconfig if mediatype type | P_address netmask net mask
exportfs -i -0 root=adm nhost_IP_addr |

nfs on

3 | Mount the root file system from the administration host.

4 | Edit the configuration files as describeddhapter 2“Filer
Administration Basic$

Filer runs setup If the /etc/rc file on the root volume is accidentally deleted, the filer

when /etc/rc is automatically runset up the next time it is booted.

damaged or

missing If the system does not respond to network requests after a boot, check the console

to make sure that the system is not waiting for your input.
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If the filer cannot boot from the hard disk because of damaged configuration

files, you can boot it from the system boot diskette. In this case, you must

manually initialize the filer and correct the configuration. S2edting from
system boot diskett@n page 567 for information about booting from the system
boot diskette.

How to recover If you are running NFS only, complete the steps in the following table to recover
from configuration from configuration errors in thietc/rc file.

errors if NFS is the
only licensed
protocol

Step | Action

1 | Display the boot menu from diskette as describedBooting from
system boot disketten page 567.

2 | Enter2 to choose Boot withougtc/rc.

Note
Booting the filer without théetc/rc file on the root volume
automatically disables CIFS service. You cannot do this procedu
using CIFS.

=

e

3 | Atthe filer prompt, enter the following two commands, replacing the
variables shown in italics with values appropriate for your filer:
ifconfig if mediatype type | P_address netmask net mask

exportfs -i -0
access=adni nhost _| P_addr, root =adm nhost _| P_addr nfs on

4 | Mount the root file system from the administration host.

5 | Edit the configuration files.

6 | Remove the system boot diskette from the disk drive and reboot the
filer to test the new configuration files.

Note
Although you can correct network problems using various keyboard commands,
correct thdetc/rc file on the root volume so that it initializes the system correctly

if there is a power outage or system software failure.
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How to reset the filer password

Reset the password
if you forget it

Procedure for
resetting the
password

If you forget your filer password, reset the password by using the system boot
diskette. To avoid security problems, take care to limit access to the system boot

diskette.

Complete the steps in the following table to reset the filer password.

Step | Action

1 | Reboot from diskette as described Bobting from system boot
diskett& on page 567.

2 | When the boot menu appears, eéo choose Change Password.

3 | When the filer prompts you for a new password, enter it at the
prompt.
Results: The system prints the following message:
Password Changed
Ht Return to reboot:

4 | Remove the diskette from the filer's diskette drive and reboot the

filer by pressing the Enter key.
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How to initialize all disks and create a new file system

Initializing all disks  You might need to initialize all disks and create a single new file system in the
erases all data following circumstances:

O You decide to redeploy an existing filer and need to completely reconfigure
it.

0O  Network Appliance Technical Support advises you that the only way to
recover from an error isto initialize all disks.

Caution
Initializing all disks causes all existing datato be lost.

Procedure for Complete the steps in the following table to initialize all disks.
initializing all disks
Step | Action
1 | Iftheconsoleis... Then...

Displaying the filer prompt, for Place the system boot diskette
example, t oast er >. into the diskette drive of thefiler
and enter r eboot .

Not displaying the filer prompt. | Reboot from diskette as
described in Booting from
system boot diskett®n
page 567.

2 | When the boot menu appears, edtéo choose Initialize all disks.

Results: The filer initializes all the disks and creates a
single-volume file system.
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Network problems

Detect network
problems using
ping at the filer
console

What the ping
command does

How to
troubleshoot
network problems

You can detect network problems by going to the filer console and using the
pi ng command.

The pi ng command checks whether the filer can communicate with other hosts
on the network and that other hosts can communicate with the filer.

If the filer should be able to connect with ahost but pi ng does not respond with
amessage indicating that the host is alive, compl ete the steps in the following
table to troubleshoot the problem.

Step

Action

1

Check that the network cable is tightly connected to the proper
interface connector.

Usethei f conf i g command to verify that the |P address and
netmask are set correctly and that the up and running flags are

displayed.

Usethear p - a command to confirm that the filer has the correct
| P-to-Ethernet address map for the host you are trying to reach.

Usethenet st at -r command to examine the routing tables.
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Contact technical
support about other
network problem

588

Step

Action

Use thenet st at -i command to check for excessive errors on the

interfaces.

If you see excessive input errors (ierrs) or output errors (oerrs), ¢
the network connections on both ends of the connection. Bad

transceivers or network hubs can sometimes introduce errors int
network.

Collisions reported bypet st at are a concern only if the filer

heck

o the

detects a substantial percentage of collisions as compared to the total

packet throughput.

Note
The goal is to keep collisions below 5 percent, but a network cat
operate properly, but slowly, with collision rates as high as
30 percent.

n

Use ther out ed st at us command to determine the status of th
default router.

Note
An improperly set up network router can also cause network

problems. If a router is not working correctly or is not configured
with the filer's address, clients or hosts on the other side of the rg
cannot access the filer through that router.

e

uter

If you are using the filer on a CIFS network and you are experien
difficulty accessing the filer using name-based IP operations, for
example, ping toaster, create static mappings on your WINS sef
for each of the filer’s interfaces.

cing

vers

If you encounter other problems, contact Network Appliance Technical Support
for assistance, as described @€tting technical assistaricen page 566.

Network problems



NFS problems

Client’s inability to
mount directories
indicates NFS
problems

How to
troubleshoot NFS
problems

NFS problems are indicated when the filer and the client can communicate with
each other using the pi ng command and the client can connect to the filer using
t el net, but the client cannot mount volumes or directories from thefiler.

Complete the steps in the following table to troubleshoot NFS problems.

Step | Action

1 | Make surethat thefiler islicensed for NFS by entering the
I i cense command at the filer prompt.
If the following message appears
nfs not |icensed
or if amessage with protocols other than NFS appears but NFSis
absent, you must get alicense for NFS.
Note
For information about how to get a license, contact Network
Appliance Technical Support, as describedGetting technical
assistanceon page 566.

2 | Make sure that the filer can correctly look up the client host name.

3 | Make sure that NFS service has been turned On using gheon
command.

4 | Make sure that the filer and the client are using correct IP addre
and names.
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Step | Action

5 | Sometimesaclient can seethefiler but gets a Permission Denied
message when requesting a mount. If this happens, follow these
steps:

0O Make sure that you defined the file systems correctly in the
filer's /etc/exports file on the root volume and that you ran the
exportfs command on the filer.

O On certain clients, the mount request does not come from the
root user using a privileged port. The filer denies such mount
requests by default to ensure secure access. To grant such mount
requests, enter the followiragpt i ons command:

options nfs.nount.rootonly off

To make this change permanent, add the preceding commahnd to
your /etc/rc file on the root volume.
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Windows access problems

Kinds of access
problems

Preliminary
troubleshooting
steps

This section describes preliminary troubleshooting steps, then describes how to
troubleshoot the following problems:

0 “Filer can't register with the Windows NT doméaim page 592
O “Incorrect password or unknown username page 593
0 “Users can't map a driv®n page 594

Complete the steps in the following table to begin to troubleshoot Windows
problems.

Step

Action

1

Make sure that the filer is licensed for CIFS by entering the
| i cense command at the filer prompt.

If the following message appears

CIFS not |icensed

or if a message with protocols other than CIFS appears but CIF
absent, you must get a license for CIFS.

Note
For information about how to get a license, contact Network
Appliance Technical Support, as describedGetting technical
assistanceon page 566.

If you are authenticating through a Windows NT domain, make S
that the filer has an account in the domain.

Note
You can verify that the filer is registered with a domain controller,
using theci fs t est dc command.

ure

by

Make sure that CIFS service has been properly configured with
ci fs setup command.

the
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Filer can't register If you are using WINS, use the table in “Using Wins” to troubleshoot the
with the Windows problem; if you are not using WINS, use the tableNiot'Using WINS on
NT domain page 593.

Using WINS: Use the following table if you are using WINS.

Isthe WINS server working?
Yes No
Isthe domain controller running? Get the
WINS
Yes No server
working.
Can you ping the domain controller? Start the
domain
Yes No controller.
Can you ping thefiler? Check
network
Yes No connec-
tivity
Contact Network Check net-
Appliance Technical work con-
Support, as described in| nectivity
“Getting technical
assistanceon page 566.
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Incorrect password

or unknown
username

Not Using WINS: Use the following table if you are not using WINS,

Isthe PDC or BDC on the same subnet asthefiler, and isthe subnet
connected to thefirst configured network interface card on thefiler?

Yes

No

I sthere a computer account created
for thefiler in the Windows NT

domain?

Yes No
Contact Network Create a
Appliance Technical computer

Support, as described in

“Getting technical

assistanceon page 566.

the filer in

account for

the domain.

Put the domain controller on the
same subnet as the filer, and
connect the subnet to the first
configured network interface card
on thefiler.

Without aWINS server, the filer
can talk only to the domain
controller by broadcast. Thefiler
broadcasts only from the first
configured network interface. The
domain controller must be on this
subnet.

Use the following table to troubleshoot the problem.

Areusersin thesamedomain asthefiler?

Yes

No

Areyou using avirtual LAN?

Isthereatrust relationship between
thefiler and the domain?

Yes

No Yes

No

Have the users
log in with
DOMAINNAME
\ USERNAME

Enter the users Have the users

into the log in with relationship
/etc/passwd DOMAINNAME | between the user’s
file. \ USERNAME account domain

Establish a trust

and the filer’s
domain.
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Users can't map a If users get an Access Denied message, use the following decision table to
drive troubleshoot the problem.

Isthefiler in the samedomain asthe PDC?

Yes No

Doesthe user have accessrightstothe | Use Server Manager to add the

share? filer to the domain or establish
atrust relationship between the

Yes No domains.

Contact Network Give the user rights|

Appliance to the share.

Technical Support,
asdescribed in
“Getting technical
assistanceon
page 566.
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UNIX cpio problems

The cpio version
should support 32-
bit inode definition
numbers

Ask UNIX provider
whether cpio
version supports
32-bit inode
definition numbers

If you copy large amounts of datausing the UNIX cpi o utility, somefiles might
be copied incorrectly. This happensin UNIX versionsof cpi o that still usea 16-
bit inode definition number. Large file systems require a 32-bit inode definition
number. The problem generally occurs only on file systems with alarge number
of hard links.

Why the problem occurs: Someversionsof cpi o work by copying each file
with hard links once and then re-creating the hard links. Trouble occurs because
the inode number is assumed to be 16 hits. If another file has a matching low-
order 16 bits, an internal number collision occurs, which cpi o does not
recognize. Thecpi o utility then overwrites the first file and creates files that no
longer contain the original data.

Check with your UNIX provider to see whether your version of cpi o hasthis
problem. If you use SunOS 4.x, ask for the Sun patch 100556-01. This patch
works around the problem by requiring that the files have the same UID, GID,
mode, mod time, inumber, and device before concluding that they are the same
file.
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UNIX df problems

The df version must
support large file
systems

Enable NFS option
to avoid displaying
useless data

DOS, Windows, and
Macintosh clients
might have display
problem

Filer df command
always shows
correct disk space

Qtrees affect disk
space displayed by
df

Filer quota report
command always
displays correct
usage

596

Some UNIX versions of the df command have file system limits considerably
smaller than the file system size supported by the filer. This can cause the UNIX
df command to show an incorrect and useless amount of filer disk space in use
or remaining. However, the disk space you installed in your filer isfully available
and you can useiit.

To avoid auseless display of disk space on aclient system that uses NFS version
2, enablethenf s. v2. df _2gb | i moption, as described irCbnfiguring filer
options on page 52. For additional information, refer to tiagoptions(1) man

page.

Some DOS, Windows, or Macintosh clients might have a display problem similar
to UNIX systems; in these cases, enablenthe. v2. df _2gb_| i moption.

At all times, thedf command entered on the filer correctly shows the amount of
disk space used and remaining.

If a directory in a gtree is mounted and a client issufs @@mmand on

something under that mount point, the command shows the smaller of the client’s
file system limit or the filer disk space. This makes the gtree look fuller
according to the clietf command than it actually is.

The filerquot a report command shows the correct usage within that gtree.

UNIX df problems



Cluster messages

Kinds of cluster
messages

What to do when
you see a message
that indicates
trouble

Where cluster LCD
messages appear

Cluster LCD
messages that you
can address

This section lists a console message, LCD messages, and system messages that
indicate conditions that you can take steps to address.

If afiler or cluster ceases to function properly, save or record as many messages
asyou can. If the message is not listed here, contact Network Appliance
Technical Support, as described (Bétting technical assistaricen page 566.

LCD messages appear on two lines on the filer’s LCD. Cluster messages, if they
appear at all, appear on the first line of the LCD; other messages appear on the
second line.

Cluster LCD messages that indicate trouble are accompanied by an amber LED
indicator.

The following messages pertaining to clusters can appear on the LCD of a
takeover filer. These are messages that you can take steps to address

M essage

Explanation What you do

cf disabl ed

Takeover has been disabled. Follow these steps:

1. Unless you want takeover to he
disabled, issue thef
enabl e command.

2. Check the interconnect cables
to make sure that they are
seated properly.

3. Issue thef status
command to verify the link.
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Message

Explanation

What you do

| connect down!

The interconnect link is broken.

Follow these steps:

1. Check the cluster interconnect
cables to make sure that they
are seated properly.

2. Issuethecf status
command to verify the link.

I connect error

One of the interconnect linksis
broken.

Follow these steps:

1. Check theinterconnect to make
surethat it is functioning

properly.

2. Issuethecf status
command to verify the link.

L: vol volune n% Thefiler has taken over its partner | Wait until the message disappears.
rebuilt and one of its own volumesis

reconstructing itself.
P. vol volunme n% Thefiler has taken over its partner Wait until the message disappears.
rebuilt

and one of its partner’s volumes ig
reconstructing itself.

Part ner down

The partner is down and takeover
disabled.

isif you want to take over the partner,

issue thef enabl e command,
then thecf t akeover command.

Takeover

The filer has taken over its partner.

Perform a giveback.

Takeover in nnn

The filer is counting down second
until it takes over its partner.

5 Unless you want takeover to occu
issue theef di sabl e command.
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The following message pertaining to a cluster can appear on the LCD of afailed
filer.
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M essage Explanation What you do
taken over The filer has been taken over. Perform maintenance on the filer,
then perform a giveback from the
takeover filer.
Where syslog Syslog messages appear by default in the /etc/messages file. For additional
messages appear information about syslog messages, see the M essage logging section of Chapter 2

of the System Administrator's Guide

Syslog messages The following syslog messages are messages that you can take steps to address.

that you can By default they appear on the system console.
address
M essage Explanation What you do

cf.tined. enable: tined
requires java whichis
not enabled on this
system

Essential Javafiles are missing
from thefiler.

Follow these steps:

1. Install the Java.zip filesfrom
the distribution CD-ROM onto
the /etc/javadirectory of your
filers.

2. Reboot.

Interconnect is down

The cluster interconnect is not
working properly. Takeover
capability is disabled.

Follow these steps:

1. Check the cluster interconnect
cables to make sure that they
are seated properly.

2. If the connections are secure,
and the message returns, check
for Cluster Interconnect
adapter messages in the
/etc/messag€f§le, then contact
Network Appliance Technical
Support, as described in
“Getting technical assistarice
on page 566.
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Message

Explanation

What you do

No di sks were detected
on Fibre Channel port
B, this filer will be
unabl e to takeover
correctly

The B-port loop has not been
connected to the local filer, which
means that the local filer cannot
take over its partner.

Follow these steps:

1. Check the B-port loop
connections to the partner’s

they are securely connected.

2. Verify that the LRC cards are
properly seated.

Root vol ure vol une,
RAID group nis

m ssing n disks and i s
unusabl e.

A disk shelf or adapter failed, or th
root volume’s disks might be sprea
between A-port and B-port loops.

e Check the disk shelves and make
dsure that they are wired properly.

Vol ume volune is
m ssing a data disk
and has dirty parity.

In this situation, the filer is refusing
to perform a giveback because a
volume is in degraded mode with
dirty parity.

Caution
You can lose data if you perform g
giveback with a volume that is

missing a data disk and has dirty

parity.

Follow these steps:

1. Wait until one if these events
happen:

0 Parity is clean.

0 The data disk is
reconstructed.

Step 1 has happened using th
sysconfig -r command.

3. Perform a giveback.

2. Verify that one of the events in

disk shelves and make sure that

e

Vol ume volune is

m ssing n disks from
RAID group n and is
bei ng taken of fline
for this boot.

The volume’s disks might be spreg
between A-port and B-port loops.

dFollow these steps:

1. Verify that the disk shelves ar
wired properly.

2. Reboot the filer to clear this
condition.

11
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Message

Explanation

What you do

WARNI NG cl ust er

noni tor fast timeout
was bl ocked for n
Secs.

The DataONTAP kernel is

supposed to schedule the cluster
monitor’s fast timeout thread at
regular intervals to ensure that
mailbox data is read and written
within specific time frames. If a
filer does not receive the mailbox
data because the fast timeout thre

is blocked, it might assume that it$

partner is down and attempt to
perform a takeover.

gather system utilization data
(sysst at , profiling data, and so
on), then contact Network
Appliance Technical Support, as
described in Getting technical

adan characterize the system.

D

X link is down

The Cluster Interconnect has
detected a failure in one of its two
communication channels.

This circumstance does not disab

takeover but deserves investigatign.

Note
This circumstance can also occur
temporarily during the booting of g
clustered filer.

Check the X (top) cable
connections to make sure that the,
cables are seated properly.

> @

|

Y link is down

The Cluster interconnect has
detected a failure in one of its two
communication channels.

This circumstance does not disab

takeover but deserves investigatign.

Note
This circumstance can also occur

temporarily during the booting of a

cluster filer.

Check the Y (bottom) cable
connections to make sure that the,
cables are seated properly.

> @

Data ONTAP 5.3 System Administrator’s Guide

601

If this message happens frequently

assistanceon page 566 so that they



About console
messages

Console message

Some messages appear on the console but are not written to the /etc/messages
file. Most of them are self-explanatory.

The following table explains the console message “The cluster partner appears
not to be operational.”

M essage

Explanation What you do

The cl uster partner
appears not to be
operational. Youwll
be asked whether you
want to continue. If
you answer "yes", the
exi sting cluster
monitor disk state
will be overwitten
and this node will be
reboot ed. Answering
"no" will halt this
node with no

modi fication to the
cluster nonitor disk
state.

WARNI NG Answeri ng
"yes" while the
cluster partner is
operational wll have
unexpected and
potentially
catastrophic results:
YOUR FI LESYSTEMS MAY
BE DESTROYED

Do you wish to
continue [y/n]?

The local filer has been taken over Follow these steps:
but it appears its partner is not
operational. This message is usually
preceded by the following messade:

1. Verify that the partner is
operational or repair it.

Thi s node was previously 2. Reboot it.

decl ared dead. Pausing to

check cluster 3. Perform a giveback from the
partner status ... partner not partner. Giveback is the only
respondi ng. method to ensure that data is

consistent after a takeover.
Thu Aug 13 16:58:37 GMI

[kbd_login_ngr]: Login from 4. If you cannot repair the partner,
consol e perform one of the following
actions:

0 Contact Network
Appliance Technical
Support, as described in
“Getting technical
assistanceon page 566.

Caution
If you entery and override the

takeover, client applications might
lose data that was written before the
reboot.

0 Entery to continue and
override the takeover and
allow the local filer to
reboot.
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Serious error messages

Panic messages
mean serious
problems

What to do after a
panic message

If your filer has a serious problem, such as a problem with the hardware or a bug
in the system software, it issues a system panic message similar to the following

one:

PANI C. system hung (NSO)!

Vol urre: vol nane
Version: verno

M essage
Component

Description

syst em hung (NSO)

Indicates the panic class of the message and is

significant. The actual text of the message varieswith

circumstances.
vol nane Is the name of the volume.
verno Isthe version number.

Complete the steps in the following table when your system issues a panic

message.

Step | Action

1 | Write down the panic message.

2 | Cdl Network Appliance Technical Support immediately, as
described in Getting technical assistaricen page 566.

3 | Provide the panic message to Network Appliance Technical Sup

Data ONTAP 5.3 System Administrator’s Guide

603

port.



604 Serious error messages



SecureAdmin management 22

SecureAdmin overview

What SecureAdmin
does

How you use
SecureAdmin

Available only in the
U.S. and Canada

The SecureAdmin™ feature enables you to use encrypted passwords and login
names to administer filers. When encrypted, passwords and logins become
impervious to being discovered over a network, thus improving filer security.
Anything sent to or from any console session or remote shell session is
encrypted.

You can use SecureAdmin only for administrative tasks. Although all
information exchanged between a filer and a client is encrypted, because you
cannot write files directly to the filer, SecureAdmin can protect only logins and
passwords.

SecureAdmin is available only in the U.S. and Canada. Users in other parts of the
world cannot install or use SecureAdmin.
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SecureAdmin concepts

Supported protocol
and version

SecureAdmin
administration

SecureAdmin uses
RSA encryption

606

SecureAdmin provides a secure remote shell and interactive network sessions. It
supports SSH 1.0 clients only.

SecureAdmin supports only password authentication and DES (Data Encryption
System) and 3DES session encryption. DES is an encryption algorithm, and
3DES is an encryption algorithm that relies on triple encryption.

Note
If you run the secur eadm n command, other protocols might appear, but you
should disregard any references to other protocals.

A daemon (sshd) runs the SecureAdmin feature. You administer SecureAdmin
with thesecur eadm n command. You can perform the following operations
on SecureAdmin:

O  Set up and start SecureAdmin, as described in “Setting up and starting
SecureAdmihon page 609.

O Reinitialize SecureAdmin and generate new keys, as described in
“Reinitializing SecureAdmihon page 610.

0 Disable SecureAdmin, as described isabling SecureAdminon
page 612.

O Restart SecureAdmin, as describedRestarting SecureAdniion
page 613.

0 Get the status of SecureAdmin, as describeditérmining whether
SecureAdmin is runnirigon page 614.

0 Display the version of SecureAdmin you are running, as described in
“Displaying the version of SecureAdrhion page 615.

SecureAdmin uses public-key encryption provided by RSA for host
authentication and session encryption.

SecureAdmin concepts



Host and server key  Host and server keys have the following properties:

properties 0 They can range in strength from 384 through 1,024 bits. The higher the
strength the greater the security, but the longer it takesto initiate a new
SecureAdmin session, and the higher the likelihood of lowering filer
performance.
The two keys must differ by at least 128 hits.
The default values are as follows:
O Host key: 768 bits

O  Server key: 512 bits

SecureAdmin keys SecureAdmin performs encryption with three keys: ahost key, aserver key, and a
session key, as described in the following table. The filer and clients generate
keyswith DES, 3DES, or proprietary algorithms.

Key Description

Host key One of the keys that the filer uses in encrypting and
decrypting the session key. The filer generates the host key
when you run the SecureAdmin set up program.

Server key One of the keys that the filer usesin encrypting and
decrypting the session key. Thefiler generates the server key
when the following occurs:

0  Anhour elapses
0 You start SecureAdmin
O Thefiler reboots

Sessionkey | A key generated by the client. The session key encrypts all
the datain a network session.
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How SecureAdmin
uses keys

608

The following process table shows how the filer and an SSH 1.0 client use keys.

Stage | What the client does What thefiler does

1 | Theclient sendsan SSH request | Thefiler receivesan SSH request
to thefiler. from aclient.

Thefiler sends to the client the
public portion of the host and
server keys.

The client stores the public
portion of the host key.

4 | Theclient generates a session
key using client-specific
procedures.

5 | Theclient encryptsthe session
key using the public portion of
the host and server keys and

sendsit to thefiler.

Thefiler decryptsthe session key
using the private portions of the
portion of the host and server

keys.

Thefiler and the client exchange information that they encrypt and
decrypt using the session key.

SecureAdmin concepts



Setting up and starting SecureAdmin

Description Use this procedure to set up and start SecureAdmin. It generates a host key and a
server key, which are used in encrypting the key used during a session. You
complete this procedure after you install SecureAdmin.

Prerequisites You can accept the default sizes of 768 bits for the host key and 512 hits for the
server key, or supply asize for the host key and a size for the server key, as
described in “Host and server key properties page 607. The keys can range
from 384 through 1,024 bits. The keys must differ by at least 128 bits.

Steps To set up and start SecureAdmin, complete these steps.
Step | Action
1 | Enter the following command:

secureadnin setup

Result: The SecureAdmiset up program starts.

When prompted, enter a size for the host key.

When prompted, enter a size for the server key.

When prompted, confirm the parameters that you specified.

Result: SecureAdmin generates the host key in the
background, and, after a minute or two, $fe¢ up program
sends &ysl| og message that announces that SSH Setup is|
done.

After thesysl og message is generated, make the keys taks
effect by entering the following command:

secur eadm n enabl e ssh
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Reinitializing SecureAdmin

Description

Step

Sample output

610

Use this procedure to generate new host and server keys. You perform this
procedure when you want new keys or when you want to change the sizes of
keys. After you complete this procedure, SecureAdmin is reinitialized and new
keys are generated to your new specification.

To reinitialize SecureAdmin, complete these steps.

Step | Action

1 | Enter the following command:

secureadmn -f setup

2 | When prompted, enter a size for the host key.

3 | When prompted, enter a size for the server key.

4 | Cancel the existing keys by stopping the sshd daemon by
entering the following command:

secureadm n di sabl e ssh

5 | Make the keystake effect by entering the following command:

secureadm n enabl e ssh

Some clients might send the following warning when they detect the change in
the host key. You need not do anything in response to it.

IT 1S POSSI BLE THAT SOVEONE |'S DO NG SOMETHI NG NASTY!

Sonmeone coul d be eavesdroppi ng on you right now (man-in-the-mddle
attack)!

It is also possible that the host key has just been changed.

Pl ease contact your system administrator.

Add correct host key in /u/m am .ssh/known_hosts to get rid of this
message.

Reinitializing SecureAdmin



Agent forwarding is disabled to avoid attacks by corrupted servers.
Are you sure you want to continue connecting (yes/no)?
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Disabling SecureAdmin

Description

Step

612

Use this procedure to turn off SecureAdmin. You turn off SecureAdmin when
you want transactions between your filer and your client not to be protected by
encryption. You can perform this procedure any time after installing
SecureAdmin on your client. After you complete this procedure, passwords and
login names are sent in clear text.

To turn off SecureAdmin, complete this step.

Step

Action

1

Enter the following command:

secureadm n di sabl e ssh

Disabling SecureAdmin



Restarting SecureAdmin

Description Use this procedure to restart SecureAdmin. You restart SecureAdmin when you
want administrative transactions between your filer and your client to be
protected by encryption. You can restart SecureAdmin any time after disabling
SecureAdmin on your client. After you complete this procedure, passwords and
login names are sent in encrypted text.

Step To restart SecureAdmin, complete this step.

Step | Action

1 | Enter the following command:

secureadm n enabl e ssh
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Determining whether SecureAdmin is running

Description Use this procedure to determine whether SecureAdmin is running, and therefore
whether administrative transactions between the filer and aclient are being
encrypted. You can perform this procedure any time after installing SecureAdmin
on your client.

Step To find out whether SecureAdmin is running, complete this step.

Step | Action

1 | Enter the following command:

secur eadm n st at us

Result: One of the following displays appears.

Status Display
On ssh - running
Off ssh - inactive
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Displaying the version of SecureAdmin

Description Use this procedure to display the version of SecureAdmin you are running. You
can display the version of SecureAdmin any time after starting SecureAdmin.

Step To display the version of SecureAdmin you are running, complete this step.

Step | Action

1 | Enter the following command:

secureadm n version

Result: The following display appears:

SecureAdmin (tm 1.0
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Detailed Options Information 23

About options

About setting Options are also described in other sections of this guide and in the man pages.

detailed information  The na_options(1) man page contains information about opt i ons command
options. The na_vol(1) man page containsinformation about thevol opti ons
command options.

Option values The default value of an option islisted is below the option name.

The following conventions apply to default values listed:

O “None” means that there is no default value.

0 If the default is “On,” the other possible value is “Off.”
O If the default is “Off,” the other possible value is “On.”

The values for On and Off are not case-sensitive. If you do not supply a
parameter in thept i ons command, the command prints the current values of
all available options.

Option groups The sections that follow provide a brief description of each option grouped by
function. The sections areas follows:

“Autosupport optiorison page 618
“CIFS options on page 620

“DNS options on page 624

“HTTP options on page 625

“NFS and (PC)NFS optiothsn page 627
“NIS options on page 629

“RAID options' on page 630

“Timed option$ on page 631

“Volume optionson page 633
“Miscellaneous optiorion page 635

O

O o oo ooo o o
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Autosupport options

What the
autosupport
options do

The
autosupport.doit
option

The
autosupport.enable
option

The
autosupport.from
option

The autosupport.
mailhost option

618

The autosupport options control whether and how thefiler sends automatic status
messages.

For more information about autosupport, seriding automatic email to
Network Appliancé on page 55

Default: None
Description: Immediately sends an email message describing the status of the

filer. A word entered as the value for the option is sent in the notification subject
line and should describe the reason for the notification.

Default: On

Description: Enables thaut osupport daemon, which sends automatic
email messages to report the status of the filer.

Default: autosupport
Description: Specifies the sender of the automatic email message. It should be

the email address of the person whom Network Appliance contacts after
receiving an automatic email message.

Default: administration_host

Description: Specifies the mail hosts that receive automatic email messages.
Use a comma-separated list with no spaces.

Autosupport options



The Default: None

autosupport.noteto

option Description: Specifies up to five recipients of an automatic short email
message. Use a comma-separated list with no spaces.

The autosupport.to  Default: autosupport@netapp.com

option
Description: Specifiesup to five recipients of autosupport email messages. Use
acomma-separated list with no spaces.
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CIFS options

What the CIFS
options do

The
cifs.access_logging
_enable option

The
cifs.access_logging
filename option

The cifs.bypass
_traverse_checking
option

The
cifs.guest_account
option

620

The CIFS options control CIFS features on the filer.

Default: Off

Description: When On, enables the filer to process access logging, or auditing,
information. The default is Off.

Default: None

Description: Specifiesthe active event log file. The file must be in an existing
directory in a network share.

Default: On

Description: When On, directoriesin the path to afile are not required to have
the X’ (traverse) permission.

Note
This option does not apply in UNIX gtrees or volumes.

Default: None

Description: Whenyou leaveci f s. guest _account blank, a CIFS user
can log into the filer without an account in the password database, provided that
adomain controller authenticates the user.

Whenyou setci fs. guest _account to the name of an account in the NIS
passwd map or /etc/passwd (typically guest), guest accessto thefiler isenabled,
and the user has the UNIX user ID and the group ID of the guest account. For
more information, seeEnabling guest and generic accemspage 282

CIFS options



The cifs.home_dir
option

The
cifs.idle_timeout
option

The
cifs.netbios_aliases
option

The
cifs.oplocks.enable
option

The
cifs.perm_check
_use_gid option

Default: None

Description: Specifies the complete path name of the “homes directory.” The
directories under this path should have the names of users as their names. When ¢
CIFS user connects to the filer and there is a directory name that exactly matches
the user’s name, the user sees a share of that name (truncated to 12 characters)
that is the user’s home directory. Only the user can access the home directory
using this share. All other users are denied access.

Default: 18000

Description: Specifies the number of seconds that elapse before the filer
disconnects an idle session. The value can range from 600 through 4,000,000
(effectively infinite).

Default: None

Description: Specifies a list of alternative names for the filer. Use a comma-
separated list of names.

Default: On

Description: When this option is On, the filer enables clients to use oplocks
(opportunistic locks) on files. Oplocks provide a significant performance
enhancement, but have the potential to cause lost cached data on some networks
with impaired reliability or latency, particularly wide-area networks. In general,
you should disable this option only if there are problems with databases and to
isolate problems.

Default: On

Description: This option affects security checking for Windows clients of files
with UNIX security where the requestor is not the file owner. In all cases,
Windows client requests are checked against the share-level ACL. If the
requestor is the owner, the User permissions determine the access.
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If the requestor is not the owner and if perm_check _use gid isOn, fileswith
UNIX security are checked using normal UNIX rules; that is, if therequestor isa
member of the file's owning group, the Group permissions are used, otherwise
the Other permissions are used.

The cifs.scopeid Default: blank

option
Description: Specifies a second element for a single-element NetBIOS
computer name. This element is case-sensitive. You use this option to isolate a
group of computers on a network that communicate only with other computers
with the identical NetBIOS Scope ID.

This option is not recommended if you are using DNS for name resol ution
because NetBIOS Scope I1Ds and DNS are incompatible.

For more information, refer to Microsoft documentation.

The cifs.cifs.search  Default: None

_domains option L . . .
Description: Specifiesalist of domains that trust each other to search for a

mapped account. The argument for the option is a comma-separated list that is
searched in order. If no list is supplied, all domains are searched. You use this
option to limit searches if you used an asterisk for adomain namein the
usermap.cfg file.

The Default: FALSE
cifs.show_snapshot
option Description: Specifies whether to show the ~snapshot snapshot directoriesin

folders. To show the snapshot directories, set this option to TRUE.

The cifs.symlinks Default: On

.cycleguard option
Description: If an object being accessed by a CIFS client isasymbolic link, the
ci fs.synlinks. cycl eguar d option, when set to On, eliminates the
possibility of cyclic directories. It does so by preventing the following of

symbolic links that contain the “dot” (*.”) or “dot-dot” (“..”) component—
symbolic links that could refer to a directory higher in the same tree. With the
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The cifs.symlinks
.enable option

ci fs.syninks. cycl eguar d option set to Off, if you are careful, you can
use symbolic links having “dot” or “dot-dot” components. For more information
about this option, refer to FMow to prevent symbolic link cyclirfigon page 194.

Default: On

Description: When you seti f s. sym i nks. enabl e to On (the default
setting), if the object being accessed by a CIFS client is a symbolic link, the filer
follows the link with the condition that the ultimate target turns out to reside
within the originating share. This ensures that the client has access permission to
the target. This applies both to relative symbolic links (links to paths beginning
with a character other than / and treated as a path relative to the parent directory
of the symbolic link) and absolute symbolic links (links to paths beginning with /
and treated as a path relative to the root of the file system). For more information
about this option, refer tavtanaging symbolic links for CIFS accésm

page 192
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DNS options

What the DNS The DNS options control how the filer works with DNS.

options do ) _ - .
For more information about DNS, see Chapter 4, “Network Administratior?

The Default: None

dns.domainname

option Description: Sets the DNS domain name to the specified domain name.
The dns.enable Default: Off

option

Description: Enables the DNS client on the filer. Before you enable DNS, you
must set the DNS domain and tlete/resolv.conf file must exist.
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HTTP options

What the HTTP
options do

The
httpd.admin.enable
option

The httpd.enable
option

The httpd.log.max
_file_size option

The httpd.rootdir
option

The httpd.timeout
option

The HTTP options enable and control HTTP services.

For more information about HTTP on the filer, see Chapter 9, “HTTP
Administration”

Default: On

Description: Enables HTTP access to the filer's on-line Help files and other
files used by FilerView.

Default: Off

Description: Enables the HTTP server.

Default: 2147483647 (2 GB - 1 byte)

Description: Specifies the number of bytéstc/log/httpd.log, the HTTP log
file, can grow to. The maximum value is 500 GB.

Default: None

Description: Specifies the root directory containing files and directories that
HTTP transfers to clients.

Default: 900 seconds (15 minutes)

Description: Specifies the minimum amount of time, in seconds, before an idle
HTTP connection times out.
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The httpd.timewait Default: On

.enable option
Description: When you set this option to On, the filer dropsan HTTP

connection one minute after the client closes it. When you set this option to Off,
the connection is not dropped and resources are consumed until the connection

times out.
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NFS and (PC)NFS options

What the NFS and
(PC)NFS options do

The
nfs.mount_rootonly
option

The nfs.per_client
_stats.enable
option

The nfs.tcp.enable
option

The
nfs.v2.df.2gb.lim
option

The NFS and (PC)NFS options enable and control NFS services.

For more information about NFS, see Chapter 7, “NFS Administratior?

Default: On

Description: Configures the filer to give NFS access only to root by requiring
that mount requests come from privileged ports (ports 0 through 1023).

Default: Off

Description: Specifies whether the filer collects and displays NFS statistics
from individual clients.

Default: Off

Description: Specifies whether the filer supports NFS over TCP. Enable this
option if a client has problems using NFS over UDP.

Default: Off

Description: Limits to 2 GB the response the filer gives to requests from NFS

v2 clients regarding total space, free space, or available space. This option is
necessary for some NFS clients to calculate the amount of free space accurately.
Without this option, a file system with more than 2 GB of free disk space might
appear to be full to the client that initiates the “file system statistics” request.
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The nfs.v3.enable
option

The
nfs.webnfs.enable
option

The
nfs.webnfs.rootdir
option

The nfs.webnfs
.rootdir.set option

The pcnfsd.enable
option

The pcnfsd.umask
option

628

Default: On
Description: Specifies whether the filer supports NFS Version 3. Disable this

option if aclient has problems using NFS Version 3 and that client cannot be
configured to use NFS Version 2.

Default: Off

Description: Turns WebNFS On and Off.

Default: None
Description: The specified directory becomes the root or public directory for

WebNFS. When arequest specifies arelative path, lookups for files are done
with respect to this directory.

Default: FALSE

Description: When set to TRUE, setsthe directory specified in the
nf s. webnf s. root di r option to be the WebNFS root or public directory.

Default: Off

Description: Specifies whether the filer runs the (PC)NFS server.

Default: 022
Description: Specifiesthat users can read and write their own files, but

members of their group and others can only read the files. This option uses the
standard UNIX permission mask.
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NIS options

What the NIS The NIS options control how the filer works with NIS.

options do ) i . .
For more information about NIS, see Chapter 4, “Network Administratior’

The Default: None

nis.domainname

option Description: Sets the NIS domain to the specified domain name.
The nis.enable Default: Off

option

Description: Enables the NIS client on the filer. You must set the NIS domain
before you enable NIS.
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RAID options

What the RAID
options do

The
raid.reconstruct
_speed option

The
raid.scrub.enable
option

The raid.timeout
option

630

The RAID options control how the filer uses RAID.

For more information about RAID on thefiler, see Chapter 3, “Disk and File
System Managemeiit

Default: 4

Description: Specifies the speed of RAID reconstruction. The speed ranges
from 1 (slowest) to 10 (fastest). The filer uses the number to determine the
percentage of CPU time used for RAID reconstruction.

Default: On

Description: Specifies whether the filer performs RAID scrubbing.

Default: 24

Description: Sets the time, in hours (from 1 through 24), that the system runs
in degraded mode before an automatic shutdown.
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Timed options

What the timed
options do

The timed.enable
option

The timed.log
option

The
timed.max_skew
option

The timed.proto
option

Thet i med options control whether and how the filer usesthet i med daemon
to synchronize time with atime server. For additional information about time
synchronization and using the t i med options, see “Filer system time
synchronizatiohon page 60 andSynchronizing filer system tini®n page 64.

Default: Off

Description: Determines whether a time daemobn fred) runs on the filer and
synchronizes time with a time server.

Default: Off

Description: Determines whether to log to the console time changes initiated
by thet i med daemon.

Default: 30m

Description: Sets the maximum allowable discrepancy between filer time and
server time. If there is a large discrepancy, it probably means that enough is
wrong somewhere that the filer time should not be synchronized with the server
time, no time synchronization takes place, and a message to that effect is sent to
the console. The value is an integer followed by one of the following letters:

o s for seconds
O m for minutes
g h for hours

The default is 30 minutes.

Default: ntp
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The timed.sched
option

The timed.servers
option

632

Description: Selects whether to use the protocol used by ther dat e command
or SNTP. The value can be one of the following:

O rdate for the protocol used by ther dat e command

0O ntpfor SNTP

Default: hourly

Description: Schedules when to synchronize the time with atime server. The

value can be one of the following:

0 hourly to synchronize hourly

O multihourly to synchronize every six hours

0 daily to synchronize every day at midnight

O anumber followed by m to specify an interval of minutes or h to specify an
interval of hours

To avoid overburdening the time server, the filer randomly selects the exact time
of the synchronization within a 20-minute window of the specified schedule.

Default: None

Description: Specifies up to five serversin order of contact priority. The value
can be alist of the host names or |P addresses of up to five time servers,
separated by commas. The filer goes down the list until it finds a server that
responds, then uses the time from that server. It starts with the first server in the
list each time. An example list of three time serversisasfollows:

sundial, sundial.netapp.com, 10.152.8.12

You can get alist of NTP (Network Time Protocol) time servers, which SNTP
can use, from http://www.eecis.udel .edu/~mills/ntp/servers.htm.
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Volume options

What the volume
options do

The minra option

The
no_atime_update
option

The nosnap option

The nosnapdir
option

The volume options control volume-level operations. You use these options only
withthevol opti ons command.

For more information about volume options, s&€ke vol options commariedn
page 54

Default: Off

Description: Configures the filer to perform minimal read ahead. By default,
the option is disabled and the filer does aggressive read ahead.

Default: Off

Description: Prevents the update of the access time (atime) on an inode when a
file is read. This option prevents inode updates from contending with reads from
other files. Use it only on a filer with extremely high read traffic (for example, on

a news server used by an Internet access provider or on a filer used mainly as an
HTTP server).

Default: Off

Description: Temporarily disables automatic snapshots.

Default: Off

Description: Makes invisible the snapshot directory that’s usually present at
the client mount point or at the root of the CIFS share. It also turns off access to
the snapshot directory and all snapshot directories under the mount point or the
root of the CIFS share.
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The nvfail option

The raidsize option

The root option

The snapmirrored
option
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After you toggle this option, you might not notice the effect immediately because
the information about the snapshot directories might still be in the client's
attribute cache. To force the change to take effect immediately, unmount and
remount the file system.

Default: Off

Description: Sets the filer to check for NVRAM errors during boot up. Change
the value to On when you want the filer to send error messages to notify you of
NVRAM errors that can effect the validity of database files.

Default: None

Description: Sets the maximum size of a RAID groupvolume. Must be an
integer greater than one.

Default: None

Description: Makesvolume the root volume.

Default: None

Description: The filer automatically sets this option to On if the volume is a
mirror for data replication. Otherwise, the option is set to Off. Change the value
to Off if you want to convert a mirror to a regular volume. After you make the
change, the volume is no longer read-only, and the filer stops making incremental
changes to the volume for data replication.

Note
You cannot set this option to On. That is, you cannot use this option to convert a
regular volume to a mirror. To use a volume as a mirror, follow the instructions in
Chapter 19“Data Replication Using SnapMirrdtto start replicating data to the
volume.

Volume options



Miscellaneous options

What the The miscellaneous options control additional aspects of filer operation.
miscellaneous

options do

The Default: nfs

console.encoding

option Description: Specifies how non-ASCII character information is presented. The

value can be one of the following.

Value | Description

nfs NFS character set. You can use both NFS extended (greater than
0x7F) and SGML characters for input.

sgml SGML character format. You can use both NFS extended (greater
than Ox7F) and SGML characters for input.

utf8 UTF-8 character sets. For input, any character greater than OX7F is
the beginning of a UTF-8 encoding.

The ip.match_any Default: On

_ifaddr option
Description: If the option is On (the default), the filer accepts any packet that is
addressed to it even if that packet came in on the wrong interface.

Note
If you are concerned about security, you should turn this Off.

The ip.path_mtu Default: On
_discovery.enable
option
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The rsh.enable
option

The snmp.enable
option

The telnet.enable
option

The telnet.hosts
option

The
vol.copy.throttle
option

The

wafl.convert_ucode

option
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Description: Enables or disables path MTU discovery, which is currently used
only by TCP. When enabled, thefiler can discover and use the largest packet size
that the filer can send to another host without fragmenting a packet. This means
that the filer doesn’t have to limit itself to sending many small packets, which
takes more time and resources than sending fewer large packets.

If you cannot establish a connection, set this option to Off.

Default: On

Description: Enables the sh server on the filer.

Default: On

Description: Enables the SNMP server on the filer.

Default: On

Description: Enables the Telnet server on the filer.

Default: All hosts
Description: Specifies a list of hosts that can log in to the filer usianet .

You can limitt el net access to up to five specified hosts. The hosts should be
listed in a comma-separated list. You can disablenet for all hosts by

specifying a hyphen (-).

Default: 10

Description: Specifies the default speedwadl copy operations. The speed
ranges from 10 (full-speed) to 1 (one-tenth of full-speed).

Default: Off
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Description: Setting this option to On forces conversion of al directoriesto
Unicode format when accessed from both NFS and CIFS. By default, conversion
to Unicode format occurs as follows:

0  Access from CIFS causes conversion of pre-4.0 and 4.0 format directories.
0  Access from NFS causes conversion of 4.0 format directories.
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The
wafl.create_ucode
option

The wafl.default_nt_
user option

The
wafl.default_unix
_user option

The wafl.maxdirsize
option

The wafl.root_only
_chown option
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Default: Off

Description: Setting this option to On forces Unicode format directoriesto be
created by default, both from NFS and CIFS. By default, all directories are
created in pre-4.0 format and the first CIFS access converts adirectory to
Unicode format.

Default: None

Description: Specifiesthe Windows NT user account to use when a UNIX user
accesses afile with Windows NT security (has an ACL), and that UNIX user
would not otherwise be mapped. If this option is set blank, such accesses are
denied.

Default: None

Description: Specifiesthe UNIX user account to use when aWindows NT user
attemptsto log in and that Windows NT user would not otherwise be mapped. If
this option is set blank, such accesses are denied.

Default: 10240

Description: Setsthe maximum size, in kilobytes, of a directory file. A
directory file with a size of 10,240 kilobytes can hold about 300,000 files or
subdirectories.

Default: On

Description: Enables only the root user to change the owner of afile. When
you disable the option, the owner of afile can change its ownership without
being root. By default, this option is enabled.

When anon-root user changes the owner of afile, the set-user-id and set-group-

id bits are cleared. If anon-root user tries to change the owner of afile but the
change would cause the file's recipient to exceed his or her quota, the attempt
fails.
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The Default: 20

wafl.wcc_minutes

_valid option Description: Specifiesthe number of minutesaWAFL credential cacheentryis
valid. The value can range from 1 through 20160.
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Glossary

ACL

adapter card

Address Resolution

administration host

appliance

ATM

authentication

autosupport

Access control list. A list that contains the users’ or groups’ access rights to
each share.

A SCSi card, network card, hot swap adapter card, serial adapter card, or
VGA adapter that plugs into a filer expansion slot.

The procedure for determining a Media Access Control (MAC) address
corresponding to the address of a LAN or WAN destination.

The client you specify during filer setup for managing the filer. §é&teup
program automatically configures the filer to acdept net andr sh
connections from this client, to give permission to this client for mounting
the/ and/home directories, and to use this client as the mailhost for sending
autosupport email messages. At any time after you rusghep program,

you can configure the filer to work with other clients in the same way as it
does with the administration host.

A device that performs a well-defined function and is easy to install and
operate.

Asynchronous Transfer Mode is a network technology that combines the
features of cell-switching and multiplexing to offer reliable and efficient
network services. ATM provides an interface between devices such as
workstations and routers, and the network.

A security step performed by a domain controller for the filer's domain, or
by the filer itself, using itgetc/passwd file.

A filer daemon that triggers email messages from the customer site to
Network Appliance or another specified email recipient when there is a
potential filer problem.
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big-endian

CIFS

client

console

copy-on-write

degraded mode

disk ID number

disk shelf

Ethernet adapter

expansion card

expansion slot

FDDI adapter

642

A binary dataformat for storage and transmission in which the most significant
bit or byte comes first.

Common Internet File System. A protocol for networking PCs.

A computer that sharesfiles on afiler.

A terminal that is attached to a filer’s serial port and is used to monitor and
manage filer operation.

The technique for creating snapshots without consuming excess disk space.

The operating mode of a filer when a disk is missing from the RAID array or the
batteries on the NVRAM card are low.

A number assigned by the filer to each disk when it probes the disks at boot time.

A shelf that contains disk drives and is attached to the filer.

An Ethernet interface card.

A SCSI card, NVRAM card, network card, hot swap card, or console card that
plugs into a filer expansion slot.

The slots on the system board in which you insert expansion cards.

A Fiber Distributed Data Interface (FDDI) interface card.



FDDI-fiber

FDDI-TP

GID

group

hot spare disk

hot swap

hot swap adapter

inode

interrupt switch

LAN Emulation

(LANE)

magic directory

An FDDI adapter that supports a fiber-optic cable.

An FDDI adapter that supports a twisted-pair cable.

Group identification number.

A group of users defined in the fileratc/group file.

A disk installed in the filer that can be used to substitute for a failed disk. Before
the disk failure, the hot spare disk is not part of the RAID disk array.

The process of adding, removing, or replacing a disk while the filer is running.

An expansion card that makes it possible to add or remove a hard disk with
minimal interruption to file system activity.

A data structure containing information about files on a filer and in a UNIX file
system.

A switch on some filer front panels used for debugging purposes.

The architecture, protocols, and services that create an Emulated LAN using
ATM as an underlying network topology. LAN Emulation enables ATM-
connected end systems to communicate with other LAN-based systems.

A directory that can be accessed by name but does not show up in a directory
listing. The.snapshot directories, except for the one at the mount point or at the
root of the share, are magic directories.
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mail host The client host responsible for sending automatic email to Network Appliance
when certain filer events occur.

Maintenance mode  An option when booting afiler from a system boot disk. Maintenance mode
provides special commands for troubleshooting hardware and configuration.

MIME Multipurpose Internet Mail Extensions. A specification that defines the
mechanisms for specifying and describing the format of Internet message bodies.
An HTTP response containing the MIME Content-Type header allowsthe HTTP
client to invoke the application that is appropriate for the data received.

NDMP Network Data Management Protocol. A protocol that allows Network Appliance
filers to communicate with backup applications, and provides capabilities for
controlling the robotics of multiple tape backup devices.

network adapter An Ethernet, FDDI, or Asynchronous Transfer Mode (ATM) adapter.

NVRAM cache Nonvolatile RAM in thefiler, used for logging incoming write data and NFS
reguests. Improves system performance and preventsloss of datain case of afiler
or power failure.

NVRAM card Adapter card that contains the filer's NVRAM cache.

panic A serious error condition causing the filer to halt. Similar to a software crash in
the Windows system environment.

parity disk Disk on which parity information is stored for the RAID-4 disk drive array. Used
to reconstruct data in failed disk blocks or on a failed disk.

PCI Peripheral Component Interconnect. The bus architecture used in newer filer
models.
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pcnfsd

PDC

POST

PVvC

gtree

RAID

RAID disk
scrubbing

SCSI adapter

SCSI ID

SCSIl address

serial adapter

A filer daemon that permits PCs to mount filer file systems. The corresponding
PC client softwareis called (PC)NFS.

Primary Domain Controller. The domain controller that has negotiated to be, or
has been assigned as, the primary authentication server for the domain.

Power-on self-tests. Thetests run by thefiler after the power is turned on.

Permanent Virtual Circuit. A link with a static route defined in advance, usually
by manual setup.

A directory on which you can impose tree quotas, created by the quot a gt ree
command. Formerly known as quotartrees.

Redundant Array of Independent Disks. A technique that protects against disk
failure by computing parity information based on the contents of all the disksin
the array. Thefiler uses RAID Level 4, which stores all parity information on a
single disk.

The process in which the system reads each disk in the RAID group and triesto
fix media errors by rewriting the data to another disk area.

An expansion card that supports the SCSI disk drives and tape drives.

The number of adisk drive on the SCSI chain (0-6).

The full address of a disk, consisting of the disk’s SCSI adapter number and the
disk’s SCSI ID; for example, 9a.1.

An expansion card for attaching a terminal as the console on some filer models.
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serial console An ASCII or ANSI terminal attached to a filer’s serial port. Used to monitor and
manage filer operations.

share A directory or directory structure on the filer that has been made available to
network users and can be mapped to a drive letter on a CIFS client.

SID Security identifier.

snapshot An on-line, read-only copy of the entire file system that protects against
accidental deletions or modifications of files without duplicating file contents.
Snapshots enable users to restore files and enable you to back up the filer to tape
while the filer is in use.

SvC Switched Virtual Circuit. A connection established through signaling. The user
defines the endpoints when the call is initiated.

system board A printed circuit board that contains the filer's CPU, expansion bus slots, and
system memory.

tree quota A type of disk quota that restricts the disk usage of a directory created by the
quot a gt ree command. Different from user and group quotas that restrict disk
usage by files with a given UID or GID.

uiD User identification number.

Unicode A 16-bit character set standard. It was designed and is maintained by the
nonprofit consortium Unicode Inc.

VCI Virtual Channel Identifier. A unique numerical tag defined by a 16-bit field in the
ATM cell header that identifies a virtual channel over which the cell is to travel.
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VGA adapter

VPI

WAFL

WINS

workgroup

Expansion card for attaching aVGA terminal as the console.

Virtual Path Identifier. An eight-bit field in the ATM cell header that indicatesthe
virtual path over which the cell should be routed.

Write Anywhere File Layout. The WAFL ™ file system was designed for the
Network Appliance filer to optimize write performance.

Windows Internet Name Service.

A collection of computers running Windows NT or Windows for Workgroups
that is grouped for browsing and sharing.
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Index

Symbols

/etc/crash directory 41, 47
/etc/dgateways file 123, 125
letc/exports file 41
letc/fstab file

balancing traffic among interfaces 561

editing 561
letc/hosts file 507

accessing problemsin 583

contents of 118

for IP address 40
/etc/hosts.equiv file 22, 507
/etc/httpd.access file 342
/etc/httpd.group file 343
/etc/httpd.hostprefixes file

for virtual hosting 346
/etc/httpd.passwd file 343
/etc/messages file

and files saved 51

and messages from savecore 47

and reporting to Network Appliance 566

and warnings for disk failures 77

configuring messages written to the 49-51

for disk failures 577
/etc/netgroup file 247-248
/etc/nsswitch.conf file 36, 117
/etc/nvfail_rename file 154
letc/passwd file, copying for (PC)NFS 254
letc/quotas file, configuring 426—-430
letc/rc

vif commands 142
letc/rc file

commands in 39-41

damaged or missing 584
/etc/resolv.conf file 120
letc/serialnum file 36
/etc/shadow file 36, 254
/etc/symlink.translations file 193
/etc/syslog.conf file 49-51
/etc/zoneinfo directory 41
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8.3 format for file names 198

A

access events, CIFS, auditing 313-325
access logging, CIFS
disabling 319
enabling 318
access rights
assigning rights to users 302—-306
CIFS shares 302—-306
active event log, CIFS
default 313
specifying 320
adding a foreign volume 91
adding disks to a volume 76, 89
adding ELAN to the adapter 174
adding multiple ELANS to the adapter 175
address resolution 162
adinfo
command 167
interpreting the output 168
sample output 167
syntax 167
administration host
accessibility problems from 583
modifying configuration files 35
requirements for 17
administration tasks, periodic 13
administrative users
changing password 29
creation of 25
adstat
command 168
interpreting the output 169
sample output 169
syntax 168
applications, LAN 161, 162
ATM
address 171
cells 160
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differences between LANsand ATM 161
FORE OC3 network interface 164
introducing 160
network mask for 40
primary address 170
switch 163, 166, 172
Switched Virtual Circuit 162
topology 160
ATM adapter
adding ELAN 174
adding multiple ELANs 175
adinfo command 167
adstat command 168
checking proper configuration on an ELAN
172
checking working physical connection 168
configuring additional 182
configuring the adapter 165
configuring the Ethernet interface 175
configuring the LECS address 171
correcting ELAN addition mistakes 176

correcting ELAN mistakes after IP addressis

assigned 176
passing self-test procedure 168
saving the configuration information 181
uniconfig command 169
unit numbers 168
ATM adapter on an ELAN, configuration 172
ATM address 171, 173
ATM Forum LANE 164
ATM LANE
bridging between ATM networks and LANSs
161
Ethernet services 164
saving the configuration 181
services 161
SNMP/ILMI MIB 164
standards supported 164
AuthName directive 342
automatic email to Network Appliance
configuring 57-58
contents of the messages 56
designating the contact person 42
using administration host for 16
autosupport daemon
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configuring with the options command 57-58
how it works 55
autosupport options 618—-619
autosupport.doit option 58, 618
autosupport.enable option 57, 618
autosupport.from option 58, 618
autosupport.mailhost option 58, 618
autosupport.noteto option 619
autosupport.to option 58, 619

B

backup

amount of data 451

data format 447

data not in qtrees 462

devices 444

different methods 441

excluding files 462

incremental 445

metadata 444

name in the /etc/dumpdates file 462

gtrees 451

reasons for 441

specifying files and directories 461

use of nonqualified tape drives 455

Windows NT ACL information 448
blocking factor

definition 449

how to specify 461

specifying when restoring data 473

when backing up to remote tape drives 455
booting

letc/rc script 38-41

and NVRAM 31

from diskette 567-569

with halt and reboot commands 31

with nvfail enabled 154, 155

without /etc/rc file 568
bridging between ATM networks and LANs 161
Broadcast and Unknown Server (BUS)

configuring 166

ELAN 161

Emulated LAN (ELAN) 163

explained 163



LAN Emulation Client (LEC) 163

LAN Emulation Service 163
broadcast filer address, setting using ifconfig 127
broadcast MAC address 163
broadcast, LAN 161, 163

C

C$ share21
cables, checking 587
cf disable command 377, 382
cf enable command 377, 382
cf forcegiveback command 382, 387
cf forcetakeover command 378, 382
cf giveback command 372, 382, 386
cf giveback -f command 386
cf partner command 375
cf status command 375
cf takeover command 369, 377, 382
cf.timed.enable option 376
CGl requests, redirecting 350
changing size of RAID groups 85
character set types, supported 200
checking the ATM LANE configuration 177
CIFS
access event displays 314
access event log 313
access logging
disabling 319
enabling 318
active event log
default 313
specifying 320
adding users 275-277

file name case 216
file names, preserving case 218
filer command-line only operations 267
generic account
creation by default 282
users 283
guest access 282
home directory shares, creating 299-301
local groups, adding to filer 278-280
login tracing, toggling 232—233
lost record event detail display 316
open files, limits 271
oplocks 328-329
options 620—623
restoring files 472
rsh use to enter filer commands 281
session information, displaying 331-332
sessions, limits 271
shares
changing description 295
creating and changing 287—-293
deleting 297-298
displaying 284-286
displaying information 294—296
limits 271
renaming volume, effect on 269
statistics, displaying 330
symbolic links 192-194
system ACL (SACL), setting 321-324
UNIX file access detail displays 315
Unsuccessful file access detail display 315
Windows file access detail displays 314-315
cifs access command 302, 305
cifs access -delete command 306

assigning and changing access rights 302-306 CIFS guest access 282

C$ share 21

creating shares 287

deleting a share 297

displaying session information 331-332
displaying share information 294—296
displaying shares 284286

displaying statistics 330

effect of filer reboot on clients 32

event auditing configuration 317
events, viewing 325-327
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CIFS guest account 282
CIFS login tracing, toggling 232-233
cifs restart command 336
CIFS sessions
starting 333-336
stopping 333—-336
cifs sessions command 331-332
cifs shares -add command 290
cifs shares -change command 292
cifs shares command 284, 285, 287, 295-296, 333
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cifs shares -delete command 298
cifs stat command 330
cifs terminate command 334, 335
cifs.access logging.enable option 318, 319, 320
cifs.access logging.filename option 620
cifs.access logging.filername option 320
cifs.bypass traverse checking option 620
cifs.cifs.show_snapshot option 622
cifs.guest_account option 620
cifs.home_dir option 300, 621
cifs.netbios aliases option 621
cifs.oplocks.enable option 621
cifs.perm_check _use gid option 621
cifs.save case option 217, 218
cifs.scopeid option 622
cifs.search_domains option 622
cifs.symlinks.cycleguard option 194, 622
cifs.symlinks.enable option 193, 623
clients
accessing snapshots from 408-410
NFS statistics in the custom MIB 113
cloned_tapes file, format 488
cluster

commands that are different in partner mode

383-384

commands unavailable in partner mode 382

configuration information 375-376
console messages 602
defined 355
dump on virtual filer 384
giveback 372-373, 386-387
hardware components 357
interconnect 358
LCD messages 597-598
management tasks 374
monitor 358
monitoring process 360
normal mode 375-376
partner mode 381-384
partner name 375
statistics in takeover mode 379-380
status 375
syslog messages 599-601
takeover

initiating 377-378
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managing 377

process 369

result 371

understanding 369-370
takeover mode 379-380
terminology 358—-359
time synchronization 360, 376
unlicensing 376

collisions 588
commands

aborted by Ctrl-C 23
accessible through rsh 23
adinfo 167

adstat 168

elconfig 168, 171

elconfig add 174

elconfig delete 176
elconfig show 172, 178
ifconfig 175, 176

ping 177

unavailable in partner mode 382
uniconfig 169

useradmin 24

communication link, checking 177
configuration

of volumes 81
planning for multiple volumes 82

configuration files

letc/dgateways 125
letc/dgateways file 123
letc/hosts 118-119
letc/hosts.equiv file 22
letc/netgroup file 247
/etc/nvfail_rename 154, 157
letc/rc 39-41
letc/resolv.conf file 120
/etc/syslog.conf 49-51
default 33-41

editing 19

errors in 584

configuration files, accessing 3
configuration problems

booting with diskette for 584
filer accessibility 583
lost passwords 585



with /etc/rc file 583-584

configuration settings, checking 178, 181
configuring additional ATM adapters 182

configuring BUS 166
configuring LECS 166
configuring LES 166
configuring the /etc/hosts file 182
configuring the ATM adapter 165
configuring the Ethernet interface 175
configuring the LECS address 171
connectionless service 161
console encoding, setting 206
console messages, cluster 602
console session 22
console.encoding option 206, 635
copying a volume
changing the speed of 515
how to stop 515
possible errors during 512
recommendation for 508
requirements for 506
copy-on-write technique 390, 392
core files 47
cpio, copying files with 595
crash files 41
creating
administrative users 25
nvfail_rename file 157
creating an ELAN 166
creating and changing shares 287-293
creating gtrees 420
creating volumes 89

D

data access management 11
Data ONTAP
displaying version 544
initial volume configuration 80
overview 8-14
data rebuild, on the hot spare disk 578
data reconstruction
speed 78

when filer is shut down (degraded mode) 78

database file protection 154
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enabling/disabling nvfail 156
date command 60
date date command, unavailable on virtual filer 382
default
configuration 33-37
route in routing table 123
router 40, 123
degraded mode 77
meaning of 87
reasons for 78
timeout period for automatic shutdown 78
when a hot spare disk is available 78
when a hot spare disk is not available 77
deprecated MIB objects 113
destroying a volume 92
df command 399-401, 438-439, 596
diagnostic messages 49-51, 566
differences between LANs and ATM 161
directories
conversion time 219
conversion to Unicode 211
created by snapshots 408—-409
default format 210
exporting 41
reversion to pre-Data ONTAP 4.0 default cre-
ation 213
sizes 210
Unicode conversion upon CIFS access, revert-
ing to 215
Unicode creation forcing 212
Unicode format conversion upon any access
214, 220
Directory directive 342
disk does not exist message 579
disk fail command 87
disk in use message 579
disk information, displaying 545, 547
disk remove command 87
disk scrub command 74
disk shelves 7
disks
adding 76
addressing, use of 73
changing the size of RAID groups 85
concepts 72
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data9
degraded mode 77, 78, 87
different sizesin samefiler 75
different typesin RAID group 72
failures, effects of 78
failures, handling 77
free space, accessing information through SN-
MP 113
free space, displaying 438-439
freeing space by deleting snapshots 406
hot swapping 75
information in the custom MIB 113
installing new 86
management tasks 85
maximum number of files 437
parity 9, 72, 438
problems 576-581
guotas 66, 114, 402, 426-435
removing 87
replacing 76
restricting usage 426-436
right-sizing 76
SCSI ID number 73
setting size of RAID group 85
snapshots, space used 393-407
spare 9
swapping 87
usable space 76
DNS
disabling 120
domain name in /etc/rc 40
enabling 120
options 624
querying the name server 119
resolving names with 117
dns.enable option 624
DOS attributes, changing from Windows NT 308
DOS file names
forcing to lowercase 217
double disk failures 578
dump command
data format 447
devices 444
different passes 447
effect on mirror update schedule 526
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examples 463-469
exclude list 458, 462
excluding certain types of data 444
how it works 443
how it works with SnapMirror 526
incremental backup 445
multiple tape files 450
options 461
syntax 460
using snapshot 390
where to enter 445
Windows NT ACL information 448, 461
dump command virtual filer 384
dump level 461
dumpdates file, updating 462

E

editing configuration files 19
ELAN
adding multiple ELANS to the adapter 175
adding to the adapter 174
address resolution 162
checking elements 178
correcting addition mistakes 176
correcting mistakes after IP address is assigned
176
creating 166
explained 161
LE Service 161
multiple 161, 166
services 161
elconfig
command 168
example 171
syntax 171
elconfig add
command 174
example 174
interpreting the output 175
syntax 174
elconfig delete
command 176
example 176
syntax 176



elconfig show
example 172, 178, 179, 181
interpreting the output 172, 178
syntax 172, 178, 179, 180
environmental adapter, filer main unit 6
error messages, serious 603
errors
caused by copying avolume 512
caused by exceeding disk quotas 435
displayed by netstat 588
displayed by nvfail 155
Ethernet
configuring logical interface 175
interface names and numbers 44
network mask for 40
setting media type on 128
event auditing, CIFS, configuration 317
event log, CIFS
access 313
default 313
events, CIFS, viewing 325-327
explicit routes in routing table 123
exportfs command 41

F

failed filer
defined 358
FAX support 566
FC-AL disk shelf 358
FDDI
interface names and numbers 44
network mask for 40
setting the MTU 127-128
file locking, differences between NFS and CIFS
191
file names
CIFS, preserving case 218
conversion 197
DOS, forcing to lowercase 217
legal characters 198
maximum length 197
used by NFS and CIFS clients 198
file space, incorrect display 596
file system
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inconsistent 581
maximum number of files 437
protection through RAID scrubbing 74
filer
characteristics in a cluster 355
description, changing and viewing 273-274
halting without takeover 377
restarting 570
virtual 381-384
accessing through a remote shell 382
accessing through Telnet 382
dump 384
dump command 384
restoring files 384
filer information, overall, displaying 546
filer main unit components 5
filer system load
systat command 79
FilerView, use for filer administration 4
files
copying with cpio 595
large 110
maximum size 110
ownership
changeable by root only 66
same file criteria 391
setting maximum number of 437
working with large 110
filestats command 93
firewall, virtual 345
FORE OC3 network interface 164
FORE/IP PVCs
incoming on the filer 185
outgoing, establishing on the filer 184
tearing down 186

G

generic account
creation by default 282
users 283

giveback
defined 358
performing 386-387
understanding 372—-373
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group quotas, creating 434
guest

access 282
guest account, CIFS 282

H

halt command 31, 382, 571
halt -f command 377
halting a filer without takeover 377
heartbeat

defined 358

transmission 360
home directory shares, CIFS, creating 299-301
host key, SecureAdmin 607
host name resolution 117
host names

for network interfaces 43

resolving 118-122
hostname command 39
hosts file 182
hot spare disk 86

availability

sysconfig command 78

overview 75

removing 87

replacement activity (/etc/messages) 78
hot swapping a disk 75
hourly snapshots 396, 397
HTTP

displaying connection information 353

displaying statistics 354

options 625-626

password protection 342-343

root directory 341

starting service 340

virtual hosting, enabling 346
httpd.admin.enable option 625
httpd.enable option 625
httpd.log.max_file_size option 625
httpd.rootdir option 625
httpd.timeout option 625
httpd.timewait.enable option 626
httpstat statistics in takeover mode 379-380
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ICMP redirect messages 123
identifying disks
SCSIID 73
IEEE 802.3 162
IERRS (input errors) displayed by netstat 588
ifconfig command 39, 40, 118, 127-131, 175, 176,
383, 587
ifconfig mtusize command 382
ifconfig -partner command 382
ifconfig partner command 382
ifstat command 137, 379-380, 551
illegal volume name message 575
ILMI address registration 164
inconsistent file system 581
inodes, effects of maximum number of files on 437
installing new disks 86
interfaces
errors on 588
how packets are sent and received 125
using ifconfig to configure 127-131
invalid volume name message 575
IP addresses
setting in /etc/rc file 40
setting using ifconfig 127
ip.match_any_ifaddr option 635
ip.path_mtu_discovery.enable option 635

L

LAN
address resolution 162
applications 161, 162
bridging between ATM networks and LANs

161

broadcast 161, 163
broadcast MAC address 163
connectionless service 161
differences between ATM and 161
MAC address 161, 162
multicast 161, 163
shared medium characteristics 163
Token Ring 161
Token Ring emulation 164
unresolved unicast frames 163



LAN Emulation Address Resolution Protocol
(LE_ARP) 162
LAN Emulation Client (LEC)
ELAN 162
explained 162
joining an ELAN 163, 171
MAC layer interface 162
LAN Emulation Configuration Server (LECS) 163
address 166, 172
checking communication with the adapter 172
configuring 166
configuring the address for an ATM adapter
171
ELAN 161
explained 163
LAN Emulation Client (LEC) 163
LAN Emulation Server (LES) 163
well-known address 166
LAN Emulation Server (LES) 163
ATM address 173
configuring 166
explained 163
registering MAC addresses 163
resolving aroute descriptor 163
LAN Emulation Service
BUS 161, 163
explained 161, 163
LECS 161, 163
LES 161, 163
LAN Emulation, explained 161
languages, supported
displaying list 205
list 202
largefiles 110
L CD messages, cluster 597-598
LCD, filer main unit 5
legal characters in file names 198
license command 67, 69, 382
licenses 67—69
local filer 358
local groups, CIFS, adding to filer 278—280
localhost 507
logging in to the filer 22
logging out of the filer 22
lost data from disk failures 577
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lost passwords 585
lost record event detail display, CIFS 316
Is command, listing snapshot files 409, 410

M

MAC address 161, 162
mail host
automatic email 16, 55
designating other mail hosts 58
mailbox disk 359
Makefile, NIS 119, 248
making a volume inactive 90
management tasks
for disks 85
for volumes 89
maxfiles command 437
maximum number of files 437
media type for an Ethernet interface 128
messages
configuring the syslogd daemon 49-51
console, cluster 602
file of 49-51
for disk failures 577
severity of 49
syslog, cluster 599—-601
MIB objects
deprecated 113
multivolume, locations 113
MIB, Network Appliance custom 112
MIB-II 111
MIME Content-Type, specifying 348
minra option 562
minra volume option 633
modes
normal 375-376
normal, clusters 359
partner 381-384
takeover 379-380
monitoring status
of volumes 90
mount_rootonly option 66
mounting files
if there are qtrees 439
problems with 589
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restricting mount privilege to root 66
mounting volumes 81
mt command 383, 492
multicast 161, 163
multiple ELANs 161, 166
multiple RAID groups 72
multiple volumes
configuration planning 82
limitations of 82
multiple-mode trunks
creating 146
trunks
multiple-mode 135
multivolume MIB objects, locations 113

N

name services, specifying the order in which con-
tacted 117
names

resolving 117-122

volume naming conventions 80
NDMP

advantages of 495

log files for 500

tape devices used 496
ndmp command 498
netstat

statistics different in takeover mode 379-380

netstat command 123, 126, 383, 550, 588
network interfaces
balancing traffic among 561
configuring 127-131
naming conventions 43
network statistics, displaying 550
networks
connections, checking 587
how filer sends and receives traffic 125

management services, using SNMP 111-114

network mask
configuring using ifconfig 127
in /etc/rc file 40

problems with 587

statistics 587

using ifconfig to configure 127
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NFS
how interfaces respond to packets 125
problems with 589
statistics in custom MIB 112

statistics, displaying (nfsstat command) 262

turning on 41
NFS and (PC)NFS options 627-628
nfs command 41
NFS guest access 282
NFS over UDP requests 125
nfs.big_endianize_fileid option 562
nfs.mount_rootonly option 627
nfs.per_client_stats.enable option 627
nfs.tcp.enable option 627
nfs.v2.df.2gb.lim option 627
nfs.v2.df_2gb_lim option 596, 627
nfs.v3.enable option 628
nfs.webnfs.enable option 628
nfs.webnfs.rootdir option 628
nfs.webnfs.rootdirset option 628
nfsstat command 262-265, 379-380
nightly snapshots 395-397
NIS
changing domain name 122
disabling 122
domain name
set in /etc/rc 41
specifying with option 629
enabled in /etc/rc 41
enabling
during setup 121
without using setup 122
maps supported 121
options 629
propagating changes
/etc/hosts on filer 119
letc/netgroup on filer 248
letc/passwd on filer 255
letc/shadow for (PC)NFS on filer 255
nis.domainname option 629
nis.enable option 629
no_atime_update option 561
no_atime_update volume option 633
nonexistent disks 579
nonqualified tape drives 455, 488



nonvolatile RAM (NVRAM) dns.domainname 624

batteries 78, 571 dns.enable 624
falluresin 566 httpd.admin.enable 625
inconsistent contents 571 httpd.enable 340, 625
logging requests 31 httpd.log.max_file_size 340, 625
mirroring, cluster 359, 360 httpd.rootdir 340, 346, 625
when to increase 548 httpd.timeout 625

normal mode, clusters 359, 375-376 httpd.timewait.enable 626

nosnap volume option 633 ip.path_mtu_discovery 635

nosnapdir option 394, 395 minra 562

nosnapdir volume option 633 mount_rootonly 66

numbering network interfaces 43 nfs.big_endianize_fileid 562

nvfail nfs.mount_rootonly 627
bootup process 154, 155 nfs.per_client_stats.enable 627
database file protection 154 nfs.tcp.enable 627
enabling and disabling 156 nfs.v2.df_2gb_lim 596, 627
error message 155 nfs.v3.enable 628
volume option 154 nfs.webnfs.enable 628

nvfail option 634 nfs.webnfs.rootdir 628

nvfail_rename file, creation of 157 nfs.webnfs.rootdirset 628

NVRAM 5 nis.domainname 629

nis.enable 629
') no_atime_update 561
nosnapdir 394, 395

oplocks 328-329 pcnfsd.enable 628

options pcnfsd.umask 628
autosupport.doit 58, 618 raid.reconstruct_speed 78, 630
autosupport.enable 57, 618 raid.scrub.enable 74, 630
autosupport.from 58, 618 raidtimeout 77, 78, 630
autosupport.mailhost 58, 618 root_only_chown 66
autosupport.noteto 619 server 63
autosupport.to 58, 619 telnet.hosts 66, 636
cf.timed.enable 376 timed.enable 63, 64
cifs.access_logging.enable 318, 319, 320 timed.log 63, 64
cifs.access_logging.filername 320 timed.max skew 64
cifs.guest_account 620 timed.proto 63, 65
cifs.home_dir 300, 621 timed.sched 63, 65
cifs.netbios_aliases 621 timed.servers 65
cifs.oplocks.enable 329, 621 timed.skew 63
Cifs.save_case 217,218 Vo|_copy_thr0tt|e 516
Cifs.scopeid 622 volume Options
cifs.show_snapshot 622 minra 633
cifs.symlinks.cycleguard 194, 622 no_atime_update 633
cifs.symlinks.enable 193, 623 nosnap 633
console.encoding 206 nosnapdir 633
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raidsize 634

root 634

vol.copy.throttle 636
wafl.convert_ucode 214, 215
wafl.create_ucode 212, 213
wafl.maxdirsize 561, 638
wafl.root_only chown 638
wafl.wcc_minutes valid 222, 225

options command

making changes permanent 53
using 52

P

packets, responses to 125
panic messages 603
parity disks 72
role 73
partner 359
partner command 381
partner mode 359, 381-384
commands that are different in 383-384
unavailable commands 382
passwd command 23
password
HTTP pages 342-343
maximum length when used with MD5 authen-
tication 501
passwords
changing administrative user 29
changing with passwd command 23
lost 585
used for shell session 22
(PC)NFS 251-255
pcnfsd daemon 253-254
pcnfsd.enable option 628
pcnfsd.umask option 628
performance, improving 548
permissions
changing from Windows NT 308
for snapshots 391
on exported directories 240
ping command 177, 587
primary ATM address 170
protocol licenses 67—-69
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public-key encryption used by SecureAdmin 606
PVCs, FORE/IP
establishing on a remote ATM host 185, 186
establishing on interconnecting ATM switches
185
incoming, establishing on the filer 185
outgoing, establishing on the filer 184

Q

gtrees
administrative actions 10
backup of 451
creating 420
description 10
displaying information about 424
moving files in and out of 414
oplocks settings 422
parameters 411
restoring 457, 475, 478
security style 415-417
use for backups 413
use in projects 413
what they are 411
guota
command 430
disk, setting up 426-435
displaying report 433
effects of snapshots on 402
effects on clients when exceeded 435
how to impose on a former mirror 525
resizing 432
quotas, disk
information available through SNMP 114
information available through the custom MIB
114
when changing file ownership 66

R

RAID (Redundant Array of Independent Disks)
accessing information through SNMP 114
adding disks 76
data reconstruction speed 78
disk scrubbing 74
displaying information about 545



group size characteristics 72
groups 8, 72, 80
information in the custom MIB 114
options 630
spare disk use 72
support for multiple groups 72
RAID (Redundant Array of Independent Disks),
displaying information about 547
raid.reconstruct_speed option 78, 630
raid.scrub.enable option 74, 630
raidsize volume option 634
raidtimeout command 78
raidtimeout option 77, 630
rc file 181
rdate command 382
/hosts/equiv file required line 62
accuracy 60
use with cron and crontab 61
read-ahead, minimal 562
read-only bit 195-196
reboot command 31, 382
rebooting
and NVRAM 31
automatic email to Network Appliance 48
from diskette 567-582
scripts for 39
with halt and reboot commands 31
recovering data, different methods 472
registering MAC addresses 163
remote shell (rsh)

accessing the filer from the administration host

22

accessing virtual filer with 382

for entering filer commands 23
removing

a hot spare disk 87

volumes from a filer 82
renamed volume not exported 574
renaming volumes 92
replacing

disks 76

failed disks 76
replicating a volume 517-542
requests, replies to 125
require group directive 343
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require user directive 343
resolving a route descriptor 163
resolving host names 118
restarting a filer 570
restore command
data that cannot be restored 472
examples 479-483
function keys 473
how it differs from ufsrestore 475
incremental 475
options 473
purposes of 471
space required 475
syntax 473
when not to use 471
where to enter 476
Windows NT ACLs 474
restore_symboltable file, removing 476, 479
restoring files from virtual filer 384
reverting a volume 101-107
right-sizing disks 76
role of parity disks 73
root volume 18, 80
option 634
root_only_chown option 66
route command 123
routed command 124
routed daemon
letc/dgateways file 125
purpose of 124
router
default 40, 123
problems with 588
Routing Information Protocol (RIP) 124
routing table, filer 123
rsh.enable option 636

S

savecore command 41, 47
SCSI ID, identifying disks 73
second-level virtual interfaces
configurations 138
creating 147-149
SecureAdmin



determining whether it isrunning 614
disabling 612
displaying version 615
keys 607-608
protocol supported 606
public-key encryption 606
reinitializing 610
restarting 613
setting up 609
sshd daemon 606
stopping 612
secureadmin disable ssh command 610, 612
secureadmin enable ssh command 609, 610, 613
secureadmin -f setup command 610
secureadmin setup command 609
secureadmin version command 615
security
options for 66
system password 23
serial ports, filer main unit 6
server key, SecureAdmin 607
session key, SecureAdmin 607
setting up the filer 33
shadow file 36
shared medium characteristics 163
shares
creating and changing 287—-293
deleting 297-298
displaying 284-286
displaying information about 294—296
renaming volume, effect on 269
shelfchk command in partner mode 383
single-mode trunk
creating 143
single-mode trunks 134
preferred links 144-145
slots, filer main unit 6
snap command 394-398
SnapMirror
checking status 538
converting a mirror to a regular volume 540
disabling data replication for entire filer 534
disabling data replication for one volume 536
how it works 520
overview 517
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procedure for mirroring a volume 530-533
purposes of 518
resuming 535
when used with quotas 525, 540
when used with the dump command 526
snapmirror.allow file format 527
snapmirror.conf file format 528
snapmirrored option 634
SnapRestore
effects of reverting a root volume 103
effects on backup and recovery 104
effects on snapshots 102
how it works 101
interaction with SnapMirror 103
procedure for reverting a volume 105-107
typical applications 102
when to use 102
snapshots
accessing 408-409
automatic 395-397
commands for 394
created by SnapMirror 522
definition 390
deleting to free space 406
directory name displayed on CIFS clients 409
disk consumption by 399-407
effects of SnapRestore 102
effects on disk quotas 402
information in the custom MIB 113
Is command 409, 410
magic directories 408
making snapshot directory invisible 394
operation of 391-392
options 630—634
reserving space for 400—401, 404-405, 406
reverting a volume 105
scheduling 403
snapshot_for_backup file 443
types 395
SNMP
commands
examples 111-112
in /etc/rc 41
configuring the agent 111
custom MIB 112



takeover mode 380
snmp command 111-112
snmp.enable option 636
SNMP/ILMI MIB 164
software licenses 67—69
spare disks in RAID groups 72
SSCOP operational state 170
sshd daemon for SecureAdmin 606
standards
ATM Forum LANE Version 1.0 164
ILMI address registration 164
SNMP/ILMI MIB 164
User Network Interface (UNI) 164
sticky bit 37
subnets, exporting to 249-250
svtx bit 37
swapping out disks 87
symbolic links, CIFS 192-194
sysconfig command
cluster configuration 375-376
different in partner mode 383
filer configuration 545-546
hot spare disk availability 78
usable disk space 76
sysconfig -d command 545
sysconfig -m command 490, 496
sysconfig -r command 545
sysconfig -t command 545
sysconfig -v command 566
syslog messages, cluster 599-601
syslogd daemon 49
sysstat command 548
for filer system load 79
statistics in takeover mode 379-380
system ACL (SACL), setting 321-324
System board, filer main unit 5
system crashes 41
system memory, filer main unit 5
system message files 49-51
system panics 47, 603

T

takeover
defined 359
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disabling 377
enabling 377
initiating 377-378
managing 377
process 369
result 371
understanding 369-370
takeover filer 358
takeover mode 379-380
defined 359
prompt 379
statistics 379-380
tape block
definition 449
specifying the size for dump 461
specifying the size when restoring files 473
tape drives
backing up to remote 455
controlling 492—-493
displaying information about 545
inaccessible on virtual filer 382
used by NDMP 496
tape file
definition 449
size used by remote host 455
specifying name 461
specifying size for dump 461
specifying when restoring data 474
types of 450
tape stackers, displaying information about 489
tapes, estimating number needed 453
TCP/IP, how interfaces respond to packets 126
Technical Support
address for receiving autosupport email 55
how to contact 566
URL 566
telnet connection to the filer
administration host 17
limiting host access 66, 636
virtual filer 382
telnet.enable option 636
telnet.hosts option 66, 636
The telnet.enable option 636
The wafl.convert_ucode option 636
The wafl.create_ucode option 638



time

date command 60

rdate command 60, 61-62

setting on the filer 60—-65

setting the timed options to synchronize filer

time 64-65

SNTP (Simple Network Time Protocol) 60

SNTP synchronization 63

synchronization, cluster 360, 376

synchronizing filer with another system 61
time zone, setting 41
timed.enable option 63, 64, 631
timed.log option 63, 64, 631
timed.max_skew option 63, 64, 631
timed.proto option 63, 65, 631
timed.sched option 63, 65, 632
timed.servers option 63, 65, 632
timezone command 41
timezone name command 382
Token Ring 161
topology, ATM 160
troubleshooting

configuration problems 583-585

cpio problems 595

df problems 596

disk problems 576-578

network problems 587

NFS problems 589

NVRAM problems 571-572

UNIX cpio problems 595

UNIX df problems 596

volume problems 573-580
trunks

defined 132

destroying 153

hardware requirements 136

physical interfaces, adding 150

single-mode 134

statistics, displaying 152

status, displaying 151
trusted host 23, 507

U

Unicode format

664

directory conversion to 211
forcing default directory creation 212
uniconfig
command 169
interpreting the output 170
sample output 169
UNIX access to NTFS files 221
UNIX file access detail displays, CIFS 315
unrecognized volume name message 575
unresolved unicast frames 163
Unsuccessful file access detail display, CIFS 315
uptime command 383, 549
URL, how filer translates 350
usable space on disks 76
user names, defining administrative 24
User Network Interface (UNI)
checking whether operational 167
standards supported 164
user quotas, creating 433
useradmin command 24
users, CIFS, adding to filer 275-277

\Y

version command 544
version of Data ONTAP, displaying 544
vif command 142
Virtual Channel Connection (VCC) 162
virtual filer
accessing through a remote shell 382
accessing through Telnet 382
defined 359
dump command 384
managing 381-384
restoring files 384
unavailable commands 382
virtual firewall 345
virtual host addresses, mapping 347
virtual hosting
enabling 346
setting up 346
virtual interfaces
defined 137
names 44, 137
second-level 138-141



trunking 138
vol command

add 89

create 85, 89, 208

destroy 92

lang 205, 207

offline 90

online 91

options 90

options raidsize 85

rename 92

status 90, 209
vol copy start command 509-513
vol copy throttle command 516
vol create -| command 208
vol options command 52
vol status command 375-376, 384, 547
vol status -d command 547
vol status - command 209
vol status -r command 547
vol status -v command 547
vol.copy.throttle option 516, 636
volume

creating with specified language 208

setting language 207
volume copy operation numbers 514, 516
volume copying

checking status of 514

how to stop 515

possible errors during 512

recommendation for 508

requirements for 506
volume options

minra 633

nosnap 633

nosnapdir 633

nvfail 154

raidsize 634

root 634

snapmirrored 90

vol.copy.throttle 636
volumes

adding disks to 89

adding foreign 91

administrative actions 10
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and management tasks 89

changing the speed of copying 515
concepts 80

configuration of 81

converting from mirror to regular 540
creating 89

defined 9

destroying 92

differences between mirror and regular 521
displaying file statistics 93
displaying information about 547
displaying language use 209
displaying state information 547
error message about invalid names 575
handling failures 92

making inactive 90

monitoring status 90

mounting 81

naming conventions 18, 80
problems with 573-580

removing 82

renaming 92

renaming and effect on shares 269
replicating 517-542

reverting 101-107

setting options 90

snapmirrored status 521

w

WAFL credential cache

entry, adding 226

entry, deleting 227

managing 222—-233

setting how long entry is valid 225

statistics display 228

UNIX name mapping result 230

Windows name mapping result 231
wafl.convert_ucode option 214, 215
wafl.create_ucode option 212, 213
walfl.default_nt_user option 638
wafl.default_unix_user option 638
wafl.maxdirsize option 561, 638
wafl.root_only_chown option 638
wafl.wcc_minutes_valid option 222, 225, 639



warnings for disk failures 77 Windows NT commands, performing Windows fil-
wce command 222-224 er tasks 3

WebNFS 258-260
weekly snapshots 395 Y
Windows file access detail displays, CIFS event

314-315 ypwhich command 122
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