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Preface

About this guide

Audience

Terminology

Command
conventions

Keyboard
conventions

Preface

This guide describes how to use the MultiStore™ software product on Network
Appliance™ filers that run Data ONTAP™ 6.4 software and are Serving Data By
Design™. It covers all NetApp—the Network Appliance Company™ filer
models.

This guide is for system administrators who are familiar with operating systems
that run on the filer’s clients, such as UNIX®, Windows 95™, Windows NT®,
and Windows® 2000. It also assumes that you are familiar with how to configure
the filer and how the NFS, CIFS, and HTTP protocols are used for file sharing or
transfers. This guide doesn’t cover basic system or network administration
topics, such as IP addressing, routing, and network topology; it emphasizes the
characteristics of the NetApp filer.

When the term “filer” is used, the information applies to all NetApp® filer
models.

This guide uses the term “type” to mean pressing one or more keys on the
keyboard. It uses the term “enter” to mean pressing one or more keys and then
pressing the Enter key.

You can enter filer commands on either the system console or from any client
computer that can access the filer through a Telnet session.

In examples that illustrate commands executed on a UNIX workstation, this
guide uses the command syntax of SunOS 4.1.x. The command syntax and
output might differ, depending on your version of UNIX.

When describing key combinations, this guide uses the hyphen (-) to separate
individual keys. For example, “Ctrl-D” means pressing the “Control” and “D”
keys simultaneously. Also, this guide uses the term “Enter” to refer to the key
that generates a carriage return, although the key is named “Return” on some
keyboards.



Typographic The following table describes typographic conventions used in this guide.
conventions

Convention Type of information

Italic font Words or characters that require special attention.

Placeholders for information you must supply. For
example, if the guide says to enter the arp -d
hostname command, you enter the characters
“arp -d” followed by the actual name of the host.

Book titles in cross-references.

Monospaced font Command and daemon names.

Information displayed on the system console or
other computer monitors.

The contents of files.

Bold monospaced font | Words or characters you type. What you type is
always shown in lowercase letters, unless you
must type it in uppercase letters.

Special messages This guide contains special messages that are described as follows:

Note
A note contains important information that helps you install or operate the

system efficiently.

Caution
A caution contains instructions that you must follow to avoid damage to the

equipment, a system crash, or loss of data.

WARNING
A warning contains instructions that you must follow to avoid personal

injury.
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About the MultiStore Software Product

About this chapter This chapter introduces you to the MultiStore software product.

Topics in this This chapter discusses the following topics:
chapter ¢ “Understanding MultiStore” on page 2

¢ “System administration for a filer running MultiStore” on page 6

Chapter 1: About the MultiStore Software Product



Understanding MultiStore

What MultiStore is

Prerequisites for
using MultiStore

Reasons for using
MultiStore

MultiStore is an optional software product that enables you to partition the
storage and network resources of a single filer so that it appears as multiple filers
on the network. Each “filer” created as a result of the partitioning is called a
vfiler™ unit. A vfiler, using the resources assigned, delivers file services to its
clients as a filer does.

The storage resource assigned to a vfiler can be one or more gtrees or volumes.
The network resource assigned can be one or more base IP addresses or IP aliases
associated with network interfaces. You can add or remove resources at any time.

Because MultiStore is an optional software product, you must enable the
software license for it. The name of the license is vfiler.

MultiStore is typically used for the following reasons:
¢ You want to consolidate multiple servers to one filer.

¢ You use the filer to host data for multiple customers, such as clients of a
service provider or different organizations within an enterprise.

¢ You use the SnapMirror™ feature to migrate data from one filer to another.

MultiStore for server consolidation: The following scenarios illustrate how
you can use MultiStore to consolidate servers:

¢ Suppose you currently manage multiple servers and you want to store all
data on one filer for easier administration.

To consolidate the server, you can partition the filer into vfilers and then
copy the data from the servers to the vfilers. If the vfilers are for CIFS users,
you can set up the vfilers to use the same computer names as the servers.
This enables CIFS clients to share resources without having to remap their
drives or search for the new server in Network Neighborhood. If the vfilers
are for NFS users, the NFS clients might need to remount the file systems, or
they can use the automounter to automatically mount the file systems from
the new locations.

¢ A filer without MultiStore can participate in only one security domain, so if
your environment requires that different groups of CIFS users be in different
domains, you must use multiple filers. MultiStore, however, enables you to

Understanding MultiStore



install each vfiler in the appropriate domain while keeping all the data on the
same physical filer.

¢ Because you can set up NIS and DNS servers for individual vfilers, after you
consolidate the servers on one filer, network clients of the vfilers can
continue to use the same NIS and DNS servers as before.

MultiStore for service providers and enterprises: Service providers,
such as Internet service providers (ISPs) and storage service providers (SSPs),
can partition the resources of a filer to create many vfilers for client companies.
Similarly, the information technology (IT) department of an enterprise can create
vfilers for various organizations, or customers, within the enterprise.

The administrator for each customer can manage and view files only on the
assigned vfiler, not on other vfilers that reside on the same filer. In addition, there
is no data flow between vfilers. A customer using a vfiler can be assured that no
sensitive information is exposed to other customers that store data on the same
filer.

For example, an SSP can create the following vfilers on a filer:

¢ A vfiler named VfilerA. It uses the /vol/voll volume and the €0 interface on
the filer. It is leased to CompanyA.

¢ A vfiler named VfilerB. It uses the /vol/vol2 volume and the el interface on
the filer. It is leased to CompanyB.

Although both CompanyA and CompanyB store data on the same filer, network
traffic for each company is restricted to the specified interface. The administrator
at CompanyA, which uses NFS to access data, cannot use the showmount
command on a UNIX client to view directories on the filer that are outside the
/vol/voll volume. Similarly, the administrator at CompanyB, which uses CIFS to
access data, cannot browse the shares that are outside the /vol/vol2 volume.

See Chapter 3 on page 45 for a more detailed discussion.

MultiStore for data migration: MultiStore enables you to migrate data from
one filer to another without extensive reconfiguration on the destination filer.

Without MultiStore, after you use SnapMirror to copy data from one filer to
another, you must edit the files’ access control lists (ACLs), local user group
definitions, user mapping information, and so on, before users can access the
data. If the data being copied is stored on a vfiler, however, all user, group, and
ACL information is encapsulated in the vfiler. You re-create a vfiler on the
destination filer with the encapsulated information, and data can be served from
the destination filer without further reconfiguration.

Chapter 1: About the MultiStore Software Product 3



About the hosting
filer

About the default
vfiler

Some limitations of
MultiStore

Hosting filer’s
access to data
contained in vfilers

Sample vfiler

The filer on which you create vfilers is called the hosting filer. The storage and
network resources used by the vfilers exist on the hosting filer.

Licensing MultiStore automatically causes Data ONTAP to create a default vfiler
on the hosting filer. The name of the default vfiler is vfiler0.

Initially, vfilerO owns all the resources on the filer. After you create vfilers,
vfilerQ owns the resources that are not owned by the vfilers you create.

The default vfiler exists as long as the vfiler license is enabled. On a filer with the
vfiler license enabled, you cannot destroy vfilerO.

All information provided in this guide about vfilers is applicable to vfiler0,
unless noted otherwise.

Limitations of MultiStore include the following.

¢ You can create up to 32 vfilers on a filer, depending on the memory capacity
of the hosting filer.

A filer containing the maximum number of vfilers actually has 33 vfilers:
vfilerO plus the 32 vfilers that you, the system administrator, can create.

See “Adjusting the vfiler limit” on page 25 for more information.

¢ Only Ethernet interfaces are supported for vfilers.

L 4

Only the NFS and CIFS file protocols are supported for vfilers.
¢ Not all Data ONTAP commands are supported on vfilers.

You, as the hosting filer administrator, do not have CIFS or NFS access to the
data contained in vfilers, except for the information in vfiler0. After you assign a
gtree or volume to a vfiler, you lose access to the data in that qtree or volume.

Example: Before you create a vfiler with the /vol/voll volume, you can
configure the /etc/exports file so that you can mount the /vol/voll volume. After
you create the vfiler, an attempt to mount the /vol/voll volume from the hosting
filer results in the “Stale NFS file handle” error message.

A filer named toaster has the vfiler license enabled and is configured with three
volumes, which are /vol/vol0, /vol/voll, and /vol/vol2.

Understanding MultiStore



Because of the vfiler license, a default vfiler, vfilerO, is created on toaster.

On toaster, you can create a vfiler named vfilerl. You can assign the IP address
123.123.123.1, the gtree /vol/volO/qtreel, and the volume /vol/voll to vfilerl.
Traffic destined for vfiler] uses the IP address 123.123.123.1, and all data served
by vfilerl is stored in the assigned gtree and volume.

Because toaster hosts vfilerl, toaster is the hosting filer. It uses all the IP
addresses created on toaster except 123.123.123.1. It uses the following
resources for storage:

¢ Space in the /vol/volO volume that is not in /vol/volO/qtreel gtree
¢ The /vol/vol2 volume

Chapter 1: About the MultiStore Software Product 5



System administration for a filer running MultiStore

Types of system
administration
tasks

Hosting filer tasks

MultiStore
management tasks

The following list describes the types of system administration tasks that you
perform when managing a filer running MultiStore:

¢ Hosting filer tasks, which are the same as those for a filer not supporting
vfilers

¢ MultiStore management tasks, which are related to establishing vfilers and
managing resources on vfilers

& Tasks related to using Data ONTAP features supported by vfilers

You can perform tasks related to managing the resources on the hosting filer in
the same way as you perform them on a filer without a vfiler license. The
following tasks are some examples:

¢ Managing volumes, disks, and RAID groups

¢ Increasing data availability through Snapshot™ management, SnapMirror
management, and volume copy

¢ Backing up and recovering data

These tasks are covered in detail in the other volumes of the Data ONTAP
System Administration set, particularly the File Access Management Guide, the
Storage Management Guide, and the Data Protection Guide.

From the hosting filer, you can manage MultiStore by
Enabling and disabling the vfiler license

Allowing and disallowing protocols to be run on vfilers
Creating vfilers

Setting up vfilers

Starting and stopping vfilers

Destroying vfilers

Moving resources to and from vfilers

® ¢ 6 6 6 O 0o o

Monitoring the status of vfilers

For more information about these tasks, see Chapter 2, “Managing MultiStore,”
on page 9.

System administration for a filer running MultiStore



From a destination filer, you can perform the following additional tasks:
¢ Moving a vfiler from one hosting filer to another

¢ Creating a disaster-recovery vfiler

See Chapter 6, “Disaster Recovery and Data Migration,” on page 77 for more

information.
Tasks related to You can use Data ONTAP features on individual vfilers in the same way as you
using Data ONTAP use them on a filer. Some of the tasks related to these features can be performed
on vfilers by vfiler administrators. These tasks are as follows:

¢ Managing users. Information about managing users (for example,
information about using the /etc/usermap.cfg file for mapping users) is the
same for filers and vfilers. For more information, see the Storage
Management Guide.

¢ Managing NFS exports and CIFS shares. For more information, see “File
Access Using NFS and CIFS” on page 63.

¢ Managing quotas. For more information, see “Disk Space Management
Using Quotas” on page 67.

& Preparing vfilers for virus protection. For more information, see “Virus
Protection for CIFS” on page 113.

Chapter 1: About the MultiStore Software Product
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Managing MultiStore 2

About this chapter This chapter provides information about MultiStore management tasks that can
only be performed from the hosting filer.

Topics in this This chapter discusses the following topics:

chapter

L 4
L 4
L 4
L 4
L 4
L 4
L 4
L 4
L 4
L 4
L 4
L 4
L 4
L 4
L 4
L 4

Chapter 2: Managing MultiStore

“Establishing a vfiler” on page 10

“Administering vfiler resources from the hosting filer” on page 21
“Changing resources for vfilers” on page 22

“Adjusting the vfiler limit” on page 25

“Stopping and starting vfilers” on page 27

“Destroying a vfiler” on page 29

“Allowing or disallowing protocols for vfilers” on page 30
“Displaying vfiler status” on page 32

“Autosupport and syslogd messages about vfilers” on page 33
“Executing commands and setting options for vfilers” on page 34
“Effects of filer reboot on vfilers” on page 37

“Understanding volumes and qtrees on vfilers” on page 38
“Networking considerations” on page 40

“Understanding SnapMirror on the hosting filer” on page 41
“Understanding SNMP when used with vfilers” on page 42
“Performance monitoring and statistics” on page 43



Establishing a vfiler

Tasks for
establishing a vfiler

For detailed
information

10

Before you can start protocol servers on a vfiler, you must establish a vfiler on
your filer.

For detailed information about how to establish a vfiler, see the following topics:

*

L 4
L 4
L 4
L 4

“Enabling or disabling the vfiler license” on page 11
“Planning for vfiler creation” on page 12

“Creating a vfiler” on page 14

“Understanding the vfiler command family” on page 18

“Setting up a vfiler manually” on page 19

Establishing a vfiler



Establishing a vfiler

Enabling or disabling the vfiler license

Effects of enabling
the vfiler license

Prerequisite for
disabling the vfiler
license

Effects of disabling
the vfiler license

Enabling or
disabling the vfiler
license

Enabling the vfiler license has the following effects on the filer:

¢ You can use the vfiler and ipspace commands.

¢ Data ONTAP starts logging vfiler status information and sends vfiler status
information using the autosupport feature.

¢ The routed daemon is disabled.

L 4

The ip.match_any_ ifaddr option is set to Off.

¢ The “vfiler limit” (the number of vfilers you can create on this filer,
including vfiler0) is set to a default value between 3 and 11, depending on
the memory capacity of the hosting filer. You can change this value; see
“Adjusting the vfiler limit” on page 25 for more information.

You can disable the vfiler license only when no vfilers other than vfilerQ are on
the filer. If there are vfilers on the filer, you must destroy them before disabling
the vfiler license.

Disabling the vfiler license has the following effects:

¢ MultiStore becomes unavailable immediately. You can no longer use the

vfiler and ipspace commands.

¢ The routed daemon is enabled after the next reboot.

To enable or disable the vfiler license, complete the following step.

Step

Action

1

If you want to...

Enter this command:

Enable the vfiler license

license vfiler=code

Disable the vfiler license

license vfiler=disable

Chapter 2: Managing MultiStore
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Establishing a vfiler

Planning for vfiler creation

Prerequisites for
vfiler creation

Storage guidelines

12

The following prerequisites must be met before you can create a vfiler:

1 4

L 4

You must create the units of storage (qtrees or volumes) before creating the
vfiler.

The storage unit for vfiler configuration information must be writable. It
must not be a read-only file system, such as the destination volume or gtree
in a SnapMirror relationship.

The IP address used by the vfiler must be unconfigured when you create the
vfiler.

When deciding which storage units to assign to vfilers, remember the following
guidelines:

L 4

The first storage unit assigned to the vfiler contains the vfiler configuration
information. It is called the primary storage unit. Although you can remove
storage units from a vfiler at any time after the vfiler is created, the primary
storage unit must remain for as long as the vfiler exists. Therefore, plan
carefully the storage unit that will be the primary storage unit.

If the gtree or volume to be used as the primary storage unit contains an /etc
directory, the data in the directory is lost after you add the qtree or volume to
a vfiler. Data in qgtrees and volumes used as other storage units is preserved.

A volume assigned to a vfiler must not be the filer’s root volume. You can,
however, assign qtrees in the root volume to a vfiler.

If the vfiler administrator needs to create gtrees on the vfiler, assign volumes
instead of gtrees to the vfiler. This is because gtrees can be created only at
the root of a volume.

If, in the future, you want to move from one filer to another the disks that are
used for the vfiler’s storage, assign volumes, not gtrees, to the vfiler.

When managing NFS exports, CIFS shares, quotas, and options, vfiler
administrators need to enter the complete path names of the storage
resources used by the vfilers in commands and configuration files.
Therefore, choose volume and qtree names appropriately, so that you can
share with the vfiler administrators the complete path names beginning with
filer_name:/vollvol_name.

Establishing a vfiler



Naming guidelines

Language guideline

Quotas guideline

Clustering
considerations

When deciding the vfiler name, remember the following guidelines:
¢ The name can contain up to 31 alphanumeric ASCII characters.

¢ The name can contain the dash (-) and the underscore (_) characters, but the
dash character must not be the first character.

& The name is case-insensitive.

¢ The name vfilerO is reserved.

Vfiler administrators need to edit the /etc/quotas and /etc/usermap.cfg files for
their vfilers. These files support Unicode and root volume UNIX encoding. To
ensure that vfiler administrators who do not use Unicode-capable editors can edit
the files, create vfilers on a filer whose root volume language can be used for
editing.

Creating a vfiler involves changing the ownership of a volume or qtree from the
hosting filer to a specified vfiler. This change requires that quotas be turned off
for the affected volume. You can turn quotas back on for the volume after the
vfiler is created.

Remember the following considerations for establishing vfilers on a cluster:

¢ You can create up to 32 vfilers on each member of a cluster, depending on
the memory capacity of the hosting filers. See “Adjusting the vfiler limit” on
page 25 for details.

¢ A member of a cluster that does not have a vfiler license can take over its
partner with a vfiler license.

¢ The vfilers hosted by the filers of the cluster are created and configured
independently. That is, each filer can host a different number of vfilers, and
the vfiler configuration on the filers can be different from each other.

¢ In takeover mode, the functioning filer takes over all vfilers created on the
failed filer. These vfilers include the vfilers you create and vfilerQ.
Therefore, for vfilers on the failed filer to work correctly after the takeover,
each network interface used by a vfiler in a cluster must have a partner
interface.

Chapter 2: Managing MultiStore 13



Establishing a vfiler
Creating a vfiler

About this section

State of the vfiler
after creation

14

This section describes how to create a vfiler in the default IP address space
(IPspace). For the definition of IPspace and information about creating vfilers in
nondefault IPspaces, see Chapter 3, “Using Vfilers in Different IPspaces,” on
page 45.

Immediately after you create the vfiler, the vfiler is running.

The vfiler is configured with a set of options with default settings. These settings
are not inherited from the hosting filer. You or the vfiler administrator can modify
the option settings.

The vfiler configuration information is stored in the vfiler’s /etc directory. It
contains a subset of files that are in the hosting filer’s /etc directory:

*
*
*
*
*
*
*
*
*
*
*
*
*

cifsconfig.cfg
cifssec.cfg
exports
filersid.cfg
group

hosts
hosts.equiv
passwd
quotas

files related to the registry
rmtab

sm

usermap.cfg
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Major steps for
creating a vfiler

Ensuring that the
network interface is
ready

The following list describes the major steps for creating a vfiler:

¢ Ensure that the network interface to be configured with a vfiler IP address is
ready for vfiler creation.

¢ Assign and configure vfiler resources.

To ensure that the network interface to be configured with a vfiler IP address is
ready for vfiler creation, complete the following steps.

Step

Action

1

If the IP address for
the vfiler is...

Then...

A base IP address for
an interface

Go to Step 3.

An IP alias for an
interface

Go to Step 2.

If the IP alias is
currently...

Then...

Assigned to an

Enter the following command to remove

interface the alias:
ifconfig interface -alias address
Example: The following example
removes the IP alias from the e0 interface:
ifconfig e0 -alias 123.123.123.123
You are done.

Unassigned You are done.

Chapter 2: Managing MultiStore
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Assigning and
configuring vfiler
resources
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Step | Action

3 | If the base IP address
for the vfiler is
assigned to...

Then...

An interface in the UP
state

Enter the following command to change
the state of the interface for the IP address
to DOWN:

ifconfig interface down

Example: The following example
changes the state of the e0 interface to
DOWN:

ifconfig e0 down

An interface in the
DOWN state

You are done.

You can assign and configure resources for a vfiler either via the command line
or via FilerView. To configure the vfiler via the command line, complete the

following steps.

Note

The procedure that follows assumes that you want to set up the vfiler for
networking (and CIFS if necessary) immediately after creating the vfiler. If you
want to defer setup, use the -n option of the vfiler create command, and then
follow directions under “Setting up a vfiler manually” on page 19 when you are
ready to do the setup. For more information on the vfiler create command,

see the na_vfiler man page.

Establishing a vfiler




What to do next

Chapter 2: Managing MultiStore

Step

Action

Enter the following command:

vfiler create vfiler name -i ip address [ -i ip address ]
.. path [ path ] ...

vfiler_name is the name of the vfiler.
ip_address is an IP address.

path is the complete path name to an existing volume or qtree. The
first path name is the storage unit that contains the /etc directory,
which contains the configuration information about the vfiler.

Example: The following example creates a vfiler using two IP
addresses, one volume, and one qtree:

viiler create vfilerl -i 123.123.123.123 -i
123.123.123.124 /vol/voll /vol/vol2/gtree2

Respond to prompts to set up the filer, and to set up CIFS if
necessary.

What has happened: By completing the setup, you have started NFS and the
configured the vfiler’s root volume to be exported to the vfiler’s administrative
host (by means of an entry in the /etc/exports file). The setup has also configured
the vfiler’s IP addresses configured and added the appropriate entries to /etc/rc.

You, or the vfiler administrator, can now mount the root volume of the vfiler, edit
/etc/exports to suit your needs and rerun the exportfs command. See Chapter 4,
“File Access Using NFS and CIFS,” on page 63 for more information.
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Establishing a vfiler

Understanding the vfiler command family

Purpose of the vfiler
command

General syntax of
the vfiler command

Meaning of
vfilertemplate

Format of path
names in the vfiler
command
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The vEiler command, which is supported only on the hosting filer, enables the
hosting filer administrator to set up vfilers, manage vfiler resources, and manage
Data ONTAP features on individual vfilers.

The vEiler command family has several commands, and each command has its
own syntax. The following syntax is the general vfiler command syntax:

vfiler command vfilertemplate options ...

Some vfiler commands support the vfilertemplate option. Wherever you see
vfilertemplate in this manual or the na_vfiler man page, you can substitute a
vfiler name, a comma-separated list of vfiler names, an IPspace declaration, or an
asterisk as a wildcard. If you use the asterisk, the command takes effect on all
vfilers, including vfilerO (the physical filer), unless the command is inapplicable
to vfiler0. See the na_vfiler man page for more information.

Some vfiler commands include a path name. It is the complete path name for
the gtree or volume assigned to the specified vfiler.

Establishing a vfiler



Establishing a vfiler

Setting up a vfiler manually

When to use this
section

Setting up the vfiler

If you use the default form of the vfiler create command, you are prompted
for setup information (and CIFS setup information) as soon as the vfiler has been
created.

In that case, you can skip this section unless you need to change the networking
configuration.

If you use the -n option of the vfiler create command, no setup is done, and
no protocol servers will run on the vfiler until you set it up manually.

The procedure for setting up a vfiler manually is similar to that for setting up a
filer. You run the setup program, which enables you to

¢ Specify the administration host for the vfiler

¢ Specify the password for the root user on the vfiler

¢ Enable DNS and specify the DNS domain and servers
L 4

Enable NIS client service and specify the NIS domain and servers

Note
The setup program does not prompt you for the time zone. All vfilers are in the
same time zone as the hosting filer.

If the vfiler is licensed to deliver CIFS service, you must run cifs setup, as
you would for a filer, in addition to running setup.

To set up the vfiler, complete the following steps.
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Step

Action

Enter the following command:

vfiler run vfiler name setup

Result: The setup command displays prompts for you to configure
the vfiler. After you respond to all the prompts, configuration files,
such as the /etc/exports file, are created in the /etc directory for the
vfiler.

Note
Unlike the setup command for the filer, the setup command for
vfilers does not cause NFS to start running. For more information
about starting NFS, see Chapter 4, “File Access Using NFS and
CIFS,” on page 63.

If the vfiler runs the CIFS protocol, go to the next step. Otherwise,
you are done.

Enter the following command:
vfiler run vfiler name cifs setup
Result: The cifs setup command displays prompts for you to

configure CIFS on the vfiler. After you respond to all the prompts,
CIFS starts running.

Establishing a vfiler



Administering vfiler resources from the hosting filer

Managing vfiler If you, as the physical filer administrator, need to manage storage resources that
storage from the belong to a vfiler, but you do not have administrative access to the vfiler, you can
filer do one of the following:

¢ Temporarily move the resources to the hosting filer (but you cannot move
the vfiler’s primary /etc volume)

¢ Temporarily destroy the vfiler.

This returns ownership of all resources to the hosting filer. No user data is
modified when you destroy a vfiler.

Once you have done what you need to do, you can either move the storage
resources back to the vfiler, or, if you destroyed the vfiler, restore the vfiler using
the command

viiler create oldname -r oldfirstpath

oldname is the name of the original vfiler and oldfirstpath is the first path that
was specified in the original vfiler create command that created the vfiler.
See the na_vfiler man page for more information.
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Changing resources for vfilers

What you can
change

Effects of changing
resources

Requirements for
moving and
removing resources

22

You can add, move, or remove resources for vfilers. The resources can be
network resources (that is, IP addresses) or storage resources (that is, volumes or
gtrees).

Adding, removing, and moving vfiler resources has the following effects:

¢ After you add storage resources to a vfiler, the resources are moved from the
hosting filer to a vfiler.

¢ After you remove storage resources from a vfiler, the resources are moved
from the vfiler to the hosting filer.

¢ After you add an IP address to a vfiler, you can assign the address as an IP
alias of an interface or assign the address to an unconfigured network
interface.

¢ After you remove an IP address from a vfiler, the IP address becomes an
unassigned IP address.

¢ After you move resources from one vfiler to another, the resources are
removed from the source vfiler and added to the destination vfiler.

Note

Adding, removing, or moving vfiler resources only affects the association
between the vfilers and the resources. It does not have any effect on user data in
the vfilers involved.

Remember the following requirements when you move or remove vfiler
resources:

L 4

*

The storage unit to be moved or removed cannot be the one containing the
vfiler’s /etc directory.

The following requirements are for moving an IP address between vfilers or

removing an IP address from a vfiler:

< Both the source vfiler and destination vfilers must be in the same
IPspace.

% If the address is an IP alias, the alias must be removed. If the address is
not an IP alias, the network interface associated with the address must
be unconfigured.

Changing resources for Vfilers



Considerations for Remember the following considerations when you move resources between
moving resources vfilers:

between vfilers PY

After you move a storage unit from one vfiler to another, the security
information associated with the files in the storage unit is retained. This
might cause users to be unable to access files properly. For example, before
the move, a particular user ID (UID) was allowed access to a file; after the
move, the UID corresponds to a different user on the destination vfiler, and
the user previously represented by this UID can no longer gain access the
file.

If you reassign a volume from one vfiler to another, Data ONTAP turns off
quotas for the volume. After the volume is moved, you can turn quotas on
again for the volume from the destination vfiler.

If you reassign a qtree from one vfiler to another, Data ONTAP turns off
quotas for the volume containing the gtree on both the source vfiler and the
destination vfiler. After the gtree is moved, you can turn quotas on again for
the volume.

All network connections to the vfilers are terminated when resources are
being moved.

Adding resources To add resources to a vfiler, complete the following step.

to a vfiler

Step | Action

1 | Enter the following command:

vfiler add vfiler name [ -f ] [ -i ip address [ -i
ip address 1 ...] [ path [ path ... 1 1

Use the -£ option to skip warning messages.
Example: The following example adds an IP address and a volume
to an existing vfiler:

vfiler add vfilerl -i 123.123.123.125 /vol/vol3

Chapter 2: Managing MultiStore
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Removing
resources from a
vfiler

Moving resources
between vfilers
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To remove resources from a vfiler, complete the following step.

Step

Action

Enter the following command:

vfiler remove vfiler name [ -f ] [ -1 ip address [ -i
ip address 1 ...] [ path [ path ... 1 1

Use the -£ option to skip warning messages.
Example: The following example removes an IP address and a
volume from an existing vfiler:

viiler remove vfilerl -i 123.123.123.125 /vol/vol3

To move resources between vfilers, complete the following step.

Step

Action

Enter the following command:

vEfiler move source_vfiler destination vfiler [ -£ ] [ -i
ip address [ -1 ip address ] ...] [ path [ path ... ] 1]

Use the -£ option to skip warning messages.

Example: The following example moves an IP address and a
volume from one vfiler to another:

vfiler move vfilerl vfiler2 -i 123.123.123.125 /vol/vol3

Changing resources for Vfilers



Adjusting the vfiler limit

What the vfiler limit
is

Default limits

Increasing the limit

The vfiler limit sets the maximum number of vfilers that you can create on the
hosting filer. In a cluster, the same limit applies to each cluster node.

The default vfiler limits for systems on which you have just activated a
MultiStore license are as follows:

% 3 for filers with less than 1 GB of memory
< 5 for filers with between 1 GB and 3 GB of memory
% 11 for filers with 3 GB of memory or more

The default is 11 for systems on which a MultiStore license has been in effect
since a release of Data ONTAP earlier than 6.4.

These limits include vfilerO (the hosting filer, which is created when the
MultiStore license is enabled and persists as long as the license is in effect) so a
limit of 11 means you can create a maximum of 10 vfilers. In a cluster, a limit of
11 means that you can create a maximum of 10 vfilers on each cluster node.

To see the current limit, enter the following command:

viiler limit

You can use the vfiler limit command to increase the limit to a maximum of
up to 33, depending on the memory capacity of the hosting filer. The maximum
limits are as follows:

% 11 for filers with less than 1 GB of memory
< 26 for filers with between 1 GB and 2GB of memory
% 33 for filers with over 2 GB of memory

Because the limit includes the hosting filer, vfilerO, which always exists, the
number of vfilers you can create is one less than the limit.

Example: To raise the number of vfilers you can create to 15, enter the
following command on the hosting filer:

vEfiler limit 16

In a cluster, this sets a limit of 16 vfilers on each cluster node.
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Decreasing the limit

26

Note
For the change to take effect, you must reboot the filer (or each filer in a cluster).

You can use the vfiler limit command to decrease the limit, setting the
maximum number of vfilers lower than it now is.

Because the limit includes the hosting filer vfilerQ, which already exists, the
number of vfilers you can create in each case is one less than the limit.

Example: To reduce the number of vfilers you can create from 15 to 10, enter
the following command on the hosting filer:
vfiler limit 11

Note
For the change to take effect, you must reboot the filer (or each filer in a cluster).

Caution
Before you reboot, make sure that the number of active vfilers on this filer (and
on any cluster partner) is less than the limit. On reboot, the number of vfilers
started will be at most one less than the limit you specified (one less than the
limit on each node in a cluster), even if more vfilers are configured.

Adjusting the Vfiler limit



Stopping and starting vfilers

Reasons to stop a You stop a vfiler if you need to troubleshoot vfiler problems or destroy a vfiler.

vfiler
Note
You cannot stop or start vfilerQ.
What it means to After you stop a vfiler, the vfiler can no longer receive packets from clients.

stop and start a
vfiler

The stopped state is not persistent across reboots: after you reboot the filer, the

vfiler resumes automatically.

You can start vfilers that are in the stopped state; after a vfiler starts, it is in
running state and can receive packets from clients.

Stopping vfilers To stop vfilers, complete the following step.

Step

Action

1

Enter the following command:

viiler stop vfilertemplate

Example: The filer supports two vfilers named vfilerl and vfiler2.

The following command stops all vfilers, except vfiler O:
viiler stop *
The following messages appear after you enter the command:

viilerl stopped
viiler2 stopped
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Starting vfilers To start vfilers, complete the following step.

Step | Action

1 | Enter the following command:

vfiler start vfilertemplate

Example: The filer supports two vfilers named vfilerl and vfiler2.
The following command starts all vfilers, except vfiler 0, which is
already running:

vfiler start *

The following messages appear after you enter the command:

viilerl running
viiler2 running
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Destroying a vfiler

Effects of Destroying a vfiler has the following effects:

destroying a vfiler & Itreleases to the hosting filer all resources that are associated with the vfiler.
User data contained in the vfiler remains intact after you destroy the vfiler.

¢ All the vfiler’s IP addresses are unconfigured and the corresponding entries
in the filer’s /etc/rc file are removed.

¢ If the vfiler destroyed was not in the same IPspace as the hosting filer, the IP
addresses previously owned by the vfiler are not available for use after you
destroy the vfiler.

¢ The effects on quotas are the same as when you move resources from a vfiler
to the hosting filer. See “Considerations for moving resources between
vfilers” on page 23 for more information about how moving the resources to
the hosting filer affects quotas.

Prerequisites for The vfiler must be stopped before you can destroy it.
destroying a vfiler

Destroying a vfiler To destroy a vfiler, complete the following steps.

Step | Action

1 | Enter the following command to stop the vfiler:

vfiler stop vfiler name

2 | Enter the following command:
vfiler destroy [ -f ] vfiler name
Without the - £ option, the command displays a confirmation prompt.

With the -f option, the command destroys the vfiler immediately.

Result: All resources previously owned by the vfiler are returned to
the hosting filer.
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Allowing or disallowing protocols for vfilers
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Effects of
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30

By default, vfilers can use the protocols that are licensed for the hosting filer. For
example, if the hosting filer is licensed for CIFS and NFS, the vfilers created can
also use the CIFS and NFS protocols.

You can, however, select the protocols that can be run on the vfilers.

Vfilers support the following protocols:

¢ CIFS
¢ NFS
¢ r1sh

If CIFS or NFS is running before you disallow the protocol, it remains running
until the filer reboots. Disallowing a protocol, however, causes packets for that
protocol destined for that vfiler to be ignored.

After you allow the protocol again, the vfiler resumes processing the packets for
that protocol.

If CIFS or NFS is not running and you try to enable it when it is disallowed, an
error message appears.

After you allow the protocol again, you must enable the protocol to allow the
packets for that protocol to be processed.

After you disallow rsh, attempts to connect to the vfiler using rsh fail, regardless
of the rsh.enable option setting.

After you allow rsh again, you can connect to the vfiler using rsh if the
rsh.enable option is On.

Allowing or disallowing rsh has no effect on the rsh.enable option. Also, you
can enable or disable the rsh.enable option regardless of whether rsh is allowed.

Allowing or disallowing protocols for vfilers



Allowing or To allow or disallow protocols for vfilers, complete the following steps.

disallowing

protocols for vfilers

Step | Action
If you want to... Then...
Allow a protocol Go to Step 2.
Disallow a protocol Go to Step 3.

To allow a protocol, enter the following command:

vfiler allow vfiler template proto=protocol ...

protocol is nfs, cifs, or rsh.

Example: The following example allows the NFS and rsh protocols
on the vfiler named vfiler1:

vfiler allow vfilerl proto=nfs proto=rsh

You are done.

To disallow a protocol, enter the following command:

viiler disallow vfiler template proto=protocol ...
protocol is nfs, cifs, or rsh.

Example: The following command disallows the NFS and rsh
protocols on the vfiler named vfilerl:

viiler disallow vfilerl proto=nfs proto=rsh
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Displaying vfiler status

Status information
you can display

32

You can use the vfiler status command to display the following types of vfiler
status information:

*
*
*

Whether the vfiler is stopped or started
IPspace

IP addresses that have been assigned and, if they are configured, which
interfaces they are bound to

Path names to the gtrees or volumes assigned
UUID, a globally unique user ID assigned to the vfiler

Technical support might need this ID when diagnosing problems related to
vfilers.

Protocols allowed

Protocols disallowed

See the na_vfiler man page for more information.
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Autosupport and syslogd messages about vfilers

About autosupport A filer licensed for vfilers includes the output of the vfiler status command in
messages the autosupport messages.

About syslogd The output of the vfiler status command, which indicates whether the vfilers
messages are stopped or running, is logged in the /etc/messages file on the hosting filer.

All messages generated by vfilers are logged to the hosting filer’s /etc/messages
file. These messages are preceded with the name of the vfiler. For example, if the
vfiler named vfilerl exceeds a quota threshold, the following message is
generated:

[vfilerl@guota.softlimit.exceeded:notice]: Threshold exceeded for
tree 3 on volume voll for vfiler “vfilerl”
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Executing commands and setting options for vfilers

Methods for You can enter commands for vfilers in the following ways:
executing & From the context of the vfiler, you can enter commands directly.
commands for

. See “Entering commands from the vfiler” immediately following.
vfilers

¢ From the hosting filer, you can use the vfiler run command to execute
commands for the specified vfilers.

See “Entering commands for vfilers from the hosting filer” on page 35.

¢ From the client of a vfiler, you can establish an rsh connection with the vfiler
and then enter the commands.

See “Entering a command for a vfiler through rsh” on page 36.

Enteringcommands  To enter commands for vfilers from the vfiler, complete the following step.
from the vfiler

Step | Action

1 | To run in the context of the vfiler, enter the following command:

vfiler context vfiler name

Example: vfiler context vfilerl

2 | Enter the command you want to run.

Example: »

This shows all the commands available to you from the context of the
vfiler.

3 | To return to the context of the hosting filer, enter the command

vfiler context vfiler0

Note
Not all Data ONTAP commands can be executed for vfilers. To see what
commands are supported, enter ? from the context of a vfiler.
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Enteringcommands

for vfilers from the
hosting filer

Prerequisites for
entering commands
through rsh from a
vfiler client

Commands that you
can enter through
rsh

To enter commands for vfilers from the hosting filer, complete the following
step.

Step | Action

1 | Enter the following command:

vfiler run vfilertemplate command

Example: vfiler run vfilerl useradmin

Note
Not all Data ONTAP commands can be executed for vfilers. To see what
commands are supported, enter ? from the context of a vfiler (see “Entering
commands from the vfiler” on page 34) or enter the following command:

vfiler run vfilertemplate ?

You must meet the following prerequisites if you want to enter commands for a
vfiler through rsh:

¢ The rsh protocol must be allowed for the vfiler. By default, rsh is allowed.

¢ The rsh protocol must be enabled for the vfiler; that is, the rsh.enable
option for the vfiler must be set to On. By default, rsh is enabled.

¢ You must enter the command on a client that is permitted to have rsh access
to the vfiler. In other words, the client must be one of the hosts specified by
the rsh.access option for the vfiler.

You can enter the commands listed in the following table through an rsh
connection to a vfiler.

? help gtree passwd
exportfs quota options hostname
Note

The hostname command is only for displaying, not changing, the name of the
vfiler.
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Entering a To enter a command for a vfiler through an rsh connection, complete the
command for a following step.
vfiler through rsh

Step | Action

1 | Enter the following command:

rsh vfiler IP address command

Example: The following command displays all options on the vfiler
whose IP address is 123.123.123.1:

rsh 123.123.123.1 options

Options that can be  Not all Data ONTAP options are supported on vfilers. You can use the options
set for vfilers command for the following options:

all cifs options

all dns options

all nfs options

all nis options
rsh.access

all pcnfsd options
wafl.default_nt_user
wafl.default_unix_user

wafl.nt_admin_priv_map_to_root

L 2K R JEE JER 2N 2 2R JER R 2

all wafl.wcc_ options

Exception: You can display the cifs.wins_servers option only from the
hosting filer.

Path names Path names specified by options are complete path names. For example, the path
specified by name specified by the cifs.home_dir option should begin with the
options /vol/vol_name prefix.
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Effects of filer reboot on vfilers

Effects of filer The disallow or allow state of a vfiler is persistent across reboots. For example, if
reboot on protocols  you disallow NFS for a vfiler and then reboot the filer, NFS remains disallowed
for the vfiler after the reboot.

If you disallow CIFS or NFS for a vfiler when the protocol is enabled, rebooting
the filer disables the protocol for the vfiler. If you allow the protocol again after a
reboot, you must reenable the protocol.

Effect of filer reboot  Rebooting the filer causes all stopped vfilers to enter the running state. For
on the vfiler state example, if you stop a vfiler and then reboot the filer, the vfiler starts running
again after the reboot.
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Understanding volumes and qtrees on vfilers

Effects of taking a
vfiler volume offline

Changes required
after volumes are
renamed

Who can create
qtrees

Who can change
gtree security
styles and oplock
settings

38

If you take a volume offline and that volume is used for vfiler storage:
¢ All CIFS shares and NFS exports in the volume are deactivated.

¢ If the volume contains the /etc directory for a vfiler, the vfiler enters the
stopped state.

After you put the volume back online, the vfiler starts running again.

After you rename a volume used for vfiler storage, the vfiler administrator should
change the path names used in the vfiler’s /etc/exports file accordingly. In
addition, the vfiler administrator should verify that CIFS shares and quotas are
configured properly.

You can create gtrees only if your vfiler owns the volume containing the gtree.
That is, as the hosting filer administrator, you can create a qtree in a volume
owned by vfilerQ, but not in volumes owned by other vfilers. A vfiler
administrator can create a qtree in a volume that is a storage unit of the vfiler.

Example of creating a qtree on vfiler0: The /vol/vol0 volume is owned by
vfiler0. You can use the following command to create a qtree in the /vol/vol0
volume:

gtree create /vol/vol0/gtreel

Example of creating a qtree on a vfiler: The /vol/voll volume is owned by
vfilerl. The administrator for vfilerl can use the following command to create a
qtree in the /vol/voll volume:

rsh vfilerl gtree create /vol/voll/gtree2

You can change the security style and oplock setting for a gtree or volume only if
you are the owner of the gtree or volume. Therefore:

¢ If a vfiler owns a volume, you can change the security styles or oplock
settings for the volume and all gtrees on the volume from the vfiler.

¢ If a vfiler owns qtrees on a volume owned by the hosting filer, you can
change the security styles or oplock settings from the vfiler only for the
qtrees the vfiler owns.

Understanding volumes and qtrees on Vfilers



Differences in qtree
command output

Command for
displaying all gtrees
and the owning
vfilers

¢ If the hosting filer owns a volume that contains gtrees assigned to vfilers,
you can change the security styles or oplock settings from the hosting filer
only for the gtrees the hosting filer owns.

The gtree command output is different in the following ways depending on
where you enter the command:

¢ If you enter the gtree command from the hosting filer, the command
displays information about all qtrees on the filer, whether the qtrees are
owned by the hosting filer or vfilers.

If you enter the gt ree command from a vfiler, the command displays
information about qtrees on that vfiler only. This applies also to vfilerO; that
is, if you enter the gtree command from vfiler0, the command displays
information about qtrees owned by vfilerO.

¢ Ifyou enter the gtree command without arguments from a vfiler, a qtree that
is the destination qtree for SnapMirror is shown as read_only in the Status
column.

Although you can use the gtree command from the hosting filer to display all
gtrees on the filer, the list of qtrees in the output is not grouped by the vfilers that
own the gtrees. The following command displays all qtrees and their owning
vfilers:

vfiler run * gtree status
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Networking considerations

Effects of a
disabled routed
daemon

Command for
changing the
routing table in the
default IPspace

Command for
changing routing
tables in nondefault
IPspaces

About the
letc/dgateways file
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Enabling the vfiler license causes Data ONTAP to disable the routed daemon.

For more information about the route command, see the na_route(1) man page.

Because vfilers in the same IPspace share one routing table, you can manipulate
the routing table by entering the route command from the hosting filer. The
route command has the following syntax:

route [-fn] add\delete [ host\net ] destination [ gateway metric ]

You can include the command in the filer /etc/rc file. In this way, the routes are
added automatically after each filer reboot.

For more information about manipulating routing tables in nondefault IPspaces,
see Chapter 3, “Using Vfilers in Different IPspaces,” on page 45.

Only the hosting filer has the /etc/dgateways file. Vfilers do not maintain their
own /etc/dgateways file.

Networking considerations



Understanding SnapMirror on the hosting filer

Where to enter the
snhapmirror
command

Considerations for
using the
snapmirror
command

You can enter the snapmirror command from the hosting filer only, not from a
vfiler. However, you can perform asynchronous mirroring for any qtree or
volume on the filer, whether the qtree or volume is owned by a vfiler or the
hosting filer.

The procedure for using the snapmirror command for data on a vfiler is the
same as that for data on a filer.

When typing a filer name in a path name in the /etc/snapmirror.conf file, be sure
to use the name of the filer, not the name of a vfiler, even though the path name is
for a storage unit in a vfiler.
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Understanding SNMP when used with vfilers

About SNMP SNMP is not supported on individual vfilers; it is supported only on the hosting
filer. You can enable SNMP on the hosting filer to collect data about vfilers.

About vfiler datain  In the standard MIB, all vfiler data is global. It pertains to the sum of data from
the standard MIB all vfilers on the filer, with the following exceptions:
and NetApp custom o gagisiics related to network interfaces are for the interfaces in the default
miB IPspace.
¢ TCP statistics include data only from the connections and listen sockets in
the default vfiler.

¢ UDP statistics include data only from sockets in the default vfiler.

¢ Quota information is gathered for each volume. If the hosting filer or a vfiler
owns a volume with quotas, quota information is provided for the hosting
filer or vfiler owning the volume. If a vfiler owns gtrees in a volume that it
does not own, no quota information is provided for the vfiler.

In the NetApp custom MIB, a group named vfiler is included. It is for per-vfiler
information such as the vfiler license, IP address, protocols allowed, and so on.
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Performance monitoring and statistics

Commands for
displaying filer
statistics

Commands for
displaying NFS and
CIFS statistics

The sysstat command displays filer statistics, which are the sum of statistics
generated by all vfilers, including vfiler0. You cannot use the sysstat command
to display statistics for particular vfilers.

The uptime command displays the uptime for the filer. You cannot use the
uptime command to display the uptime for particular vfilers.

You can use the nfsstat command and cifs stat command to display NFS
statistics and CIFS statistics, respectively. These commands can display statistics
for the entire filer, specified vfilers, or the hosting filer, depending on the
command format, as explained in the following table.

Statistics
Command entered from the hosting filer displayed
For NFS statistics For CIFS statistics
nfsstat cifs stat Statistics from all

vfilers combined

viiler run
vfiler template
nfsstat

viiler run
vfiler template cifs
stat

Statistics from the
specified vfilers

viiler run vfiler0
nfsstat

viiler run vfiler0
cifs stat

Statistics from the
hosting filer
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Using Vfilers in Different IPspaces 3

About this chapter This chapter explains what IPspaces are, why you may need them, and how you
create and manage IPspaces and vfilers in those IPspaces.

Topics in this This chapter discusses the following topics:
chapter “Understanding [Pspaces” on page 46

“Advantages of using VLAN tagging for [Pspaces” on page 50
“Requirements for using clusters and IPspaces” on page 51

L 4

L 4

L 4

¢ “Case studies for IPspaces” on page 53

¢ “Managing IPspaces on a filer” on page 54
L 4

“Creating a vfiler in a nondefault IPspace” on page 60
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About IPspaces

Guidelines for vfiler
participation in an
IPspace

Typical application
of IPspaces

46

An IPspace defines a distinct IP address space in which vfilers can participate. IP
addresses defined for an [Pspace are meaningful only within that IPspace. A
distinct routing table is maintained for each IPspace. No cross-IPspace traffic is
routed.

The following guidelines apply to vfiler participation in an IPspace:
¢ AnIPspace can contain multiple vfilers; however, a vfiler can belong only to
one [Pspace.

¢ All vfilers in an IPspace must have unique IP addresses; however, multiple
vfilers can have the same IP address if they are in distinct IPspaces.

Suppose an SSP needs to connect customers of company A and company B to a
filer on its premises. The SSP creates two vfilers on the physical filer—one per
customer—and provides a dedicated network path from one vfiler to A’s network
and from the other vfiler to B’s network.

This deployment would work if both companies were using nonprivate IP address
ranges; however, as shown in the following illustration, this is not the case.

Understanding IPspaces



SSP's point of presence

Filer
10.1.2.3
€0 | TN
/) =L el
10.1.2.4
Company A Company B
using 10.0.0.0 using 10.0.0.0
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10.1.2.5 10.1.2.5

Both companies use the private IP address subnet 10.0.0.0, thus causing the
following problems:

¢ The two vfilers on the filer at the SSP site have conflicting IP addresses if
both companies decide to use the same IP address for their respective vfilers.

¢ If the two companies agree on using different IP addresses for their vfilers,
problems still arise: If any client in Company A’s network has the same IP
address as a client in Company B’s network, packets destined for a client in
A’s address space might get routed to a client in B’s address space, and vice
versa.

¢ Suppose the two companies decide to use mutually exclusive address spaces.
(For example, Company A uses 10.0.0.0 with a network mask of 255.127.0.0
and Company B uses 10.128.0.0 with a network mask of 255.127.0.0.) The
SSP needs to configure static routes on the filer to appropriately route traffic
to A’s and B’s networks. This solution is neither scalable (because of static
routes) nor secure (broadcast traffic is sent to all interfaces of the filer).
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Routing in an
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To alleviate these problems, two IPspaces are defined on the filer—one per vfiler.
Because a distinct routing table is maintained for each IPspace and no cross-
IPspace traffic is routed, the data for each company is securely routed to its
respective network even if the two vfilers are configured in the 10.0.0.0 address
space, as shown in the following illustration.

Company A’s IPspace Company B’s IPspace

Company A’s vfiler Company B’s viler

As B’s
routing routing
table table
el el

Additionally, the IP addresses referred to by the various configuration files, such
as the /etc/hosts file, /etc/hosts.equiv file, and /etc/rc file, are relative to that
IPspace. Therefore, the IPspaces allow the SSP to configure the same IP address
for the configuration and authentication data for both vfilers, without conflict.

If the filer is licensed for vfilers, all its [P-addressable interfaces, including
interfaces such as vifs and VLAN, belong to the default IPspace. The default
IPspace exists automatically and cannot be destroyed.

When you create a new [Pspace, you assign interfaces to the new [Pspace from
the default IPspace. An interface can belong only to one IPspace.

A distinct routing table is maintained for each IPspace. All vfilers participating in
an IPspace share its routing table.

Understanding IPspaces



Incoming packets: All packets coming in through an interface are tagged with
the IPspace identifier (ID) of the IPspace to which the interface belongs. The IP
address of the interface and the IPspace ID are used to identify the vfiler for
which the packet is intended.

Outgoing packets: All outgoing traffic uses the IPspace ID of the vfiler that is
generating the traffic to determine the routing table to use. Data ONTAP ensures
that packets generated by the vfilers of an IPspace are transmitted through the
interfaces that belong to that IPspace.

Note
Broadcast packets are restricted to the vfilers within the destination IPspace.
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Traffic separation

More IPspaces than
interfaces allowed

Secure delivery of
packets to a vfiler in
an IPspace
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VLAN tagging for IPspaces provides traffic separation from each customer to the
filer without incurring the cost of additional network devices, such as switches.

Without VLANS, you must provide physically separate network connections to
ensure that the traffic from each customer is forwarded securely to and from the
filer. This solution is neither cost-effective nor scalable.

With VLAN tagging, you can set up distinct VLANs for each customer on a
single switch; thus, VLAN tagging provides an alternative to physically separate
networks.

Using VLAN tagging for IPspaces enables you to set up more IPspaces than
there are physical interfaces on the filer.

Dedicating at least one physical interface per IPspace limits the number of
IPspaces that can be set up on a filer to the number of physical interfaces
available on the filer. VLAN tagging overcomes this limitation. VLAN tags can
be used to forward traffic to appropriate IPspaces in cases where more than one
IPspace shares the same physical interface.

VLANS inherently confine the broadcast domains. As a result, only vfilers
belonging to a VLAN receive broadcasts intended for that VLAN, even if
multiple vfilers share a physical network interface.

Advantages of using VLAN tagging for IPspaces



Requirements for using clusters and IPspaces

IPspace naming
requirement

IPspace assignment
requirement

Specifying partners
in an asymmetric
cluster setup

The names of IPspaces to which the partner interfaces are assigned must be the
same on both filers.

For example, in a cluster pair of Filer A and Filer B, if IPspaceA is created on
Filer A, an IPspaceA must also exist on Filer B.

The partner interfaces on both partners must be assigned to the same-name
IPspaces on their respective filers.

For example, in a cluster pair of Filer A and Filer B, interface e4 of Filer B is the
takeover interface of interface e0 of Filer A, and vice versa. If interface e0
belongs to IPspaceA on Filer A, interface e4 must belong to IPspaceA on Filer B.

In an asymmetric cluster setup, vfiler-IPspace configuration on one cluster
partner is different from the other; for example, one of the partners might not
have any (or the same number of) vfilers configured in a specific IPspace, while
the other partner does.

A “standby” cluster configuration is an example of an asymmetric cluster setup
in which one of the hosts is connected to minimal storage of its own. This host
takes over its partner’s storage and vfilers if the partner fails. In such a
configuration, you might not have any or enough storage on this host to configure
the same number of vfilers as the primary host. To specify the partner interface
when setting up such a cluster configuration, you can use the interface name of
the partner instead of the IP address.

For example, two filers, Filer1 and Filer2, are configured as shown in the
following table.

Filer vfiler (associated IP address) | IPspace Interface name
Filerl vfilerO (1.1.1.1) default e0

vfilerl (2.1.1.1) ipsl el

vfiler2 (3.1.1.1) ips2 e2
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Filer vfiler (associated IP address) | IPspace Interface name

Filer2 vfilerO (1.1.1.2) default e0

eda

e4b

To specify partner interfaces on Filerl, complete the following step.

Step | Action

1 | Create a host-partner relationship in the following way:

ifconfig e0 1.1.1.1 netmask 255.255.255.0 partner el
ifconfig el 2.1.1.1 netmask 255.255.255.0 partner eda
ifconfig e2 3.1.1.1 netmask 255.255.255.0 partner e4b

To specify partner interfaces on Filer2, complete the following steps.

Step | Action

1 | Create two IPspaces: ips1 and ips2.

2 | Assign interface e4a to ipsl and interface e4b to ips2.

3 | Create a host-partner relationship on Filer2 in the following way:

ifconfig e0 1.1.1.2 netmask 255.255.255.0 partner el
ifconfig e4a partner el
ifconfig e4b partner e2

Requirements for using clusters and IPspaces




Case studies for IPspaces

How SSPs use
IPspaces

How an enterprise
uses IPspaces

SSPs typically provide storage services to customers of different companies who
have the following specifications:

¢ They use the private address space, such as 10.0.0.0, for their intranet.

¢ They want a dedicated connection from the storage appliance at the SSP
premises to their intranet.

¢ They want to ensure that the storage appliance is accessible only to the users
they authorize.

Using the IPspace solution available on the filers, the SSP sets up an IPspace per
customer, thus creating independent routing domains on a single filer.
Additionally, the SSP uses either physical interfaces or VLAN tags to securely
forward traffic to appropriate vfilers. This approach

¢ Is cost effective
¢ Scales well

¢ Provides easy maintenance and monitoring

In an enterprise, the IT organization might have to maintain separate filers for
each organization of the enterprise. As in the SSP approach, dedicating filers on
an organizational basis can not only be expensive but also difficult to maintain.
Setting up vfilers on a per-organization basis solves the problem. However,
distinct IPspaces for these vfilers are usually not required. Because there is
usually a level of trust between different organizations of the enterprise, network
access to the various vfilers does not need to controlled. Therefore, all vfilers can
belong to the default IPspace.

IPspaces can be used in an enterprise setup as well if there is a need to route
traffic from different vfilers using different default routes.
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Managing IPspaces on a filer

Command for
managing IPspaces

For detailed
information

54

You manage IPspaces on a filer using the ipspace command. This command
enables you to create, assign interfaces to, destroy, and list IPspaces on a filer.

For detailed information about how to perform specific tasks using the ipspace
command, see the following topics:

¢ “Creating an IPspace” on page 55

¢ “Listing IPspaces on a filer” on page 56

¢ “Assigning an interface to an IPspace” on page 57
¢ “Destroying an IPspace” on page 59

Managing IPspaces on a filer



Managing IPspaces on a filer
Creating an IPspace

Guidelines for The following guidelines apply to creating an IPspace on a filer:

creating an IPspace 4

You can create up to 10 IPspaces per filer.

¢ You can use an alphanumeric string, 1 to 31 characters long, as the IPspace
name.

¢ All IPspace names you create on a filer must be unique. However, the
[Pspace names on cluster partners must be the same.

Creating an IPspace To create an IPspace on a filer, complete the following step.

Step

Action

1

Enter the following command:
ipspace create ipspacename

ipspacename is the IPspace name that you want to create.

Example: You can create an ipspacel IPspace on a filer using the
following command:

ipspace create ipspacel
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Managing IPspaces on a filer
Listing IPspaces on a filer

Listing IPspaces

56

To list all IPspaces and the interfaces that are assigned to each [Pspace, complete
the following step.

Step

Action

1

Enter the following command:

ipspace list

Example: If you enter the ipspace 1ist command on a filer that
has three nondefault IPspaces, you see the following output:

Number of ipspaces configured: 4

default-ipspace (e3 1lo)
ipspacel (e2d)

ipspace? (e2c)

ipspace3 (el0 e2b sf_vif)
Note

In the preceding output, although loopback interface (10) is shown in
the default IPspace, all IPspaces support loopback traffic. The
loopback traffic of each IPspace is completely isolated from the other
IPspaces.

Managing IPspaces on a filer



Managing IPspaces on a filer
Assigning an interface to an IPspace

Requirement for
assigning an
interface

Removing an IP
address from an
interface

The interface you assign from one IPspace to another must not have an IP address

configured on it.

To remove an IP address from an interface, complete the following steps.

Step | Action

1| 1f..

Then...

The interface is currently
configured with an IP address
that belongs to a vfiler in a
nondefault IPspace

Remove the IP address configured
for the interface from the vfiler.

For more information about
removing an IP address from a
vfiler, see “Changing resources for
vfilers” on page 22.

You are done.

The interface is in the default
IPspace

Go to Step 2.
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Step | Action

If... Then...
The interface is configured 1. Enter the following command
with an [P alias to remove the IP alias:

ifconfig interface -alias
address

interface is the name of the
interface.

addpress is the TP address
configured for the alias.

2. Goto Step 2.

The interface is not Go to Step 2.
configured with an IP alias

2 | Enter the following command to remove the IP address:

ifconfig interface 0.0.0.0

interface is the name of the interface from which you want to remove

the IP address.
Assigning an To assign an interface to an [Pspace, complete the following step.
interface to an
IPspace Step | Action

1 | Enter the following command:
ipspace assign ipspacename interface-name

ipspacename is the IPspace name to which the interface will be
assigned.

interface-name is the name of the interface to be assigned.

You can assign only one interface at a time.
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Managing IPspaces on a filer

Destroying an IPspace

Destroying To destroy an IPspace, complete the following steps.
IPspaces
Step | Action
1 | Make sure that there are no network interfaces or vfilers associated

with the IPspace you want to destroy.

Read “Listing IPspaces on a filer” on page 56 to identify any
interfaces associated with the IPspace you want to destroy. Read
“Managing IPspaces on a filer” on page 57 to assign network
interfaces to another IPspace.

Read “Displaying vfiler status” on page 32 and “Destroying a vfiler”
on page 29 for procedures to identify any vfilers associated with the
IPspace and to destroy those vfilers.

Enter the following command:

ipspace destroy ipspacename

ipspacename is the IPspace name to be destroyed.
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Creating a vfiler in a nondefault IPspace

Guidelines for
creating a vfiler in a
nondefault IPspace

Creating a vfilerina
nondefault IPspace

60

When creating a vfiler in a nondefault IPspace, you need to meet the same
prerequisites and follow the same guidelines as you would when creating a vfiler
in the default IPspace. For more information about the prerequisites and
guidelines, see “Planning for vfiler creation” on page 12.

To create a vfiler in a nondefault IPspace, complete the following steps.

Note
You must follow these steps to configure IP addresses to be used by vfilers in
nondefault [Pspaces. Make sure you use the -n option to the vfiler create
command, and do not use the setup command to specify IP addresses for
interfaces assigned to different IPspaces. The setup command (which runs
automatically after vfiler create unless you use the -n option) does not allow
duplicate IP addresses even if they are for interfaces in different IPspaces.

Step | Action

1 | To create an IPspace, complete the steps in “Creating an [Pspace” on
page 55.

2 | To assign an interface to be used by the vfiler in the newly created
IPspace, complete the steps in “Assigning an interface to an [Pspace”
on page 57.

3 | To verify that each interface to be used by the vfiler is ready to be
configured, complete the steps in “Ensuring that the network interface
is ready” on page 15.

Creating a vfiler in a nondefault IPspace



Step

Action

To create the vfiler, enter the following command:

vfiler create vfiler name -n -s ipspace -i ip address [ -i
ip address ] ... path [ path ] ...

ipspace is the IPspace in which the vfiler IP addresses reside.
ip_address is an IP address.

path is the complete path name to an existing volume or qtree. The
first path name is the storage unit that contains the /etc directory,
which contains the configuration information about the vfiler.

Example: The following command creates a vfiler named vfiler] in
the IPspace named ipspacel, using the IP address 123.123.123.123
and the /vol/voll volume as resources:

viiler create vfilerl -n -s ipspacel -i 123.123.123.123
/vol/voll

For each IP address used by the

vfiler that is... Go to...
An IP alias Step 6.
A base IP address Step 7.

Enter the following command to create the IP alias:
ifconfig interface alias address

If the interface to which you are assigning the alias is currently down,
go to Step 7. Otherwise go to Step 8.

Use the ifconfig command to configure the interface as Up with the
IP address you specified in Step 4.

Continue with Step 8.
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Step

Action

To modify the routing table for the vfiler, enter the following
command:

vfiler run vfiler name route add destination
Example: The following example adds a route to the routing table
used by the vfiler named vfilerl:

vfiler run vfilerl route add 123.123.123.124

For each interface used by the vfiler, add the following to the /etc/rc
file on the hosting filer:

¢ Anifconfig command to configure the interface as Up, with the
address specified in Step 4

¢ The route command you entered in Step 8

This configures the interfaces as Up, and enforces the route
commands, across reboots.

10

If the hosting filer is part of a cluster, edit the /etc/rc file on each
cluster partner to ensure that each interface the vfiler uses has a partner
interface defined for it.

Creating a vfiler in a nondefault IPspace



File Access Using NFS and CIFS 4

About this chapter This chapter provides information you need for preparing the vfiler for NFS and

CIFS.
Topics in this This chapter discusses the following topics:
chapter ¢ “How to specify path names for NFS exports or CIFS shares” on page 64

¢ “Preparing the vfiler for NFS” on page 65
¢ “Preparing the vfiler for CIFS” on page 66
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How to specify path names for NFS exports or CIFS shares

Path names for NFS  When you specify a path to export to NFS clients or to share with CIFS clients,

exports and CIFS use the complete path name.

shares

Example of a path Suppose a vfiler named vfilerl uses the /vol/voll volume for storage. To export
for an NFS export the home directory at the root of this volume to the clients of vfilerl, use

/vol/voll/home in the /etc/exports file or in the exportfs command.

Example of a path Suppose a vfiler named vfiler1 uses the /vol/voll volume for storage. To offer the
for a CIFS share home directory at the root of this volume as the HOME share, specify
/vol/voll/home as the path name for the HOME share.
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Preparing the vfiler for NFS

When to use this
section

Starting the NFS
protocol

Exporting all file
systems in
letc/exports

If you use the default form of the vfiler create command, you are prompted

for NFS setup information as soon as the vfiler has been created. At the end of
the setup NFS is running (if NFS is licensed on the physical filer). Use this

section only if you need to start NFS manually.

To start NFS, complete the following step.

Step

Action

1

Do one of the following:
¢ From the vfiler, enter the following command:
nfs on
¢ From the hosting filer, enter the following command:

vfiler run vfiler name nfs on

Result: The NFS protocol server starts running on the vfiler.

To export all paths in the /etc/exports file, complete the following step.

Step

Action

1

Do one of the following:

¢ From the vfiler, enter the following command:
exportfs -a

¢ From the hosting filer, enter the following command:
vfiler run vfiler name exportfs -a

¢ From a vfiler client that is allowed to connect to the vfiler
through rsh, enter the following command:

rsh vfiler name exportfs -a
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Preparing the vfiler for CIFS

Different methods
of CIFS
management

Tasks that can be
performed only on
the hosting filer

No per-vfiler limit
with CIFS

About local user
accounts for vfilers

66

From the hosting filer, you can use the vfiler run command format to issue
cifs commands for vfilers. From the vfilers, you use User Manager or Server
Manager to manage user accounts and shares. The cifs command is not
available through rsh.

Server Manager does not perform all the functions of the following cifs shares
-add and cifs shares -change commands. You can execute these commands
only from the vfiler command line (by means of the vfiler context command;
see “Executing commands and setting options for vfilers” on page 34 for more
information) or from the hosting filer (by means of the vfiler run command):

& ccifs shares -add -forcegroup group_name

& ccifs shares -add share name pathname -nosymlink_ strict_security

& cifs shares -add -widelink

¢ cifs shares -add -novscan

& cifs shares -add -novscanread

& cifs shares -change share_name { -forcegroup group_name | -
noforcegroup }

& cifs shares -change share_name { -symlink_strict_security | -
nosymlink_strict_security }

& ccifs shares -change share_name { -widelink | -nowidelink }

& cifs shares -change share_name { -vscan \ -novscan }

& ccifs shares -change share_name { -vscanread | -novscanread }

Data ONTAP does not limit the number of users, shares, open files, and locked
files on a per-vfiler basis.

From the hosting filer, you can use the useradmin command to create local
accounts for CIFS users of each vfiler. Each vfiler supports up to 96 local user
accounts.

Preparing the Vfiler for CIFS



Disk Space Management Using Quotas 5

About this chapter This chapter describes how to restrict and track the disk space and number of
files used by a user, group, or qtree on a vfiler.

Topics in this This chapter discusses the following topics:
chapter “Understanding quotas” on page 68
“Turning quotas on and off”” on page 69

“How to resize quotas” on page 71

“Displaying quota status” on page 73

L 2
L 4
L 2
¢ “Understanding the /etc/quotas file” on page 72
L 2
¢ “Understanding quota reports” on page 74

L 2

“Messages from exceeded quota thresholds and soft quotas” on page 76
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Understanding quotas

Types of quotas
supported on vfilers

Who manages
quota
specifications?

68

You can apply the same types of quotas—user, group, and tree quotas—on vfilers
as you can on a filer.

The vfiler administrator specifies the size of each quota in the vfiler’s /etc/quotas
file. That is, the vfiler administrator tracks and limits the amount of disk space
and the number of files each user, group, or qtree uses.

Exception: If a qtree owned by the vfiler resides on a volume owned by the
hosting filer, you, the hosting filer administrator, can also specify a quota for the
qtree in the hosting filer’s /etc/quotas file. The following example shows how the
tree quota on the hosting filer affects a vfiler qtree:

Suppose the /vol/voll/qtreel gtree is a storage unit of the vfiler, and the /vol/voll
volume is owned by the hosting filer.

In the /etc/quotas file of the vfiler, the vfiler administrator specifies that this qtree
is limited to 20 GB of disk space. In the /etc/quotas file of the hosting filer, you
can specify the disk space limit for the gtree to be 10 GB. This means that if
quotas are turned on from the hosting filer for the /vol/voll volume, the gtree
cannot exceed the limit in either /etc/quotas file, whichever is lower. In this
example, the gtree cannot exceed 10 GB.
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Turning quotas on and off

How turning quotas
on and off affects
vfilers

Who can turn
quotas on and off?

Prerequisite for
turning quotas on
and off

Effects of disabling
quotas

Enabling or
disabling quotas for
a volume

Chapter 5: Disk Space Management Using Quotas

You can turn quotas on and off on a per-volume basis for a vfiler. After you turn
quotas on for a particular volume, Data ONTAP initializes quotas for the storage
units residing on the volume, which are owned by the vfiler.

Hosting filer administrators and vfiler administrators can turn quotas on and off
for a volume as long as they own some storage space in the volume. For example,
from the hosting filer, you can turn quotas on for the /vol/voll volume if vfiler0,
which is the hosting filer, owns some storage space in the volume.

You can turn quotas on and off for a volume from a vfiler regardless of how the
quota status for that volume is set from other vfilers, including vfiler0. For
example, if vfiler] owns the /vol/voll/qgtreel gtree and the hosting filer owns the
rest of the /vol/voll volume, you can turn quotas on and off from vfilerl for the
volume regardless of whether the hosting filer has quotas on or off for the same
volume.

On a filer licensed for vfilers, you must enable quotas for a volume before you
can turn quotas on and off for the volume. By default, quotas are enabled on all
volumes.

Only hosting filer administrators can enable or disable quotas for a volume.

Disabling quotas on a volume has these effects on all vfilers that have storage
units in the volume:

¢ If quotas are currently off, you or the vfiler administrator cannot turn quotas
on for that volume.

¢ If quotas are currently on, they are turned off immediately and they cannot
be turned on.

To enable or disable quotas for a volume, complete the following step.
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Step | Action

1 | Enter the following command:

quota allow | disallow volume

Result: After you enter the quota allowcommand, you can turn on
quotas for the specified volume from a vfiler.

After you enter the quota disallowcommand, vfilers are prevented
from turning quotas on for the specified volume. If currently there
are vfilers that have quotas on for the volume, quotas are turned off
immediately for those vfilers.

Turning quotas on To turn quotas on or off for a volume from a vfiler, complete the following step.

or off from a vfiler

Step | Action

1 | If you manage the
vfiler from...

Then...

The hosting filer

Enter the following command:

vfiler run vfilertemplate quota on |
off volume

The vfiler

Enter the following command through an
rsh connection to the vfiler:

quota on | off volume
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How to resize quotas

Method to resize You resize quotas on the vfiler in the same way as you resize quotas on a filer.
quotas

Which quota When you enter the quota resize command from a vfiler to resize quotas for a
records are volume, only the quota records for the vfiler are adjusted.

adjusted?

If the vfiler consists of gtrees, you can resize the quotas for this volume without
turning quotas off and on for the entire volume.
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Understanding the /etc/quotas file

Format of the
letc/quotas file

Where user and
group quotas take
effect

72

The format of the /etc/quotas file for a vfiler is the same format as for a filer. All
path names in the file are complete path names.

For each user or group quota, you can specify in the Type field the gtree or
volume in which the quota takes effect. You can specify only gtrees and volumes
that are owned by the vfiler.

If you omit the path name in the Type field, the quota takes effect in the filer’s
root volume when quotas are turned on for the root volume.

Recommendation: A vfiler administrator should specify a path name in the
Type field even though the quota is for a user or group in the filer’s root volume.
This ensures that the quota remains applicable even after you change the root
volume to a different volume.

Understanding the /etc/quotas file



Displaying quota status

Volumes for which You can display quota status for any volume on which your vfiler owns storage

you can display space.
quota status

Displaying quota To display quota status, complete the following steps.

status

Step

Action

1

If you manage the vfiler
from...

Then...

The hosting filer Enter the following command:
vfiler run vfilertemplate quota
The vfiler Enter the following command through

an rsh connection to the vfiler:

quota

Result: The command displays quota status information about all
volumes in which the vfiler owns storage space. The following
messages are sample messages in the command output:

vol0: quotas are on.
voll: quotas are off.

vol2: quotas are disabled.

Chapter 5: Disk Space Management Using Quotas
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Understanding quota reports

About quota reports
for vfilers

About quota reports
for the hosting filer

How the filer’s tree
quota affects the
vfiler’s quota report

74

A quota report contains information for the vfiler from which you enter the quota
report command.

Example: The /vol/voll volume contains two qtrees, one owned by vfiler] and
the other owned by vfiler2. When you display the quota report for vfilerl, only
the quota information pertaining to vfilerl is shown. No information about the
gtrees owned by vfiler2 or the hosting filer is included in the quota report.

When you display a quota report for a hosting filer, it shows

¢ The disk space and the number of files owned by the quota targets in
volumes and qtrees that do not belong to vfilers other than vfiler0.

¢ The disk space and the number of files in gtrees owned by other vfilers but
that are restricted by tree quotas specified in the filer’s /etc/quotas file.
Information about users and groups in these qtrees, however, is not shown.

The K-Bytes and Files fields include the limits for disk space and number of files
in a gtree. However, if a qtree owned by a vfiler is restricted by the tree quota
specified in the filer’s /etc/quotas file, the K-Bytes and Files fields in the vfiler’s
quota report might not reflect the limits that are in effect for these reasons:

¢ If the vfiler does not impose a tree quota on the qtree, the quota report does
not include an entry for the gtree, although the qtree is restricted by the tree
quota imposed by the filer.

¢ If the vfiler imposes a tree quota on the gtree, the K-Bytes and Files fields in
the quota report reflect the limits specified in the vfiler’s /etc/quotas file,
although the qtree is restricted by the tree quota imposed by the filer.

Example: The /vol/voll/qtreel gtree is owned by vfilerl. Suppose the filer’s
/etc/quotas file specifies that this gtree can use up to 100 GB of disk space, and
the vfiler’s /etc/quotas file specifies that this gtree can use up to 150 GB of disk
space. When you display a quota report for vfilerl, the entry for qtreel shows
that the maximum amount of disk space allowed is 150 GB, even though qtreel is
actually limited by the more restrictive quota, which is 100 GB.
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Command for The quota report command syntax for a vfiler is the same as the syntax for a
displaying vfiler filer, except that it also takes the -v argument. If you use the quota report -v

names in the quota  command, the report displays the vfiler name before the Quota Specifier field.
report
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Messages from exceeded quota thresholds and soft quotas

Where quota If a quota threshold or soft quota defined on a vfiler is exceeded, a warning
warning messages message is logged to the filer console.

are sent

Example of the The following example is a warning message generated by when a quota
warning message threshold is exceeded:

[vfilerl@quota.softlimit.exceeded:notice]: Threshold exceeded for
tree 3 on volume voll for vfiler “vfilerl”
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Disaster Recovery and Data Migration 6

About this chapter This chapter covers two distinct but similar sets of tasks: preparing a disaster-
recovery, or backup, vfiler (and activating it if a disaster occurs); and moving a
vfiler from one physical filer to another (for example if you are replacing an old
filer with a new one). Moving a vfiler is sometimes called “migration.”

Topics in this This chapter covers the following topics:
chapter “Understanding disaster recovery and data migration” on page 78
“How to create and activate a disaster-recovery vfiler” on page 79
“How to move a vfiler” on page 80

“Preparing the destination filer” on page 81
“Creating the disaster-recovery vfiler” on page 95

“Activating the disaster-recovery vfiler” on page 98

L 4
L 4
L 4
L 4
¢ “Storage and network checklists” on page 92
L 4
L 4
¢ “Reactivating the original vfiler” on page 100
L 4

“Moving the vfiler” on page 107
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Understanding disaster recovery and data migration

Similarities between
disaster recovery
and data migration

Differences
between disaster-
recovery and data
migration

78

Although the reasons for preparing a disaster-recovery vfiler are quite different
from the reasons for moving or migrating a vfiler, many of the tasks involved are
similar. In both cases you need to take inventory of the source vfiler and make
sure the destination filer has the storage capacity and characteristics, and the
network connectivity, to host what will be as nearly as possible an exact copy of
the original vfiler. Then in both cases you use a small set of vfiler commands to
actually create the new vfiler, populate it with the original vfiler’s data, and
prepare its connections to the network.

What the procedures do and do not cover: In both cases, the procedures
that follow help you not only to move or copy the data (via SnapMirror), but also
to configure all of the networking needed to serve the data. But they do not cover
adjustments on the client side (for example, mounts onto a Solaris or Windows
host). You will need to work closely with the administrators of those systems and
with your network administrator to make those adjustments.

Note
A SnapMirror license is required on both the source and destination filers.

After the new vfiler has been created, the states of the source and destination
vfilers depend on how you will use the new vfiler.

¢ If you are preparing a disaster-recovery vfiler:

< The original (source) vfiler remains intact and continues to serve data to
its clients.

%  The new (destination) vfiler is inactive, and its IP addresses remain
unconfigured, until you activate it in the case of a disaster that destroys
or incapacitates the original vfiler.

¢ If you are moving (migrating) a vfiler:
% The original (source) vfiler is destroyed after the migration is complete.

< The new (destination) vfiler becomes active and begins serving data as
soon as the migration is complete.

Understanding disaster recovery and data migration



How to create and activate a disaster-recovery vfiler

When to use this Use the procedures listed in this section if you want to create a backup copy of a
section vfiler (both the data and the vfiler configuration) for disaster-recovery purposes.

The procedures assume that the original vfiler will remain intact and running
unless a disaster puts it out of action. If you want to destroy the original vfiler
after the new vfiler is up and running, follow the procedures listed under “How to
move a vfiler” on page 80 instead.

What to do Before a disaster: To create a disaster-recovery vfiler, follow this process.
Stage | Description
1 | Qualify and prepare the destination filer.

Perform the “Storage checks and actions” on page 81 and the
“Network checks and actions” on page 84.

Create the disaster-recovery vfiler.

See “Creating the disaster-recovery vfiler” on page 95.

After a disaster: After a disaster has occurred, and the original vfiler is
destroyed, incapacitated, or unreachable, follow this process.

Stage

Description

Activate the disaster-recovery vfiler.

See “Activating the disaster-recovery vfiler” on page 98.

To reactivate the original vfiler after the damage caused by the
disaster has been repaired, follow directions under “Reactivating the
original vfiler” on page 100.
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How to move a vfiler

When to use this
section

What to do

80

Use this section if you want to move a vfiler (that is, the data and the vfiler
configuration) from one NetApp appliance to another, for example from a filer
that is overloaded to one that has spare capacity, or from an old filer to a new one.
This is sometimes called “migrating” a vfiler.

The procedures assume that you want to destroy the original vfiler once the new
vfiler is up and running. If you want to leave the original vfiler intact and create a
backup copy of it for disaster-recovery purposes, use the procedures listed under
“How to create and activate a disaster-recovery vfiler” on page 79 instead.

To move a vfiler, follow this process.

Stage Description

1 | Qualify and prepare the destination filer.

Perform the “Storage checks and actions” on page 81 and the
“Network checks and actions” on page 84.

2 | Move the vfiler.

See “Moving the vfiler” on page 107.

How to move a vfiler




Preparing the destination filer

When to use this Perform the “Storage checks and actions” that follow and the “Network checks

section and actions” on page 84 whenever you intend to replicate a vfiler, whether you

are moving the vfiler or preparing a disaster-recovery vfiler.

Storage checks and  Perform the following checks, and the accompanying actions if necessary, before
actions moving (migrating) a vfiler or setting up a disaster-recovery vfiler. Photocopy the

worksheet that follows this section and fill out the storage items as you go along.

Step

Action

Check that the destination filer has enough storage space to hold
the source vfiler’s volumes.

On the source filer, use the vfiler status -r command to see
what volumes the vfiler is using. Then use the df command on
each of those volumes to check how much space is being used. The
destination volumes must have at least that much free space; run df
on the destination filer to check.

Fill in the df results on the worksheet.

Note

If the source and destination filers use different-sized disks and
have different block sizes, you will need to adjust the df numbers
accordingly.

Chapter 6: Disaster Recovery and Data Migration
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Step | Action
2| If.. Then...
There is enough space on the Continue with Step 3.
destination volumes
There is not enough space a. If necessary, install new disk
shelves.
b. Use the vol add command
to add new disks to the
destination volumes.
3 | Check to see if the destination filer has the same volume structure
as the source.
The volumes to be used by the destination vfiler must have the
same path names as those used by the source vfiler.
4| If... Then...
The destination filer has Continue with Step 5.
volumes whose path names
match those used by the source
vfiler
The destination filer does not Use the vol create command
have matching volume path on the destination filer to create
names volumes whose names match
those being used by the source
vfiler, or vol rename to rename
a volume.
5 | Check to see if there are gtrees in the destination volumes whose

names match those of gtrees in the source volumes.

The migration process uses SnapMirror, which will replicate gtree
names from the source to the destination volume, so these names
should not already exist on the destination.

Preparing the destination filer




Step | Action
6 | If... Then...
There are gtrees in the Delete the matching gtrees in
destination volumes whose the destination volumes.
names match those of qtrees in .
To remove a qtree, delete it
the source volumes .
from a client as you would a
directory or folder.
There are no matching qtree Continue with Step 7.
names in the destination
volumes
7 | Check to see if quotas are being enforced from the hosting filer.
Quotas enforced from the vfiler will be copied to the new vfiler,
but quotas enforced from the hosting filer will not.
To see where quotas are being enforced from, enter the command
quota report
from the hosting filer.
8 | If... Then...
The output of the quota a. Print out a copy of the filer’s
report command shows that quota file: /vol/volO/etc/quotas.
qu.otas for qt.rees used by the b. Copy the relevant entries into
vfiler are being enforced from T
the hostine fil the destination filer’s
¢ nosting trer /vol/volO/etc/quotas file.
No quotas for gtrees used by Continue with Step 9.
the vfiler are being enforced
from the hosting filer
9 | Continue with “Network checks and actions” on page 84.
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Network checks
and actions

84

Perform the following checks, and the accompanying actions if necessary, before
moving (migrating) a vfiler or setting up a disaster-recovery vfiler. Photocopy the
worksheet that follows this section and fill out the network items as you go along.

Step

Action

1

Check to see if the destination vfiler can take over the source
vfiler’s IP addresses.

Use the command ifconfig -a on the source vfiler and on the
destination filer to display information about all their network
interfaces.

You can reuse the source IP addresses and aliases on the
destination vfiler if the destination vfiler will be on the same
subnet as the source vfiler.
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Step

Action

If...

Then...

The source and destination
filers are on the same subnet

Note

This is the default case assumed
by the vfiler migrate
command.

Continue with Step 3.

They are on different subnets

a. Obtain as many new IP
addresses for the destination
vfiler as are in use on the source
vfiler.

Note

You may need to replicate
subnet-separation arrangements
that exist on the source vfiler.
For example the source vfiler
may use one [P address for a
service network and another for
an administration network.

b. Make a note of the new IP
addresses on the worksheet.
The vfiler dr configure
command will prompt you for
these addresses; see “Creating
the disaster-recovery vfiler” on
page 95.

The vfiler migrate command
will also prompt you for these
addresses, but you may then
need to run setup on the
destination vfiler. See “If you
have moved the vfiler to a
different subnet or Windows
domain” on page 109.
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Step

Action

3 | Check whether the source vfiler uses the default IPspace.
Use the command ipspace list on the source vfiler to display
information about IPspaces and the interfaces assigned to them.
For more information about IPspaces, see Chapter 3 on page 45.
4| If... Then...
ipspace list reports Continue with Step 5.
default-ipspace
ipspace list reports a. Use the command ipspace
something other than default- | create ipspacename to create
ipspace a corresponding IPspace with
the same name on the
destination filer.
b. Use the command ipspace
assign ipspacename
interfacename to assign
physical interfaces to the
IPspace. These interfaces must
all be attached to the same
physical network.
5 | Check to see if the destination vfiler will have access to the same

NIS servers as the source.

Note

You can skip this check if the source and destination vfilers are on

the same subnet.

Use the command nis info on the source vfiler to see what NIS
servers are available to it. (The ypwhich command shows which
server the filer is currently bound to.)
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Step

Action

If...

Then...

The destination vfiler can use
the same NIS servers as the
source vfiler

Note

This is the default case assumed
by the vfiler migrate
command.

Continue with Step 7.

The destination vfiler cannot
use same NIS servers

a. Find out which NIS servers
are available to the destination
filer.

b. Make a note of the IP
addresses of those servers on
the worksheet.

The vfiler dr configure
command will prompt you for
these addresses; see “Creating
the disaster-recovery vfiler” on
page 95.

The vfiler migrate command
will not prompt you for these
addresses. If you move a vfiler
to a different subnet, you may
need to run setup on the
destination vfiler. See “If you
have moved the vfiler to a
different subnet or Windows
domain” on page 109.
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Step

Action

Check to see if the destination vfiler will have access to the same
DNS servers as the source.

Note
You can skip this check if the source and destination vfilers are on
the same subnet.

Use the command dns info on the source vfiler to see what DNS
servers are available to it.
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Step | Action
8| 1t.. Then...

The destination vfiler can use Continue with Step 9.

the same DNS servers as the

source vfiler

Note

This is the default case assumed

by the vfiler migrate

command.

The destination vfiler cannot a. Find out which DNS servers

use the same DNS servers are available to the destination
filer.
b. Make a note of the IP
addresses of those servers on
the worksheet.
The vfiler dr configure
command will prompt you for
these addresses; see “Creating
the disaster-recovery vfiler” on
page 95.
The vfiler migrate command
will not prompt you for these
addresses. If you move a vfiler
to a different subnet, you may
need to run setup on the
destination vfiler. See “If you
have moved the vfiler to a
different subnet or Windows
domain” on page 109.

9 | Check to see if the destination vfiler will have access to the same
WINS servers and the same Windows security network as the
source.
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Step | Action
10 | 1f... Then...

The destination vfiler can use Continue with Step 11.

the same WINS servers and

Windows security network as

the source vfiler

The destination vfiler cannot a. Find out the name and type

use the same WINS servers and | (Windows NT 4 or Windows

Windows security network 2000) of the domain the
destination vfiler will be in.
b. Make a note of this
information on the worksheet.
When you activate the disaster-
recovery vfiler, you will need to
configure it into the new
domain. See “Activating the
disaster-recovery vfiler” on
page 98.
If you move a vfiler into a
different domain, you will need
to configure it into the new
domain. See “If you have
moved the vfiler to a different
subnet or Windows domain’ on
page 109.

11 | Check to see if the destination vfiler can use the same trusted host

for vfiler administration as the source vfiler.
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Step

Action

12

If...

Then...

The destination vfiler can use
the same trusted host as the
source vfiler

You are done.

The destination vfiler cannot
use the same trusted host

a. Find out the name of the new
trusted host.

b. Make a note of this
information on the worksheet.

You will need to configure the
new trusted-host information
after configuring the disaster-
recovery Vfiler, or after moving
the vfiler. See “Creating the
disaster-recovery vfiler” on
page 95 or “If you have moved
the vfiler to a different subnet
or Windows domain” on

page 109.
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Storage and network checklists

How to use these
checklists

92

It’s a good idea to photocopy the checklists on this page and the next page and fill
them out as you go through the checks earlier in this section. (By photocopying
them you will keep the originals clean for next time.)

STORAGE CHECKLIST:

How much disk space is used and available on the volumes? (See Step 1 of the
“Storage checks and actions” on page 81.)

df of source filer’s volumes:

df of destination filer’s volumes:

Have you added a sufficient number of disks to the destination volumes if
necessary? (See Step 2 of the “Storage checks and actions”.)

Do the pathnames of the source and destination volumes match? (See Step 4 of
the “Storage checks and actions”.)

If you are managing qtree-based vfilers, is each destination volume free of gtree
names that duplicate source gtree names? (See Step 6 of the “Storage checks and
actions™.)

Have you copied filer-based quota information from the source to the destination
filer’s /etc/quotas file if necessary? (See Step 8 of the “Storage checks and
actions™.)

Storage and network checklists



NETWORKING CHECKLIST:

Are there enough IP addresses available for the vfiler on the destination network?
(See Step 2 of the “Network checks and actions” on page 84.)

old interface: new interface:
old interface: new interface:
old interface: new interface:
old interface: new interface:

Check syntax carefully; interface names are case-sensitive.

Have you gathered all the authority servers? (See Step 5 through Step 10 of the
“Network checks and actions™.)

old NIS domain: new NIS domain:
old NIS IP addr: new NIS IP addr:
old NIS IP addr: new NIS IP addr:
old DNS domain: new DNS domain:
old DNS IP addr: new DNS IP addr:
old DNS IP addr: new DNS IP addr:
old DNS IP addr: new DNS IP addr:
old WINS IP addr: new WINS IP addr:
old WINS IP addr: new WINS IP addr:

old NT domain type: NT4  W2K
old domain name (FQDN and NetBIOS):

new NT domain type: NT4  W2K

new domain name (FQDN and NetBIOS):

Can you use the same trusted host for vfiler administration? (See Step 12 of the
“Network checks and actions”.)

old trusted host name: new trusted host name:
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What to do next When you have finished the preparation, you are ready to create the destination
vfiler.

¢ If you are preparing a disaster-recovery vfiler, follow directions under
“Creating the disaster-recovery vfiler” on page 95.

In this case the original vfiler remains intact and running.

¢ If you are moving a vfiler from one physical filer to another, follow
directions under “Moving the vfiler” on page 107.

In this case, the original vfiler is destroyed after it has been replicated on the
destination filer.
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Creating the disaster-recovery vfiler

Before you start Before you begin creating the disaster-recovery vfiler, make sure the following
are true:

1 4

You have performed all the preparation steps listed under “Storage checks
and actions” on page 81 and “Network checks and actions” on page 84.

¢ SnapMirror is licensed and enabled on both the source and the destination
filer.

¢ The source and destination filers can communicate with each other over the
network (for example by means of DNS lookup or entries in /etc/hosts).

¢ The source filer can communicate with the destination filer via the rsh
command.

¢ If any of the source qtrees or volumes contain virtual disks, the destination
filer is running a version of Data ONTAP that supports virtual disks.

¢ You know the source filer’s administrative ID and password.

Creating the vfiler To create the disaster-recovery vfiler, perform the following steps.

Step | Action

1 | On the destination filer, enter the command

vfiler dr configure source_vfiler @ source filer

2 | Respond to the login prompt with a valid administrative ID and
password for the source filer.

3 | Respond to the IP address and binding prompts, using the
addresses you entered on the “new interface” lines on the
worksheet.

4 | Respond to the NIS and DNS server prompts, using the addresses
you entered under “New NIS addr” and “New DNS addr” on the
worksheet.
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Step

Action

Monitor progress by means of the following command:

vfiler dr status source_vfiler @ source filer

Note

The viiler dr configure command may take some time to
complete, especially if a source qtree has many millions of inodes.

When the vfiler dr status command reports all the storage units
of the source vfiler as snapmirrored, proceed to the next step.

Note

The disaster-recovery vfiler now exists, but has not been started.
See “What the vfiler dr configure command does” on page 97 for
more information.

If you copied quota information into the destination filer’s
/etc/quotas (see Step 8 of “Preparing the destination filer” earlier in
this chapter) activate the quotas on that filer. For each volume you
are activating quotas on, use the following command:

quota on volume

Edit the disaster-recovery vfiler’s /etc/hosts.equiv file, adding the
name of the trusted host for administering the disaster-recovery
vfiler. (This is the host name you entered on the worksheet as “new
trusted host.”)

Note

If the trusted host is a Windows system, or if it is a UNIX system
and the trusted user is not the root user, you need to add the user
name as well; for example, adminhost joe_smith

Add the path to the root volume and the name of the trusted host to
the disaster-recover vfiler’s /etc/exports file.

Example: /v01/vol0 access=adminhost, root=adminhost
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What the vfiler dr The vfiler dr configure command does the following:

configurecommand o

does
.

Checks that the destination filer is capable of receiving the source data.

Configures and runs SnapMirror to copy the data from the source to the
destination vfiler.

Saves the IP configuration information you supply (see Step 3 under
“Creating the vfiler” on page 95).

Saves the NIS and DNS server information you supply (see Step 4 under
“Creating the vfiler” on page 95).

Saves the quota information from the source vfiler’s /etc/quotas file.

Creates a special type of vfiler, known as a DR backup vfiler, on the
destination filer.

This vfiler is stopped and cannot be started except as described under
“Activating the disaster-recovery vfiler” on page 98. Before activation, the
vfiler will respond only to the vfiler status, viiler dr delete, and
viiler dr configure commands. You cannot use ifconfig to configure its
addresses.
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What activation
does
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To activate the vfiler in the event of a disaster, perform the following steps.

Step | Action

1 | On the destination filer, enter the following command:

vfiler dr activate source vfiler @ source filer

2 | To change the name of the Windows domain controller, use the
cifs prefdc command.

3 | To change the Windows WINS server, run cifs setup.

Note
If the Windows domain has changed, you may need to change the
permissions on the Windows data files to allow your users the
same access they had in the old domain.

4 | Make adjustments on the clients.

These include remounting volumes and qtrees.

The vfiler dr activate command does the following:

¢ Breaks the SnapMirror relationships between the source and destination
filers.

¢ Converts the vfiler into an ordinary vfiler that can be started and that
responds to all the commands vfilers support.

¢ Configures IP bindings on the destination vfiler according to the information
you provided to the vfiler dr configure command, adding the destination
IP information to the destination /etc/rc file. (Any IP information that
pertains only to the source vfiler is removed from the destination /etc/rc.)

¢ Configures the NIS and DNS servers according to the information you
provided to the vfiler dr configure command.

¢ Configures any quota information saved by the vfiler dr configure

command.
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Deleting the If you need to delete the disaster-recovery vfiler, you can do so, at any time after
disaster-recovery you have verified that the configuration process is complete, by running the
vfiler following command on the destination filer:

vfiler dr delete source vfiler @ source filer

This will also remove the SnapMirror relationships, and any other configuration
information related to the disaster-recovery vfiler, from the source vfiler.
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Reactivating the original vfiler

When to use this
section

Ways to reactivate
the original vfiler

100

Use this section when you want to bring the original vfiler back online after
repairing or replacing the original filer following a disaster.

How you do this depends on whether you have recovered the original filer, or are
bringing up a new filer as a replacement.

L 4

*

If you have recovered the original filer, follow instructions under “Ways to
reactivate the original vfiler” immediately following.

If you are bringing up a replacement filer, follow directions under
“Recreating the vfiler on a replacement filer” on page 104.

There are two ways to reactivate the original vfiler:

L 4

If the filer was not damaged but suffered only a temporary failure, and you
are comfortable using SnapMirror commands, follow the procedure
“Reactivating the vfiler using SnapMirror commands”.

This method is a little more complicated but involves less data movement.

If the filer was severely damaged, or you are not comfortable using
SnapMirror commands, follow the procedure “Reactivating the vfiler using
vfiler dr commands” on page 103.

This method is less complicated but involves more data movement.

Reactivating the vfiler using SnapMirror commands: To reactivate the
original vfiler on the original filer, perform the following steps.

Step | Action

1 | Boot the original filer and interrupt the boot process by pressing the
Del or Esc key while the memory self-test is in progress.

Note
If you don’t press the Del or Esc key in time, you can press Ctrl-C
when prompted later during the boot; then choose option 5
(maintenance mode); then enter halt.
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Step | Action

2 | Atthe OK prompt, set the no-vfiler-ips? variable as follows:
setenv no-vfiler-ips? true

This ensures that the filer does not try to bind IP addresses already
being used by the disaster-recovery vfiler. When the filer boots, the
original vfiler will come up and report as running, but will not accept
any read or write requests because all its interfaces will be
unconfigured.

3 | Resynchronize the mirrored volumes and qtrees.

For each volume and qtree owned by the original vfiler, enter the
following command on the original filer:

snapmirror resync -S disaster recovery filer:/pathname
production filer:/pathname

Example:

snapmirror resync -S drfiler:/vol/vfilerl/gtreel

prfiler:/vol/vfilerl/gtree

Troubleshooting: If the snapmirror resync command fails,
telling you that there are no matching snapshots, you have probably
accidentally deleted the snapshots that SnapMirror depends on. In
this case you need to initialize SnapMirror using the snapmirror
initialize command (see the na_snapmirror man page for details).
Then continue with the next step of this procedure, but skip Step 7
when you get there.

4 | Find out if the snapmirror.access option on the disaster-recovery
filer is set to legacy. Enter the following command on the disaster-
recovery filer:

options snapmirror
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Step | Action
5| If.. Then...
The options snapmirror Edit the file
command returns /etc/snapmirror.allow and add
snapmirror.access legacy the host name of the original
filer if it is not already there.
The options snapmirror Use the options snapmirror
command returns a list of host command to add the host name
names, and the name of the of the original filer.
original filer is not in the list
Example:
options snapmirror.access
host=fridge, toaster,prfiler
6 | Run setup on the disaster-recovery vfiler and unconfigure its IP
addresses.
7 | Update the data on the original vfiler.
For each volume and gtree owned by the original vfiler, enter the
following command on the original filer:
snapmirror update -S disaster recovery filer:/pathname
production filer:/pathname
Example:
snapmirror update -S drfiler:/vol/vfilerl/gtreel
prfiler:/vol/vfilerl/gtreel
8 | Stop SnapMirror transfers to the disaster-recovery vfiler.

For each volume and gtree owned by the original vfiler, enter the
following command on the original filer:

snapmirror quiesce pathname

Example:

snapmirror quiesce /vol/vfilerl/qgtreel

Note

This operation can take a long time. Use Ctrl-C to interrupt it if you

need to.
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Step | Action

9 | Check that all the paths are quiesced:

snapmirror status

The status column in the output should show each path as Quiesced.

10 | Break the SnapMirror relationship.

For each volume and gtree owned by the original vfiler, enter the
following command on the original filer:

snapmirror break pathname

Example:

snapmirror break /vol/vfilerl/gtreel

11 | On the original vfiler, run setup to configure the vfiler’s IP addresses
and configure the NIS and DNS servers.

12 | Destroy the disaster-recovery vfiler. On the disaster-recovery filer,
enter the following command:

vfiler destroy vfilername

vfilername is the name of the disaster-recovery vfiler.

13 | Recreate the disaster-recovery vfiler.

From the disaster-recovery filer, perform the procedure “Creating the
disaster-recovery vfiler” on page 95.

Reactivating the vfiler using vfiler dr commands: To reactivate the
original vfiler on the original filer, perform the following steps.

Step | Action

1 | Boot the original filer and interrupt the boot process by pressing
the Del or Esc key while the memory self-test is in progress.

Note
If you don’t press the Del or Esc key in time, you can press Ctrl-C
when prompted later during the boot; then choose option 5
(maintenance mode); then enter halt.
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Step | Action

2 | Atthe OK prompt, set the no-vfiler-ips? variable as follows:
setenv no-vfiler-ips? true

This ensures that the filer does not try to bind IP addresses already
being used by the disaster-recovery vfiler.

3 | Atthe OK prompt, enter boot .

4 | Destroy the original vfiler. Enter the following command on the
original filer:

vfiler destroy vfilername

vfilername is the name of the original vfiler.

5 | Follow the procedure for “Creating a replacement vfiler on the
original filer or its replacement” on page 104.

To recreate the original vfiler on a replacement filer, perform the following steps.

Step | Action

1 | Boot the replacement filer.

2 | Follow the procedure for “Creating a replacement vfiler on the
original filer or its replacement” on page 104.

Follow these steps to create a replacement vfiler on the original (production) filer
or its replacement. Perform this procedure only after completing the preparatory
steps under “Recreating the vfiler on a replacement filer” on page 104, or under

“Reactivating the vfiler using vfiler dr commands” on page 103.
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Step

Action

Prepare the new vfiler:

Perform the preparation steps under “Preparing the destination
filer” on page 81.

Note

Remember that you are performing these checks to inventory the
resources of the original filer or its replacement.

Create the new vfiler, following directions under “Creating the
vfiler” on page 95.

Note
Perform those steps on the original filer or its replacement.

After performing those steps, you have a production vfiler and a
backup vfiler, as you did before the disaster, but their roles are
reversed: the vfiler you have just created is now the backup, and
what was originally the disaster-recovery vfiler is still managing
the live data. This may or may not suit your needs.

¢ If you want to put things back the way they were before the
disaster, continue with the next step.

¢ If you don’t care about the roles of the two vfilers, you are
done.

Run setup on the disaster-recovery vfiler and unconfigure its IP
addresses.

Update the data on the new vfiler.

For each volume and qtree owned by the new vfiler, enter the
following command on the original filer or its replacement:

snapmirror update -S disaster recovery filer:/pathname
production filer:/pathname

Example:

snapmirror update -S drfiler:/vol/vfilerl/gtreel
prfiler:/vol/vfilerl/gtreel
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S | Activate the new vfiler, following directions under “Activating the
disaster-recovery vfiler” on page 98.

Note
Perform these steps on the original filer or its replacement.

6 | Destroy the disaster-recovery vfiler by entering the following
command on the disaster-recovery hosting filer:

vfiler destroy vfilername

vfilername is the name of the original vfiler

7 | Recreate the disaster-recovery vfiler.

From the original filer or its replacement, perform the procedure
“Creating the disaster-recovery vfiler” on page 95.
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Moving the vfiler

Before you start Before you begin the migration, make sure the following are true:

1 4

L 4

You have performed all the preparation steps listed under “Storage checks
and actions” on page 81 and “Network checks and actions” on page 84.

SnapMirror is licensed and enabled on both the source and the destination
filer.

The source and destination filers are on the same subnet.

Note
If the filers are not on the same subnet, you will need to run setup (and cifs

setup if necessary) on the new vfiler after the migration, to configure
authority servers as specified on your worksheet. See “If you have moved
the vfiler to a different subnet or Windows domain” on page 109 for details.

The source and destination filers can communicate with each other over the
network (for example by means of DNS lookup or entries in /etc/hosts).

The source filer can communicate with the destination filer via the rsh
command.

If any of the source gtrees or volumes contain virtual disks, the destination
filer is running a version of Data ONTAP that supports virtual disks.

You know the source filer’s administrative ID and password.

How moving a vfiler  If you move a vfiler to another filer on the same subnet, you will see the

affects clients following effects on clients.
¢ NFS volume-level mounts move transparently.
¢ NFS gtree-level mounts will need to be remounted.
¢ CIFS clients will experience the equivalent of a reboot.

For information on moving a vfiler to a filer on a different subnet, see “If you
have moved the vfiler to a different subnet or Windows domain” on page 109.

Caution

The procedure that follows destroys the original vfiler after replicating it on the
destination filer. If you want to leave the original vfiler intact and create a backup
copy of it for disaster-recovery purposes, use the procedures listed under “How
to create and activate a disaster-recovery vfiler” on page 79 instead.
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To move the vfiler, perform the following steps.

Step | Action

1 | On the destination filer, enter the following command:

vfiler migrate start source vfiler @ source filer

Note
This procedure locks up the console for the minimum amount of
time. If this is not a concern for you (if you want to let the job run
overnight, for example) you can perform the migration with a
single command:

vfiler migrate source vfiler @ source_filer

In that case, skip Step 4 and Step 5.

2 | Respond to the login prompt with a valid administrative ID and
password for the source filer.

3 | Respond to the IP address and binding prompts, using the
addresses you entered on the “new interface” lines on the
worksheet.

4 | Monitor the progress of the migration by means of the following
command:

vfiler migrate status source_vfiler @ source filer
Note

The vfiler dr migrate command may take some time to
complete, especially if a source gtree has many millions of inodes.
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Step

Action

When the status command reports that SnapMirror has replicated
all the storage units of the source vfiler, complete the migration by
entering the following command:

vfiler migrate complete source vfiler @ source_filer

Note
If instead you want to cancel the migration, you can do so now by
issuing the following command on the destination filer:

vfiler migrate cancel source_vfiler @ source filer
This will destroy the destination vfiler and remove the SnapMirror

and other migration-related configuration information from the
source Vvfiler.

Note

If the vfiler migrate complete command reports that the
process cannot complete, wait a few minutes and then enter the
same vfiler migrate complete command again.

If you copied quota information into the destination filer’s
/etc/quotas file (see Step 8 of “Preparing the destination filer”
earlier in this chapter) activate the quotas on that filer. For each
volume you are activating quotas on, use the following command:

quota on volume

Make adjustments on the clients.

These will include remounting gtrees, but volume-level mounts
should be intact.

If you have moved the vfiler to a different subnet or Windows

domain: If you have moved the vfiler to a different subnet, you may need to

configure the network servers and make adjustments on the clients. If you have
moved the vfiler to a different Windows domain, you may also need to modify
data-file security attributes.

Perform the following steps on the destination vfiler.
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Step | Action

1 | To configure NIS and DNS servers, run setup.

2 | To change the name of the Windows domain controller, use the
cifs prefdc command.

3 | To change the Windows WINS server, run cifs setup.

Note
If the Windows domain has changed, you may need to change the
permissions on the Windows data files to allow your users the
same access they had in the old domain.

4 | To change the trusted host, do the following:

a. Edit the vfiler’s /etc/hosts.equiv file, adding the name of the
trusted host for administering the vfiler. (This is the hostname you
entered on the worksheet as “new trusted host™.)

Note
If the trusted host is a Windows system, or if it is a UNIX system
and the trusted user is not the root user, you need to add the user
name as well; for example adminhost joe_smith

b. Add the path to the root volume and the name of the trusted host
to the vfiler’s /etc/exports file.

Example: /vol/vol0 access=adminhost, root=adminhost

5 | Make adjustments on the clients.

These will include remounting volumes and qtrees.

What the vfiler The vfiler migrate start command does the following:

migrate commands 4  (Checks that the destination filer is capable of receiving the source data.

do , .
¢ Configures and runs SnapMirror to copy the data from the source to the

destination vfiler.

¢ Saves the IP configuration and binding information you supply (see Step 3
under “Creating the vfiler” on page 95).
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Saves the quota information from the source vfiler’s /etc/quotas file.

The vfiler migrate complete command does the following:

L 4

*
*
*

Stops the source vfiler.
Updates the data on the destination vfiler.
Breaks the SnapMirror relationships.

Configures IP bindings on the destination vfiler according to the information
you provided to the vfiler migrate start command, adding the
destination IP information to the destination /etc/rc file. (Any IP information
that pertains only to the source vfiler is removed from the destination
letc/rc.)

Configures any quota information saved by the vfiler migrate start
command.

Destroys the source vfiler.
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Virus Protection for CIFS 7

About this chapter This chapter discusses how to perform virus scanning for vfilers that run the
CIFS protocol.

Topics in this This chapter discusses the following topics:
chapter ¢ “Understanding virus scanning for vfilers” on page 114

¢ “Configuring virus scanning for vfilers” on page 115
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Understanding virus scanning for vfilers

Who can configure
virus scanning

Filers with which
virus scanners can
be registered

Virus scanning for
vfiler0

Requirements for
virus scanning for a
vfiler other than
vfiler0

Effect of virus
scanner availability
on CIFS access

114

You can specify how virus scanning works on files owned by the hosting filer
and files owned by vfilers. Vfiler administrators, however, cannot configure virus
scanning for vfilers.

Virus scanners can be registered with the hosting filer or any vfiler. You can
determine whether files on a vfiler are scanned by virus scanners registered with
the hosting filer or the vfiler.

Virus scanning works for vfilerQ in the same way as it does for a filer not licensed
for vfilers. See the Data Protection Guide for how to configure virus scanning for
a filer.

These requirements must be met before you can scan files on a vfiler other than
vfilerO:

¢ Virus scanning must be enabled for the vfiler.

¢ A virus scanner must be available for the vfiler because one of the following
requirements is met:

% A virus scanner must be registered with the vfiler.

< A virus scanner must be registered with the hosting filer and the vfiler
must be allowed to use it.

CIFS clients of the vfiler are not allowed to open any files on the vfiler if all the
following conditions apply:

¢ Virus scanning is enabled.
¢ No virus scanner is available for the vfiler.

¢ For the vfiler, the mandatory_scan option for vscan is set to On.
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Configuring virus scanning for vfilers

Configuring virus To specify the virus scanner for scanning files on a vfiler, complete the following
scanning steps.

Step | Action

1 | Enter the following command to specify the virus scanner for
scanning files on a vfiler:

vfiler run vfilertemplate vscan options use_host_scanners
{ on | off }

Set the use_host_scanners option to On if you allow the vfiler to
use the virus scanner registered with the hosting filer. The vfiler uses
the virus scanner registered with the hosting filer only when the virus
scanner registered with the vfiler is unavailable.

Set the use_host_scanners option to Off if you do not want to allow
the vfiler to use the virus scanner registered with the hosting filer.

Note
The use_host_scanners option is applicable only to a vfiler you
created. You cannot set it on vfilerO or a filer.

2 | Enter the following command to enable or disable virus scanning:

vfiler run vfilertemplate vscan { on | off }
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