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Preface

About this guide

Audience

Data ONTAP user
interfaces

Preface

This guide describes how to configure and manage network interfaces, virtual
network interfaces (vifs), virtual LANs (VLANS), and routing on Network
Appliance™ filers that run Data ONTAP™ 7.0.1 software. It coversall filer
models; however, some filer models do not support all of the networking
interfaces. See the hardware guide for your filer to identify which interfaces are
supported on your filer.

This guide isfor system administrators who are familiar with operating systems
that run on the filer’s clients, such as UNIX®, Windows 95™, Windows NT®,
and Windows® 2000. It also assumes that you are familiar with how the Network
File System (NFS), Common Interface File System (CIFS), and HyperText
Transfer Protocol (HTTP) protocols are used for file sharing or transfers. This
guide doesn't cover basic system or network topics, such as | P addressing,
routing, and network topology; it emphasizes the characteristics of the NetApp®
filer.

You can perform Data ONTAP administrative procedures described in this guide
using either of two kinds of user interfaces:

¢ The command-lineinterface
You enter commands at the filer command line, from one of three places:
% A system console
< A client computer that can access the filer through a Telnet session

< A client computer that can access the filer through a Remote Shell
connection

¢ TheFilerView® administration tool’s interface

You use the FilerView Web-based graphical management interface to select,
view, or enter information.

In this guide, administrative procedures are described for both the command-line
and FilerView interfaces, except where a particular procedure can only be
performed at the command line.

The FilerView descriptionsin this guide assume that you have already started
FilerView in aWeb browser as described in “ Accessing afiler with FilerView” in
the System Administration Guide.



Accessing Data
ONTAP man pages

Terminology and
conventions

For more information about administering afiler using these methods, see
“Accessing afiler to administer it” in the System Administration Guide.

Network Appliance provides Data ONTAP manual (man) pages for thefollowing
types of information. They are grouped into sections according to standard UNIX
naming conventions.

Types of infor mation Man page section
Commands 1
Specid files 4
File formats and conventions 5
System management and services 8

Man pages can be viewed in the following ways:
¢ Atthefiler command line, by entering

man command or file name
¢ From the FilerView main navigational page
¢ Inthe Command Reference Guide

Note
All Network Appliance man pages are stored on the filer in files whose names
are prefixed with the string “na._” to distinguish them from client man pages. The
prefixed names are used to refer to filer man pages from other man pages and
sometimes appear in the NAME field of the man page, but the prefixes are not
part of the command, file, or services.

For more information, see the NetApp man(1) man page.

Network Appliance's storage products (filers, FAS appliances, and NearStore®
systems) are all storage systems—also sometimes all called filers or storage
appliances.

In examples that illustrate commands executed on a UNIX workstation, the
command syntax and output might differ, depending on your version of UNIX.

Preface



Keyboard
conventions

Typographic
conventions

Special messages

Preface

This guide uses the term “type” to mean pressing one or more keys on the
keyboard. It uses the term “enter” to mean pressing one or more keys and then
pressing the Enter key, or clicking in afield in agraphical interface and typing

information into it.

When describing key combinations, this guide uses the hyphen (-) to separate
individual keys. For example, “Ctrl-D” means pressing the “Control” and “D”
keys simultaneoudly. Also, this guide uses the term “Enter” to refer to the key
that generates a carriage return, although the key is named “Return” on some

keyboards.

The following table describes typographic conventions used in this guide.

Convention

Type of information

Italic font

Words or characters that require special attention.

Placeholders for information you must supply. For
example, if the guide saysto enter the arp -d
hostname command, you enter the characters “arp -d”
followed by the actual name of the host.

Book titlesin cross-references.

Monospaced font

Command and daemon names.

Information displayed on the system console or other
computer monitors.

The contents of files.

Bold monospaced
font

Words or characters you type. What you type is always
shown in lowercase letters, unless you must typeitin
uppercase letters.

This guide contains special messages that are described as follows:

Note

A note contains important information that helps you install or operate the

system efficiently.

Xi




Caution
A caution contains instructions that you must follow to avoid damage to the
equipment, a system crash, or loss of data.

Xii Preface



Network Interface Configuration

About this chapter This chapter discusses

*

L 4
L 2
L 4
L 4

The types of interfaces supported on the filer

Concepts related to setting up and using network interfaces on your filer
How the interfaces are named

How to configure the network interfaces on your filer

How you can obtain detailed statistics on various interfaces supported on
your filer

Topics in this This chapter covers the following topics:

chapter

® & 6 6 6 6 O 0 o

“Understanding filer network interfaces’” on page 2

“Understanding frame size, MTU size, and jumbo frames” on page 5
“Understanding Ethernet mediatypes’ on page 8

“Understanding flow control” on page 10

“Configuring network interfaces’ on page 12

“Configuring aliases for an interface” on page 17

“Changing the status of an interface to up or down” on page 19
“Displaying network interface information” on page 20

“Diagnosing network problems” on page 22

Chapter 1: Network Interface Configuration



Understanding filer network interfaces

Types of interfaces
the filer supports

How interfaces are
named

The filer supports the following interface types.

¢ Ethernet and quad-port Ethernet

¢ Gigabit Ethernet

& Fiber Distributed Data Interface (FDDI)

¢ Asynchronous Transfer Mode (ATM)—Emulated LAN and FORE/IP

Thefiler also supports the following virtual network interface types:
¢ Virtua interface (vif)

& Virtual local area network (VLAN)

¢ Virtua hosting (vh)

Data ONTAP imposes alimit of 128 network interfaces (including physical, vif,
VLAN, vh, and loopback interfaces) per filer.

For physical interfaces, the interface names are assigned automatically based on
the slot in which the network adapter isinstalled.

VLAN interfaces are displayed in the interfacel D_and_slot_number-vian_id
format, where slot_number isthe slot in which the network adapter is installed
and vian_id is the identifier of the VLAN configured on the interface. For
example, e8-2, e8-3, and e8-4 are three VLAN interfacesfor VLANs 2, 3, and 4,
configured on interface 8.

You can assign names for vifs and the emulated LAN interfaces.

You can use the ifconfig command-line interface (CLI) command or FilerView
to display network interfaces on your filer. For more information, see
“Configuring network interfaces’ on page 12.

Understanding filer network interfaces



How multiple ports
are identified

Interface naming
conventions

Some Ethernet adapters support four ports. These adapters are referred to as
quad-port interfaces. Data ONTAP uses a letter to refer to each port on a quad-
port interface. The following table shows the relationship of port numbers to

|etters.
Port number Letter
1 a
2 b
3 c
4 d

Thefollowing table listsinterface types, their identifiers, and examples of names

that use the identifiers.

Interfacetype Interfacetype D Examples of names
Ethernet (single) and e e0
Gigabit Ethernet el
Ethernet (quad-port) e e0a
eOb
e0c
e0d
ela
elb
vif Any user-specified web_vif
string that meets the proxy_vif
criteria specified in
“Prerequisites’ on
page 153.
VLAN e e8-2
€8-3
FDDI f fo
f1

Chapter 1: Network Interface Configuration




How Data ONTAP
creates host names

Examples of host
names

Interfacetype InterfacetypelD Examples of names
ATM a(used only to a0
configure clusters) al
ATM—Emulated LAN | € (default) el
ATM—ForelP fa fa0

The first time you run the setup program on afiler, Data ONTAP creates a host
name for each installed interface by appending the interface name to the host

name of thefiler.

Example 1: A filer named toaster with asingle Ethernet interfacein slot O and a
quad-port Ethernet interface in slot 1 has the host names given in the following

table.
Interface Host name
Single-port Ethernet interfaceinslot 0 | toaster-e0
Quad-port Ethernet interface in slot 1 toaster-ela
toaster-elb
toaster-elc
toaster-eld

Example 2: A filer named toaster with a Fiber Distributed Data Interface
(FDDI) interfacein slot 1 has the host name toaster-f1.

Understanding filer network interfaces



Understanding frame size, MTU size, and jumbo frames

When to change the
default frame size

Frame size and MTU
size definitions

About jumbo
frames

Chapter 1: Network Interface Configuration

The standard Ethernet (IEEE 802.3) frame sizeis 1,518 bytes. The default frame
size can be changed on the following types of network interfaces:

Gigabit Ethernet interfaces: Increasing the default frame size for any
Gigahit Ethernet interface supported on the filer, as well as the Gigabit Ethernet
infrastructure to which it connects, can significantly increase performance
depending upon the activity.

ATM ELAN interfaces: If you need to change the frame size for an ATM
Emulated LAN (ELAN) interface, you cannot do it on the filer; you must change
it on the switch to which the filer connects.

FDDI interfaces: You can set the frame size on an FDDI interface when the
network infrastructure does not support the default FDDI frame size.

The default frame size can be changed by reconfiguring the Maximum
Transmission Unit (MTU) value on filers and clients.

Two commonly used terms to describe frame characteristics are frame size and
MTU size.

Frame size: The frame size of a standard Ethernet frame (defined by RFC 894)
is the sum of the Ethernet header (14 bytes), the payload (1P packet, usually
1,500 bytes), and the Frame Check Sequence (FCS) field (4 bytes).

MTU size: The MTU size specifies the maximum number of bytes of data (the
payload) that can be encapsulated in an Ethernet frame. For example, the MTU
size of astandard Ethernet frame is 1,500 bytes; thisis the default for Network
Appliance filers. However, ajumbo frame, with an MTU size of 9,000 bytes or
more, can also be configured.

Jumbo frames are packets that are longer than the standard Ethernet (IEEE 802.3)
frame size of 1,518 bytes. The frame size definition for jumbo frames is vendor-
specific because jumbo frames are not part of the | EEE standard. The most
commonly used jumbo frame sizes are 9,018 bytes and higher.

Because jumbo frames are larger than standard frames, fewer frames are needed
and therefore CPU processing overhead is reduced.



Ways to set up
jumbo frames on a
filer

Network
infrastructure
requirements

Client configuration
guidelines

Jumbo frames can be used for all Gigabit Ethernet interfaces supported on the
filer. The interfaces must be operating at 1,000 Mbps.

The default frame size defined for ajumbo frame on the filer is 9,018 bytes, and
the maximum supported size is 9,210 bytes. These sizes correspond to MTU
sizes of 9,000 and 9,192, respectively.

You can set up jumbo frames on afiler in the following two ways:

¢ During initia setup, the setup command prompts you to configure jumbo
framesif you have an interface that supports jumbo frames on your filer.

¢ |f your system is already running, you can enable jumbo frames by setting
the MTU size on an interface. For information about how to set the MTU
size, see “ Configuring network interfaces’ on page 12.

Before you enable jumbo frames on the filer, clients and intermediate routers on
the network must have jJumbo frames enabled. In particular, the following
network infrastructure requirements (as appropriate) must be satisfied:

¢ The switch ports must have jumbo frames enabled.

¢ |fthefiler and the client are on different subnets, the next-hop router must be
configured for jumbo frames.

+ Jumbo frames must be enabled on client interfaces.

Follow these guidelinesin configuring clients to work with jumbo frames:
¢ Configure jumbo frames on the client as well as on the filer.

Find out how to configure jumbo frames on your client by checking the
network adapter documentation for your client.

¢ Enlargethe client’s TCP window size.
The minimum value for the client’s window size should be two times the
MTU size, minus 40, and the maximum value can be the highest value your
system allows. Typically, the maximum value you can set for your client’s
TCP window is 65,535.

If thefiler is configured to support jumbo frames and the client is not, the
communication between the filer and client occurs at the client’s frame size.

¢ Ensurethat the User Datagram Protocol (UDP) clients are configured with
the same MTU size asthefiler.

Understanding frame size, MTU size, and jumbo frames



UDP clients do not communicate their MTU size. Therefore, the filer and the
client should be configured with the same MTU size, or the filer might send
packets that the clients cannot receive.

¢ Check the MTU of any intermediate subnetsif the filer and the client are on
different subnets.
If the filer and the client (both configured to use jumbo frames) are on
different subnets and an intermediate subnet does not support jumbo frames,
the intermediate router fragmentsthe | P packets and the advantages of using
jumbo frames are | ost.

Chapter 1: Network Interface Configuration



Understanding Ethernet media types

About media types

How media type
auto works

You can configure the speed and the duplex setting, or specify autonegotiation,
for an Ethernet interface. The mediatypes available for the filer interfaces are
described in the following table.

Note
For 10Base-T and 100Base-T interfaces, the mediatype option of the interface
and itslink partner (the interface on the other end of the connection) must be the
same; that is, both interfaces must be configured either for speed and duplex or
for autonegotiation. Otherwise, a duplex mismatch occurs, which can lead to
poor performance.

Media-typevalue | Description

tp 10Base-T, half-duplex

tp-fd 10Base-T, full-duplex

100tx 100Base-T, half-duplex

100tx-fd 100Base-T, full-duplex

auto Autonegotiate speed, duplex, and flow control. See
“How mediatype auto works’ on page 8.

For information about setting media-type values, see “ Configuring network
interfaces’ on page 12.

The behavior of mediatype auto is determined by the type of network adapter
installed on your filer. The following table lists the parameters that are
autonegotiated and the possible values for those parameters for each type of
network adapter.

Note
You can use the ifstat command to determine the speed, duplex, and flow
control settings that are negotiated between the interface of the filer and the link
partner. For more information, see “ Displaying network interface information”
on page 20.

Understanding Ethernet media types



Network adapter

Parametersthat are autonegotiated (with
possible values)

10Base-T/100Base-T

Speed and duplex (half or full)

100Base-T/1000Base-T

Speed. If speed is 100 Mbps, duplex (half or full)
and flow control are negotiated. If speed is 1000
Mbps, flow control is negotiated.

10Base-T/100Base-T/
1000Base-T

Speed. If speed is 10 Mbps, duplex (half or full) is
negotiated. If speed is 100 Mbps, duplex and flow
control are negotiated. If speed is 1000 Mbps,
flow control is negotiated.

Gigahit Ethernet

Flow control.
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Understanding flow control

About flow control

What the
flowcontrol option
is used for

Flow control types

10

Flow control is the management of the flow of frames between two directly
connected link-partners. To achieve flow control, you specify aflow control
option that causes packets called Pause frames to be used as heeded. For
example, link-partner A sends a Pause On frame to link-partner B when its
receive buffers are nearly full. Link-partner B suspends transmission until it
receives a Pause Off frame from link-partner A or aspecified timeout threshold is
reached. Thus, flow control can reduce or eliminate dropped packets due to

overrun.

Flow control can be configured for the following interfaces:

¢ Gigabit Ethernet

¢ 100Base-T/1000Base-T and 10Base-T/100Base-T/1000Base-T

This configured flow control setting is advertised during autonegotiation. If
autonegotiation succeeds, the operational flow control setting is determined
based on the negotiated speed and the value advertised by the other device. If
autonegotiation fails, the configured flow control setting is used.

The following table describes the types you can specify for the flowcontrol

option.

Flow control value

Description

none No flow control

receive Ability to receive flow control frames

send Ability to send flow control frames

full Ability to send and receive flow control frames

Understanding flow control



How to configure See “ Configuring network interfaces” on page 12 for information on configuring

and view flow and displaying flow control settings. You can also usethe i fstat command to

control view the operational flow control setting. If you do not specify the f1owcontrol
option when configuring a network interface, the configured flow control setting

defaultsto full.

Chapter 1: Network Interface Configuration
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Configuring network interfaces

What network
interface
configuration
includes

About configuration
tools

How interface
configuration works

12

When you configure network interfaces, you can do any or all of the following:
¢ Assign an IP address to a network interface
¢  Set parameters such as network mask and broadcast address

¢ Set hardware-dependent val ues such as mediatype, MTU size, and flow
control

¢ Specify whether the interface is attached to a network with firewall security
protection

& Specify whether the network interface is to be registered with Windows
Internet Name Services (WINS), if CIFSisrunning and at least one WINS
server has been configured

¢ Specify the IP address of an interface on a cluster partner for takeover mode

& View the current configuration of a specific interface or al interfaces that
exist on afiler

Additional network interface configuration tasks include the following:

¢ “Configuring aliases for an interface” on page 17

¢ “Changing the status of an interface to up or down” on page 19

¢ “Digplaying network interface information” on page 20

The following tools are available for filer network configuration and
management.

Command-line interface Graphical interface

ifconfig command FilerView Network windows

For more information, see the For more information, see FilerView
ifconfig(1) man page. help.

You assign initial network interface configuration values when new interfaces are
created. The method you use to configure the interface depends on your
preference of command-line interface (the ifconfig command) versus graphical
user interface (FilerView).

Configuring network interfaces



Viewing and
modifying interface
settings at the
command line

Viewing and
modifying interface
settings with
FilerView

An ifconfig command isincluded in the /etc/rc file of the root volume for each
filer interface that you specify an IP address for during the filer setup. After the

filer has been set up, the i fconfig commandsin the /etc/rc file are used to
configure the interfaces on subsequent filer reboots.

Note

You can use the i fconfig command to change values of parameters for an
interface when the filer is operating. However, such changes are not
automatically included in the /etc/rc file. If you want your configuration
modifications to be persistent after areboot, you must include the i fconfig
command valuesin the /etc/rc file.

When you use FilerView to make changes, the changes are automatically written

to the /etc/rcfile.

To view or modify interfaces with the ifconfig command, complete the
following step.

Step | Action

1 | Atthefiler command line, enter

ifconfig interface name parameters

For more information on ifconfig parameters, see

¢ “Command syntax for viewing interface settings’ on page 14

¢ “Command syntax for modifying interface settings’ on page 14

To view or modify interfaces with FilerView, complete the following steps.

Step | Action

1 | InFilerView, click Network in the list on the | eft.

2 | Inthelist under Network, click Manage Interfaces.

Chapter 1: Network Interface Configuration
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Command syntax
for viewing
interface settings

Command syntax
for modifying
interface settings

Step | Action

3 | If you want to.... Then...
View interface configuration Click Show All Interface Details.
details
Modify an interface Click Modify for the interface
configuration you want.

Examples of configuration
values are listed in “ Command
syntax for modifying interface
settings” on page 14

Thefollowing table describes the command syntax for viewing network interface
configuration settings.

Toview ... Usethiscommand syntax ...
A single interface ifconfig interface name
All interfaces ifconfig -a

The following table shows how to set specific network interface parameters using
the ifconfig command. For more information about each task, see the
ifconfig(1) man page.

Tomodify this | What the parameter is
parameter ... for...

Use this command syntax ...

IP address Toconfigurean|Paddress | ifconfig interface name address

for the specified interface

Example 1. To configure a quad-port Ethernet interface
e3awith an IP address 192.168.25.10, enter

ifconfig e3a 192.168.25.10

14
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Tomodify this

What the parameter is

parameter ... for... Use this command syntax ...
Network mask | To specify asubnet mask | ifconfig interface name netmask mask
for the specified interface | gyample 1: To configure a 24-bit mask for the interface
e3a configured in the previous example, enter
ifconfig e3a netmask 255.255.255.0
Note
By default, the filer creates a network mask based on the
class of the address (Class A, B, C, or D). However, if
you have created subnets that do not match the class
boundary of the |P address, you must specify a network
mask.
Broadcast To specify an addressthat | ifconfig interface name broadcast address
address whenused will enableyou | gxample: To set abroadcast address of 192.168.25.250
tosendamessagetoal | for the network 192.168.25.10 with subnet mask
machinesonanetwork | »55 755 2550, enter
ifconfig e3a broadcast 192.168.25.250
Mediatype To configure speed and ifconfig interface name mediatype value
duplex for aninterface Example: To configure theinterface e2 asa 100Base-TX
full-duplex interface, enter
ifconfig e2 mediatype 100tx-£fd
MTU To specify an MTU size ifconfig interface name mtusize size
for transmission between | gyample: To specify an MTU size of 9000 for a Gigabit
afiler anditsclients Ethernet interface €8, enter
ifconfig e8 mtusize 9000
Flow control To specify the flow ifconfig interface name flowcontrol value

control type

For more information, see
the NetApp ifconfig(1)
man page.

Example: To turn off flow control on interface €8, enter

ifconfig e8 flowcontrol none

Chapter 1: Network Interface Configuration
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Tomodify this

What the parameter is

parameter ... for... Use this command syntax ...

Trusted/ To declarean interfaceto | ifconfig interface_name trusted | untrusted

Untrusted be trustworthy. Example: To specify that the network attached to
When you specify an interface e8 is not trusted for firewall security, enter
interface as untrusted ifconfig e8 untrusted
(untrustworthy), any
packets received on the
interface are likely to be
dropped. For example, if
you initiate a ping, the
ICMP response packets
received on the interface
will be dropped.

WINS To enable an interface to ifconfig interface name wins |-wins
register with WINSwhen | gyample: To disable interface e8 from registering with
CIFSisrunning. WINS servers. enter
By default, network ifconfig e8 -wins
interfaces are registered
with aWINS server when
CIFSisrunning.

Partner |P To specify the IPaddress | ifconfig interface name partner address

address of an interface on the Example: To specify the |P address of an interface on the
cluster partner that will be | ¢yster partner that will be assumed by interface e8 if the
assumed by the specified | ¢ygter partner fails, enter
interface during takeover

ifconfig e8 partner 192.168.25.10
16 Configuring network interfaces




Configuring aliases for an interface

About aliases Analiasisan dternative IP address for an interface. An aias can be useful when
you are changing the | P address of an interface to a new address, but also want to
keep accepting packets addressed to the old | P address.

There are two alias options available for the i fconfig command:
& alias—Establishes an alternative IP address for an interface.
& -alias—Removes an aternative | P address (alias) for an interface.

Note
Aliases for interfaces cannot be managed with FilerView.

Using the alias You can usethe alias option at the filer command line. However, the | P address

options configured using the alias option at the command lineislost if the filer reboots.
If you want to make your changes persistent across reboots, include these
changesin the /etc/rc file of the root volume.

You cannot set up an IP address and an alias for an interface with one ifconfig
command; you must configure the | P address for the interface before setting up
thealias.

The -alias optionis useful when you want to stop using the | P address
originally configured on an interface but do not want to reboot the filer.

Chapter 1: Network Interface Configuration 17



Configuring and
removing aliases

18

To set or remove an dias for an interface, complete the following step.

Step

Action

Enter the following command:

ifconfig interface name [alias | -alias] address [netmask
mask]

Example: Inthe following example, the interface €0 (already
configured with an |P address of 172.28.50.21) is set up with an aias
IP address of 172.28.50.30:

ifconfig e0 alias 172.28.50.30 netmask 255.255.255.0

Example: Thefollowing exampleremovesthe 172.28.50.30 aliasfor
theinterface e0 set in the previous example:

ifconfig e0 -alias 172.28.50.30

Configuring aliases for an interface




Changing the status of an interface to up or down

When you might
change the status
of an interface

Changing the status
with ifconfig

Changing the status
with FilerView

You might have to change the status of an interface to up or to down in the course
of doing one of the following:

¢ Instaling anew interface

¢ Upgrading an interface

& Troubleshooting network connectivity issues
¢ Disabling afailed interface

To change the status of an interface to up or to down at the command line,
complete the following step.

Step | Action

1 | Enter the following command:

ifconfig interface {up|down}

To change the status of an interface to up or to down using FilerView, complete
the following steps.

Step | Action

1 | InFilerView, click Network in the list on the | eft.

2 | Inthelist under Network, click Manage Interfaces.

3 | Click up or pown in the Status field for the interface you want.
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Displaying network interface information

Commands for Data ONTAP provides several commands that you can use to display statistics
displaying network about network interface status and performance. The following table lists the
interface statistics commands and key information they display.

Command Information displayed

ifconfig -a ¢ Interface status (up or down)
¢ Configuration parameters

ifstat ¢ Packets sent and received
Collisions and other errors

¢ Negotiated media type settings between filer
interfaces and link partners

*

netstat & Active sockets for each protocol
¢ Memory buffer (mbuf) pool usage

& Protocol-specific statistics for al protocolsor a
single protocol

¢ Cumulative or continuous packet traffic for all
interfaces or asingle interface

¢ Routing tables; for more information, see
“Displaying the routing table and default route
information” on page 70.

For more information, see the man pages on your filer for these commands or see
the Data ONTAP 7.0 Command Reference Guide.

You can also use FilerView to display selected interface and routing information.
See “Displaying interface information with FilerView” on page 21 for more

information.
About the ifstat The ifstat command displays statistics maintained by the networking code,
command network adapter, and network driver. The statistics displayed are gathered from

the time of the last reboot or from the last time you cleared them.
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Displaying interface
information with
FilerView

Note
If you usethe i fstat command on afiler that is part of a cluster, the resulting
information pertains only to the filer on which the command was run. The
information does not include statistics for the cluster partner.

The output of the i fstat command might contain many kinds of information,
because different types of interfaces—for example, Ethernet, Gigabit Ethernet,
FDDI, and ATM—generate different types of statistics. For the detailed statistics
displayed for each network interface, see Appendix A, “Network Interface
Statistics,” on page 195.

The Network Report in FilerView presents selected network interface statistics
and routing information. It providesthe information you would get by running all
the following commands:

& netstat -i
& routed status

€ netstat -nr

To display the Network Report, compl ete the following steps.

Step | Action

1 | InFilerView, click Network in the list on the | eft.

2 | Inthelist under Network, click Report.
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Diagnosing network problems

About diagnosing
network problems

Diagnosing
transport layer
problems

22

Thenetdiag command specifies that any network problems be continuously
diagnosed.

After you enter this command, Data ONTAP continuously gathers and analyzes
statistics and performs diagnostic tests to identify and report problems related to
the physical, network, or transport layers. If any problems are found, the
command output also suggests remedial actions.

For information about al the options available with the netdiag command, see
the NetApp netdiag(1) man page.

For alist of the netdiag error codes, see Appendix D, “Netdiag Error Codes,” on
page 229.

To diagnose transport layer problemsin your filer, complete the following step.

Step | Action

1 | Enter the following command:
netdiag -t

Sample result: A filer whose TCPwindow sizeis smaller than the
recommended value displays the following output:

Performing transport layer diagnostics.....

The TCP receive window advertised by CIFS client
10.10.10.10 is 8760. This is less than the recommended
value of 32768 bytes. You should increase the TCP receive
buffer size for CIFS on the client. Press enter to
continue.

Diagnosing network problems




ATM Configuration 2

About this chapter

Topics in this
chapter

Chapter 2: ATM Configuration

This chapter outlines the features and concepts of Asynchronous Transfer Mode
(ATM) and describes the key components of an Emulated LAN, including the
LAN Emulation (LANE) Client, LANE Server, LANE Configuration Server, and
Broadcast and Unknown Server (BUS). It also describes how to use FORE/IP
over Simple Protocol for ATM Network Signaling (SPANS).

This chapter discusses the following topics:

“About ATM and ATM LANE” on page 24

“Preparing the ATM adapter for LANE” on page 29

“Configuring the ATM adapter for an Emulated LAN” on page 38
“Checking and completing the Emulated LAN configuration” on page 43
“Understanding FORE/IP over SPANS’ on page 52

“Managing FORE/IP and PVCs’ on page 53

* & 6 6 o o
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About ATM and ATM LANE

What ATM is

Ways to use ATMon
a filer

24

ATM isanetwork technology that combines the features of cell-switching and
multiplexing to offer reliable and efficient network services. ATM provides an
interface between the network and devices such as workstations and routers. The
asynchronous nature of ATM means that bandwidth is made available on demand
instead of slots of transmission time allocated to network devices, asin a
synchronous system employing Time-Division Multiplexing (TDM).

ATM employsfixed-sized cells of 53 bytes each as the basic unit of transmission.
Each cell consists of a 5-octet header, identifying the source of the transmission
and other information, and a 48-octet payload containing the user data and
headers for higher-level protocols. This architecture permitstext, voice, graphics,
and video to share the same network without any one source dominating network
bandwidth.

ATM employs a star topology with an ATM switch acting as the hub of the
network. All devices are connected directly to this hub, making network
configuration and troubleshooting more straightforward, as well as offering
dedicated bandwidth to the central switch.

You can use ATM intwo ways on afiler:
¢ ATM LANE, which providesthe services of an Ethernet LAN to higher-level
network application software

¢ FORE/IP over Permanent Virtual Connection (PV C) or Switched Virtual
Connection (SVC), using SPANS to establish the SVCs

The filer can simultaneously support FORE/IP and LANE over User-Network
Interface (UNI) 3.0 or 3.1 on the same physical interface.

Note
Data ONTAP uses conventional | P routing table lookups for routing all traffic on
aFORE/IP ATM interface. For more information, see “About Data ONTAP
routing” on page 62.
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Differences
between LANs and
ATM

About LANE

Benefits provided
by LANE

About ATM cause
codes

Chapter 2: ATM Configuration

In addition to the issue of connection-based versus connectionless service, LANS
differ from ATM in the following ways.

¢ The shared medium approach of LANs makes them ideal for broadcast and
multicast messages.

¢ TheMediaAccess Control (MAC) addresses used to identify a network
interface of aLAN aretypically based on the manufacturer’s serial numbers.

This meansthat the address is constant, independent of the network to which
the interface is connected.

Many organizationsuseaLAN for their internal datacommunications. Examples
of these LANs include Ethernet/IEEE 802.3 and | EEE 802.5 (Token Ring).
However, LANstypically offer a connectionless service, while ATM is aways
connection-oriented. This means that to use LAN-based applicationsusing ATM,
some form of LANE is required.

LANE isan ATM service that offers the following benefits:
¢ You can run LAN-based application software on an ATM network.

¢ You can interconnect ATM networks to conventional LANs with existing
bridging methods.
This permits applications running on ATM-connected end systemsto
interoperate with those running on traditional LAN-based devices. These
LAN-based end systems can also communicate with each other across the
ATM network.

¢ You can run more than one Emulated LAN on the same ATM network, with
each Emulated LAN independent of the others.

Data ONTAP displays cause code strings when ATM connections for LANE
Configuration Server, LANE Server, Broadcast and Unknown Server, or LAN
Emulation Client normally or abnormally terminate. They describe the reason for
the connection termination or rejection. For more information about these cause
codes, seethe ATM Forum’s UNI 3.0 and 3.1 specifications.
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What an Emulated
LAN is

Components of an
Emulated LAN

What a LANE Client
is

How LANE Clients
communicate

What LANE Service
is
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An Emulated LAN comprises a group of ATM-attached devices, logically
analogousto a group of LAN stations attached to an Ethernet/802.3 LAN
segment. You can configure several Emulated LANs within an ATM network,
and membership in an Emulated LAN isindependent of where the end station is
physically connected. The end station can belong to multiple Emulated LANS.

An Emulated LAN consists of the following components:

¢ A single LANE Service, which itself consists of aLANE Server and aBUS.
Each of these components is discussed in more detail later in this chapter.

¢ A setof LANE Clients.

A LANE Client communicates with other LANE Clients and with the LANE
Service using Virtual Channel Connections (VCCs) inan ATM SVC
environment.

The LANE Client is part of an ATM end station or aMAC bridge. It performs
dataforwarding aswell as address resolution, among other control functions. The
LANE Client supplies higher-level software with an Ethernet/|EEE 802.3 MAC
layer interface that enables L AN-based application software to communicate
over ATM networks just asit would over atraditional LAN.

LANE Clients communicate with other clients using the LANE Service and
represent users by their MAC addresses. A LANE Client employs separate VCCs
for data and control communication, including LAN Emulation Address Routing
Protocol (LE_ARP) requests for address resolution. User data intended for
another end station is encapsulated in |EEE 802.3 frames.

The LANE Service, consisting of aLANE Server, BUS, and LANE
Configuration Server, can be implemented as part of one or more end systems or
as part of the ATM switch. When you implement the service in a distributed
fashion over multiple devices, benefitsinclude parallel operation aswell as better
error recovery through redundancy.

Within the LANE Service, the LANE Server isresponsible for coordinating the
control functions, while the LANE Configuration Server serves network clients
by supplying Emulated LAN configuration information. The BUS forwards
broadcast and multicast frames and handles unresolved unicast frames.

About ATM and ATM LANE



What a LANE Server
does
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UNI load balancing

Chapter 2: ATM Configuration

The LANE Server performs control services within an Emulated LAN, including
registering MAC addresses and resolving these addresses to corresponding ATM
addresses when requested. LANE Clients can also request the LANE Server to
resolve aroute descriptor to an ATM address. The LANE Server responds to the
client or forwards the request to other clients, which might be in a better position
to service the query.

The LANE Server also coordinates the process of a LANE Client joining an
Emulated LAN. Thereisasingle LANE Server per Emulated LAN, and each
LANE Server has a unique ATM address.

The LANE Configuration Server maintains information concerning al the
Emulated LANsin an administrative domain, and suppliesthe LANE Client with
the ATM address for the LANE Server in the domain. Before joining an
Emulated LAN, the LANE Client first exchanges configuration information with
the LANE Configuration Server.

Upon successfully communicating with the LANE Configuration Server, the
LANE Client receivesalist of Emulated LANsthat are availabletojoin. Thereis
asingle LANE Configuration Server per administrative domain for Emulated
LANswithin adomain.

The BUS accepts and processes data sent by a LANE Client to the broadcast
MAC address ‘' FFFFFFFFFFFF' . The BUS also handles all multicast messages,
aswell asinitial unicast frames sent by a LANE Client before the ATM address
has been resolved.

The BUS thereby offers services that emulate the shared medium capabilities
typical of aLAN. The BUS does this by serializing the frames and retransmitting
them to the appropriate LANE Clients within the Emulated LAN.

Although there might be multiple BUSes defined within an Emulated LAN, each
LANE Client is associated with only asingle BUS per Emulated LAN.

The User-Network Interface (UNI), which serves as an interface point between
ATM end systems and the ATM switch, supports both automatic adapter failover
and load balancing across multiple adapters connected to the same physical ATM
switch. This means that the UNI signaling module automatically detects which
adapters are connected to asingle physical network and places all adapters
connected to that network in afailover group.
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How LANE handles
addressing and
address resolution

LANE standards
supported in this
release
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Both incoming and outgoing connections are directed to the least used adapter in
aload-balancing group. If an adapter in aload-balancing group fails, the
connections on that adapter are automatically transferred to another adapter.

UNI load balancing and adapter failover do not require any configuration.
However, you can statically configure or disable UNI load balancing.

LANs use a MAC address to designate the source and destination addresses for
end stations. For LANE to function transparently, it must offer similar
functionality. In practical terms, this means that each LANE Client hasaMAC
address, and when more than one LANE Client uses the same network interface,
each LANE Client is assigned a different MAC address.

When the LANE Client needs to send data to another MAC address, it must first
resolve that addressto an ATM address, thus enabling it to establish a data-direct
VCCtothat LANE Client. To do so, it sendsan LE_ ARP_REQUEST to the
LANE Server. The LANE Server can either respond to this request or forward it
to other LANE Clients. If the specified MAC address is known anywhere on the
Emulated LAN, the originating LANE Client getsan LE_ARP_RESPONSE
frame containing the corresponding ATM address.

This release of Data ONTAP supports the following features and standards:

¢ ATM Forum LANE Version 1.0 LANE Client Support

¢ UNI30and3.1

¢ Integrated Local Management Interface (ILMI) Address Registration

¢ |ILMI MIB extensions for LANE

The software works with the FORE OC3 ATM network interface and on Network
Appliance F520, F630, F720, F740, and F760 filers. The software provides

Ethernet LANE services, with the capability to configure multiple Emulated
LANSs on each available network interface.

The current release does not support ATM LANE 2.0, Multiprotocol Over ATM
(MPOA), Classical IP (CLIP), or Token Ring LANE services.
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Preparing the ATM adapter for LANE
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Chapter 2: ATM Configuration

Before the ATM adapter can communicate using ATM LANE, you need to
ensure that the ATM adapter isinstalled correctly and that it can communicate
with the network. This section describes the steps you take to enable the ATM
adapter in the filer to communicate using ATM LANE.

Before you start configuring the ATM adapters in the filer, ensure that you meet

the prerequisites in the following table.

Prerequisite

Explanation

Completethe normal setup procedure
for your filer, run automatically when
you first install thefiler, or run the
setup command for an existing
installation.

You need an ATM switch with one or
more Emulated L ANSs already
configured on the switch (with the
corresponding configurations for the
LANE Configuration Server, LANE
Server, and BUS).

Know the LANE Configuration
Server addressfor the Emulated LAN
that you want the filer to join.

In most cases, the LANE
Configuration Server has been
configured to use the “well-known”
address; however, this might be
different at your site.

If your site has multiple Emulated
LANSs, know the ATM address of the
LANE Configuration Server for each
Emulated LAN you want a client to
join.

You can configure each ATM adapter
in the filer to communicate over
multiple Emulated LANs on the
network.

Note

If you need more information about creating an Emulated LAN or configuring
the LANE Configuration Server, LANE Server, and BUS, see the documentation

that came with your switch.
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information
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The following sections discuss how to configure the ATM adapter for LANE.

*

L 4
L 2
L 4

“Verifying that the ATM adapter isinstalled and functioning” on page 31
“Verifying aworking connection to the ATM network” on page 32
“Verifying that the UNI is operationa” on page 33

“Configuring the LANE Configuration Server address” on page 35
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Preparing the ATM adapter for LANE
Verifying that the ATM adapter is installed and functioning

Verifying that the To verify that the ATM adapter is functioning, complete the following step.
adapter works

Step | Action

1 | Enter the following command:

atm adinfo

You can perform the atm adinfo command again at any time to
determine the correct unit number.

Example of the Sample output from the adinfo command is as follows:
atm adinfo atm adinfo
command
al:unit 1: PCA-200E Media=0C3-MM-SC HW=2.0.1 FW=4.2.0
Serial=4201600 Slot=1
MAC=00:20:48:40:1C:80
a2:unit 2: PCA-200E Media=0C3-MM-SC HW=2.0.1 FW=4.2.0
Serial=4201621 Slot=2
MAC=00:20:48:40:1C:95
a3:unit 3: PCA-200E Media=0C3-MM-SC HW=2.0.1 FW=4.2.0
Serial=4201955 Slot=3
MAC=00:20:48:40:1D:E3
Interpreting the You should see lines for each ATM adapter in your filer that is functioning
output properly. The presence of the lines indicate that the adapter has passed its self-

test procedure and that the filer initialized the adapter. The adinfo command also
displays the device name for each of the installed adapters, as well as the unit
number, at the beginning of each line.

The unit number uniquely identifiesthe ATM adapter in the filer, and thereisa
one-to-one mapping between the device names and unit numbers. The device
name consists of the prefix ‘@ followed by the physical slot number. The unit
number is the slot number.
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Preparing the ATM adapter for LANE
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To check that the ATM adapter in your filer is properly connected, complete the
following step.

Step | Action

1 | Enter the following command:

atm adstat -d device

deviceisthe name of the ATM adapter whose connection you want to
check.

The following command displays statistics about the ATM adapter in slot 1 of
your filer:

atm adstat -d al

Sample output from this command is as follows:
Device statistics:

Buffer Allocation Failures

Type 1 Type 2
Small Large Small Large Receive Queue Full Carrier
0 0 0 0 0 ON

The carrier column should indicate ow. If it does not, your cabling isincorrectly
connected or faulty, or your ATM network is malfunctioning or misconfigured.

Note
If you need information about connecting the cabling to your filer’'s ATM
adapter, see the appropriate section in the hardware guide that came with your
filer.
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Verifying that the UNI is operational
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Thefiler ATM addressis automatically registered with the switch; therefore, you
use the uniconfig command only to display configuration parameters, check the
UNI version humber, and ensure that the UNI is operational.

To check whether the UNI is operational, complete the following step.

Step | Action

1 | Enter the following command:

atm uniconfig show [-unit unit name]
unit_nameisthe UNI you want to check.
Note

If you do not specify the unit number, the UNI information for all
ATM adaptersin thefiler is displayed.

Abbreviated sample output from the atm uniconfig show command isas
follows:

atm uniconfig show -unit unit3

UNI parameters for unit3

VPI/VCI : 0/5
AAL type : 5

Qos : UBR
UNI configured version : 3.1
UNI operating version : 3.1

SSCOP operational state : operational

Primary ATM address
47.0005.80.£fe100.0000.£21a.4d19.002048401de3.00

UNI failover configuration
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Status: dynamic

Groups: (0) (1*) (2)

The following items should enable you to verify that the ATM interfaceis
operational:

¢ TheUuNI configured version and UNI operating version valuesshould
be 3.1.

¢ Thesscopr operational state shouldindicatethat the UNI isoperational.
If you see inoperational instead, the ATM card isimproperly connected to
the network or the switch isimproperly configured.

¢ Theprrimary ATM address should beavalid ATM addressfor your network.
If you see an address consisting entirely of zeros, the ATM card is
improperly connected to the network or there might be a configuration
problem.
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For thefiler to participate in an Emulated LAN, you must configure the ATM
adapter with the address of the LANE Configuration Server. The LANE Client
joins an Emulated LAN by first exchanging configuration information with the
LANE Configuration Server. The LANE Configuration Server then supplies the
client with the ATM address for the LANE Server.

Knowing the LANE Configuration Server address, the system can now determine
all existing Emulated LANSs, aswell asthe ATM address of the LANE Server.
However, the LAN Type remains unknown until you configure the adapter to join
the Emulated LAN, which is discussed in “Configuring the ATM adapter for an
Emulated LAN” on page 38.

To configure the LANE Configuration Server address for your ATM adapter,
complete the following steps.

Step | Action
1 | Enter thefollowing command to set the LANE Configuration Server
address:
atm elconfig set -lecs ATM address | -wellknown | -manual

-unit unit number

ATM_addressisthe ATM address of the LANE Configuration Server
on the network.

-wellknown indicatesthat the well-known ATM address will be used.

-manual placesthe host in manual configuration mode; configuration
information is not retrieved from the LANE Configuration Server.

unit_number is the unit designator for the ATM adapter in the filer.

Note
You do not have to specify the unit number if only one ATM adapter
isinstalled in afiler.
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Step | Action

2 | Enter the following command to check that the adapter is
communicating with the LANE Configuration Server:

atm elconfig show -all

3 | Study the output.

If aseparate line failsto appear for each configured Emulated LAN,
grouped by adapter, verify that each Emulated LAN is configured
properly for the ATM switch. For more information, see your switch
vendor’s documentation.

The following command sets the LANE Configuration Server address to the
well-known ATM address for the adapter in slot 2:

atm elconfig set -lecs -wellknown -unit 2

If the LANE Configuration Server on your network does not use the well-known
address, specify the LANE Client Server ATM address in place of wellknown, as
shown in the following command:

atm elconfig set -lecs
47.0079.00.000000.0000.0000.0000.00a03e000001.00 -unit 2

Abbreviated sample output (showing Emulated L ANs available through the
LANE Configuration Server for Adapter 2 only) fromthe atm elconfig show -
all command is asfollows:

ELANs on Adapter 2

LECS (current): 47.0079.00.000000.0000.0000.0000.00a03e000001.00
ELAN LAN Type LES ATM Address
eighteenKMTU  Unknown

47.0005.80.££fe100.0000.£21a.4d19.0020481a4d19.14
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Interpreting the
output

Chapter 2: ATM Configuration

=> default Unknown
47.0005.80.££fe100.0000.£21a.4d19.0020481a4d19.£0

nineKMTU Unknown
47.0005.80.ffel100.0000.£21a.4d19.0020481a4d19.11

Each Emulated LAN on the network should appear in the output, and the LAN
Type and LANE Server ATM addresses should appear as expected. There should
be a separate line for each configured Emulated LAN on the network, grouped
and arranged for each ATM adapter that isinstalled in the filer.

An arrow to the left of an Emulated LAN signifiesthat the ATM adapter has been
configured to operate on that Emulated LAN. For information about configuring
adapters to operate on an Emulated LAN, see “Adding an Emulated LAN to the
ATM adapter” on page 39.

The LANE Server ATM address should appear valid. If it does, you know that the
ATM adapter in the filer is communicating properly with the switch. If the LANE
Server ATM addressis al zeros, it might mean that the cable connection is not
working or something else isimproperly configured at the switch.

The LANE Configuration Server ATM address should match the address that you
specified earlier in “ Configuring the LANE Configuration Server address’ on

page 35.
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About the You must configure the ATM adapter to enable it to operate on one or more
configuration Emulated LANS.

For detailed The following sections discuss the actions you take to configure an ATM adapter
information for an Emulated LAN:

¢ “Adding an Emulated LAN to the ATM adapter” on page 39
¢ “Configuring the logical Ethernet interface” on page 41
¢ “Deleting an Emulated LAN from an ATM adapter” on page 42
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Configuring the ATM adapter for an Emulated LAN
Adding an Emulated LAN to the ATM adapter

Prerequisite Before you configure the ATM adapter to operate on an Emulated LAN, you
must configure the LANE Configuration Server ATM address for each adapter, as
described in “ Configuring the LANE Configuration Server address’ on page 35.
Also, the Emulated LAN you specify must already have been configured at the
switch.

Addingan Emulated To add the Emulated LAN to the adapter, complete the following steps.
LAN to the adapter

Step | Action

1 | Enter the following command:

atm elconfig add ELAN -if interface -les ATM address -
type ethernet -unit unit number

ELAN is the Emulated LAN that you want the adapter to join.
interface is the logical network interface.

The -1es flag isfor joining Emulated LANSs whose configuration
information is not returned by a LANE Configuration Server.

Note
You only usethe -1es flag when the -manual flag isset inthe atm
elconfig set command. Do not usethe -1es flag if the LANE
Configuration Server address is set to wellknown.

ATM_addressisthe LANE Server ATM address.
unit_number is the unit designator for the ATM adapter in the filer.

Note
If thereisonly asingle ATM adapter in the filer, you do not need to

specify the unit number in the command. The atm elconfig
command sets it automatically.

2 | To add more than one Emulated LAN to an adapter, repeat Step 1.
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The following command adds the adapter unit 2 to the nineKMTU Emulated
LAN of type Ethernet, using interface el1:

atm elconfig add nineKMTU -if ell -type ethernet -unit 2

This exampl e assumes that the nineKMTU Emulated LAN already exists on the
switch.

The el1 interface refersto alogical interface, thereby enabling you to configure
more than one logical interface for the same physical ATM adapter. This means
that you can usethe atm elconfig add command repeatedly to configure the
filer to communicate over multiple Emulated LANs using asingle physical ATM
adapter. Only Ethernet emulated networks are supported.
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Configuring the ATM adapter for an Emulated LAN
Configuring the logical Ethernet interface

Configuring the After the ATM adapter joins an Emulated LAN, you need to assign an | P address
interface to the (logical) network interface and configure additional parameters.

To configure alogical Ethernet interface, complete the following steps.

Step | Action

1 | Enter the following command:

ifconfig interface address netmask mask up
interface is the name of the logical network interface.
address is the | P address associated with the interface.

mask isthe network mask that i s selected according to the class of the
IP address.

For moreinformation about the netmask parameter andthe i fconfig
command, see the Data ONTAP 7.0 Command Reference Guide.

Example: The following command configures the €l0 logical
Ethernet network interface, assigning a corresponding I P address and
netmask:

ifconfig el0 172.20.12.19 netmask 255.255.252.0 up

2 | To configure more than one logical Ethernet interface, repeat Step 1.

Chapter 2: ATM Configuration 41



Configuring the ATM adapter for an Emulated LAN
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To delete an Emulated LAN from an ATM adapter, complete the following steps.

Step

Action

1

Enter the following command to mark the interface down:
ifconfig interface down

interfaceisthe name of the logical network interface that you want to
delete.

Example: The following command marks the el1 logical network
interface as down:

ifconfig ell down

Enter the following command:

atm elconfig delete ELAN -unit unit number
ELAN isthe ELAN that you want to delete from the adapter.
unit_number is the unit designator for the ATM adapter in the filer.

Example: The following command deletes the nineKMTU
Emulated LAN for the adapter designated by unit 2:

atm elconfig delete nineKMTU -unit 2
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Checking and completing the Emulated LAN configuration

About completing After you configure the ATM adapter for an Emulated LAN, you should verify

the configuration your configuration to ensure that it is correct.
For detailed The following sections discuss the actions you take to check and complete the
information Emulated LAN configuration:

¢ “Veifying the communications link” on page 44

* & 6 o o
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“Checking the configuration settings’ on page 45

“Checking the other elements of the Emulated LAN” on page 46
“Modifying load balancing and failover” on page 48

“Saving the ATM configuration commands in the /etc/rc file’ on page 50
“Saving the host and | P address data in the /etc/hosts file” on page 51
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After you add an Emulated LAN to an adapter and configure the interface, you
need to check to ensure that the filer can communicate with other clients through
the Emulated LAN. The easiest way to do thisisto ping another LANE Client on
the Emulated LAN to ensure that information is traveling out through the ATM
adapter and back again.

To ping aLANE Client, or any other client, complete the following step.

Step | Action

1 | Enter the following command:
ping host

host is the | P address of the computer to which you want to send an

ICMP ECHO_REQUEST datagram.

The following command sends the datagram to host 204.125.14.45, and waits for
aresponse:

ping 204.125.14.45

If the host responds, ping prints “host isalive.” Otherwise, ping resendsthe
ECHO_REQUEST once a second. If the host does not respond after 20 seconds,
ping prints the following output:

no answer from host.
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Checking and completing the Emulated LAN configuration
Checking the configuration settings

Verifying adapter After you verify the communication link, you should check the state of the
configurations adaptersin the filer to ensure that the configuration is correct.

To check the configuration settings, complete the following steps.

Step | Action

1 | Enter the following command:

atm elconfig show -all

2 | Verify thereisan arrow preceding the Emulated LAN name, which
indicates that the adapter has joined the Emulated LAN.

3 | Check that the LAN Typeis Ethernet.

4 | Check that the LANE Server ATM addressisavalid ATM address. If
the addressis all zeros, it indicates a configuration problem at the
switch.

Example of the atm  Abbreviated sample output (showing Emulated LANs on Adapter 2 only) from
elconfig show -all this command is as follows:

command atm elconfig show -all

ELANs on Adapter 2

LECS (current): 47.0079.00.000000.0000.0000.0000.00a03e000001.00

ELAN LAN Type LES ATM Address

eighteenKMTU  Ethernet
47.0005.80.££e100.0000.£f21a.4d19.0020481a4d19.14

=> default Unknown
47.0005.80.ffel100.0000.£21a.4d19.0020481a4d19.f0

=> nineKMTU Ethernet
47.0005.80.f£fe100.0000.£21a.4d19.0020481a4d19.11
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You should also check the other elements of the Emulated LAN to ensure they
are configured and operating correctly.

To check the other elements of the Emulated LAN, complete the following steps.

Step | Action

1 | Enter the following command:

atm elconfig show -configured

2 | Check the output to verify that the LANE Server, LANE
Configuration Server, and BUS ATM addresses are all valid, and that
the state of the Emulated LAN is operational.

3 | Usethenetstat -i command to check the MTU of each Emulated
LAN to verify that the setting matches the configuration created on
the switch.

Abbreviated sample output (showing information related to the eighteenKMTU
Emulated LAN on adapter 2 only) from the elconfig show
-configured command is as follows:

atm elconfig show -configured

ELAN Name : eighteenkMTU
Interface : ell

Configured Unit : 2

MAC Address : 00:20:48:08:12:c3

LEC Address :
47.0005.80.f£fe100.0000.£20f.6d4c.0020480812¢c3.00

LECS Address :
c5.0079.00.000000.00000000000000a203e000001.00

Configuration Direct VCC : unit=2 vpi/veci=0/279

LES Address :
47.0005.80.£f£fe100.0000.£21a.4d19.0020481a4d19.£0

Checking and completing the Emulated LAN configuration
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Control Direct VCC : unit=2 vpi/veci=0/280
Control Distribute VCC : unit=2 vpi/veci=0/281

BUS Address :
47.0005.80.£f£fe100.0000.£21a.4d19.0020481a4d19.£0

Multicast Send VCC : unit=2 vpi/veci=0/282
Multicast Forward VCC : unit=2 vpi/vci=0/283
LAN Type : Ethernet/IEEE 802.3
Maximum Frame Size : 1516
State : operational
MPOA : disabled
LECID ¢ 13
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L oad balancing enables incoming and outgoing traffic to be spread across ATM
adaptersin agroup.

By default, all ATM adapters are dynamically assigned to load-balancing groups.
No configuration is necessary to activate the load balancing and fail over features.
However, you can override the default by changing the adapters to static mode so
groups can be manually configured—for instance, when afailover group
contains adapters on different switches, resulting in reduced network
performance.

Load balancing does not depend on any nonstandard extensions to the UNI.
However, the switch must support the following:

¢ Registering the same ATM address on multiple ports
¢ Registering multiple ATM addresses on asingle port

If the switch does not support these features, load balancing and failover are
automatically disabled.
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Modifying load- To modify load-balancing groups, complete the following step.

balancing groups

Step

Action

1

Enter the following command:

atm uniconfig set failover [ -state off | static |
dynamic ] [-group unit ... ]

-state dynamic isthe default.

Use

-state off to disableload balancing and failover

-state static to put UNI load balancing in a static mode

unit specifies the load-balancing group membership.

Note

The parametersto the -group option of the atm uniconfig set
failover command specify the ATM adapters (units) that should be
logically assigned to aload-balancing and failover group. If you
specify a unit that has already been assigned to another group, the
unit is automatically removed from the original group before being

assigned to the new group.

Example of the atm  The following example demonstrates how you disable |oad balancing and
uniconfig set failover:

failover command

Chapter 2: ATM Configuration
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By saving the ATM configuration information in the/etc/rc file, you avoid having
to reconfigure the adapters manually each time the filer is restarted.

To save the configuration commandsin the /etc/rc file for automatic execution at

boot time, complete the following steps.
Step | Action
1 | Mount theroot file system and add the configuration commands to
the /etc/rc file using atext editor, such asvi.
2 | Saveyour changes.

Following is a sample portion of an /etc/rc file containing configuration
commands for three ATM adapters:

# unit 1
elconfig
elconfig
ifconfig
# unit 2
elconfig
elconfig
ifconfig
# unit 3
elconfig
elconfig
ifconfig
elconfig
ifconfig
elconfig

set -lecs -wellknown -unit 1
add default -if el0 -type ethernet -unit 1
el0 172.20.12.19 netmask 255.255.252.0 up

set -lecs -wellknown -unit 2
add nineKMTU -if ell -type ethernet -unit 2
ell 201.201.201.219 netmask 255.255.255.0 up

set -lecs -wellknown -unit 3

add eighteenKMTU -if el2 -type ethernet -unit 3
el2 201.201.210.219 netmask 255.255.255.0 up
add nineKMTU -if el3 -type ethernet -unit 3

el3 201.201.210.220 netmask 255.255.255.0 up
wait
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To save the host and IP address information of the Emulated LAN configuration
in the /etc/hosts file, complete the following steps.

Step | Action

1 | Mount theroot file system and add the host and I P address to the
/etc/hosts file using atext editor, such asvi.

2 | Saveyour changes.

Following is a sample portion of the /etc/hosts file containing the host and |P
address information for the ATM adapters:

172.20.12.19 myfiler-el0
201.201.201.219 myfiler-ell
201.201.210.219 myfiler-el2
201.201.210.220 myfiler-el3

If you have afiler that has only ATM adapters, the /etc/hosts file must contain an
entry for the filer's host name.

The host name is not displayed as part of the command prompt until you add the
host namein one IP entry and reboot thefiler. On filersthat include other types of
network interfaces, the installation setup procedure automatically adds the host
name entry to the /etc/hosts file.

Following isthe first line in a sample /etc/hosts file:

172.20.12.19 myfiler myfiler-el0
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Data ONTAP currently supports only FORE/IP 5.3. For more information about
the differences between FORE/IP 5.3 and older versions, see the FORE
documentation.

ATM supports two types of SPANS connections:
¢ SVC
¢ PVC

Data ONTAP dynamically assigns SV Cs when interoperating with ATM hosts
and with switches that support the FORE/IP SPANS protocols.

You use ATM PV Csto interoperate with ATM hosts and with switches that do
not support FORE/IP SPANS. For example, if you are not using a FORE systems
switch, PV Cs can connect FORE equipment at each end through non-FORE
switches.

For each physical ATM interface, Data ONTAP creates a FORE/IP interface,

called fa, at boot time. The fainterface supports FORE/IP on top of SPANS

signaling. FORE/IP alows communication as follows:

¢ Using AAL4 or AAL5 ATM adaptation layer types with no encapsulation

¢ Using abroadcast Address Resolution Protocol (ARP) for SPANS address
resolution

¢ Using direct communication of all hosts on a physical ATM network without
the use of |P routers

Note
Data ONTAP does not support FORE/IP load balancing or failover options.
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PV Cs are static; for each destination, you must establish (attach the IP layer to) a
PV C explicitly and delete (detach the IP layer from) the PV C explicitly.

For each destination that needs to establish a PV C with the filer, you must
establish an outgoing PV C and an incoming PV C in three places:

L 4
L 2
L 4

Onthefiler
On the destination ATM host
On all interconnecting ATM switches

The following sections describe the actions involved in managing FORE/IP
PVCs:

* 6 O 0o o

“Establishing FORE/IP PV Cs on thefiler” on page 54

“Displaying information about a FORE/IP PVC” on page 56

“Displaying the FORE/IP configuration” on page 57

“Changing the ATM adaptation layer for FORE/IP and SPANS” on page 59
“Deleting a FORE/IP PV C” on page 60

The following topics are not discussed in this section:

L 4

Establishing a FORE/IP PV C on the remote ATM host

Set up a FORE/IP PV C on the remote ATM host according to the
documentation for that host.

Establishing a FORE/IP PV C on interconnecting ATM switches

Ontheinterconnecting ATM switches, assign virtual channels corresponding
to the virtual path identifier (VPI) and virtual channel identifier (VCI)
entries made on the filer and the remote ATM host according to the
documentation for those switches.
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Establishing FORE/IP PVCs on the filer

Process for The process for establishing FORE/IP PV Cs on afiler includes the following
establishing tasks:
FORE/IP PVCs + Establishing an outgoing FORE/IP PVC

¢ Establishing an incoming FORE/IP PVC

FORE/IP PVC When establishing an outgoing or incoming FORE/IP PV C, replace the
configuration following variables with their respective values in the command line.
variables
Variable Description
hosthame Name or |P address of the remote host.
iface Name of the ATM interface. Thisisusualy fan, wherenisa
number.
vpi VPI (virtual path identifier); this must be 0.
VCi VCI (virtual channel identifier); this number must have the
following properties:
¢ It must not bein use on your filer.
¢ |t must belessthan 1,024.
¢ It must obey the limits of the destination host and
interconnecting devices.
aal ATM adaptation layer (AAL) type. It must be 4 or 5, and

should be the AAL type supported by the destination host,
whichistypically 5. The default is 5.

Note
AAL4 isnot supported on ForeRunner HE622 (OC-12)

adapters.
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Variable

Description

encap

Encapsulation type. Specify one of the following

encapsul ation types:

¢ null (no encapsulation; thisis the default)

¢ llc_routed (IEEE LLC encapsulation for routed
protocol data units [PDUSs])

¢ llc_bridged 8023 (IEEE LLC encapsulation for
Ethernet/802.3 bridged PDUs)

It should be the same as the encapsulation type used by the
destination host.

If the encapsulation typeislic_bridged 8023, you must
include addr.

addr

Six-byte colon-separated destination MAC address.

To establish an outgoing FORE/IP PV C on the filer, compl ete the following step.

Step

Action

1

Enter the following command:

atm atmarp -s hostname pvc iface vpi vci [aal [encap
[addr]]]

To establish an incoming FORE/IP PV C on the filer, complete the following step.

Step

Action

1

Enter the following command:

atm atmarp -1 pvc iface vpi veci [aal [encapl]
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Data ONTAP enables you to display address resolution information for incoming
and outgoing PV Cs so that you can verify the current settings.

To display information about all FORE/IP PV Cs and other interfaces on a host,
complete the following step.

Step | Action

1 | Enter the following command:

atm atmarp [hostname | -al

hostnhame is the name or | P address of a specific remote host; use the
-a flag to display information about al the current FORE/IP PV Cs.

If you use the -a flag, a display similar to the following appears:

atm atmarp -a

iface=a5 switch.port=£f21a2420.56 vpi.vci=0.114 aal=5
encapsulation=NULL

iface=a5 switch.port=£21a2420.25 vpi.vci=0.113 aal=5
encapsulation=NULL
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You can display the FORE/IP configuration information to verify the current
ATM adapter settings. The following types of information are displayed:

& Fore/IP parameters
¢ Connectionless VC parameters
¢ SPANSsignaling VC parameters

To display the current FORE/IP configuration information on an ATM adapter,
complete the following step.

Step | Action

1 | Enter the following command:

atm atmconfig device

deviceisthe ATM adapter name.

The following is sample output from the atm atmconfig command:
atm atmconfig faol

FORE IP parameters for fal

MTU: 9188

SVC peak rate: (unlimited)

Connectionless VC parameters

VPI/VCI: 0/14
AAL: 5
peak rate: (unlimited)
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SPANS signaling VC parameters

VPI/VCI: 0/15
AAL: 5
peak rate: (unlimited)
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You can change the FORE/IP ATM adaptation layer, for instance, when you
install an OC-12 adapter and you need to change the AAL from 4 to 5.

See “FORE/IP PV C configuration variables’ on page 54 for a description of
command variables.

To change the FORE/IP AAL, complete the following step.

Step | Action

1 | Enter the following command:

atm atmconfig -c vpi vei aal device

deviceisthe ATM adapter name; use the -c switch to display
information for FORE/IP.

Example: atm atmconfig -c 0 14 5 fa3

To change the SPANS AAL, complete the following step.

Step | Action

1 | Enter the following command:

atm atmconfig -s vpi veci aal device

deviceisthe ATM adapter name; use the -s switch to display
information for SPANS.

Example: atm atmconfig -s 0 15 5 fa3

59



Managing FORE/IP and PVCs
Deleting a FORE/IP PVC

Deleting an
outgoing FORE/IP
PVvC

Deleting an
incoming FORE/IP
PVvC
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To delete an outgoing FORE/IP PV C entry, complete the following step.

Step

Action

1

Enter the following command:

atm atmarp -d hostname

hostname is the name or | P address of the remote host.

To delete an incoming FORE/IP PV C for aremote host, complete the following

step.

Step

Action

1

Enter the following command:

atm atmarp -x iface vpi vei

iface is the name of the interface.

vpi and vci are the values of the VPI and VCI of the FORE/IP PV C to
be deleted for the specific interface.

Managing FORE/IP and PVCs




Network Routing Configuration 3

About this chapter This chapter discusses how Data ONTAP manages routing, how it handles

different types of packet requests, and how you can modify the routing table.

Topics in this This chapter discusses the following topics:

chapter & “About routing in DataONTAP” on page 62
¢ “Enabling and disabling routing mechanisms’ on page 68
¢ “Displaying the routing table and default route information” on page 70
¢ “Maodifying the routing table” on page 73
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Although thefiler can have multiple network interfaces, it does not function as a
router. The Data ONTAP software does not route packets between the interfaces
of the filer on behalf of other network hosts; however, Data ONTAP can route its
own outbound packets.

Data ONTAP uses two routing mechanisms:

¢ fast path

To route Network File System (NFS) packets over User Datagram Protocol
(UDP) and to route all TCP traffic, Data ONTAP uses a mechanism called
fast path. See “About fast path” on page 63.

¢ routing table

To route al other I P traffic, Data ONTAP uses the information available in
the local routing table. See “ About the routing table” on page 65.
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About routing in Data ONTAP

About fast path

What fast path is

Effect of fast path:
Telnet works, but
ping fails

Fast path is an alternate routing mechanism available in Data ONTAP. Instead of
using the routing table of the filer to route, this mechanism uses

¢ The source Media Access Control (MAC) address of theincoming packet as
the destination MAC address of the outgoing packet for NFS-over-UDP and
all TCP traffic transmitted from the filer

¢ The sameinterface for incoming and outgoing traffic

Using this mechanism provides the following advantages:
¢ Load balancing between multiplefiler interfaces on the same subnet

The load balancing is achieved by sending responses on the same interface
of thefiler asincoming requests.

¢ Increasing filer performance

Theincrease in filer performanceis achieved by skipping routing table
lookups.

Fast path is enabled automatically on the filer; however, you can disableit.

NFS-over-UDP: The NFS-over-UDP traffic uses fast path only when sending a
reply to arequest. The reply packet is sent out on the same interface that the
request packet came in on. For example, afiler named toaster uses the toaster-el
interface to send reply packets in response to NFS-over-UDP requests received
on the toaster-el interface.

TCP: Because TCP is connection-oriented and because data is acknowledged as
part of the TCP protocol, Data ONTAP can use fast path on every TCP packet
transmitted except the very first SY N packet (if Data ONTAP initiates a
connection). For fast path, the interface used to transmit a packet is the same
interface the last packet was received on.

For TCP connections, Data ONTAP automatically turns off fast path if it detects
that using fast path in a network setup is not optimal.

If fast path is enabled and the default router stops working, you might notice that
Telnet sessionsto afiler can still be established from anon-local subnet, even

though you cannot use the ping utility to communicate with thefiler’sinterfaces.
This happens because the fast path mechanism skips routing table lookups. Asa
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result, the routing table is not used to respond to any NFS-over-UDP or TCP
connection requests. Therefore, Telnet requests (which use the TCP protocol)
succeed, while ping requests—which use the Internet Control Message Protocol

(ICMP)—fail.
Effect of fast path If fast path is enabled on afiler in an asymmetric network, the destination MAC
on asymmetric address of the response packet will be that of the router that forwarded the
routing incoming packet. However, in asymmetric networks the router forwarding

packets to thefiler is not the one forwarding the packets that the filer sends back.
In this case, you must disable fast path.
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About routing in Data ONTAP
About the routing table

What the routing
table contains

Default route setup
in Data ONTAP

Managing the
routing table

The routing table contains the current routes that have been established and are
currently in use, as well as the default route specification.

Data ONTAP uses a default route entry to route to destinations that it does not
explicitly know about in its routing table. You can set the default route in Data
ONTAP either during the initial setup or later by modifying the /etc/rc file.

If you are upgrading your filer to this Data ONTAP release and currently use the
letc/dgateways file to set a default route, Network Appliance recommends that
you now use the /etc/rc file, router discovery, or Routing Information Protocol
(RIP) instead. The /etc/dgateways file was deprecated in Data ONTAP 6.0 (that
is, itisstill supported for backward compatibility but its useis not
recommended).

Example: The following sample /etc/rc file shows the route add command
used to add a default route.

hostname tpubs-£720

ifconfig e0 172.28.50.21 netmask 255.255.255.0 mediatype 100tx-fd
route add default 172.28.50.1 1

routed on

You can manage the routing table in two ways:
¢ Automatically, using the routed daemon

The routed daemon is enabled by default.
¢ Manually, using the route command

The routing table might also be maodified when one of the following occurs:

¢ A new interfaceis configured with the i fconfig command and there are no
existing entries for the new network number in the routing table.

¢ Thefiler receives an ICMP redirect packet with notification of a better first-
hop router for a particular destination.

¢ Thefiler isrebooted after the default route in the /etc/rc file is modified.
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The routed daemon enables these functions:
¢ Deletion of redirected routes after a specified period

¢ Router discovery with Internet Router Discovery Protocol (IRDP), whichis
useful only if there is no static default route

¢ Listening for RIP packets

¢ Migration of routesto alternate interfaces when multiple interfaces are
available on the same subnet

In addition, routed can be configured to

¢ Control RIP and IRDP behavior

¢ Generate RIP response messages that update a host route on the filer
¢ Recognize distant gateways identified in the /etc/gatewaysfile

For more information about routed, see the NetApp routed(1) man page.

In some circumstances, it might be desirable to turn the routed daemon off. For
example, if you have multiple interfaces on the same subnet and you want to
direct network traffic to specific interfaces, you must turn routed off because
routed sees all interfaces on a subnet as equivalent.

You can safely turn off routed if you

¢ Donot use RIP or router discovery (they can be disabled by setting valuesin
the /etc/gateways fil€)

¢ Haveasinglerouter per subnet or a network in which redirects are not sent
¢ Areableto manage your routing table directly

Note
Unless you have specific routing needs and you understand network routing
configuration, Network Appliance recommends that you always keep routed on,
even if you do not want Data ONTAP to make routing decisions based on routing
updates. Turning routed off could cause unexpected routing behavior in Data
ONTAP.

If you enable the NetApp MultiStore® license, Data ONTAP disablesthe routed
daemon. Therefore, routing tablesin avFiler™ environment must be managed
manually with the route command.

About routing in Data ONTAP



All vFilersin an | Pspace (the | P address space in which vFilers can function)
share arouting table. Therefore, any commands that display or manipulate the
routing table apply to al vFilersin that | Pspace.

For more information, see the section on network considerations in the Data
ONTAP 7.0 MultiStore Management Guide.
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Controlling routing

Turning fast path on
or off

Turning routed on
or off at the
command line
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Both the fast path mechanism and the routed daemon are enabled by default in
Data ONTAP. To enable or disable these routing mechanisms, use the command
line or FilerView methods described below.

Note
If you disable both fast path and routed, you must be prepared to configure
routing manually; see“About routing in Data ONTAP’ on page 62.

To turn fast path on or off, complete the following step. (You cannot turn fast path
on or off in FilerView.)

Step | Action

1 | Enter the following command at the filer command line:

options ip.fastpath.enable {on|off}

Note
You can use the -x option with the netstat command to see if the fast path
mechanism is enabled for a specific connection.

To turn the routed daemon on or off, compl ete the following step.

Step | Action

1 | Enter the following command at the filer command line:

routed {on|off}

Note
If you use the command-line method, you must also edit the /etc/rc file in the root
volume to specify the same routed daemon behavior across filer reboots.

Enabling and disabling routing mechanisms



Turning routed on To turn the routed daemon on or off with FilerView, complete the following

or off with FilerView  steps.

Step

Action

In FilerView, click Network in the list on the | ft.

In thelist under Network, click Configure.

Select Yes (for on) or No (for off) in the Routed Enabled drop-down
list, then click Apply.

Note

If you make changesto routed configuration in FilerView, the changes are saved
automatically in the /etc/rc file and therefore become persistent across reboots.
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Displaying the
routing table at the
command line

Displaying default
route information at
the command line

Displaying routing
information with
FilerView
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To display the Data ONTAP routing table at the command line, complete the
following step.

Step | Action

1 | Enter the following command at the filer command line:

netstat -rn

To display information about whether routed is on or off, default route
information, and routing protocols at the command line, compl ete the following

step.

Step | Action

1 | Enter the following command at the filer command line:

routed status

To display the routing table, the default route information, and routing protocols
using FilerView, complete the following steps.

Step | Action

1 | InFilerView, click Network in the list on the | eft.

2 | Inthelist under Network, click Report.

The Routing section of the Network Report shows the default route
and protocols in effect, and then shows routing tables.

Displaying the routing table and default route information



Example of a The following example shows a routing table output as a response to the
routing table command:

netstat -rn

Internet:

Destination Gateway Flags Refs Use Interface
default 172.28.50.1 UGS 5 5860 e0
127.0.0.1 127.0.0.1 UH 1 262 1lo
172.28.100/24 link#1 uc 0 0 e0
172.28.50.1 0:e0:52:1:dd:66 UHL 1 0 e0
172.28.50.3 8:0:20:9b:37:e6 UHL 0 4 e0
172.28.50.18 8:0:20:94:1c:ce UHL 0 0 e0
172.28.50.255 fE:ff:ff.f£:f£:£ff UHL 0 3903 e0
172.28.255.255 fE:ff:ff.f£:f£:£ff UHL 1 1733 e0

In the previous example, the destination can be ahost, 172.28.50.1, a network,
172.28.100/24, or the default route. If the destination is a subnet on a network,
the network number is followed by aforward slash (/) and a number that
describes the network mask for that network.

Routing table flags The following table describes the Flags column in the netstat -rn output.

Flag | Description

] Up—Routeisvalid

G Gateway—Route is to a gateway router rather than to a directly
connected network or host

H Host name—Route is to a host rather than to a network, where the
destination address is a complete address

R Reject—Set by ARP when an entry expires (for example, the IP
address could not be resolved into a MAC address)

Dynamic—Route added by a route redirect

M odified—Route modified by aroute redirect

Cloning—A new route is cloned from this entry when it is used

0| Z|0

Link—Link-level information, such as the Ethernet MAC address, is
present

Chapter 3: Network Routing Configuration
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Flag

Description

Static—Route added with the route command

Proxy ARP—Host is configured to respond to ARP requests for a
host other than itself

For more information about the routing table display, see the NetApp netstat(1)
man page.

Displaying the routing table and default route information



Modifying the routing table

About the route
command

Modifying the
routing table

Modifying the
routing table in a
cluster environment

Chapter 3: Network Routing Configuration

The routing table can be managed directly using the route command. The
command enables you to

¢ Add and delete routes or modify existing ones
¢ Removeal gatewaysin therouting table

You can aso list routes with the route -s command, which yields the same
output asnetstat -nr.

Note

You cannot modify the routing table using FilerView.

To modify the routing table, compl ete the following step.

Step | Action

1 | Enter the following command:

route add|delete destination [options]

For more information about the route command and options, see the
NetApp route(1) man page.

Asin other aspects of cluster management, the routing tables of clustered filer
partners must be synchronized.

In takeover mode, each filer in acluster retains its own routing table. You can
make changes to the routing table on the active filer in the standard way, or you
can make changes to the routing table on the failed filer using the route
command in partner mode. However, the changes you make in partner mode are
lost after a giveback.
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Host Name Resolution 4

About this chapter This chapter discusses how you can use the Data ONTAP configuration files,
Domain Name System (DNS), and Network Information Service (NIS) to resolve

host names.
Topics in this This chapter discusses the following topics:
chapter & “Maintenance of host information” on page 76

L 2
L 4
L 2
L 4

Chapter 4: Host Name Resolution

“Using the /etc/hosts file to maintain host information” on page 77
“Using DNS to maintain host information” on page 80

“Using NIS to maintain host information” on page 87

“Changing the host name search order” on page 92
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Host information can be maintained in one or all of the following waysin Data
ONTAP:

¢ Inthe/etc/hosts file on the filer's default volume

For detailed information, see “Using the /etc/hosts file to maintain host
information” on page 77.

¢ OnaDomain Name System (DNS) server
For detailed information, “Using DNS to maintain host information” on

page 80.
¢ OnaNetwork Information Service (NIS) server

For detailed information, see “Using NIS to maintain host information” on
page 87.

If you use more than one of the above ways to maintain host information, the
ways are used in the order determined by the /etc/nsswitch.conf file. For detailed
information about thisfile, see “ Changing the host name search order” on

page 92.

Data ONTAP relies on correct host name resolution to provide basic connectivity
for filers on the network, including

& Processing NFS mount requests
¢ Establishing CIFS sessions
¢ Authenticating Remote Shell (RSH) protocol sessionsto filers

If you are unable to access filer data or establish sessions, there might be
problems with host name resolution on the filer or on a name server.

Maintenance of host information



Using the /etc/hosts file to maintain host information

About the/etc/hosts
file

Ways to add entries
to the /etc/hosts file

Data ONTAP uses the /etc/hosts file to resolve host names to | P addresses,
including host names used in any of the following files:

¢ /etc/rc
/etc/syslog.conf
/etc/exports
/etc/netgroup
/etc/hosts.equiv

* & o o

You must ensure that the /etc/hosts file is kept up-to-date. If you update the file,
you do not need to reboot the filer—the changes to the file take effect
immediately.

When Data ONTAP isfirst installed, the /etc/hosts file is automatically created
with default entries for the following interfaces:

¢ locahost

¢ All interfaces on thefiler

Note

The /etc/hosts file resolves the host names for the filer it is configured on. This
file cannot be used by other systems for name resolution.

For more information on file format, see the NetA pp hosts(5) man page.

You can add | P address and hostname entriesin the /etc/hosts file in the following
two ways:

¢ Locdly

You might want to add entriesto the local /etc/hosts file if the number of
entriesis small. You can do so

% Atthe command line
See “Editing the /etc/hosts file manually” on page 78.
< Using FilerView
See “Editing the /etc/hosts file with FilerView” on page 79.
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¢ Remotely using the NIS makefile master

If the number of entriesislarge and you have access to an NIS makefile
master, you might want to use the makefile master to create the /etc/hosts
file. This method prevents errors that could be introduced in the manual
creation process. For details, see “ Creating /etc/hosts from the NI'S master”
on page 79.

Note

Using NIS to distribute the /etc/hosts file is different from looking up host
names on an NI S server. For more information about network lookups, see
“Using NIS to maintain host information” on page 87.

To edit the /etc/hosts file manually, compl ete the following steps.

Step | Action

1 | From aworkstation that has accessto the filer’s root volume, open

the /etc/hosts file using atext editor.

2 | Edit thefileto your needs. The format of thefileisasfollows:

IP address Host-name aliases

3 | Savethefile.

Example: Thefollowing shows how the entries might look in the /etc/hosts file

on afiler:

192.16.3.145
192.16.4.155
192.16.5.165
192.16.6.175

toaster toaster-e0
toaster-e2
toaster-e4
toaster-e8

Inthefirst ling, the filer host name itself is used as an alias for the first network
interface. That is, network traffic addressed to toaster will be received on the
toaster-e0 interface.

Using the /etc/hosts file to maintain host information



Editing the
letc/hosts file with
FilerView

Creating /etc/hosts
from the NIS master

To edit the /etc/hosts file with FilerView, complete the following steps.

Step

Action

In FilerView, click Network in the list on the | ft.

In thelist under Network, click Manage Hosts File.

Click in the hosts window, then click Insert.

Al W[N] P

Complete the fields in the Create a New /etc/hosts Line window for
each host you wish to add and click OK.

Click Apply in the Manage Hosts File window.

To modify the makefile for the NIS master to create a hosts file and copy it to the
/etc directory on the filer’s default volume, complete the following steps.

Step

Action

1

On the NIS server, open the NIS makefile with an editor.

L ocate the section for hosts.time.

Addthefollowing lines at the end of the hosts.time section, replacing
toaster 1, toaster2, and so on with names of your filers:
emntdir=/tmp/netapp etc mnt $$$$;\

if [ ! -d $Smntdir ]; then rm -f $Smntdir; \
mkdir $Smntdir; f£i;\

for filer in toasterl toaster2 toaster3 ; do \
mount $$filer:/etc $Smntdir;\

mv $$mntdir/hosts $Smntdir/hosts.bak;\

cp /etc/hosts $Smntdir/hosts;\

umount $$mntdir;\

done; \

rmdir $Smntdir

Save the NIS makefile.

The /etc/hosts file on the filer is updated whenever the NIS makefile
isrun.
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Using DNS to maintain host information

Advantage of using
DNS

About configuring
DNS

80

DNS enables you to maintain host information centrally. As aresult, you do not
have to update the /etc/hosts file every time you add anew host to the network. If
you have severa filers on your network, maintaining host information centrally
saves you from updating the /etc/hosts file on each filer every time you add or
delete a host.

A conventional filer policy for efficient host name resolution is to do both of the
following:

¢ Maintain ashort /etc/hosts file containing local interfaces, as described in
“Ways to add entries to the /etc/hosts file’ on page 77.

¢ Enable DNSwith DNS caching, as described in “ About configuring DNS’
on page 80 and “What DNS name caching does’ on page 84.

You can configure the filer to use one or more DNS servers either during the
setup procedure or later using the command line or FilerView.

If you configure DNS during the setup procedure, the filer’s DNS domain name
and name server addresses are configured

¢ Automatically if you use Dynamic Host Configuration Protocol (DHCP) to
configure onboard interfaces

¢ Manually if you do not use DHCP—you must enter the values when
prompted

If you configure DNS later, you need to take these actions:

& Specify DNS name servers.

¢ Specify the DNS domain name of thefiler.

¢ Enable DNSonthefiler.

You can enable DNS and set DNS configuration valuesin either of these ways:
¢ Using FilerView
See “Configuring DNS with FilerView” on page 81.
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Configuring DNS
with FilerView

¢ At the command line

See the appropriate instructions:

< “Creating or editing /etc/resolv.conf” on page 83
» “Specifying the DNS domain name”’ on page 83
< “Disabling or enabling DNS’ on page 84

2
XS

If you want to use primarily DNS for host-name resolution, specify it ahead of
other methods in the hosts map in the /etc/nsswitch.conf file. For information
about how to edit the nsswitch.conf file, see “ Changing the host name search
order” on page 92.

Correct host-name resolution depends on the correct configuration of the DNS
server. If you experience problems with host-name resol ution or data availability,
check the DNS server in addition to local networking.

For more information about filer DNS resolution of host names, see the NetApp
dns(8) man page.

To set or modify DNS configuration values with FilerView, complete the
following steps.

Step | Action

1 | InFilerView, click Network in the list on the | eft.

2 | Inthelist under Network, click Manage DNS and NIS Name Service.
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Step

Action

If you want to....

Then...

Enable DNS Select Yesin the DNS Enabled field.
Set or modify the DNS Enter aname in the DNS Domain
domain name Name field.

Examples of configuration values are
listed in “ Specifying the DNS
domain name” on page 83.

Specify or modify DNS
servers

Enter up to three IP addresses in the
DNS Serversfields.

Examples of configuration values are
listed in “Creating or editing
/etc/resolv.conf” on page 83.

Specify or modify the search
list for host name lookup

Enter anamein the DNS Domain
Search field.

Using DNS to maintain host information




Creating or editing To create or edit the /etc/resolv.conf file, complete the following step.

letc/resolv.conf

Step

Action

1

If...

Then...

You are creating the
/etc/resolv.conf file

Using atext editor, create the /etc/resolv.conf
fileintheroot volume. Thefile can consist of
up to three lines, each specifying a name
server host in the following format:

nameserver ip address

Example:

nameserver 192.9.200.10
nameserver 192.9.200.20
nameserver 192.9.200.30

You are editing the
letc/resolv.conf file

From aworkstation that has access to the
filer's root volume, edit the /etc/resolv.conf
file using atext editor.

You can optionally set or modify the domain search list for DNS host name
lookup. For more information, see the NetApp resolv.conf(5) man page.

Specifying the DNS  To specify or change the DNS domain name, compl ete the following step at the
domain name filer command line.

Step

Action

1

Enter the following command:

options dns.domainname domain

domain isthe new domain name, which followsthefiler host namein
the fully qualified domain name.

For example, the domain name of afiler toaster.netapp.comis

netapp.com.
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To disable or enable DNS, complete the following step at the filer command line.

Step | Action

1 | Enter the following command:
options dns.enable {off|on}
Use off to disable DNS or on to enable DNS.

If you did not configure DNS during the Data ONTAP setup procedure, DNSis
disabled by default.

Once enabled, DNS should be disabled only when you change host-name
resolution procedures or when you troubleshoot problems with the DNS name
server or Windows Active Directory server.

Note
The filer CIFS implementation depends on DNS to provide the Windows Active
Directory service. Therefore, disabling DNS might interrupt CIFS services.

DNS name caching enables the DNS name resolver to speed up the process by
which it converts host names into |P addresses. DNS name caching stores DNS
requests by caching them so that they are easy to find the next time. Name
caching improves DNS performance in the case of name server failure aswell as
reducing the time it takes for cluster takeover and giveback.

DNS name caching is enabled by default.
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Disabling or
enabling DNS name
caching

Flushing the DNS
cache

Displaying DNS
information

To disable or enable DNS name caching, complete the following step at the filer
command line.

Caution
Disabling DNS name caching clears the DNS name cache.

Step | Action

1 | Enter the following command:
options dns.cache.enable {on|off}

Use on to enable DNS name caching or of £ to disable DNS name
caching.

Entriesin the DNS cache have a set expiration. If an entry that has expired is
needed again, thefiler contacts the DNS server to get an updated entry. However,
if aDNS entry changes before it has expired, you must flush the DNS cache to
force thefiler to get the new DNS record.

If some of your DNS records change often, you should make sure that your DNS
server transmits them with alow Time To Live (TTL). (You set thisin the DNS
server.) You can also disable DNS caching on the filer with the
dns.cache.enable option, but this might reduce performance.

To flush the DNS cache, complete the following step.

Step | Action

1 | Enter the following command:
dns flush

You can display the following types of DNS information:
Status of the DNS resolver

List of DNS servers configured in the /etc/resolv.conf file
State of each DNS server

Timestamp when the DNS server was | ast polled
Average round-trip time of a DNS query

Total number of DNS queries made

* ¢ 6 6 o o
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¢ Number of failed DNS queries
Default domain configured on the filer

¢ List of other domains that will be used with unqualified names for name
lookup

L 4

To display DNS information, complete the following step.

Step | Action

1 | Enter the following command:

dns info

For more information about the dns info display, see the NetApp dns(1) man
page.
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Using NIS to maintain host information

Advantage of using
NIS

About configuring
NIS for host
lookups

Like DNS, NIS enables you to centrally maintain host information. NIS provides
two methods for filer host name resolution:

¢ Using amakefile master on the NIS server, which creates an /etc/hosts file
and copiesit to the filer's default volume for local host name lookup

This method is described in “ Creating /etc/hosts from the NIS master” on
page 79.

¢ Using host map, maintained as a database on the NIS server, which thefiler
queriesin ahost lookup request across the network

This method is described in this section.

NIS also enables you to maintain user information. For more information, see the
Data ONTAP 7.0 System Administration Guide.

You can configure the filer to use one or more NIS servers either during the setup
procedure or later using the Data ONTAP command line or FilerView.

If you configure NIS later, you need to do al of the following:
& Specify the NIS server to which the filer should bind.

¢ Specify the NIS domain name of thefiler.

¢ Enable NISonthefiler.

You can enable NIS and set NIS configuration valuesin either of these ways:
¢ Using FilerView

See “Configuring NIS with FilerView” on page 88.
¢ At the command line

See the appropriate instructions:

&

% “Specifying NIS serversto bind to” on page 89
“Specifying the NIS domain name” on page 90
< “Enabling or disabling NIS’ on page 90

K3

2
%

If you want to use primarily NIS for host-name resolution, specify it ahead of
other methods in the hosts map in the /etc/nsswitch.conf file. For information
about how to edit the /etc/nsswitch.conf file, see “ Changing the host name search
order” on page 92.
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Correct host-name resolution depends on the correct configuration of the NIS
server. If you experience problems with host-name resol ution or data availability,
check the NIS server in addition to local networking.

For more information about the filer NIS client, see the NetApp nis(8) man page.

Configuring NIS To set or modify NIS configuration values with FilerView, complete the
with FilerView following steps.
Step | Action

1 | InFilerView, click Network in the list on the | eft.

2 | Inthelist under Network, click Manage DNS and NIS Name Service.

3 | If you want to....

Then...

Enable or disable NIS

Select Yesor No inthe NIS
Enabled field.

Set or modify the NIS domain
name

Enter anamein the NISDomain
Name field.

Examples of configuration
values are listed in “ Specifying
the NIS domain name” on
page 90.

Specify or modify NIS servers

Enter one or more | P addresses
inthe NIS Serversfields.

Examples of configuration
values are listed in “ Specifying
NIS serversto bind to” on
page 89.
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Specifying NIS
servers to bind to

You can specify an ordered list of NIS serversto which you want thefiler to bind.
The list should begin with the closest NIS server (closest in network terms) and
end with the furthest one.

To specify an ordered list of NIS servers you want the filer to bind to, complete
the following step.

Note
You can specify NIS servers by |P address or host name. If host names are used,
make sure each host name along with its | P address is listed in the /etc/hosts file.
Otherwise, the binding with host name will fail.

Step | Action

1 | Enter the following command to specify the NIS servers and their
order:

options nis.servers ip address, server name,*

The asterisk (*) specifiesthat broadcast isused to bind to NIS servers
if the serversinthelist are not responding. Thisis the default. If you
do not specify broadcasting (that is, no asterisk) and none of the
listed serversis responding, NIS services are disrupted until one of
the preferred servers responds.

Caution
Using the NIS broadcast feature can incur security risks.

Example of specifying NIS servers to bind to: The following lists two
servers and uses the broadcast default:

options nis.servers 172.15.16.1,nisserver-1,*

Thefiler first triesto bind to 172.15.16.1. If the binding fails, the filer triesto
bind to nisserver-1. If thisbinding fails also, the filer binds to any server that
responds to the broadcast. While bound to the NIS server that responded to the
broadcast, the filer continues to poll the preferred servers. As soon as one of the
preferred serversisfound, the filer bindsto the preferred server.
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Specifying the NIS To specify the NIS domain name, complete the following step.
domain name

Step | Action

1 | Enter the following command:
options nis.domainname domain
domain isthe NIS domain name to which the filer belongs; for

example, typical NIS domain names might be sales or marketing.
The NIS domain name is not usually the same as the DNS domain

name.
Enabling or To enable or disable NIS on your filer, complete the following step.
disabling NIS

Step | Action
1 | Enter the following command:

options nis.enable {on|off}

Use on to enable and of £ to disable NIS.
Displaying NIS You can display the following types of NIS information:
information ¢ NISdomain name

¢ Lasttimetheloca group cache was updated
¢ Thefollowing information about each NIS server that was polled by thefiler:
% |Paddress of the NIS server
% Typeof NIS server
<  State of the NIS server
% Whether the filer is bound to the NIS server
% Time of polling

To display NIS information, complete the following step.

Step | Action

1 | Enter the following command:

nis info
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For more information about thenis info command and resulting display, see
the NetApp nis(1) man page.

NIS administrative Data ONTAP supports the standard NIS administrative commands listed in the

commands following table. For more information, see each command’s man page.
Command Function
ypcat Prints an entire NIS map
ypgroup Displays the NIS group cache entries
ypmatch Looks up specific entriesin an NIS map
ypwhich Returns the name of the current NIS server
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Changing the host name search order

How the host name
search order is
determined

The default
letc/nsswitch.conf
file

92

If you use more than one method for host name resolution, you must specify the
order in which each name resolution service isused. Thisorder is specified in the
[etc/nsswitch.conf file in the filer’s root volume.

Data ONTAP creates a default nsswitch.conf file when you run the setup
command on your filer. The contents of the default file are as follows:;

hosts: files nis dns
passwd: files nis ldap
netgroup: files nis
group: files nis ldap
shadow: files nis

Note
Only the hosts entry in the /etc/nsswitch.conf file pertains to host name
resolution. For information about other entries, see the System Administration
Guide and the NetApp nsswitch.con(5) man page.

By default, the host information is searched in the following order:
¢ /etc/hostsfile

¢ NIS

¢ DNS

If you want to change this order, you can do so in either of these ways:
¢ By using FilerView

See “ Changing the host name search order with FilerView” on page 93.
& By editing the /etc/nsswitch.conf file

See “Editing the /etc/nsswitch.conf file” on page 93.
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Changing the host
name search order
with FilerView

Editing the
letc/nsswitch.conf
file

To change the host name search order with FilerView, complete the following

steps.
Step | Action
1 | InFilerView, click Network in the list on the | eft.
2 | Inthelist under Network, click Manage DNS and NIS Name Service.
3 | Inthe Name Service section, select the desired values in the Hosts

drop-down lists.

To change the order in which Data ONTAP searches for host information,
compl ete the following steps.

Step | Action

1 | If the /etc/nsswitch.conf file does not exist in the filer’s root volume,
create it.

2 | Edit thefile, entering each line in the following format:
map: service ...
map for the host-name resolution serviceis hosts.
serviceisone or more of thefollowing: files, dns, nis.
For example, to change the resolution order to use NIS exclusively,
change the hosts line to read as follows:
hosts:. nis

3 | Savethefile
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Filer Monitoring Using SNMP 5

About this chapter This chapter describes how Data ONTAP supports SNMP on the filer and how
you can use SNMP to monitor your filer.

Topics in this This chapter discusses the following topics:

chapter & “Understanding SNM P implementation in Data ONTAP” on page 96
¢ “Managing the SNMP agent” on page 105
¢ “Creating SNMP traps’ on page 111

Chapter 5: Filer Monitoring Using SNMP

95



Understanding SNMP implementation in Data ONTAP

SNMP process

SNMP agent and
MIB groups
supported

Types of traps in
Data ONTAP

96

If Simple Network Management Protocol (SNMP) is enabled in Data ONTAP,
SNMP managers can query the filer’'s SNMP agent for information (specified in
the Network Appliance MIBs or the MIB-I11 specification). In response, the
SNMP agent gathers information and forwards it to the SNM P managers using
the SNMP protocol. The SNMP agent al so generates trap notifications whenever
specific events occur and sends these traps to the SNM P managers. The SNMP
managers can then carry out actions based on information received in the trap
notifications.

For diagnostic and other network management services, Data ONTAP provides
an SNMP agent compatible with SNMP version 1. This agent supports the MIB-
Il specification and the Network Appliance MIBs. The following MIB-11 groups
are supported:

System

Interfaces

Address trandation
IP

ICMP

TCP

UDP

SNMP

L 2R R R JER 2N 2N 2R 4

Note
Transmission and EGP MIB-I1 groups are not supported.

For more information about protocol support, see the NetApp snmpd(8) man
page.

There are two types of trapsin Data ONTAP:

¢ Built-in—Built-in traps are predefined in Data ONTAP and are
automatically sent to the network management stations on the traphost list if
an event occurs. These traps are based on one of the following:
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About the Network
Appliance MIBs

< RFC 1213, which defines traps such as coldStart, linkDown, linkUp,
and authenticationFailure

< Specific traps defined in the Network Appliance custom MIB, such as
diskFailedShutdown, cpuTooBusy, and volumeNearlyFull

For more information, see “Understanding trapsin Data ONTAP’ on

page 98.

¢ User-defined—User-defined traps exist only after they are defined by a

series of snmp traps commands or the FilerView SNMP Traps windows.

These traps are sent using proxy trap 1D numbers 11 through 18, which

correspond to atrap’s MIB priority.

For moreinformation, see “ Creating SNMP traps’ on page 111.

A Management Information Base (MIB) fileis atextual description of SNMP
objects and traps. Therefore, NetApp MIB files document the SNMP capabilities
of the Data ONTAP version running on your filer. MIBs are not configuration
files—that is, valuesin the MIBs are not read by Data ONTAP, and changes to
the MIB files do not affect SNMP functionality.

Network Appliance provides two MIB files:
¢ A custom MIB (/etc/mib/netapp.mib)

See “ Contents of the Network Appliance custom MIB” on page 101.
¢ Aninternet SCSI (iISCSI) MIB (/etc/mib/iscsi.mib)

See” Contents of the iSCSI MIB” on page 104.

Network Appliance also provides a short cross-reference between object
identifiers (OIDs) and object short names in the /etc/mib/traps.dat file. Thisis
useful for creating user-defined traps, as discussed in “Defining or modifying a
trap” on page 113.

Note
The latest versions of the Network Appliance MIBs and traps.dat files are
available online on the NetApp On the Web™ (NOW™) site at
http://now.netapp.com/NOW/download/tool s/mib/filer.shtml

However, the versions of these files on the NOW site do not necessarily
correspond to the SNMP capabilities of your Data ONTAP version. They are
provided to help you evaluate SNMP features in the latest Data ONTAP release.
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Understanding SNMP implementation in Data ONTAP
Understanding traps in Data ONTAP

About traps

About built-in traps
in Network
Appliance MIBs
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Traps are mechanismsthat alert you to significant events on thefiler. If SNMPis
configured, traps are fired when a defined event, such as a network traffic
interruption or line power failure, occurs. Trap information, in the form of MIB
Object Identifiers (OIDs), is sent from the filer agent to an SNMP management
station.

Built-in traps in Network Appliance MIBs are identified by the string TRAP-
TY PE. For example, thefollowing isacomplete trap definition from the Network
Appliance custom MIB:

upsLinePowerOff TRAP-TYPE
ENTERPRISE netapp
DESCRIPTION

"UPS: Input line power has failed and UPS is now on battery."
ci= 142

Trapsin the Network Appliance custom MIB are provided in a number of
categories, including the following:

Category Examples of trap messages

Disk Health Monitor Degraded 1/0, disk predictive-failure event

Disks Disk - failure aert, shutdown, repaired

Fan Fan - failed, shutdown, warning, repaired

Power supply Power supply - failed, shutdown, warning,
repaired

CPU CPU busy, OK

NVRAM Battery discharged, low

Cluster Node failed, repaired

Volumes Nearly full, full, repaired
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Category Examples of trap messages

Temperature Over temperature, shutdown, repaired

Shelf Fault, repaired

Global Not recoverable, critical, not critical, OK

Soft quotas Exceeded, normal

Autosupport Send error, configuration error, successful send
Note

These categories are examples of the MIB trap contents; it is not an exhaustive
list. The most complete listings are provided in the MI1Bs themsel ves.

About MIB trap By convention, the right-most digit of atrap ID number indicates its priority
priority (degree of severity), using the same enumeration as syslog entries. For example,
trap ID 142 upsLinePowerOf £ iSpriority 2, alert.

Trap priorities are listed in the following table.

Trap ID last digit | Priority

emergency

dert
critical

error

warning

notification

information

debug

I N| OO | | W[N] PP

For more information, see the NetApp syslog.conf(5) man page.
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Where to get further
information
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See the following RFCs for more information:

L 2
L 4
L 2

RFC 1157—Defines and describes SNMP.
RFC 1213—Defines and describes the SNMP MIB-I11 specification.

RFC 1155—Defines and describes the structure and identification of
management information for TCP/IP-based internets.

RFC 1215—Defines the convention for defining traps for use with SNMP.
RFC 1212—Gives concise MIB definitions.
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Understanding SNMP implementation in Data ONTAP

Contents of the Network Appliance custom MIB

About the Network The Network Appliance custom MIB provides detailed information about many
Appliance custom aspects of filer operation. The Network Appliance custom MIB file, netapp.mib,

MIB islocated in the /etc/mib directory on your filer.

The Network Appliance custom MIB was verified using smilint from thelibsmi

tool version 0.4.0.

Network Appliance  Thetop-level groupsin the Network Appliance custom MIB that are relevant to

custom MIB groups thefiler are described in the following table.

Note

Information about the objects described in thistableis only available for afiler if
the corresponding feature is enabled on that filer.

Group name

Contents

product

Product information, such asthe software version and system
ID.

sysStat

System-level statistics, such as CPU up-time and idle time,
total number of kilobytes transmitted and received on all
network interfaces, cluster takeover status, hardware
temperature, and power supply status.

Note
If thefiler isnot licensed for cluster setup, avalueindicating
no cluster licenseis returned.

nfs

Statistics such as those displayed by the nfsstat command,
including statistics for each client if per-client statistics are
enabled. The per-client statistics are indexed by client IP
addresses.

quota

Information related to disk quotas, including the output of the
quota report command.
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Group name | Contents

filesys Information related to the file system, including the
equivalent of themaxfiles and df commands, overall mirror
status, number of plexesin afile system, and some of the
information from the Snapshot™ snap 1ist command.

raid Redundant Array of Independent Disks (RAID)
configuration and plex-specific information, such asplex ID,
plex status, and parent volume.

cifs Statistics such as those displayed by the cifs stat
command.

netcache Information about NetCache® status. Not applicable to
filers.

snapmirror SnapMirror® statistics, such as status, number of active
backups and restores, and number of bytes read and written
by SnapMirror.

ndmp Information related to NDMP sessions, including the
equivalent of the ndmpd status command, such as currently
active sessions and number of backups and restores that

succeeded.

fabric Information about the Storage Area Network (SAN) fabric,
including status and configuration.

dafs Direct Access File System (DAFS) statistics, including
status, requests, sessions, calls, and interface information.

Vi Information about the virtual interface.

backup Information about dump and restore activities.

vfiler Information about vFilers, including status, numbers of

vFilers per physical filer, and licensing information.

blocks Information about block transfer activities, including read,
write and ops statistics, protocols licensed, and LUNs
configured.

nfscache Information about nfscache.

102 Understanding SNMP implementation in Data ONTAP



Group name | Contents

snapvault SnapVault® statistics, such as status, number of active
backups and restores, and number of bytes read and written
by SnapVault.

ftpd ftpd statistics, including status, connections, and daemon
information.
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Understanding SNMP implementation in Data ONTAP
Contents of the iISCSI MIB

About the Network
Appliance iSCSI
MIB

Network Appliance
iSCSI management
objects

104

TheiSCSI MIB provided with Data ONTAP isan SMIv1 (Structure of
Management Information version 1) version of the SMIv2 iSCSI MIB draft 09.
Because the Data ONTAP SNMP implementation does not support SMIv2
syntax, the Network Appliance iSCSI MIB is a port of the draft standard to
SMIv1 in accordance with RFC 2576.

You can get the iISCSI MIB from the following sources:

¢ The/etc/mibliscsi.mib file on your filer, after you have installed the Data
ONTAP software

¢ The NOW Web page at http://now.netapp.com/

A short cross-reference between iSCS| OlDs and short namesisincluded in the
/etc/mib/traps.dat file.

The following list presents an overview of the iSCSI management objectsin the
iSCSI MIB. See the MIB file for more information.

¢ Header and data descriptors

¢ Instances
¢ Portals
% Targets
% Initiators
¢ Nodes
< Targets
%  Target authorization
% Initiators
% Initiator authorization
¢ Sessions

¢ Connections
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Managing the SNMP agent

About the filer
SNMP agent

What SNMP agent
management
includes

The filer SNMP agent responds to queries and sends traps to network
management stations. Thefiler SNMP agent does not have write privileges—that
is, it cannot be used to take corrective action in response to atrap.

To configure the SNMP agent on your filer, you must do all of the following:
¢ Verify that SNMPis enabled.
SNMP is enabled by default in Data ONTAP.
¢ Enabletraps.
Although SNMP is enabled by default, traps are disabled by default.
& Specify one or more network management station host names.

No traps are sent unless at least one SNM P management station is specified
as atrap host. Trap notifications can be sent to a maximum of eight network
management stations.

You can optionally do any or all of the following:
¢ Provide courtesy information about filer location and contact personnel.
& Set SNMP access privileges.

You can restrict SNMP access on a host or interface basis. See “ Setting
SNMP access privileges’ on page 107.

& Specify SNMP communities.

Community strings function as group names to establish trust between
SNMP managers and clients. Data ONTAP imposes the following
limitations on SNMP communities:

< No more than eight communities are allowed.
< Only read-only communities are supported.
¢ Enable query authentication.

You can enable SNMP agent authentication failure traps, which are
generated when the agent receives queries with the wrong community string.
The traps are sent to all hosts specified as trap hosts.

¢ Create and load user-defined traps.
For more information, see “ Creating SNMP traps’ on page 111.

You can also view current SNMP and trap configuration.
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The following sections explain how to perform these tasks.

Note

Filersin acluster can have different SNMP configurations.

For more information, see the NetApp snmp(1) man page.

Aboutconfiguration  Thefollowing tools are available for filer SNM P configuration and management:

tools
command-lineinterface graphical interface
snmp command FilerView SNMP windows
For more information, see the For more information, see FilerView
NetApp snmp(1) man page. Help.
Note

SNMP commands entered at the command line or in FilerView are persistent
across reboots.

Enabling SNMP at To enable SNMP, compl ete the following step.

the command line

Step

Action

1

Enter the following command at the filer command line:

options snmp.enable {on|off}

Enables (with value on) or disables (with value of£) SNMP in Data
ONTAP.

For more information about this option, see the NetApp options(1)
man page.
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Setting SNMP
access privileges

Viewing and
modifying SNMP
configuration
values at the
command line

Viewing and
modifying SNMP
configuration
values with
FilerView

To set SNMP access privileges on a host or interface basis, compl ete the
following step. (You cannot set SNMP access privilegesin FilerView.)

Step

Action

1

Enter the following command at the filer command line:

options snmp.access options

For details about using this option, see the NetA pp protocolaccess(8)

man page.

To view or modify SNMP configuration values, complete the following step.

Step

Action

1

Enter the following command at the filer command line:

snmp {options values}

Examples of configuration values are listed in “Example of typical
SNMP commands” on page 110.

For more information about snmp parameters, see “Command syntax
for SNMP configuration parameters’ on page 108.

To view or modify SNMP configuration values with FilerView, complete the

following steps.
Step | Action
1 | InFilerView, click SNMP in the list on the l€ft.

Inthelist under SNMP, click Configure.
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Step | Action

3 | If you want to.... Then...
View SNMP configuration The current configuration is
values displayed.
Set or modify SNMP Enter configuration valuesin
configuration values drop-down lists or text fields.

Click Apply when finished.

Examples of configuration
values are listed in “ Example of
typical SNMP commands’ on

page 110.
Command syntax The following table lists the SNMP configuration commands and parameters
for SNMP availablein Data ONTAP. If you specify one or more values for an option of the
configuration SNMP commands, the value of that option is set or changed. However, if no
parameters values are specified, the current value of that option is returned.
Command Description
snmp Displays the current values of al

SNMP options, such as init,

community, contact, and traphost.

snmp authtrap [0]1] With a value: Enables (with value 1)
or disables (with value 0) SNMP agent
authentication failure traps.

Without a value: Displaysthe current
value of authtrap setin Data ONTAP.

snmp community Displays the current list of
communities.
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Command

Description

snmp community add ro
community

Adds a community.

Default value: The default community
for the SNMP agent in DataONTAPis
public. The only access mode available
on filersisthe default ro (read-only).

snmp community delete {all |
ro community}

Deletes one or all communities.

snmp contact [contact]

With the option: Sets the contact
name for the filer. You must enclose
the contact string in single quotes (* ')
if the string contains spaces.

You can enter amaximum of 255
characters for the contact information.

Without the option: Displaysthe
current contact name set in Data
ONTAPR.

snmp init [0]1]

With avalue: Enables (with value 1)
or disables (with value 0) built-in traps
and the traps defined using the snmp
traps command.

Without a value: Displaysthe current
value of snmp init in Data ONTAP.

Default value: By default, SNMP
traps are disabled in Data ONTAP; the
system uses the equivalent of snmp

init 0.

snmp location [location]

With the option: Setsthe location of
thefiler. You must enclose the location
stringin single quotes (* ’) if the string
contains spaces.

Without the option: Displaysthe
current location set in Data ONTAP.
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Command Description

snmp traphost [{add|delete} With the option: Adds or deletes
{hostname| ipaddress}] SNMP hosts that receive traps from
Data ONTAP.

Without the option: Displaysthe
current trap hosts set in Data ONTAP.

snmp traps [options] See “Command syntax for SNMP trap
parameters’ on page 115.

Example of typical The following example shows atypical set of commands to configure SNMP
SNMP commands monitoring. It assumes that SNMP remains enabled by default.

snmp contact ’jdoe@abc.com 415-555-1212

snmp location ’'ABC corporation, engineering lab’
snmp community add ro private

snmp traphost add snmp-mgrl

snmp init 1
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Creating SNMP traps

Working with SNMP  You can create user-defined traps in Data ONTAP if the predefined built-in traps
traps are not sufficient to create alerts for conditions you wish to monitor.

Note
Before you invest the effort to define a new trap, Network Appliance
recommends that you consult the Network Appliance MIBsto seeif any existing
traps serve your purpose. For more information, see “Understanding trapsin Data
ONTAP’ on page 98.

The following sections explain

¢ “Understanding user-defined traps’ on page 112
¢ “Defining or modifying atrap” on page 113

¢ “SNMP trap parameters’ on page 118
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Creating SNMP traps

Understanding user-defined traps

About user-defined
traps

Guidelines for
creating traps

112

You can set traps to inspect the value of MIB variables periodically. Whenever
the value of aMIB variable meets the conditions you specify, atrap is sent to the
network management stations on the traphost list. The traphost list specifies the
network management stations that receive the trap information.

You can set traps on any numeric variable in the MIB. For example, you can set a
trap to monitor the fans on afiler and have the SNMP application on your
network management station show a flashing message on your console when a
fan has stopped working.

Traps are persistent. After you set atrap, it exists across reboots until you remove
it or modify it.

Follow these guidelines when creating traps:

¢ Usethe/etc/mib/traps.dat fileto find Object Identifiers (OIDs) for objectsin
the NetApp MIB files.

¢ Make sure the condition you intend to trap can be generated in your filer's
environment.

¢ Do not set traps on tabular data.

Itispossibleto set traps on row entriesin a sequence—for example, an entry
in atable. However, if the order in the table is changed by adding or
removing rows, you will no longer be trapping the same numeric variables.
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Creating SNMP traps

Defining or modifying a trap

Ways to define or
modify a trap

You can define traps or modify traps you have already defined by entering values
in one of the following ways:

*

At the command line

See “Viewing and modifying trap values at the command line” on page 114.

Using FilerView

See “Viewing or modifying trap values with FilerView” on page 114.
In aconfiguration file

See “Command syntax for SNMP trap parameters’ on page 115.

You must supply the following elements when creating or modifying traps.

*

Note

Trap name
Thisisthe name of the user-defined trap you want to create or change.

Note

A trap name must have no embedded periods.

Trap parameters

These are parameters defined in“ SNMP trap parameters’ on page 118.
Parameter value

Thisisthe value you assign to atrap parameter.

When you create a user-defined trap, it isinitially disabled by default. You must
enable atrap before it can be triggered using the snmp traps command or
FilerView.
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Viewing and
modifying trap
values at the
command line

Viewing or
modifying trap
values with
FilerView

Example of trap
definitions

114

To view or modify traps using the command-line interface, complete the

following step.
Step | Action
1 | Atthefiler command line, enter the following command:

snmp traps {options variables}

For more information about snmp traps parameters, see “Command
syntax for SNMP trap parameters’ on page 115.

To define or modify traps using FilerView, complete the following steps.

Step | Action
1 | InFilerView, click SNMPinthelist on the |eft.
2 | Inthelist under SNMP, click Traps.
3 | If you want to.... Then...
Create a new trap 1. Click Add.

2. Inthe Add an SNMP Trap window,
enter the requested information and
click Add.

View or modify an
exigting trap

1. Click Manage for the trap you
want.

2. Inthe Manage SNMP Traps
window, click Modify.

The following command-line example sets agroup of traps. The trap descriptions
are numbered in brackets.

The same parameters can be entered using FilerView.

Example:
snmp traps cifstotalops.var snmp.1.3.6.1.4.1.789.1.7.3.1.1.1.0 [1]
snmp traps cifstotalops.trigger level-trigger

snmp traps cifstotalops.edge-1 1000000 [4]
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snmp traps cifstotalops.interval 10 [2]

snmp traps cifstotalops.backoff-calculator step-backoff [5]

snmp traps cifstotalops.backoff-step 3590 [5]

snmp traps cifstotalops.rate-interval 3600 [3]

snmp traps cifstotalops.priority alert

snmp traps cifstotalops.message snmp.1.3.6.1.4.1.789.1.7.3.1.1.1.0

Explanation: A cifstotalops trap [1] is evaluated every 10 seconds[2]. The
value received from the previous evaluation and the current value are used to
calculate the number of CIFS operations per hour [3]. If the number exceeds one
million [4], the trap fires and continues to fire every hour [5] until the total
number of CIFS operations drops below one million.

Command syntax The following table lists the SNMP trap commands available in Data ONTAP. If
for SNMP trap you specify one or more values for an option of the SNMP commands, the value
parameters of that option is set or changed. However, if no values are specified, the current

value of that option is returned.

Command

Description

snmp traps

Displaysthelist of user-defined traps
set in Data ONTAP,

snmp traps [enable|disable|
reset\delete] [trapname]

Enables, disables, resets, or deletes
the trapname trap. If you do not
specify the trapname trap, all traps
defined so far are acted on.

snmp traps walk prefix

Walks (traversesin order) thetrap list
by prefix; that is, lists al traps that
have names beginning with prefix.

snmp traps load
trap list filename

Loads a set of traps from atext file.
Thetrap_list_filenamefilecontainsa
list of traps without the snmp traps
command preceding each trap. If the
specified file name is defaults, traps
are read from the /etc/defaults/traps
file.
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Command

Description

snmp traps trapname.

parm value Defines or changes a user-defined
trap parameter. See“SNMP trap
parameters’ on page 118.

Network Appliance recommends that you define traps in a configuration file,
which isthen loaded with the snmp traps 1oad command. If you define and load
trapsthisway, Data ONTAP automatically backs up your SNMP configuration in
snapshots, making it easy to transfer user-defined traps to other filers, and
simplifying recovery of SNMP configurations if there is some kind of disaster.

To create atrap configuration file, follow these steps.

Step | Action

discretion.

1 | Create atraps configuration file on the filer — for example,
/etc/mib/mytraps. The name and location of thefileisat your

file:
cifstotalops

2 | Enter the trapsin the configuration file in the following form:
trapname.parm value

That is, use parameters of the snmp traps command without the
command name.

For example, to set the cifstotalops trap listed in the previous
command example, enter the following linesin your configuration

cifstotalops.
cifstotalops.
cifstotalops.
cifstotalops.
cifstotalops.
cifstotalops.
cifstotalops.
cifstotalops.

.var snmp.1.3.6.1.4.1.789.1.7.3.1.1.1.0
trigger level-trigger

edge-1 1000000

interval 10

backoff-calculator step-backoff
backoff-step 3590

rate-interval 3600

priority alert

message snmp.1.3.6.1.4.1.789.1.7.3.1.1.1.0

3 | Test eachline of thefile by entering the snmp traps command at the
command line or by specifying the trap with FilerView. Make
corrections as needed.
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Step | Action

4 | Loadthe configuration file with the snmp traps load command. For
example:

snmp traps load /etc/mib/mytraps
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SNMP trap parameters

SNMP trap
parameters
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The following table lists parameters that you use to create traps.

¢ Theleft-hand column lists parameters that you enter at the command line
with the snmp traps command, as described in “Command syntax for

SNMP trap parameters’ on page 115.

¢ Theright-hand column lists the equivalent parameters that you select in
FilerView, as described in “Viewing or modifying trap values with

FilerView” on page 114.

The sections following the table describe individual parameters. See al'so
“Example of trap definitions” on page 114.

Parameter in commands

Equivalent in FilerView

var oD

trigger Trigger
edge-1 Edge 1
edge-2 Edge 2

edge-1-direction

edge-2-direction

Edge 1 Direction
Edge 2 Direction

interval Interval
interval-offset Interval Offset
rate-interval Rate Interval
backoff-calculator Backoff Style
backoff-step Backoff Step

backoff-multiplier

Backoff Multiplier

priority

Priority

message

not available
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The var parameter

The trigger
parameter

The var parameter associates a user-defined trap name (specified by the
trapname variable in the snmp traps command or Trap Namein FilerView) with
aspecific MIB object. The MIB abject is specified in the value field of the snmp
traps command. It must be of the form snmp . oid, where oid is an Object
Identifier (OID).

Note
Thetraps.dat file, located in the /etc/mib directory on your filer, can help you
determine OIDs. Thisfile maps MIB objects' short names in the Network
Appliance MIB filesto their numeric OIDs. For more information about a
particular OID, see the MIB.

In FilerView, it isonly necessary to enter the numerical OID, not the “snmp”
prefix.

The trigger parameter specifiesthetype of triggersthat you can set for atrap. If
atrap istriggered, data about the event that caused the trigger is sent to the
network management stations. You can specify the following values for the
trigger parameter:

& single-edge-trigger—Fires atrap and sends data when the value of the trap’s
MIB variable crosses an edge (avalue that you specify) for the first time.

¢ double-edge-trigger—Fires atrap and sends datawhen either of two edgesis
crossed. A double-edge-trigger enables you to set two edges, each with its
own direction.

& level-trigger—Fires atrap and sends data whenever the trap’s value crosses a
specified edge value.

¢ change-trigger—Keepstrack of the last value received from the trap. If the
current value differs from the previously received value, the trap istriggered.

¢ aways-trigger—Enables atrap to always trigger at the specified evaluation
interval (specified by the interval parameter discussed later in this section).
For example, atrap can trigger every 24 hours for the agent to send the total
number of CIFS operations to an SNMP manager.
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direction and edge-
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120

The edge-1 and edge-2 parameters of atrap specify the threshold values that are
compared during trap evaluation to determine whether to fire atrap and send
data

The edge-1 parameter specifies the value for the edge in a single-edge-triggered
trap or the first edge in a double-edge-triggered trap. The default value for the
edge-1 parameter is MAXINT.

The edge-2 parameter specifies the value for the second edge in a double-edge-
triggered trap. The default value for the edge-2 parameter is 0.

Note
The edge-2 parameter is not displayed in FilerView during trap creation unless
double-edge-trigger is selected in the trigger parameter.

Theedge-1-direction and edge-2-direction parameterslet you set or change
the direction that is used to evaluate atrap. The edge-triggered traps only send
datawhen the edge is crossed in either the up or down direction. The default
valuesfor the edge-1-direction and the edge-2-direction parameters are

¢ edge-1l-direction—up

¢ edge-2-direction—down

Note
You enter the direction values on the same line as the edge value when you run
the snmp traps command.

The edge-2-direction parameter is not displayed in FilerView during trap
creation unless double-edge-trigger is selected in the trigger parameter.

The interval parameter isthetime, in seconds, between evaluations of atrap. A
trap can only send data as often asit is evaluated, even if the edge values are
exceeded sooner. The default value for the interval parameter is 3600.

Note
The interval value for the Network Appliance predefined trapsis 60, or one
minute.
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The interval-offset
parameter

The rate-interval
parameter

The backoff-
calculator
parameter

The backoff-step
parameter (Backoff
Style)

The interval-offset parameter isthe amount of time, in seconds, until the first
trap evaluation. The default value for the interval-offset parameterisO. You
can set it to anonzero value to prevent too many traps from being evaluated at
once (at system startup, for example).

The rate-interval parameter specifies the time, in seconds, in which the
changein value of atrap’svariable (rate of change) is expressed. If the rate-
interval valueisset for atrap, the samples of data obtained at theinterval points
(set using the interval parameter) for atrap variable are used to calculate the
rate of change. If the calculated value exceeds the value set for the edge-1 or
edge-2 parameter, the trap isfired.

For example, to obtain the number of CIFS operations per hour, you specify a
rate-interval Of 3600. If rate-interval isset to 0, no sampling at interval
points occurs and trap evaluation proceeds as with any other kind of trap. The
default value for the rate-interval parameter isO.

The backoff-calculator parameter enables you to change the trap evaluation
interval for atrap after atrap fires. After atrap fires and sends data, you might
not want it to be evaluated so often. For instance, you might want to know within
aminute of when afile system isfull, but only want to be notified every hour
thereafter that it is still full. The backoff-calculator parameter can take the
following valuesin the value variable field:

&  step-backoff
& exponential-backoff
& no-backoff

The default value for the backof f-calculator parameter is no-backoff.

Thebackoff-step parameter specifies the number of seconds by which the trap
evaluation interval isincreased. If atrap interval is 10 and its backoff-step is
3590, the trap is evaluated every 10 seconds until it fires the first time and sends
data, and once an hour thereafter. The default value for the backoff-step
parameter is 0.
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Note
The Backoff Step parameter is not displayed in FilerView during trap creation
unless “step” is selected in the Backoff Style field.

Thebackoff-multiplier parameter specifiesthe value by which to multiply a
trap’s evaluation interval eachtimeit fires. If you set backoff-calculator to
exponential-backoff and backoff-multiplier to 2, theinterval doubles each
time thetrap fires. The default value for the backoff-multiplier parameter isl.

Note
The Backoff Multiplier parameter is not displayed in FilerView during trap
creation unless “exponentia” is selected in the Backoff Style field.

The priority parameter setsthe priority of atrap. If several traps are scheduled
tofire at the sametime, you can usethe priority parameter to decide which trap
isserviced first. The possible values for the priority parameter, from highest to
lowest, are as follows:

& emergency

alert

critical

error

warning

notification

informational

debug

The default value for the priority parameter is notification.

* ¢ 6 6 6 o o

Themessage parameter specifies a message that goes out with atrap. The
message can be a string of text or simply the SNMP OID, in the form snmp.oid.

If you specify the OID as your message, Data ONTAP sends the information that
was trapped concerning the OID. If you do not specify a message parameter for a
trap, when the trap fires you see a string with the numerical OID value and its
priority level.
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For example, the following string is sent to the network management stations for

the trap cpuUpTime if the message parameter is not set:
cpuUpTime == 10562288.priority == notification

Note
If the message is a string that includes spaces, you must enclose the string in

quotation marks (“ ).

You can not set the message parameter in FilerView.
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Virtual LAN (VLAN) Configuration 6

About this chapter This chapter discusses the concepts underlying virtual local area networks
(VLANS) and VLAN tagging, how VLANS are implemented in Data ONTAPR,
and how you manage VLANSs on afiler.

Topics in this This chapter discusses the following topics:
chapter ¢ “Understanding VLANS’ on page 126

¢ “VLANsinDataONTAP’ on page 130

¢ “Managing VLANson afiler” on page 132
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Understanding VLANSs

What a VLAN is

About VLAN
membership

How VLAN
membership affects
communication

126

A VLAN isalogical network segment that can span multiple physical network
segments. The end-stations belonging to aVLAN are related by function or
application. For example, end-stations might be grouped by departments, such as
engineering and accounting, or by projects, such as releasel and release2.
Because physical proximity of the end-stationsis not essential inaVLAN, you
can disperse the end-stations geographically and still contain the broadcast
domain in a switched network.

An end-station must become a member of a VLAN before it can share the

broadcast domain with other end-stations on that VLAN. The switch ports can be
configured to belong to one or more VLANS (static registration), or end-stations
can register their VLAN membership dynamically, with VLAN-aware switches.

VLAN membership can be based on one of the following:
¢ Switch ports

¢ End-station MAC addresses

¢ Protocol

In Data ONTAP, VLAN membership is port-based, or based on switch ports.
With port-based VLANS, ports on the same or different switches can be grouped
to create a VLAN. Asaresult, multiple VLANS can exist on asingle switch.

Any broadcast or multicast packets originating from a member of a VLAN will
be flooded only among the members of that VLAN. Communication between
VLANS, however, must go through arouter. The following figureillustrates how
communication occurs between geographically dispersed VLAN members.
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Inthisfigure, VLAN 10 (Engineering), VLAN 20 (Marketing), and VLAN 30
(Finance) span three floors of a building. If amember of VLAN 10 on Floor 1

wants to communicate with a member of VLAN 10 on Floor 3, the

communication occurs without going through the router, and packet flooding is
limited to port 1 of Switch 2 and Switch 3 even if the destination MAC addressto

Switch 2 and Switch 3 is not known.

What GVRP is

GARP VLAN Registration Protocol (GVRP) uses the Generic Attribute

Registration Protocol (GARP) to allow end-stations on a network to dynamically
register their VLAN membership with GV RP-aware switches. Similarly, these

switches dynamically register with other GV RP-aware switches on the network,
thus creating aVLAN topology across the network.

Because GV RP provides dynamic registration of VLAN membership, members
can be added or removed from aVLAN on the fly, saving the overhead of

maintaining static VLAN configuration on switch ports. Additionally, VLAN
membership information stays current, limiting the broadcast domain of aVLAN
only to the active members of that VLAN.
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How VLAN tagging
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VLANSs
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For more information about GV RP and GARP, see |EEE 802.1Q and IEEE
802.1p (incorporated in 802.1D:1998 edition).

A VLAN tag isaunique identifier that indicates the VLAN to which aframe
belongs. Generally, aVLAN tag isincluded in the header of every frame sent by
an end-stationon aVLAN.

On receiving atagged frame, the switch inspects the frame header, and based on
the VLAN tag, identifies the VLAN. The switch then forwards the frame to the
destination in the identified VLAN. If the destination MAC address is unknown,
the switch limits flooding of the frame to ports that belong to the identified
VLAN.

For example, in the previousfigure, if amember of VLAN 10 on Floor 1 sendsa
frame for amember of VLAN 10 on Floor 2, Switch 1 inspects the frame header
for the VLAN tag (to determine the VLAN) and the destination MAC address.
Because the destination MAC address is not known to Switch 1, the switch
forwards the frameto all other portsthat belong to VLAN 10, that is, port 4 of
Switch 2 and Switch 3. Similarly, Switch 2 and Switch 3 inspect the frame
header. If the destination MAC addresson VLAN 10 is known to either switch,
that switch forwards the frame to the destination. The end-station on Floor 2
thereby receives the frame.

VLANS provide the following advantages.
¢ Easeof administration

VLANSsenablelogical grouping of end-stations that are physically dispersed
on a network. When users on aVLAN move to anew physical location but
continue to perform the same job function, the end-stations of those users do
not need to be reconfigured. Similarly, if users change their job function,
they need not physically move: changing the VLAN membership of the end-
stationsto that of the new team makes the users end-stations local to the
resources of the new team.

¢ Confinement of broadcast domains

VLANSs reduce the need to have routers deployed on a network to contain
broadcast traffic. Flooding of a packet is limited to the switch ports that
belongtoaVLAN.
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¢ Reduction in network traffic

Confinement of broadcast domains on a network significantly reduces
traffic.

¢ Enforcement of security policies

By confining the broadcast domains, end-stationson aVLAN can be
isolated from listening to or receiving broadcasts not intended for them.
Moreover, if arouter isnot connected between the VLANS, the end-stations
of aVLAN cannot communicate with the end-stations of the other VLANS.

Prerequisites for The following requirements must be satisfied before you set up VLANsina
setting up VLANSs network:

¢ Theswitchesdeployed in the network either must comply with IEEE 802.1Q
standards or must have a vendor-specific implementation of VLANS.

¢ For an end-station to support multiple VLANS, it must be able to

dynamically register (using GVRP) or must be statically configured to
belong to one or more VLANS.

If an end-station cannot register or cannot be configured to belong to a
VLAN, the end-station can belong only to one VLAN. ThisVLAN is
configured on the switch port to which the end-station connects. The frames
sent on this switch port are untagged.
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for VLAN interfaces
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Interfaces that do
not support VLANs
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By default, GVRP isdisabled on al VLAN interfacesin Data ONTAP; however,
you can enableit.

After you enable GVRP on an interface, the VLAN interface informs the
connecting switch about the VLANSs it will support. Thisinformation (dynamic
registration) is updated periodically thereafter. Thisinformation isalso sent every
time an interface comes up after being down or whenever thereisa change in the
VLAN configuration of the interface.

VLANsin Data ONTAP areimplemented in compliance with the | EEE 802.1Q

standard. Additionally, you must follow the following guidelines while setting up

VLANSsin Data ONTAP:

¢ You cannot set up VLANS using the setup procedure. You must use the
command line or the FilerView interface to create, change, or destroy
VLANS.

¢ You must add the commandsto create VLANs on afiler to the/etc/rc fileto
make the VLANS persistent across reboots.

¢ You can create any number of VLANs on aNIC (supporting |EEE 802.1Q)
on afiler; however, Data ONTAP imposes alimit of 128 interfaces
(including physical, vif, vlan, vh, and loopback interfaces) per filer.

¢ You can create VLANs on physical interfaces as well as vifs. For more
information about vifs, see Chapter 7, “Vif Configuration,” on page 143.

¢ Youcanuse VLANSsto support packets of different Maximum Transmission
Unit (MTU) sizes on the same network interface. If a network interfaceisa
member of multiple VLANS, different MTU sizes can be specified for
individual VLANSs.

¢ You can assign an identification number from 1t0 4,094 toaVLAN.

¢ You must ensure that the interface on afiler is also amember of its partner’s
VLANSsin acluster failover pair.

¢ You cannot configure any parameters except mediatype for the physica
network interface configured to handle VLANS.

The FDDI and ATM interfaces do not support VLANS.
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Reverting to earlier Reverting to Data ONTAP 6.1 or 6.1.x: If your filer isamember of a

versions of Data VLAN and you need to revert to Data ONTAP 6.1 or 6.1.x, you must ensure that

ONTAP the i fconfig commands in the /etc/rc file do not contain the -g cvre flag or the
vlan modify command.

Reverting to a version earlier than Data ONTAP 6.1: If your filerisa
member of aVLAN and you need to revert to aversion earlier than Data ONTAP
6.1, you must make sure that the i fconfig commandsin the /etc/rc file do not
contain any VLAN configuration information.
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Command for
managing VLANs
on afiler

The vlan command
syntax

Persistence of the
vlan commands

For detailed
information

132

You manage VLANSs on afiler using the vian command. This command allows
you to create, add interfaces to, delete, and display statistics of aVLAN.

The vlan command syntax is as follows:

vlan create [-g {on|off}] ifname vlanid list
vlan add ifname vlanid list

vlan delete -gq ifname [vlanid list]

vlan modify -g {on|off} ifname

vlan stat ifname [vlanid list]

For detailed information about the v1an command, see the NetApp vlan(1) man
page.

The VLANS created or changed using the v1an command are not persistent
across reboots unless the v1an commands are added to the /etc/rc file.

For detailed information on how to perform specific tasks using the vian
command, see the following topics:

L 4

L 2
L 4
L 2
L 4

“Creating and configuring aVLAN on afiler” on page 133
“Adding an interfaceto aVLAN" on page 136

“Deleting a VLAN" on page 137

“Modifying VLAN interfaces’ on page 139

“Viewing VLAN statistics” on page 140
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Managing VLANSs on a filer
Creating and configuring a VLAN on afiler

Commands for
creating and
configuring a VLAN

About enabling and
disabling GVRP on
VLAN interfaces

Creating and configuring a VLAN involves two commands: the vian create
command and the ifconfig command.

Thevlan create command createsaVLAN interface, includesthat interfacein
one or more VLAN groups as specified by the VLAN identifier, enables VLAN
tagging, and enables (optionally) GVRP on that interface.

The ifconfig command enablesyou to configurethe VLAN interface created by
the vlan command.

By default, GVRP isdisabled on VLAN interfaces created using the vian
create command; however, you can enable it with the -g flag available with the
command.

If you enable GVRP on an interface that is configured down, the state of the
interface and all associated VLAN interfacesisautomatically configured up. This
state change occurs so that the interface can start sending VLAN registration
framesto register its VLAN membership with the switch.
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To createa VLAN on afiler, complete the following step.

Note

You must be familiar with “ Guidelines for setting up VLANs in Data ONTAP’
on page 130 before proceeding with the following procedure.

Step

Action

1

Enter the following command:
vlan create [-g {on|off}] ifname vlanid

-g enables (on) or disables (off) GVRP on an interface. By defaullt,
GVRP isdisabled on the interface.

ifname is the name of the network interface.
vlanid isthe VLAN identifier to which the ifname interface belongs.

You can include alist of VLAN identifiers.
Result: A VLAN interface with the name ifname-vlanid is created.

Note
VLANSs created using the vlian create command are not persistent
across reboots unless the v1an commands are added to the /etc/rc file.

You can create VLANs with identifiers 10, 20, and 30 on interface e4 of afiler
using the following command:

vlan create e4 10 20 30

Asaresult, VLAN interfaces e4-10, e4-20, and e4-30 are created. The ifconfig
command output displays e4 asaVLAN interface as follows:
e4: flags=80008042<BROADCAST, RUNNING, MULTICAST, VLAN> mtu 1500

Using the i fconf ig command, you can configure all the parametersfor aVLAN
interface that you can for a physical interface. The parameters you can configure

are

¢ |Paddress
¢ Network mask
¢ Interface status
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L 4
L 2
L 4
L 2

Mediatype
MTU size
Flow control
Partner

For detailed information about the i fconfig command, see Chapter 1, “ Network
Interface Configuration,” on page 1.

To configure the | P address and network mask for aVLAN interface, complete
the following step.

Step

Action

1

Enter the following command:

ifconfig ifname-vlanid address netmask mask
ifname-vianid isthe VLAN interface name.
addressisthe IP address for thisinterface.

mask is the network mask for this interface.

Example: You can configure aVLAN interface e4-10, created in
the previous example, using the following command:

ifconfig e4-10 172.25.66.11 netmask 255.255.255.0
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Command for
adding an interface
to a VLAN

Adding an interface
to a VLAN

Example of adding
an interface to a
VLAN
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If aphysical interface does not belong to any VLAN, you usethe vian create
command to make the interface a member of one or more VLANS. However, if
theinterface is already a member of aVLAN, you must usethe vian add
command to add the interface to subsequent VLANS.

Likethevlan create command, the vian add command createsaVLAN
interface that must be configured using the ifconfig command.

To add an interface to a VLAN, complete the following step.

Step | Action

1 | Enter the following command:

vlan add ifname vlanid
ifname is the name of the network interface.
vlanid isthe VLAN identifier to which the ifname interface belongs.

You can include alist of VLAN identifiers.
Result: A VLAN interface with the name ifname-vlanid is created.

Note
VLANS created using the vian add commands are not persistent
across reboots unless the vian commands are added to the /etc/rc file.

You can add VLANswith identifiers 40 and 50 on interface e4 of afiler using the
following command:

vlan add e4 40 50

Asaresult, VLAN interfaces e4-40 and e4-50 are created.
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Managing VLANSs on a filer
Deleting a VLAN

Command for Thevlan delete command is used to delete the VLANSs on aninterface. You

deleting a VLAN can delete either aspecific VLAN or al VLANSs associated with that interface. If
al VLANsfor aninterface are deleted, the interfaceis available to be configured
asaregular physical interface.

Deleting a VLAN To deletea VLAN on afiler, complete the following step.

Note

By default, the vian delete command promptsyou to confirm the deletion. If
you do not want to receive this prompt, use the -q flag. This action invokes quiet
mode, which causes the operation to complete without prompting.

Step | Action
1 | 1f you want to delete... Then...
All VLANs Enter the following command:

vlan delete [-q] ifname

ifname is the name of the network
interface.

Example: You delete al VLANS configured on interface e4 with
the following command:

vlan delete e4
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Step

Action

If you want to delete...

Then...

A specific VLAN

Enter the following command:

vlan delete [-q] ifname
vlanid

ifname is the name of the network
interface.

vianid isthe VLAN identifier to
which the ifname interface
belongs.

You caninclude alist of VLAN
identifiers.

Example: You delete VLAN e4-30 with the following command:

vlan delete e4 30
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Managing VLANSs on a filer
Modifying VLAN interfaces

Command for The vlan modify command enables or disables GVRP on all the interfaces of a
modifying VLAN network adapter. That is, you can enable GVRP on network adapter e8 of afiler,
interfaces but not on the VLAN interface e8-2. Once you enable GV RP on a network

adapter, it isenabled on all associated VLAN interfaces.

Modifying VLAN To enable or disable GVRP on VLAN interfaces, complete the following step.
interfaces

Step | Action

1 | Enter the following command:
vlan modify -g {on|off} adap name

-g enables (on) or disables (off) GVRP.

adap_name is the name of the network adapter.

Note
VLANsmodified using thevlan modify command are not persistent
across reboots unless the vian commands are added to the /etc/rc file.
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Viewing VLAN statistics

Command for Thevlan stat command is used to display the statistics of network interfaces
displaying VLAN configured in VLANSs on afiler. In addition to displaying the frames received and
statistics transmitted on an interface, this command displays the number of frames that

were rejected because the frames did not belong to any of the VLAN groups to
which the interface belongs.

Viewing VLAN Toview VLAN statistics on afiler, complete the following step.
statistics
Step | Action
1| If you want to view... Then...

Statistics of all VLANSs
configured on a network
interface

Enter the following command:

vlan stat ifname

ifname is the name of the network
interface.

Statistics of aspecific VLAN
configured on a network
interface

Enter the following command:

vlan stat ifname vlanid

ifname is the name of the network
interface.

vianid isthe VLAN identifier to
which the ifname interface
belongs.

You can include alist of VLAN
identifiers.
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Example of the vlan
stat command

The following example displays the statistics of al VLANSs on the filer toaster:
toaster> vlan stat e4

Vlan Physical Interface: e4 (5 hours, 50 minutes, 38 seconds) --

Vlan IDs: 3,5

GVRP: enabled
RECEIVE STATISTICS
Total frames: 0 | Total bytes: 0 | Multi/broadcast: 0
Untag drops: 0 | Vlian tag drops: 0
TRANSMIT STATISTICS
Total frames: 8 | Total bytes: 368

Vlan Interface: e4-3 (0 hours, 20 minutes, 45 seconds) --
ID: 3

MAC Address: 00:90:27:5c:58:14

RECEIVE STATISTICS

Total frames: 0 | Total bytes: 0 | Multi/broadcast: 0
TRANSMIT STATISTICS

Total frames: 0 | Total bytes: 0 | Multi/broadcast: 0
Queue overflows: 0

Vlan Interface: e4-5 (0 hours, 0 minutes, 7 seconds) --
ID: 5

MAC Address: 00:90:27:5c:58:14

RECEIVE STATISTICS

Total frames: 0 | Total bytes: 0 | Multi/broadcast: 0
TRANSMIT STATISTICS

Total frames: 0 | Total bytes: 0 | Multi/broadcast: 0
Queue overflows: 0
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Vif Configuration

v

About this chapter

Topics in this
chapter

Chapter 7: Vif Configuration

This chapter discusses vifs (afeature that implements link aggregation on the
filer) and how you can manage various types of vifs on the filer.

This chapter discusses the following topics:
¢ “Understanding vifs’ on page 144

& “Typesof vifs’ on page 146

¢ “Vif management” on page 151

¢ “Second-level vifs’ on page 168
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Understanding vifs

About vifs Vifs

are afeaturein Data ONTAP that implements link aggregation on afiler.

Thisfeature provides a mechanism to group together multiple network interfaces
(links) into one logical interface (aggregate). After being created, avif is
indistinguishable from a physical network interface.

Vifs
.

L 2
L 4
L 2

Advantages of vifs Vifs

.
*
.
Filer interfaces The
before grouping befol
into a vif
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are also referred to by the following terms by different vendors:
Virtual aggregations

Link aggregations

Trunks

EtherChannel

provide several advantages over individual network interfaces, such as
Higher throughput—M ultiple interfaces work as one interface.

Fault tolerance—If one interface in avif goes down, the filer can stay
connected to the network using the other interfaces.

No single point of failure—If the physical interfacesin avif are connected to
different switches and a switch goes down, the filer stays connected to the
network through the other switches.

following figure shows four separate filer interfaces, e3a, €3b, €3¢, and €3d,
re grouping into a vif.

Subnetwork A -«—— Switch

e3a e3b e3c e3d

Filer
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Filer interfaces after  Thefollowing figure shows the four filer interfaces grouped into asingle vif
grouping into a vif called Trunk1.

Logical 1

Subnetwork A 1 2

-+—— Switch

3 4

e3a e3b e3c e3d
Trunk 1

Filer
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Types of vifs

Kinds of vifs on a
filer

Single-mode vif
operation

146

There are two kinds of vifs:

¢ Single-mode
¢ Multi-mode

In asingle-mode vif, only one of the interfacesin the vif is active. The other
interfaces are on standby, ready to take over if the active interface fails. Failure
meansthat the link status of theinterfaceis down, which signalsthat the interface
has lost connection with the switch.

There can be more than oneinterface on standby in asingle-mode vif. If an active
interface fails, the filer randomly picks one of the standby interfacesto be the
next activelink. The active link ismonitored and link failover is controlled by the
storage appliance, therefore single-mode vif does not require any switch
configuration or a switch that supports link aggregation.

All interfaces in a single-mode vif share acommon Media Access Control

(MAC) address.

Example: Inthefollowing figure, €0 and el are part of the SingleTrunkl single-
mode vif. The active interface, €0, fails. The standby el interface takes over and
maintains the connection to the switch.

Switch Switch
|
eOfails — p |
|
e0 el e0 el
SingleTrunk1 SingleTrunk1
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Multi-mode vif
operation

Chapter 7: Vif Configuration

Notes about multi-mode vif implementation: The multi-mode vif
implementation in Data ONTAP isin compliance with |IEEE 802.3ad (static).
Dynamic 802.3ad, also known as Link Aggregation Control Protocol (LACP), is
not supported for the multi-mode vifs. Additionally, Port Aggregation Protocol
(PgAP), Cisco's proprietary link aggregation protocal, is not supported. Any
switch that supports aggregates, but does not have control packet exchange for
configuring an aggregate can be used for the multi-mode vifs.

How multi-mode vifs work: In amulti-mode vif, all interfacesin the vif are
active and share asingle MAC address. This logical aggregation of interfaces
provides higher throughput than a single-mode vif. Multi-mode vifs can recover
from afailure of up to (n-1) interfaces, where n isthe total number of interfaces
that form the vif.

A multi-mode vif requires a switch that supports link aggregation over multiple
switch ports. The switch is configured so that al ports to which links of avif are
connected are part of asingle logical port. For information about configuring the
switch, see your switch vendor’s documentation. For an example of how you can
configure a Cisco® Catalyst® 6500 series switch, see“How to configure a Cisco
Catalyst 6500 series switch for amulti-mode vif” on page 148.

Some switches might not support link aggregation of ports configured for jumbo
frames. For more information, see your switch vendor’s documentation.

Severa |oad-balancing options are available to distribute traffic among the
interfaces of a multi-mode vif. The load-balancing schemes are discussed in
detail in “Load balancing in multi-mode vifs’ on page 150.

Data ONTAP isonly responsible for distributing outbound traffic and does not
have control over how inbound packet arrive because each end of an aggregateis
responsible for controlling the distribution of its outbound traffic.

Example of a multi-mode vif: Inthe following figure, €0, €1, €2, and €3 are
part of the MultiTrunk1 multi-mode vif. All four interfacesin the MultiTrunk1
multi-mode vif are active.
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Switch

e0 el e2 e3
MultiTrunk1

If any three of the interfacesfail, either one by one or simultaneoudly, the filer
still stays connected to the network.

How to configure a Cisco Catalyst 6500 series switch for a multi-
mode vif: You can configure a Cisco Catalyst 6500 series switch that has one
module (installed in dlot 2) and one Supervisor Engineinstalled (inslot 1) and is
running CatOS for amulti-mode vif by using the set port channel command at
the switch console.

Syntax of the Cisco set port channel command: The syntax of the set
port channel command is asfollows.

For usage guidelines and examples of the set port channel command, seethe
Catalyst 6500 series Command Reference.

Note
The syntax of the set port channel command isasit was available at the time
of writing the Data ONTAP 7.0 MultiStore Guide. Network Appliance
recommends that you consult your latest Catalyst documentation to ensure the
validity of thisinformation.

set port channel mod num/port num... [admin group]

set port channel mod num/port num mode {on | off | desirable |
auto} [silent | non-silent]

set port channel all distribution {ip | mac} [source | destination
| both]

mod_nunvport_num is the number of module and port(s).
admin_group is the number of administrative group. Valid values are 1 to 1024.

mode—Specifies the EtherChannel mode.
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on—Enables and forces specified ports to channel without PAgP.
of f—Prevents ports from channeling.

desirable—Sets a PAgP mode that places a port into an active negotiating state,
in which the port initiates negotiations with other ports by sending PAgP packets.

auto—(Optional) Sets a PAgP mode that places a port into a passive negotiating
state, in which the port responds to PAgP packets it receives, but does not initiate
PAgP packet negotiation.

silent—Keyword to use with auto or desirable when no traffic is expected from
the other device, to prevent the link from being reported to Spanning Tree
Protocol (STP) as down.

non-silent—Keyword to use with auto or desirable when traffic is expected
from the other device.

all distribution—Keyword to apply frame distribution to all portsin the
switch.

ip—Keyword to specify the frame distribution method using IP address values.

mac—Keyword to specify the frame distribution method using MAC address
values.

source—(Optional) Keyword to specify the frame distribution method using
source address values.

destination—(Optional) Keyword to specify the frame distribution method
using destination address val ues.

both—(Optional) Keyword to specify the frame distribution method using source
and destination address val ues.

The default is EtherChannel, set to auto and silent on al module ports. The
defaults for frame distribution are ip and both.

Example of how to configure a Cisco Catalyst 6500 series switch for
a multi-mode vif: To configure EtherChannel on ports 2 through 5 of module
installed in slot 2, enter the following command:

set port channel 2/2-5

To set the EtherChannel 1oad-balancing feature so that |P addresses of both
source and destination addresses are utilized to determine the outgoing frames,
enter the following command:

set port channel all distribution ip both
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Load balancing in
multi-mode vifs
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To ensure that all interfaces of amulti-mode vif are equally utilized for outgoing
traffic, the following load-balancing methods are available:

¢ |P-address based
¢ MAC-address based
¢ Round robin

The load-balancing method to use for a multi-mode vif can be specified only
when the vif is created. If no method is specified, the |P-address based |oad
balancing method is used.

IP-address and MAC-address based: In both of these methods, the last
byte of the source and destination address (IP address and MAC address) is used
to determinetheinterface to use for the outgoing frame. The following formulais
used:

((source_address XOR destination_address) % number_of_links)

If the result of this formula maps to an interface that is not in the UP link-state,
the next active interface is used.

For example, avif consisting of eight physical interfacesis created with the IP
address-based | oad-balancing method. It is configured with | P address 10.0.0.10.
Based on the above formula, an | P frame going through this vif to the destination
IP address 172.26.15.224 will use interface #2, provided that thisinterfaceisin
the UP link-state.

Note
Do not select the M A C-address based |oad-bal ancing method when creating vifs
on afiler that connects directly to arouter. In such a setup, for every outgoing IP
frame, the destination MAC address will be the MAC address of the router. Asa
result, only one interface of the vif will be used.

Round robin: Unlike the | P-address and M A C-address |oad-balancing
methods, this method provides true load balancing. This method may cause out-
of-order packet delivery and retransmissions due to overruns.

This method of load balancing is recommended for clients connected in a back-
to-back configuration with afiler.
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About managing
vifs

Guidelines for
creating and
configuring vifs on
a filer

The vif command
syntax

Chapter 7: Vif Configuration

You manage vifs on the filer with the vif command. This command enables you
to create, add interfaces to, delete interfaces from, display status and statistics of,
and destroy avif.

The following guidelines apply to creating and configuring vifson afiler:

L 4

You can group up to 16 physical Ethernet interfaces on afiler to obtain a vif.

Filer network interfaces that are part of avif do not have to be on the same
network adapter, but Network Appliance recommends that all network
interfaces be full-duplex.

You cannot include avirtual LAN (VLAN) interface in a vif.

Theinterfaces that form a vif must have the same Maximum Transmission
Unit (MTU) size.

You can use the ifconfig command to configure the MTU size on the
interfaces of avif. You need to configure the MTU size only if you are
enabling jumbo frames on the interfaces. For more information about jumbo
frames, see “Understanding frame size, MTU size, and jJumbo frames’ on
page 5.

You can include any Gigabit Ethernet interface supported on thefiler, or any
10Base-T/100Base-TX Ethernet controller.

Note
Do not mix interfaces of different speeds or mediain the same multi-mode
vif.

Some switches might not support multi-mode link aggregation of ports
configured for jumbo frames. For more information, see your switch
vendor’s documentation.

Thevif command syntax isasfollows:

vif
vif
vif
vif
vif

create [single|multi] vif name -b [rr|mac|ip] [interface list]
{favor |nofavor} interface

add vif name interface list

delete vif name interface

destroy vif name
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vif status [vif name]
vif stat vif name [interval]

For detailed information about the vif command and all the options available
with this command, see the NetApp vif(1) man page.

Persistence of the Thefollowing vif commands are not persistent if used at the command line;
vif command however, you can put any of these commands in the /etc/rc fileto make it
persistent across reboots:

& vif create

¢ vif add

& vif delete

¢ vif destroy

¢ vif favor

¢ vif nofavor
For detailed For detailed information about how to perform specific tasks using the vif
information command, see the following topics:

¢ “Creating asingle-mode vif” on page 153

& “Selecting an active interface in asingle-mode vif” on page 155

¢ “Creating amulti-mode vif” on page 157

¢ “Addinginterfacesto avif” on page 160

¢ “Deleting aninterface from avif” on page 161

¢ “Digplaying the status of avif” on page 162

¢ “Displaying statistics of avif” on page 166

¢ “Destroying avif” on page 167
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Creating a single-mode vif

About creating a This procedure enables you to create a single-mode vif—in which only one

single-mode vif interface is active at atime and the others are ready to take over if the active
interface fails. If you want a specific interface in avif to be active, you need to
specify that interface as preferred, otherwise an interface in the vif is randomly
selected to be the active interface. For more information, see“ Selecting an active
interface in a single-mode vif” on page 155.

Prerequisites You need to meet the following prerequisites to create a single-mode vif:
¢ Decide on acase-sensitive name for the vif that meets the following criteria:
It must begin with aletter.
% |t must not contain any spaces.
¢ It must not contain more than 15 characters.
< It must not aready bein usefor avif.
¢ Decideonaligt of the interfaces you want to combine into the vif.

¢ Configureall interfaces that will be included in the vif to be down using the
ifconfig command.

2 2
>

2
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Creating a single- To create avif in which only one interface is active at atime, complete the
mode vif following steps.

Note
The operation performed using the vif create command isnot persistent across
reboots unless the command is added to the /etc/rc file.

Step | Action

1 | Enter the following command:
vif create single vif name [interface list]
vif_name isthe name of the vif.

interface list isalist of the interfaces you want the vif to consist of.

Note
You must ensure that all interfaces to be included in the vif are
configured down. You can use the i fconfig command to configure
an interface down.

Example: You can create a single-mode vif with the following
command:

vif create single SingleTrunkl e0 el

2 | Enter the following command to configure an address on the vif:
ifconfig vif name address netmask netmask

vif_name isthe name of the vif.

addressisthe IP address for thisinterface.

netmask is the subnet mask for the network to which the IP address
belongs.

Example: You can configure an | P address of 10.120.5.74 and a
netmask of 255.255.255.0 on the single-mode vif SingleTrunkl,
created in the previous step, with the following command:

ifconfig SingleTrunkl 10.120.5.74 netmask 255.255.255.0
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Selecting an active interface in a single-mode vif

About selecting an When you create a single-mode vif, by default, an interface is sel ected randomly

active interface to be the active interface. However, if you want to specify another interface as
active, you can usethevif favor command to override the random selection.
Additionally, if you want to specify an interface not to be considered when
random selection is made, you can use the vif nofavor command.

The active interface is also known as apreferred interface. There can be only one
active interface in a single-mode vif.

For example, you might want to select an interface over another when you add a
new, higher speed or higher bandwidth interface to the vif and want this new
interface to be the preferred interface.

The interface that you designate as the one not to be considered during random
selection is known as the “not favored” interface.

Selecting an active To change the active interface in a single-mode vif, complete the following step.

interface
Note

The operation performed using the vif favor command is not persistent across
reboots unless the command is added to the /etc/rc file.

Step | Action

1 | Enter the following command:

vif favor interface

interface is the name of the interface you want to be active.

Example: You can specify the interface el to be preferred with the
following command:

vif favor el
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About designating
an interface “not
favored”

Designating an
interface as “not
favored”
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The interface marked as “not favored” (using the vif nofavor command) can
still become the active interface when all other interfaces in a single-mode vif
have failed. Even after other interfaces come back up, a“not favored” interface
continuesto stay active until it failsor until you, the system administrator, change
the active interface using the vif favor command.

To designate an interface as “ not favored” so it will not be considered during
random selection for an active interface in a single-mode vif, complete the
following step.

Note
The operation performed using the vif nofavor command is not persistent
across reboots unless the command is added to the /etc/rc file.

Step | Action

1 | Enter the following command:

vif nofavor interface

interface isthe name of the interface you don’'t want to be considered
during random selection for an active interface.

Example: You can specify theinterface e2 to be “not favored” with
the following command:

vif nofavor e2
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Creating a multi-mode vif

About creating a
multi-mode vif

Prerequisites

Chapter 7: Vif Configuration

This procedure enables you to create a multi-mode vif on afiler. By default, the
I P-address based |oad-balancing method is used for a multi-mode vif. However,
you can select another method while creating the vif. Once aload-balancing
method has been assigned to avif, it cannot be changed.

Note
Do not select the MA C-address based | oad-balancing method when creating vifs
on afiler that connects directly to arouter. In such a setup, for every outgoing IP
frame, the destination MAC address will be the MAC address of the router. Asa
result, only one interface of the vif will be used.

For more information about load-balancing methods available for multi-mode
vifs, see “Load balancing in multi-mode vifs’ on page 150.

You need to meet the following prerequisites to create a multi-mode vif:

& ldentify or install aswitch that supports link aggregation over multiple port
connections in your network, configured according to your switch vendor’s
instructions.

¢ Decide on acase-sensitive name for the vif that meets the following criteria:

# |t must begin with aletter.

It must not contain a space.

< |t must not contain more than 15 characters.
< It must not already be in usefor avif.

¢ Decide on the interfaces you want the vif to consist of.

¢ Configureall interfaces that will be included in the vif to be down using the
ifconfig command.

2

2
<
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Creating a multi- To create avif in which all interfaces are active at once, complete the following
mode vif steps.

Note
The operation performed using the vif create command isnot persistent across
reboots unless the command is added to the /etc/rc file.

Step | Action

1 | Enter the following command:
vif create multi vif name -b {rr|mac|ip} [interface list]
-b specifies the type of load-bal ancing method.

¢ rr—Round robin
¢ mac—MAC-address based
¢ ip—IP-address based (default)

vif_name isthe name of the vif.

interface listisalist of the interfaces that make up the vif.

Note
You must ensure that al interfaces to be included in the vif are
configured down. You can use the ifconfig command to configure
an interface down.

Example: You can create a multi-mode vif, comprising interfaces
€0, el, €2, and €3 and using MAC-based |oad balancing, with the
following command:

vif create multi MultiTrunkl -b mac e0 el e2 e3
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Step | Action

2 | Enter the following command to configure an address on the vif:

ifconfig vif name address netmask netmask
vif_name is the name of the vif.
address isthe |P address for this interface.

netmask is the subnet mask for the network to which the | P address
belongs.

Example: You can configure an |P address of 10.120.5.75 and a
netmask of 255.255.255.0 on the multi-mode vif MultiTrunk1,
created in the previous step, with the following command:

ifconfig MultiTrunkl 10.120.5.75 netmask 255.255.255.0
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Adding interfaces to a vif

About adding
interfaces

Requirement before
adding interfaces

Addinginterfacesto
a vif
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This procedure enables you to add one or more interfaces to avif. You can add
physical interfacesto avif any time after you createiit.

You must configure additional ports on the switch where the new interfaces will
be connected. For information about configuring the switch, see your switch
vendor’s documentation.

Theinterface to be added to the vif must be configured down using the i fconfig
command.

To add one or more interfaces to a vif, complete the following step.

Note
The operation performed using the vif add command is not persistent across
reboots unless the command is added to the /etc/rc file.

Step | Action

1 | Enter the following command:
vif add vif name interface list

vif_name isthe name of a previously configured vif.
interface listisalist of the interfaces you want to add to the vif.

Example: You can add the interface e4 to the multi-mode vif
MultiTrunk1 with the following command:

vif add MultiTrunkl e4
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Deleting an interface from a vif

About deleting an This procedure enables you to delete an interface from avif. The vif must be
interface from a vif configured down before you delete its interface.

Deleting interface of  To delete an interface of avif, complete the following steps.
a vif
Note
The operation performed using the vif delete command isnot persistent across
reboots unless the command is added to the /etc/rc file.

Step | Action

1 | Bring the vif down by entering the following command:

ifconfig vif name down

vif_name isthe name of the vif you want to bring down.

2 | Enter the following command:
vif delete vif name interface

vif_name isthe name of avif.

interface is the interface of the vif you want to delete.

Example: You can delete the interface e4 from a multi-mode vif
MultiTrunk1 with the following commands:

ifconfig MultiTrunkl down

vif delete MultiTrunkl e4
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Displaying the status of a vif

Displaying vif You can display the current status of a specified vif or all single-mode and multi-
status mode vifson afiler.

To display the status of avif, complete the following step.

Step | Action

1 | Enter the following command:

vif status [vif name]

vif_name isthe name of the vif whose status you want to display.

If you don’t specify the vif name, the status of al vifsis displayed.

Example of The following example displays the status of vifl on afiler called toaster:
displaying vif status

toaster> vif status vifl

default: transmit ’'IP Load balancing’, VIF Type 'multi mode’, fail

Ilogl

vifl: 1 link, transmit ’'none’, VIF Type ’'single mode’ fail
'default’

VIF Status Up Addr_set

up:
el0: state up, since 050ct2001 17:17:15 (05:23:05)
mediatype: auto-1000t-fd-up
flags: enabled
input packets 20, input bytes 1280
output packets 2, output bytes 84
up indications 1, broken indications 0
drops (if) 0, drops (link) 0
indication: up at boot
consecutive 3, transitions 1
down:
e5: state down, since 050ct2001 17:17:03 (05:22:00)
mediatype: auto-unknown-cfg down
flags: disabled
input packets 0, input bytes 0
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output packets 0, output bytes 0
up indications 0, broken indications 0
drops (if) 0, drops (link) 0
indication: down at boot

consecutive 4,

The following table describes the console output.

transitions 0

Field
Name

Sub-field Name

Description

Value

default

Indicates the default
values for fields such
aStransmit, VIF
Type, and fail. These
values apply if no
valuesare specified for
these fields when avif
is created.

transmit

Indicates the default
|oad-balancing
method.

IP Load
balancing

VIF Type

Indicates the default
vif type.

multi_mode

fail

Indicates the default
location where the
errors will be logged.

log (that is,
system log)
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Field

Name Sub-field Name Description Value
vifl Indicates that the data
following thisfield
pertains to the vif vifl.
transmit Indicates the load- none (load-
balancing method balancing
used. methods are
used for multi-
mode vifs
only)
VIF type Indicates the type of single_mode
vifl.
fail Indicates the location default
where errors will be (system log)
logged for vifl.
VIF Status Indicates the current Up
status of vifl.
Addr_set Indicates that aMAC
address has been
configured for vifl and
al of itsinterfaces.
up Indicates that the

interfacefollowingthis
sub-field isup. Inthis
example, because vifl
isasingle-mode vif,
elO0isupwhilee5is
down.
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Field
Name

Sub-field Name

Description

Value

state

Indicates the current
link-state of the
interface.

up

since

Indicates the date,
time, and number of
hours since the
interface has been up.

050ct2001
17:17:15
(05:23:05)

flags

Indicates that the
interface is enabled to
send and receive data
(enabled).

enabled

consecutive

Indicates the number
of consecutively
received Up or Broken
indications from the
switch and link
interaction.

transitions

Indicates the number
of indications received
that caused a state
transition from Up to
Broken or Down to
Up.

down

Indicates that the
interfacefollowingthis
sub-field isdown. In
this example, e5isthe
standby interface for
the single-mode vif,
vifl.

For more information about the vif status command, seethe NetApp vif(1)

man page.
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Displaying statistics of a vif

Displaying vif You display statistics dynamically for a specific vif or for all vifs.
statistics i . .
To display statistics, complete the following step.
Step | Action
1 | Enter the following command:
vif stat [vif name] [intervall
vif_name isthe name of the vif. If you don’t specify avif, the status
of dl vifsisdisplayed.
interval isthe interval, in seconds. The default is one second.
Example of The following example displays output of thevif stat command:
d'Sp_laY'”g vif vif stat vifo
statistics
vif (trunk) vifo
e3a
Pkts In Pkts Out Pkts In Pkts Out
8637076 47801540 158 159
1617 9588 0 0
1009 5928 0 0
1269 7506 0 0
1293 7632 0 0
920 5388 0 0
1098 6462 0 0
2212 13176 0 0
1315 7776 0 0
Thefirst row of the output shows the total number of packets received and sent
until thetimethevif stat command was run, and the following rows show the
total number of packets received and sent per second thereafter.
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Destroying a vif

About destroying a  You destroy avif when you no longer need it or when you want to use the
vif interfacesthat form the vif for other purposes. After you complete this procedure,
thelinksin the vif act individually rather than as an aggregate.

Destroying a vif To destroy avif, complete the following steps.

Note
The operation performed using the vif destroy command is not persistent
across reboots. If you want to destroy a vif permanently, make sure that the vif
create commands corresponding to this vif do not exist in the /etc/rc file.

Step | Action

1 | Configurethe vif down by entering the following command:
ifconfig vif name down

vif_name isthe name of the vif you want to bring down.

2 | Enter the following command:

vif destroy vif name

vif_name isthe name of the vif to destroy.
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Second-level vifs

About second-level  You group multiple multi-mode vifs to obtain a second layer of vif called the
vifs second-level vif.

Second-level vifs enable you to provide a standby multi-mode vif in case the
primary multi-mode vif fails. You can use second-level vifson asinglefiler orin

acluster.
For detailed For detailed information about second-level vifs and how to create them on a
information singlefiler and in a cluster, see the following topics:

¢ “Understanding second-level vifson asinglefiler” on page 169
& “Creating a second-level vif on asinglefiler” on page 170

¢ “Understanding second-level vifsin acluster” on page 172

& “Creating asecond-level vif in acluster” on page 174
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Second-level vifs
Understanding second-level vifs on a single filer

About second-level  Youuseasecond-level vif onasinglefiler to provide astandby multi-mode vif in
vifs on a single filer  casethe primary vif fails. You can provide additional redundancy by using two
switches configured for multiple-port connections and four or more interfaces on

thefiler.
Example of a You can set up afiler with two two-link multi-mode vifs. Each vif is connected to
second-level vif on adifferent switch capable of link aggregation over multiple ports. Next, you can
a single filer set up a second-level single-mode vif that contains both of the multi-mode vifs.

When you configure the second-level vif usingthevif create command, only
one of the two multi-mode vifsis brought up as the active link. If al the
underlying interfacesin the active vif fail, the second-level vif activates the link
corresponding to the other vif.

In the following illustration, Secondlev is the single-mode second-level vif
comprising the Firstlevl and Firstlev2 vifs. Firstlevl isinitially the active
interface; if Switch 1 drops both links, Switch 2 and Firstlev2 take over and
maintain the connection to the network. For information about the commands to
use to create the vif shown in this example, see “Example of creating a second-
level vif on asinglefiler” on page 171.

Switch 1 Switch 2 M Switch 2
7 | N

Switch 1 ——» ! '

fails I I

| |
el el e2 e3 el el e2 e3
Firstlev1 Firstlev2 Firstlev1 Firstlev2

Secondlev Secondlev
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Second-level vifs

Creating a second-level vif on a single filer

Assumptions made  Thefollowing procedure assumes that you want to create a second-level vif,

in this procedure called vif_name, on asinglefiler with two multi-mode vifs, called vif_namel and
vif_name2. The vif_namelvif is composed of two physical interfaces, ifl and if2,
and vif_name2 is composed of two physical interfaces, if3 and if4.

By default, IP-based |oad balancing will be used for the multi-mode vifs created
in this procedure.

Prerequisites You need to meet the following prerequisites to create a second-level vif:
¢ ldentify or install a switch that supports link aggregation over multiple port
connections in your network, configured according to your switch vendor’s
instructions.
¢ Decide on acase-sensitive name for each vif that meets the following
criteria

K3
<

It must begin with aletter.

It must not contain a space.

It must not contain more than 15 characters.
It must not already be in use for a vif.

¢ Decideonaligt of the interfaces you want the vif to consist of.

¢ Configureall interfaces that will be included in the vif to be down using the
ifconfig command.

170
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on asingle filer
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To create a second-level vif on asingle filer, complete the following steps.

Note
The operation performed using the vif create command isnot persistent across
reboots unless the command is added to the /etc/rc file.

Step | Action

1 | Enter the following commands to create two multi-mode interfaces:
vif create multi -b {rr|mac|ip} vif namel ifl if2

vif create multi -b {rr|mac|ip} vif name2 if3 if4

-b specifies the type of load-balancing method.
¢ rr—Round robin

¢ mac—MAC-address based

¢ ip—IP-address based (default)

Note
You must ensure that al interfaces to be included in the vif are
configured down. You can use the ifconfig command to configure
an interface down.

2 | Enter the following command to create a single-mode interface from
the multi-mode interfaces:

vif create single vif name vif namel vif name2

The following commands create the second-level vif shown in “Example of a
second-level vif on asinglefiler” on page 169. In this example, IP-based |oad-
balancing is used for the multi-mode vifs.

vif create multi Firstlevl e0 el

vif create multi Firstlev2 e2 e3
vif create single Secondlev Firstlevl Firstlev2
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Understanding second-level vifs in a cluster

Advantage of In acluster configuration, you can access data from both filers even if one of the
second-level vifs in  filersinthe cluster fails. In a second-level vif connected in a single-mode
a cluster configuration, you can maintain connectivity to thefiler even if one of the

switchesfails. Thus, by using the two configurations together, you can achieve a
fully redundant filer connectivity architecture.

Normal cluster The following figure shows second-level vifsin acluster. When both filersarein
operation with operation, the following connections exist:
second-level vifs + Firstlevlin Secondlev 1 connects Filer 1 to the network through Switch 1.

¢ Firstlev2 in Secondlev 1 connects Filer 1 to Switch 2.
& Firstlev 4 in Secondlev 2 connects Filer 2 to the network through Switch 2.
¢ Firstlev3in Secondlev 2 connects Filer2 to Switch 1.

Firstlev2 and Firstlev3 are in standby mode.

Sn1 Switch 1 Switch 2
Firstlev1 | | Firstlev2 Firstlev3| | Firstlev4
Secondlev 1 Secondlev 2
Filer 1 Filer 2
Switch failurein a If one of the switches fails, the following happens:
cluster with second- o |f Switch 1 fails, Firstlev2 and Firstlev4 maintain the connection for their
level vifs filers through Switch 2.

¢ |If Switch 2 fails, Firstlevl and Firstlev3 maintain the connection for their
filers through Switch 1.
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In the following figure, Switch 1 failsin acluster. Firstlev2 takes over the MAC
address of Firstlevl and maintains the connectivity through Switch 2.

\ /
Sni S 1
/ N\,
7 N
I =~

I
el,.e2 e3 e4
Firstlevi | | Firstlev2

Secondlev 1

Filer 1

>
<<
~

e5
F

Switch 2

~

e8

e7
irstlev3| | Firstl

ev4

Secondlev 2

Filer 2
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Creating a second-level vif in a cluster

Assumptions made
in this procedure

174

The following procedure assumes that you want to create two second-level vifs,
secondlevl and secondlev2, on clustered filers, Filer 1 and Filer 2. Filer 1 and

Filer 2 are configured as shown in the following table.

Filer Multi-mode vifs I nterfaces
Filer 1 vif_namel ifl
if2
vif_name2 if3
if4
Filer 2 vif_name3 if5
if6
vif_name4 if7
if8
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To create a second-level vif in acluster, complete the following steps.

Note

The operation performed using the vif create command isnot persistent across

reboots unless the command is added to the /etc/rc file.

Step | Action

1 | Enter the following commands on Filer 1 to create two multi-mode

vifs:

-b specifies the type of load-balancing method.
¢ rr—Round robin

¢ mac—MAC-address based

¢ ip—IP-address based (default)

vif create multi -b {rr|mac|ip} vif namel ifl if2

vif create multi -b {rr|mac|ip} vif name2 if3 if4

Note

configure an interface down.

You must ensure that al interfaces to be included in the vif are
configured to be down. You can use the ifconfig command to

2 | Enter the following command on Filer 1 to create a second-level

interface from the multi-mode vifs:

vif create single secondlevl vif namel vif name2

3 | Enter the following commands on Filer 2 to create two multi-mode

vifs:

vif create multi -b {rr|mac|ip} vif name3 if5 if6

vif create multi -b {rr|mac|ip} vif name4 if7 if8

4 | Enter the following command on Filer 2 to create a second-level

interface from the multi-mode vifs:

vif create single secondlev2 vif name3 vif name4
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Step | Action

5 | Enter the following command on Filer 1 to configure the second-
level vifsfor takeover:

ifconfig secondlevl partner secondlev2

Note
In this command, secondlevl and secondlev2 (argumentsto the
partner option) should be the interface names and not theinterface IP
addresses.

6 | Enter the following command on Filer 2 to configure the second-
level vifsfor takeover:

ifconfig secondlev2 partner secondlevl

Note
In this command, secondlevl and secondlev2 (argumentsto the
partner option) should be the interface names and not theinterface IP
addresses.

The following commands create the second-level vif in the cluster shownin
“Normal cluster operation with second-level vifs’ on page 172. In this example,
I P-based load balancing is used for the multi-mode vifs.

OnFiler 1:

vif create multi Firstlevl el e2
vif create multi Firstlev2 e3 e4
vif create single Secondlevl Firstlevl Firstlev2

OnFiler 2:

vif create multi Firstlev3 e5 eé

vif create multi Firstlev4 e7 eS8

vif create single Secondlev2 Firstlev3 Firstlev4

OnFiler 1;

ifconfig Secondlevl partner Secondlev2

OnFiler 2

ifconfig Secondlev2 partner Secondlevl

Second-level vifs



Internet Protocol Security Configuration 8

About this chapter This chapter explains how to set up and manage the Internet Protocol Security
(IPsec) suite of protocols to secure information within a network. |Psec enables
authentication and encryption of datain transition between afiler and its Solaris
and Windows 2000 or higher clients, or between two filers.

Topics in this This chapter discusses the following topics:
chapter & “Understanding IPsec” on page 178
& “Setting up IPsec” on page 182
¢ “Managing security policies’ on page 184
& “Viewing security associations’ on page 190
¢ “Using IPsec hardware acceleration” on page 191
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Understanding IPsec

What IPsec is

About security
associations

178

IPsec is a security protocol suite that protects data from unauthorized disclosure
when it is being transmitted between filers and clients. Using I Psec, you can add
policies on the filer that do both of these things:

L 4

Note

Configure encryption and authentication algorithms between the filer and
client.

Policies can be configured from the filer to the client and from the client to
thefiler over arange of |P addresses and ports.

Negotiate a security association (SA) between the two end-stations (systems
that initiate and receive secure communications). The SA is used for secure
data exchanges between the filer and the client.

Maintaining security is processor intensive. However, filer security processing
can be offloaded from the CPU to an IPsec accelerator adapter. For more
information, see “Using | Psec hardware acceleration” on page 191.

A security association (SA) is an authenticated simplex (uni-directional) data
connection between two end-stations. Security configurations are typically
configured in pairs. An SA hasall of the following:

L 4
L 2
L 4

A unique Security Parameter Index (SPl) number

An IP destination address

An | Psec security protocol

The I Psec security protocol must be either of the following:

Authentication Header (AH)

The AH protocol inserts an authentication header into each packet
before the data payl oad. The authentication header includes a checksum
created with a cryptographic hash algorithm, either Message Digest
function 95 (MD5 - 128 bit key) or Secure Hash Algorithm (SHA - 160
bit key). The AH protocol does not ater the packet’s data payload.
Encapsulating Security Payload (ESP)

The ESP protocol inserts a header before the data payload and a trailer
after it. When you specify an encryption algorithm, either Data

Encryption Standard (DES) or triple DES, ESP dters the data payload
by encrypting it. Alternatively, you can specify packet authentication

2
<

2
<
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About security
policies

About key
exchange

using the same MD5 or SHA-1 algorithms that are available with the
AH protocal. If you use the ESP security protocol, you need to specify
either authentication or encryption, or both.

Note
When you specify the AH protocol, only packet authentication (providing
dataintegrity) is enabled. When you specify the ESP protocol, both packet
authentication and packet encryption (providing data privacy) can be
enabled.

At least two security associations, inbound and outbound, are required between
end-stations. Security associations are stored in the Security Association
Database (SAD) when IPsec is enabled on an end-station.

Security associations are created from security policies.

Security associations are created based on information collected in security
policies, which determine how security is handled in atransfer of information.
Security policies can include any of the following types of specifications:

L 4

* 6 O 0o o

The source and destination addresses (or ranges of addresses) of the end-
stations (filer and client)

Packet authentication methods

Packet encryption methods

Restrictions on ports and services

Whether inbound and outbound SAs are mirrored
Strictness of policy application

Security policies are stored in the Security Policy Database (SPD) when IPsec is
enabled on an end-station. Matching security policies must be configured on the
filer and clients.

An IPsec SA is negotiated by means of the key management protocol IKE
(Internet Key Exchange). Phase 1 of an IKE key exchange authenticates the
identity of the end-stations, which allows the establishment of an IPsec SA in
Phase 2.

Two key exchange mechanisms using |KE are supported between filers and
clients: Kerberos and preshared keys. However, only preshared keys can be used
between two filers.
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¢ Kerberosisanetwork authentication system in which end-stations prove
their identity by obtaining identical secret keysfrom a Key Distribution
Center (KDC), the Kerberos security server. For Windows 2000 and later, the
KDC islocated on the Windows domain controller, which processes IKE
authentication requests for filers and Windows clients in the domain.

Kerberos authentication is enabled automatically when CIFS is licensed and
configured on afiler.

¢ Preshared keys areidentical ASCII text strings entered manually on each
end-station. Authentication isvalidated when IKE successfully comparesthe
hash value of the two keys. Preshared key configuration is simple, but it
requires manual management on each end-station. Also, preshared keys are
static and persistent, therefore vulnerable unless changed frequently.

Note
The authentication of end-station identity provided by the key exchange protocol
IKE is different from the packet integrity authentication provided by the |Psec
protocols AH and ESP.

The IPsec implementation for Network Appliance filers conforms to the Internet
Engineering Task Force (IETF) Security Architecture for the Internet Protocol
(RFC 2401) and related protocols. The following restrictions apply:

& By default, filers obey all IPsec parameters that are configured on clients.

The only exception is Perfect Forward Secrecy (PFS), which is not supported
onfilers.

¢ Only transport mode is supported on filers; tunnel mode is not supported.

Consequently, IPsec is supported for security associations between filersand
clients, but it is not supported for security associations between filers and
security gateways.

¢ Only clients running Solaris or Windows 2000 or later are supported for
| Psec connections.

¢ Thefollowing authentication mechanisms are supported:
% For Solaris—only preshared keys authentication

For Windows—preshared keys and K erberos authentication; however,
Kerberos authentication is available only for Windows Domains, not
Windows Workgroups
<+  Between filers—only preshared keys authentication
¢ Data ONTAP supports preshared keys and K erberos key exchange
mechanisms, but it cannot be configured to use a specific mechanism.

2

2
<
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IPsec in a cluster
configuration

IPsec in a vFiler
configuration

Instead, Data ONTAP relies on the client to specify which key exchange
mechanism to use.

& You cannot configure parameters associated with SA, for example, how long
the SA isvalid, how many bytes of data can pass through the SA, in Data
ONTAP. Instead, Data ONTAP uses the parameters that the client provides.

For more information about implementation and standards, see the NetApp
ipsec(1) man page.

The IPsec protocol, by its nature, does not work well in afailover environment,
that is, an environment in which onefiler in a cluster configuration must take
over the other filer. Thisis because security policies, but not security
associations, are taken over from the failed filer. Clients will continue to send
packets to the failed client for the remainder of the client security association
lifetime, after which anew security association must be renegotiated and dropped
packets resent.

For this reason, Network Appliance recommends that you reduce the security
association lifetime to a minimum value to optimize | Psec operation in a cluster
configuration. This minimizes the time clients use to destroy their security
associations and negotiate new ones with the filer that took over.

Note
You set the value of the security association’s lifetime on clients rather than on
thefiler.

I Psec can be enabled on a per-vFiler basis, with distinct security policiesfor each
vFiler. IPsec configuration is preserved when vFilers are moved from one hosting
filer to another, unless the vFiler’s | P address is changed.

I Psec configuration can be set within the context of avFiler or at the filer
command line by using the vfiler run command.

Note
Policies and configurations discussed in this chapter must be set individually for
each vFiler.
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Setting up IPsec

Preparing to use Before you can use IPsec, you must take both of these actions:
IPsec + Select and configure one of the following key-exchange mechanisms.
< Kerberos
% Preshared keys
¢ EnablelPsec functionality on thefiler.

Then do these things:
¢ Create security policies as described in “Managing security policies’ on

page 184.
& View security associations as described in “Viewing security associations’
on page 190.
Configuring Kerberos support is enabled by default on filerswhen CIFS s licensed and
Kerberos configured for Windows domain authentication.

Kerberos support for Windows clients requires all of the following:

¢ A Windows 2000 or greater client that isamember of adomain

¢ Kerberos selected in the client’s Authentication Methods list

¢ A functioning Key Distribution Center (KDC) on an accessible domain

controller
Configuring To configure preshared keys, you must create an ASCI|I text string and storeit on
preshared keys the filer and the client that will be sharing the secure connection.

To create and store the preshared key on the filer, complete the following steps.

Step | Action

1 | Create afile named psk.txt file in the /etc directory.

2 | Decide upon an ASCII text key that you will use for authenticating
client and filer.
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Step

Action

In the psk.txt file, enter aline using the following format:
ip_address key

ip_addressisthe IP address of the client.

key is the preshared key you decided upon.

Example: 172.25.102.81 ag8key

See the NetApp psk.txt(5) man page for more information.

The same preshared key must be entered on the client when you configure a
policy using the Windows user interface.

Enabling or To enable or disable IPsec on afiler, complete the following step.

disabling IPsec

Step

Action

1

At the filer command line, enter the following command:
options ip.ipsec.enable on | off

on enables | Psec.
of £ disables | Psec.
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Managing security policies

About the ipsec Security policiesin the SPD can be added, modified, displayed, deleted, and
command monitored using the ipsec command. For more information, see the NetApp
ipsec(1) man page.

Selecting security When you create security policies, you must select from the following required
policy options and optional parameters on the filer. Corresponding values must also be selected
on any Windows clients served by the filer.

Parameter Options | Description

source and -sand -t | Required. Addresses can have any of the
destination following forms:

address & Asingle P address

¢ A range of addresses
¢ AnIPaddress at a specific port
¢ A range of addresses at a specific port

security -p Required. Must be either Authentication

protocol Header (AH) or Encapsul ated Security Payload
(ESP); see “About security associations’” on
page 178.

encryption -e Optional. If the ESP protocol is selected, DES,
triple DES, or no encryption can be specified.

authentication | -a Reguired for AH protocol, optional for ESP
protocol. SHA-1, MD5, or no authentication
can be specified.

direction -d Required. Specifies an inbound or outbound

connection relative to the filer. By default, a
mirrored policy (with the same parameters,
except direction) is created unless mirroring is
turned off.
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Creating a security
policy

Parameter Options | Description

protocol -f Optional. Specifies an upper-layer protocol by
number.

permission -l Optional. Traffic can be restricted or permitted

level if avalid SA isnot available.

index -i Specifies anindex in the Security Policy

Database. The index is obtained by the ipsec
policy show command.

To create a security policy, complete the following step.

Step | Action
1 | Enter the following command:

ipsec policy add [-s src ip/prefixlen[port]] [-t
dst_ip/prefixlen[port]] -p {esp|ah|none}
[-e {des|3des|null} | -a {shal|md5|null}] -d {in|out}
[-m]
[-f ip protocol]
[-1 {restrict|permit}]
The add options are described in “ Selecting security policy options’
on page 184. Additionally, see the ipsec man page for details of these
options.

Note

Ensure that policies match on the filer and client (or group of clients) that are
negotiating the secure connection.

Example: ipsec policy add -s 10.56.18.5 -t 10.56.19.172/24[139] -p
esp -e des -a ah -d in -1 restrict

For more information about policy options, see the NetApp ipsec(1) man page.
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Displaying existing  You can usethe ipsec policy show command to display the contents of the
security policies Security Policies Database (SPD), either in its entirety or by combinations of
these parameters:

¢ Source and destination addresses

& Security protocol (AH or ESP)

& Direction (relative to thefiler)

¢ Specifications of upper-level protocols

To display security policies, complete the following step.

Step | Action

1 | Atthefiler command line, enter the following command:

ipsec policy show [-s src ip]l [-t dst ip] [-f

ip protocol]l [-d {in|out}] [-p {esp|ah}]

The show options are described in “ Selecting security policy options”
on page 184. Additionally, see the ipsec man page for details of these
options.

Example:

The following example displays security policy information for the device that
has a source |P address (-s) of 10.56.19.172:

ipsec policy show -s 10.56.19.172

Index IPAddress /prefix/port/protocol Dir/Policy Alg/SecLevel

1 10.56.19.172 / 0/ l[any ]/any -> in /IPSEC esp/Default

Deleting a security You can remove entries from the SPD by deleting any of the following:
policy ¢ All entries
¢ Individua entriesidentified by SPD index number (displayed by the ipsec
policy show command)
¢ Groups of entriesidentified by any of the following:
% Source and destination addresses

&

%  Direction (relative to the filer)

o

%  Mirror policy
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To delete a security policy from afiler, complete the following step.

Step | Action

1 | Atthefiler command line, enter the following command:
ipsec policy delete all | -i index [[-s src ip|-t dst ip]
-d {in|out} [-m]]

The delete options are described in “ Selecting security policy
options’ on page 184. Additionally, see the ipsec man page for
details of these options.

You must delete the same policies from corresponding clients.

How to display You can usethe ipsec stats command to verify 1Psec configuration, monitor
IPsec statistics protocol processing, and display 1Psec violations. The command displays the

following statistics:

¢ Total number of |Psec packets processed inbound and outbound

¢ Tota number of AH and ESP packets processed

¢ Total number of AH and ESP processing failures

& Total number of failures and successes of AH and ESP replay windows
The anti-replay service window protects against replay attacks.

& Transmit and receive violations, which might be any of the following:
< Improper or missing policies
< Improper or missing security associations
% Successful and failed IKE exchanges

To display statistics about how 1Psec is working, complete the following steps.

Step | Action

1 | Atthefiler command line, enter the following command:

priv set advanced

For moreinformation about advanced privilegelevel, seethe NetApp
priv(1l) man page.
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Step | Action

2 | Enter the following command:
ipsec stats [-z]

-z resets the statistics counter.

3 | When you are finished viewing statistics, be sure to return to the
normal administrative privilege level by entering the following
command:

priv set admin

Example:

The following example shows the statistics provided by the ipsec stats
command inpriv set advanced mode

filerl*> ipsec stats
ipsec:
148460138 inbound packets processed successfully
0 inbound packets violated process security policy
983 inbound packets with no SA available
0 invalid inbound packets
inbound packets failed due to insufficient memory
inbound packets failed getting SPI
inbound packets failed on AH replay check
0 inbound packets failed on ESP replay check
143929988 inbound packets considered authentic
0 inbound packets failed on authentication
ESP input packets
des : 3886739
3des : 140043249
AH input packets
md5 : 4530150
134002232 outbound packets processed successfully
0 outbound packets violated process security policy
0 outbound packets with no SP available
11 outbound packets with no SA available
0 invalid outbound packets
0 outbound packets failed due to insufficient memory
0 outbound packets with no route
ESP output packets
des : 4571170
3des : 124667606
AH output packets

o o o
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md5 : 4763456

ike:

IKE input packets
Identity Protection : 107
Informational : 3682
Quick ¢ 7310

IKE output packets
Identity Protection : 108
Informational : 10
Quick : 3663
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Viewing security associations

Displaying security  You can usethe ipsec sa show command to display any of the following:

associations + Theentire contents of the Security Associations Database (SAD)
¢ Anindividual entry in the SAD identified by the Security Parameter Index
(SPI)
To learn the SPI for a database entry, you must first display the entire
contents of the SAD.

¢ A group of entriesthat include al of the following:
%  Source and destination addresses

Security protocol (AH or ESP)

Direction (relative to the filer)

Upper-level protocols specified

2 2
<

X3

%

2
<

To view the currently active security associations on afiler, complete the
following step.

Step | Action

1 | Atthefiler command line, enter the following command:

ipsec sa show [spi | options]

Example:

The following example displays security association information for the device
that has a source I P address of 10.56.19.172:

ipsec sa show 1 -s 10.56.19.172 -p esp

Alg/State/Spi Current Bytes/CreatedTime SrcIPAddr->DstIPAddr

esp/M/0001388 0/20 Aug 2002 17:28:19 10.56.19.172->10.56.19.173

The values for state are:

M Mature and active

D Dead

d Dying

L Larval (uninitiated)
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Using IPsec hardware acceleration

About IPsec Security processing, because of the massive and repetitive mathematical

hardware operations required, can significantly reduce CPU availability. To address this

acceleration problem, Network Appliance offers a separately installable |Psec accelerator
adapter for some NetApp storage appliances that can dramatically improve
performance.

The |Psec accelerator is supported on the following platforms:
¢ FASO00 series

& F800 series

¢ NearStore series

After you install the |Psec accelerator, thefiler usesit automatically for all 1Psec
computation. Only one accelerator per filer can be used. If the |Psec accelerator
fails, security processing falls back to | Psec software so that security services are
not interrupted.

For information about obtaining an IPsec accel erator adapter for your filer,
contact your Network Appliance representative or visit the NetApp On the Web
(NOW) site at http://now.netapp.conm/.

Monitoring If an IPsec accelerator fails, and security services are taken on by the | Psec
accelerator software on the filer prevent interruptions to the services, the performance of
hardware your filer will decrease.

performance

You can usethe ipsec stats command (as described in “How to display 1Psec
statistics” on page 187) to troubleshoot suspected hardware problems. If the
ipsec stats display shows changesin the values for the following items, there
might be a problem with the | Psec accel erator adapter:

¢ inbound packets failed on AH replay check (if it hasanonzero value)
¢ inbound packets failed on ESP replay check (if it hasanonzero value)

& outbound packets processed successfully (if it hasasignificantly
reduced value)

If there are changesin these values, you can view accelerator hardware statistics
by running the ipsec stats command when the privilege level is set to
advanced.
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Viewing IPsec To view |Psec accelerator hardware statistics, complete the following steps.
accelerator

statistics Step | Action

1 | Atthefiler command line, enter the following command:

priv set advanced

For moreinformation about advanced privilegelevel, seethe NetApp
priv(1l) man page.

2 | Enter the following command:

ipsec stats

3 | When you are finished viewing hardware statistics, be sure to return
to the normal administrative privilege level by entering the following
command:

priv set admin

Example:

In the following example, the Hardware Statistics section shows normal activity
for the |Psec accel erator adapter.

filerl*> ipsec stats

ipsec:

49632 inbound packets processed successfully
inbound packets violated process security policy
inbound packets with no SA available
invalid inbound packets
inbound packets failed due to insufficient memory
inbound packets failed getting SPI
inbound packets failed on AH replay check
0 inbound packets failed on ESP replay check
49632 inbound packets considered authentic
0 inbound packets failed on authentication
ESP input packets

3des : 49632
101572 outbound packets processed successfully
0 outbound packets violated process security policy
0 outbound packets with no SP available
17 outbound packets with no SA available
0 invalid outbound packets
0 outbound packets failed due to insufficient memory
0 outbound packets with no route
ESP output packets

3des : 101572

O O O O O o
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ike:
IKE input packets
Identity Protection
Informational :
Quick 1
IKE output packets
Identity Protection
Informational :
Quick : 5
Hardware Statistics
Hardware Acceleration on......
input Statistics
49632 Requests 49632 Responses
Output Statistics
101572 Requests 101572 Responses

The Hardware Statistics section appears only if the | Psec accelerator is present.
Statistics displayed in this section, aswell asin the “ipsec” section, should keep
increasing if the accelerator is functioning properly. The line “Hardware
Acceleration on” indicates that the accelerator isfunctioning. If the accelerator is
not functioning, this line will say “Hardware Acceleration off.”

If an accelerator failure is detected, a syslog message will be sent, |Psec will
automatically switch to software processing on the storage appliance the
accelerator was for, and the report resulting from the ipsec stats command in
advanced mode will display the line “Hardware Accel eration off.”
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Network Interface Statistics A

About this appendix This appendix describes the statistics displayed by the i fstat command for the
network interfaces supported by Data ONTAP.

Topics in this This appendix discusses statistics for the following interfaces:
appendix & “Fast Ethernet interface statistics” on page 196
¢ “Gigabit Ethernet and Ethernet Controller 1V interface statistics” on
page 199

¢ “Statistics for FAS250/ FAS270 network interfaces’ on page 204
“FDDI interface statistics” on page 208
¢ “ATM interface statistics’ on page 212

4
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Fast Ethernet interface statistics

RECEIVE section
statistics

196

The following table describes the statistics in the RECEIVE section of the
ifstat command output when you use the command on a Fast Ethernet
interface, such as an X1001C or X1012C card.

Statistic Meaning

Frames/second Rate of received frames per second.
Bytes/second Rate of received bytes per second.
Errors/minute Rate of errors (which led to frames being lost) per

minute.

Total frames

Total frames that are received on the interface.

Total bytes

Total bytesthat are received on the interface.

Total errors

Total errors that occur on the interface.

Multi/broadcast

Total number of multicast or broadcast packets
received.

CRC errors

Number of Cyclic Redundancy Check (CRC) errors
that occurred on the received packets due mainly to
duplex mismatches.

Alignment errors

Number of frames that are both misaligned and contain
CRC errors.

Non-primary u/c

Number of Ethernet frames received for the partner’s
MAC address after afailover in acluster configuration.

No buffers Number of times the driver was unable to get a buffer
from its buffer pool because the pool was empty.
Tag drop Number of tagged frames dropped on an interface that

is not configured to support VLAN tagging and
receives tagged frames.

Vlan tag drop

Number of tagged frames dropped that do not match
the VLAN tags configured on the interface.
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TRANSMIT section

Statistic

Meaning

Vlan untag drop

Number of untagged frames dropped on an interface
that is configured to be part of aVVLAN.

List overflow

Number of frames dropped due to the unavailability of
receive resources.

Bus overruns

Number of frames lost due to receive First In First Out
(FIFO) overflows.

Runt frames

Number of runt frames received.

Long frames

Number of long frames received that exceeded the
maximum Ethernet-specified size of 1,518 bytes.

Flow controls

Number of flow control frames received.

The following table describes the statistics in the TRANSMIT section of the
ifstat command output when you use the command on a Fast Ethernet

interface.
Statistic M eaning
Frames/second Rate of transmitted frames per second.
Bytes/second Rate of transmitted bytes per second.
Errors/minute Rate of errors (which led to frames being lost) per

minute.

Total frames

Total framesthat are transmitted on the interface.

Total bytes

Total bytes that are transmitted on the interface.

Total errors

Total errors that occur on theinterface.

Multi/broadcast

Total number of multicast or broadcast packets
transmitted.

Queue overflows

Total number of frames dropped due to software queue
overflow.

Max collisions

Total number of frames that were not transmitted
because they encountered the maximum number of
alowed collisions.
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LINK INFO section

Statistic

M eaning

Late collisions

Number of frames that were not transmitted because they
encountered a collision outside the collision window.

Bus underruns

Number of times the transmitter aborted the frame to be
transmitted because data arrived late from memory.
These packets are retransmitted later.

Lost carriers

Number of frames that were transmitted by the device
despite the deassertion of CRS during transmission.

Deferred Number of framesthat were deferred before transmission
due to activity on the link.

Single Number of transmitted frames that encountered one and

collision only one collision.

Multiple Number of transmitted frames that encountered more

collision

than one collision, but fewer than the maximum allowed
collisions.

Flow controls

Number of flow control frames transmitted.

The following table describes the statistics in the LINK INFO section of the
ifstat command output when you use the command on a Fast Ethernet

interface.

Statistic

Meaning

Current state

The state of thelink. It can be up, down, or enabling.

Up to downs

Number of times the link toggled between up (LINK_UP)
and down (LINK_DOWN) states.

Speed

Current negotiated speed.

Duplex

Duplex of the link negotiated or set.

Flow control

Negotiated value of flow control if theinterfaceis
autonegotiable; otherwise, it isthe configured setting.
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Gigabit Ethernet and Ethernet Controller IV interface statistics

RECEIVE section
statistics

The following table describes the statistics in the RECEIVE section of the
ifstat command output when you use the command on a Gigabit Ethernet
interface supported on the filer or the onboard 10Base-T/100Base-TX Ethernet

Controller V.
Statistic M eaning
Frames/second Rate of received frames per second.
Bytes/second Rate of received bytes per second.
Errors/minute Rate of errors (which led to frames being lost) per

minute.

Total frames

Total framesthat are received on the interface.

Total bytes

Total bytes that are received on the interface.

Total errors

Total errors that occur on theinterface.

Multi/broadcast

Total number of multicast or broadcast packets received.

Alignment
errors

Number of frames that are both misaligned and contain
CRC errors.

Non-primary u/c

Number of Ethernet frames received for the partner’s
MAC address after afailover in acluster configuration.

Tag drop

Number of tagged frames dropped on an interface that is
not configured to support VLAN tagging.

Vlan tag drop

Number of tagged frames dropped that do not match the
VLAN tags configured on the interface.

Vlan untag drop

Number of untagged frames dropped on an interface that
is configured to be part of aVLAN.

CRC errors

Number of packets received with bad CRC.

Bad length

Total number of received packets with abad length.
These are frames counted as undersize, fragment,
oversize, or jabber.
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Statistic

M eaning

Runt frames

Number of received frames that were less than the
minimum size (64 bytes) and had avalid CRC.

Fragment

Number of received frames that were |less than the
minimum size and had abad CRC.

Long frames

Number of received frames that were greater than the
maximum size and had avalid CRC.

Jabber

Number of received frames that were greater than the
maximum size and had a bad CRC.

Bus overruns

Number of times the adapter’s receive FIFO overflowed
and a packet was dropped. This occurs when the busis
very busy and the adapter cannot transfer datainto host
memory. This might also occur when the filer CPU is
very busy and cannot process the received packets fast
enough.

Queue overflows

Number of frames dropped on receive due to the driver
receive queue overflowing.

No buffer

Number of times the driver could not allocate a buffer
and a packet was dropped. This might happen when the
filer isvery busy. If the count increases continualy, it
might indicate that a software component is not returning
buffers.

Xon

Number of XON frames received when receive or full
flow control is enabled.

Xoff

Number of X OFF frames received when receive or full
flow control is enabled.

Jumbo

Number of good packets received that were larger than
the standard Ethernet packet size when jumbo frames are
enabl ed.

Reset

Number of times the driver reset the NIC because the
NIC wasin abad state.

Resetl

Number of times the driver reset the NIC because the
NIC wasin abad state.
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TRANSMIT section
statistics

Statistic

M eaning

Reset2

Number of times the driver reset the NIC because the
NIC wasin abad state.

The following table describes the statistics in the TRANSMIT section of the
ifstat command output when you use the command on a Gigabit Ethernet
interface supported on the filer or the onboard 10Base-T/100Base-TX Ethernet

Controller V.
Statistic Meaning
Frames/second Rate of transmitted frames per second.
Bytes/second Rate of transmitted bytes per second.
Errors/minute Rate of errors (which led to frames being lost) per

minute.

Total frames

Total framesthat are transmitted on the interface.

Total bytes

Total bytesthat are transmitted on the interface.

Total errors

Total errors that occur on the interface.

Multi/broadcast

Total number of multicast or broadcast packets
transmitted.

Queue overflow

Number of outgoing packets dropped because the
driver’'s queue was full. It might indicate a system
problem.

Max collisions

Number of frames that were not transmitted because
they encountered the maximum number of allowed
collisions. Only valid in half-duplex mode.

Single collision

Number of frames that encountered exactly one
collision. Only valid in half-duplex mode.

Multi collisions

Number of frames that encountered more than one
collision, but less than the maximum allowed. Only
valid in half-duplex mode.

Late collisions

Number of collisionsthat occurred outside the collision
window. Only valid in half-duplex mode.

Appendix A: Network Interface Statistics

201



LINK INFO section
statistics

202

Statistic Meaning

Xon Number of XON frames transmitted when send or full
flow control is enabled.

Xoff Number of XOFF frames transmitted when send or full
flow control is enabled.

Timeout Number of times the adapter’s transmitter hung and the
adapter had to be reset. This can happen when the cable
is pulled and the transmitter cannot transmit a packet.
The adapter isreset to reclaim packet buffers.

Jumbo Number of packets transmitted that were larger than the

standard Ethernet packet size when jumbo frames are
enabled.

The following table describes the statistics in the LINK INFO section of the
ifstat command output when you use the command on a Gigabit Ethernet
interface supported on the filer or the onboard 10Base-T/100Base-TX Ethernet

Controller V.

Statistic

Meaning

Current state

Current state of the interface:

¢ up or down—The state of the link.

¢ cfg_down—Theinterface is configured down.
¢ enabling—Theinterface is coming up.

Up to downs Number of timesthe link toggled between up and down.
Auto Operational state of autonegotiation:
& on—Autonegotiation is enabled and succeeded.
¢ off—Autonegotiation failed. This happens when the
device to which the interface is connected has
disabled autonegotiation or isincompatible with the
interface. This may also indicate that the interfaceis
down.
Speed Speed of link negotiated or set.
Duplex Duplex of the link negotiated or set.
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Statistic Meaning

Flow control The operational flow control setting. For information on
how the operational flow control setting is determined, see
Chapter 1, “Network Interface Configuration,” on page 1.
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Statistics for FAS250/ FAS270 network interfaces

RECEIVE section
statistics

204

The following table describes the statistics in the RECEIVE section of the
ifstat command output when you use the command on a FAS250/FAS270

network interface.

Statistic Meaning

Frames/second Rate of received frames per second.
Bytes/second Rate of received bytes per second.
Errors/minute Rate of errors (which led to frames being lost) per

minute.

Total frames

Total frames that are received on the interface.

Total bytes

Total bytes that are received on the interface.

Multi/broadcast Total number of multicast or broadcast packets
received.
No buffer Number of timesthe driver could not allocate a buffer

and a packet was dropped. This might happen when
thefiler isvery busy. If the count increases
continually, it might indicate that a software
component is not returning buffers.

Non-primary u/c

Number of Ethernet frames received for the partner’s
MAC address after afailover in acluster
configuration.

Tag drop

Number of tagged frames dropped on an interface that
is not configured to support VLAN tagging.

Vlan tag drop

Number of tagged frames dropped that do not match
the VLAN tags configured on the interface.

Vlan untag drop

Number of untagged frames dropped on an interface
that is configured to be part of aVVLAN.

Runt frames

Number of received frames that were less than the
minimum size (64 bytes) and had avalid CRC.
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Statistic

Meaning

Long frames

Number of received frames that were greater than the
maximum size and had avalid CRC.

CRC errors

Number of packets received with bad CRC.

Length errors

Number of frames received by the MAC where the
actual number of bytes received did not match the
length given in the Ethernet header.

Code errors

The number of frames received by the MAC that had
acode error signaled by the PHY.

Dribble errors

The number of frames received by the MAC with an
alignment error. Thisis not used for 1000Mb/s
operation.

TRANSMIT section The following table describes the statistics in the TRANSMIT section of the
statistics ifstat command output when you use the command on a FAS250/FAS270

network interface.

Statistic

Meaning

Frames/second

Rate of transmitted frames per second.

Bytes/second

Rate of transmitted bytes per second.

Errors/minute

Rate of errors (which led to frames being lost) per
minute.

Total frames

Total framesthat are transmitted on the interface.

Total bytes

Total bytesthat are transmitted on the interface.

Multi/broadcast

Total number of multicast or broadcast packets
transmitted.

Queue overflow

Number of outgoing packets dropped because the
driver’s queue was full. It might indicate a system
problem.

No buffers

Number of timesthedriver fail to allocate a buffer for
the transmit packet.
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LINK INFO section
statistics

206

Statistic

Meaning

CRC errors

Number of packets transmitted by the MAC with
CRC errors. This can happen only when the MAC is
not appending the CRC to the transmitted packets.

Abort errors

Number of packets aborted during transmission. This
could be because of a FIFO underrun.

Runt frames

Number of packets smaller than the minimum frame
size (64 bytes) transmitted by the MAC.

Long frames

Number of packetslarger than the maximum frame
size transmitted by the MAC.

Single collision

Number of frames that encountered exactly one
collision. Only valid in half-duplex mode.

Late collisions

Number of collisions that occurred outside the
collision window. Only valid in half-duplex mode.

Deferred

Number of times a packet was aborted by the MAC
due to excessive collisions during transmission.

If 16 consecutive collisions occur during transmission
of a packet, the transmission is deferred and MAC
aborts the packet.

The following table describes the statistics in the LINK INFO section of the
ifstat command output when you use the command on a FAS250/FAS270

network interface.

Statistic

M eaning

Current state

Current state of the interface:

¢ up or down—The state of the link.

¢ cfg_down—Theinterfaceis configured down.
¢ enabling—Theinterface is coming up.

Up to downs Number of times the link toggled between up and
down.
Speed Speed of the link negotiated or set.

Statistics for FAS250/ FAS270 network interfaces



Statistic

M eaning

Duplex

Duplex of thelink negotiated or set.

Flow Control

The operational flow control setting.

For information on how the operational flow control
setting is determined, see Chapter 1, “Network
Interface Configuration,” on page 1.
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FDDI interface statistics

RECEIVE section
statistics

208

The following table describes the statistics in the RECEIVE section of the
ifstat command output when you use the command on an FDDI interface.

Statistic M eaning
Packets Number of packets received on the interface.
Bytes Number of bytes received on the interface.

Total Errors

Number of errors during reception, including all kinds of
receive errors.

Queue full Number of received packets dropped due to the
unavailability of buffers.

H/w faults Number of hardware faults.

SA matches Number of SA matches.

DA nonmatches

Number of DA nonmatches.

PDQ aborts

Number of PDQ aborts.

Invalid lengths

Number of invalid lengths.

Fragments

Number of fragments.

Format errs

Number of frames received that contained an odd
number of symbols; that is, the number of nonintegral
octets.

MAC resets

Number of MAC resets.

CRC Errors

Number of frames received with a bad frame check
sequence.

Status Errors

Number of frames received that had the E (error
detected) indicator set or amissing E indicator.

Long Frames

Number of frames received that were larger than the
maximum legal size.

Short Frames

Number of short frames received.

Copied buffers

Number of copied buffers.
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Statistic

M eaning

No buffers

Number of times there were insufficient buffers.

LLC errors

Number of LLC errors.

Blk check errs

Number of block check errors.

Length errors

Number of length errors.

Overruns

Number of times that the interface received aframe loss
indication from the hardware on the interface.

TRANSMIT section

The following table describes the statistics in the TRANSMIT section of the
ifstat command output when you use the command on an FDDI interface.

Statistic Meaning

Packets Number of packets attempted to be transmitted.

Bytes Number of bytes attempted to be transmitted.

Errors Number of hardware errors encountered while
attempting to transmit.

Queue full Number of received packets dropped due to
unavailability of buffers.

No buffers Number of times buffers were not available.

No buf resets

Number of times the process was reset due to the
unavailability of buffers.

No descriptors

Number of times descriptors were unavailable.

I/f down Number of times the interface was down.

Underruns Number of times an underrun occurred because the
interface’s transmit FIFO became empty due to
insufficient memory. That is, the device tried to transmit
but could not get datainto memory fast enough.

Failures Number of frames that were transmitted with an error.
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DEVICE section
statistics

210

The following table describes the statistics in the DEVICE section of the i fstat
command output when you use the command on an FDDI interface.

Statistic

Meaning

Interrupts

Number of timesthe FDDI device interrupted the
host.

Spurious ints

Number of spurious interrupts received from the
device.

Resets

Number of times the device was reset due to
unrecoverable hardware faults.

Non-existing mem

Number of times the device was asked to address
nonexisting memory.

Parity errs

Number of parity errors detected on the interface.

Host parity errs

Number of parity errors detected on the host.

Spurious Unsols

Number of unknown unsolicited error events reported
by thislink entity.

Ring inits in

Number of ring claim processes initiated by thislink
entity.

Ring beacon out

Number of ring beacon processesinitiated by thislink
entity.

Ring beacon in

Number of ring beacon processes recognized by this
link entity.

Dupl. address

Number of times the duplicate address test failed.

Dupl. token

Number of timesthislink entity detected aduplicate
token.

Ring purge errs

Number of times the MAC PurgeError Event bit was
Set.

FCI strip errs

Number of times a Frame Content I ndependent Strip
operation was terminated.

Trace init

Number of PC traces initiated by this station.

Selftest failure

Number of failed self-tests during device resets.

PC trace rcvd

Number of PC traces received by this station.
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Statistic Meaning

Config changes Number of configuration changes.

LEM rejects Number of Link Error Monitor (LEM) rejects.

Elastic buf errs Number of Elasticity Buffer and Link Monitor (ELM)
Chip EBUFF_ERROR events.

Link test reject Number of link test rejects.
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ATM interface statistics

RECEIVE section The following table describes the statistics in the RECEIVE section of the
statistics ifstat command output when you use the command on an ATM interface.
Statistic Meaning
Packets Number of packets received on the interface.
Bytes Number of bytes received on the interface.
Errors Number of errors during reception, including all kinds

of receive errors.

Queue full Number of packets dropped because they could not be
put in the transmit queue.

Collisions Ignore thisfield.

TRANSMIT section The following table describes the statistics in the TRANSMIT section of the

statistics ifstat command output when you use the command on an ATM interface.
Statistic Meaning
Packets Number of packets attempted to be transmitted.
Bytes Number of bytes attempted to be transmitted.
Errors Number of hardware errors encountered while
attempting to transmit.
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Improving filer performance B

About this appendix

Balance NFS traffic
on network
interfaces

Correct duplex
mismatches on
10Base-T or
100Base-T Ethernet
networks

Upgrade to a faster
network interface

Thisappendix describes configuration proceduresthat might improve your filer’'s
performance.

Attach multiple interfaces on the filer to the same physical network to balance
network traffic among different interfaces. For example, if two Ethernet
interfaces on the filer named toaster are attached to the same network where four
NFS clients reside, specify in the /etc/fstab file on clientl and client2 that these
clients mount from toaster-0:/home. Specify in the /etc/fstab file on client3 and
client4 that these clients mount from toaster-1:/home. This scheme can balance
the traffic among interfaces if al clients generate about the same amount of
traffic.

Thefiler dways responds to an NFS request by sending its reply on the interface
on which the request was received.

On 10Base-T or 100Base-T Ethernet networks, the speed and duplex settings for
theinterfaces at both ends of alink must match exactly. Usethe ifconfig
interface command to check the duplex setting of the filer’'sinterface. If the
setting is set to autonegotiate, the 1 fconfig command displays a setting that
begins with auto (for example, auto-100tx-fd-up). Otherwise, the ifconfig
command displays the setting (for example, 100tx-fd-up).

Note
If one end of thelink is set to autonegotiate, the other end must also be set to
autonegotiate; otherwise, a mismatch might occur. You can determine the
negotiated setting with the i fstat command.

You can increase filer performance by upgrading to afaster network interface.
The following lists network interfaces from the fastest to the slowest:

¢ Gigabit Ethernet interfaces

ATM OC-12 interfaces

ATM OC-3 interfaces

Fast Ethernet 100Base-T interfaces

.
.
.
¢ FDDI interfaces
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IP port usage on NetApp storage appliances C

About this appendix Thisappendix describesthe Data ONTAP servicesfilethat isavailablein the/etc
directory. The /etc/servicesfileisin the same format asits corresponding UNIX
systems /etc/services file. Although thisfileisit not used by Data ONTAR, it is
provided in this appendix as information useful to system administrators.

Host identification Although some port scanners are able to identify filers asfilers, others port
scanners report filers as unknown types, UNIX systems because of their NFS
support, or Windows systems because of their CIFS support. There are several
services that are not currently listed in the /etc/servicesfile.

Below isan example of a complete list of the file contents.

Port/

Service Protocol Description
ftp-data 20/tcp # File transfer protocol
ftp 21/tcp # File transfer protocol
ssh 22/tcp # SecureAdmin rsh replacement
telnet 23/tcp # Remote login (insecure)
smtp 25/tcp # outbound connections for autosupport
time 37/tcp # Time Service
time 37/udp # Time Service
domain 53/udp # DNS - outbound only
domain 53/tcp # DNS zone transfers - unused
dhcps 67/udp # DHCP server - outbound only
dhep 68/udp # DHCP client - only first-time setup
tftp 69/udp # Trivial FTP - for netboot support
http 80/tcp # HTTP license, FilerView, SecureAdmin
kerberos 88/udp # Kerberos 5 - outbound only
kerberos 88/tcp # Kerberos 5 - outbound only
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Service

portmap
portmap

nntp

ntp

ntp
netbios-name
netbios-dg
ftp-data

ssl

cifs-tcp

snmp

shell

syslog

route
kerberos-sec
kerberos-sec
nfsd

nfsd

ttecp

ttep

ndmp
snapmirro

ndmp-1local

Port/
Protocol

111/udp
111/tcp
119/tcp
123/tcp
123/udp
137/udp
138/udp
139/tcp
443 /tcp
445/tcp

161/udp

514/tcp

514 /udp
520/udp
750/udp
750/tcp
2049/udp
2049/tcp
5001/udp
5001/tcp
10000/tcp
10566/tcp

32243 /tcp

Description
# aka rpcbind, used for NFS
# aka rpcbind, used for NFS
# unused, shouldn’t be listed here.
# Network Time Protocol
# Network Time Protocol
# NetBIOS nameserver - for CIFS
# NetBIOS datagram service - for CIFS
# NetBIOS service session - for CIFS
# Secure FilerView (SecureAdmin)
# CIFS over TCP with NetBIOS framing
# For Data Fabric Manager or other such
tools
# rsh, insecure remote command
execution.
# outbound only

#

#

#

for RIP routing protocol
outbound only, if at all
outbound only, if at all

primary NFS service

primary NFS service

unused, shouldn’t be listed here.
unused, shouldn’t be listed here.
for network backups

also SnapVault

Internal connection inside NetApp box
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letc/services NNTP Thenntp and ttcp portsare unused by thefiler and should never be detected by

and TTCP ports aport scanner.
Ports found in a The following ports are found on afiler with NFS enabled.
block starting
around 600 UDP 602 NFSmount daemon (mountd)
TCP 603 NFS mount daemon (mountd)
UDP 604 NFS status daemon (statd, statmon)
TCP 605 NFS status daemon (statd, statmon)
UDP 606 NFSlock manager (lockd, nlockmgr)
TCP 607 NFSlock manager (lockd, nlockmgr)
UDP 608 NFSquotadaemon (quotad, rquotad)

On other systems, the ports appear as follows.

UbDP
TCP
UbDP
TCP
UbDP
TCP
UbDP

611
612
613
614
615
616
617

NFS mount daemon (mountd)

NFS mount daemon (mountd)

NFS status daemon (statd, statmon)
NFS status daemon (statd, statmon)
NFS lock manager (lockd, nlockmgr)
NFSlock manager (lockd, nlockmgr)
NFS quota daemon (quotad, rquotad)

Enter the following command on UNIX systemsto obtain the correct information
by querying the port mapper on port 111:

toaster# rpcinfo -p filer.name.or.ip.address

program vers proto port service

100011

100021

100021

100021

1 udp 608 rquotad
4 tcp 607 nlockmgr
3 tcp 607 nlockmgr

1 tecp 607 nlockmgr
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100021 4 udp 606 nlockmgr
100021 udp 606 nlockmgr
100021 1 udp 606 nlockmgr
100024 1 tep 605 status
100024 1 udp 604 status
100005 tep 603 mountd
100005 2 tep 603 mountd
100005 1 tep 603 mountd
100005 udp 602 mountd
100005 2 udp 602 mountd
100005 1 udp 602 mountd
100003 udp 2049 nfs
100003 2 udp 2049 nfs
100000 2 tep 111 rpcbind
100000 2 udp 111 rpcbind
Note

The port numbers listed for mountd, statd, lockd, and quotad are not committed
port numbers. Filers can have these services running on other port numbers.

Because the system sel ects these port numbers at random when it boots, they are
not listed in the /etc/servicesfile.

The following ports appear in a port scan but are not listed in /etc/servicesfile:

TCP 22
TCP 443
TCP 3260
UDP  xxxx

SSH (SecureAdmin)

SSL (SecureAdmin)

iSCSI-Target

Legato ClientPack for NetApp runs on random UDP portsand
is now deprecated. It is recommended that NDMP be used to
back up afiler using Legato Networker.
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FTP

SSH

Note
Disable open ports that you do not need.

& ftp-data
& ftp

File transfer protocol (FTP) uses TCP ports 20 and 21. For a detailed description
of the NetApp FTP support, see the Data ONTAP System Administrator Guide. If
you use FTP to transfer filesto and from the filer, the FTP port is required;

otherwise, use FilerView or the following CLI command to disable the FTP port:

options ftpd.enable off

FTPis not a secure protocol for two reasons:

¢ When userslog in to the system, user names and passwords are transmitted
over the network in clear text format that can easily be read by a packet
sniffer program.
These user names and passwords can then be used to access data and other
network resources. NetApp highly recommends that you establish and
enforce policiesthat prevent the use of the same passwords to accessfilers
and other network resources.

¢ FTP server software used on platforms other than filers contains serious
security-related flaws that allow unauthorized users to gain administrative
(root) access and control over the host.

& ssh

Secure Shell (SSH) protocaol is a secure replacement for RSH and runs on TCP
port 22. This only appearsin a port scan if the SecureAdmin™ softwareis
installed on thefiler.

There are three commonly deployed versions of the SSH protocol:

& SSH version 1—is much more secure than RSH or Telnet, but is vulnerable
to TCP session attacks.
This vulnerability to attack liesin the SSH protocol version 1 itself and not
in the associated NetApp filer products.

¢ SSH version 2—has a number of feature improvements over SSH version 1
and isless vulnerable to attacks.

¢ SSHversion 1.5—isused to identify clients or serversthat support both SSH
versions 1 and 2.
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To disable SSH support or to close TCP port 22, use the following CLI
command:

secureadmin disable ssh

¢ telnet

Telnet is used for administrative control of the filer and uses TCP connections on
port 23. Telnet is more secure than RSH, as secure as FTPR, and less secure than
SSH or Secure Socket Layer (SSL).

Telnet is not secure because:

¢ When userslog into a system, such as the filer, user names and passwords
are transmitted over the network in clear text format.

Clear text format can be read by an attacker using a packet sniffer program.
The attacker can use these user names and passwordsto log in to the filer
and execute unauthorized administrative functions, including destruction of
data on the system. If the administrators use the same passwords on the filer
asthey do on other network devices, the attacker can use these passwords to
access those resources as well.

Note
To reduce the potential for attack, establish and enforce policies preventing
administrators from using the same passwords on the filer that they use for
access to other network resources.

¢ Telnet server software used on other platforms (typically in UNIX
environments) have serious security-related flaws that alow unauthorized
users to gain administrative (root) control over the host.

Telnet isalso vulnerable to the same type of TCP session attacks as SSH protocol
version 1, but because a packet sniffing attack is easier, TCP session attacks are
less common.

To disable Telnet, set options telnet.enable to Off.

¢ smtp

The Simple Mail Transport Protocol (SMTP) uses TCP port 25. The filer does
not listen on this port but makes outgoing connections to mail servers using this
protocol when sending autosupport e-mail.
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DNS

¢ time

¢ ntp

The filer supports two different time service protocols:

¢ TIME protocol (also known as rdate) is specified in the RFC 868 standard.
This standard allows for time services to be provided on TCP or UDP port
37. Thefiler uses only UDP port 37.

¢ Simple network time protocol (NTP) is specified in the RFC 2030 standard
and is provided only on UDP port 123.

When thefiler has option timed.enable Set to on and aremote protocol (rdate or
ntp) is specified, the filer synchronizes to a network time server.

If thetimed.enable Optionisset to off, thefiler is unable to synchronize with the
network time server using NTP. The rdate time protocol can still be used by
manually issuing the rdate command from the filer console.

NetApp strongly recommends that the t imed. enable option be set toonin
cluster configurations.

¢ domain

The Domain Name Service (DNS) uses UDP port 53 and TCP port 53. The filer
does not typically listen on these ports because it does not run a domain name
server. However, if DNSis enabled on thefiler, the filer makes outgoing
connections using UDP port 53 for host name and | P address lookups. The filer
never uses TCP port 53 because this port is used explicitly for communication
between DNS servers. Outgoing DNS queries by the filer are disabled by turning
off DNS support. Turning off DNS support protects against receiving bad
information from another DNS server.

Because the filer does not run a domain name server, the name service must be
provided by one of the following:

¢ Network information service (NIS)
¢ An/etc/hostsfile

¢ Replacement of host names in the configuration files (such as /etc/exports,
/etc/usermap.cfg, and so on) with | P addresses

DNS must be enabled for participation in an Active Directory domain.
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& dhcps

Clients broadcast messages to the entire network on UDP port 67 and receive
responses from the Dynamic Host Configuration Protocol (DHCP) server on
UDP port 68. The same ports are used for the BOOTP protocol.

DHCPisused only for the first-time setup of the filer. Detection of DHCP
activity on afiler by aport scan other than the activity during the first-time setup
indicates a serious configuration or software error.

& tftp

Trivia File Transfer Protocol (TFTP) uses TCP port 69. It is used mostly for
booting UNIX or UNIX-like systems that do not have alocal disk (thisprocessis
also known as netbooting) and for storing and retrieving configuration files for
network appliances such as Cisco routers and switches.

Transfers are not secure on TFTP because it does not require authentication for
clientsto connect and transfer files.

NetApp's version of TFTP is not enabled by default. When TFTP is enabled, the
administrator must specify a directory to be used by TFTP clients, and these
clients cannot access other directories. Even within the TFTP directory, accessis
read-only. TFTP should be enabled only if necessary. Disable TFTP using the
following option:

options tftpd.enable off

& http

Hypertext Transport Protocol (HTTP) runs on TCP port 80 and is the protocol
used by web browsers to access web pages. The filer uses HTTP to access

¢ Fileswhenthe HTTP protocol is enabled
o FilerView for Graphical User Interface (GUI) administration
& Secure FilerView when SecureAdmin isinstalled

The SecureAdmin SSL interface accepts connections on TCP port 443.
SecureAdmin manages the details of the SSL network protocol, encrypts the
connection, and then passes this traffic through to the normal HTTP FilerView
interface through aloopback connection. This loopback connection does not use
aphysical network interface. HT TP communication takes place inside the filer,
and no clear text packets are transmitted.
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The HTTP protocol is not vulnerable to security attacks because it provides read-
only access to documents by unauthenticated clients. Although authentication is
not typically used for file access, it is frequently used for access to restricted
documents or for administration purposes, such as FilerView administration. The
only authentication methods defined by the HT TP protocol send credentials, such
as user names and passwords, over the network without encryption. NetApp
provides the SecureAdmin product with SSL support to overcome this
shortcoming.

Note
In versions of Data ONTAP earlier than 7.0, the filer listens for new connections
(by default, set to TCP port 80) even when the HT TP protocol isnot licensed and
FilerView is disabled. However, starting with Data ONTAP 7.0, you can stop the
filer from listening for new connections by setting the optionshttpd.enable and
httpd.admin.enable to Off. If either of the optionsis set to On, the filer will
continue to listen for new connections.

Kerberos ¢ kerberos

¢ kerberos-sec

There are four Kerberos portsin the /etc/servicesfile: TCP port 88, UDP port 88,
TCP port 750, and UDP port 750. These ports are used only for outbound
connectionsfrom thefiler. Thefiler does not run Kerberos servers or services and
does not listen on these ports.

Kerberosis used by thefiler to communicate with the Microsoft Active Directory
servers for both CIFS authentication and, if configured, NFS authentication.

NFS ¢ portmap
¢ nfsd

The Net work File System (NFS) isused by UNIX clientsfor file access. NFS
uses port 2049.

NFSv3 and NFSv2 use the portmapper service on TCP or UDP port 111. The
portmapper service is consulted to get the port numbers for services used with
NFSv3 or NFSv2 protocols such as mountd, statd, and nim. NFSv4 does not
require the portmapper service.

NFSv4 provides the delegation feature that enables the filer to grant local file
accessto clients. To delegate, the filer sets up a separate connection to the client
and sends callbacks on it. To communicate with the client, the filer uses one of
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the reserved ports (port numbers less than 1024). To initiate the connection, the
client registers the callback program on arandom port and informs the server
about it.

With delegations enabled, NFSv4 is not firewall friendly because several other
ports need to be opened up aswell.

You can disable the tcp and udp ports by setting the nfs. tcp.enable and
nfs.udp.enable optionsto Off.

To disable NFS, usethenfs off command.

netbios-name

netbios-dg

* o o

netbios-ssn

& cifs-tcp

The Common Internet File Service (CIFS) is the successor to the server message
block (SMB) protocol. CIFSisthe primary protocol used by Windows systems
for file sharing.

CIFS uses UDP ports 137 and 138, and TCP ports 139 and 445. The filer sends
and receives data on these ports while providing CIFS service. If it isamember
of an Active Directory domain, the filer also must make outbound connections

destined for DNS and Kerberos.

CIFSisrequired for Windowsfile service. You can disable CIFS using FilerView
or by issuing the cifs terminate command on the filer console.

Note
If you disable CIFS, be aware that the filer /etc/rc file can be set up to
automatically enable CIFS again after areboot.

¢ ssl

The Secure Sockets Layer (SSL) protocol provides encryption and authentication
of TCP connections.

When SecureAdmin isinstalled and configured on thefiler, it listens for SSL
connections on TCP port 443. It receives secure web browser connections on this
port and uses unencrypted HTTP through aloopback connection to passthe
traffic to FilerView, running on TCP port 80. This loopback connectionis
contained within the filer and no unencrypted data is transmitted over the
network.
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TCP port 443 can be disabled using FilerView or with the following command:

secureadmin disable ssl

SNMP ¢  snmp

Simple Network Management Protocol (SNMP) is an industry-standard protocol
used for remote monitoring and management of network devices over UDP port
161.

SNMP is not secure because

¢ Instead of using encryption keys or a user name and password pair, SNMP
uses a community string for authentication. The community string is
transmitted in clear text format over the network, making it easy to capture
with a packet sniffer.

Within the industry, devices are typically configured at the factory to use
public as the default community string. The public password allows usersto
make queries and read values but does not allow users to invoke commands
or change values. Some devices are configured at the factory to use private
as the default community string, allowing users full read-write access.

¢ Evenif you change the read and write community string on adeviceto
something other than private, an attacker can easily learn the new string by
using the read-only public community string and asking the router for the
read-write string.

There are three versions of SNMP.
<+ SNMPv1isthe origina protocol and is not commonly used.

SNMPv2 isidentical to SNMPv1 from a network protocol standpoint
and is vulnerable to the same security problems. The only differences
between the two versions are in the messages sent, messages received,
and the type of information that is available. These differences are not
important from a security point of view. Thisversion of SNMPis
currently used on NetApp storage appliances.

+ SNMPv3isthelatest protocol version and includes security
improvements but is difficult to implement and many vendors do not yet
support it. SNMPv3 supports several different types of network
encryption and authentication schemes. It allows for multiple users,
each with different permissions, and solves SNMPv1 security problems
while maintaining an important level of compatibility with SNMPv2.

2
<

SNMPisrequired if you want to monitor an appliance through an SNMP
monitoring tool, such as DataFabric® Manager. NetApp's SNM P implementation
alows read-only access. Regardless of the community string used, the user
cannot issue commands or change variables using SNMP on afiler.
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NetApp highly recommends that you use the snmp . access option to restrict
SNMP access to a named set of trusted hosts.

Set the snmp . enable option to off to disable SNMP entirely.

The snmp community delete and snmp community add commands are used to
change the community string to something other than the default value.

& shell

Remote shell protocol (RSH) is used for remote command execution and is the
only protocol supported on thefiler. It is even less secure than TFTP and uses
TCP port 514.

RSH is not secure because passwords are not required for login and commands
are easy to misconfigure. If possible, RSH should be disabled by setting the
rsh.enable option to off.

NetApp recommends that you use the SSH supplied with SecureAdmin for
remote command execution and login. If thisisnot possible, Telnet is preferred
to RSH.

If RSH isthe only alternative, follow these guidelines when using RSH:
¢ Specify only secure, trusted hosts in the /etc/hosts.equiv file.
& Always use | P addresses rather than host namesin the /etc/hosts.equiv file.

¢ Always specify asingle |P address with a single user name on each linein
letc/hosts.equiv file.

¢ Usethe rsh.access option instead of the trusted. hosts option for access
control.

¢ Makesurethe ip.match_any ifaddr optionis set to off.

& syslog

The filer sends messages to hosts specified by the user in the /etc/syslog.conf file
using the syslog protocol on UDP port 514. It does not listen on this port, nor
doesit act as asyslog server.
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Routed ¢ routed

The route daemon, routed, listens on UDP port 520. It receives broadcast
messages from routers or other hosts using the Routing Information Protocol
(RIP). These messages are used by thefiler to updateitsinternal routing tablesto
determine which network interfaces are optimal for each destination.

Thefiler never broadcasts RIP messages containing routes because Data ONTAP
is not capable of acting as arouter.

RIP is not secure because an attacker can easily send artificial RIP messages and
cause hosts running routed (such as the filer) to redirect network traffic to the
attacker. The attacker can then receive sift thistraffic for passwords and other
information and send it on to the actual destination, where the intrusion is
undetected. This method can a so be used as a starting point for TCP session
attacks.

Because of these security issues, use static routes (those set up using the route
command on the filer) instead of using the routed daemon.

NDMP ¢ ndmp
¢ ndmp-local

Network Data Management Protocol (NDMP) runs on TCP port 10000 and is
used primarily for backup of network-attached storage (NAS) devices, such as
NetApp filers. The protocol wasjointly developed by Network Appliance and
PDC software and is now used throughout the industry for NAS backup
applications.

The protocol defines three authentication methods:

¢ NONE—adlows authentication without restriction

¢ TEXT—sendsaclear text password over the network, similar to Telnet or
FTP

¢ MD5—usesthe MD5 message digest algorithm along with a challenge-
response message exchange to implement a secure login mechanism

NetApp storage appliances support both the TEXT and M D5 authentication
methods. Most NDM P-enabl ed backup software uses MD5 by default.

To entirely disable the TEXT authentication method, set the ndmpd. authtype
option to challenge.

To restrict NDM P commands to certain authorized backup hosts, use the
ndmp . access option.
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Regardless of the authentication method used, NDMP sends backup datain
unencrypted format over the network, as does most other backup software. A
separate network optimized for backup is a common means to increase
performance while retaining data security.

To disable NDMP, set the ndmp . enable option to off.

¢ snapmirror

SnapMirror and SnapVault use TCP port 10566 for data transfer. Network
connections are aways initiated by the destination system; that is, SnapMirror
and SnapVault pull data rather than push data.

Authentication is minimal with both SnapMirror and SnapVault. To restrict
inbound TCP connections on port 10566 to a list of authorized hosts or IP
addresses, configure the snapmirror.access OF snapvault.access Option.
Once a connection is established, the destination filer communicatesits host
name to the source filer, which then uses this host name to determine if atransfer
is alowed. NetApp highly recommends that you confirm a match between the
host name and its | P address. To confirm that the host name and the | P address
match, set the snapmirror.checkip.enable option to on.

To disable SnapMirror, set the snapmirror.enable option to off. To disable
SnapVault, set the snapvault.enable option to off.
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Netdiag Error Codes D

About this appendix Thisappendix presents network error codes that are generated by the netdiag
command.

Only asmall fraction of the possible network error messages are presented in this
appendix. If you receive any problem code not listed in this chapter, contact
NetApp Technical Support.

Error code Thefollowing table lists some network error codes, descriptions of problems that
descriptions and the error codes point to, and actions that you can take to fix the problems.
recommended

actions
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Error

code Description Recommended actions
201 Link not detected. Complete the following steps until
you detect alink:
1. Ensurethat acableis
connected between the switch
port and the filer interface, and
that both ends are securely
attached.
2. Ensurethat the switch port and
interface are both configured
up, and one of the following is
true:
< Autonegotiationisenabled
on both sides

< Autonegotiationis
disabled on both sides, and
the duplex and speed
settings match

3. Because the switch port, cable,
or NIC might be faulty, replace
them, one-by-one, to locate the
fault.

4. |If the problem persists, contact
Network Appliance Technical
Support.

203 No link is detected because | Change the interface configuration
of a speed mismatch. or peer switch port configuration to
match the speed.
204 Theinterfaceis not Configure the interface up.
configured up.
205 Duplex mismatch. Change the interface or peer switch
port duplex setting so they match.
206 Link capacity problem. Upgrade to afaster interface.
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code

Description

Recommended actions

207

The interface is not
transmitting or receiving.

Complete the following steps.

1. Pull the network cable out from
the network interface card.

2. Reinsert the cable.

3. Useifstat todisplay statistics
and see Appendix A, “Network
Interface Statistics,” on
page 195 to determine the type
of error.

Link errors, such as CRC,
are caused by afaulty
switch port, cable, or NIC;
replace them one-by-one
to locate the fault.

% Out-of-resource errors are
caused by heavy loads.

2
<

4. If the problem persists, contact
Network Appliance Technical
Support.

208

Excessive I/O errors.

Complete the following steps:
1. Reseat theinterface card.
2. Check the cables.

3. If the problem persists, contact
Network Appliance Technical
Support.

209

Excessive unsupported
protocol packets are being
sent to thefiler.

The problem is not with your filer.

Contact your network administrator
to resolve the problem.

301

The IP address and the
netmask are inconsistent
with the assigned broadcast
address.

Change the configuration using the
ifconfig command.
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Error

code Description Recommended actions

302 The broadcast address If this behavior is erroneous,
reaches alarger set of hosts | change the configuration.
than the standard broadcast
computed from the IP
address and netmask.

303 There are excessive IP Switch from NFS over UDPto NFS
reassembly errors. over TCP.

401 The TCPwindow advertised | The problem is not with your filer.
by the client i too small. Reconfigure the client.

402 Thereis excessive packet The problem is not with your filer.
loss on the sending side. Examine the network and the client

for congestion.

403 There is excessive packet The problem is not with your filer.

loss on the receiving side. Examine the network and the client
for congestion.

404 The average TCP packet The problem is not with your filer.
s!ze 's poor onthereceiving Enable support for jumbo framesin
side because the network, . .

. network devices and the client.

client, or both are not
enabled to support jumbo
frames.

405 The average TCP packet The problem is not with your filer.
s!ze 's poor on the receiving Examine the network and client for
side because of a problem .

. ) configured MTUs.

with the network, client, or
both.

406 The average TCP packet The problem is not with your filer.

sizeis poor on the receiving
side because of aclient
application problem.

Examine the client application data
transmission strategy.
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Description
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407

Excessive TCP listen socket
drops because the systemis
overloaded or under security
attack.

Contact your network administrator
to resolve the problem.

408

There are excessive filtered
TCP port drops because the
system is under security
attack.

Check your network.

Contact your network administrator
to resolve the problem.

409

There are excessive
embryonic TCP connection
drops because the systemis
under security attack or
because a client has a bug.

Contact your network administrator
to resolve the problem.

A packet trace might assist in
locating the problem.

410

Excessive TCP checksum
errors. These errors can be
caused bad hardware on the
client, in the network
infrastructure (e.g., blade in
switch or router), or on the
NIC. These errors can also
be caused by abug in the
client.

¢ Check your client system for
bugs.

¢ Replace hardware components
until the problem goes away.

¢ Contact your network
administrator to resolve the
problem.

411

There are packets because
of aclient. Your system
might be under a security
attack.

The problem is not with your filer.

¢ Check your client system for
bugs.
¢ Check for a security attack.

451

There are excessive UDP
checksum errors.

Switch from NFS over UDPto NFS
over TCP.

601

The DNS server is not
reachable.

Examine the DNS server and the
path to the DNS server.

602

The NIS server is not
reachable.

Examine the NIS server and the
path to the NIS server.
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name resolution, NIS and DNS configuration files
75
NetApp custom MIB 101
netdiag, command 22
netstat command
output flags 71
network error codes 229
network interfaces
configuring logical Ethernet 41
filer supported 2
statigtics, displaying (ifstat) 20, 21
virtual 2
network time protocol (NTP) 221
network, VLAN 126
NFS protocol
balancing traffic 213
over-UDP routing, description of 63
NIS
changing NIS domain names (options
nis.domainname) 90
displaying information (nisinfo) 85, 90
displaying server name (ypwhich) 91
managing with FilerView 88
specifying serversto bind to (options
nis.servers) 89
NIS commands
nisinfo (displays NIS information) 85, 90
options nis.domainname (changesNISdomain
name) 90
options nis.servers (binds NIS servers) 89
ypwich (displays NIS server name) 91
NTP 221

P

packets, jumbo frames 5
Perfect Forward Secrecy (PFS) 180

239



performance, improving filer 213
PgAP 147
physical interfaces, adding (vif add) 160
Port Aggregation Protocol (PgAP) 147
ports, IP 215
preshared keys
configuring for 1Psec 182
description of 180
PVCs
deleting incoming FORE/IP (atm atmarp) 60
deleting outgoing FORE/IP (atm atmarp) 60
description of 53
displaying address resolution (atm atmarp) 56
establishing incoming FORE/IP (atm atmarp)
55
establishing outgoing FORE/IP (atm atmarp)
55

R

rameters 118
RECEIVE statistics
on ATM card 212
on FAS250/FAS270 interfaces 204
on Fast Ethernet card 196
on FDDI card 208
on Gigabit Ethernet interface 199
round robin load balancing 150
routed, command 70
routing
default route 65
description of 62
fast path mechanism 63
in clusters 73
managing with FilerView 69
NFS-over-UDP, description of 63
routed daemon 62
table
description of 70
displaying (netstat) 70
managing 65
modification of 73
modifying (route) 73
TCP, description of 63
turning on or off (routed) 68, 69, 107

240

vFilers 66
routing commands

netstat (displays routing table) 70

route (modifies routing table) 73

routed 70

routed (turns routing on or off) 68, 69, 107
routing table flags 71
routing table output 71

S

SA (Security Association) 178, 181
search order, changing (nsswitch.conf file) 93
second-level vifs

creating in acluster 175

creating on asinglefiler 171

in acluster, description of 172

in singlefiler, description of 169
Secure Shell (SSH) 219
security

trusted interface 16

untrusted interface 16
Security Association (SA)

description of 178

displaying 190

lifetime 181
security policies, |Psec

about 179

creating 185

deleting 186

displaying 186

managing 184
servicesfile 215
set port channel command (for Cisco switch
configuration) 148
single-mode vifs, creating (vif create single) 154
SNMP commands

commands for traps 115

snmp configuration 108
SNMP protocol

agent and groups supported 96

cluster configuration 106

configuration commands 108

Data ONTAP implementation, description of

96

Index



managing with FilerView 107
MIB specifications implemented 96

NetApp custom MIB, description of 101

traps
commands 115
description of 112
parameters supported 118
types of 96

SPANS, changing the AAL (atm atmconfig) 59

statistics
displaying interface (ifstat) 20, 21
ifstat command, description of 20
IPsec 187, 192
on ATM card 212
on FAS250/FAS270 interfaces 204
on FDDI card 208
on Gigahit Ethernet interface 199
stats commands

ifstat (displaysinterface statistics) 20, 21
| Psec stats (displays |Psec statistics) 187
vlan stat (displays VLAN statistics) 140

SVCsand PVCs, description of 52

T

TCP transport
routing over 63
TFTP 222
time service 221
tp, mediatype 8
tp-fd, mediatype 8
TRANSMIT statistics
on ATM card 212
on FAS250/FAS270 interfaces 205
on Fast Ethernet card 197
on FDDI card 209
on Gigabit Ethernet card 201
transport mode, | Psec 180
traps, SNMP
commands 115
description of 112
parameters supported 118
types of 96
Trivial File Transfer Protocol (TFTP) 222
troubleshooting, network problems 22

Index

trunks. Seevifs
trusted, ifconfig option 16
tunnel mode, not supported in IPsec 180

U

UDP transport
configuring MTU size on UDP clients 6
routing with NFS 63
UNI (User-Network Interface)
description of 27
verifying 33
untrusted, ifconfig option 16
user authentication, NIS and DNS configuration
files75
User Datagram Protocol (UDP). See UDP transport

Vv

vFilers
configuration with I Psec 181
routing with 66
vif command 151
vif status command output, description of 162
vifs
adding interface to (vif add) 160
advantages of 144
commands
active interface, selection of 155
persistence of 152
set port channel (for Cisco switch
configuration) 148
vif (command syntax) 151
vif add (adds an interface to a virtual
interface) 160
vif create (creates avirtual interface) 154,
175
vif create multi (creates multi-mode
interface) 158
vif delete (deletes avirtual interface) 161
vif destroy (destroys avirtua interface)
167
vif favor (specifies preferred interface)
155
vif nofavor (specifies a non-preferred
interface) 156

241



vif stat (displays statistics of avirtual
interface) 166
vif status (displays status of avirtual
interface) 162
creating, guidelines for 151
deleting an interface from 161
described 145
destroying 167
displaying statistics of virtual interface (vif
stat) 166
displaying statusof virtual interface (vif status)
162
Gigabit Ethernet interfacesin 151
|EEE 802.3ad 147
jumbo framesin 151
kinds of 146
Link Aggregation Control Protocol (LACP)
147
load-balancing methods in 150
management of (vif command) 151
maximum number of interfacesin 151
multi-mode vifs
configuring a (Cisco) switch for 148
creating (vif create multi) 158, 170
creating second-level vifs 168
default load balancing method 157
example of 147
| P-address based load balancing 150
load balancing methods 150
MAC-address based load balancing 150
operation of 147
prerequisites for creating 157
round robin load balancing 150
not favored interface, designating 156
Port Aggregation Protocol (PgAP) 147
preferred interface, specifying (vif favor) 155
second-level vifs
(on asinglefiler), example of 169
creating in acluster 175
creating on asingle filer 171
description of 168
example of 176
in acluster, described 172
insingle filer, described 169
prerequisites for creating 170

single-mode vifs
active interface, selecting 155
creating 154
operation of 146
preferred interface in 155
prerequisites for creating 153
types of 146
vif stat command output, description of 166
VLAN interfacesin 151
virtual aggregation. See vifs
virtual interfaces. See vifs
virtual local areanetwork. See VLAN
VLAN
adding an interface to 136
advantages of 128
ATM interface 130
configuring on afiler 134
considerations for reverting Data ONTAP
version 131
creating on afiler 133
definition 126
deleting on afiler 137
display statistics of 140
FDDI interface 130
guidelines for setting up 130
how tagging works 128
ifconfig command 134
members, communication between 126
membership 126
persistence across reboots 130
port-based 126
setup requirements 129
statistics, viewing 140
tag 128
vlan command 132
VLAN commands
persistence of 132
syntax of 132
vlan add 136
vlan create 133
vlan delete 137
vlan stat 140
VLANSs
interfacesin vifs 151

Index



	Data ONTAP™ 7.0.1 Network Management Guide
	Copyright and trademark information
	Table of Contents
	Preface
	Network Interface Configuration
	Understanding filer network interfaces
	Understanding frame size, MTU size, and jumbo frames
	Understanding Ethernet media types
	Understanding flow control
	Configuring network interfaces
	Configuring aliases for an interface
	Changing the status of an interface to up or down
	Displaying network interface information
	Diagnosing network problems

	ATM Configuration
	About ATM and ATM LANE
	Preparing the ATM adapter for LANE
	Configuring the ATM adapter for an Emulated LAN
	Checking and completing the Emulated LAN configuration
	Understanding FORE/IP over SPANS
	Managing FORE/IP and PVCs

	Network Routing Configuration
	About routing in Data ONTAP
	Enabling and disabling routing mechanisms
	Displaying the routing table and default route information
	Modifying the routing table

	Host Name Resolution
	Maintenance of host information
	Using the /etc/hosts file to maintain host information
	Using DNS to maintain host information
	Using NIS to maintain host information
	Changing the host name search order

	Filer Monitoring Using SNMP
	Understanding SNMP implementation in Data ONTAP
	Managing the SNMP agent
	Creating SNMP traps

	Virtual LAN (VLAN) Configuration
	Understanding VLANs
	VLANs in Data ONTAP
	Managing VLANs on a filer

	Vif Configuration
	Understanding vifs
	Types of vifs
	Vif management
	Second-level vifs

	Internet Protocol Security Configuration
	Understanding IPsec
	Setting up IPsec
	Managing security policies
	Viewing security associations
	Using IPsec hardware acceleration

	Network Interface Statistics
	Fast Ethernet interface statistics
	Gigabit Ethernet and Ethernet Controller IV interface statistics
	Statistics for FAS250/ FAS270 network interfaces
	FDDI interface statistics
	ATM interface statistics

	Improving filer performance
	IP port usage on NetApp storage appliances
	Netdiag Error Codes
	Index


