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Preface

About this guide

Audience

Terminology

Command
conventions

FilerView as an
alternative to
commands

Preface

This guide describes how to use the MultiStore® software product on Network
Appliance™ filers that run Data ONTAP™ 7.0.1 software and are Serving Data
By Design™. It covers all NetApp—the Network Appliance Company® filer
models.

This guide isfor system administrators who are familiar with operating systems
that run on the filer’s clients, such as UNIX®, Windows 95™, Windows NT®,
and Windows® 2000. It also assumesthat you are familiar with how to configure
thefiler and how the NFS, CIFS, and HTTP protocol s are used for file sharing or
transfers. This guide doesn’t cover basic system or network administration
topics, such as | P addressing, routing, and network topology; it emphasizes the
characteristics of the NetApp filer.

Network Appliance's storage products (filers, FAS appliances, and NearStore®
systems) are al storage systems—al so sometimes called filers or storage
appliances.

This guide uses the term “type” to mean pressing one or more keys on the
keyboard. It uses the term “enter” to mean pressing one or more keys and then
pressing the Enter key.

You can enter filer commands on either the system console or from any client
computer that can access the filer through a Telnet session.

In examples that illustrate commands executed on a UNIX workstation, the
command syntax and output might differ, depending on your version of UNIX.

Tasks you perform as a filer administrator can be performed by entering
commands at the filer console, in configuration files, or through a Telnet session
or a Remote Shell (rsh) connection.

Another method of performing many common filer tasksisto usethe FilerView®
graphical management interface for viewing and managing afiler from a Web
browser. FilerView comes with every filer, is easy to use, and includes Help that
explains Data ONTAP features and how to work with them in FilerView.



For moreinformation about accessing afiler with FilerView, and about FilerView
Help, see the System Administration Guide.

Keyboard When describing key combinations, this guide uses the hyphen (-) to separate
conventions individual keys. For example, “Ctrl-D” means pressing the “Control” and “D”

keys simultaneoudly. Also, this guide uses the term “Enter” to refer to the key
that generates a carriage return, although the key is named “Return” on some

keyboards.
Typographic The following table describes typographic conventions used in this guide.
conventions
Convention Type of information
Italic font Words or characters that require special attention.
Placeholders for information you must supply. For
example, if the guide saysto enter the arp -d
hostname command, you enter the characters “arp -d”
followed by the actual name of the host.
Book titlesin cross-references.
Monospaced font Command and daemon names.

Information displayed on the system console or other
computer monitors.

The contents of files.

Bold monospaced | Wordsor charactersyou type. What you type is always
font shown in lowercase letters, unless you must typeitin
uppercase letters.

Special messages This guide contains special messages that are described as follows:

Note
A note contains important information that helps you install or operate the
system efficiently.

X Preface



Preface

Caution

A caution contains instructions that you must follow to avoid damage to the
equipment, a system crash, or loss of data.

Xi
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About the MultiStore Software Product

About this chapter This chapter introduces you to the Multi Store software product.

Topics in this This chapter discusses the following topics:
chapter & “Understanding MultiStore” on page 2
& “System administration for afiler running MultiStore” on page 6

Chapter 1: About the MultiStore Software Product



Understanding MultiStore

What MultiStore is

Licensing
MultiStore

Reasons for using
MultiStore

MultiStore is an optional software product that enables you to partition the
storage and network resources of asinglefiler so that it appears as multiplefilers
on the network. Each “filer” created as aresult of the partitioning iscalled a
vFiler™ unit. A vFiler, using the resources assigned, deliversfile servicesto its
clientsas afiler does.

The storage resource assigned to a vFiler can be one or more gtrees or volumes.
The network resource assigned can be one or more base |P addresses or | P aliases
associated with network interfaces. You can add or remove resources at any time.

Because MultiStore is an optional software product, you must enable the
software license for it. The name of the license is MultiSore.

MultiStore is typically used for the following reasons:
¢ You want to consolidate multiple serversto onefiler.

¢ You usethefiler to host data for multiple customers, such as clients of a
service provider or different organizations within an enterprise.

¢ You use the SnapMirror® technology to migrate data from onefiler to
another transparently.

MultiStore for server consolidation: The following scenariosillustrate
how you can use MultiStore to consolidate servers:

¢ Suppose you currently manage multiple servers and you want to store all
data on one filer for easier administration.

To consolidate the servers, you can partition the filer into vFiler units and
then copy the data from the servers to the vFiler units. If the vFiler units are
for Common Internet File System (CIFS) users, you can set up the vFiler
units to use the same computer names as the servers. This enables CIFS
clients to share resources without having to remap their drives or search for
the new server in Network Neighborhood. If the vFiler units are for Network
File System (NFS) users, the NFS clients might need to remount the file
systems, or they can use the automounter to automatically mount the file
systems from the new locations.

Understanding MultiStore



¢ A filer without MultiStore can participate in only one security domain, so if
your environment requires that different groups of CIFS users bein different
domains, you must use multiple filers. MultiStore, however, enables you to
install each vFiler in the appropriate domain while keeping all the data on
the same physical filer.

& Because you can set up Network Information Service (NIS) and Domain
Name Service (DNS) serversfor individual vFiler units, after you
consolidate the servers on one filer, network clients of the vFiler units can
continue to use the same NIS and DNS servers as before.

MultiStore for service providers and enterprises: Service providers,
such as Internet service providers (1SPs) and storage service providers (SSPs),
can partition the resources of afiler to create many vFiler units for client
companies. Similarly, the information technology (IT) department of an
enterprise can create vFiler units for various organizations, or customers, within
the enterprise.

The administrator for each customer can manage and view files only on the
assigned vFiler, not on other vFiler units that reside on the samefiler. In addition,
there is no data flow between vFiler units. A customer using avFiler can be
assured that no sensitive information is exposed to other customersthat store data
on the samefiler.

For example, an SSP can create the following vFiler units on afiler:

¢ A vFiler named vFilerA. It usesthe /vol/vol 1 volume and the €0 interface on
thefiler. It isleased to CompanyA.

¢ A vFiler named vFilerB. It uses the /vol/vol 2 volume and the el interface on
thefiler. It isleased to CompanyB.

Although both CompanyA and CompanyB store data on the same filer, network
traffic for each company isrestricted to the specified interface. The administrator
at CompanyA, which uses NFS to access data, cannot use the showmount
command on a UNIX client to view directories on thefiler that are outside the
/val/voll volume. Similarly, the administrator at CompanyB, which uses CIFSto
access data, cannot browse the shares that are outside the /vol/vol2 volume.

See Chapter 3, “Using vFiler unitsin Different |Pspaces,” on page 59 for amore
detailed discussion.

MultiStore for data migration: MultiStore enables you to migrate data from
one filer to another without extensive reconfiguration on the destination filer.

Without MultiStore, you can use the SnapMirror technology to copy datafrom
one filer to another, but you then need to edit the files' access control lists
(ACLSs), local user group definitions, user mapping information, and so on,

Chapter 1: About the MultiStore Software Product 3



About the hosting
filer

About the default
vFiler

Some limitations of
MultiStore

before users could access the data. If the data being copied is stored on avFiler,
however, all user, group, and ACL information is encapsulated in the vFiler. You
re-create a vVFiler on the destination filer with the encapsulated information, and
data can be served from the destination filer without further reconfiguration.
UNIX clients do not experience any disruption in service when the vFiler on the
destination filer starts serving datainstead of the vFiler on the sourcefiler.

The filer on which you create vFiler unitsis called the hosting filer. The storage
and network resources used by the vFiler units exist on the hosting filer.

When you license MultiStore, Data ONTAP automatically creates a default
vFiler on the hosting filer. The name of the default vFiler is vFilerO.

Initially, vFilerO owns al the resources on the filer. After you create additional
vFiler units, vFilerO ownsthe resources that are not owned by the vFiler unitsyou
create.

The default vFiler exists aslong as the MultiStore license is enabled. On afiler
with the MultiStore license enabled, you cannot destroy vFilerO.

All information provided in this guide about the vFiler units is applicable to
vFiler0, unless noted otherwise.

MultiStore has the following limitations:
¢ You can have amaximum of 33 vFiler units on afiler. However, the
maximum limit does depend on the memory capacity of the hosting filer.

You can create 32 vFiler units on afiler. The 33rd vFiler isthe vFiler0,
which is created automatically when MultiStore is licensed on the filer.
vFiler0 continues to exist as long as MultiStore is licensed on the filer.

In acluster, you can create up to 32 vFiler units on each node of the cluster.

For moreinformation about vFiler limit, see “ Adjusting the vFiler limit” on
page 28.
¢ Only Ethernet interfaces are supported for vFiler units.

¢ Only theNFS, CIFS, Internet SCSI (iSCSI), HTTP, and FTP protocols are
supported for the vFiler units.

¢ Not al Data ONTAP commands are supported on the vFiler units.
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Hosting filer’s
access to data
contained in a vFiler

Sample vFiler

Chapter 1: About the MultiStore Software Product

You, as the hosting filer administrator, do not have administrative, CIFS, or NFS
access to the data owned by the vFiler units (other than data owned by the default
vFiler, vFilerQ). After you assign agtree or volumeto a vFiler, you lose access to
the datain that gtree or volume.

Example: Before you create a vFiler with the /vol/vol 1 volume, you can
configure the /etc/exports file so that you can mount the /vol/vol 1 volume. After
you create the vFiler, an attempt to mount the /vol/vol 1 volume from the hosting
filer results in the error message “.../vol/vol1 belongs to vFiler A, can’'t mount
from vol0.”

To regain administrative control of storage owned by avFiler, see“ Administering
vFiler resources from the hosting filer” on page 23.

A filer named toaster has the MultiStore license enabled and is configured with
three volumes, which are /vol/vol0, /vol/vol 1, and /vol/vol 2.

Because the MultiStore license is enabled, a default vFiler, vFilerO, is created on
toaster.

On toaster, you can create avFiler named vFilerl. You can assign the | P address
123.123.123.1, the gtree /vol/vol O/gtreel, and the volume /vol/vol 1 to vFilerl.
Traffic destined for vFilerl usesthe | P address 123.123.123.1, and all data served
by vFilerlis stored in the assigned gtree and volume.

If /vol/volO/qtreel isthe first path specified for vFilerl onthe viiler create
command line, this gtree becomes vFilerl's primary storage, containing the
vFiler's/etc directory.

The filer named toaster is the hosting filer for vFilerl. vFilerO uses all the IP
addresses created on toaster except 123.123.123.1 and the following resources
for storage:

¢ Spaceinthe/vol/vol0 volume that is not in the /vol/volO/gtreel gtree
¢ The/vol/vol2 volume

For information about accessing vFiler'sfile system using CIFS and NFS, see
“Accessing a vFiler'sfile system with CIFS and NFS’ on page 78.



System administration for a filer running MultiStore

Types of system
administration
tasks

Hosting-filer tasks

MultiStore
management tasks

The following list describes the types of system administration tasks that you
perform when managing afiler running MultiStore:

& Hosting-filer tasks, which are the same as those for afiler that is not
supporting vFiler units

¢ MultiStore management tasks, which are related to establishing vFiler units
and managing resources on vFiler units

¢ Tasksrelated to using Data ONTAP features that are supported by vFiler
units

You can perform tasks related to managing the resources on the hosting filer in
the same way that you perform them on afiler without a MultiStore license. You
can use either the command line or FilerView to perform these tasks. The
following tasks are some examples:

¢ Managing volumes, disks, and RAID groups

& Increasing data availability through Snapshot™ management, SnapMirror
management, and volume copy

¢ Backing up and recovering data

These tasks are covered in detail in the other volumes of the Data ONTAP
System Administration set, particularly the File Access Management Guide, the
Sorage Management Guide, and the Data Protection Guide.

From the hosting filer, you can manage Multi Store by doing the following tasks
from the command line or FilerView:

¢ Enabling and disabling the MultiStore license

Allowing and disallowing protocols to be run on a vFiler
Creating avFiler

Setting up a vFiler

Starting and stopping a vFiler

Destroying a vFiler

Moving resources to and from a vFiler

Monitoring the status of avFiler

® 6 6 6 6 o o
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Tasks related to
using Data ONTAP
on vFiler units
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For more information about these tasks, see Chapter 2, “Managing Multi Store,”
on page 9.

From adestination filer, you can perform the following additional tasks:
¢ Moving avFiler from one hosting filer to another
¢ Creating a disaster-recovery vFiler

See Chapter 6, “Disaster Recovery and Data Migration,” on page 95 for more
information.

You can use Data ONTAP features on individual vFiler unitsin the sameway that
you use them on afiler. Some of the tasks related to these features can be
performed by vFiler administrators. FilerView cannot be used to configure or use
these features on vFiler units; you must use the command line. The tasks are as
follows:

¢ Managing users. Information about managing users (for example,
information about using the /etc/usermap.cfg file for mapping users) is the
same for filers and vFiler units.

For more information, see the System Administration Guide.
¢ Managing iSCSI, LUNSs, and initiator groups.

For more information, see “ Understanding LUNs on avFiler” on page 50.
¢ Managing NFS exports and CIFS shares.

For more information, see “File Access Using NFS and CIFS’ on page 77.
¢ Managing quotas.

For more information, see “ Disk Space Management Using Quotas’ on

page 83.
& Preparing vFiler unitsfor virus protection.

For more information, see “ Virus Protection for CIFS’ on page 143.
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Managing MultiStore 2

About this chapter This chapter provides information about Multi Store management tasks that can
be performed only from the hosting filer.

Topics in this This chapter discusses the following topics:

chapter
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“Establishing aVvFiler” on page 10

“Administering vFiler resources from the hosting filer” on page 23
“Changing resources for avFiler” on page 24

“Adjusting the vFiler limit” on page 28

“Renaming aVvFiler” on page 31

“Stopping and starting a vFiler” on page 32

“Destroying avFiler” on page 34

“Recreating a destroyed vFiler” on page 36

“Allowing or disallowing protocols for avFiler” on page 37
“Displaying vFiler status’ on page 40

“ Autosupport and syslogd messages about a vFiler” on page 41
“Executing commands and setting options for avFiler” on page 42
“Effects of filer reboot on avFiler” on page 46

“Understanding volumes and gtrees on a vFiler” on page 47
“Backing up vFiler units’ on page 49

“Understanding LUNs on avFiler” on page 50

“Networking considerations’ on page 54

“Understanding SnapMirror on the hosting filer” on page 55
“Understanding SNM P when used with avFiler” on page 56
“Performance monitoring and statistics’ on page 57



Establishing a vFiler

Tasks for Before you can start protocol serverson avFiler, you must establish avFiler on
establishing a vFiler your filer.

For detailed For detailed information about how to establish a vFiler, see the following topics:
information ¢ “Enabling or disabling the MultiStore license” on page 11

¢ “Planning for vFiler creation” on page 13

¢ “Creating avFiler” on page 16

¢ “Understanding the vFiler command family” on page 20

& “Setting up avFiler manually” on page 21

10 Establishing a vFiler



Establishing a vFiler

Enabling or disabling the MultiStore license

Effects of enabling
the MultiStore
license

Prerequisite for
disabling the
MultiStore license

Effects of disabling
the MultiStore
license

Enabling the MultiStore license has the following effects on the filer:
¢ Youcanusethevfiler and ipspace commands.

¢ Data ONTAP startslogging vFiler status information and sends vFiler status
information using the Autosupport feature.

¢ Therouted daemon is disabled.

¢ Theip.match any ifaddr option issetto Off.

& The“vFiler limit” (the number of vFiler units you can create on thisfiler,
including vFilerO) is set to a default value between 3 and 11, depending on

the memory capacity of the hosting filer. You can change this value; see
“Adjusting the vFiler limit” on page 28 for more information.

You can disable the MultiStore license only when no vFiler units other than
vFilerQ are on thefiler. If there are other vFiler units on the filer, you must
destroy them before disabling the MultiStore license. For information about
destroying a vFiler, see “Destroying aVvFiler” on page 34.

Disabling the MultiStore license has the following effects:

¢ MultiStore becomes unavailable immediately. You can no longer use the
vfiler and ipspace commands.

¢ Therouted daemon is enabled after the next reboot.

Chapter 2: Managing MultiStore 11
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disabling the
MultiStore license
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To enable or disable the MultiStore license, compl ete the following step.

Step

Action

1

If you want to...

Enter thiscommand:

Enable the MultiStore license

license add license key

Note

If you do not have alicense key
for the Multi Store technol ogy,
contact Network Appliance.

Disable the MultiStore license

license delete multistore

Establishing a vFiler




Establishing a vFiler

Planning for vFiler creation

Prerequisites for The following prerequisites must be met before you can create avFiler:
vFiler creation & You must create at |east one unit of storage (gtrees or volumes—traditional
or flexible) before creating the vFiler.
¢ The storage unit for vFiler configuration information must be writable. It
must not be aread-only file system, such as the destination volume or gtree
in a SnapMirror relationship.
¢ ThelP address used by the vFiler must not be configured when you create

the vFiler.

Storage guidelines When deciding which storage units to assign to vFiler units, remember the
following guidelines:

L 4
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The first storage unit assigned to the vFiler contains the vFiler configuration
information. It is called the primary storage unit. Although you can remove
storage unitsfrom avFiler at any time after the vFiler is created, the primary
storage unit must remain for as long as the vFiler exists.

The primary storage unit has the same security characteristicsit had beforeit
was transferred to the vFiler. When you create a new vFiler, C$ share-level
permissions are restricted to administrators only, but file-level security isnot
modified. The vFiler administrator can set more restrictive file-level
permissions.

If the gtree or volume to be used as the primary storage unit contains an /etc
directory, the datain the directory islost after you add the gtree or volumeto
avFiler. Datain gtrees and volumes used as non-primary storage unitsis
preserved.

A volume assigned to a vFiler must not be the filer’s root volume. You can,
however, assign gtrees in the root volume to avFiler.

A volume assigned to avFiler can be atraditional volume or aflexible
volume (FlexVol ™). You cannot assign aggregates to a vFiler.

For information about traditional volumes, FlexVol volumes, and aggregates,
see the Data ONTAP Storage Management Guide.

FlexCache volumes can be created on the default vFiler, vfilerO, but cannot
be assighed or moved to any other vFiler.

13



Naming guidelines

Language guideline

Quotas guideline
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L 4

If the vFiler administrator needs to create gtrees on the vFiler, assign
volumes instead of gtrees to the vFiler when creating the vFiler. Thisis
because gtrees can be created only at the root of avolume.

If you anticipate that you might have to move the disks that are used for the
vFiler's storage from onefiler to another, assign volumes, not gtrees, to the
vFiler.

Note
You can move traditional volumes and FlexVol volumes between vFiler

units; however, you cannot move FlexCache volumes between vFiler units.

When managing NFS exports, CIFS shares, quotas, and options, vFiler
administrators need to enter the complete path names of the storage
resources used by the vFiler unitsin commands and configuration files.
Therefore, choose volume and gtree names appropriately, so that you can
sharewith the vFiler administrators the complete path names beginning with
filer_name:/vol/vol_name.

When deciding the vFiler name, remember the following guidelines:

L 2
L 4

L 2
L 4

The name can contain up to 31 alphanumeric ASCI| characters.

The name can contain the dash (-) and the underscore (_) characters, but the
dash character must not be the first character.

The nameis case-insensitive.
The name vFilerO isreserved.

vFiler administrators need to edit the /etc/quotas and /etc/usermap.cfg files for
their vFiler units. These files support Unicode and root volume UNIX encoding.
To ensure that vFiler administrators who do not use Unicode-capable editors can
edit the files, create vFiler units on afiler whose root volume language can be
used for editing.

Creating avFiler involves changing the ownership of avolume or gtree from the
hosting filer to a specified vFiler. This change requires that quotas be turned off
for the affected volume. You can turn quotas back on for the volume after the
vFiler is created.

Establishing a vFiler



Clustering Remember the following considerations for establishing vFiler units on a cluster:

considerations .

You can create up to 32 vFiler units on each member of a cluster, depending
on the memory capacity of the hosting filers. See“ Adjusting the vFiler limit”
on page 28 for details.

Each member of a cluster must have a M ulti Store license to take over its
partner with a Multi Store license.

The vFiler units hosted by the filers of the cluster are created and configured
independently. That is, each filer can host a different number of vFiler units,
and the vFiler configurations on the filers can be different from each other.

In takeover mode, the functioning filer takes over all vFiler units created on
the failed filer. These vFiler units include the vFiler units you create and
vFiler0. Therefore, for vFiler units on the failed filer to work correctly after
the takeover, each network interface used by avFiler in acluster must have a
partner interface.

SAN considerations  When you create vFiler units on a storage area network (SAN), keep the
following LUN and iSCSI considerations in mind:

L 4

L 4
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FCP LUNs and initiator groups are supported only on the hosting filer, not
on vFiler units.

iSCSI LUNs and initiator groups are supported on all vFiler units and
managed separately for each vFiler.

When you create a vFiler on afiler on which iSCSI islicensed, theiSCSI
service is automatically started on the vFiler.

Note
If iISCSI islicensed on the hosting filer and the storage to be allocated to the

vFiler contains LUNS, unmap the LUNSs.

Starting a vFiler starts iSCSI packet processing for that vFiler.
Stopping a vFiler stopsiSCSI packet processing for that vFiler.

15



Establishing a vFiler
Creating a vFiler

About this section This section describes how to create a vFiler in the default 1P address space
(IPspace). For the definition of 1Pspace and information about creating vFiler
units in nondefault 1Pspaces, see Chapter 3, “Using vFiler unitsin Different
I Pspaces,” on page 59.

State of the vFiler Immediately after you create the vFiler, the vFiler is running.

after creation I . : . , . :
The vFiler is configured with a set of options with default settings. These settings

are not inherited from the hosting filer. You or the vFiler administrator can
modify the option settings.

The vFiler configuration information is stored in the vFiler’s /etc directory. It
contains a subset of filesthat arein the hosting filer’s /etc directory:

cifsconfig.cfg
cifssec.cfg
exports
filersid.cfg
group

hosts
hosts.equiv
passwd
quotas
filesrelated to the registry
rmtab

sm
usermap.cfg

L R R SR JEE 2R 2R JEE JEE JER JER K JER 2

Major steps for The following list describes the major steps for creating avFiler:

creating a vFiler + Ensurethat the network interface to be configured with avFiler |P addressis
ready for vFiler creation.
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Ensuring that the
network interface is

ready

¢ IfiSCSl islicensed on the hosting filer and the storage to be allocated to the
vFiler contains LUNS, unmap the LUNSs.

See the Block Access Management Guide for iSCS for instructions.
¢ Assign and configure vFiler resources.

To ensure that the network interface to be configured with avFiler IP addressis
ready for vFiler creation, complete the following steps.

Step | Action
1| IfthelP addressfor
thevFiler is... Then...
A base |P address for Goto Step 3.
an interface
AnlPaliasfor an Goto Step 2.
interface
2 | If thelP aliasis
currently... Then...
Assigned to an Enter the following command to remove
interface the alias:
ifconfig interface -alias address
Example: The following example
removes the | P alias from the €0 interface:
ifconfig e0 -alias 123.123.123.123
You are done.
Unassigned You are done.

Chapter 2: Managing MultiStore
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Assigning and
configuring vFiler
resources
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Step | Action

3 | If thebase | P address
for thevFiler is
assigned to...

Then...

An interface in the UP
state

Enter the following command to change
the state of the interface for the IP address
to DOWN:

ifconfig interface down

Example: The following example
changes the state of the €0 interface to
DOWN:

ifconfig e0 down

An interface in the
DOWN state

You are done.

You can assign and configure resources for avFiler using either the command
line or FilerView. To configure the vFiler using the command line, complete the

following steps.

Note

The procedure that follows assumes that you want to set up the vFiler for
networking (and CIFS if necessary) immediately after creating the vFiler. If you
want to defer setup, use the -n option of thevfiler create command, and then
follow the directions in “ Setting up avFiler manually” on page 21 when you are
ready to do the setup. For more information onthevfiler create command,
see the na_vfiler manual (man) page.

Establishing a vFiler




Step | Action

1 | Enter the following command:

vfiler create vfiler name -i ip address [ -i ip address ]
. path [ path ]

vfiler_name is the name of the vFiler.
ip_addressisan |P address.

path is the complete path name to an existing volume or gtree. The
first path name is the storage unit that contains the /etc directory,
which contains the configuration information about the vFiler.

Example: The following example creates a vFiler using two |P
addresses, one volume, and one gtree:

viiler create vfilerl -i 123.123.123.123 -i
123.123.123.124 /vol/voll /vol/vol2/gtree2

2 | Respond to prompts to set up the filer, and to set up CIFS if
necessary.

Results of the setup process: The setup process does the
following on the new vFiler:

¢ StartsNFS (if NFSislicensed on the hosting filer) and
configures the vFiler’'s primary storage (root volume) to be
exported to the vFiler's administrative host (using an entry in the
[etc/exports file)

¢ Configuresthe vFiler's | P addresses and adds the appropriate
entries to /etc/rc

¢ Createsa“pseudo-root” that allows CIFS clientsto see al the
storage that has been assigned to the vFiler asa single tree (see
“Accessing avFiler'sfile system with CIFS and NFS” on
page 78 for more information)

& StartstheiSCSI service (if iSCSI islicensed on the hosting filer)

What to do next You, as the vFiler administrator, can now mount the root volume of the vFiler,
edit /etc/exports to suit your needs and rerun the export fs command. See
Chapter 4, “File Access Using NFS and CIFS,” on page 77 for more information.

Chapter 2: Managing MultiStore 19
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Understanding the vFiler command family

Purpose of the
vFiler command

General syntax of
the vFiler command

Meaning of
vfilertemplate

Format of path
names in the vFiler
command

20

Thevfiler command, which is supported only on the hosting filer, enables the
hosting filer administrator to set up vFiler units, manage vFiler resources, and
manage Data ONTAP features on individual vFiler units.

Thevfiler command family has several commands, and each command has its
own syntax. The following syntax is the general vfiler command syntax:

vfiler command vfilertemplate options ...

Some vfiler commands support the vfilertemplate option. Wherever you see
vfilertemplate in this manual or in the na_vfiler man page, you can substitute a
vFiler name, acomma-separated list of vFiler names, an |Pspace declaration, or
an asterisk as awildcard. If you use the asterisk, the command takes effect on all
vFiler units, including vFilerO (the physical filer), unless the command is
inapplicable to vFiler0. See the na_vfiler man page for more information.

Some vfiler commandsinclude apath name. It is the complete path name for
the gtree or volume assigned to the specified vFiler.

Establishing a vFiler
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Setting up a vFiler manually

When to use this If you use the default form of the vfiler create command, you are prompted
section for setup information (and CIFS setup information) as soon asthe vFiler has been
created.

In that case, you can skip this section unless you need to change the networking
configuration.

If you use the -n option of the vfiler create command, no setup isdone, and
no protocol serverswill run on the vFiler until you set it up manually.

The procedure for setting up avFiler manually is similar to that for setting up a
filer. You run the setup program, which enables you to do the following:

& Specify the administration host for the vFiler

¢ Specify the password for the root user on the vFiler

¢ Enable DNS and specify the DNS domain and servers

¢ Enable NISclient service and specify the NIS domain and servers
Note

The setup program does not prompt you for thetime zone. All vFiler unitsarein
the same time zone as the hosting filer.

If the vFiler islicensed to deliver CIFS service, you must runcifs setup, as
you would for afiler, in addition to running setup.

Chapter 2: Managing MultiStore
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To set up the vFiler, complete the following steps.

Step | Action

1 | Enter the following command:
vfiler run vfiler name setup
Result: The setup command displays prompts for you to configure
the vFiler. After you respond to all the prompts, configuration files,
such as the /etc/exports file, are created in the /etc directory for the
vFiler.
Note
Unlike the setup command for the filer, the setup command for a
vFiler does not cause NFS to start running. For more information
about starting NFS, see Chapter 4, “File Access Using NFS and
CIFS,” on page 77.
If the vFiler runs the CIFS protocol, go to the next step. Otherwise,
you are done.

2 | Enter the following command:

vfiler run vfiler name cifs setup

Result: Thecifs setup command displays prompts for you to
configure CIFS on the vFiler. After you respond to al the prompts,
CIFS starts running.

Establishing a vFiler




Administering vFiler resources from the hosting filer

Managing vFiler If you, as the physical filer administrator, need to manage storage resources that
storage from the belong to avFiler, but you do not have administrative access to the vFiler, you
filer can do one of the following:

Note

Before taking either of the following actions, unmap any LUNs that have been
created in the affected storage resources. For instructions, see the Block Access
Management Guide for iSCS.

¢ Temporarily move the resourcesto the hosting filer (but you cannot move the
vFiler's primary /etc volume).

¢ Temporarily destroy the vFiler.
This returns ownership of all resources to the hosting filer. No user datais
modified when you destroy a vFiler.

Once you have done what you need to do, you can either move the storage
resources back to the vFiler or, if you destroyed the vFiler, restore the vFiler.

Restoring a vFiler To restore avFiler, complete the following step.

Step | Action

1 | Enter the following command:
vfiler create oldname -r oldfirstpath

oldname is the name of the original vFiler

oldfirstpath isthe first path that was specified in the original vfiler
create command that created the vFiler

For more information about the vfiler create command, seethe
na._vfiler man page.
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Changing resources for a vFiler

What you can
change

Effects of changing
resources

Requirements for
moving and
removing resources

24

You can add, move, or remove resources for vFiler units. The resources can be
network resources (that is, 1P addresses) or storage resources (that is, volumes or
qgtrees).

Adding, removing, and moving vFiler resources has the following effects:

& After you add storage resourcesto avFiler, the resources are moved from the
hosting filer to avFiler.

¢ After you remove storage resources from a vFiler, the resources are moved
from the vFiler to the hosting filer.

¢ After you add an IP address to a vFiler, you can assign the address as an |P
alias of an interface or assign the address to a network interface that has not
been configured.

¢ After you remove an | P address from a vFiler, the IP address becomes an
unassigned IP address.

& After you move resources from one vFiler to another, the resources are
removed from the source vFiler and added to the destination vFiler.

Note

Adding, removing, or moving vFiler resources only affects the association
between the vFiler and the resources. It does not have any effect on user datain
the vFiler involved.

Remember the following requirements when you move or remove vFiler
resources:

L 4

*

The storage unit to be moved or removed cannot be the one containing the
vFiler's/etc directory.

If a storage unit that isto be moved or removed contains LUNS, you must
unmap the LUNs first. See the Block Access Management Guide for iSCS
for instructions.

If astorage unit that isto be moved or removed contains any CIFS shares,
homedirs, or open files and directories, you must remove the CIFS shares,
remove the homedirs from the list of homedirs, or close open files and
directories.

Changing resources for a vFiler



The following requirements are for moving an | P address between vFiler
units or removing an I P address from avFiler:

< Both the source vFiler and destination vFiler units must be in the same
I Pspace.

< If theaddressisan IP dlias, the alias must be removed. If the addressis
not an IP alias, the network interface associated with the address must
not be configured.

Considerations for Remember the following considerations when you move resources between
moving resources vFiler units:

between vFiler units 4
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If astorage unit that isto be moved from one vFiler to another contains
LUNSs, you must unmap the LUNSs first. See the Block Access Management
Guide for iSCH for instructions.

After you move a storage unit from one vFiler to another, the security
information associated with the filesin the storage unit is retained. This
might cause users to be unable to access files properly. For example, before
the move, a particular user ID (UID) was allowed access to afile; after the
move, the UID corresponds to a different user on the destination vFiler, and
the user previously represented by this UID can no longer gain access the
file.

If you reassign a volume from one vFiler to another, Data ONTAP turns off
quotas for the volume. After the volume is moved, you can turn quotas on
again for the volume from the destination vFiler.

If you reassign agtree from one vFiler to another, Data ONTAP turns off
quotas for the volume containing the gtree on both the source vFiler and the
destination vFiler. After the gtree is moved, you can turn quotas on again for
the volume.

All network connections to the vFiler units are terminated when resources
are being moved.
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Adding resources
to a vFiler

Removing
resources from a
vFiler
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To add resources to a vFiler, compl ete the following step.

Step

Action

1

Enter the following command:

viiler add vfiler name [ -f ] [ -i ip address [ -i
ip address ] ...] [ path [ path ... 1 ]

Use the - £ option to skip warning messages.
Example: The following example adds an | P address and a volume
to an existing vFiler:

viiler add vfilerl -i 123.123.123.125 /vol/vol3

To remove resources from a vFiler, complete the following step.

Step

Action

1

Enter the following command:

vfiler remove vfiler name [ -f ] [ -i ip address [ -i
ip address 1 ...] [ path [ path ... 1 1]

Use the - £ option to skip warning messages.
Example: The following example removes an IP address and a
volume from an existing vFiler:

viiler remove vfilerl -i 123.123.123.125 /vol/vol3

Changing resources for a vFiler




Moving resources To move resources between vFiler units, compl ete the following step.

between vFiler units

Step

Action

1

Enter the following command:

vfiler move source vfiler destination vfiler [ -f 1 [ -i
ip address [ -i ip address 1 ...] [ path [ path ... ] 1

Use the - £ option to skip warning messages.
Example: The following example moves an IP address and a
volume from one vFiler to another:

viiler move vfilerl vfiler2 -i 123.123.123.125 /vol/vol3

Chapter 2: Managing MultiStore
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Adjusting the vFiler limit

What the vFiler limit
is

Default limits

Increasing the limit

28

The vFiler limit specifies the maximum number of vFiler units that can exist on
the hosting filer. Because the limit includes the hosting filer, vFiler0, which
aways existsif the MultiStore license is enabled, the number of vFiler unitsyou
can create on afiler is one less than the vFiler limit set on afiler.

In acluster, the same limit applies to each cluster node.

The default vFiler limits for systems on which you have just activated a
MultiStore license are as follows:

< 3forfilerswith lessthan 1 GB (1,024 MB) of memory
» 5for filerswith 1 GB to lessthan 2 GB of memory

2

P>

» 11 for filerswith 2 GB or more of memory

The default is 11 for systems on which a MultiStore license has been in effect
since arelease of Data ONTAP earlier than 6.4.

These limits include vFiler0O (the hosting filer, which is created when the
MultiStore license is enabled and persists aslong asthe license isin effect), so a
limit of 11 means you can create a maximum of 10 vFiler units. In acluster, a
limit of 11 means that you can create a maximum of 10 vFiler units on each
cluster node.

To see the current limit, enter the following command:

viiler limit

You can usethevfiler limit command to increase the limit to a maximum
allowable limit. The maximum number of vFiler units you can have on afiler
depends on the memory capacity of the hosting filer. The maximum limits are as
follows:

< 11 for filerswith lessthan 1 GB (1,024 MB) of memory
< 26 for filerswith 1 GB to less than 2 GB of memory
< 33 for filerswith 2 GB or more of memory

Usethe sysconfig -v command to verify the memory size of your system.

Adjusting the vFiler limit



Note
Thereisan exception to the maximum limits. Even though the memory onaFAS
270 NetApp system is 1,022 MB (< 1,024 MB), it can still support 26 vFiler
units.

Example: : To verify the memory size on your system, enter the following
command on your filer console:

toaster> sysconfig -v

NetApp Release 6.5: Tue Jan 6 01:21:30 PST 2004
System ID: 0084173280 (QRB43)

System Serial Number: 1045351 (QRB43)

slot 0: System Board 650 MHz (TSANTSA CO)

Model Name: FAS270

Part Number: 110-00046

Revision: Cco

Serial Number: 287200

Firmware release: CFE 1.2.0

Processors: 2

Processor revision: B2

Processor type: 1250

Memory Size: 1022 MB

NVMEM Size: 128 MB of Main Memory Used

In this example, the memory sizeis 1,022 MB, or lessthan 1 GB (1,024 MB). As
aresult, the vfiler limit is 11.

Example: To raise the number of vFiler units you can create to 15, enter the
following command on the hosting filer:

vfiler limit 16
In acluster, this sets alimit of 16 vFiler units on each cluster node.

Note
For the change to take effect, you must reboot the filer (or each filer in a cluster).

Decreasing the limit  You can usethevfiler limit command to decrease the limit, setting the
maximum number of vFiler units lower than it is now. When you decrease the
limit, the change is effective immediately and does not require a reboot of the
filer.

Because the limit includes the hosting filer vFilerO, which already exists, the
number of vFiler units you can create in each case is one less than the limit.
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Example: To reduce the number of vFiler units you can create from 15 to 10,
enter the following command on the hosting filer:

viiler limit 11

Caution
Before you reboot, make sure that the number of active vFiler unitson thisfiler

(and on any cluster partner) islessthan the limit. On reboot, the number of vFiler
units started will be at most one less than the limit you specified (one less than
the limit on each node in a cluster), even if more vFiler units are configured.

Adjusting the vFiler limit



Renaming a vFiler

Considerations Consider the following before renaming avFiler:
before renaming a & Thenew name should not exist on thefiler, or on the partner filer in acluster.

vFiler Although Data ONTAP alows the filer and its partner to have vFiler units
with same names, for administration ease, Network Appliance recommends
that you do not create vFiler units with the same name.

¢ Thevfiler rename command does not change the CIFS node name of the
vFiler or affect any client connections that are active.

Thevfiler rename command changesthe name of the vfiler only within
Data ONTAP; it does not rebroadcast the new name to the CIFS domain
controllers or the NetBIOS nameservers because these protocols might be
using a different name for the vFiler than Data ONTAP uses. If you need to
change the name mapping in the CIFS domain controllers, run CIrFs setup
for each of these protocols.

¢ Do not rename aVvFiler whileit is being migrated. Doing so will cause the
migrate command on the remote system to fail.

Renaming a vFiler To rename a vFiler, complete the following step.

Step | Action

1 | Enter the following command:

vfiler rename old vfiler name new vfiler name

Example: Thefollowing examplerenamesavFiler named vfilerl to
viiler2:

vfiler rename vfilerl vfiler2
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Stopping and starting a vFiler

Reasons to stop a
vFiler

What it means to
stop and start a
vFiler

Stopping a vFiler
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You stop aVvFiler if you need to troubleshoot vFiler problems or destroy a vFiler.

Note
You cannot stop or start vFilerO.

After you stop a vFiler, the vFiler can no longer receive packets from clients.

The stopped state is not persistent across reboots: after you reboot the filer, the
vFiler resumes automatically.

You can start avFiler that isin the stopped state; after avFiler starts, itisin
running state and can receive packets from clients.

If iISCSI islicensed on thefiler, starting or stopping avFiler starts or stopsiSCSI
packet processing for that vFiler.

To stop aVvFiler, complete the following step.

Step | Action

1 | Enter the following command:

vfiler stop vfilertemplate

Example: Thefiler supportstwo vFiler units named vFilerl and
vFiler2. The following command stops all vFiler units, except vFiler
0:

vfiler stop *

The following messages appear after you enter the command:

viilerl stopped

viiler2 stopped

Stopping and starting a vFiler



Starting a vFiler To start avFiler, complete the following step.

Step

Action

1

Enter the following command:

vfiler start vfilertemplate

Example: Thefiler supports two vFiler units named vFilerl and
vFiler2. The following command starts all vFiler units, except vFiler
0, which is aready running:

vfiler start *

The following messages appear after you enter the command:

viilerl running
viiler2 running
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Destroying a vFiler

Effects of Destroying avFiler has the following effects:
destroying avFiler o  Ajl resources associated with the vFiler are released to the hosting filer.
¢ Nodataisdestroyed.

¢ All the vFiler's | P addresses are unconfigured and the corresponding entries
inthefiler's /etc/rc file are removed.

¢ If thevFiler was not in the same | Pspace as the hosting filer, the | P addresses
previously owned by the vFiler are not available for use after you destroy the
vFiler.

& Theeffects on quotas are the same as when you move resources from a
vFiler to the hosting filer. See “ Considerations for moving resources
between vFiler units’ on page 25 for more information about how moving
the resources to the hosting filer affects quotas.

¢ Clients using LUNs experience an interruption of service.

You must unmap al of avFiler’'s LUNs before you can destroy it. The LUNSs
themselves are not destroyed. You can remap them from the hosting filer, or
from another vFiler if you reallocate the storage to that vFiler. For
information on mapping and unmapping LUNS, see the Block Access
Management Guide for iSCS.

Prerequisite for The vFiler must be stopped before you can destroy it.
destroying a vFiler

Destroying a vFiler To destroy a vFiler, complete the following steps.

Step | Action

1 | Unmap any LUNSsthat are mapped to the vFiler’s storage.

See the Block Access Management Guide for iSCS for instructions.

2 | Enter the following command to stop the vFiler:

vfiler stop vfiler name
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Step

Action

Enter the following command:

vfiler destroy [ -f ] vfiler name

Without the - £ option, the command displays a confirmation prompt.
With the - £ option, the command destroys the vFiler immediately.

Result: All resources previously owned by the vFiler are returned to
the hosting filer.
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Recreating a destroyed vFiler

Why recreating a
vFiler is easy

36

When you destroy a vFiler, its resources are rel eased and the associated
configuration information is removed, but your user dataremains intact; the data
is not destroyed. You can recreate the original vFiler that you destroyed by using
the-r option withthevfiler create command. Whenusingthevfiler create
-r command, you must specify the path to the original vFiler’s primary storage
unit (containing its /etc directory).

When recreating a vFiler, you can change the original name to a new name.

To recreate avFiler, complete the following steps.

Step | Action

1 | Enter the path to the original vFiler’'s primary storage unit:

vfiler create vfilername -r origin vfiler path
vfilername is the name of the new vFiler you are creating.
origin_Vfiler_path isthe path of the origina vFiler's/etc storage.

Example: vfiler create vfilerl -r /vol/vol0/gtreel

Recreating a destroyed vFiler




Allowing or disallowing protocols for a vFiler

Protocols that a
vFiler can use

Allowing and
disallowing
protocols

Effects of
disallowing CIFS,
NFS, iSCSI, FTP,
and HTTP

By default, avFiler can use the protocols that are licensed for the hosting filer.
For example, if the hosting filer is licensed for CIFS and NFS, the vFiler units
created can also use the CIFS and NFS protocols. You can select those protocols
that you allow or disallow on the vFiler units.

The maximum number of FTP connections to a vfiler is determined by the
ftpd.max_connections option set on the hosting filer. The value set for this
option is shared among the vFiler units on afiler on afirst-come first-served
basis.

You can select the protocols that you allow on the vFiler units using the vfiler
allow command. You can select the protocols that you disallow on the vFiler
unitsusing theveiler disallow command. vFiler units support the following
protocols:

CIFS
NFS
rsh
iSCS|
FTP
HTTP

* & 6 6 o o

Todlow CIFS, NFS, FTR, or HTTP on aVvFiler, each of the allowed protocols
must have an active license on the hosting filer.

If aCIFS, NFS, iSCSl, FTP, or HTTP protocol is running and you disallow it, the
protocol continues to run until the filer reboots, but packets destined for the
vFiler are ignored.

Effects of disallowing iSCSI: After iSCSI is disallowed on avFiler, the
following conditions apply on that vFiler:

¢ You cannot start iISCSI (the iscsi start command is rejected).
¢ Nonew iSCS| sessions are allowed.
¢ iSCS|I commands on existing sessions are rejected.
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disallowing
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Effects of disallowing FTP: After FTPisdisallowed on avFiler, no new FTP
connections are allowed to the vFiler; however, transfers that started before FTP
was disallowed will finish.

Effects of disallowing HTTP: After HTTP is disallowed on avFiler, no new
HTTP connections are allowed on the vFiler. Each new request receives a“503
HTTP server is disabled” message. Any existing connections remain alive.

Although the Data ONTAP rsh.enable option vaue (On or Off) determines
whether the RSH server is enabled or disabled on afiler, disallowing rsh on a
vFiler isindependent of the value for that option. That is, avFiler can be
configured to disallow rsh even when the rsh.enable option is set to On.

Note
You must have the rsh.enable option set to On and the vFiler configured to

alow rshto allow rsh on avFiler.

To alow or disallow protocols for avFiler, complete the following steps.

Step | Action
11 If you want to... Then...
Allow a protocol Goto Step 2.
Disalow a protocol Go to Step 3.

2 | Toalow aprotocol, enter the following command:

vfiler allow vfilertemplate proto=protocol ...

protocol iSnfs, cifs, iscsi, rsh, ftp, OF http.

Example: Thefollowing example allows the NFS and rsh protocols
on the vFiler named vFilerl:

viiler allow vfilerl proto=nfs proto=rsh

You are done.

Allowing or disallowing protocols for a vFiler



Step

Action

To disallow a protocol, enter the following command:
vfiler disallow vfilertemplate proto=protocol ...

protocol iSnfs, cifs, iscsi, rsh, ftp, OF http.

Example: The following command disallows the NFS and rsh
protocols on the vFiler named vFilerl:

viiler disallow vfilerl proto=nfs proto=rsh
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Displaying vFiler status

Status information
you can display

40

You can usethevfiler status command to display the following types of
vFiler status information:

L 2
L 4
L 2

Whether the vFiler is stopped or started

| Pspace
I P addresses that have been assigned and, if they are configured, which
interfaces they are bound to

Path names to the gtrees or volumes assigned
UUID, aglobally unique user ID assigned to the vFiler

Technical support might need this ID when diagnosing problems related to
vFiler units.

Protocols allowed
Protocols disallowed

See the na_vFiler man page for more information.
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Autosupport and syslogd messages about a vFiler

About Autosupport A filer licensed for avFiler includes the output of the vfiler status command

messages in the Autosupport messages.

About syslogd The output of thevfiler status command, which indicates whether the vFiler

messages units are stopped or running, islogged in the /etc/messages file on the hosting
filer.

All messages generated by vFiler units are logged to the hosting filer’'s
/etc/messages file. These messages are preceded with the name of the vFiler. For
example, if the vFiler named vFilerl exceeds a quota threshold, the following
message is generated:

[vfilerl@quota.softlimit.exceeded:notice] : Threshold exceeded for
tree 3 on volume voll for vfiler “vfilerl”
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Executing commands and setting options for a vFiler

Methods for
executing
commands for a
vFiler

Enteringcommands
from the vFiler

42

You can enter commands for avFiler in the following ways.

L 4

Note

From the context of the vFiler, you can enter commands directly.

When acommand is run in the context of avFiler, it isexecuted asif itis
being run on the vFiler’s console. The command is subject to the constraints
of that vFiler.

See “Entering commands from the vFiler” on page 42.

From the hosting filer, you can use the vfiler run command to execute
commands for the specified vFiler.

See “Entering commands for a vFiler from the hosting filer” on page 43.

From the client of avFiler, you can establish an rsh connection with the
vFiler and then enter the commands.

See “Entering acommand for avFiler through rsh” on page 44.

Not all Data ONTAP commands can be executed for a vFiler, and special
considerations or restrictions apply to some of those that can be executed. To see
what commands are supported, enter ? from the context of avFiler (see*Entering
commands from the vFiler” on page 42) or enter the following command:

vfiler run vfilertemplate ?

Special considerations and restrictions are spelled out in the “vFiler
considerations” section of each command’s man pages.

To enter commands for avFiler from the vFiler, complete the following steps:

Step | Action

1 | Torunin the context of the vFiler (asif the command isrun on the
vFiler's console), enter the following command:

vfiler context vfiler name

Example: vfiler context vfilerl

Executing commands and setting options for a vFiler




Enteringcommands
for a vFiler from the
hosting filer

Prerequisites for
entering commands
through rsh from a
vFiler client

Step

Action

2 | Enter the command you want to run:
Example: 2
This shows all the commands available to you from the context of the
vFiler.

3 | Toreturn to the context of the hosting filer, enter the following

command:

vfiler context vfiler0

To enter commands for a vFiler from the hosting filer, complete the following

step.
Step | Action
1 | Enter the following command:
vfiler run vfilertemplate command
Example: vfiler run vfilerl useradmin
Note

Not al Data ONTAP commands can be executed for avFiler. To see what
commands are supported, enter 2 from the context of avFiler (see “Entering
commands from the vFiler” on page 42) or enter the following command:

vfiler run vfilertemplate ?

You must meet the following prerequisitesif you want to enter commands for a
vFiler through rsh:

¢ Thersh protocol must be allowed for the vFiler. By default, rshis allowed.

¢ Thersh protocol must be enabled for the vFiler; that is, the rsh.enable
option for the vFiler must be set to On. By default, rshis enabled.

¢ You must enter the command on aclient that is permitted to have rsh access
to the vFiler. In other words, the client must be one of the hosts specified by
the rsh.access option for the vFiler.
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You can enter the commands listed in the following table through an rsh

connection to a vFiler.

? help gtree passwd
exportfs quota options hostname
lun igroup iscsi

Note

The hostname command is only for displaying, not changing, the name of the

vFiler.

To enter acommand for avFiler through an rsh connection, complete the

following step.

Step | Action

1 | Enter the following command:

rsh vfiler IP address command

rsh 123.123.123.1 options

Example: The following command displays all options on the
vFiler whose |IP addressis 123.123.123.1:

Not all Data ONTAP options are supported on a vFiler. You can use the options
command for the following options:

al cifs options
al dns options

al nfs options

al nis options
rsh.access

al pcnfsd options

wafl.default nt user

L 2R R R JER 2N 2N 2R 4

wafl.default unix user

Executing commands and setting options for a vFiler




¢ wafl.nt admin priv map to root

¢ adlwafl.wcc_options

Exception: You can display the cifs.wins_servers option only from the
hosting filer.

Path names Path names specified by options are complete path names. For example, the path
specified by options  name specified by the cifs.home dir option should begin with the
/vol/vol_name prefix.
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Effects of filer reboot on a vFiler

Effects of filer
reboot on protocols

Effect of filer reboot
on the vFiler state

46

When you allow or disallow a protocol on avFiler, this state persists across
reboots. For example, if you disallow NFS for avFiler and then reboot the filer,
NFS remains disallowed for the vFiler after the reboot.

If you disallow CIFS, NFS, or iSCSI for avFiler when the protocol is enabled,
rebooting the filer disables the protocol for the vFiler. If you alow the protocol
again after areboot, you must reenable the protocol.

Rebooting the filer causes all stopped vFiler units to start running. For example,
if you stop a vFiler and then reboot thefiler, the vFiler starts running again after
the reboot.

Effects of filer reboot on a vFiler



Understanding volumes and gtrees on a vFiler

Assigning volumes
to a vFiler

Effects of taking a
vFiler volume
offline

Changes required
after volumes are
renamed

Who can create
gtrees

A volume assigned to a vFiler can be atraditional volume or aflexible
(FlexVol ™) volume. You cannot assign aggregatesto a vFiler.

For information about traditional volumes, FlexVol volumes, and aggregates, see
the Data ONTAP Storage Management Guide.

If you take a volume offline and that volume is used for vFiler storage:
¢ All CIFS shares and NFS exportsin the volume are deactivated.
¢ |f the volume contains the /etc directory for a vFiler, the vFiler stops
running.
After you put the volume back online, the vFiler starts running again.
¢ All LUNs become unavailable.

After you rename a volume used for vFiler storage, the vFiler administrator
should change the path names used in the vFiler's/etc/exportsfile accordingly. In
addition, the vFiler administrator should verify that CIFS shares and quotas are
configured properly.

You can create gtrees only if your vFiler owns the volume containing the gtree.
That is, as the hosting filer administrator, you can create a gtree in a volume
owned by vFiler0, but not in volumes owned by other vFiler units. A vFiler
administrator can create agtree in avolume that is a storage unit of the vFiler.

Example of creating a gtree on vFiler0O: The/vol/vol0volumeisowned by
vFiler0. You can use the following command to create a gtree in the /vol/volO
volume:

gtree create /vol/vol0/qgtreel

Example of creating a qtree on a vFiler: The /vol/voll volumeis owned
by vFilerl. The administrator for vFilerl can use the following command to
create agtree in the /vol/vol 1 volume:

rsh vfilerl gtree create /vol/voll/gtree2
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You can change the security style and oplock setting for agtree or volume only if
you are the owner of the gtree or volume. Therefore:

*

L 4

If avFiler owns avolume, you can change the security styles or oplock
settings for the volume and al gtrees on the volume from the vFiler.

If avFiler owns gtrees on a volume owned by the hosting filer, you can
change the security styles or oplock settings from the vFiler only for the
gtrees the vFiler owns,

If the hosting filer owns avolume that contains qgtrees assigned to vFiler

units, you can change the security styles or oplock settings from the hosting
filer only for the gtrees the hosting filer owns.

The gtree command output is different in the following ways depending on
where you enter the command:

*

If you enter the gt ree command from the hosting filer, the command
displays information about all gtrees on the filer, whether the gtrees are
owned by the hosting filer or vFiler units.

If you enter the gt ree command from a vFiler, the command displays
information about gtrees on that vFiler only. Thisapplies aso to vFilerQ; that
is, if you enter the gt ree command from vFilerQ, the command displays
information about gtrees owned by vFilerO.

If you enter the gt ree command without arguments from avFiler, aqtree
that is the destination gtree for SnapMirror is shown as read_only in the
Status column.

Although you can use the gt ree command from the hosting filer to display all
gtreeson thefiler, thelist of gtreesin the output is not grouped by the vFiler units
that own the gtrees. The following command displays all gtrees and their owning
vFiler units:

vfiler run * gtree status
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Backing up vFiler units

Considerations You can back up vFiler datafrom the hosting filer or from avFiler’'sclient. Keep
the following points in mind when planning vFiler backups.

L 4
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From the hosting filer, you can back up the storage units owned by vFiler

units just as you would if the vFiler units did not exist—using the dump

command, for example.

You can back up al vFiler units at once. This method does not separate the

data by vFiler, so it isnot suitableif each vFiler's data must be archived

separately.

From aclient of avFiler, you can back up dl of that vFiler's data, but no

other vFiler's data.

A CIFS client can mount “/” from avFiler and see avirtual tree

comprising al of that vFiler’s storage units. (See “Accessing avFiler's

file system with CIFS and NFS” on page 78 for more information.)

» A CIFSclient can capture all of avFiler's data, both ClIFsand NFS.

An NFS client cannot see avirtual tree for the vFiler.

» AnNFSclient can back up all of the vFiler's NFS data, but not its CIFS
data

If you want to back up an individual vFiler’s data separately, a good way is
to back up from aclient (particularly a CIFS client). This backup method
does not allow you to back up al vFiler units at once.

2
<

2 2
<

X3
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Understanding LUNs on a vFiler

What LUNSs are

What is supported
on avFiler

What is not
supported on a
vFiler

iSCSI LUNs and
igroups on a vFiler

50

Logical Unit Numbers (LUNS) are portions of filer storage that, when exported,
look and act to the importing host like local disks. (They are sometimes referred
to as “virtual disks.”) Dataon a LUN can be managed at the block level (for
example, by a database manager) as well as at the file level. A LUN isthe basic
unit of storage in a Storage Area Network (SAN).

Data ONTAP alows you to create and manage a separate set of iSCSI LUNsand
initiator groups (igroups) on each vFiler. For detailed information about iSCSI
LUNSs, see the Block Access Management Guide for iSCS.

Fibre Channel Protocol (FCP) LUNSs are supported only on the hosting filer, not

on aVvFiler. For detailed information about FCP LUNS, see the Block Access

Management Guide for FCP. This means

& You can create FCP igroups only on the hosting filer.

¢ FCP-connected hosts can access only those LUNSs that are owned by the
hosting filer.

¢ The fcp command does not recognize vFiler units.

¢ You can create only iSCSI igroups on vFiler units; you cannot create FCP
igroups on vFiler units.

From the point of view of ahost importing LUNSs, avFiler looksand actsjust like
afiler; administrators of those hosts normally do not even need to be aware that
the LUN resides on a storage unit owned by a vFiler. But you, asthe vFiler or
hosting filer administrator, need to be aert to some special considerations.

Be aware of the following points when you manage LUNs on afiler on which a
MultiStore license is enabled:

¢ You must create and manage LUNSs from the vFiler that owns the storage
unit that contains the LUNS.

For instructions for switching the console to the context of a vFiler, see
“Executing commands and setting options for avFiler” on page 42.
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A VFiler isaware only of those LUNSs in the storage unitsit owns. When
executed on avFiler, the 1un show command displays only that vFiler's
LUNSs.

Ownership of LUNSs changes with the ownership of the storage unit that
contains the LUNS.

LUNs must be unmapped before the storage unit containing them can be
moved. This means you must unmap all affected LUNs before doing any of
the following:

Assigning storage that contains LUNs to a vFiler, either when you
create the vFiler or later

» Destroying avFiler that owns storage containing LUNs

Moving storage that contains LUNs from one vFiler to another, or
between a vFiler and the hosting filer

If you try to move a storage unit without unmapping the LUNSs it contains,
the operation fails. See the appropriate Block Access Management guide for
instructions for unmapping LUNSs.

2
<

2

2
<

Note
You do not need to unmap LUNs when you migrate avFiler or replaceit for
disaster-recovery purposes. For more information, see Chapter 6, “ Disaster
Recovery and Data Migration,” on page 95.

igroups are owned by the vFiler on which they are created.

Aswith LUNSs, avFiler is aware only of thoseigroupsthat it owns. When
executed on avFiler, the igroup show command displays only that vFiler's
igroups.

LUNs must be mapped to igroups owned by the vFiler that owns the LUNS.
Each vFiler has its own name space for LUNs and igroups.

< igroups on different vFiler units can have the same initiator.

<+ LUNson different vFiler units can have the same LUN ID.

When you migrate avFiler or replicate it for disaster-recovery purposes,
LUNs owned by the vFiler are also migrated or replicated, along with their
maps, igroups, and iSCSI configuration (the node names and the state of the
iSCSI service). However, iSCSI authentication is not migrated or replicated.

For more information, see Chapter 6, “ Disaster Recovery and Data
Migration,” on page 95.
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The iSCSI service
on a vFiler
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In general, the iISCSI service operates on individual vFiler units, treating them as
though each were a physical filer. But the iSCS| software adapter itself (iswt),
and the commands that manage and report on it and the underlying network
interface cards (NICs), operate on the hosting filer. Thisis because an iSCSI
adapter on afiler has only one identity (there are no vFiler-specific adapter
names) and so there is only one set of i SCSI sessions and statistics.

This section lists what is filer-based and what is vFiler-based. For more
information on the iSCSI service, see the Block Access Management Guide for
iSCH.

The following items are based on the hosting filer:

¢ The iswt command, which you use to manage the iISCS| service on the
filer’s NICs, operates on the hosting filer, not on individual vFiler units. The
iswt driver allows the filer to be accessed as an iSCSI target device over the
filer's standard network interfaces.

¢ IfiSCSl islicensed on the hosting filer, the iISCSI service is started by
default during vFiler setup.

¢ Although most iSCS| subcommands operate specifically on each vFiler on
which they are executed, the iscsi stats command displays statistics by
hosting filer and iSCS| adapter.

The following group is based on the individual vFiler:

& TheiSCSl protocol can be alowed and disallowed, and the iSCSI service
can be started and stopped, for each vFiler.

¢ The adapter isonline or offline for each vFiler, depending on whether the
iSCSI serviceisrunning or stopped on that vFiler.

¢ Each vFiler hasits own iSCSI node name, which includes the vFiler's
UuID.

¢ Portal groups are defined for each vFiler.

& iSCS| subcommands operate specifically on each vFiler on which they are
executed, except for the iscsi stats command.

¢ You configure iSCSI security separately for each vFiler.

This includes setting the default authentication mode: none, deny, or
Challenge Handshake A uthentication Protocol (CHAP). For more
information abut CHAPR, see the Block Access Management Guide for iSCS.

% Inthe case of CHAP, there is a separate list of initiators and passwords
for each vFiler.

¢ You can configureiSNS (iSCSI’s naming service) separately for each vFiler.
Specifically, you canuse iscsi isns subcommands on each vFiler to
% Configurewhich iSNS server to use
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< Turn iSNSregistration on or off

On creation, avFiler'siSNS configuration isin the UNCONFIGURED state,
no matter what the state is on the hosting filer.

For more information, see the na_iscsi man page.
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Enabling the MultiStore license causes Data ONTAP to disable the routed
daemon.

For more information about the route command, see the na_route(1) man page.

Because vFiler unitsin the same | Pspace share one routing table, you can
mani pulate the routing table by entering the route command from the hosting
filer. The route command has the following syntax:

route [-fn] add|delete [ host|net ] destination [ gateway metric ]

You can include the command in the filer /etc/rc file. In this way, the routes are
added automatically after each filer reboot.

For more information about manipulating routing tables in nondefault | Pspaces,
see Chapter 3, “Using vFiler unitsin Different | Pspaces,” on page 59.

Only the hosting filer has the /etc/dgateways file. vFiler units do not maintain
their own /etc/dgatewaysfile.

You can configure a vFiler as an Internet Protocol Security (IPSec) endpoint.

You can configure each vFiler separately with unique security configuration.
When you migrate the vFiler from one hosting filer to another (or replicate it for
disaster-recovery purposes), the IPSec configuration is preserved so long as the
vFiler's P address does not change.

For more information, see the Network Administration Guide and the na_ipsec
man page.
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Understanding SnapMirror on the hosting filer

Where to enter the
snapmirror
command

Considerations for
using the
snapmirror
command

You can enter the snapmirror command from the hosting filer only, not from a
vFiler. However, you can use the SnapMirror feature on any gtree or volume on
thefiler, whether the gtree or volume is owned by avFiler or the hosting filer.

The procedure for using the snapmirror command for data on avFiler isthe
same as that for data on afiler.

When typing afiler name in a path name in the /etc/snapmirror.conf file, be sure
to use the name of thefiler, not the name of avFiler, even though the path nameis
for astorage unit in avFiler.
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Understanding SNMP when used with a vFiler

About SNMP SNMP is not supported on individual vFiler units; it is supported only on the
hosting filer. You can enable SNMP on the hosting filer to collect data about
vFiler units.

About vFiler datain  Inthe standard Management Information Base (MIB), all vFiler datais global. It

the standard MIB pertains to the sum of datafrom all vFiler units on the filer, with the following

and NetApp custom  exceptions:

MIB * Statisticsrelated to network interfaces are for the interfaces in the default
I Pspace.

¢ TCP dtatisticsinclude data only from the connections and listen socketsin
the default vFiler.

¢ UDP statisticsinclude data only from socketsin the default vFiler.

¢ Quotainformation isgathered for each volume. If the hosting filer or avFiler
owns a volume with quotas, quotainformation is provided for the hosting
filer or vFiler owning the volume. If avFiler owns gtreesin avolume that it
does not own, no quota information is provided for the vFiler.

In the NetApp custom MIB, agroup named vFiler isincluded. It isfor per-vFiler
information such as the MultiStore license, | P address, protocols allowed, and so
on.
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Performance monitoring and statistics

Commands for
displaying filer
statistics

Commands for
displaying NFS and
CIFS statistics

The sysstat command displaysfiler statistics, which are the sum of statistics
generated by al vFiler units, including vFiler0. You cannot use the sysstat
command to display statistics for a particular vFiler.

The uptime command displays the uptime for the filer. You cannot use the
uptime command to display the uptime for particular vFiler units.

You can use the nfsstat command and cifs stat command to display NFS
statistics and CIFS statistics, respectively. These commands can display statistics
for the entire filer, specified vFiler units, or the hosting filer, depending on the
command format, as explained in the following table.

Command entered from the hosting filer

Statistics
displayed

For NFS statistics

For CIFS statistics

nfsstat cifs stat Statistics from all
vFiler units
combined

vfiler run vfiler run Statistics from the

viilertemplate viilertemplate cifs specified vFiler

nfsstat stat units

viiler run vfiler0 vfiler run vfiler0 Statistics from the

nfsstat cifs stat hosting filer
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Using vFiler units in Different IPspaces 3

About this chapter This chapter explains what | Pspaces are, why you might need them, and how you
create and manage | Pspaces and vFiler unitsin those | Pspaces.

Topics in this This chapter discusses the following topics:

chapter

L 4
L 2
L 4
L 2
L 4
L 2

“Understanding | Pspaces’ on page 60

“Advantages of using VLAN tagging for |Pspaces’ on page 64
“Requirements for using clusters and IPspaces’ on page 65
“Case studies for |Pspaces’ on page 67

“Managing | Pspaces on afiler” on page 68

“Creating a vFiler in anondefault IPspace” on page 74
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Understanding IPspaces

About IPspaces

Guidelines for
vFiler participation
in an IPspace

Typical application
of IPspaces

60

An | Pspace defines adistinct | P address space in which vFiler units can
participate. | P addresses defined for an | Pspace are meaningful only within that
IPspace. A distinct routing table is maintained for each |Pspace. No cross-

| Pspace traffic is routed.

The following guidelines apply to vFiler participation in an | Pspace:

¢ AnlPspace can contain multiple vFiler units, but avFiler can belong only to
one | Pspace.

¢ Each vFiler in an IPspace must have an | P address that is unique within that
I Pspace, but avFiler in one | Pspace can have the same | P address asa vFiler
in adifferent | Pspace.

¢ Becareful when assigning | Pspace to a vFiler because you cannot change
the assignment without destroying the vFiler.

Suppose an SSP needs to connect customers of company A and company B to a
filer on its premises. The SSP creates two vFiler units on the physical filer—one
per customer—and provides a dedicated network path from one vFiler to
company A’s network and from the other vFiler to company B’s network.

This deployment would work if both companies were using nonprivate |P
address ranges; however, as shown in the following illustration, thisis not the
case.

Understanding IPspaces



SSP's point of presence
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Both companies use the private | P address subnet 10.0.0.0, thus causing the
following problems:

¢ Thetwo vFiler units on thefiler at the SSP site have conflicting | P addresses
if both companies decide to use the same | P address for their respective
vFiler units.

¢ If thetwo companies agree on using different IP addresses for their vFiler
units, problems still arise: If any client in Company A’s network has the
same |P address as a client in Company B’s network, packets destined for a
client in A’'s address space might get routed to aclient in B’s address space,
and vice versa.

¢ Suppose the two companies decide to use mutually exclusive address spaces.
(For example, Company A uses 10.0.0.0 with anetwork mask of 255.128.0.0
and Company B uses 10.128.0.0 with a network mask of 255.128.0.0.) The
SSP needs to configure static routes on the filer to route traffic appropriately
to A'sand B’s networks. This solution is neither scalable (because of static
routes) nor secure (broadcast traffic is sent to all interfaces of the filer).
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How interfaces
participate in an
IPspace
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To dleviate these problems, two | Pspaces are defined on the filer—one per
vFiler. Because a distinct routing table is maintained for each | Pspace and no
cross-|Pspace traffic is routed, the data for each company is securely routed to its
respective network even if the two vFiler units are configured in the 10.0.0.0
address space, as shown in the following illustration.

Company A's IPspace Company B’s IPspace

Company A’s Vfiler Company B'’s Vfiler

A's B's
routing routing
table table
e0 el

Additionally, the IP addresses referred to by the various configuration files, such
asthe /etc/hosts file, /etc/hosts.equiv file, and /etc/rc file, are relative to that
IPspace. Therefore, the IPspaces alow the SSP to configure the same IP address
for the configuration and authentication data for both vFiler units, without
conflict.

If thefiler islicensed for vFiler units, all its |P-addressable interfaces, including
interfaces such asvifsand VLAN, belong to the default I Pspace. The default
| Pspace exists automatically and cannot be destroyed.

When you create a new |Pspace, you assign interfaces to the new |Pspace from
the default |Pspace. An interface can belong only to one | Pspace.
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Routing in an A digtinct routing table is maintained for each [Pspace. All vFiler units
IPspace participating in an IPspace share its routing table.

Incoming packets: All packets coming in through an interface are tagged with
the IPspace identifier (ID) of the | Pspace to which the interface belongs. The IP
address of the interface and the | Pspace ID are used to identify the vFiler for
which the packet isintended.

Outgoing packets: All outgoing traffic usesthe IPspace ID of the vFiler that
is generating the traffic to determine the routing table to use. Data ONTAP
ensures that packets generated by the vFiler units of an | Pspace are transmitted
through the interfaces that belong to that | Pspace.

Note
Broadcast packets are restricted to the vFiler units within the destination | Pspace.

Loopback Each | Pspace has a unique loopback interface assigned to it. The loopback traffic
interfaces in of each IPspace is completely isolated from the other | Pspaces.
IPspaces
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Advantages of using VLAN tagging for IPspaces

Traffic separation

More IPspaces than
interfaces allowed

Secure delivery of
packets to a vFiler
in an IPspace

64

VLAN tagging for | Pspaces provides traffic separation from each customer to the
filer without incurring the cost of additional network devices, such as switches.

Without VLANS, you must provide physically separate network connections to
ensure that the traffic from each customer is forwarded securely to and from the
filer. This solution is neither cost-effective nor scalable.

With VLAN tagging, you can set up distinct VLANSs for each customer on a
single switch; thus, VLAN tagging provides an aternative to physically separate
networks.

Using VLAN tagging for |Pspaces enables you to set up more | Pspaces than
there are physical interfaces on thefiler.

Dedicating at |east one physical interface per IPspace limits the number of

I Pspaces that can be set up on afiler to the number of physical interfaces
available on the filer. VLAN tagging overcomes this limitation. VLAN tags can
be used to forward traffic to appropriate | Pspaces in cases where more than one
| Pspace shares the same physical interface.

VLANSs inherently confine the broadcast domains. As aresult, only vFiler units
belonging to a VLAN receive broadcasts intended for that VLAN, even if
multiple vFiler units share a physical network interface.

Advantages of using VLAN tagging for IPspaces



Requirements for using clusters and IPspaces

IPspace naming
requirement

IPspaceassignment
requirement

Specifying partners
in an asymmetric
cluster setup

The names of |Pspaces to which the partner interfaces are assigned must be the
same on both filers.

For example, in acluster pair of Filer A and Filer B, if IPspaceA is created on
Filer A, an IPspaceA must also exist on Filer B.

The partner interfaces on both partners must be assigned to the same-name
| Pspaces on their respective filers.

For example, in acluster pair of Filer A and Filer B, interface e4 of Filer B isthe
takeover interface of interface €0 of Filer A, and vice versa. If interface e0
belongsto IPspaceA on Filer A, interface e4 must belong to | PspaceA on Filer B.

In an asymmetric cluster setup, vFiler-1Pspace configuration on one cluster
partner is different from the other; for example, each partner might have a
different number of vFiler units configured in a specific |Pspace, or one partner
might have no vFiler units.

A “standby” cluster configuration is an example of an asymmetric cluster setup
in which one of the hostsis connected to minimal storage of its own. This host
takes over its partner’s storage and vFiler unitsif the partner fails. In such a
configuration, the standby host might not have enough storage to support the
number of vFiler units that the primary host has. To specify the partner interface
when setting up such a cluster configuration, you can use the interface name of
the partner instead of the IP address.

For example, two filers, Filerl and Filer2, are configured as shown in the
following table.

Filer vFiler (associated | P address) | |Pspace Interface name
Filerl vFiler0 (1.1.1.2) default €0

vFilerl (2.1.1.1) ipsl el

vFiler2 (3.1.1.1) ips2 e2
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Filer vFiler (associated | P address) | | Pspace I nterface name
Filer2 vFiler0 (1.1.1.2) default e0

eda

edb

To specify partner interfaces on Filerl, complete the following step.

Step

Action

1

Create a host-partner relationship in the following way:

ifconfig e0 1.1.1.1 netmask 255.255.255.0 partner e0
ifconfig el 2.1.1.1 netmask 255.255.255.0 partner eda
ifconfig e2 3.1.1.1 netmask 255.255.255.0 partner e4b

To specify partner interfaces on Filer2, complete the following steps.

Step

Action

1

Create two | Pspaces: ipsl and ips2.

Assigninterface edato ipsl and interface e4b to ips2.

Create a host-partner relationship on Filer2 in the following way:

ifconfig e0 1.1.1.2 netmask 255.255.255.0 partner e0

ifconfig e4a partner el
ifconfig e4b partner e2

66
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Case studies for IPspaces

How SSPs use SSPstypically provide storage services to customers of different companies who
IPspaces have the following specifications:

& They usethe private address space, such as 10.0.0.0, for their intranet.

¢ They want adedicated connection from the storage appliance at the SSP
premises to their intranet.

¢ They want to ensure that the storage appliance is accessible only to the users
they authorize.

Using the I Pspace solution available on the filers, the SSP sets up a dedicated

I Pspace for each customer, thus creating independent routing domains on asingle
filer. Additionally, the SSP uses either physical interfaces or VLAN tagsto
securely forward traffic to appropriate vFiler units. This approach

& Iscost effective
¢ Scaleswell
& Provides easy maintenance and monitoring

How an enterprise In an enterprise, the I T organization might have to maintain separate filers for

uses IPspaces each organization of the enterprise. Asin the SSP approach, dedicating entire
filers on an organizational basis can be not only expensive but also difficult to
maintain. Setting up vFiler units on a per-organization basis solves the problem.
However, distinct | Pspaces for these vFiler units are usually not required.
Because thereisusually alevel of trust between different organizations of the
enterprise, network access to the various vFiler units does not need to controlled.
Therefore, al vFiler units can belong to the default | Pspace.

I Pspaces can be used in an enterprise setup as well if there is a need to route
traffic from different vFiler units using different default routes.
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Managing IPspaces on a filer

Command for
managing IPspaces

For detailed
information

68

You manage | Pspaces on afiler using the ipspace command. This command
enables you to create, assign interfaces to, destroy, and list IPspaces on afiler.

For detailed information about how to perform specific tasks using the ipspace
command, see the following topics:

L 4

L 4
L 2
L 4

“Creating an |Pspace” on page 69

“Listing IPspaces on afiler” on page 70
“Assigning an interface to an IPspace” on page 71
“Destroying an |Pspace” on page 73

Managing IPspaces on a filer



Managing IPspaces on a filer
Creating an IPspace

Guidelines for The following guidelines apply to creating an |Pspace on afiler:

creating an IPspace

¢ You can have amaximum of 101 IPspaces per filer. Out of the 101 | Pspaces,

oneis created by default when you install the Multi Store license on your
filer. You can create the remaining 100 | Pspaces on the filer.

¢ You can use an alphanumeric string, 1 to 31 characters long, as the |Pspace
name.

& All IPspace names you create on afiler must be unique. However, the
| Pspace names on cluster partners must be the same.

Creating an IPspace To create an |Pspace on afiler, complete the following step.

Step

Action

1

Enter the following command:

ipspace create ipspacename

ipspacename is the | Pspace name that you want to create.

Example: You can create an ipspacel | Pspace on afiler using the
following command:

ipspace create ipspacel
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Managing IPspaces on a filer
Listing IPspaces on a filer

Listing IPspaces

70

Tolist al I1Pspaces and the interfaces that are assigned to each | Pspace, complete
the following step.

Step

Action

1

Enter the following command:

ipspace list

Example: If you enter the ipspace 1ist command on afiler that
has three nondefault | Pspaces, you see the following output:

Number of ipspaces configured: 4
default-ipspace

ipspacel

ipspace?

ipspace3l

(e3)
(e2d)
(e2c)
(el0 e2b sf vif)
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Managing IPspaces on a filer
Assigning an interface to an IPspace

Requirement for
assigning an
interface

Removing an IP
address from an
interface

The interface you assign from one I Pspace to another must not have an IP
address configured onit.

To remove an | P address from an interface, complete the following steps.

Step

Action

1

If...

Then...

Theinterfaceis currently
configured with an | P address
that belongsto avFiler ina
nondefault | Pspace

Remove the | P address configured
for the interface from the vFiler.

For more information about
removing an |P address from a
vFiler, see “ Changing resources for
avFiler” on page 24.

You are done.

Theinterface isin the default

| Pspace

Go to Step 2.
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Assigning an
interface to an
IPspace
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Step | Action

If... Then...

The interfaceis configured 1. Enter the following command

with an IP dlias to removethe IP dlias:
ifconfig interface -alias
address
interface is the name of the
interface.
addressisthe IP address
configured for the alias.

2. Goto Step 2.
The interfaceis not Go to Step 2.
configured with an IP dias
2 | Enter the following command to remove the | P address:

ifconfig interface 0.0.0.0

interface isthe name of the interface from which you want to remove

the IP address.

To assign an interface to an | Pspace, compl ete the following step.

Step

Action

1

Enter the following command:
ipspace assign ipspacename interface-name

ipspacename is the | Pspace name to which the interface will be
assigned.

interface-name is the name of the interface to be assigned.

You can assign only one interface at atime.
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Managing IPspaces on a filer
Destroying an IPspace

Destroying To destroy an IPspace, compl ete the following steps.
IPspaces

Step | Action

1 | Make sure that there are no network interfaces or vFiler units
associated with the | Pspace you want to destroy.

Read “Listing |Pspaces on afiler” on page 70 to identify any
interfaces associated with the | Pspace you want to destroy. Read
“Managing | Pspaces on afiler” on page 71 to assigh network
interfaces to another | Pspace.

Read “Displaying vFiler status’ on page 40 and “Destroying a

vFiler” on page 34 for procedures to identify any vFiler units
associated with the I Pspace and to destroy those vFiler units.

2 | Enter the following command:

ipspace destroy ipspacename

ipspacename is the | Pspace name to be destroyed.
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Creating a vFiler in a nondefault IPspace

Guidelines for When creating a vFiler in a nondefault 1Pspace, you need to meet the same

creating avFilerina prerequisitesand follow the same guidelines as you would when creating avFiler

nondefault IPspace inthe default IPspace. For more information about the prerequisites and
guidelines, see “Planning for vFiler creation” on page 13.

Creating a vFiler in To create avFiler in anondefault 1Pspace, compl ete the following steps.
a nondefault

IPspace Note : - :
You must follow these steps to configure | P addresses to be used by vFiler units

in nondefault |Pspaces. Make sure you use the -n option of the vfiler create
command, and do nhot use the setup command to specify | P addresses for
interfaces assigned to different |Pspaces. The setup command (which runs
automatically after veiler create unlessyou usethe -n option) does not allow
duplicate IP addresses even if they are for interfaces in different |Pspaces.

Step | Action

1 | To create an IPspace, complete the steps in “ Creating an | Pspace” on
page 69.
2 | Toassign an interface to be used by the vFiler in the newly created

I Pspace, complete the steps in “Assigning an interface to an | Pspace”
on page 71.

3 | To verify that each interface to be used by the vFiler isready to be
configured, complete the stepsin “ Ensuring that the network interface
isready” on page 17.
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Step

Action

4 | To create the vFiler, enter the following command:
vfiler create vfiler name -n -s ipspace -i ip address [ -i
ip address 1 ... path [ path ]
ipspace isthe | Pspace in which the vFiler | P addresses reside.
ip_addressisan IP address.
path is the complete path name to an existing volume or gtree. The
first path name is the storage unit that contains the /etc directory,
which contains the configuration information about the vFiler.
Example: Thefollowing command creates avFiler named vFilerlin
the | Pspace named ipspacel, using the | P address 123.123.123.123
and the /vol/vol1 volume as resources:
viiler create vfilerl -n -s ipspacel -i 123.123.123.123
/vol/voll

S | For each IP addressused by the
vFiler that is... Goto...
AnlIPdias Step 6.
A base |P address Step 7.

6 | Enter the following command to create the IP dlias:
ifconfig interface alias address
If the interface to which you are assigning the dliasis currently down,
go to Step 7. Otherwise go to Step 8.

7 | Usethe ifconfig command to configure the interface as Up with the

IP address you specified in Step 4.
Continue with Step 8.
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Step

Action

To modify the routing table for the vFiler, enter the following
command:

viiler run vfiler name route add destination

Example: The following example adds a route to the routing table
used by the vFiler named vFilerl:

viiler run vfilerl route add 123.123.123.124

For each interface used by the vFiler, add the following to the /etc/rc
file on the hosting filer:

¢ Anifconfig command to configure the interface as Up, with the
address specified in Step 4
¢ Theroute command you entered in Step 8

This configures the interfaces as Up, and enforces the route
commands, across reboots.

10

If the hosting filer is part of a cluster, edit the /etc/rc file on each
cluster partner to ensure that each interface the vFiler uses has a
partner interface defined for it.

Creating a vFiler in a nondefault IPspace




File Access Using NFS and CIFS 4

About this chapter This chapter provides information you need for preparing the vFiler for NFS and

CIFS.
Topics in this This chapter discusses the following topics:
chapter & “Accessing aVFiler’sfile system with CIFS and NFS’ on page 78

L 2
L 4
L 2

“How to specify path names for NFS exports or CIFS shares’ on page 79
“Preparing the vFiler for NFS” on page 80
“Preparing the vFiler for CIFS’ on page 81
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Accessing a vFiler’s file system with CIFS and NFS

Accessing a file
system with CIFS

Accessing a file
system with NFS

78

For CIFS clients, the root of the primary storage gtreeistheroot (“/) of a
vFiler'sfile system. If “/” isshared, a CIFS client mapping to it can browse all of
the vFiler's storage in asingle tree. NetApp calls this mechanism the vFiler's
“pseudo-root.”

In the example “ Sample vFiler” on page 5, the root of vFilerl'sfile systemis
/vol/volO/gtreel. If “/” is shared, CIFS clients can browse all of
/vol/volO/gtreeland /vol/vol 1.

Pseudo-root directories are not available to NFS clients. NFS clients must import
discrete storage units as they are defined on the hosting filer.

In the example “Sample vFiler” on page 5, NFS clients needing access to al of
vFilerl storage must import /vol/vol0/gtreel and /vol/vol 1 separately, and will
not see atree connecting them. But administrators of NFS clients can see alist of
al of the storage units owned by avFiler in the vFiler’s /etc/vfilerstorage file.
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How to specify path names for NFS exports or CIFS shares

Path names for NFS
exports and CIFS
shares

Example of a path
for an NFS export

Example of a path
for a CIFS share

When you specify a path to export to NFS clients or to share with CIFS clients,
use the complete path name.

Suppose a vFiler named vFilerl uses the /vol/vol 1 volume for storage. To export
the home directory at the root of this volume to the clients of vFilerl, use
/vol/vol/home in the /etc/exportsfile or in the export fs command.

Suppose a vFiler named vFilerl uses the hosting filer’s /vol/vol1 volume as its
primary storage. To share the entire volume, and all other storage owned by the
vFiler, inasingletree, specify “/” asthe share path. To offer the home directory
at the root of this volume as the home share, specify /home as the path name for
the home share. The vFiler mechanism that makes this possible is known as
“pseudo-root.” See“ Accessing avFiler'sfile system with CIFS and NFS’ on
page 78 for more information.
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Preparing the vFiler for NFS

When to use this
section

Starting the NFS
protocol

Exporting all file
systems in
/etc/exports
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If you use the default form of the vfiler create command, you are prompted
for NFS setup information as soon as the vFiler has been created. At the end of

the setup, NFSisrunning (if NFSislicensed on the physical filer). Use this
section only if you need to start NFS manually.

To start NFS, compl ete the following step.

Step

Action

1

Do one of the following:
¢ Fromthe vFiler, enter the following command:
nfs on
¢ From the hosting filer, enter the following command:

vfiler run vfiler name nfs on

Result: The NFS protocol server starts running on the vFiler.

To export all paths in the /etc/exports file, complete the following step.

Step

Action

1

Do one of thefollowing:

¢ From the vFiler, enter the following command:
exportfs -a

& From the hosting filer, enter the following command:
viiler run vfiler name exportfs -a

¢ FromavFiler client that is allowed to connect to the vFiler
through rsh, enter the following command:

rsh vfiler name exportfs -a

Preparing the vFiler for NFS




Preparing the vFiler for CIFS

Different methods
of CIFS
management

Tasks that can be
performed only on
the hosting filer

No per-vFiler limit
with CIFS

About local user
accounts for vFiler
units

From the hosting filer, you can usethe vfiler run command format to issue
cifs commands for vFiler units. From the vFiler units, you use User Manager or
Server Manager to manage user accounts and shares. The cifs command is not
available through rsh.

Server Manager does not perform al the functions of thefollowing cifs shares
-add and cifs shares -change commands. You can execute these commands
only from the vFiler command line (by means of thevfiler context command;
see “ Executing commands and setting options for avFiler” on page 42 for more
information) or from the hosting filer (by means of the vfiler run command):

cifs shares -add -forcegroup group name

cifs shares -add share name pathname -nosymlink strict security
cifs shares -add -widelink

cifs shares -add -novscan

cifs shares -add -novscanread

cifs shares -change share name { -forcegroup group name | -
noforcegroup }

cifs shares -change share name { -symlink strict security | -
nosymlink strict security }

cifs shares -change share name { -widelink | -nowidelink }
cifs shares -change share name { -vscan | -novscan }
cifs shares -change share name { -vscanread | -novscanread }

Data ONTAP does not limit the number of users, shares, open files, and locked
fileson a per-vFiler basis.

From the hosting filer, you can use the useradmin command to create local
accounts for CIFS users of each vFiler. Each vFiler supports up to 96 local user
accounts. The maximum number of vFiler user accounts per filer is 96 times the
maximum number of vFiler unitsfor that filer. (For information on the maximum
number of vFiler units for a particular filer, see “Adjusting the vFiler limit” on

page 28.)
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Disk Space Management Using Quotas 5

About this chapter This chapter describes how to restrict and track the disk space and number of
files used by auser, group, or gtree on avFiler.

Topics in this This chapter discusses the following topics:

chapter & “Understanding quotas’ on page 84

¢ “Turning quotas on and off” on page 85

¢ “How toresize quotas’ on page 88

¢ “Understanding the /etc/quotas file” on page 89

¢ “Displaying quota status’ on page 90

¢ “Understanding quota reports’ on page 91

¢ “Messages from exceeded quota thresholds and soft quotas’ on page 93
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Types of quotas
supported on a
vFiler

Who manages
guota
specifications?

For more
information
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You can apply the same types of quotas—user, group, and tree quotas—on a
vFiler asyou can on afiler.

The vFiler administrator specifies the size of each quotain the vFiler's
/etc/quotasfile. That is, the vFiler administrator tracks and limits the amount of
disk space and the number of files each user, group, or gtree uses.

Exception: If aqgtree owned by the vFiler resides on a volume owned by the
hosting filer, you, the hosting filer administrator, can also specify a quotafor the
gtreeinthe hosting filer's /etc/quotas file. The following example shows how the
tree quota on the hosting filer affects avFiler gtree:

Suppose the /vol/vol L/gtreel gtreeis astorage unit of the vFiler, and the /vol/vol 1
volumeis owned by the hosting filer.

In the /etc/quotas file of the vFiler, the vFiler administrator specifies that this
gtreeislimited to 20 GB of disk space. In the /etc/quotas file of the hosting filer,
you can specify the disk space limit for the gtree to be 10 GB. This meansthat if
guotas are turned on from the hosting filer for the /vol/vol1 volume, the gtree
cannot exceed the limit in either /etc/quotas file, whichever islower. In this
example, the gtree cannot exceed 10 GB.

The hosting filer administrator controls the usage of quotas on each volume that
thefiler owns using the quota allow volume and quota disallow volume
commands. Once the hosting filer administrator allows quotas, you can turn
guotas on or off on the vFiler units using the quota on volume and quota off
volume commands, respectively.

For detailed information about quotas, see the Data ONTAP Storage
Management Guide.

Understanding quotas



Turning quotas on and off

What happens to
quotas when you
create a vFiler

Prerequisite for
turning quotas on
and off

Effects of
disallowing quotas

When you create avFiler, quotas are automatically turned off, on both the hosting
filer and the new vFiler, for al the volumes you assign to the new vFiler, and for
al volumes from which you assign gtrees to the new vFiler. (Quotas are al'so
turned off for volumes that you move from one vFiler to another.)

Example of assigning a gtree to a new vFiler: If quotas have been turned
on for the volume /vol/vol 1 on the hosting filer vFilerO, and you then assign a
gtree in that volume, /vol/vol 1/gtreel, to a different vFiler, vFilerl, then the
following occurs:

¢ Quotas are turned off for the entire volume /vol/vol 1on vFilerQ.

& Turning quotas on again for /vol/vol1 on vFilerO reapplies quotas for
Ivol/voll as specified in vFilerQ's/etc/quotasfile, except that user and group
guotas no longer apply to gtreel. But any specified gtree quota does apply.

¢ If you now apply user, group, and gtree quotas to /vol/vol /gtreel on

vFilerl, these quotas will be enforced along with any gtree quota set from
vFilerO (the more restrictive gtree quota takes precedence).

On ahosting filer licensed for vFiler units, the hosting filer administrator must
alow quotas for a volume before you can turn quotas on and off for the volume.
By default, quotas are allowed on all volumes.

Only hosting filer administrators can allow or disallow quotas for avolume.

Disallowing quotas on a volume has these effects on all vFiler units that have
storage units in the volume:

¢ If quotas are currently turned off, you or the vFiler administrator are
prevented from turning quotas on for that volume.

¢ |f quotas are currently turned on, they are turned off immediately and are
prevented from being turned back on.
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disallowing quotas
for avolume

How turning quotas
on and off affects a
vFiler

Who can turn
guotas on and off?
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To alow or disallow quotas for a volume, complete the following step.

Step | Action

1 | Enter the following command:

quota allow | disallow volume

Result: After you enter the quota allowcommand, you canturnon
quotas for the specified volume from a vFiler.

After you enter the quota disallow command, vFiler unitsare
prevented from turning quotas on for the specified volume. If any
vFiler units currently have quotas turned on for the volume, quotas

are turned off immediately for those vFiler units.

Turning quotas on using the quota on volume command activates quotas on the
specified volume based on the contents of /etc/quotas. Changes made to
/etc/quotas do not take effect the next time the quota on Or quota resize
command is executed.

Turning quotas off using the quota off volume command deactivatesthe
specified volume.

You can turn quotas on and off on a per-volume basis for a vFiler. After you turn
quotas on for a particular volume, Data ONTAP initializes quotas for the storage
units residing on the volume, which are owned by the vFiler. Quota on or off
states are persistent and stay set after reboots.

Hosting filer administrators and vFiler administrators can turn quotas on and off
for avolume aslong as they own some storage space in the volume. For example,
from the hosting filer, you can turn quotas on for the /vol/vol1 volume if vFilerO,
which is the hosting filer, owns some storage space in the volume.

You can turn quotas on and off for avolume from a vFiler regardless of how the
quota status for that volume is set from other vFiler units, including vFilerO. For
example, if vFilerl ownsthe /vol/vol 1/qtreel gtree and the hosting filer ownsthe
rest of the /vol/vol1 volume, you can turn quotas on and off from vFilerl for the
volume regardless of whether the hosting filer has quotas on or off for the same
volume.
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Turning quotas on To turn quotas on or off for a volume from avFiler, complete the following step.

or off from a vFiler

Step | Action

1| If you managethe
vFiler from...

Then...

The hosting filer

Enter the following command:

vfiler run vfilertemplate quota on |
off volume

The vFiler Enter the following command through an
rsh connection to the vFiler:
quota on | off volume
For more For more information about modifying and turning quotas on and off, see the
information Data ONTAP Sorage Management Guide.
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How to resize quotas

Method to resize
guotas

Which gquota
records are
adjusted?
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You resize quotas on the vFiler in the same way that you resize quotas on afiler.

When you enter the quota resize command from avFiler to resize quotas for a
volume, only the quota records for the vFiler are adjusted.

If the vFiler consists of gtrees, you can resize the quotas for this volume without
turning quotas off and on for the entire volume.

For more information about resizing quotas, see the Data ONTAP Storage
Management Guide.
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Understanding the /etc/quotas file

Format of the
/etc/quotas file

Where user and
group quotas take
effect

The format of the /etc/quotas file for avFiler isthe same format asfor afiler. All
path names in the file are compl ete path names.

For each user or group quota, you can specify in the Type field the gtree or
volume in which the quota takes effect. You can specify only gtrees and volumes
that are owned by the vFiler.

If you omit the path name in the Type field, the quota takes effect in thefiler’s
root volume when quotas are turned on for the root volume.

Recommendation: A vFiler administrator should specify a path name in the
Type field even though the quotais for auser or group in the filer’sroot volume.
This ensures that the quota remains applicable even after you change the root
volumeto a different volume.
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Displaying quota status

Volumes for which
you can display
guota status

Displaying quota
status

90

You can display quota status for any volume on which your vFiler owns storage

space.

To display quota status, complete the following steps.

Step

Action

1

If you managethevFiler
from...

Then...

The hosting filer

Enter the following command:

vfiler run vfilertemplate quota

The vFiler

Enter the following command through
an rsh connection to the vFiler:

quota

Result: The command displays quota status information about all
volumes in which the vFiler owns storage space. The following
messages are sample messages in the command output:

vol0: quotas are on.
voll: quotas are off.

vol2: quotas are disabled.
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Understanding quota reports

About quotareports
for a vFiler

About quotareports
for the hosting filer

How the filer’s tree
guota affects the
vFiler's quota report

A quota report contains information for the vFiler from which you enter the
quota report command.

Example: The/vol/vol1 volume contains two gtrees, one owned by vFilerl and
the other owned by vFiler2. When you display the quota report for vFilerl, only
the quota information pertaining to vFilerl is shown. No information about the
gtrees owned by vFiler2 or the hosting filer isincluded in the quota report.

When you display a quotareport for a hosting filer, it shows

¢ Thedisk space and the number of files owned by the quota targetsin
volumes and qgtrees that do not belong to vFiler units other than vFilerO.

¢ Thedisk space and the number of filesin gtrees owned by other vFiler units
but that are restricted by tree quotas specified in the filer’'s /etc/quotas file.
Information about users and groups in these gtrees, however, is not shown.

The K-Bytes and Files fieldsinclude the limits for disk space and number of files
in agtree. However, if agtree owned by a vFiler isrestricted by the tree quota
specified in thefiler’s /etc/quotasfile, the K-Bytes and Filesfieldsin the vFiler’s
quota report might not reflect the limits that are in effect for these reasons:

¢ If the vFiler does not impose atree quota on the gtree, the quota report does
not include an entry for the gtree, although the gtree is restricted by the tree
quota imposed by the filer.

¢ |f thevFiler imposes atree quotaon the gtree, the K-Bytesand Filesfieldsin
the quota report reflect the limits specified in the vFiler’s /etc/quotas file,
although the gtreeis restricted by the tree quotaimposed by the filer.

Example: The/vol/voll/qtreel gtree is owned by vFilerl. Suppose thefiler’'s
/etc/quotas file specifies that this gtree can use up to 100 GB of disk space, and
the vFiler's /etc/quotas file specifies that this gtree can use up to 150 GB of disk
space. When you display a quota report for vFilerl, the entry for gtreel shows
that the maximum amount of disk space allowed is 150 GB, even though gtreel
isactually limited by the more restrictive quota, which is 100 GB.
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report
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The quota report command syntax for avFiler isthe same as the syntax for a
filer, except that it also takes the -v argument. If you use the quota report -v
command, the report displays the vFiler name before the Quota Specifier field.
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Messages from exceeded quota thresholds and soft quotas

Where quota If aquota threshold or soft quota defined on a vFiler is exceeded, awarning
warning messages message is logged to the filer console.

are sent

Example of the Thefollowing exampleisawarning message generated when aquotathresholdis
warning message exceeded:

[vfilerl@quota.softlimit.exceeded:notice] : Threshold exceeded for
tree 3 on volume voll for vfiler “vfilerl”
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Disaster Recovery and Data Migration 6

About this chapter This chapter covers two distinct but similar sets of tasks:

*

L 4

Note

Preparing a disaster-recovery or abackup vFiler and activating it if a disaster
OCCurs.

Moving avFiler (for example, if you are replacing an old filer with a new
one) either by copying data from one physical filer to another or by using
SnapMover® vFiler migration between clustered nodes.

Moving avFiler is sometimes called “migration.”

The procedures in this chapter do not cover migrating or replicating the hosting
filer, vFilerO. The underlying vfiler migrate and vfiler dr commands do not
operate on vFilerQ.

Topics in this This chapter covers the following topics:

chapter .

L 2
L 4
L 2
L 4

“Understanding disaster recovery and data migration” on page 96
“Preparing the destination filer” on page 97

“ Storage and network checklists” on page 108

“How to create, activate, or delete a disaster-recovery vFiler” on page 111
“How to move (migrate) avFiler” on page 126
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Understanding disaster recovery and data migration

Similarities between
disaster recovery
and data migration

Differences
between disaster-
recovery and data
migration

96

Although the reasons for preparing a disaster-recovery vFiler are quite different
from the reasons for moving (migrating) a vFiler, many of the tasks involved are
similar. In both cases, you need to take inventory of the source vFiler and make
sure the destination filer has the storage capacity and characteristics, and the
network connectivity, to host anidentical copy of the original vFiler. Then, in
both cases, you use a small set of vFiler commands to actually create the new
vFiler, populate it with the original vFiler's data, and prepare its connections to
the network.

What the procedures do and do not cover: In both cases, the procedures
that follow help you not only to move or copy the data (using the SnapMirror
technology), but also to configure all of the networking needed to serve the data.
But they do not cover adjustments on the client side (for example, mounts onto a
Solaris or Windows host). You will need to work closely with the administrators
of those systems and with your network administrator to make those adjustments.

Note
A SnapMirror licenseis required on both the source and destination filers.

After the new vFiler has been created, the states of the source and destination
vFiler units depend on how you will use the new vFiler.

¢ |If you are preparing a disaster-recovery vFiler:

Theoriginal (source) vFiler remainsintact and continuesto serve datato
its clients.

% Thenew (destination) vFiler isinactive, and its |P addresses remain
unconfigured, until you activateit in the case of a disaster that destroys
or incapacitates the original vFiler.

¢ If you are moving (migrating) avFiler:
% Theoriginal (source) vFiler is destroyed after the migration is complete.

2
<

«

» The new (destination) vFiler becomes active and begins serving data as
soon as the migration is complete.
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Preparing the destination filer

When to use this Before moving (migrating) a vFiler or setting up a disaster-recovery vFiler, you

section must perform the checks, and the accompanying actions if necessary, listed in

“ Storage checks and actions” and “Network checks and actions’ in this section.

Storage checks and  Photocopy the worksheet “ Storage and network checklists’ on page 108 and fill
actions out the storage items as you go along.

Note

The storage checks are not necessary if you are going to use SnapMover vFiler
migration to migrate the vFiler.

Step

Action

1

Check that the destination filer has enough storage space to hold
the source vFiler’'s volumes.

Onthe sourcefiler, usethevfiler status -r command to see
what volumes the vFiler is using. Then use the af command on
each of those volumesto check how much spaceisbeing used. The
destination volumes must have at |east that much free space; run df
on the destination filer to check.

Fill in the df results on the worksheet.

Note

If the source and destination filers use different-sized disks and
have different block sizes, adjust the df numbers accordingly.
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Step | Action
2 | If... Then...
There is enough space on the Continue with Step 3.
destination volumes
There is not enough space a. If necessary, install new disk
shelves.
b. Usethe aggr add command
to add new disks to the
destination volumes.
3 | Check to seeif the destination filer has the same volume structure
as the source.
The volumes to be used by the destination vFiler must have the
same path names as those used by the source vFiler.
41 1f... Then...

The destination filer has
volumes whose path names
match those used by the source
vFiler

Continue with Step 5.

The destination filer does not
have matching volume path
names

Usetheaggr create command
onthedestination filer to create
volumes whose names match
those being used by the source
vFiler, or use aggr rename to
rename avolume.

Check to see if there are gtrees in the destination volumes whose
names match those of gtreesin the source volumes.

The migration process uses SnapMirror, which will replicate gtree
names from the source to the destination volume, so these names
should not already exist on the destination.
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Step | Action

6| If... Then...
There are gtreesin the Delete the matching gtreesin
destination volumes whose the destination volumes.

names match those of gtreesin

To remove a gtree, delete it
the source volumes

from aclient as you would a
directory or folder.

There are no matching gtree Continue with Step 7.
names in the destination
volumes

7 | Check to seeif quotas are being enforced from the hosting filer.

Quotas enforced from the vFiler will be copied to the new vFiler,
but quotas enforced from the hosting filer will not.

To see where quotas are being enforced from, use the hosting filer
to enter the following command:

quota report

8 | If... Then...
The output of the quota a. Print out a copy of thefiler's
report command shows that quotafile: /vol/volO/etc/quotas.

quotas for gtrees used by the
vFiler are being enforced from
the hosting filer

b. Copy therelevant entriesinto
the destination filer's
/vol/volO/etc/quotas file.

No quotas for gtrees used by Continue with Step 9.
the vFiler are being enforced
from the hosting filer

9 | Continue with “Network checks and actions’ on page 100.
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Network checksand  Photocopy the worksheet “ Storage and network checklists” on page 108 and fill
actions out the networking items as you go along.

Step | Action

1 | Check to seeif the destination vFiler can take over the source
vFiler's IP addresses.

Use the command ifconfig -a on the source vFiler and on the
destination filer to display information about al their network
interfaces.

You can reuse the source | P addresses and aliases on the
destination vFiler if the destination vFiler will be on the same
subnet as the source vFiler.
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Step

Action

If...

Then...

The source and destination
filers are on the same subnet

Note

Thisisthe default case assumed
by thevfiler migrate
command.

Continue with Step 3.

They are on different subnets

a. Obtain as many new IP
addresses for the destination
vFiler asarein use on the
source VFiler.

Note

You might need to replicate
subnet-separation arrangements
that exist on the source vFiler.
For example, the source vFiler
might use one IP address for a
service network and another for
an administration network.

b. Make a note of the new IP
addresses on the worksheet.
Thevfiler dr configure
command will prompt you for
these addresses; see “ Creating
the disaster-recovery vFiler” on
page 112.

Thevfiler migrate command
will also prompt you for these
addresses, but you might then
need to run setup on the
destination vFiler. See “If you
have moved the vFiler to a
different subnet or Windows
domain” on page 131.
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Step | Action

3 | Check whether the source vFiler uses the default 1Pspace.

Use the command ipspace list on the source vFiler to display
information about | Pspaces and the interfaces assigned to them.
For more information about | Pspaces, see Chapter 3, “Using vFiler
unitsin Different | Pspaces,” on page 59.

41 1f... Then...

ipspace list reports Continue with Step 5.

default-ipspace

ipspace list reports a. Use the command ipspace

something other than default- | create ipspacename tO create

ipspace a corresponding | Pspace with
the same name on the
destination filer.

b. Use the command ipspace
assign ipspacename
interfacename t0 assign
physical interfacesto the

| Pspace. These interfaces must
all be attached to the same
physical network.

5 | Check to seeif the destination vFiler will have access to the same
NIS servers as the source.

Note
You can skip this check if the source and destination vFiler units
are on the same subnet.

Usethe command nis info on the source vFiler to see what NIS
serversare availableto it. (Tip: The ypwhich command shows
which server thefiler is currently bound to.)
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Step

Action

If...

Then...

The destination vFiler can use
the same NIS servers as the
source VFiler

Note

Thisisthe default case assumed
by thevfiler migrate
command.

Continue with Step 7.

The destination vFiler cannot
use same NI S servers

a. Find out which NIS servers
are available to the destination
filer.

b. Make a note of the IP
addresses of those serverson
the worksheet.

Thevfiler dr configure
command will prompt you for
these addresses; see “ Creating
the disaster-recovery vFiler” on
page 112.

Thevfiler migrate command
will not prompt you for these
addresses. If you move avFiler
to adifferent subnet, you might
need to run setup on the
destination vFiler. See“If you
have moved the vFiler to a
different subnet or Windows
domain” on page 131.
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Step | Action

7 | Check to seeif the destination vFiler will have access to the same
DNS servers as the source.

Note
You can skip this check if the source and destination vFiler units
are on the same subnet.

Use the command dns info on the source vFiler to see what DNS
servers are availableto it.
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Step

Action

If...

Then...

The destination vFiler can use
the same DNS servers as the
source VFiler

Note

Thisisthe default case assumed
by thevfiler migrate
command.

Continue with Step 9.

The destination vFiler cannot
use the same DNS servers

a. Find out which DNS servers
are available to the destination
filer.

b. Make a note of the IP
addresses of those serverson
the worksheet.

Thevfiler dr configure
command will prompt you for
these addresses; see “ Creating
the disaster-recovery vFiler” on
page 112.

Thevfiler migrate command
will not prompt you for these
addresses. If you move avFiler
to adifferent subnet, you might
need to run setup on the
destination vFiler. See“If you
have moved the vFiler to a
different subnet or Windows
domain” on page 131.

Check to see if the destination vFiler will have access to the same
WINS servers and the same Windows security network as the

source.
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Step | Action

10| 11... Then...

The destination vFiler can use Continue with Step 11.
the same WINS servers and
Windows security network as
the source vFiler

The destination vFiler cannot a. Find out the name and type
usethe sasme WINS serversand | (Windows NT 4 or Windows
Windows security network 2000) of the domain the
destination vFiler will bein.

b. Make a note of this
information on the worksheet.

When you activate the disaster-
recovery vFiler, you will need
to configure it into the new
domain. See “Activating the
disaster-recovery vFiler” on
page 115.

If you move avFiler into a
different domain, you will need
to configure it into the new
domain. See “If you have
moved the vFiler to a different
subnet or Windows domain” on
page 131.

11 | Check to seeif the destination vFiler can use the same trusted host
for vFiler administration as the source vFiler.
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Step

Action

12

If...

Then...

The destination vFiler can use
the same trusted host as the
source VFiler

You are done.

The destination vFiler cannot
use the same trusted host

a. Find out the name of the new
trusted host.

b. Make a note of this
information on the worksheet.

You will need to configure the
new trusted-host information
after configuring the disaster-
recovery vFiler, or after moving
the vFiler. See “ Creating the
disaster-recovery vFiler” on
page 112 or “If you have moved
the vFiler to a different subnet
or Windows domain” on

page 131.
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Storage and network checklists

How to use these
checklists
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It'sagood ideato photocopy the checklists on this page and the next page and fill
them out as you go through the checks described earlier in this section.

STORAGE CHECKLIST:

How much disk space is used on the source filer’s volumes? (See Step 1 of the
“ Storage checks and actions’ on page 97.)

df of source filer’s volumes:

How much disk space is free on the destination filer’s volumes? (See Step 1 of
the“ Storage checks and actions’ on page 97.)

df of destination filer’s volumes:

Have you added enough disks to the destination volumes, if necessary? (See Step
2 of the “ Storage checks and actions’.)

Do the path names of the source and destination volumes match? (See Step 4 of
the“ Storage checks and actions’.)

If you are managing qgtree-based vFiler units, do any destination volume gtree
names match those on the source volume? (See Step 6 of the * Storage checks and
actions”.)

Have you copied filer-based quotainformation from the source to the destination
filer's/etc/quotasfile, if necessary? (See Step 8 of the “ Storage checks and
actions”.)

Storage and network checklists



NETWORK CHECKLIST:

Are there enough IP addresses avail able for the vFiler on the destination
network? (See Step 2 of the “Network checks and actions’ on page 100.)

old interface: new interface:
old interface: new interface:
old interface: new interface:
old interface: new interface:
Note

Check syntax carefully; interface names are case-sensitive.

Have you created the number of non-default | Pspaces, if any are required? (See
Step 4 of the “Network checks and actions” on page 100.)

Have you gathered all the authority servers? (See Step 5 through Step 10 of the
“Network checks and actions’.)

old NIS domain: new NIS domain:
old NIS IP addr: new NISIP addr:
old NIS IP addr: new NISIP addr:
old DNS domain: new DNS domain:
old DNSIP addr: new DNS |P addr:
old DNSIP addr: new DNS IP addr:
old DNS P addr: new DNS IP addr:
old WINS IP addr: new WINS IP addr:
old WINS IP addr: new WINS IP addr:

old NT domaintype: NT4 W2K

old domain name (FQDN and NetBIOS):

new NT domaintype: NT4  W2K
new domain name (FQDN and NetBIOS):
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What to do next

110

Can you use the same trusted host for vFiler administration? (See Step 12 of the
“Network checks and actions”.)

old trusted host name: new trusted host name:

When you have finished the preparation by following the checklists listed in the
previous sections, you are ready to create the destination vFiler.

¢ If you are preparing a disaster-recovery vFiler, follow the directions under
“How to create, activate, or delete a disaster-recovery vFiler” on page 111.

In this case the original vFiler remainsintact and running.

¢ If you are moving avFiler from one physical filer to another, follow the
directions under “How to move (migrate) a vFiler” on page 126.

Inthiscase, theoriginal vFiler is destroyed after it has been replicated on the
destination filer.
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How to create, activate, or delete a disaster-recovery vFiler

When to use this
section

What to do

Use the procedures listed in this section if you want to create a backup copy of a
vFiler (both the data and the vFiler configuration) for disaster-recovery purposes.

The procedures assume that the original vFiler will remain intact and running
unless adisaster putsit out of action. If you want to destroy the original vFiler
after the new vFiler is up and running, follow the procedures listed under “How
to move (migrate) avFiler” on page 127 instead.

Before a disaster: To create a disaster-recovery vFiler, follow this process.

Stage | Description

1 | Qualify and prepare the destination filer.

Perform the checks listed in “ Preparing the destination filer” on
page 97.

2 | Createthe disaster-recovery vFiler.

See “ Creating the disaster-recovery vFiler” on page 112.

After a disaster: After adisaster has occurred, and the original vFiler is
destroyed, incapacitated, or unreachable, follow this process.

Stage | Description

1 | Activate the disaster-recovery vFiler.
See “Activating the disaster-recovery vFiler” on page 115.

2 | Toreactivate the original vFiler after the damage caused by the
disaster has been repaired, see “ Reactivating the origina vFiler” on
page 118.

Deleting a disaster-recovery vFiler: To delete a disaster-recovery vFiler,
follow the process described in “ Deleting the disaster-recovery vFiler” on
page 117.
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How to create and activate a disaster-recovery vFiler
Creating the disaster-recovery vFiler

Before you start

Creating the vFiler

112

Before you begin creating the disaster-recovery vFiler, make sure the following

aretrue

¢ You have performed al the preparation steps listed under “ Storage checks
and actions” on page 97 and “Network checks and actions” on page 100.

¢ SnapMirror islicensed and enabled on both the source and the destination
filer.

¢ The source and destination filers can communicate with each other over the
network (for example, by means of DNS lookup or entries in /etc/hosts).

¢ The destination volumes are online.

¢ You know the sourcefiler’'s administrative ID and password.

To create the disaster-recovery vFiler, perform the following steps.

Step | Action

1 | Onthedestination filer, enter the following command:

vfiler dr configure source vfiler@source filer

Note
If you want to set up synchronous snapmirroring between the
source and destination filers, use the -s option of thevfiler dr
configure command. For more information about the -s option,
see the na_vfiler man page.

2 | Respond to the login prompt with avalid administrative ID and
password for the sourcefiler.

3 | Respond to the IP address and binding prompts, using the
addresses you entered on the “new interface” lines on the
worksheet under “NETWORK CHECKLIST” on page 109.

4 | Respond to the NIS and DNS server prompts, using the addresses
you entered under “New NIS addr” and “New DNS addr” on the
worksheet under “NETWORK CHECKLIST” on page 109.
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Step

Action

Monitor progress using the following command:

viiler dr status source vfiler@source filer

Note

Thevfiler dr configure command might take sometimeto
complete, especially if a source gtree has many millions of inodes.

Whenthevfiler dr status command reportsall the storage units
of the source vFiler as snapmirrored, proceed to the next step.

Note

The disaster-recovery vFiler now exists, but has not been started.
See “What the vfiler dr configure command does’ on page 114 for
more information.

If you copied quotainformation into the destination filer’s
[etc/quotas (see Step 8 of “Preparing the destination filer” earlier in
this chapter), activate the quotas on that filer. For each volume you
are activating quotas on, use the following command:

quota on volume name

Edit the disaster-recovery vFiler’s /etc/hosts.equiv file, adding the
name of the trusted host for administering the disaster-recovery
vFiler. (Thisisthe host name you entered on the worksheet under
“NETWORK CHECKLIST” on page 109 as “new trusted host.”)

Note

If the trusted host is a Windows system, or if it isa UNIX system
and the trusted user is not the root user, you need to add the user
name as well; for example, adminhost joe smith.

Add the path to the root volume and the name of the trusted host to
the disaster-recovery vFiler’'s /etc/exportsfile.

Example: /vol/volo access=adminhost, root=adminhost
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Step | Action

9 | If thevFiler's storage units contain iSCSI LUNS, reconfigure
iSCSI authentication.

See the Data ONTAP Block Access Management Guide for iSCS
for instructions.

Thevfiler dr configure command does the following:

L 2
L 4

Checks that the destination filer is capable of receiving the source data.
Configures and runs SnapMirror to copy the data from the source to the
destination vFiler.

% 1SCSI LUNSs (including the LUN maps) are copied from the source
vFiler to the destination vFiler.

< Initiator groups (igroups) and theiSCSI configuration, including node
names and the iSCSI service state, are also copied to the destination
vFiler.

% 1SCS| authentication is not copied to the destination vFiler.

Saves the | P configuration information you supply (see Step 3 under

“Creating the vFiler” on page 112).

Saves the NIS and DNS server information you supply (see Step 4 under
“Creating the vFiler” on page 112).

Saves the quotainformation from the source vFiler’'s /etc/quotas file.
Creates a special type of vFiler, known as a DR backup vFiler, on the
destination filer.

ThisvFiler is stopped and cannot be started except as described under
“Activating the disaster-recovery vFiler” on page 115. Before activation, the
vFiler will respond only tothe vfiler status, vfiler dr delete, and
vfiler dr configure cOmmands. You cannot useifconfigtoconfigureits
addresses.
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How to create and activate a disaster-recovery vFiler
Activating the disaster-recovery vFiler

Activating the vFiler To activate the vFiler in the event of a disaster, perform the following steps.

Step

Action

On the destination filer, enter the following command:

viiler dr activate source vfiler@source filer

To change the name of the Windows domain controller, use the
cifs prefdc command.

To change the Windows WINS server, run cifs setup.

Note

If the Windows domain has changed, you might need to change the
permissions on the Windows data files to allow your users the
same access they had in the old domain.

Make adjustments on the clients, such as remounting volumes and
gtrees.

Note

Activating the vFiler in the event of a disaster can cause the /etc/hosts.equiv file
to be overwritten. If you specified a different set of DNS or NIS serversfor the
DR location as part of vfiler dr configure command, the existing
letc/hosts.equiv file is overwritten, and the old file is copied to
letc/hosts.equiv.bak. Copy the /etc/hosts.equiv.bak file to /etc/hosts.equiv after
enteringthe vfiler dr activate command.

What activation The vfiler dr activate command does the following:
does & Breaksthe SnapMirror relationships between the source and destination
filers.

¢ Convertsthe vFiler into an ordinary vFiler that can be started and that
responds to all the commands vFiler units support.

¢ BringsLUNsonline.
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¢ Configures IP bindings on the destination vFiler according to the
information you provided to the vfiler dr configure command, adding
the destination 1P information to the destination /etc/rc file. (Any IP
information that pertains only to the source vFiler isremoved from the
destination /etc/rc file))

¢ Configuresthe NIS and DNS servers according to the information you
provided tothevfiler dr configure command.

¢ Configures any quotainformation saved by the vfiler dr configure
command.
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Deleting the disaster-recovery vFiler

Deleting the vFiler

To delete a disaster-recovery vFiler at any time after a disaster-recovery vFiler
has been set up, complete the following step.

Step | Action

1 | Onthe destination filer, enter the following command:

vfiler dr delete source vfiler@source filer

Before removing the disaster-recovery vFiler, theviiler dr delete command
also removes al SnapMirror relationships, and any other configuration
information related to the disaster-recovery vFiler, from the source vFiler.

If any errors are detected in SnapMirror relationships, the deletion of the vFiler is
aborted. To ignore SnapMirror errors and remove the disaster-recovery vFiler,
you can use the -f option available inthe vfiler dr delete command.

For example, to remove a disaster-recovery vFiler on the destination filer Filer2
created for avFiler vfilerl on source filer Filerl inspite of SnapMirror errors,
enter the following command:

Filer2> vfiler dr delete -f vfilerlefilerl
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Reactivating the original vFiler

When to use this
section

Unsupported
platforms

Ways to reactivate
the original vFiler
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Use this section when you want to bring the original vFiler back online after
repairing or replacing the original filer following a disaster.

How you do this depends on whether you have recovered the original filer, or are

bringing up a new filer as a replacement.

¢ If you have recovered the origina filer, follow the instructions under “Ways
to reactivate the original vFiler” on page 118.

& If you are bringing up areplacement filer, follow directions under
“Recreating the vFiler on areplacement filer” on page 123.

You cannot reactivate the original vFiler after atemporary failure on the F87
platform.

There are two ways to reactivate the original vFiler:

¢ |f thefiler was not damaged but suffered only atemporary failure, and you
are comfortable using SnapMirror commands, follow the procedure
“Reactivating the vFiler using SnapMirror commands’ on page 119.

This method is alittle more complicated but involves | ess data movement.

¢ |f thefiler was severely damaged, or you are not comfortable using
SnapMirror commands, follow the procedure “Reactivating the vFiler using
vFiler dr commands’ on page 122.

This method is less complicated but involves more data movement.
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Reactivating the vFiler using SnapMirror commands: To reactivate the
original vFiler on the original filer, perform the following steps.

Step

Action

1

Boot the origina filer and interrupt the boot process by pressing the
Del or Esc key while the memory self-test isin progress.

Note
If you don't pressthe Del or Esc key in time, you can press Ctrl-C
when prompted later during the boot; then choose option 5
(maintenance mode); then enter halt.

At the ok prompt, set theno-vfiler-ips? variable asfollows:
setenv no-vfiler-ips? true

This ensures that the filer does not try to bind IP addresses already
being used by the disaster-recovery vFiler. When the filer boots, the
origina vFiler starts running, but it does not accept any read or write
requests because its interfaces are unconfigured.

Resynchronize the mirrored volumes and gtrees.

For each volume and gtree owned by the origina vFiler, enter the
following command on the original filer (the one you are trying to
activate):

snapmirror resync -S disaster recovery filer:/pathname
original filer:/pathname

Example:

snapmirror resync -S drfiler:/vol/vfilerl/qtreel
prfiler:/vol/vfilerl/gtree

Troubleshooting: If the snapmirror resync command fails,
telling you that there are no matching snapshots, you have probably
accidentally deleted the snapshots that SnapMirror depends on. In
this case you need to initialize SnapMirror using the snapmirror
initialize command (see the na_snapmirror man page for details).
Then continue with the next step of this procedure, but skip Step 7
when you get there.
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Step

Action

4 | Find out if the snapmirror.access option on the disaster-recovery
filer is set to 1egacy. Enter the following command on the disaster-
recovery filer:
options snapmirror

S If.. Then...

Theoptions snapmirror Edit thefile
command returns [etc/snapmirror.alow and add
snapmirror.access legacy the host name of the original
filer if it is not already there.
The options snapmirror Usetheoptions snapmirror
command returns alist of host command to add the host name
names, and the name of the of the original filer.
origind filerisnotinthelist
Example:
options snapmirror.access
host=fridge, toaster,prfiler

6 | Run setup on the disaster-recovery vFiler and unconfigure its IP
addresses.

7 | Update the data on the original vFiler.

For each volume and gtree owned by the origina vFiler, enter the
following command on the original filer:

snapmirror update -S disaster recovery filer:/pathname
original filer:/pathname

Example:

snapmirror update -S drfiler:/vol/vfilerl/qtreel
prfiler:/vol/vfilerl/qgtreel
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Step

Action

Stop SnapMirror transfers to the disaster-recovery vFiler.

For each volume and gtree owned by the origina vFiler, enter the
following command on the original filer:

snapmirror quiesce pathname

Example:
snapmirror quiesce /vol/vfilerl/gtreel
Note

This operation can take along time. Use Ctrl-C to interrupt it if you
need to.

Check that all the paths are quiesced:

snapmirror status

The status column in the output should show each path as Quiesced.

10

Break the SnapMirror relationship.

For each volume and gtree owned by the origina vFiler, enter the
following command on the original filer:

snapmirror break pathname

Example:

snapmirror break /vol/vfilerl/qgtreel

n

On the original vFiler, run setup to configure the vFiler's P
addresses and configure the NIS and DNS servers.

12

If the storage unitsthat have been copied contain iSCSI LUNS, check
that the iSCSI configuration on the original vFiler isintact and still
makes sense.

You might need to remap the LUNSs and re-create initiator groups
(igroups).

13

If the storage units that have been copied contain iSCSI LUNS, bring
the LUNs back online on the original vFiler.
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Step | Action

14 | Destroy the disaster-recovery vFiler. On the disaster-recovery filer,
enter the following command:

vfiler destroy vfilername
Vfilername is the name of the disaster-recovery vFiler.

You are done reactivating the original filer. To ensure that you have a
disaster recovery VFiler available for the vFiler on the reactivated
origind filer, go to the next step.

15 | Recreate the disaster-recovery vFiler.

From the disaster-recovery filer, perform the procedure “ Creating the
disaster-recovery vFiler” on page 112.

You are done.

Reactivating the vFiler using vFiler dr commands: To reactivate the
original vFiler on the original filer, perform the following steps.

Step | Action

1 | Boot the origina filer and interrupt the boot process by pressing
the Del or Esc key while the memory self-test isin progress.

Note
If you don’t press the Del or Esc key in time, you can press Ctrl-C
when prompted later during the boot; then choose option 5
(maintenance mode); then enter halt.

2 | Atthe ok prompt, set theno-vfiler-ips? variable asfollows:
setenv no-vfiler-ips? true

This ensures that the filer does not try to bind | P addresses already
being used by the disaster-recovery vFiler.

3 | Atthe ok prompt, enter boot.
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Recreating the
vFiler on a
replacement filer

Creating a

replacement vFiler
on the original filer
or its replacement

Step | Action

4 | Destroy the original vFiler. Enter the following command on the
original filer:

vfiler destroy vfilername

vfilername is the name of the original vFiler.

5 | Follow the procedure for “ Creating a replacement vFiler on the
original filer or its replacement” on page 123.

To recreate the original vFiler on areplacement filer, perform the following steps.

Step | Action

1 | Boot the replacement filer.

2 | Follow the procedure for “ Creating a replacement vFiler on the

original filer or its replacement” on page 123.

Follow these stepsto create areplacement vFiler on the original (production) filer
or its replacement. Perform this procedure only after completing the preparatory
stepsin “Recreating the vFiler on areplacement filer” on page 123, or in
“Reactivating the vFiler using vFiler dr commands’ on page 122.

Step | Action

1 | Prepare the new vFiler:

Perform the preparation steps in “ Preparing the destination filer” on
page 97.

Note
Remember that you are performing these checksto inventory the
resources of the original filer or its replacement.
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Step

Action

Recreate the disaster-recovery vFiler.

From the original filer or its replacement, perform the procedure
“Creating the disaster-recovery vFiler” on page 112.

Create the new vFiler, following directions under “Creating the
vFiler” on page 112.

Note
Perform those steps on the original filer or its replacement.

After performing those steps, you have a production vFiler and a
backup vFiler, as you did before the disaster, but their roles are
reversed: The vFiler you have just created is now the backup, and
what was originally the disaster-recovery vFiler is still managing the
live data. This might or might not suit your needs.

¢ If you want to put things back the way they were before the
disaster, continue with the next step.

¢ If you don't care about the roles of the two vFiler units, you are
done.

Run setup on the disaster-recovery vFiler and unconfigureits IP
addresses.

Update the data on the new vFiler.

For each volume and gtree owned by the new vFiler, enter the
following command on the original filer or its replacement:

snapmirror update -S disaster recovery filer:/pathname
production filer:/pathname

Example:

snapmirror update -S drfiler:/vol/vfilerl/qgtreel
prfiler:/vol/vfilerl/gtreel

Activate the new vFiler, following directions under “ Activating the
disaster-recovery vFiler” on page 115.

Note
Perform these steps on the original filer or its replacement.
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Step | Action

7 | Destroy the disaster-recovery vFiler by entering the following
command on the disaster-recovery hosting filer:

vifiler destroy vfilername

vfilername is the name of the original vFiler.
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How to move (migrate) a vFiler

When to use this Use this section if you want to move avFiler (that is, the dataand the vFiler

section configuration) from one NetApp appliance to another—for example, from afiler
that is overloaded to one that has spare capacity, or from an old filer to anew one.
Thisis sometimes called “migrating” avFiler.

The proceduresin this section assume that you want to destroy the original vFiler
once the new VvFiler isup and running. If you want to leave the original vFiler
intact and create a backup copy of it for disaster-recovery purposes, use the
procedures listed under “How to create, activate, or delete a disaster-recovery
vFiler” on page 111 instead.

Ways to migrate a You can migrate a vFiler in two ways:

viiler + By copying data from a source vFiler to a destination vFiler.
For more information, see “Migrating the vFiler by copying data” on
page 127.

¢ By changing the software-based disk ownership of the disks between
clustered nodes using the SnapMover data migration technology, thus
avoiding copying of datafrom a source vFiler to the destination vFiler.
For more information about software-based disk ownership, see the Data
ONTAP Sorage Management Guide.
For information about migrating data using SnapMover, see “Migrating a
vFiler between clustered nodes with SnapMover” on page 133.
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How to move (migrate) a vFiler

Migrating the vFiler by copying data

When to use this You should read this section and perform the instructions provided in this section

section if you want to migrate avFiler by copying data from a physical (source) filer to
another physical (destination) filer. You might want to copy datafrom onefiler to
another to maintain a backup copy of the data so that if the primary disksfail or
the data on them becomes inaccessible, you can use the backup copy to restore
servicesto clients.

Before you start Before you begin the migration, make sure the following are true:

*

L 4

You have performed all the preparation steps listed under “ Storage checks
and actions” on page 97 and “Network checks and actions” on page 100.

SnapMirror is licensed and enabled on both the source and the destination
filers.

The source and destination filers are on the same subnet.

Note
If the filers are not on the same subnet, you need to run setup (and cifs
setup if necessary) on the new vFiler after the migration to configure
authority servers as specified on your worksheet. See“1f you have moved the
vFiler to adifferent subnet or Windows domain” on page 131 for details.

The source and destination filers can communicate with each other over the
network (for example, by means of DNS lookup or entries in /etc/hosts).

If any of the source gtrees or volumes contain LUNSs (virtua disks), the

destination filer is running a version of Data ONTAP that supports virtual

disks.

< |If the source vFiler ownsiSCSI LUNS, the destination vFiler must be
running aversion of Data ONTAP that supportsiSCSI LUNs on vFiler
units.

The destination volumes are online and writable.

You know the source filer's administrative 1D and password.

Chapter 6: Disaster Recovery and Data Migration 127



How migrating a
vFiler affects clients

Migrating the vFiler
by copying data
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If you migrate a vFiler to another filer on the same subnet, you see the following
effects on clients:

¢ NFSvolume-level mounts move transparently.

¢ NFS gtree-level mounts need to be remounted.

¢ CIFS clients experience the equivalent of areboot.
¢ LUN access continues uninterrupted.

Although an iSCS| host is briefly disconnected from the source vFiler, an
initiator hides this brief disruption from applications accessing the LUNSs. To
the applications, access continues without interruption.

For information on moving a vFiler to afiler on adifferent subnet, see “1f you
have moved the vFiler to a different subnet or Windows domain” on page 131.

Caution
The procedure that follows destroys the original vFiler after replicating it on the
destination filer. If you want to |eave the origina vFiler intact and create a
backup copy of it for disaster-recovery purposes, use the procedures listed under
“How to create, activate, or delete a disaster-recovery vFiler” on page 111
instead.

To migrate the filer by copying data from one vfiler to another, perform the
following steps.

Note
The following procedure usesthe vfiler migrate command to migrate the
vFiler by copying data. For more information about the vfiler migrate
command and various options available for the command, see the na_vfiler man

page.

Step | Action

1 | Qualify and prepare the destination filer.

Perform the checks listed in “ Preparing the destination filer” on
page 97.
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Step

Action

On the destination filer, enter the following command:

viiler migrate start source vfiler@source filer

Note

This procedure locks up the console for the minimum amount of
time. If thisis not aconcern for you (if you want to let the job run
overnight, for example) you can perform the migration with a
single command:

viiler migrate source vfiler@source filer

If you do this, skip Step 5and Step 6.

You can also specify the administrative ID, password, and |P
address information in this command. For more information, see
the na_vfiler man page.

Respond to the login prompt with avalid administrative ID and
password for the sourcefiler.

Respond to the IP address and binding prompts, using the
addresses you entered on the “new interface” lines on the
worksheet.

Monitor the progress of the migration with the following
command:

viiler migrate status source vfiler@source filer

Note

Thevfiler migrate command might take some time to

complete, especialy if a source gtree has many millions of inodes.
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6 | When the status command reports that SnapMirror has replicated
all the storage units of the source vFiler, complete the migration by
entering the following command:

viiler migrate complete source vfiler@source filer

Note
If you want to cancel the migration, you can do so now by issuing
the following command on the destination filer:

viiler migrate cancel source vfiler@source filer

This destroys the destination vFiler and removes the SnapMirror
and other migration-related configuration information from the
source vFiler.

Note
If thevfiler migrate complete command reportsthat the
process cannot complete, wait afew minutes and then enter the
samevfiler migrate complete command again.

7 | If you copied quotainformation into the destination filer’s
/etc/quotasfile (see Step 8 of “Preparing the destination filer”
earlier in this chapter) activate the quotas on that filer. For each
volume you are activating quotas on, use the following command:

quota on volume name

8 | Make adjustments on the clients.

You will need to remount gtrees, but volume-level mounts should
be intact.

9 | If you have moved the vFiler to adifferent subnet, follow the steps
in “If you have moved the vFiler to adifferent subnet or Windows
domain” on page 131.

10 | If the vFiler’'s storage units contain iSCSI LUNS, reconfigure
iSCSI authentication.

See the Block Access Management Guide for iSCS for
instructions.
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What the vFiler
migrate commands
do

If you have moved
the vFiler to a
different subnet or
Windows domain

Thevfiler migrate start command does the following:
¢ Checksthat the destination filer is capable of receiving the source data.

¢ Configures and runs SnapMirror to copy the data from the source to the
destination vFiler.

¢ SavesthelP configuration and binding information you supply (see Step 4 in
“Creating the vFiler” on page 112).

¢ Savesthe quotainformation from the source vFiler’s /etc/quotas file.

The vfiler migrate complete command doesthe following:
¢ Stopsthe source vFiler.

¢ Updates the data on the destination vFiler.

¢ Breaksthe SnapMirror relationships.
.

Configures IP bindings on the destination vFiler according to the
information you provided to the vfiler migrate start command, adding
the destination IP information to the destination /etc/rc file. (Any IP
information that pertains only to the source vFiler is removed from the
destination /etc/rc.)

¢ Configures any quotainformation saved by the vfiler migrate start
command.

¢ Destroysthe source vFiler.

¢ Brings LUNsonline using migrated LUN maps and igroups.

If you have moved the vFiler to a different subnet, you might need to configure
the network servers and make adjustments on the clients. If you have moved the
vFiler to adifferent Windows domain, you might also need to modify data-file
security attributes.

Perform the following steps on the destination vFiler.

Step | Action

1 | To configure NIS and DNS servers, run setup.

2 | To change the name of the Windows domain controller, use the

cifs prefdc command.
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3 | To change the Windows WINS server, run cifs setup.

Note
If the Windows domain has changed, you might need to change the
permissions on the Windows datafiles to allow your users the
same access they had in the old domain.

4 | To change the trusted host, do the following:

a. Edit the vFiler’s /etc/hosts.equiv file, adding the name of the
trusted host for administering the vFiler. (Thisis the hostname you
entered on the worksheet as “ new trusted host.”)

Note
If the trusted host is a Windows system, or if itisa UNIX system
and the trusted user is not the root user, you need to add the user
name as well; for example, adminhost joe smith.

b. Add the path to the root volume and the name of the trusted host
to the vFiler’s /etc/exportsfile.

Example: /vol/vol0 access=adminhost, root=adminhost

5 | Make adjustments on the clients.

These include remounting volumes and gtrees.
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How to move (migrate) a vFiler
Migrating a vFiler between clustered nodes with SnapMover

When to use this
section

What SnapMover
vFiler migration on
clustered nodes is

Requirements for
vFiler migration on
clustered nodes

You should read this section and perform the instructions provided in this section
if you want to migrate a vFiler without copying its data from a physical filer
(source) to another physical filer (destination).

SnapMover vFiler migration on clustered nodes is the no-copy transfer of a

traditional volume-level vFiler from one host node to the other. For example, if
heavy traffic to one vFiler is affecting the performance of its host node, and the
other cluster nodeis lightly loaded, you can transfer ownership of that vFiler to
the host node’s cluster partner to balance the load processing on the two nodes.

The SnapMover feature uses software-based disk ownership to transfer
ownership of the physical volume that contains the vFiler from the original host
node to its partner. Because the SnapMover feature carries out the vFiler
migration through transfer of disk ownership rather than by copying data from
one set of disks to another, the migration operation is quickly completed.

Before you use SnapMover to migrate a vFiler between clustered nodes, make
sure the following are true:

¢ Thefollowing licenses must be installed on each clustered node:
< MultiStore
% SnapMover

& Other licenses used by the vFiler need to match. For example, if CIFSis
licensed on the source cluster node, it must also be licensed on the
destination cluster node. Otherwise, moving the vFiler causes CIFSto be
unavailable for that vFiler after it is moved.

¢ Both the source cluster node and the destination cluster node must be
connected to the same storage subsystem. The disks must be visible to both
the source and destination cluster nodes.

¢ To ensure that software-based disk ownership changes are transparent to

NFS users, the destination cluster node must have an Ethernet connection to
the same subnet that the source cluster node uses.
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L 4

The volume assigned to the vFiler must be atraditional volume only. For
information about traditional volumes, see the Data ONTAP Storage
Management Guide.

ThevFiler's storage units must all be composed of complete volumes — that
is, the vFiler's paths must use the form /vol/volname. SnapMover migration
of storage units naming specific volume subdirectories—for example,
/vol/volname/directory or /vol/volname/qgtree, is not supported.

The volume containing the configuration information for the vFiler
(/vol/volname) must be writable.

When avFiler is migrated, all volumes associated with that vFiler are moved.
Therefore, when you create the vFiler units, consider the following:

L 4

L 4

SnapMover cannot migrate just a subset of the volumes that are managed by
thevFiler it ismigrating.

The destination cluster node must be able to accommodate the size of the
vFiler with all its associated volumes.

You can create up to 32 vFiler unitson afiler.

The names of the vFiler units and volumes being moved from the source to
the destination must be unigue on the destination.

Although you can rename a volume, it is best not to do so if you have NFS
clients, because the renaming of the volume is not transparent to NFS
clients. When the filer uses NFS to export a file system, the volume nameis
part of the exported path name. NFS clients try to mount using the old path
name; to access the data after the vFiler has been moved, clients will need to
remount using the new path name.

You usethevfiler migrate -m nocopy command to carry out SnapMover
vFiler migration. This command does the following:

L 2
L 4

*

Ensures that no vFiler with the same name exists on the destination node

Ensures that the SnapMover license isinstalled on both the source and
destination cluster nodes

Ensures that the licenses and Data ONTAP versions are the same on both the
source and destination cluster nodes

Saves the | P configuration and binding information that you supplied when
you created the vFiler

Saves the quotainformation from the source vFiler's /etc/quotas file
Stops the source vFiler
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¢ Destroysthe source vFiler

¢ Rewrites the disk ownership information so that the ownership of the vFiler
volumes passes from the source cluster node to the destination cluster node

¢ Re-createsthe vFiler on the destination cluster node

Enabling To enable SnapMover vFiler migration between clustered nodes running
SnapMover vFiler MultiStore, complete the following steps.
migration
Step | Action
1 | Oneach cluster node, confirm that MultiStoreis licensed. At the

command prompt, enter the following command and make sure that
Multistoreislisted as alicensed feature:

license

Temporarily disable the cluster by entering the following command:
cf disable

On each cluster node, confirm that the software-based disk ownership
is enabled by entering the following command in the command-line
interface (CLI) of one of the cluster nodes:

disk show

If... Then...

Thesystem displaysdisksinthe | Software-based disk ownershipis
cluster to which disk ownership | enabled. Go to Step 10.
isassigned

Reboot each cluster node. During the boot process, press Ctrl-C to
display the boot menu options.

Enter the choice for booting in maintenance mode.

On each cluster node, in maintenance mode, enter the following
command:

disk upgrade-ownership

This command writes software-based disk ownership information to
enable SnapMover.
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Step | Action

7 | Enter the following command on each cluster node to confirm the
new software-based disk ownership scheme:

disk show
The system displays al the disks on the cluster to which ownership

has been assigned. Disks assigned to either cluster node will be
visible.

8 | To halt each cluster node to exit maintenance mode, enter the
following command:

halt

9 | Reboot each cluster node in normal mode.

10 | On each cluster node, install the license for SnapMover:

license add snapmover license

11 | Tore-enable the cluster operation, enter the following command:

cf enable
Migrating a vFiler Once SnapMover vFiler migration is enabled on both cluster nodes, you can
from one cluster carry out a SnapMover vFiler migration with the vfiler migrate -m nocopy
node to another command. To carry out a SnapMover vFiler migration, complete the following

using SnapMover steps.
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Storage expansion
on clusters using
software-based disk
ownership

Step

Action

On the destination cluster node, enter the following command:
vfiler migrate -m nocopy vfilername@source cl partner

vfilername is the name of the vFiler that you are migrating.

source_cl_partner isthe cluster node from which you are moving the
vFiler.

Alternatively, enter the following command:

vfiler migrate [-m nocopy [-£f]] [-1 user:password 1 [-e
ifname:IP address:netmask,... ]
vfilername@source cl partner

user isthe administrativelogin ID.
password is the password for the login ID.

ifname, |Paddress, netmask is the interface name, |P address, and
netmask respectively for the destination vFiler.

Note
If you use the alternate command, skip Step 2.

Answer the prompts, including the following information:

¢ Avalidadministrative login ID and password

¢ ThelP address and binding information for the destination
vFiler

Result: The vFiler ismigrated from the source cluster node to the
destination cluster node.

Verify that the vFiler was moved by entering the following command
on the destination cluster node:

vfiler status -r vfilername

If you decide to expand the cluster storage system by adding a disk shelf, you can
usethedisk assign command to divide primary ownership of the disks on that
shelf between both cluster nodes regardless of the physical A loop and B loop
connections of that shelf.
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Because software-based disk ownership is configured on clusters on which vFiler
migration is enabled, the task of expanding storage on these clustersinvolves the
software assignment of the new disks to one cluster node or the other.

To assign disks that are currently labeled “not owned,” complete the following
steps.

Step | Action

1 | Inthe CLI of the cluster node to which you want to assign disks, use
thedisk show -n command to view all disksthat do not have
assigned owners.

2 | Onthe cluster node to which you want to assign disks, use the
following command to assign the disks that are labeled “not owned.”

disk assign {diskl [disk2] [...]1|all} [-p {0|1}]
diskl [disk2] [...] are the names of the disks to which you want to
assign ownership.

allistheoptiontoassign al of the unowned disksto the current filer
head.

-p {o]1} isthe option to specify apool assignment (either 0 or 1) for
the specified disk if SyncMirror® volume replication is set up on the
current cluster node.

Example: The following command assigns six disksin the cluster
to the filer fhl:

fhl> disk assign 0b.43 0b.41 0b.39 0b.37 0b.35 0b.33

Result: The specified disks are assigned as disks to the specified
filer.

3 | Usethedisk show -v command to verify the disk assignments that
you have just made and survey the disks that remain to be assigned.

After you have assigned disks to one of the two cluster nodes, you can assign
those disks to volumes on thefiler that ownsthem or leave them as spare disks on
the filer that owns them.
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Disabling To disable SnapMover vFiler migration between clustered nodes running
SnapMover vFiler MultiStore, and return to A loop/B loop ownership assignment, you might first
migration and need to reconfigure your software-based disk ownership assignmentsto be
software-based disk  consistent with A loop/B loop ownership assignment.

ownership

To disable SnapMover vFiler migration and software-based disk ownership,
complete the following steps.

Step

Action

1

On one of the cluster nodes, enter the following command to
ascertain whether or not the current software-based disk ownership
assignments align with the cluster’s A loop/B loop topology:

aggr status -r

For backward compatibility, you can also enter the following
command:

vol status -r

Results: In the output of thiscommand, al disks assigned to the
current cluster node are listed as volume disks or as spare disks; all
disks assigned to the cluster’s partner are listed as partner disks.

All disks on the same shelf must be assigned to the same cluster
node and all disk shelf assignments must be consistent with the
A loop/B loop topology of the cluster.
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Step

Action

If

Then..

The disk ownership deviates
from the A loop/B loop
topology because you have
migrated a vFiler with the
viiler migrate -m nocopy
command...

Change it back with the same
command. See “Migrating avFiler
from one cluster node to another
using SnapMover” on page 136.

Then go to Step 3.

The disk ownership deviates
from the A loop/B loop
topology because you have
split ownership of asingle
expansion disk shelf
between the two cluster
nodes...

Usethedisk assign command to
assign al disks on the shelf to the
cluster node attached to the shelf’s
A loop connection. See the section
on modifying disk assignmentsin
the Data ONTAP Sorage
Management Guide.

Then go to Step 3.

The disk ownership deviates
from the A loop/B loop
topology because you have
reassigned a spare disk with
the disk assign command...

Change it back with the disk
assign command. See the section
on modifying disk assignmentsin
the Data ONTAP Sorage
Management Guide.

Then go to Step 3.

The disk ownership reflects
the cluster’s A loop/B loop
topology...

Go to Step 3.

Disable clustering by entering the following command.

cf disable

On each cluster node, uninstall the license for SnapMover.

license delete snapmover

Reboot each cluster node, and when prompted, press Ctrl-C to

display the boot menu options.
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Step

Action

On each cluster node, enter the choice for booting in maintenance
mode.

In maintenance mode on each cluster node, enter the following
command:

disk remove ownership

This command disables software-based disk ownership.

Halt each cluster node to exit maintenance mode:
halt

Reboot each cluster node in normal mode. The system revertsto
ownership based on A loop and B 1oop connections.

10

To re-enable the cluster operation, enter the following command:

cf enable
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Virus Protection for CIFS 7

About this chapter This chapter discusses how to perform virus scanning for vFiler unitsthat run the
CIFS protocol.

Topics in this This chapter discusses the following topics:
chapter & “Understanding virus scanning for avFiler” on page 144
¢ “Configuring virus scanning for avFiler” on page 146
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Understanding virus scanning for a vFiler

Who can configure
virus scanning

Filers with which
Virus scanners can
be registered

Virus scanning for
vFiler0

Requirements for
virus scanning for a
vFiler other than
vFiler0

144

You (the hosting filer administrator) can specify how virus scanning works on
files owned by the hosting filer and files owned by vFiler units. vFiler
administrators, however, cannot configure virus scanning for vFiler units.

Virus scanners can be registered with the hosting filer or any vFiler. You can
determine whether files on avFiler are scanned by virus scanners registered with
the hosting filer or the vFiler.

Note
A virus scanner local to a vFiler always takes precedence over the virus scanner
registered with the hosting filer. If avirus scanner is registered with avFiler and
that scanner is functional, the files on the vFiler will be scanned by this scanner.
If this scanner becomes unavailable, and the vscan options

use host_scanners command is set to On and a scanner is registered with the
hosting filer, the files on the vFiler will be scanned by the hosting filer's virus
scanner until the scanner local to the vFiler becomes available.

Because vFilerQ is the hosting filer, files on vFilerO can be scanned only by virus
scanners registered with the hosting filer.

These requirements must be met before you can scan files on a vFiler other than
vFilerO:

& Virus scanning must be enabled for each vFiler.

¢ A virusscanner must be availablefor the vFiler because one of the following
requirementsis met:

< A virus scanner must be registered with the vFiler.

< A virus scanner must be registered with the hosting filer and the vFiler
must be allowed to useiit.
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Effect of virus Even if virus scanning is enabled and the mandatory scan option for the vscan
scanner availability = command isset to On, CIFS clients of the vFiler are not allowed to open any files
on CIFS access on the vFiler if no virus scanner is available.
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Configuring virus scanning for a vFiler

Configuring virus To specify thevirus scanner for scanning files on avFiler, completethefollowing
scanning steps.
Step | Action

1 | Enter the following command to specify the virus scanner for
scanning files on avFiler:

vfiler run vfilertemplate vscan options use host scanners
{ on | off }

Set theuse_host_scanners option to On to allow the vFiler to use
the virus scanner registered with the hosting filer. Doing so enables
the hosting filer and its vFiler units to share the virus scanner.
However, the vFiler uses the virus scanner registered with the hosting
filer only when the virus scanner registered with the vFiler is
unavailable,

Set theuse _host _scanners option to Off if you do not want to allow
the vFiler to use the virus scanner registered with the hosting filer.

Note
Theuse host_scanners option is applicable only to avFiler you
created. You cannot set it on vFilerO or afiler.

2 | Enter the following command to enable or disable virus scanning:

vfiler run vfilertemplate vscan { on | off }
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