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gFiler Data ONTAP 6.5.4 Release Notes

About this The Release Notes cover the following topics:
document ¢ “Changesin Data ONTAP 6.5.4” on page 2
¢ “Known problems or limitationsin Data ONTAP 6.5.4" on page 3
¢ “Upgrade information for Data ONTAP 6.5.4” on page 6
¢ “Changesin 6.5.3H1P4” on page 13
¢ “Changesin Data ONTAP 6.5.3/6.5.3P4” on page 14
¢ “Changesin Data ONTAP 6.5.2R1" on page 18
¢ “New Features and Changesin Data ONTAP 6.5.2” on page 19
¢ “Changesin Data ONTAP 6.5.1R1" on page 20
¢ “New featuresin Data ONTAP 6.5.1" on page 21
¢ “New featuresin Data ONTAP 6.5R1 and 6.5R2” on page 32
¢ “New featuresin Data ONTAP 6.5” on page 33
¢ “Whereto find product documentation and other information” on page 47
¢ “Documentation Changes for Data ONTAP 6.5.4” on page 49

Where to find Torequest alist of the bugs fixed since your current version of Data ONTAP was
information about released, see the Data ONTAP - Release Comparison (on the NOW site at
fixed bugs http://now.netapp.com/NOW/cgi-bin/relcmp.on).

To request more information about an individual bug and to explore other bug-
related tools, see Bugs Online (on the NOW site at
http://now.netapp.com/NOW/cgi-bin/bol).

Requirement for If you are using McDATA® Fibre Channel switches or directors, Open System
McDATA Fibre Management Software (OSM S) must be licensed on each switch in the data path
Channel switches between the gFiler gateway and the storage subsystem. See the McDATA switch
and directors documentation for more information.

Storage appliance Network Appliance recommends that you upgrade to the latest version of system
system firmware firmware for your gFiler. For alist of available system firmware, see the System

Firmware Release Table (on the NOW site at
http://now.netapp.com/NOW/tool /rel easetabl e.shtml).

gFiler Data ONTAP 6.5.4 Release Notes 1



Changes in Data ONTAP 6.5.4

Release scope Data ONTAP 6.5.4 provides several bug fixes and includes the support for
NVRAMS5-based gFiler systems that was provided in Data ONTAP 6.5.3H1P4.
Thisrelease aso includes all bug fixes implemented in prior Data ONTAP
releases.

2 Changes in Data ONTAP 6.5.4



Known problems or limitations in Data ONTAP 6.5.4

vscan feature
supported only for
NIS authentication

No secondary
image on systems
with 32-MB
CompactFlash
cards

gFiler Data ONTAP 6.5.4 Release Notes

The gFiler gateway anti-virus vscan feature requires NTLM or Kerberos
authentication. The gFiler gateway validates any vscan server that connectsto the
gFiler gateway and requires the vscan server to connect as a user who isin the
gFiler gateway Backup Operators group. Thisis particularly important for vscan
servers because they are allowed special privileges, such as bypassing ACLsand
locks.

If you have accessto the NOW site, see Bug ID 139111 at Bugs Online (on the
NOW site at http://now.netapp.com/NOW/cgi-bin/bol) for more information.

During a Data ONTAP upgrade on CompactFlash™ card-based systems, the
download command copies a new boot image to the CompactFlash card and
attempts to back up the existing boot image as a secondary boot image.
Beginning with Data ONTAP 6.5, two boot images cannot fit on 32-MB
CompactFlash media. Therefore, a secondary CompactFlash boot image is not
available on systems with a 32-MB CompactFlash card. Although the secondary
image is no longer available, the alternative mechanisms of booting over a
network (netboot) is more than adequate. It is unlikely that a secondary image
will be required.

If your gFiler currently has a 32-MB CompactFlash card and you want to
upgrade to alarger card, 256-MB cards are available from Network Appliance.
For your convenience, you can order a 256-MB CompactFlash card using the
existing Return Material Authorization (RMA) process. To obtain the card,
submit arequest at the Submit RMA/Return Request page (on the NOW site at
http://now.netapp.com/Sel f-Service/FORM S/frmSearch.asp?Obj Type=NA_WE
B_SUBMIT_RMA).

Replacement 256-MB CompactFlash cards are provided for the purpose of
upgrading to Data ONTAP 6.5 and are avail able through Best Effort delivery
from regional depots only.

Note

gFiler gateways support only CompactFash media distributed by Network
Appliance and its partners.




Client notification
messages in
Windows domains
require NetBIOS

Windows features
not implemented

Windows client
software
compatibility
restrictions

The Windows client notification feature used for client messaging, shutdown
notices, and vscan alerts requires NetBIOS over TCP to be enabled in Data
ONTAP. On Windows clients, NetBIOS over TCP must be enabled and the
Windows Messenger service must be running. (Windows 2003 and Windows XP
SP2 clients have messaging disabled by default.)

This release does not implement every available Windows 2000 and Windows
XP feature, including the following:

¢ Encrypting File System (EFS)

Logging of NT File System (NTFS) eventsin the change journal
File Replication Service (FRS)

Microsoft® Windows Indexing Service

Remote storage through Hierarchical Storage Management (HSM)

Local user management from the User Manager or Microsoft Manager
Console

Quota management from Windows 2000 clients
Windows 2000 gquota semantics

The LMHOSTSfile

NTFS native compression

* 6 O 0o o

* & o o

This version of Data ONTAP is not supported by all versions of NetApp
Windows client software. Before installing or upgrading to this version of Data
ONTAP, make sure that the SnapManager® and SnapDrive™ versions you are
running or plan to install are compatible with this release. For more information
about supported versions of Data ONTAP for client software, see the client
software’'s Description page at http://now.netapp.com/NOW/cgi-bin/software/.

Note
In most cases, there is a client software upgrade path available if your current
client software version does not support this version of Data ONTAP. However,
SnapManager for Exchange 5.5 1.1.1R1 is not compatible with this release.
SnapManager 3.1 for Microsoft Exchange is the first version of SnapManager
compatible with both Data ONTAP 6.5.4 and Microsoft Exchange 5.5.

Known problems or limitations in Data ONTAP 6.5.4



Moving vFiler
storage resources
can cause system
panics

SnapMover and
takeover

NFS configuration
issue for
Hummingbird with
Kerberos

Group membership
for UNIX-to-
Windows account

mapping

gFiler Data ONTAP 6.5.4 Release Notes

Before adding existing storage resources to a new vFiler™ virtual filer, and
before moving existing storage resources from a vFiler, make sure that no active
CIFS sessions are using the storage and that no home directory paths are defined
on the storage to be moved. NetApp recommends that you delete all the CIFS
shares for the storage before moving it. After the storage is moved to its new
destination, the CIFS shares can be recreated.

Failure to deactivate CIFS sessions before moving storage resources can cause
the system to panic after one of these commandsisissued: vfiler add,
create, dr, migrate, move, Of remove.

With SnapMover, you cannot migrate a vFiler during takeover from one node to
the partner.

The Data ONTAP option nfs . mount_rootonly should be set to off for
implementations that require support for Hummingbird® software using
Kerberos v5 authentication.

Some group Active Directory group membership information is not obtained
when NFS users access shares with Windows-style security. Specifically, Data
ONTAP does not retrieve the following membership information:

¢ Cross-domain universal groups
¢ Nested universal groups

¢ Nested domain local groups

¢ Nested globa groups



Upgrade information for Data ONTAP 6.5.4

About this section

Requirements for
Hitachi, Limited and
Hitachi Data
Systems storage
subsystems

This section provides upgrade requirements and discusses some product changes
and issues related to upgrade.

Note
For the most recent information about supported microcode versions, and other
requirements, refer to the appropriate support matrices on the NetApp NOW site:
the gFiler Support Matrix for Hitachi, Limited; the gFiler Support Matrix for
Hitachi Data Systems; the gFiler Support Matrix for HP; and the gFiler Support
Matrix for IBM.

For a storage subsystem provided by Hitachi, Limited or Hitachi Data Systems,
ensure that you have completed the following before configuring your gFiler.

Microcode version: Thefollowing table showsthe minimum requirementsfor
the storage system. Ensure that the minimum requirements are met before you
upgrade from a pre-6.5 version of Data ONTAP to Data ONTAP 6.5 or later.
Otherwise, the upgrade process fails.

The minimum required microcode versions are as follows:

Storage subsystem model Microcode version

9970V/9980V 21-06-22-00/00 or
21-06-23-00/00

9910/9960 01-19-26-00/00 or
01-19-30-00/00

9570V 0653/F

9580V/ 9585V 1654A

TagmaStore USP 50-02-14-00/00

Upgrade information for Data ONTAP 6.5.4



Requirements for
the storage
subsystem for IBM

Upgrade
requirements for
Data ONTAP

gFiler Data ONTAP 6.5.4 Release Notes

Configuration settings: Before starting the upgrade to Data ONTAP 6.5.4,
ensure that you have configured the following on the storage subsystem:

For storage system models Configuration setting
9570V, 9580V, 9585V Enable No_RSV_ConfMode
TagmaStore USP, 9910, 9960, Set System mode 254
9970V, and 9580V

The storage subsystem License Internal Code for the ESS models 800 and 750
should be 2.2.0.677. The license internal code for models F10 and F20 is
2.2.0.461. Contact IBM Customer Support to obtain these versions.

To upgrade to Data ONTAP 6.5.4, you must follow the procedures exactly.
NetApp strongly recommends that you familiarize yourself with these issues
before upgrading your system:

¢ If you are upgrading to Data ONTAP 6.5.4 from arelease prior to Data
ONTAP 6.5, follow the instructions specific to upgrading from 6.4.x to 6.4.2
t0 6.5.1 in the gFiler Gateway Series Data ONTAP 6.5.1 Upgrade Guide.

¢ If you are upgrading to Data ONTAP 6.5.4 from within the 6.5 family of
releases, follow the instructions specific to upgrading from Data ONTAP 6.5
to Data ONTAP 6.5.1 in the gFiler Gateway Series Data ONTAP 6.5.1
Upgrade Guide.

GF920 gFiler gateways must be running system firmware 4.2.3 or later to run
Data ONTAP 6.5.4; GF980 gateways must be running system firmware 4.3 or
later. All other supported gFiler platforms must be running system firmware 4.2.2
or later to run Data ONTAP 6.5.4.




Automatic editing of
the /etc/exports file

Some entries have
been removed from
the /etc/rc file

Default behavior
change for FTP

Inthe Data ONTAP 6.5 release family, the following operations cause the
/etc/exports file to be modified according to the new rulesin “New access rules
for /etc/exportsfile” in the gFiler Gateway Series Data ONTAP 6.5.1 Upgrade
Guide:

¢ vol create
New volumes are automatically entered in /etc/exports.

Note
When new volumes are created using the vol create command, access
rules for the new volumes are set by default to -rw, nosuid (read-write
permissions, setuid and setgid not alowed) in /etc/exports. If you want
different access permissions, you must edit /etc/exports after thevol create
operation is complete.

¢ vol destroy

Volume listings are removed from /etc/exports when the volume is
destroyed.

¢ vol rename

When avolume is renamed, the new volume name is automatically entered
in /etc/exports.

Data ONTAP 6.5 removed the following commands from the /etc/rc file:
¢ exportfs -a

¢ nfs on

These commands are no longer necessary because they are issued automatically
when NFSislicensed.

For more information, see the NFS chapter in the Data ONTAP File Access
Management Guide.

An FTP security enhancement option has been added (ftp . 3way.enable)
that changes the default behavior of Data ONTAP. This option prevents clients
from redirecting FTP operations to a third-party client or server.

Standard FTP commands allow FTP communications to be redirected to third-
party FTP servers. However, this functionality can be exploited using “bounce
attacks’ to circumvent network security and redirect FTP output (or FTP
commands stored in afile) to unauthenticated machines.

Upgrade information for Data ONTAP 6.5.4



Virus scan default
timeout option

gFiler Data ONTAP 6.5.4 Release Notes

In Data ONTAP 6.5: In Data ONTAP 6.5 and later, FTP redirects are disabled
by default. You need to modify the value of the ftp.3way.enable option to permit
FTP redirects.

To enable oneclient to FTP afile directly from agFiler gateway to another client,
complete the following step.

Step | Action

1 | Fromthe Data ONTAP command line, enter the following command:

options ftp.3way.enable on

Result: Redirecting of FTP filesto third-party clientsis
immediately enabled.

Note

This option is persistent across gFiler reboots. Valid values for
ftp.3way.enable are on (alowing FTP redirects) and of £ (not allowing
FTP redirects).

Beginning with Data ONTAP 6.4.4, the vscan timeout option had a default
setting of 10 seconds. If your gFiler was upgraded at any time from Data ONTAP
6.4.1x or 6.4.2x and you did not explicitly reset this option, the original default
value of 30 secondsis still in effect.

This option controls the length of the waiting period before the scanning client
checks the status of avirus scan request. By setting the option to alower value,
you enable the gFiler gateway to determine more quickly whether thereisa
problem with a virus scan request. NetApp therefore recommends that you set
this option to 10 seconds or other lower value appropriate to your configuration.

To view the current setting of the vscan timeout option, you would enter the
following command at the gFiler gateway console;

vscan options timeout

To set the vscan timeout option to anew value, you would enter the following
command at the gFiler gateway console (where nn is the new value in seconds):
vscan options timeout set nn

For more information about virus scanning in Data ONTAP 6.5.3P4, seethe Data
Protection Online Backup and Recovery Guide and the NetApp vscan(1) man

page.



Planning for
upgrading gFiler
gateways running
SnapMirror

10

If you are upgrading Data ONTAP on gFiler gateways that are running
SnapMirror, you must upgrade the gFiler gateways with SnapMirror destination
volumes before you upgrade the gFiler gateways with SnapMirror source
volumes. For SnapMirror volume replication, the destination volume must run
under aversion of Data ONTAP that isthe same as or later than the version of the
SnapMirror source volume.

Note
This requirement applies to both asynchronous and synchronous SnapMirror for
volume replication.

The reguirement does not apply to SnapMirror for gtree replication or data
restoration from tape using the restore command. However, NetApp
recommends that when you upgrade systems that use these features, upgrade
your SnapMirror destination systems and restoration target systems before the
corresponding source systems to maintain backward compatibility.

Overview of upgrades for SnapMirror volumes: To upgrade
asynchronous or synchronous SnapMirror for volume replication, use the
following process.

Stage | Description

1 | Identify any destination volumes.

2 | Upgrade the gFiler gateways with destination volumes, beginning
with the furthest one in the topol ogy.

3 | Upgrade the dfiler gateway with the source volume.

The following sections provide more detail about

& “ldentifying SnapMirror destination volumes’ on page 11

¢ “Upgrading gFiler gateways running synchronous SnapMirror” on page 11
¢ “Why you must plan for SnapMirror upgrades’ on page 11

¢ “For moreinformation” on page 12

Caution
If you do not upgrade the gFiler gateways with SnapMirror destination volumes
before upgrading those that have source volumes, SnapMirror volume replication
is disabled until the source gFiler is downgraded or the destination gFiler is
upgraded so that the version of Data ONTAP on the destination gFiler is greater
than that on the source gFiler.

Upgrade information for Data ONTAP 6.5.4



Identifying SnapMirror destination volumes: SnapMirror source volumes
can be replicated to single or multiple destination volumes (replication to
multiple destination volumes is also referred to as replication to cascading
destinations). When you upgrade Data ONTAP, you must identify all destination
volumes and then upgrade the gFiler gateways on which they reside before
upgrading the gFiler gateway where the source volume resides. In addition, when
you upgrade gFiler gateways in a cascading series, upgrade the gFiler gateways
in order, beginning with the destination gFiler gateways furthest in your topology
from the source gFiler.

To identify gFiler gateways with SnapMirror destination volumes, complete the
following step.

Step | Action

1 | Onthe gFiler gateway with the source volume, enter the following
command:

snapmirror destinations

Result: The snapmirror command lists al destination volumes,
including cascaded destinations.

For more information about the snapmirror command and options,
see the NetApp snapmirror(1) man page.

Upgrading gFiler gateways running synchronous SnapMirror: Use
the same procedure to upgrade gFiler gateways running synchronous SnapMirror
as described for gFiler gateways running asynchronous SnapMirror; that is,
destination gFiler gateways must be upgraded first.

However, synchronous SnapMirror requires that the source gFiler and destination
gFiler run the same version of Data ONTAP; hence, when you upgrade Data
ONTAP on gFiler gateways running synchronous SnapMirror, SnapMirror goes
into an asynchronous mode. When in asynchronous mode, the source gFiler
asynchronously replicates data to the destination every minute until a
synchronous replication can be reestablished; that is, until the source gFiler is
upgraded so that the same Data ONTAP version is running on destination and
source gFiler gateways.

Why you must plan for SnapMirror upgrades: When you upgrade Data
ONTAP on gFiler gateways that have a mirrored relationship with each other
using SnapMirror, the order in which you upgrade the gFiler gatewaysiscritical.
If you do not upgrade in the correct order, you can cause alapse in SnapMirror
replication coverage.
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A SnapMirror transfer isinitiated when the destination gFiler reads a snapshot of
the source gFiler. Therefore, the destination gFiler must be upgraded first, so that
it can read the snapshots of the earlier release. If the source gFiler is upgraded
first, the destination gFiler cannot read the source gFiler’s file system, thereby
disabling SnapMirror.

For more information: For moreinformation about running SnapMirror on
gFiler gateways configured for network attached storage (NAS), see the Data
ONTAP Data Protection Online Backup and Recovery Guide.

Upgrade information for Data ONTAP 6.5.4



Changes in 6.5.3H1P4

Release scope Data ONTAP 6.5.3H1P4 provides support for NVRAMS5 in gFiler gateways and
clusters. It is based on the Data ONTAP 6.5.3P4 release.

Note
Data ONTAP 6.5.3H1P4 is supported on al gFiler gateways shipped on or after
January 10, 2005. Data ONTAP 6.5.3P4 is supported on gFiler gateways shipped
before this date.

Requirements for All gFiler gateways are supported.
Running Data
ONTAP 6.5.3H1P4

gFiler Data ONTAP 6.5.4 Release Notes 13



Changes in Data ONTAP 6.5.3/6.5.3P4

Release scope

New gFiler platform
support

Data ONTAP 6.5.3/6.5.3P4 includes new hardware support, new features, and
bug fixes. Thisrelease also includes al bug fixes implemented in prior Data
ONTAP releases, including Data ONTAP 6.5R2, Data ONTAP 6.5.1, Data
ONTAP 6.5.1R1, Data ONTAP 6.5.2, and Data ONTAP 6.5.2R1.

In addition to previous NetApp platforms supported, Data ONTAP 6.5.3/6.5.3P4
supports the new GF980 and GF980c gFiler platforms.

Storage and LUN capacities: Storage capacity and LUN capacity supported
by the new gFiler platformsis as follows:

gFiler platform

Maximum capacity

Minimum capacity

LUN capacity

GF980

32TB

Recommended: 958 GB 336

Required: 575 GB

GF980c

64 TB

For each node, single 672 (336 on each cluster

node values apply.

node)
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Note

In the table, Required assumes 60 percent compression. A coredump is not
guaranteed. Recommended assumes no compression and a guaranteed coredump.
A coredump isinformation written to disk to help with troubleshooting when a

system failure occurs.

Configurations for connecting a GF980 to a storage subsystem: For
details about connecting your gFiler to your storage subsystem see the GF960
configurations in the Getting Sarted guide for your storage subsystem.

Changes in Data ONTAP 6.5.3/6.5.3P4



New storage
subsystems
supported

gFiler multiple array
family support for
Data ONTAP
6.5.3/6.5.3P4

Data ONTAP 6.5.3/6.5.3P4 adds new gFiler support for storage subsystems
provided by Hitachi Limited, Hitachi Data Systems, and HP StorageWorks.

Provider

Additional supported storage subsystems

Hitachi, Limited

Universal Storage Platform (USP)

Hitachi Data Systems

TagmaStore Universal Storage Platform (USP)

9980V
9970V
9960

9910

9585V
9580V
9570V

® 6 6 6 6 O o o

XP12000
XP1024
XP512
XP128
XP48

HP StorageWorks

* 6 6 o o

Multiple arrays from the same storage subsystem family can be connected to one
gFiler. This section lists the subsystem storage families supported by the gFiler
for Data ONTAP 6.5.3/6.5.3P4.

Hitachi Limited SANRISE families are as follows:
¢ 99xx, 99xxV series, and USP

¢ 9570V, 9580V, 9585V with Fibre Channel disk drives
¢ 9570V, 9580V, 9585V with SATA disks

The IBM family isasfollows:
¢ |BM ESSModel 750, ESS Model 800, and ESS Model 850

The HP family is asfollows:
¢ HP XP12000, XP1024, XP128, XP512, and XP48

There isno limitation to the number of storage subsystems in the same family
that can be connected to a gFiler gateway.
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NVRAMS supportin
gFiler clusters

New options in Data
ONTAP 6.5.3P4

NVRAMS5 serves as both the NVRAM and the cluster interconnect adapter for al
GF980 systems except in MetroCluster configurations that use switch
connections.

NVRAMS slot information for GF980: The GF980 uses the NVRAMS5 in
both stand-alone and cluster systems. For a stand-alone system, NVRAMS5 goes
inslot 10. For a cluster system, NVRAMS5 goesin slot 11.

Note
NVRAMS5 is supported on al gFiler gatewaysin 6.5.3H1P4.

New options you can use with Data ONTAP are described in the following table.
For each new option that can be used with the options command, the table lists

¢ A description of what the option does

& Thetype of value used with the option as an argument and the option’s
default value

For more information about the options command and individual options, see the
na_options(1) manual page.

Option Purpose Value (default)
nfs.export.auto-update To specify whether automatic updates are on|off
performed on the /etc/exports file. (on)

nfs.export.harvest.tim | Tospecify how longanentry canremainidle | Number of seconds

eout

before expiring. (36000)

Changed option
values in Data
ONTAP
6.5.3/6.5.3P4
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Options with changed default values are described in the following table, which

lists

¢ A description of what the option does

¢ Thetype of value used with the option as an argument and the option’s
default value

For more information about the options command and individual options, see the
na_options(1) manual page.

Changes in Data ONTAP 6.5.3/6.5.3P4



Option Purpose Value (default)

nfs.export.neg.timeout To specify how long negative entrieslivein | Number of seconds
the access cache before being flushed. (3600)

nfs.export.pos.timeout To specify how long positive entrieslivein | Number of seconds
the access cache before being flushed. (1800)

NFSv4 client
compatibility

Additionally, the maximum values of the nfs.export.harvest.timeout,
nfs.export.neg.timeout, and nfs.export.pos.timeout options have been increased
to 604,800 seconds (seven days).

If you use NFSv4: When your NFSv4 clients are in a different domain than
your NetApp deviceisin, you might need to enter the client domain name as the
value for the Data ONTAP option nfs.v4.id.domain,to provide mapping for file
ownership and group membership. For more information about mapping options,
see RFC 3530 and your client operating system documentation.

If you have any client that needs to access the gFiler using NFSv4, ensure the
Data ONTAP option nfs.v4.enableis set to on. In new installations, thisoption is
set to off by default.

Note
Data ONTAP has an NFSv4 bug that is known to affect interoperability with the
early access release (Solaris Express) for Solaris 10 NFSv4 clients. See Bug ID
138273 at Bugs Online (on the NOW site at http://now.netapp.com/NOW/cgi-
bin/bol) for more information.

If you do not use NFSv4: Ensure that the Data ONTAP option nfs.v4.enable
is set to off.
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Changes in Data ONTAP 6.5.2R1

Release scope

New gFiler platform
supported

New switch support

Recommendation
for DataFabric
Manager users

18

Data ONTAP 6.5.2R1 addresses a few bug fixes only and does not introduce any
new features. It al'so includes all bug fixes implemented in prior Data ONTAP
releases, including Data ONTAP 6.5.2, Data ONTAP 6.5R2, Data ONTAP 6.5.1,
and Data ONTAP 6.5.1R1.

Documentation specific to gFiler gateways that use Data ONTAP is provided
separately, in the gFiler Data ONTAP Release Notes.

Data ONTAP 6.5.2R1 adds support for the GF270c gFiler platform.

Switch support in Data ONTAP now encompasses the following:

¢ McData® switch models: 32xx, 4x00, 6xxx for IBM® storage connectivity
and MetroCluster configurations

¢ Brocade® switch models: 1200/3900/3x00 for IBM storage connectivity
(ESS model 800) and MetroCluster configurations; Brocade switch model
3900 for non MetroCluster configurations

Note
gFiler connectivity to the IBM F10 and F20 storage subsystems is supported only
for McData switches

If you are currently running DataFabric Manager® and have the DataFabric
Manager Business Continuance license enabled, Network Appliance
recommends that you upgrade to DataFabric Manager 3.0.1. Not doing so results
in SnapVault relationship updates to fail with the following error:

"destination requested snapshot that does not exist on the source"

If you have accessto the NOW site, see bugs 128767 and 132355 at Bugs Online
(onthe NOW site at http://now.netapp.com/NOW/cgi-bin/bol) for more
information about the bugs related to this recommendation.

If you do not have access to NOW, contact your authorized reseller.

Changes in Data ONTAP 6.5.2R1
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New Features and Changes in Data ONTAP 6.5.2

Release scope Data ONTAP 6.5.2 includes new hardware support and bug fixes. It also includes
al bug fixesimplemented in prior Data ONTAP rel eases, including DataONTAP
6.5R2, Data ONTAP 6.5.1, and Data ONTAP 6.5.1R1.

New storage For IBM: Data ONTAP 6.5.2 adds support for the IBM ESS Model 2105-F10
subsystems and 2105-F20 storage subsystems.
supported

Seethe gFiler Gateway Series Support Matrix for IBM, which is available on the
NOW site, for information about any |ast-minute software requirements for the
IBM ESS Models 2105-F10 and 2105-F20 that might be required.

Note
gFiler direct-attached storage is not supported for the 2105-F10 or 2105-F20

storage subsystems.

New switch support  Thisrelease of Data ONTAP includes added hardware support for the following
switches:

¢ McDataswitch models: 32xx, 4x00, 6xxx
¢ Brocade switch models: 3800/3200

Bugs fixed For more information about specific bugs fixed in this release, use the Bugs
Onlinetools, available on the NOW site. You can use these tools to:

& List changes made to Data ONTAP software since the Data ONTAP release
you currently have installed.

¢ Obtain the latest information about known issues and workarounds for
Data ONTAP software.

& Track updates to issues that affect your Data ONTAP implementation.
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Changes in Data ONTAP 6.5.1R1

Release scope

Bugs fixed

20

Data ONTAP 6.5.1R1 addresses a single bug fix. This release includes all bug
fixes implemented in prior Data ONTAP releases, including Data ONTAP 6.5.1
and Data ONTAP 6.5R2.

Note
Although Network Appliance has completed testing for the Data ONTAP
6.5.1R1 release, your gFiler vendor might not have completed the required
testing to ensure support. Contact your gFiler vendor concerning the availability
of support for thisrelease.

Data ONTAP 6.5.1R1 addresses Bug 130383. Thisbug causes gFiler gatewaysto
experience system panics when attacked by Windows® clients that are infected
with certain Internet worms designed to take over Windows machines. No new
features or other bug fixes are included in this release.

Although thisvulnerability doesnot allow gFiler gatewaysto beinfected or taken
over, infected Windows machines that connect to gFiler gateways can cause an
invalid memory reference to occur on the gFiler gateway. When thisinvalid
memory reference occurs, the gFiler gateway panics.

Data ONTAP 6.5.1R1 adds a security measure to prevent these system panics.
Currently known names for the malicious code worm that takes advantage of this
vulnerability:

GaoBot

AgoBot

W32.Gaobot. AAY

W32.HLLW.Gaobot.gen

W32/Gaobot.worm.gen.d

Backdoor.Agobot.kr

* ¢ 6 6 o o

For more information about Bug 130383, enter ID 130383 on the Bugs Online
page of the NOW site.

For more information about this worm and its latest variants, see your virus
scanning software company’s web site and the Microsoft® web site for security
bulletins.

Changes in Data ONTAP 6.5.1R1



New features in Data ONTAP 6.5.1

Release scope Data ONTAP 6.5.1 includes new features, extended hardware support,
performance enhancements, and bug fixes. Data ONTAP 6.5.1 also includes all
features and bug fixes implemented in previous Data ONTAP rel eases.

New feature Data ONTAP 6.5.1 adds the following features and enhancements:
overview New hardware support, including new gFiler platforms

New features for the gFiler gateway for IBM

Capacity increases on the GF940/GF940c

Nondisruptive upgrade for Data ONTAP 6.5 and later
UNIX® platform support with SnapDrive™ software
Enhancements for NTLMv2 in Windows NT® 4 domains
New LDAP features

Support for the VERITAS® NetBackup® Advanced Client to manage
NetApp Snapshot™ and SnapRestore® operations

L 2R R R JER 2N 2N 2R 4

New hardware The following hardware support was added to Data ONTAP 6.5.1.

support
PP New gFiler platforms supported: Data ONTAP 6.5.1 adds support for the

following gFiler platforms:
¢ GF270c
¢ GF920/GF920c

Note
MetroCluster and SyncMirror cannot be used with the GF270c.

Additionalhardware Data ONTAP 6.5.1 adds support for the following:
support & MetroCluster with iSCSI-attached hosts
You can now order a MetroCluster configuration with iSCSI.

& Semi-synchronous and synchronous SnapMirror® functionality with
Cisco® switches
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Features now
supported for the
gFiler gateway for
IBM

Capacity increases
on the GF940

Nondisruptive
upgrade on gFiler
gateways

22

¢ Updated versions of the following network interface cards:
»  Single 10Base-T/100Base-TX/1000Base-T (X1027C)
Single 1000Base-SX (X 1025E)

+ Dual 10Base-T/100Base-TX/1000Base-T (X1037B)
% Dual 1000Base-SX (X1035B)

¢ |BM 3592 Fibre Channel tape drive

<

2
<

X3

2

For information about Data ONTAP support for hardware, see the System
Configuration Guide.

Data ONTAP 6.5.1 now supportsthe following features for the gFiler gateway for
IBM. Previoudly, these features were supported for the gFiler gateway for
Hitachi®, Limited but not for the gFiler gateway for IBM.

& SnapMover™ functionality

See “New SnapMover feature for workload distribution” on page 39 for
more information about this feature.

& SyncMirror

See “ SyncMirror support” on page 38 for more information about this
feature.

& Semi-synchronous and synchronous SnapMirror functionality

See “ Synchronous SnapMirror” on page 36 for more information about this
feature.

¢ MaetroCluster

See “MetroCluster support” on page 38 for more information about this
feature.

¢ Brocade® 3900/12000

The maximum capacity for the GF940 was increased to 12 TB. The maximum
capacity for the GF940c was increased to 24 TB.

In a nondisruptive upgrade, clustering technology is used to enable a takeover
gFiler to assume the functions of the “failed” partner while the failed partner is
being upgraded. One gFiler, therefore, is always aive. Because the gFiler
gateway’s cluster partner fulfills service requests during the gFiler gateway’s
upgrade, no disruption in service is experienced by the clients.

New features in Data ONTAP 6.5.1



NTLMv2 for
Windows NT
domain users

New LDAP features

Support for the
VERITAS
NetBackup
Advanced Client

Additionally, because the takeover gFiler assures continuous availability of the
failed gFiler’s storage, more extensive upgrades requiring a system halt—such as
system firmware upgrades and hardware adapter replacements—can be
performed without disrupting services that are based on stateless protocols (such
as NFS, FCP, and iSCSl).

You can use the nondisruptive cluster upgrade method only within the Data
ONTAP 6.5 release family. See the gFiler Gateway Series Upgrade Guide for
more information.

Note
The nondisruptive upgrade method cannot be used for upgrading a single node.

NTLM (NT LAN Manager) authentication for NT domainsis now supported.
NTLM for AD domains was supported in a previous release.

With this additional feature, NTLMv2 is supported for gFiler gateways that are
members of both NT domains and AD domains.

New LDAP features include the following:
Ability to use Active Directory for LDAP lookup services
Support for LDAP servers with custom schemas

Ability to define multiple LDAP search bases and multiple search
scopes for each search

< Ability to use an LDAP server for user account mapping

< Dynamic pooling of Active Directory LDAP server connections (per
domain), for enhanced performance

< Periodic verification of best possible Active Directory server connection

2
<

X3

%

2
<

See “ Changes to the Storage Management Guide” on page 74 for details.

Support for the VERITAS NetBackup Advanced Client to manage NetApp
Snapshot and SnapRestore operations was added in Data ONTAP 6.5.1. This
capability is available through the Advanced Client Network Attached Storage
(NAS) Snapshot interface, which is asignature feature of VERITAS NetBackup
5.1
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New commands in Data ONTAP 6.5.1 includes new and modified commands that you can use when
Data ONTAP 6.5.1 managing your gFiler. For each command, the following table lists

¢ The purpose of the command
¢ Thelocation of documentation about the feature

Command Purpose Documentation

exportfs -b Barricades the export to deny write accesstoa | manual page
member of a cluster.

exportfs -p “Persistent export”: manual page
When performed from the Data ONTAP
command line, the -p option adds the export as
an entry in the etc/exportsfile, so it will be
available in future sessions (after reboot).

vfiler migrate -f Allows vFiler™ data migration regardless of manual page
licensing, ShapMirror or SnapVault™
relationship, and file system version, provided
thelocal file system version is equal to or
greater than the source file system version.

vol options Designates the percentage of 100
[volume name] overwrite reserve tobetakenaway from (0-100)
fractional reserve free space in avolume for overwrites of

reserved objects, such as Logical Unit Numbers
(LUNSs) and files.

Changed The following commands have changed their behavior in Data ONTAP 6.5.1.
commands in Data ) ) o _ .
ONTAP 6.5.1 Behavior changes for cifs domaininfo command: Thecifs

domaininfo command now provides information about Active Directory
LDAP server connections, as well as domain controllers.

Behavior changes for cifs prefdc command: In addition to specifying
preferred domain controllers, the cifs prefdc list is now used by Data ONTAP to
designate preferred Active Directory LDAP servers.

Behavior changes for cifs resetdc command: Thecifs resetdc
command now breaks and reestablishes connectionsto LDAP servers, aswell as
domain controllers. Data ONTAP rediscovers the LDAP servers for the domain
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New options in Data

and establishes anew LDAP server connection, using a method similar to the
domain controller selection process. For information about domain controller
selection, see the Data ONTAP File Access Management Guide.

New options that you can use with Data ONTAP are described in the following

ONTAP 6.5.1 table. For each new option that can be used with the opt ions command, the
table lists the following:
& A description of what the option does
¢ Thetype of value used with the option as an argument and the option’s
default value
For more information about the opt ions command and individual options, see
the na_options(1) manual page.
Default value or
Option Purpose example
coredump.dump.attempts Sets the number of attemptsto 2
dump the core following the (0-5)
first panic, for troubleshooting
purposes.
ldap.ADdomain Specifies the fully qualified Example:
domain of the Active Directory group.company.com
to be used for LDAP lookup
services. When this value is not
specified and no value has been
specified for
ldap.preferred.server
s and 1dap.servers, Data
ONTAP chooses the local
domain.
ldap.base.passwd Specifiesthe base in Example:
Distinguished Name (DN) cn=People,
format to use for user password 0=org
lookups.
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Default value or

Option Purpose example
ldap.base.group Specifiesthe basein DN format | Example:
to use for group lookups. cn=People,
o=org
1dap.usermap.base Enables LDAP-based user and Example:
group mapping. cn=People,
dc=domainl
ldap.usermap.attribute.unixaccount Specifies the attribute nameto | unixaccount
use for UNIX account lookups.
ldap.usermap.attribute.windowsaccount | Specifiesthe attribute nameto windowsaccount
use for Windows account
lookups.
ldap.nssmap.objectClass.posixA | Specifiesthe object classname | posixAccount
ccount to be mapped to the
posixAccount object classin an
RFC2307-compliant schema.
ldap.nssmap.objectClass.posixG | Specifiesthe object classname | posixGroup
roup to be mapped to the posixGroup
object classin an
RFC2307-compliant schema.
ldap.nssmap.attribute.groupnam | Specifiesthe attribute nameto cn
© bemappedto the groupname. | pe o307 ariribute
attribute in an value by default)
RFC2307-compliant schema.
ldap.nssmap.attribute.memberUi | Specifiesthe attribute nameto memberUid
d .
be mapped to the member UID | peco307 attribute
attributein an RFC value by default)
2307-compliant schema.
ldap.nssmap.attribute.gidNumbe | Specifiesthe attribute nameto gidNumber
g be mapped to the gidNumber | oe o307 artribute
attribute in an value by default)
RFC2307-compliant schema.
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Default value or

Option Purpose example
ldap.base.group Specifiesthe basein DN format | Example:

to use for group lookups. cn=People,

o=org

1dap.usermap.base Enables LDAP-based user and Example:

group mapping. en=People,

dc=domainl

ldap.usermap.attribute.unixaccount Specifies the attribute nameto | unixaccount

use for UNIX account lookups.
ldap.usermap.attribute.windowsaccount | Specifiesthe attribute nameto windowsaccount

use for Windows account

lookups.
ldap.nssmap.objectClass.posixA | Specifiesthe object classname | posixAccount
ccount to be mapped to the

posixAccount object classin an

RFC2307-compliant schema.
ldap.nssmap.objectClass.posixG | Specifiesthe object classname | posixGroup
roup to be mapped to the posixGroup

object classin an

RFC2307-compliant schema.
ldap.nssmap.attribute.groupnam | Specifiesthe attribute nameto cn
© bemappedto the groupname. | pe o307 ariribute

attributein an value by defauit)

RFC2307-compliant schema.
ldap.nssmap.attribute.memberUi | Specifiesthe attribute nameto memberUid
d .

be mapped to the member UID | peco307 attribute

attributein an RFC value by default)

2307-compliant schema.
ldap.nssmap.attribute.gidNumbe | Specifiesthe attribute nameto gidNumber
i ;etr%au‘;p?‘; tothegidNumber | oecr307 atribute

emnan value by default)

RFC2307-compliant schema.
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Default value or

Option Purpose example
ldap.base.group Specifiesthe basein DN format | Example:
to use for group lookups. cn=People,
o=org
1dap.usermap.base Enables LDAP-based user and Example:
group mapping. cn=People,
dc=domainl
ldap.usermap.attribute.unixaccount Specifies the attribute nameto | unixaccount
use for UNIX account lookups.
ldap.usermap.attribute.windowsaccount | Specifiesthe attribute nameto windowsaccount
use for Windows account
lookups.
ldap.nssmap.objectClass.posixA | Specifiesthe object classname | posixAccount
ccount to be mapped to the
posixAccount object classin an
RFC2307-compliant schema.
ldap.nssmap.objectClass.posixG | Specifiesthe object classname | posixGroup
roup to be mapped to the posixGroup
object classin an
RFC2307-compliant schema.
ldap.nssmap.attribute.groupnam | Specifiesthe attribute nameto cn
© bemappedto the groupname. | pe o307 ariribute
attribute in an value by default)
RFC2307-compliant schema.
ldap.nssmap.attribute.memberUi | Specifiesthe attribute nameto memberUid
d .
be mapped to the member UID | peco307 attribute
attributein an RFC value by default)
2307-compliant schema.
ldap.nssmap.attribute.gidNumbe | Specifiesthe attribute nameto gidNumber
g be mapped to the gidNumber | oe o307 artribute
attribute in an value by default)
RFC2307-compliant schema.
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Default value or

threshold for logging of
Network File System (NFS)
requests, to diagnose whether
NFS timeouts are caused by the
server or the network.

Option Purpose example
ldap.nssmap.attribute.uid Specifies the attribute name to uid
T TR | e i
P value by default)
ldap.nssmap.attribute.uidNumbe | Specifiesthe attribute nameto uidNumber
t be mapped to the uldNumber | oe o307 artribute
attribute in an value by default)
RFC2307-compliant schema.
ldap.nssmap.attribute.userPass | Specifiesthe attribute nameto userPassword
d .
wor be mapped to the userPassword | o o547 atribute
atributein an value by default)
RFC2307-compliant schema.
ldap.nssmap.attribute.homeDire | Specifiestheattributenameina | homeDirectory
t .
crory ﬁ;ﬂogfﬁ rﬁ;a;a:gc?s (RFC2307 attribute
appeat ITECtoy 1 Value by defavilt)
attributein an
RFC2307-compliant schema.
ldap.nssmap.attribute.loginShe | Specifiesthe attribute nameto loginShell
11 i
be mapped to the loginShell (RFC2307 attribute
atributein an value by default)
RFC2307-compliant schema. y
ldap.nssmap.attribute.gecos Specifies the attribute name to gecos
pe mapped to the geco§ attribute (RFC2307 attribute
in an RFC2307-compliant
value by default)
schema.
nfs.response.trigger Specifies, in seconds, the 60
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Option

Purpose

Default value or
example

nfs.

response.trace

Forces all NFS requests that
exceed thetime valuein
nfs.response.trigger

to be logged.

off
(on|off£)

nfs.

rpcsec.ctx.high

Specifies the number of unique
Generic Security Services
Application Programming
Interface (GSSAPI) NFS
authentications (related to a
Kerberos principal and NFS
client pair) beyond which Data
ONTAPwill conserveresources
by eliminating authentication
records (oldest first) until
falling below this value. When
set at O, records are only purged
asnew ones arrive.

0
(0-4294967295)

nfs

.rpcsec.ctx.idle

Specifies how long to keep
GSSAPI NFS authentications
before conserving resources by
alowing their contextsto be
purged.

360
(0-4294967295)

rpc.

nlm.tcp.port

Assigns aport for Network
Lock Manager (NLM) Remote
Procedure Call (RPC) service
over TCP.

4045

rpc.

nlm.upd.port

Assigns aport for NLM RPC
service over User Datagram
Protocol (UDP).

4045

rpc.

nsm. tcp.port

Assigns a port for Network
Status Monitor (NSM) RPC
service over TCP.

4047
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Default value or

Option Purpose example
rpc.nsm.udp.port Assigns aport for NSM RPC 4047
service over UDP,
rpc.mountd.udp.port Assigns aport for MOUNTD 4046
RPC service over UDP.
rpc.mountd.tcp.port Assigns aport for MOUNTD 4046
RPC service over TCP.
rpc.pcnfsd.tcp.port Assigns aport for Personal 4048
Computer NFS Daemon
(PCNFSD) RPC service over
TCPR.
rpc.pcnfsd.udp.port Assigns aport for PCNFSD 4048
RPC service over UDP.
rpc.rquotad.udp.port Assigns a port for PCNFSD 4049

RPC service over UDP.
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New features in Data ONTAP 6.5R1 and 6.5R2

Bug fixes Data ONTAP 6.5R1 6.5R2 addressed bug fixes only. Data ONTAP 6.5R2
included all bugs fixed in 6.5R1 and 6.5; Data ONTAP 6.5R1 included all bugs
fixed in 6.5.

Features of these Neither Data ONTAP 6.5R1 nor 6.5R2 introduced new features. However, each

releases release included all features introduced in Data ONTAP 6.5.
Note

Although NetApp has completed testing for the Data ONTAP 6.5R1 and Data
ONTAP 6.5R2 releases, your gFiler vendor might not have completed the
required testing to ensure support. Contact your gFiler vendor concerning the
availability of support for thisrelease.
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New features in Data ONTAP 6.5

Topics in this
section

New storage
subsystems
supported

New disk (LUN)
ownership scheme

This section contains the following topics:

“New storage subsystems supported” on page 33

“New disk (LUN) ownership scheme” on page 33

“Gateway sharing channel adapter ports with other hosts’ on page 34
“Shared usage of a RAID group” on page 34

“gFiler multiple array family support for Data ONTAP 6.5" on page 34
“New protocol support” on page 34

“New command if you are using switches’ on page 35

“Data consolidation enhancements” on page 35

“Data protection enhancements’ on page 36

“Data availability enhancements’ on page 38

“Data manageability enhancements’ on page 39

“New commands in Data ONTAP 6.5” on page 40

“New optionsin Data ONTAP 6.5” on page 43
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Data ONTAP 6.5 adds support for the following storage subsystems:
¢ |IBM ESSModel 800

Seethe gFiler Gateway Series Support Matrix for IBM, whichisavailable on
the NOW site, for information about any last-minute software requirements
for the IBM ESS Model 800 that might be required.

¢ SANRISE® 9580V with Fibre Channel disk drives and with all
compatibility settings set for the 9570

gFiler gateways now use a software-based scheme, referred to as disk (LUN)
ownership, instead of the fixed scheme to control access of gFiler gateways to
LUNSsthat a storage subsystem makes available to gFiler gateways. The primary
benefits of the new disk (LUN) ownership scheme are

¢ You can leave LUNs unowned until you need them. When you need them,
you can use a command at the gFiler gateway console to add them to the
storage that the gFiler gateway is using.
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Gateway sharing
channel adapter
ports with other
hosts

Shared usage of a
RAID group

gFiler multiple array
family support for
Data ONTAP 6.5

New protocol
support
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¢ If you need to move data service from one gFiler to another because one
gFiler is handling too much load, you can use the new SnapMover feature to
do so at the software level. You do not need to reconfigure hardware or the
LUN access controls on the storage subsystem to change which gFiler is
servicing data requests.

See the gFiler Gateway Series Software Setup, Installation, and Management
Guide for information about disk (LUN) ownership and how to use it when
setting up and managing your gFiler.

If you are running Data ONTAP 6.5 or later, you can share channel adapter ports
among gFiler gateways and non-gFiler hosts.

LUNSs created out of the same parity group (array) can be allocated to multiple
hosts—gFiler aswell as non-gFiler hosts.

Multiple arrays from the same storage subsystem family can be connected to one

gFiler. This section lists the storage subsystem families supported by Data

ONTAP 6.5.

Hitachi Limited SANRISE families are as follows:

& 99xx, 99xxV series

¢ 9570, 9580V with Fibre Channel disk drives and with all compatibility
settings set for the 9570

The IBM family isasfollows:

¢ |IBM ESS Mode 800

Thereis no limitation to the number of storage subsystems in the same family
that can be connected to a gFiler gateway.

Data ONTAP 6.5 supports iSCSI over IP for the gFiler gateway.
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New command if
you are using
switches

Data consolidation
enhancements

If you are using switches, you use the

disk.target port.cmd gueue depth option on gFiler gatewaysto
limit the number of commands that gFiler gateways can send to the target port on
the storage subsystem. Your goal isto limit the commands sent to the target port
from al initiators together (gFiler gateways and non-gFiler nodes) so that
performanceis not affected. If you are reverting to an earlier release, see the
gFiler Gateway Series Data ONTAP 6.5 Upgrade Guide.

Data consolidation has been enhanced in the following areas: new features for
block access protocols, CIFS enhancements, NFS enhancements, WebDAV
support, LDAP support enhancements, and security enhancements.

New features for block access protocol: For iSCSI networks, this release
provides the following enhancements:

¢ VFilers, with the purchase of the MultiStore® license.
For more information, see the Data ONTAP MultiStore Management Guide.

¢ AniSCSI MIB, which enables Simple Network Management Protocol
(SNMP) monitoring of gFiler iISCSI activity.
For more information, see the Data ONTAP Network Management Guide.

CIFS enhancements: This release provides the following enhancements for
CIFS:

& Support for restoration of Snapshot™ files and folders using shadow copy
tools in Windows 2003, or Microsoft shadow copy client software for pre-
Windows 2003 clients

¢ Improved methodology for selection of domain controllers
& Support for the Windows xcopy /4 (copy by date) command

¢ Ability to configure viewing of hidden fileswith the opt ions
cifs.show dotfiles command

¢ Multiple policy support for file screening operations

¢ Support for Windows NT null session clients

& Ability to retrieve domain information withthe cifs domaininfo
command

For more information, see the Data ONTAP File Access Management Guide.

NFS enhancements: For Network File System (NFS), this release includes

the following enhancements:

¢ Filedelegation for NFS 4

¢ Kerberos configuration through thenfs setup script
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¢ Improvementsin access verification that provide better security and
reliability of user connections

¢ Fileexport options that have been standardized and are more intuitive

¢ Ability to trace denied mountd requests with thenfs . mountd. trace
command

For more information, see the Data ONTAP File Access Management Guide.

WebDAV support: Thisrelease adds support for the WebDAV protocol. When
you setthecifs.home dir option, userscan access their home directories by
using WebDAV by entering the following URL.:

http://gFiler/~username
For more information, see the Data ONTAP File Access Management Guide.

LDAP support: Thisrelease provides the following LDAP enhancements:
¢ Group support
¢ Workgroup authorization

For more information, see the Data ONTAP Sorage Management Guide.

Security enhancements: This release includes the following security
enhancements:

¢ ThegFiler gateway now supports the Internet Protocol Security (IPsec)
protocol on the X1017 card. The IPsec protocol implementation in NetApp
systems now supports Kerberos authentication with CIFS clientsin addition
to authentication using pre-shared keys.

For more information, see the Data ONTAP Network Management Guide.
¢ AnFTP security enhancement option has been added that prevents clients

from redirecting FTP operations to a third-party client or server.

For more information, see “ Default behavior change for FTP” on page 8.

Data protection has been enhanced with Synchronous SnapMirror, SnapLock™
Enterprise, and larger inodes. For synchronous SnapMirror, you need an
additional license.

Synchronous SnapMirror: Data ONTAP 6.5 adds support for synchronous
SnapMirror replication, which enables remote protection of mission-critical data
and ensures that the data is up-to-date and ready for immediate use during
disaster recovery. The source and destination appliances can be either gFiler
gateways or filers.
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Note
Semi-synchronous and synchronous SnapMirror were not supported for the
gFiler gateway for IBM in Data ONTAP 6.5 and the 6.5 R releases, but they are
supported in Data ONTAP 6.5.1 and later.

The following factors should be considered before using SnapMirror in
synchronous mode:

¢ You should have a SnapMirror configuration that can adequately handle the
anticipated replication traffic.

%  The source and destination gFiler gateways or filers should be powerful
enough with regards to processor power (computation power and
speed), disk speed, and number of disks or LUNs used for replicating
data (spindles).

%  The power and disk geometry of the destination gFiler or filer must be
the same as the source gFiler or filer.

% The network bandwidth between the source and destination must be at
least as much as the anticipated write traffic rate (MB/s) at the source.

¢ You can send replication traffic over I P transports on Ethernet or Fibre
Channel.

& You can send replication traffic over two paths.

This gives you the option of either balancing the load between the two paths
or reserving the second path for failover.

& You can achieve better throughput of replication traffic by using the best path
available for transferring data and by not sharing the path with other traffic.

¢ You can define with an option the amount of lag time between when datais
written to the source gFiler or filer and when replication datais sent to the
destination gFiler or filer from the source gFiler or filer.

This option is useful when balancing the need for synchronizing replication
and gFiler performance. Some data, such as financial database data, must be
as synchronous as possible because if there is a disaster, lag time between
source and destination is not acceptable. For data that does not necessarily
need such close synchronization, you can use this option.

¢ With any mission-critical application, you should consider involving
professional services when you review your site needs and deployment
decisions.
SnapMirror takes the complication out of installing, setting up, and
administering synchronous replication, but you still have the standard issues
when making trade-offs on gFiler or filer performance, type of application,
data, and site priorities.
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Licensing requirementsfor synchronous SnapMirror: To use synchronous
SnapMirror, you need both of the following:

& Synchronous SnapMirror license
The synchronous SnapMirror license for the gFiler gateway is PLFQNUJ.
& SnapMirror license

Before installing the synchronous SnapMirror license, review the previously
listed factors for synchronous SnapMirror to determine whether synchronous
replication is appropriate for your organization. For more information about
synchronous SnapMirror, see the Data ONTAP Data Protection, Online Backup,
and Recovery Guide.

SnaplLock Enterprise software: This new feature provides nonwritable
data-permanence storage that enables compliance with government records
retention and business records-keeping best practices.

Larger inodes, supporting greater numbers of subdirectories: You
can now create up to 99,998 subdirectories.

For more information, see the Data ONTAP Storage Management Guide.

For the gFiler gateway, new to this release is support for SyncMirror and
MetroCluster.

SyncMirror support: New to Data ONTAP 6.5 for the gFiler gateway for
Hitachi, Limited is support for the optional NetApp SyncMirror product.
Customers who choose to use SyncMirror typically have two storage subsystems
and cannot tolerate any down time. SyncMirror enablesyou to implement RAID
mirroring for redundancy. The SyncMirror software creates two physically
separated copies of the volume. When two storage subsystems exist, one copy of
the volume is on each storage subsystem. SyncMirror istypicaly usedin a
MetroCluster deployment.

To use SyncMirror, you must have alicense.

Note
SyncMirror was not supported for the gFiler gateway for IBM in Data ONTAP
6.5 and the 6.5R releases, but it is supported in Data ONTAP 6.5.1 and later.

MetroCluster support: The primary goal of aMetroCluster isto provide
redundant storage services to mission-critical applicationsin case of site-specific
disasters (for example, in the case of fire or long-term power loss). The
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Data manageability
enhancements

MetroCluster feature requires SyncMirror and agFiler gateway cluster
configured for mirrored volumes to build a system that provides continuous
updating of data and data protection over a distance.

To use MetroCluster, you must have alicense.

Note
MetroCluster is not supported for the gFiler gateway for IBM in Data ONTAP
6.5 and the 6.5R releases, but it is supported in Data ONTAP 6.5.1 and later.

For more information about MetroCluster with a gFiler gateway, see the Getting
Sarted with the gFiler Guide and the gFiler Gateway Series Software Setup,
Installation, and Management Guide.

New to thisreleaseis SnapMover and enhancements for the FilerView® interface
and the Multi Store feature.

New SnapMover feature for workload distribution: New to thisrelease
for the gFiler gateway is SnapMover. SnapMover works in conjunction with the
MultiStore feature. Its sole purpose is to enable you to move MultiStore virtual
filer vFilers quickly and efficiently between gFiler gateways that are sharing the
same storage subsystem. SnapMover uses the disk (LUN) ownership scheme to
migrate (move) avFiler instead of copying it, which makes migration quite fast.
In contrast, the standard Data ONTAP vFiler migrate facility, which uses the
SnapMirror feature, copies data. Copying the datais time-consuming. Migration
of vFilerswith SnapMover istransparent to NFS and iSCSI users; for CIFS
users, when avFiler is migrated, it appears asif the server were rebooted.

Two licenses are required to use SnapMover—one for SnapMover and one for
MultiStore.

Note
SnapMover is not supported for the gFiler gateway for IBM in Data ONTAP 6.5
and the 6.5R releases, but it is supported in Data ONTAP 6.5.1.

For more information about SnapMover, see the gFiler Gateway Series Software
Setup, Installation, and Management Guide.

FilerView enhancements: FilerView enhancementsinthisreleaseincludethe
following:

¢ A wizard for NFS exports
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A DataFabric® Manager (DFM) configuration page and hyperlinks that
launch DataFabric Manager (when DataFabric Manager is configured)

New license management fields for the SnapManager Domino, SnapMirror
Synchronous, and SnapMover features

A link to the Syslog Translator page on the NOW site, which indexes syslog
messages to Event Management System (EMS) event definitions

Volume Add and Volume Modify wizards
Plex management distinct from volume management
New online Help

MultiStore enhancements: MultiStore enhancements include the following:

L 2
L 4
L 2

L 4

iSCSI support for each vFiler
IPSec support for each vFiler

Simplified vFiler resource management by providing pseudo-root directory
vFilersthat use the CIFS protocol

Replacement of the 1icense vfiler commandwiththe license
multistore command

For more information, see the Data ONTAP MultiStore Management Guide.

Thisrelease includes new and modified commands you can use in managing your
gFiler. For each command, the following table lists

¢ Thefeaturethat it enables
¢ Thelocation of documentation about the feature
Command Purpose Documentation
cifs changefilerpwd Schedules an immediate na_cifs_changefilerpwd(1) manual
password change for the page

gFiler gateway’s Windows
domain (computer) account

cifs domaininfo

Displays connected domain na_cifs domaininfo(1) manual page
controllers and domain
controller selection settings

40

New features in Data ONTAP 6.5




Command

Purpose

Documentation

cifs prefdc

Specifies preferred domain
controllers

na_cifs_prefdc(1) manual page
Chapter 3, “File Access Using
CIFS,” inthe Data ONTAP File
Access Management Guide

disk assign
disk upgrade ownership
disk show

Adds disk ownership

na_disk(1) manual page

gFiler Gateway Series Software
Setup, | nstallation, and Management
Guide and the gFiler Gateway Series
Upgrade Guide

disk remove ownership

Removes disk ownership

na_disk(1) manua page

gFiler Gateway Series Software
Setup, | nstallation, and Management
Guide and the gFiler Gateway Series
Upgrade Guide

exportfs -f

Flushes the access cache

exportfs -c

Checks rules in the access
cache

exportfs -d

Reverts the /etc/exports file

exportfs -s

Determinesthe actual storage
path of an export

exportfs -r

Reexports only the persistent
exports

na_exportfs(1) manua page
Chapter 2, “File AccessUsing NFS,”
in the Data ONTAP File Access
Management Guide
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Command

Purpose

Documentation

fpolicy help

Listsfile policy commands

fpolicy show

Displaysfile policies

fpolicy create

Creates anew file policy

fpolicy destroy

Destroys an existing file
policy

fpolicy enable

Enables afile policy

fpolicy disable

Disables afile policy

fpolicy ext [ension]

Displays or modifies
included or excluded file
extensions for a policy

fpolicy options

Enables or disablesfile
policies, or specifies backup
policy servers

fpolicy servers

Displays or halts primary file
policy server

na_fpolicy(1) manual page
Chapter 2, “File Access Using
CIFS,” inthe Data ONTAP File
Access Management Guide

ftp stat

Displays FTP statistics

ftp stat -z

Resets FTP statistics

na_ftp(1) manua page
Chapter 4, “File AccessUsing FTR”
in the File Access Management

igroup set

Manages igroup throttles

na_igroup(1) manual page

lock status [-f | -h |- n]

Prints lock status organized
by file, host, or numbers of
locks

na_lock(1) manual page

quota allow | disallow

Enables or disables quotas on
volumes

na_quota(1l) manua page

snap list -n

Does not display snapshot
space consumption during
restore

na_snap(1) manual page
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Command

Purpose Documentation

viiler migrate

Moves avFiler to adifferent | na vfiler(1) manual page

host Chapter 6, “Disaster Recovery and
DataMigration,” inthe Data ONTAP
Multistore Management Guide

New options in Data

Unsupported commands: The following commands are no longer supported
in DataONTAP 6.5:

¢ setmk—Setsthe Master Key in the Registry.
¢ cdacmd—CDA Command ContentDirector commands.

New options you can use with Data ONTAP are described in the following table.

ONTAP 6.5 For each new option that can be used with the opt 1 ons command, the tablelists
& A description of what the option does
¢ Thetype of value used with the option as an argument and the option’'s
default value
For more information about the opt ions command and individual options, see
the na_options(1) manual page.
Value
Option Purpose (default)
cifs.show dotfiles Enables support for the Windows on|off
Folder Options View setting on aclient | (on)
to show or hidefileswith aperiod (.) as
the first character of the file name
cifs.trace dc_connection Enables tracing of domain controller on|off
discovery and selection operations (off)
cifs.weekly W2K password change Enables an automatic weekly password | on|off
change for the gFiler gateway domain (off)
(machine) account
cifs.widelink.ttl Specifies the “time to live” value to Number and
designate how long aclient can cache unit of time
the path specified in awidelink (10m)
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Value

Option Purpose (default)
fpolicy.enable Enables all file policy operations on|off
(on)
ftp.3way.enable Enables redirect of FTP operationsto on|off
an unauthenticated third party (off)
ftpd.log.enable Enables logging of FTP operations on|off
(on)
ftpd.log.filesize Specifiesthe maximum sizefor an FTP | A number and
log file before anew log fileis opened | qualifier
(512k)
ftpd.log.nfiles Specifies the number of log filestobe | Number from
created before thefirst log fileis 1to 100,
overwritten inclusive
(6)
ftpd.max_connections threshold Enables you to set the warning A percentage
threshold to a certain percentage of (75%)
ftpd.max_connections,whichis
configurable through options
iscsi.iswt.tcp window size Specifies the gFiler gateway's receive Number of
TCP window sizefor al iSCSI bytes
connections involving the i SCSI (131400)
softwaretarget (ISWT) driver; usewith
caution
ndmpd.password_length Specifies either 8-byte or 16-byte 8|16
NDM P-specific passwords (16)
nfs.export.neg.timeout Specifieshow long negative entrieslive | Number of
in the access cache before being seconds
flushed (3600)
nfs.export.pos.timeout Specifies how long positive entrieslive | Number of
in the access cache before being seconds
flushed (36000)
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Value
Option Purpose (default)
nfs.ifc.xmt.high Specifies the limit for incoming Number from
requests from aclient that is not the value of
keeping up with itemsin the send nfs.ifc.x
buffer. mt.lowto
64, inclusive
(16)
nfs.ifc.xmt.low Specifies the point at which requests Number from
are once again granted to a client that 0tothevalue
has exceeded the limit specified with of
nfs.ifc.xmt.high nfs.ifc.x
mt .high,
inclusive
()
nfs.mountd. trace Enables logging of denied mountd on|off
regquests (off)
nfs.v4.read delegation Enables delegation to an NFS client for | on|off
file read operations (on)
nlm.trace Enables tracing of asynchronous on|off
Network Lock Manager requests and (off)
requests blocked by a conflict that
requires the server to make callbacksto
the client
webdav.enable Enables the WebDAV protocol on|off
(off)

Unsupported options: Thefollowing options are no longer supported in Data

ONTAP6.5:
cd.data_product_xfer port
cd.enable

cd.host _attributes
cd.master key

cd.mctp_dtu_size

* ¢ 6 6 o o

cd.mctp_external address

gFiler Data ONTAP 6.5.4 Release Notes 45



46

L 2R K R JER K 2R 2EE 2R R 2

cd.
cd.
cd.
cd.

cd

mctp _global channel address
mctp group leader_ address
mctp port

mctp_single ip mode

.mctp throughput max
cd.

my_external address_for_ ccm

coredump.cf.dump partner nvram

dafs.receive multi segment.enable

dafs.request_long_ limit

ssh.upgraded

New features in Data ONTAP 6.5



Where to find product documentation and other information

Software
documentation

Compatibility

information

Searching online
documentation

To view the documentation for this release, see the gFiler Gateway Series
documentation at
http://now.netapp.com/knowledge/docs/ontap/ontap_index.shtml and select the
link for gFiler documentation.

To download the documentation, select ZIP file format or tar file format.

The following matrixes provide various types of compatibility information, such
as supported switches and switch connectivity and topology, supported network
interface cards, and supported NetApp applications:

¢ gFiler Gateway Series Support Matrix for Hitachi, Limited

& gFiler Gateway Series Support Matrix for Hitachi Data Systems
¢ gFiler Gateway Series Support Matrix for IBM

& gFiler Gateway Series Support Matrix for HP

To access the Support Matrixes, go to
http://now.netapp.com/knowledge/docs/ontap/ontap_index.shtml and select the
link for gFiler documentation.

The NOW Natural Language PowerSearch tool on the Service and Support page
at http://now.netapp.com/Sel f-Service/Forms/SupportHome.asp enables you to
search the following sources of information:

Product Documents
Knowledge Base Solutions
Bugs Online

NOW Forums

White Papers

Partner Knowledge Bases

* ¢ 6 6 o o
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Documentation Changes for Data ONTAP 6.5.4

About this section This section covers additions and changes in the gFiler documentation and in the
Data ONTAP documentation library that pertain to the gFiler.

This section contains the following topics:

L 4

L 2
L 4
L 2

* o

“Changes to the gFiler Getting Started Guides’ on page 50

“Additions to the gFiler Hardware Maintenance Guide” on page 51
“Changes to the Setup, Installation, and Management Guide” on page 63
“Addition to the Storage Management Guide—New LDAP features’ on
page 64

“Changes to the Storage Management Guide” on page 74

“Changes to the Data ONTAP 6.5 File Access Management Guide” on
page 78

“Changes to the Data ONTAP 6.5 Command Reference” on page 80
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Changes to the gFiler Getting Started Guides

Updated The following gFiler Getting Started guides state that NVRAMS applies to the
information for the GF980 only.
gﬁfggg Started ¢ Getting Sarted with the gFiler for Hitachi Data Systems

¢ Getting Started Guide with the gFiler for HP

With therelease of Data ONTAP 6.5.3H1P4, NVRAMS5 is supported on al gFiler
gateways.

The Getting Sarted Guide with the gFiler for Hitachi, Limited and the Getting
Sarted Guide with the gFiler for IBM do not contain information about
NVRAMDS5 because they were written before NVRAMS5 was supported on any
models.
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Additions to the gFiler Hardware Maintenance Guide

About NVRAM5 NVRAMS5 is supported in Data ONTAP 6.5.3H1P4 and later for al gFiler
gateways. Add the following information to your gFiler Hardware Maintenance
Guide.

NVRAMS LEDs The following illustration shows the LED locations for the NVRAMS adapter.

There are two sets of LEDs by each port that operate when you use NVRAMS5 as
acluster interconnect adapter. Thereis aso aninternal red LED that you can see
through the faceplate.

o O
LO1 PH1
—

|

—/

o O
L02 PH2
—

|

—/

NVRAMS5
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NVRAMS boot error
message

What the LEDs mean: The following table describes the LEDs for an

NVRAMS5 adapter.
LED type | Indicator | Status Description
Internal Red Blinking | Thereisvalid datain the NVRAMS.
Caution
This status might occur if your system
did not shut down properly, asin the
case of apower failure or panic. The
dataisreplayed when the system boots
up again.
PH1 Green On The physical connection is working.
Off No physical connection.
LO1 Yellow On Thelogical connection isworking.
Off No logical connection.

The following table describes the error message associated with NVRAMS.

Boot error message | Explanation Correctiveaction
NVRAM: wrong pci The system cannot detect the ¢ For aGF920, GF940 or GF960,
dot NVRAM adapter. make sure that the NVRAM4

adapter issecurely installed in slot
7 or the NVRAMDS adapter is
securely installed in slot 11.

¢ ForaGF980in astand-alone
configuration, make sure that the
NVRAMS adapter is securely
installed in expansion slot 10.

¢ ForaGF980inaclustered
configuration, make sure that the
NVRAMDS5 adapter is securely
installed in expansion slot 11.
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Replacing the You use the NVRAMS adapter in cluster mode when your gFiler isin acluster
NVRAMS adapter configuration.

Caution
You must perform a clean shutdown before you replace the NVRAMS adapter.

NVRAMS5 cabling: When your GF900 system isin a clustered configuration,
cable the NVRAMDS adapter on each gFiler to each other.

Note
MetroCluster configurations do not use the NVRAMS5 adapter.

There are two types of cables for the NVRAMDS5 cluster interconnect adapter:
¢ Copper

& Fiber optic

Note

If you plan on using a cable with a distance greater than 10 meters, you must use
fiber cabling.
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Removing the NVRAMS5 adapter: To remove the NVRAMS5 adapter,
complete the following steps, using the illustration for reference.

Note
There are two varieties of copper cables, both of which are shown in the
following illustration.

-

Pull handle ml

Press latch
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Step | Action

1 | Make sure that you are properly grounded before proceeding.

2 | If you are... Then...
Disconnecting Complete these steps, using theillustration
copper cableswitha | for reference.
pull-back handle

1. Hold the copper IB connector with one
hand, and then carefully pull back the
latch of the top cable and slowly pull the
IB connector from the NVRAMS5
adapter port.

2. Repeat this step for the cable connecting
to the bottom port.

3. Goto Step 3.

Disconnecting Complete these steps, using theillustration
copper cables with for reference.

press-latches
1. Pressthelatches of the top cable and

dowly pull the IB connector from the
NVRAMS5 adapter port.

2. Repeat this step for the cable connecting
to the bottom port.

3. Goto Step 3.

Using fiber cables Go to “Replacing the NVRAMS5 media
with amedia converter” on page 60 to remove your media
converter converter.

3 | Open your PCB carrier, as described in the gFiler Hardware
Maintenance Guide.
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Step

Action

By completing the following substeps, disengage the NVRAMS
adapter from the motherboard, using the illustration for reference.

PCB carrier — <

crossbar '
( Ny

Back panel

1. Remove the PCB carrier crossbar by loosening the thumbscrew
and lifting the crossbar away from the top of the PCB carrier.

2. Remove the PCI clamp arm by loosening the thumbscrew and
lifting the arm away from the back panel.

Pull upward on the top edge of the expansion adapter and lift it out of
the chassis.

If you areinstalling a replacement adapter, go to “Installing an
NVRAMS adapter” on page 57.

Additions to the gFiler Hardware Maintenance Guide



Step | Action
7 | If you are... Then...

Converting your 1. Install the NVRAMS5 adapter in slot 10,

gFiler from cluster asdescribed in “Installing an NVRAMS5

mode to stand-alone adapter” on page 57.

mode 2. Install aslot cover for PCI dot 11, if
unused.

3. Closethe PCB carrier, as described in

the gFiler Hardware Maintenance
Guide.

Installing a Goto “Installing an NVRAMS adapter” on

replacement page 57.

NVRAMS5 adapter

for cluster mode

Installing an NVRAMS adapter: Toinstall an NVRAMDS adapter, complete
the following steps.

Step

Action

1

Open your PCB carrier, as described in the gFiler Hardware
Maintenance Guide. Make sure that you are properly grounded.

Unlatch the PCI clamp arm by loosening the thumbscrew, and then
remove it from the back panel.

Remove the PCB carrier crossbar arm by loosening the thumbscrew
and lifting it from the PCB carrier.
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Step | Action
4 | Ifyou are... Then...
Installing a new 1. Takethe adapter out of the antistatic
NVRAMS adapter in a bag and remove the port protectors
stand-alone system or from the adapter.
for“’e”' lng yog gRler | 5 Install the NVRAMS adapter in slot
rom a clustered to 10, as described in Step 5.
stand-alone system
Installing a new 1. Takethe adapter out of the antistatic
NVRAMS adapter in a bag and remove the port protectors
clustered system or from the adapter.
;’O”"esrt“ ”g 3;|°”r gt':"er 2. Install the NVRAMS adapter in slot
rom stand-alone to 11, asdescribed in Step 5.
clustered system
Note
For fabric-attached clusters, the
NVRAMS5 adapter isinstalled in slot 10.
5 | Holding the NVRAMS adapter by itstop edge, with the faceplate
near the back of the machine, lower the adapter into the slot until its
connector edge meets the grooves in the appropriate expansion slot.
The faceplate of the adapter should be in position against the back
panel, and should cover the endplate slot on the back panel.
6 | Presscarefully onthetop edge of the adapter until the edge connector
is seated in the expansion slot.
7 | Bring the PCB carrier crossbar over the top of the NVRAMS5 adapter
and secure it by tightening the thumbscrew.
8 | Pushthe PCI clamp arm back into place and tighten the thumbscrew
to secureit to the back panel.
9 | Closeyour PCB carrier, as described in the gFiler Hardware
Maintenance Guide.
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Step | Action

10 | If you have... Then...

Installed an NVRAMS5 | Goto Step 11.
adapter in astand-alone

system

Installed an NVRAM5 1. Reconnect the clustered nodes by
adapter in a clustered cabling the NVRAMS cluster
system interconnect adapters, as described in

the cluster guide.

Note
If you are using fiber optic cables, go to
“Installing a media converter” on page 62.

2. Goto Step 11.

11 | Power onyour gFiler.

12 | Run diagnostics on your entire system.

NVRAMS media The media converter enables you to use fiber cabling to cable your gFiler
converter gateways in a clustered configuration.

Media converter LEDs: The following illustration shows the LED locations
for your NVRAMS5 media converter.

LED

Media
converter
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Replacing the
NVRAMS5 media
converter

60

Media converter LEDs: The following table describes the LEDs for an
NVRAMS5 media converter.

Indicator Status Description

Green On Normal operation.

Green/Amber On Power is present but link is down.

Green Flickering | Power ispresent but link is down.
or off

Your NVRAMS5 media converter attaches to an MPO connector and plugs into
the IB port on the NVRAMS5 adapter when your applianceisin aclustered
configuration. Replacing the NVRAMS5 media converter consists of the
following procedures:

¢ “Removing the media converter” on page 60

¢ ‘“Installing amediaconverter” on page 62

Removing the media converter: Toremoveyour mediaconverter, complete
the following steps, using theillustration for reference.

Caution
You must perform a clean shutdown before you replace your media converter.
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Sheath H <=

Fiber cable DHH

S /
Media
converter i,
Handle ¥ Copper
O J IB ports
MPO connector

Step | Action

1 | Starting with the top port, grasp the media converter firmly with one
hand. With your other hand, pull the handle so that the latches open,
and then gently remove the media converter |B connector from your
NVRAMS5 adapter port.

2 | Todisconnect the cable, grip the connector sheath by the top and
bottom between your finger and thumb, hold the sides of the media
converter firmly with your other hand, and then gently remove the
cable MPO connector from the media converter.

3 | Repeat steps 1 through 2 for the bottom cable, if applicable.

Documentation Changes for Data ONTAP 6.5.4
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Step | Action
41 If... Then...
You are replacing Go to “Installing a media converter” on
the media converter | page 62.
You are switching 1. Gently plug the IB connector on the
from fiber to copper copper cable into the NVRAMS5 adapter
cabling top port.

2. Repeat Step 1 for the bottom port on
your NVRAMS5 adapter.

Installing a media converter: To install a media converter, compl ete the

following steps.
Step | Action
1 | For each mediaconverter, plug the MPO connector on the fiber cable
into your media converter.
2 | Plug the media converter IB connector into the bottom port on your
NVRAMS. Repeat this step for the top port on your NVRAMS.
3 | Check LED status to ensure that you have physical connectivity.

¢ For mediaconverter LEDs, go to “Media converter LEDS’ on
page 59.

¢ For NVRAMS LED descriptions, go to“NVRAMS5 LEDS’ on
page 51.
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Changes to the Setup, Installation, and Management Guide

About this section This section includes additional information for the gFiler Gateway Series Setup,

Installation, and Management Guide.

Changes tothedisk  Replace the table on page 45, in Chapter 3, “Providing Setup Information,” with
show option table the following table. The existing tableis missing an entry for thedisk show
option (no parameters) and the description of the disk show -v optionisnot

clear.

disk show option

Information displayed

disk show -v

Shows all LUNSs that are assigned to
the gFiler host on the storage
subsystem to which the gFiler is
connected.

disk show -a

Shows al LUNSs that have an owner.

disk show -n

Shows all LUNs that do not have an
owner.

disk show

Shows only the LUNS owned by a
gFiler or, if the gFiler isin acluster,
the LUNSs owned by the two gFiler
gatewaysin the cluster.

Documentation Changes for Data ONTAP 6.5.4
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Addition to the Storage Management Guide—New LDAP features

Additions and
enhancements to
LDAP support

About custom
LDAP schemas

64

Data ONTAP 6.5.1 and later provides the following additions and enhancements
to existing LDAP functionality:

L 2
L 4
L 2

* & 6 6 o o

* o

“About custom LDAP schemas” on page 64
“Configuring Data ONTAP for custom LDAP schemas” on page 65

“Configuring Data ONTAP for non-Active Directory LDAP servers’ on
page 67
“Understanding Data ONTAP LDAP server option precedence” on page 68

“Using LDAP services for user mapping” on page 69

“Converting to LDAP user mapping from other lookup services’ on page 69
“Removing map entries from the usermap.cfg file” on page 69
“Configuring Data ONTAP for LDAP-based user mapping” on page 70
“Improving performance by setting user mapping base and scope values’ on

page 70
“Monitoring and troubleshooting LDAP server connections” on page 72

“Active Directory LDAP server connection pooling and selection” on
page 73

In previous releases, Data ONTAP supported only LDAP servers that comply
with RFC2307, which specifies a Network Information Service (NIS)-style
schema. Data ONTAP 6.5.1 and later provides support for LDAP servers with
custom (not RFC2307-compliant) schemas.

You enable Data ONTAP to query a custom LDAP database by entering the
schema’s custom attri bute names into the corresponding Data ONTAP LDAP
options.
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Custom LDAP
schema options in
Data ONTAP

Configuring Data
ONTAP for custom
LDAP schemas

The following new options are set by default to the attribute names specified in
RFC2307.

Default value
Option (per RFC2307)

ldap.nssmap.objectClass.posixAccount | posixAccount

ldap.nssmap.objectClass.posixGroup posixGroup
ldap.nssmap.objectClass.groupname groupname
ldap.nssmap.attribute.memberUid memberUid
ldap.nssmap.attribute.uid uid
ldap.nssmap.attribute.uidNumber uidNumber
ldap.nssmap.attribute.gidNumber gidNumber
ldap.nssmap.attribute.userPassword userPassword

ldap.nssmap.attribute.homeDirectory homeDirectory

ldap.nssmap.attribute.loginShell loginShell

ldap.nssmap.attribute.gecos gecos

From the command line, modify the string value of Data ONTAP custom schema
options to match the corresponding objects in your LDAP schema.

For example, for a custom LDAP schema in which the object containing Group
ID (GID) numbersis“groupid,” you would enter the following command:

options ldap.nssmap.attribute.gidNumber groupid
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About Active
Directory LDAP
servers

Requirements for
Active Directory
LDAP servers

66

Step | Action

1 | Configurethe Data ONTAP 1dap . nssmap options to match your
custom LDAP server schema.

Example:
options Idap.nssmap.obj ectClass.posixAccount Users

Specify values for each Data ONTAP schema option that
corresponds to a customized object in your LDAP schema.

Data ONTAP 6.5.1 or later provides the ability to connect to Active Directory
using an SASL (Simple Authentication Security Layer) bind for LDAP lookup
services. To use Active Directory for LDAP services, enter the fully qualified
Active Directory domain into the Data ONTAP option 1dap . ADdomain.

As Windows-to-UNIX mapping is performed using Active Directory, Data
ONTAP does the following:

¢ \Verifiesthat the user account exists within the Active Directory domain
specified for that account

¢ Performsaquery to the Active Directory domain specified in the
ldap.ADdomain option

¢ Returnsthe UNIX user account information and verifies that the user
account exists

To use Active Directory asyour LDAP server
¢ AvaidCIFSlicenseisrequired
¢ ThegFiler must be joined to an Active Directory domain
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Configuring Data
ONTAP for Active
Directory LDAP
lookup services

Configuring Data
ONTAP for non-
Active Directory
LDAP servers

To specify Active Directory LDAP lookup services, complete the following step.

Step | Action

1 | If your UNIX user account information isin Active Directory, or if it
isin anon-Active Directory LDAP server that is configured to alow
anonymous user searches, go to Step 2.

To configure Data ONTAP for simple LDAP server authentication,
enter the user name and password to be used for LDAP lookupsinto
the 1dap .name and 1dap . passwd options, respectively:

options ldap.name user name

options ldap.passwd password

2 | Inthe etc/nsswitch.conf file, specify “Idap” on the passwd entry,
the group entry, or both, to designate LDAP as the lookup service
to use.

3 | If you have a custom schema, enter values for NSSMAP options, as
described in the section “ Configuring Data ONTAP for custom
LDAP schemas’ on page 65.

4 | From the Data ONTAP command line, enter

options ldap.ADdomain
[fully qualified domain name]

Note
The domain you enter must be either the local domain or adomain
that shares atrust relationship with the local domain.

Example:

options Idap.ADdomain group.company.com

Data ONTAP provides the ability to designate one or more LDAP servers by
entering I P addresses or fully qualified domain names, separated by commas,
into the following Data ONTAP options:

¢ ldap.preferred.servers

¢ ldap.servers
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Understanding Data
ONTAP LDAP
server option
precedence

68

Data ONTAP connects to servers specified by these two option values and
attempts to authenticate using a simple bind. Because simple binds do not
provide sufficient authentication for Active Directory servers, do not specify
Active Directory servers within these two option values.

For more information about configuring Data ONTAP for non-Active Directory
Services, see “ Specifying LDAP servers’ on page 75 of this document and see
the Data ONTAP Storage Management Guide.

Data ONTAP chooses an LDAP server based on your LDAP server option
settings, as described in the following table.

Server designation option

Server selection order

ldap.preferred.servers

When specified, the serverslisted in
this option value are tried first,
according to list order.

ldap.servers

When no
ldap.preferred.servers are
specified, or specified servers are not
available, servers designated in this
option value are tried, according to
list order.

ldap.ADdomain

When no
ldap.preferred.servers and
noldap.servers arespecified or
available, servers designated in this
option value are tried using domain
controller selection methodology. For
information about domain controller
selection methodol ogy, see the Data
ONTAP File Access Management
Guide.
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Using LDAP
services for user

mapping

Converting to LDAP
user mapping from
other lookup
services

In previous rel eases, the only way to map between UNIX and Windows user
accounts was to use NIS data or to add entries to the usermap.cfg file. You can
now use your L DA P database to map UNIX-to-Windows and Windows-to-UNIX
accounts. Data ONTAP uses the same LDAP mechanism in both directions:
UNIX-to-Windows mapping and Windows-to-UNIX mapping.

If you currently use another form of lookup service, such asNIS, and you convert
to LDAP-based lookup services, be aware of the following issues.

Access permissions based on netgroups specified for exports
cannot be applied through LDAP:

Data ONTAP does not currently support netgroup-based lookup services for
LDAP . If your etc/exports file includes any access permissions based on
netgroups, make sure you enter all the netgroups into your etc/netgroup file and
that the netgroup setting in your etc/nsswitch.conf fileisset to “file.” This
ensures that netgroups are resolved locally.

Note
If you do not configure Data ONTAP netgroup entries to be resolved locally and
your etc/exports file specifies permissions for a netgroup, all users are denied
access to that share when the LDAP lookup fails.

The usermap.cfg file is used for user mapping instead of LDAP
information, if mapping entries are present:

If you are converting from local user mapping to LDAP-based user mapping,
remove mapping entries from the usermap.cfg file (except for null session
entries), as described in the following section.

Removing map entries from the usermap.cfg file:

If you already have user mapping information specified in the etc/usermap.cfg
file, this information takes precedence over LDAP information. When you want
to convert to LDAP-based user mapping, copy and save the user mapping entries
in the usermap.cfg file for archival purposes (in case you want to restore them
later), then remove all entries (other than null session entries) from the
usermap.cfg file.

Note
If you configured Data ONTAP for null sessions, make sure you leave the null
session client entry in the usermap.cfg file. For more information about null
session configuration, see the Data ONTAP File Access Management Guide.
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ONTAP for
LDAP-based user

mapping

Improving
performance by
setting user
mapping base and
scope values
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By default, LDAP-based user mapping is disabled. (Data ONTAP retrieves user
mapping information from the etc/usermap.cfg file.)

Note
To alow Data ONTAP access to LDAP lookup servicesif your UNIX user
account information is stored in anon-Active Directory LDAP server, that LDAP
server must be configured to allow either simple authentication or anonymous
user searches.

To enable LDAP-based user mapping, complete the following steps.

Step | Action

1 | Fromthe Data ONTAP command line, specify avalue for the option
ldap.usermap.attribute.windowsaccount.

options ldap.usermap.attribute.windowsaccount

2 | Extend your LDAP schemato include the user object attribute you
entered in Step 1.

3 | Enter the following command:
options ldap.usermap.enable on
Determine whether you want to improve performance by setting a

separate search base or search base and scope for user mapping, as
described in the following section.

LDAP optionswere added to set search base and scope, to limit attribute searches
to the appropriate areas of your LDAP database. Setting these options improves
the speed of LDAP |ookups.

Use the following syntax when specifying search base and scope. Search base
and scope values must correspond to the structure of your LDAP data.

options ldap.usermap.base “basel[:scopel [;basel:scopell”

Example 1:

options ldap.usermap.base “ou=People,dc=domain0:BASE”

Entering this command sets the search base for user mapping lookups to
ou=People, dc=domain0 and the search scope to BASE.
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Example 2:

options ldap.usermap.base “(ou=People,dc=domain0) :BASE, o=org”

The use of parentheses applies the specified search scope (BASE) to
ou=People, dc=domain0. The unspecified search scope for the o (“org”)
object defaultsto SUBTREE.

For more information about setting search base and scope to narrow database
lookup searches, see the documentation applicable to your LDAP
implementation.

Specifying base and scope values: To specify base and scope values for
al LDAP lookup services, complete the following steps.

Note

The values you assign using this procedure apply to all LDAP lookups unless
you enter separate search base and scope values for user mapping.

Step | Action

1 | Setthe ldap.base.passwd base and scope search values for
password lookups, as they are defined in your LDAP database.
Example:

options ldap.base.passwd
“ou=People, dc=companydomain, dc=com”

2 | Settheldap.base.group base and scope search values for
password lookups, as they are defined in your LDAP database.
Example:

options ldap.base.group
“ou=Groups, dc=companydomain, dc=com”

Note

When specified, search base and scope information entered for
Idap.base.passwd and 1dap .base . group takes precedence over the

search base and scope set for 1dap . base, and for password and group |ookups.
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Monitoring and
troubleshooting
LDAP server
connections

72

Displaying connection status for all LDAP server types: To display
information about LDAP server connection status for all server types, complete
the following step.

Step

Action

1

From the Data ONTAP command line, enter the following
command:

netstat

Result: Both Active Directory and non-Active Directory LDAP
server connection state information is shown on port 389 (or the
non-default value assigned using the 1dap . port option).

Displaying Active Directory LDAP server information: To display
information about current Active Directory LDAP server connections and Active
Directory LDAP server selection preferences, complete the following step.

Step

Action

1

From the Data ONTAP command line, enter the following
command:

cifs domaininfo

Result: Following the list of domain controller connections and
domain controller selection preferences, alist of Active Directory
LDAP server connectionsis displayed, followed by thelist of LDAP
server selection preferences.

Troubleshooting Active Directory LDAP server connections: To log
Active Directory LDAP server connection attempts, compl ete the following step.

Step

Action

1

From the Data ONTAP command line, enter the following
command:

options cifs.trace dc connection

Result: Information about attempts to connect Active Directory
LDAP servers are entered in the system log.
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Active Directory Data ONTAP performs the following operations to improve LDAP performance:

LDAP server *
connection pooling

and selection .

Active Directory LDAP server connections are pooled on a per-domain
basis.

When no response is received from the current LDAP server, subsequent
connections are made to the next best available LDAP server.

Once every minute, Data ONTAP checks to determine whether a better
LDAP server became available.

Every four hours, Data ONTAP queries the avail able Active Directory
LDAP servers and reorders the list, sorting servers in the following order:

Preferred servers, |eft in the order specified by the prefdc command
< Favored servers, sorted by the fastest response time
%  Other Active Directory LDAP servers, sorted by fastest response time

RS
*

"
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Changes to the Storage Management Guide

About this section

vol create
-r raid_group_size
description

Types of LDAP
servers supported

74

This section provides replacement text for sections of the Data ONTAP 6.5
Sorage Management Guide that have been

¢ Updated to reflect changesin Data ONTAP 6.5.1
¢ ldentified to require further explanation
¢ Foundtobeinerror

Use thisinformation to update and/or replace the existing text, as described in
each section.

Thefollowing vol create syntax description on page 114 has changed:
vol create volname [-m] [-t {raid 4|raid dp}]
[-r raid group size] disk list

Replace the description for the -r raid_group_size option with the following:

raid-group-size is the maximum number of disks (LUNS) that you want RAID
groups created in this volume to have. If the last created RAID group contains
fewer disks (LUNS) than the value specified, any new disks (LUNS) that are
added to this volume are added to this RAID group until it has the number of
disks (LUNSs) specified. After that, anew RAID group is created for any
additional disks (LUNSs) added to the volume.

Replace the section titled “ Types of LDAP servers supported,” on page 271 with
the following section.

A partial list of LDAP serversthat are supported by Data ONTAP include the
following:

¢ Netscape® servers

¢ iPlanet servers

¢ OpenLDAP sarvers

¢ Novel® eDirectory servers
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Specifying LDAP
servers

Specifying
preferred servers

Prerequisites for
turning quotas on

Booting gFiler
gateways

In Step 1 of the procedure “ Specifying LDAP servers’ on page 272, make the
following command syntax correction (space-separated rather than comma-
separated server names).

Original syntax Correct syntax

options Idap.servers “name [,name]” | options ldap.servers “name [name]”

In Step 1 of the procedure “ Specifying preferred servers’ on page 272, make the
following command syntax correction (space-separated rather than comma-
separated server names).

Original syntax Correct syntax

options Idap.servers.preferred “name | options |dap.servers.preferred “ name
[,name]” [name]”

In the section “Prerequisites for turning quotas on” on page 361, the requirement
for the /etc/quotas file to have no errors or misspellings has been removed. The
presence of an invalid user, group, or gtree name no longer prevents quota
initialization from succeeding. Invalid entries are flagged at the console and in
the /etc/messagesfile.

The gFiler gateways are configured to boot from 32-MB or 256-MB PC
CompactFlash™ cards. If you upgraded your gFiler gateways for Data ONTAP
6.5 or later, either your 32-M B CompactFlash cards have been repartitioned as
described in the Upgrade Guide, or you have upgraded to 256-MB
CompactFlash cards.

If you reboot your gFiler, the system reboots by default in normal mode. You can
aso invoke a boot menu that enables you to reboot in aternative modes for the
following reasons.

& To correct configuration problems
¢ Torecover from alost password
& To correct certain disk configuration problems
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To boot or reboot an upgraded gFiler, complete the following steps.

Step

Action

1

If...

Then...

Your gFiler isturned on

From the system console, enter
the following command:

reboot

Result: The gFiler beginsthe
boot process.

Your gFiler is turned off

Turn on your gFiler.

Result: The gFiler beginsthe
boot process.

If....

Then...

You want the gFiler to boot
automatically in normal mode

Allow the gFiler to reboot
uninterrupted until the following
prompt appears:

root logged in from console

You are done.

You want to select from amenu
of aternative boot modes

When prompted to do so, press
Ctrl-C to display the boot menu.

Result: The gFiler displaysthe
following boot menu:

1) Normal Boot

2) Boot without /etc/rc

3) Change Password

4) Initialize all disks

5) Maintenance mode boot

Selection (1-5)°7?

Changes to the Storage Management Guide




Step

Action

Choose one of the boot types shown in the following table by

entering the corresponding number.

Task

Boot type

Boot the gFiler normally.

Normal boot (1)

Troubleshoot and repair
configuration problems.

Note

Booting without /etc/rc causes
the gFiler to use only default
options settings; disregard al
options settings you put in
/etc/rc; and disable some
services, such as syslog.

Boot without /etc/rc (2)

Perform some volume and disk
operations and get detailed
volume and disk information.

Maintenance modeis special for
the following reasons:

¢ Most normal functions,
including file system
operations, are disabled.

¢ A limited set of commands
isavailable for diagnosing
and repairing disk and
volume problems.

¢ You exit Maintenance mode
with the halt command. To
reboot the appliance, enter
boot after thefirmware ok
prompt.

M aintenance mode boot (5)
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Changes to the Data ONTAP 6.5 File Access Management Guide

About this section

Windows password
change correction

WebDAV home
directories
supplement
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This section provides replacement text for sections for the Data ONTAP 6.5 File
Access Management Guide for sections that have been

¢ |dentified to require further explanation
¢ Foundtobeinerror

Use the information in this section to update and/or replace the existing text.

Page 88 of the Data ONTAP File Access Management Guide indicates that the
cifs changefilerpwd command changesthe gFiler password once every
week. Thecifs changefilerpwd command schedulesthe gFiler domain
(computer) account password to be changed one time only, as soon as the domain
controller isavailable. (It might take several minutes for this change to be made
across the network.)

The following information supplements the information provided in Chapter 6,
“File Access Using WebDAV.”

HTTP feature support: Data ONTAP WebDAYV implementation supports
your HTTP configuration settings, such as redirect rules, authentication, and
access restrictions. To use WebDAV, you heed to have HTTP service enabled and
configured. For information about enabling and configuring HTTP, see

Chapter 5, “File Access Using HTTP” in the Data ONTAP File Access
Management Guide.

CIFS feature support: DataONTAP WebDAV implementation supports CIFS
home directories when you have valid CIFS and HTTP licenses, and you have
enabled and configured CIFS home directories. For information about enabling
and configuring home directories, see Chapter 3, “File Access Using CIFS’, in
the Data ONTAP File Access Management Guide.

Note
Data ONTAP WebDAV implementation does not support home directory features
for virtual | P addresses. URL s that specify avirtual | P address asthe host are not
resolved.
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Pointing a WebDAV  To point aWebDAV client to a home directory, compl ete the following step.

client to a home

directory Step

Action

1

In the navigation (or default directory) field of your WebDAV client,
enter the URL using the following syntax:

http://host[:port]/~

host is the host name or IP address for the gFiler.

port is the port through which you want to access the gFiler.
~isthetilde character (used to specify a user home directory).
Example:

http://eng filer.lab.company.com/~

http://10.120.83.104:80/~

Enabling the The procedure for enabling WebDAV on page 383 isincorrect. Replace it with
WebDAV feature the following procedure.

Step

Action

1

From the command line, enter the following command:

options webdav.enable on|off
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Changes to the Data ONTAP 6.5 Command Reference

Missing options on
nim.trace manual
page

Misplaced options
onnfs.mountd.trace
manual page

Missing version
support on nfs
manual page
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The following option is not listed in the options(1) manual page:

options nim.trace: Enables, with the value on, tracing of asynchronous
Network Lock Manager requests and requests blocked by a conflict that requires
the server to make callbacks to the client. Traced information is recorded in the
syslog. Use this option for debugging file locking problems, particularly in
environments with clients that make asynchronous file locking requests, such as
HP-UX® and AIX®. The default value for this option is off.

This option takes effect immediately when it is enabled and is persistent across
gFiler reboots, until it is disabled.

Note
Use tracing carefully because it generates alarge amount of data. Persistent use
can result in numerous consol e and log messages.

The options(1) manual page description for thenfs .mountd. trace optionis
incorrectly appended to the description for thenfs . mount_rootonly
option. The description for nfs .mountd. trace follows.

nfs.mountd.trace: When enabled, with the value on, all mount requests are
logged. This option isintended to help debug denied mount requests. Valid
values for this option are on (enabled) or off (disabled). The default value
for this option is off, to avoid too many messages.

This option takes effect immediately when it is enabled and is persistent across
gFiler reboots, until it is disabled.

The nfs(8) manual page does not mention NFS version 4 as a supported NFS
version. NFSv4 is supported for NetApp storage appliances, although the write
delegation feature is not supported.
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