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Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notices, thislist of conditions,
and the following disclaimer.
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conditions, and the following disclaimer in the documentation and/or other materials provided
with the distribution.
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This product includes software developed by the University of California, Berkeley and its
contributors.

4. Neither the name of the University nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS “AS1S” AND
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and limitations under the License.
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Netscape are Copyright © 1998 Netscape Communications Corp. All rights reserved.

This software contains materials from third parties licensed to Network Appliance Inc. which is
sublicensed, and not sold, and title to such material is not passed to the end user. All rights reserved
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Portions Copyright © 1995-1998, Jean-loup Gailly and Mark Adler
Portions Copyright © 2001, Sitraka Inc.
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Portions of this product are derived from version 2.4.11 of the libxml2 library, which is copyrighted
by the World Wide Web Consortium.

Network Appliance modified the libxml2 software on December 6, 2001, to enable it to compile
cleanly on Windows, Solaris, and Linux. The changes have been sent to the maintainers of libxml2.
The unmodified libxml2 software can be downloaded from http://www.xml soft.org/.

Copyright © 1994-2002 World Wide Web Consortium, (Massachusetts | nstitute of Technology,
Institut National de Recherche en Informatique et en Automatique, Keio University). All Rights
Reserved. http://www.w3.org/Consortium/L egal/

Software derived from copyrighted material of the World Wide Web Consortium is subject to the
following license and disclaimer:

Permission to use, copy, modify, and distribute this software and its documentation, with or without
modification, for any purpose and without fee or royalty is hereby granted, provided that you include
the following on ALL copies of the software and documentation or portions thereof, including
modifications, that you make:

1. Thefull text of this NOTICE in alocation viewable to users of the redistributed or derivative
work.

2. Any pre-existing intellectual property disclaimers, notices, or terms and conditions. If none
exist, ashort notice of the following form (hypertext is preferred, text is permitted) should be
used within the body of any redistributed or derivative code: "Copyright © [$date-of-software]
World Wide Web Consortium, (Massachusetts Institute of Technology, Institut National de

Copyright and trademark information iii



Trademark
information

Recherche en Informatique et en Automatique, Keio University). All Rights Reserved.
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aregistered trademark of Network Appliance, Inc. in the European Union and a trademark of
Network Appliance, Inc. in the United States. DataFabric, FilerView, SecureShare, SnapM anager,
SnapMirror, and SnapRestore are registered trademarks of Network Appliance, Inc. in the United
States. Data ONTAP and Snapshot are trademarks of Network Appliance, Inc. in the United States
and other countries. ApplianceWatch, BareMetal, Center-to-Edge, ContentDirector, gFiler,

Multi Store, SecureAdmin, Serving Data by Design, Smart SAN, SnapCache, SnapDrive, SnapMover,
SnapVault, vFiler, and Web Filer are trademarks of Network Appliance, Inc. in the United States.
Spinnaker Networks, the Spinnaker Networks logo, SpinAccess, SpinCluster, SpinFS, SpinHA,
SpinMove, SpinServer, and SpinStor are registered trademarks of Spinnaker Networks, LLC in the
United States, other countries, or both. SpinAV, SpinManager, SpinMirror, and SpinShot are
trademarks of Spinnaker Networks, LLC in the United States, other countries, or both.
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Preface

This guide describes how to upgrade the Network Appliance™ gFiler™
gatewaysto thelatest rel ease of Data ONTAP™ software. Theinformation in this
guide pertainsto al the supported gFiler platforms: GF270c, GF825/GF825c,
GF920/GF920c, GF940/GF940c, and the GF960/GF960c.

This guide isfor system engineers and system administrators who are familiar
with operating systems that run on the gateway’s clients, such as UNIX®,
Windows® 95, Windows NT®, and Windows 2000. This guide does not cover
basic system or network administration topics, such as | P addressing, routing,
and network topology; it emphasizes the characteristics of the NetApp® gateway.

When the term “gateway” or “gFiler” is used, the information appliesto al
NetApp gateway models unless a specific model is specified.

This guide uses the term “type” to mean pressing one or more keys on the
keyboard. It uses the term “enter” to mean pressing one or more keys and then
pressing the Enter key.

You can enter Data ONTAP commands either on the system console or from any
client computer that can access your gateway through a Telnet session.

In examples that illustrate commands executed on a UNIX workstation, this
guide uses the command syntax of SunOS 4.1.x. The command syntax and
output might differ, depending on your version of UNIX.

When describing key combinations, this guide uses the hyphen

(-) to separate individual keys. For example, “Ctrl-D” means pressing the
“Control” and “D” keys simultaneously. Also, this guide usestheterm “Enter” to
refer to the key that generates a carriage return, although the key is named
“Return” on some keyboards.



Typographic The following table describes typographic conventions used in this guide.
conventions

Convention Type of information

Italic font Words or characters that require special attention.

Placeholdersfor information you must supply. For
example, if the guide saysto enter thearp -d
host nanme command, you enter the characters“arp
-d” followed by the actual name of the host.

Book titlesin cross-references.

Monospaced font Command and daemon names.

Information displayed on the system console or
other computer monitors.

The contents of files.

Bol d nonospaced font | Words or characters you type. What you typeis
always shown in lowercase letters, unless you
must type it in uppercase | etters.

Special messages This guide might contain special messages that are described as follows:

Note
A note contains important information that helps you install or operate the
system efficiently.

Caution
A caution contains instructions that you must follow to avoid damage to the
equipment, a system crash, or loss of data.

X Preface




Upgrade Planning and Requirements 1

Do not proceed with gFiler software upgrade or installation until you have read
the Getting Started Guide for your vendor and the Release Notes. These
documents contain information about storage system software and parameter
settings that are essential for a successful gFiler software upgrade and
installation.

The following Getting Sarted Guides are available in the gFiler Gateway Series
library:

O Getting Sarted for Hitachi Data Systems

0O  Getting Sarted for IBM

O Getting Sarted for Hitachi, Limited

Caution
Be sure to follow the procedures in this upgrade guide to upgrade your gFiler to
Data ONTAP 6.5.1. Certain steps are required to upgrade to 6.5.1 from rel eases
prior to the 6.5 family that have not been required for previous gFiler upgrades.

About this chapter This chapter contains information to help you ensure that your gFilers meet the
requirements for upgrading to the new version of Data ONTAP. Additionally, this
chapter provides information about some issues you might encounter during an
upgrade. Because new features are introduced in each release of Data ONTAR,
you might encounter issues when upgrading, especially if you are not upgrading
from the immediately previous version of Data ONTAP.

Topics in this This chapter describes the following topics:
chapter 0 “Client and system requirements’ on page 2

O “Pre-upgrade checklists’ on page 3

0 “Tipsfor upgrading to Data ONTAP 6.5.1" on page 5

O “Firmware and software requirements’ on page 7

0 “Planning for upgrading clusters’ on page 9

0 “Planning for upgrading gFilers running SnapMirror” on page 12

0 “Planning for gFilerswith FC-AL adapters’ on page 14

O “Changesin Data ONTAP 6.5 that affect upgrade” on page 17

Chapter 1: Upgrade Planning and Requirements 1



Client and system requirements

Client requirements

The client from which you upgrade your gFiler must have access to at |east one
of the following:

O AnHTTP server containing Data ONTAP updates
0 The NetApp NOW Web site
0O A CD-ROM drive

You must be able to administer the gFiler from the client.

You can upgrade from either a Windows client or aUNIX client. The following
table lists the requirements for each type of client.

Client Requirement

UNIX Any available version of UNIX

Windows Any version of Windows (Windows NT must be version 3.51
or later)

Client and system requirements



Pre-upgrade checklists

Preparation for site
visits

If you are a system engineer responsible for customer upgrade and installations,
use the following information to determine what you need to do before you go to

customer sites.

v

Task

How to do it

Comments

Materialsto obtain before going to the customer site

(Optional) Obtain 256-MB
CompactFlash™ cardsif you
want to replace 32-MB cards
with 256-MB cards.

If you are using the existing
Return Material Authorization
(RMA) process to replace a 32-
MB card with a256-MB card,
obtain the card by submitting a
request at
http://now.netapp.com/Self-
Service/FORM S/frmSearch.asp
20bj Type=NA_WEB_SUBMIT
_RMA or by following the
instructions from your
authorized reseller.

See “ Secondary image
on systemswith 32-MB
CompactFlash cards’
on page 4 for
information to help you
decide whether to
install 256-MB cards.

(Recommended) Download the
required gFiler system firmware
and the required Data ONTAP
software onto your laptop
computer before going to a
customer site.

See the instructions in Chapter
2, “About upgrading the system
firmware,” on page 22 and
Chapter 3, “Upgrading Data
ONTAP on the gFiler,” on

page 43.

The gFiler must be
upgraded to system
firmware 4.2.2 or later
before upgrading to
DataONTAP6.5.1. If
the gFiler isrunning
Data ONTAP 6.4 or
6.4.1, you must upgrade
to Data ONTAP 6.4.2x
before upgrading to
6.5.1.

Chapter 1: Upgrade Planning and Requirements




Upgrade overview
for a gFiler

Secondary image on systems with 32-MB CompactFlash cards:

During a Data ONTAP upgrade on CompactFlash-based systems, the downl oad
command copies anew boot image to the CompactFlash card and attempts to
back up the existing boot image as a secondary boot image. Beginning with Data
ONTAP 6.5, two boot images cannot fit on 32-MB CompactFlash media;
therefore, a secondary CompactFlash boot image is not available. Although the
secondary image is no longer available, the alternative mechanisms of booting
over anetwork (netboot) for recovery are adequate. It is unlikely that a secondary
image will be required.

Note
NetApp gFilers support only CompactFlash media distributed by NetApp and its
partners.

The following checklist provides an overview of the main stepsin upgrading a
gFiler after you complete planning.

v

Task

How todoit

Comments

At the console of the gFiler,
check the current gFiler
firmware level

Enter the following command:

sysconfig -v O

If the system firmware
isnot at version 4.2.2 or
later, see Chapter 2,
“About upgrading the
system firmware,” on
page 22 for the
procedure for how to
upgrade the firmware.

Determine the version of Data
ONTAP that the gFiler is
running.

Enter the following command at
the console:

version

The upgrade process
differsdepending onthe
version of the software
installed on the gFiler.

Upgrade the Data ONTAP
software.

Follow the instructionsin
Chapter 3, “Upgrading Data
ONTAP on the gFiler,” on
page 43.

Pre-upgrade checklists




Tips for upgrading to Data ONTAP 6.5.1

Tips for a smooth
conversion

Rules for reverting
to an earlier release

Chapter 1: Upgrade Planning and Requirements

Starting with Data ONTAP 6.5, support for larger inodes is provided. For the
smoothest conversion to larger inodes, keep the following tips in mind before
upgrading to Data ONTAP 6.5.1:

O  Upgrade during non-peak hours.
0  Keep the gFiler workload moderate to enable faster upgrade.

0 If you are serving files with the CIFS protocol, ensure that the file system is
not 100% full.

0 Avoid performing a quotainitialization prior to upgrading. If a quota
initialization is begun prior to upgrading, wait for the initialization to be
completed.

Note
Depending on your system, the 6.5.1 upgrade from a pre-6.5 release can take
several hours. During the upgrade, the gFiler continues to serve data, however.
An upgrade within the 6.5 release family takes less time.

If you begin upgrading to Data ONTAP 6.5.1 and then decide that you want to
revert to an earlier Data ONTAP release, you must complete the 6.5.1 upgrade
before reverting.

You should revert to an earlier release only with the assistance of NetApp staff or

your authorized reseller. For more information, see Chapter 4, “Reverting 6.5.1

Software to a Previous Release,” on page 89. Also, the following guidelines

apply:

O If you arereverting to arelease prior to 6.5, you must disable any 6.5 family
features before reverting.

O  Reverting more than onceis not recommended.



NetApp Technical
Support contact
information

The NetApp Technical Support contact information is included in the following

table.

Telephone

FAX

Email

For U.S. customers:
+1 (888) 463-8277

For international
customers:

+1 (408) 822-6000 (ask
for Technical Support)

+1 (408) 822-4501 | support@netapp.com

Tips for upgrading to Data ONTAP 6.5.1




Firmware and software requirements

Firmware and The following table summarizes the gFiler system firmware and Data ONTAP
software version software upgrade paths for upgrading to Data ONTAP 6.5.1.

requirements

If you are upgrading from
thisData ONTAP release...

Your upgraderequirementsare...

6.40r6.4.1

System firmware

O Upgradeto 4.2.2 or later.
See“Requirementsif you are upgrading
from 6.4.1" on page 7.

Data ONTAP

O Upgradeto aversion of Data ONTAP
6.4.2 first, then upgrade to 6.5.1 (or
later).

6.4.2 (any version of)

System firmware
O Upgradeto 4.2.2 or later.
Data ONTAP

O Upgrade directly to 6.5.1 (or later, for
example, to a6.5.1R release).

6.5 or 6.5R1

System firmware

O Optionally upgrade to aversion later
than 4.2.2.

DataONTAP
O Upgrade directly to 6.5.1 (or later).

Requirementsifyou Reguirements when upgrading from Data ONTAP 6.4.1 are as follows.

are upgrading from

6.4.1 Service partition: You must manually format the service partition before
upgrading the system firmware to version 4.2.2 or later. Otherwise, the gFiler
cannot upgrade to 4.2.2 and future firmware releases. See “Installing the

Chapter 1: Upgrade Planning and Requirements




Sources of upgrade
firmware and Data
ONTAP software

firmware/diagnostic service image—GF800 series’ on page 26 or “Installing the
firmware/diagnostic service image—GF900 series’ on page 31 for information
about how to manually format the service partition.

Progressive upgrade path: If your gFiler is running aversion of Data
ONTAP earlier than 6.4.2, you must install Data ONTAP 6.4.2 or the latest Data
ONTAP 6.4.x version before upgrading to Data ONTAP 6.5.1. If you attempt to
download Data ONTAP 6.5.1 on your gFiler beforeinstalling the latest version of
Data ONTAP 6.4.x, the download stops and the gFiler displays amessage similar
to the following:

hw 173> downl oad

downl oad: Depending on systemload, it nay take nany ninutes

downl oad: to conplete this operation. Until it finishes, you wll
downl oad: not be able to use the console. You can cancel this

downl oad: operation by hitting Ctrl-Cin the next 6 seconds.

Mon Dec 15 20:55:46 GWVIT [ downl oad. request: notice]: Operator
requested downl oad initiated

downl oad: Files /etc/boot/netapp-x86 and /et c/ boot/na_boot card-x86
are not the sane version.

hw 173> Mon Dec 15 20:55:47 GV [ downl oad. r equest Done: noti ce] :
Qperator requested downl oad conpl eted

The following sources are for upgrading firmware and system software:

O The NetApp on the Web (NOW) site at http://now.netapp.com.
NOW login information is on the protocol license sheet sent with the gFiler.
The CD-ROM supplied in the media package
Your authorized reseller

Firmware and software requirements



Planning for upgrading clusters

Before upgrading Before upgrading your clustered gFilers, complete the following steps.
clustered gFilers

Step | Action

1 | Verify that the cluster is properly configured by using the Cluster
Configuration Checker (cf-config-check.cgi).

The Cluster Configuration Checker isa Perl script that detects errors
in the configuration of a pair of clustered gFilers. It is available on
NOW at
http://now.netapp.com/NOW/download/tools/cf_config_check/.

2 | ldentify and resolve any cluster configuration issues before
continuing with the upgrade.

3 | Determine the method that you will use to upgrade your cluster.

For more information about the Cluster Configuration Checker, see Chapter 7,
“Cluster Management” in the Data ONTAP Sorage Management Guide.

Cluster upgrade The following methods are available for how you can upgrade cluster partners:
methods 0 Nondisruptive
0 Standard

When planning for your upgrade, evaluate the advantages and disadvantages of
each method. Each method is described in this section.

How nondisruptive In anondisruptive upgrade (also called arolling upgrade), clustering technology
cluster upgrades is used to enable atakeover gFiler to assume the functions of the “failed” partner
work while the failed partner is being upgraded. One gFiler, therefore, is always aive.

Because the gFiler’s cluster partner fulfills service requests during the gFiler’'s
upgrade, no disruption in service is experienced by the clients.

Chapter 1: Upgrade Planning and Requirements 9



How standard
cluster upgrades
work

10

Additionally, because the takeover gFiler assures continuous availability of the
failed gFiler’s storage, more extensive upgrades requiring a system halt—such as
system firmware upgrades and hardware adapter replacements—can be
performed without disrupting services that are based on stateless protocols (such
asNFS, FCP, and iSCSl).

NetApp recommends that you use the nondisruptive upgrade procedure to
minimize service disruption in your clusters when one or more of thefollowing is
being performed:

O  Anupgrade within arelease family (for example, from 6.5 to 6.5.1)

A releasefamily isthe set of releasesthat have the samefeature release name
denoted by the first two digits of the rel ease number; for example, 6.5,
6.5R1, and 6.5.1 are in the same release family.

Note
You cannot use the nondisruptive upgrade method if you are upgrading from
arelease family earlier than 6.5, for example, from 6.4.1t0 6.5.1.

O A system firmware upgrade

See“Installing system firmware—nondisruptive cluster method” on page 35
for instructions.

0  Certain hardware upgrades

See Appendix A, “Nondisruptive Hardware Upgrade in a Cluster,” on
page 103 for more information.

Note
The nondisruptive upgrade process is applicable only to clusters; it cannot be
used to upgrade a single node.

There is no advantage to employing nondisruptive upgrades for service
availability for gFilers serving CIFS, FTR, and NDMP clients. Because these
protocols are session-oriented, sessions must be terminated before upgrade
procedures to prevent data loss.

In a standard upgrade, you must disable the cluster and update and reboot each
node as quickly as possible. When you disable the cluster, each node behaves asa
single-node (non-clustered) gFiler; that is, the system services associated with
that node are disrupted for aslong as it takes the system to reboot. Other
maintenance upgrades, such as system firmware and hardware, must also take
place when the cluster is disabled.

Planning for upgrading clusters



In general, standard upgrades are most appropriate when you can schedule a
downtime for your gFiler.

You must use a standard upgrade for upgrades between Data ONTAP release
families.

Mixing Data ONTAP  You can run different versions of Data ONTAP 6.5x on cluster partners, for
softwareversionsin example, 6.5 on one partner and 6.5.1 on the other partner. However, you cannot
clusters run 6.4.x on one gFiler in the cluster and 6.5 or |ater on the other.

Chapter 1: Upgrade Planning and Requirements 11



Planning for upgrading gFilers running SnapMirror

Upgrade
requirements for
SnapMirror

Identifying
SnapMirror
destination
volumes

12

If you are upgrading Data ONTAP on gFilersthat are running SnapMirror®
software, you must upgrade the gFilers with SnapMirror destination volumes
before you upgrade the gFilers with SnapMirror source volumes. For SnapMirror
volume replication, the destination volume must run under a version of Data
ONTAP the same as or later than the version of the SnapMirror source volume.

This requirement applies to both asynchronous and synchronous SnapMirror
deployments.

Caution
If you do not upgrade the gFilers with SnapMirror destination volumes before
upgrading those with source volumes (in other words, if you do not upgrade
SnapMirror destination and source gFilersin the correct order), SnapMirror
volume replication is disabled.

SnapMirror source volumes can be replicated to single or multiple destination
volumes (replication to multiple destination volumesiis also referred to as
replication to cascading destinations). When you upgrade Data ONTAP, you
must identify all destination volumes and then upgrade the gFilers on which they
reside before upgrading the gFiler where the source volume resides. In addition,
when you upgrade gFilersin a cascading series, upgrade the gFilersin order,
beginning with the destination gFilers furthest in your topol ogy from the source
gFiler.

To identify gFilerswith SnapMirror destination volumes, compl ete the following
step.

Step | Action

1 | Onthe gFiler with the source volume, enter the following command:

snapm rror destinations

Result: Thesnapni rror command lists all destination volumes,
including cascaded destinations.

For more information about the snapmi rror command and options,
see the NetApp snapmirror(1) man page.

Planning for upgrading gFilers running SnapMirror



Upgrading gFilers
running
synchronous
SnapMirror

Why you must plan
for SnapMirror
upgrades

For more
information

When you upgrade Data ONTAP on gFilers running synchronous SnapMirror,
SnapMirror goes into an asynchronous mode. When in asynchronous mode, the
source gFiler asynchronously replicates data to the destination every minute until
a synchronous replication can be reestablished.

When you upgrade Data ONTAP on gFilers that have a mirrored relationship
with each other using SnapMirror, the order in which you upgrade the gFilersis
critical. If you do not upgrade in the correct order, you can cause alapsein
SnapMirror replication coverage.

A SnapMirror transfer isinitiated when the destination gFiler reads a snapshot of
the source gFiler. Therefore, the destination gFiler must be upgraded first, so that
it can read the snapshots of the earlier release. If the source gFiler is upgraded
first, the destination gFiler cannot read the source gFiler’s file system, thereby
disabling SnapMirror.

For more information about running SnapMirror on gFilers configured for
network attached storage (NAS), see the Data ONTAP Data Protection Online
Backup and Recovery Guide.

Chapter 1: Upgrade Planning and Requirements 13



Planning for gFilers with FC-AL adapters

Upgrade issues for
gFilers with FC-AL
adapters

14

If your gFiler has FC-AL adapters, you might need to change the jumpers on the
adapter when you upgrade. For gFilers, an FC-AL adapter is the Fibre Channel
Host Bus Adapter (HBA) that connects to your storage subsystem.

If thegFiler isrunning | Then...
Data ONTAP release...
6.5 or later The operation canbe 1 Gband 2 Gbor 1 Gb

only. You do not need to change adapter settings.

6.4,6.4.1, 6.4.2x*

The operation must be 1 Gb only—the jumper
must be on pins 2 and 3 no matter what firmware
version isrunning on the gFiler.

* Data ONTAP 6.4.3 and 6.4.4 are not supported on gFilers. For filers
running DataONTAP 6.4.3 or 6.4.4, the operation can be 1 Gb and 2

Gbor 1 Gbonly.

Configuring FC-AL adapters on the gFiler: The procedure described in
this section applies if the FC-AL adapters on your gFiler have the following
marketing and spare part numbers:

0O X2050A (SP-2050A)—Connects to storage
0 X2051A (SP-2051A)—Connects to atape backup device

To configure FC-AL adapters, complete the following steps, using the figure for

reference.

Note

Do not apply any configuration changes to FCP target-mode adapters.

Planning for gFilers with FC-AL adapters
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Step | Action

1 | Verify that your system is running the correct software and, if
applicable, the correct firmware for your FC-AL adapter
configuration.

Caution

You must verify the software and firmware requirements of your
system. Having the incorrect software or firmware version on your
system might cause your FC-AL adapters to function improperly.

Chapter 1: Upgrade Planning and Requirements
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Step

Action

2 | Wearing an antistatic grounding leash, carefully remove the new
FC-AL adapter from the plastic bag.
If you are configuring existing FC-AL adaptersin your system,
remove these adapters from your system chassis, as described in your
hardware guide.
Caution
Do not remove your FCP target-mode adapters or change the jumper
settings on your FCP target-mode adapters.
3 | If you are configuring your
FC-AL adapter for... Then...
1 Gb and 2 Gb operations (Optional) Verify that both
jumpersareon pins1and 2. If
not, change the jumperstopins 1
and 2.
1 Gb operation only Verify that both jumpers are on
N pins 2 and 3. If not, change the
ote ; ;
This configuration requires that Jumper to pins 2 and 3.
all devices connected to your
FC-AL adapters are configured
for 1 Gb operation.
4 | Verify that both jumper posts J3 and J4 on the adapter have the same
jumper settings.
Caution
Your FC-AL adapter does not function properly if the two jumper
posts have different jumper settings.
5 | Install your FC-AL adapter, as described in your gFiler hardware

guide.

Planning for gFilers with FC-AL adapters




Changes in Data ONTAP 6.5 that affect upgrade

New access rules
for /etc/exports file

In Data ONTAP 6.5, access rules in the /etc/exports file changed. Rules that
previously allowed read accessto all hosts have been changed to allow no access.
For example, thisisarulein pre-6.5 versions of Data ONTAP:

/vol /vol 1 -rw=host 1: host 2

The rule meant that the hosts named host1 and host2 both had read-write access
tovoll, while all other hosts had read access.

In DataONTAP 6.5 and | ater, the rule now means that host1 and host2 have read-
write access and all other hosts have no access. To allow read access for all hosts
in 6.5, you need to add - r o after vol 1 to allow read accessto all hosts:

/vol /vol 1 -ro, rw=host 1: host 2

The first time you upgrade to Data ONTAP 6.5 or later, the /etc/exportsfileis
changed automatically to be sure your rules work the same way:

/vol /vol 1 -rw=host 1: host 2

are converted to the form

/vol /vol 1 -ro, rw=host 1: host 2

When subsequent upgrades are performed, Data ONTAP assumes that the rules
inthe /etc/exportsfile have aready been converted and additional conversionsdo
not take place.

Other changesto the /etc/exports file in Data ONTAP 6.5 include the following:
O Linelengthisno longer restricted.
0 The-access optionisno longer available.

The - access option was used to list hosts that could have any access.
Instead, the - rwand - r o options are used together to enable the same
privileges.

You can now list netgroupsin the rw=, r o=, and r oot = options.

The number of entriesin an access option is no longer restricted.

Chapter 1: Upgrade Planning and Requirements 17



RAID group size
limits

Change in the LUN
ownership scheme
in Data ONTAP 6.5

18

The sizes of existing volumes RAID groups remain the same as before the Data
ONTAP 6.5 upgrade, even if the size exceeds the new limits. However, the

rai dsi ze option changes to the new, reduced limit, and any new RAID groups
that are created as disks are added to the volumes to conform to the new

rai dsi ze option.

The default RAID group size for gFilersis 8; the limit is 14.

If you are upgrading from 6.5 or a 6.5R release, you can skip this section.

In pre-6.5 Data ONTAP releases, gFiler ownership of LUNswas based on afixed
Host LUN ID scheme that was configured by NetApp for you. For clusters,
NetApp configured al LUNswith Host LUN IDs from O to 127 to one gFiler in
the cluster, setting the LUN ownership to low. NetApp configured all LUNswith
Host IDs from 128 to 255 to the other gFiler in the cluster, setting the LUN
ownership to high.

Starting with Data ONTAP 6.5, gFilers began using a software-based scheme
instead of the fixed scheme to control access of gFilersto LUNSs that a storage
subsystem makes available to gFilers. The following illustration shows the
relationship between the LUNSs that are made available for gFilers on the storage
subsystem and configuration of the gFiler.

Data ONTAP software provides a logical control so
that only one gFiler can be configured to write data

/_ to and read data from a specific LUN. \

On the storage subsystem, LUNs are made available (visible) to gFilers.

When you follow the upgrade procedure in this guide, the previous fixed LUN
ownership scheme is upgraded to the new software-based scheme.

Changes in Data ONTAP 6.5 that affect upgrade



Flexibility provided
by the software-
based scheme

Caution
The gFiler software-based scheme provides LUN ownership control only for
gFilers. It does not prevent gFilers and non-gFiler hosts from overwriting datain
the same LUN. See the gFiler Gateway Series Software Setup, Installation, and
Management Guide for deployment recommendations.

The software scheme enables you to make changes at the software level that
previously could only be made at the hardware level. See the gFiler Gateway
Series Software Setup, [nstallation, and Management Guide for moreinformation
about the software LUN ownership scheme for gFilers.

Reverting: If you revert to aversion of Data ONTAP prior to 6.5, you must
revert the LUN ownership scheme used in Data ONTAP 6.5 and later to the fixed
scheme used by previous rel eases. See “ gFiler-specific reversion issues and
procedures—6.5.1 to pre-6.5" on page 94 for more information about how to
revert to the fixed ownership scheme and issues involved with reverting.

Chapter 1: Upgrade Planning and Requirements 19
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Upgrading gFiler Firmware 2

About this chapter This chapter provides information about firmware requirements and explains
how you upgrade the firmware on the gFiler.

Topics in this This chapter discusses the following topics:
chapter 0 “About upgrading the system firmware” on page 22

O “Installing system firmware—single node and standard cluster method” on
page 26

O “Installing system firmware—nondisruptive cluster method” on page 35
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About upgrading the system firmware

Required firmware
version

About upgrading
system firmware in
a cluster

Where to obtain the
system firmware

Obtaining firmware
from NOW

22

You must upgrade the system firmware and diagnostics files to version 4.2.2 or
later before upgrading to Data ONTAP 6.5. The Data ONTAP 6.5 image does not
fit on the 32-MB CompactFlash™ cards as they are currently formatted. If you
attempt to download Data ONTAP 6.5 on your gFiler before installing firmware
version 4.2.2 or later, the download stops and the gFiler displays a message
prompting you to install the latest firmware.

NetApp recommends that, with a cluster, you perform the system firmware
upgrade on one node while the other node isin takeover mode. If you perform the
firmware upgrade in this manner, services to clients can continue.

To perform the upgrade, you must have access to the gFiler’s serial console.

You can obtain the gFiler system firmware as follows:

0 If you have access to the NOW Web site, go to
http://now.netapp.com/NOW/downl oad/tool /serviceimage/ and click the
Download Instructions link for directions for installing the diagnostics and
firmware service image on your gFiler.

O If you do not have access to the NOW site, contact your authorized reseller.

To obtain the firmware from the NOW site to upgrade the firmware version on
your gFiler, complete the following steps.

Step | Action

Use a Web browser to go to http://now.netapp.com.

Click Service & Support.

Click Download Software.

Al W|N|PF

Scroll to Firmware & MIBs.

About upgrading the system firmware



Using a UNIX client
to transfer the
firmware file from
NOW to the gFiler

Step

Action

5 | Click “System Firmware/Diagnostics for CompactFl ash-based
Filers & NearStores.”
6 | Download firmware version 4.2.2 or later, as described in “Using a

UNIX client to transfer the firmware file from NOW to the gFiler”
on page 23 or “Using a Windows client to transfer the firmware file
from NOW to the gFiler” on page 24.

To use aUNIX client to download the firmware, complete the following steps.

Step | Action

1 | Create amount point for the gFiler’sroot file system on the client by
entering the following command:
nkdir /mt/gfiler
/mnt/gFiler isthe directory on the client where you want to mount the
gFiler'sroot file system.
Note
If this directory already exists, you can skip this step.
You must have root privileges to create this directory.

2 | Mount the gFiler in the new directory by entering the following

command:
mount gfiler:/ /mt/gfiler

dfiler isthe name or IP address of the gFiler.
/mnt/dfiler isthe new directory.

Note
You can find the | P address of the gFiler by issuing thei fconfig -a
command at the gFiler console.

Chapter 2: Upgrading gFiler Firmware
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Using a Windows
client to transfer the
firmware file from
NOW to the gFiler

24

Step

Action

Enter the following command to go to the client’s /mnt/gfiler
directory:

cd /mt/gfiler

If you accessed the firmware from NOW, return to the NOW page
and click firmwarename.tar. In the browse box, enter alocation for
thefile to be copied.

If you do not have accessto NOW, access firmwarename.tar from the
location designated by your authorized reseller.

Download the files to the directory to which you mounted the gFiler.

From the client, extract the files by entering the following command:

tar xvf firnwarenane.tar

Result: Thetar command extracts files and reports the namesin
etc/boot/na_diag-x86.

From the client, unmount the gFiler's root file system (/) by entering
the following commands:

cd /

umount /mt/gfiler

Install the firmware/diagnostics image. See the appropriate

procedure for your upgrade:

O “Installing the firmware/diagnostic service image—GF800
series’ on page 26

O “Installing the firmware/diagnostic service image—GF900
series’ on page 31

0 “Installing system firmware—nondisruptive cluster method” on
page 35

To use aWindows client to downl oad the firmware, complete the following steps.

You must i
procedure.

nstall WinZip on your Windows client before beginning this

About upgrading the system firmware



Step

Action

Log into your client using an account that has one of the following
rights:

0 Domain administrator rights
0 Full control on the gFiler C$ share (map a drive to the C$ share)

Download the firmware tar file (firmwarename.tar) to a directory
such as C:\Temp on your computer:

You must have WinZip installed in your client to extract the file.

Go to the drive to which you downloaded the tar file.

Double-click thetar file.

Result: A WinZip dialog box appears.

Use WinZip to extract the service image files from the tar file to the
\\[gFiler_Name]\C$ directory on the gFiler. The following options
must be selected when extracting the service image files:

O  Overwrite existing files
0 Usefolder names

Note
C$ should point to the root volume of the gFiler. Thisistypically
vol0. If C$is not defined on the gFiler and you are having trouble
determining which volume is the root volume, contact NetApp
Technical Support or your authorized reseller.

Install the firmware/diagnostics image. See the appropriate
procedure for your upgrade:

O “Installing the firmware/diagnostic service image—GF800
series’ on page 26

O “Installing the firmware/diagnostic service image—GF900
series’ on page 31

O “Installing system firmware—nondisruptive cluster method” on
page 35

Chapter 2: Upgrading gFiler Firmware
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Installing system firmware—single node and standard cluster

method

About this section

Installing the
firmware/diagnostic
service image—
GF800 series

26

Use the proceduresin this section if you are doing either of the following:
0O Upgrading asingle gFiler

0  Upgrading clustered gFilers by using the standard (nondisruptive) upgrade
method.

The procedures for upgrading the GF800 series and GF900 seriesare different, so
be sure to read the correct procedure.

If you want to upgrade a cluster by using the nondisruptive upgrade method, see
“Installing system firmware—nondisruptive cluster method” on page 35.

To install the firmware/diagnostics service image on your GF800 series gFiler
running as a single node or as a cluster node that you are upgrading using the
standard upgrade method, compl ete the following steps.

Step | Action

1 | If thegFiler isapartner in acluster, disable the cluster by entering
the following command at the console of one of the gFilers:

cf disable

Wait until you see the “ Cluster takeover disabled” message before
proceeding to the next step.

2 | Enter the following command:

priv set advanced

Installing system firmware—single node and standard cluster method




Step

Action

If you are running Data ONTAP 6.4.1, enter the following command
at the gFiler console to format the service partition. If you are not
running release 6.4.1, you can skip this step.

bootfs format Oa.0:3: SERVICE

On al platforms, “3:” isthe third partition, the service partition.

Caution
Failure to complete this step resultsin your gFiler being unableto
upgradeto 4.2.2 and future firmware releases. For more information,
see the BURT 98952 public report (at
http://now.netapp.com/NOW/cgi-

bin/bol ?Type=Detail & Display=98952).

At the consol e, enter the following command to copy the executables
to the boot blocks of the gFiler's CompactFlash:

downl oad -d

Result: Thedownl oad -d command provides an acknowledgment
similar to the following when copying isfinished, and then the gFiler
prompt appears again.

[ downl oad. r equest Done: notice]: Operator requested
downl oad conpl et ed

Note
The copying process can take a few minutes.

At the console, enter the following command to shut down the gFiler:

hal t

At the ok prompt, enter the following command:

bye

Chapter 2: Upgrading gFiler Firmware
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Step

Action

7 | Immediately press Delete while the memory test isin progress to
interrupt the boot process. If you do not see a message that says skip-
autoboot, press Ctrl-Backspace the next time.

Note

If you did not enter Delete or Ctrl-Backspace in time to interrupt the
boot process, the gFiler continues to boot. Press Ctrl-C to go to
Maintenance mode, and then enter the following commands:

Hal t

Bye

Del orCtrl-Bksp

Result: The ok prompt appears after memory tests are complete.

8 | If you are upgrading the gFiler from 6.4.2x and the gFiler isin a
cluster, enter the following command and record the value of the
variable, which is either “high” or “low.” If the gFiler is not part of a
cluster, you can skip this step.
printenv LUN-ownership
Note
This step is not necessary for upgrades within the 6.5 release family
because your gFiler is already using the software-based LUN (disk)
ownership schemeintroduced in 6.5.)

9 | Enter the following command:
updat e- di ag
The Updater program prompts you for whether to replace the
diagnostic program.

10 | Entery to continue.
The Updater program checks for a proper image. If theimageis
valid, it writes the flash. When fw_i1.rom finishes writing, it ends
with the ok prompt.

11 | Enter the following command:

bye

Installing system firmware—single node and standard cluster method



Step

Action

12

Immediately press Delete while the memory test isin progressto
interrupt the boot process.

13

Enter the following command:
updat e-fl ash

The Updater program prompts you for whether you want to update
the flash.

14

Enter y to continue.

The Updater program checks for a proper image. If theimageis
valid, it updates the diagnostics program.When the diagnostics
program has been updated, it ends with the ok prompt.

Note
Ignore the message that says to power off your system and power it
back on.

15

If you are upgrading from firmware 4.3 or later, enter the following
command:

set-defaul ts

This command restores the environment variables to their default
settings.

16

Enter the following command:

bye

17

Immediately press Delete while the memory test isin progressto
interrupt the boot process.

Chapter 2: Upgrading gFiler Firmware
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Step

Action

18

If you are upgrading the gFiler from 6.4.2x and the gFilerisin a
cluster

a. Enter the following command:
setenv LUN- owner shi p <value>

valueiseither hi gh or | ow, whichever value you recorded in
Step 8.

b. Enter the following command to reboot the gFiler with the
new firmware and diagnostics:

bye

If the gFiler isnot in a cluster, skip this step.

19

If the gFiler isin acluster, enter the following command to reenable
the cluster:

cf enabl e

If the gFiler isnot in a cluster, skip this step.

20

Proceed to Chapter 3, “Upgrading Data ONTAP on the gFiler,” on
page 43.
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Installing the To install the firmware/diagnostics service image on your GF900 series gFiler
firmware/diagnostic  running as a single node or in a standard cluster, compl ete the following steps.

service image—

GF900 series Step

Action

1

If the gFiler isin acluster, disable the cluster by entering the
following command at the console of one of the gFilers:

cf disable

Wait until you see the “ Cluster takeover disabled” message before
proceeding to the next step.

Enter the following command:

priv set advanced

If you are running Data ONTAP 6.4.1, enter the following command
at the gFiler console to manually format the service partition. If you
are not running 6.4.1, you can skip this step.

bootfs format Oa.0:3: SERVICE

On al platforms, “3:” isthe third partition, the service partition.

Caution

Failure to complete this step resultsin your gFiler being unableto
upgradeto 4.2.2 and future firmware releases. For more information,
see the BURT 98952 public report (at
http://now.netapp.com/NOW/cgi-

bin/bol ?Type=Detail & Display=98952).
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Step

Action

At the consol e, enter the following command to copy the executables
to the boot blocks of the gFiler's CompactFlash card:

downl oad -d

Result: Thedownl oad -d command provides an acknowledgment
similar to the following when copying isfinished, and then the gFiler
prompt appears again.

[ downl oad. r equest Done: notice]: Operator requested
downl oad conpl et ed

Note
The copying process can take a few minutes.

At the console, enter the following command to shut down the gFiler:

hal t

At the ok prompt, enter the following command:

bye

Immediately press Delete while the memory test isin progressto
interrupt the boot process. If you do not see a message that says skip-
autoboot, press Ctrl-Backspace the next time.

Note
If you did not enter Delete or Cntrl-Backspace in timeto interrupt the
boot process, the gFiler continues to boot. Press Ctrl-C to go to
Maintenance mode, and then enter the following commands:

Hal t

Bye

Del or Ctrl-Bksp

Result: The ok prompt appears after memory tests are compl ete.

Installing system firmware—single node and standard cluster method




Step

Action

If you are upgrading the gFiler from 6.4.2x and the gFilerisin a
cluster, enter the following command and record the value of the
variable for each partner, whichiseither “high” or “low.” If thegFiler
isnot in acluster, skip this step.

printenv LUN-owner ship

Enter the following command:
updat e-fl ash

When the Updater program prompts you for whether you want to
update the flash.

Enter y to continue.

Result: The Updater program checks for a proper image. If the
image is valid, the program writes the flash. When fw_i2.rom
finishes writing, it ends with the ok prompt.

Note
Ignore the message that says to power off your system and power it
back on.

10

If you are upgrading from firmware 4.3 or later, enter the following
command:

set-defaults

This command restores the environment variables to their default
settings.

Enter the following command:

bye

Chapter 2: Upgrading gFiler Firmware
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Step

Action

12

Immediately press Delete while the memory test isin progressto
interrupt the boot process. If you do not see a message that says skip-
autoboot, press Ctrl-Backspace the next time.

Note
If you did not enter Del or Ctrl-Backspace in time to interrupt the
boot process, the gFiler will continue to boot. Press Ctrl-C to go to
Maintenance mode, and then enter the following commands:

Hal t

Bye

Del or Ctrl-Bksp

13

If you are upgrading the gFiler from 6.4.2x and the gFilerisin a
cluster, enter the following command:

setenv LUN-owner shi p <value>
value is either hi gh or | ow; whichever value you recorded in Step 8.

If the gFiler isnot part of a cluster, skip this step.

14

Enter the following command to reboot the gFiler with the new
system firmware and diagnostics:

bye

15

If your nodeisin acluster, enter the following command to reenable
the cluster:

cf enabl e

If the gFiler isnot part of a cluster, skip this step.

16

Proceed to Chapter 3, “Upgrading Data ONTAP on the gFiler,” on
page 43.

34
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Installing system firmware—nondisruptive cluster method

About this section

Installing the
firmware/diagnostic
service image—
GF800 series

This section includes procedures for upgrading system firmware using the
nondisruptive upgrade method. The procedures for upgrading the GF800 series
and GF900 series are different so be sure to read the correct procedure.

Note
This section is applicable only for upgrades within the Data ONTAP 6.5 release
family or for upgrades to later releases. The nondisruptive upgrade method is
applicable only for upgrading clusters.

See “Planning for upgrading clusters’ on page 9 for information about the
standard and nondisruptive upgrade methods for clusters.

To install the firmware/diagnostics service image on a GF800 series gFiler in a
cluster, complete the following steps at the console of one of the gFilersin the
cluster for a nondisruptive upgrade.

Step | Action

1 | Ensurethat you transferred the system firmware from the NOW site or
the CD-ROM to your Windows or UNIX client.

2 | Attheconsole of gFiler A, enter the following command:

priv set advanced
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Step

Action

At the console of gFiler A, enter the following command to copy the
executables to the boot blocks of the gFiler's CompactFlash card:

downl oad -d

Result: Thedownl oad -d command provides an acknowledgment
similar to the following when copying is finished, and then the gFiler
prompt appears again.

[ downl oad. request Done: noti ce] : Operator requested downl oad
conpl eted

Note
The copying process can take a few minutes.

If... Then...

CIFSisnotinuseonthegFiler A | Goto Step 5.

CIFSisinuseon gFiler A Enter the following command:
cifs termnate -t nn

nn is a notification period
appropriate for your clients. After
that time period elapses, proceed
to Step 5.

At the console of gFiler B, enter the following command:

cf takeover

Result: gFiler B shuts down gracefully and leaves gFiler B in
takeover mode.

Installing system firmware—nondisruptive cluster method




Step

Action

At the console of gFiler A, immediately press Delete while the
memory test isin progress to interrupt the boot process. If you do not
see amessage that says skip-autoboot, press Ctrl-Backspace the next
time.

Note

If you did not enter Delete or Ctrl-Backspace in time to interrupt the
boot process, the gFiler continuesto boot. Press Ctrl-C to go to
Maintenance mode, and then enter the following commands:

Hal t

Bye

Del or Ctrl-Bksp

Result: The ok prompt appears after memory tests are complete.

At the console of gFiler A, enter the following command:
updat e- di ag

The Updater program prompts you for whether to replace the
diagnostic program.

Enter y to continue.

The Updater program checksfor a proper image. If theimageisvalid,
it writes the flash. When fw_i1.rom finishes writing, it ends with the
ok prompt.

Enter the following command:

bye

10

Immediately press Delete while the memory test isin progressto
interrupt the boot process.

n

Enter the following command:
updat e-fl ash

The Updater program promptsyou for whether you want to update the
flash.
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Step

Action

12

Enter y to continue.

The Updater program checksfor a proper image. If theimageisvalid,
it updates the diagnostics program.When the diagnostics program has
been updated, it ends with the ok prompt.

Note
Ignore the message that says to power off and power on your system.

13

If you are upgrading from firmware 4.3 or later, enter the following
command:

set-defaults

This command restores the environment variables to their default
settings.

14

Enter the following command:

bye

15

If you see a“Waiting for giveback” message on the node whose
firmware you just upgraded, go to the other partner gFiler and enter
the following:

cf giveback

Note
If amessage appears that giveback was canceled, enter the following
command:

cf giveback -f

16

Enter the following command to check that the firmware version is at
the level you expected after the upgrade:

sysconfig -v O

17

Repeat Steps 1 through 16 on the other partner.

18

Proceed to Chapter 3, “Upgrading Data ONTAP on the gFiler,” on
page 43.
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Installing the To install the firmware/diagnostics service image on a GF900 series gFiler in a
firmware/diagnostic  cluster, complete the following steps at the console of one of the gFilersin the

service image— cluster for a nondisruptive upgrade.
GF900 series
Step | Action
1 | Enter the following command:
priv set advanced
2 | Attheconsole of gFiler A, enter the following command to copy the
executables to the boot blocks of the gFiler’'s CompactFlash card:
downl oad -d
Result: Thedownl oad -d command provides an acknowledgment
similar to the following when copying is finished, and then the gFiler
prompt appears again.
e ldome
[ downl oad. r equest Done: notice]: Qperator requested downl oad
conpl eted
Note
The copying process can take a few minutes.
3 If... Then...
CIFSinnotinuseonFiler A Goto Step 4.
CIFSisinuseon Filer A Enter the following command:
cifs termnate -t nn
nn isanotification period
appropriate for your clients. After
that period of time, proceed to Step
4,
4 | Atthe console of gFiler B, enter the following command:
cf takeover
Result: gFiler B shuts down gracefully and leaves gFiler B in takeover
mode.
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Step

Action

At the console of gFiler A, immediately press Delete while the memory
test isin progress to interrupt the boot process. If you do not see a
message that says skip-autoboot, press Ctrl-Backspace the next time.

Note
If you did not enter Del or Ctrl-Backspace in time to interrupt the boot
process, the gFiler continues to boot. Press Ctrl-C to go to Maintenance
mode, and then enter the following commands:

Hal t

Bye

Del orCtrl-Bksp

Result: The ok prompt appears after memory tests are compl ete.

At the console of gFiler A, enter the following command:
updat e-fl ash

Enter y to continue when the Updater program prompts you for whether
you want to update the flash.

Result: The Updater program checks for a proper image. If theimageis
valid, the program writes the flash. When fw_i2.rom finishes writing, it
ends with the ok prompt.

Note
Ignore the message that says to power off and power on your system.

If you are upgrading from firmware 4.3 or later, enter the following
command:

set-defaults

This command restores the environment variables to their default
settings.

Enter the following command to reboot the gFiler with the new system
firmware and diagnostics:

bye
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Step

Action

If you see a“Waiting for giveback” message on the gFiler partner whose
firmware you just upgraded, go to the other gFiler partner and enter the
following command:

cf giveback

Note

If a message appears that giveback was canceled, enter the following
command

cf giveback -f

10

Enter the following command to check that the firmware versionis at the
level you expected after the upgrade:

sysconfig -v O

n

Repeat Steps 1 through 10 on the other gFiler partner.

12

Proceed to Chapter 3, “Upgrading Data ONTAP on the gFiler,” on
page 43.
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Upgrading Data ONTAP on the gFiler 3

About this chapter This chapter provides you with the information you need to upgrade Data
ONTAP to the latest release.

Topics in this This chapter discusses the following topics:
chapter 0 “Prerequisites to software upgrade” on page 44
O “Instaling Data ONTAP system files” on page 47
0 “Downloading Data ONTAP’ on page 56
O “Concluding the upgrade” on page 85
O “Whereto go from here” on page 88

Chapter 3: Upgrading Data ONTAP on the gFiler 43



Prerequisites to software upgrade

Data ONTAP
upgrade summary

Upgrading clusters

Where you can
obtain Data ONTAP
files

44

The following table summarizes the Data ONTAP software upgrade paths for
upgrading to Data ONTAP 6.5.1.

Your upgrade requirementsfor Data
If you are upgrading from ONTAP are...
thisData ONTAP release...

6.40r6.4.1 Upgrade to aversion of Data ONTAP 6.4.2
first, then upgrade to 6.5.1.

See “Requirementsif you are upgrading
from 6.4.1” on page 7.

6.4.2 (any version of) Upgrade directly to 6.5.1.

6.5 or 6.5R1 Upgrade directly to 6.5.1.

If you have agFiler cluster, you can upgrade one gFiler to Data ONTAP 6.5.1 and
leave the other gFiler running at least 6.5. Alternatively, you can upgrade both
gFilersin the cluster to 6.5.1.

You can obtain the latest system files from the following locations:
0o OnNOW

If you have access to NOW, you can download the latest release of Data
ONTAP from the Download Software page (on the NOW site at
http://now.netapp.com/NOW/cgi-bin/software/). Under Data ONTAR, select
your platform, then select View & Download under the latest Data ONTAP
release and follow the instructions.

0 Onthe CD-ROM that is supplied in your media package

0 Your authorized reseller

Prerequisites to software upgrade



Determine which
additional
procedures you
need to perform

Verifying that the
gFiler has a domain
account

Enabling DNS with
Windows 2000
name server
addresses

Before installing the latest Data ONTAP release on your gFiler, determine
whether you need to perform one or more of the procedures described in the
following table.

Procedure

Completethe procedureif...

Verifying that the
gFiler hasadomain
account

You are running CIFS on the gFiler and are using a
Windows NT 4.0 domain controller for
authentication. In this case, the gFiler must have a
domain account.

Enabling DNS with
Windows 2000 name
server addresses

You are running CIFS on the gFiler and are using a
Windows 2000 domain controller for authentication.

To verify that the gFiler has a domain account, complete the following step.

Step

Action

1

From the gFiler, enter the following command:

cifs | ookup

To enable DNS with Windows 2000 name server addresses, complete the

following steps.
Step | Action
1 | Using atext editor, create or open the /etc/resolv.conf file in the root

volume. Enter up to three lines, each specifying a Windows 2000
name server host in the following format:

naneserver ip_address

Example:

naneserver 192.9.200. 10

Save thefile.
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Step

Action

Enter the following command at the gFiler consoleto enable DNS:

options dns.enable on
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Installing Data ONTAP system files

About the The procedure for installing system files depends on where you areinstalling the
installation of filesfrom.

system files
Note

After installing the system files, you need to install boot data onto the gFiler and
perform additional steps so that the gFiler and the storage subsystems can operate

together.
For detailed For details about installing the Data ONTAP system files, see the following
information topics:

0 “Installing system filesfrom a UNIX client” on page 48
0 “Installing Data ONTAP system files” on page 47
0 “DataONTAP install and download from an HTTP server” on page 73.

Note
If the latest Data ONTAP upgrades are available on an HTTP server, you can
download and install Data ONTAP to your gFiler without having to mount
the gFiler to a UNIX administration host or map adrive to the gFiler using
Windows to perform the install ation.

Chapter 3: Upgrading Data ONTAP on the gFiler 47



Installing Data ONTAP system files
Installing system files from a UNIX client

Tasks for installing
the system files

Mounting the gFiler

on your client

48

To install the Data ONTAP system files from your UNIX client, you need to
complete the following tasks in the given order:

Note

To perform the installation, you need access to both the gFiler’s system console
and a client system.

1. Mount the gFiler on your client.

2. Transfer (download) the system filesto your client from NOW or copy them
from the CD-ROM.

3. Install the system files onto the storage subsystem.

To mount the gFiler on your UNIX client, complete the following steps.

Step

Action

1

Mount the gFiler’s root file system to the client’s /mnt/gfiler
directory:

mount gfiler:/ /mt/gfiler

dfiler isthe name of the gFiler.

/mnt/dfiler isthe directory on the client where you want to mount the
gFiler'sroot file system.

Enter the following command to change to the /mnt/dfiler directory:
cd /mt/gfiler

/mnt/dfiler isthe directory on the client where you mounted the
gFiler'sroot file system.
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Step | Action
31 If... Then...
You are downloading Complete the procedure described in

system filesfrom NOW | “Transferring the system files from
NOW” on page 49.

You arecopying system | Complete the procedure described in
filesfromthe CD-ROM | “Transferring the system files from the
CD-ROM” on page 50.

Transferring the To transfer the system files from the NOW site to your client, complete the
system files from following steps.
NOW
Step | Action
1 | UseaWeb browser tologinto NOW.
2 | Click Service & Support.
3 | Click Download Software.
4 | Inthe Software Download table, click the Select Platform list box in
the Data ONTAP product row.
5 | Select your gFiler model from thelist and click Go.
6 | Follow the prompts to reach the software download page.
7 | Choose the desired UNIX system files software and download it to
the mount point that you chose in the previous procedure.
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system files from
the CD-ROM
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Step

Action

From the client, extract the files with the following command:
tar xvf /mt/gfiler/filenane

/mnt is the directory on the client where you want to mount the
gFiler’sroot file system.

filename is the name you downloaded from NOW.

Note

If you get the error . /instal | _netapp: |inx:unconpress:
conmand not found, enter the following command instead:

gunzip tar_i mage. 2

Result: Thetar command extractsthe filesand reportstheir names:
tar_image.Z and install_netapp.

Complete the procedure described in “Installing the system files’ on
page 51.

To access the system files from the CD-ROM and copy them to your client,
complete the following steps.

Step | Action

1 | Mount the Data ONTAP CD-ROM onto your client.

2 | From the client, extract the files by entering the following command:
tar xvf /CD- ROM_MNT_PT/ ONTAP/ r el ease/ x86/ SYSFI LES. TAR
/CD-ROM_MNT_PT isthe name of your CD-ROM mount point.
release is the release number on the CD-ROM.

Result: Thetar command extractsthe filesand reportstheir names:
tar_image.Z and install_netapp.

3 | Complete the procedure described in “Installing the system files’ on

page 51.
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Installing the To install the system files, complete the following steps.

system files

Step

Action

1

If you want to...

Then...

Deletethet ar files
after thefilesare
extracted

From the client, enter the following command:

.linstall _netapp /mt/gfiler

/mnt/dfiler isthe directory on the client where
you mounted the gFiler’s root file system.

Keep thetar files
dafter thefilesare
extracted

From the client, enter the following command:

.linstall _netapp -k /mt/gfiler

/mnt/dfiler isthe directory on the client where
you mounted the gFiler’s root file system.

Result: Theinstall script decompresses and extracts the files.

From the client, unmount the gFiler’s root file system (/) by entering
the following commands:

cd /

umount /mt/gfiler

/mnt/dfiler isthe directory on the client where you mounted the
gFiler’sroot file system.

Complete the appropriate procedure to download Data ONTAP:

0  For single gFilers, go to “Downloading Data ONTAP—single
node upgrade” on page 57.
0  For clustered gFilers, go to one of the following:

0 “Downloading Data ONTAP—standard upgrade of a
cluster” on page 62

0 “Downloading Data ONTAP—nondisruptive upgrade of a
cluster” on page 70
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Installing Data ONTAP system files
Installing system files from a Windows client

Tasks for installing To install the Data ONTAP system files from your Windows PC, you need to
the system files complete the following tasks in the given order:

1. MapthegFiler to adrive onyour client.

2. Transfer (download) and install system files to your client from the NOW
site or copy them from the CD-ROM and install them onto the storage
subsystem.

Mapping the gFiler To map the root directory of your gFiler to adrive on your client, complete the

to adrive following steps.
Step | Action
1 | Logintoyour client as Administrator or log in using an account that
has full control on the gFiler C$ directory.
2 | Map adriveto the C$ directory of your gFiler according to your
version of Windows.
3| If... Then...

You are downloading
system files from the
NOW site

Complete the procedure described in
“Transferring and installing the system
filesfrom NOW” on page 53.

You are copying system
filesfrom the CD-ROM

Complete the procedure described in
“Transferring and installing the system
filesfrom the CD-ROM” on page 54.
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Transferring and To transfer the system files from the NOW site and install them onto your client,

installing the complete the following steps.
system files from
NOwW Step | Action
1 | UseaWeb browser tologinto NOW.
2 | Click Service & Support.
3 | Click Download Software.
4 | Inthe Software Download table, click the Select Platform list box in

the Data ONTAP product row.

)]

Select your gFiler model from the list and click Go.

6 | Follow the prompts to reach the software download page.

7 | Choose the desired Windows system files software for your gFiler
and download it to the drive to which you mapped the gFiler in the
previous procedure.

8 | Go to the drive to which you downloaded the software.

9 | Double-click thefile that you downloaded.

Result: The WinZip dialog box appears.

10 | Inthe WinZip dialog box, enter the |etter of the drive to which you
mapped the gFiler.

For example, if you chose drive N, replace <DRI VE>: \ ETC with the
following path:

N \VETC

11 | Ensurethat the following check boxes are sel ected:
O  Overwrite Files Without Prompting
O  When Done Unzipping Run...

L eave the other options as they are.

12 | Click the Unzip button.

Result: Inthedialog box’s lower panel, confirmation messages are
displayed asfiles are decompressed.
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Step | Action

13 | Complete the appropriate procedure to download Data ONTAP:

0  For single gFilers, go to “Downloading Data ONTAP—single
node upgrade” on page 57.
0  For clustered gFilers, go to one of the following:

0 “Downloading Data ONTAP—standard upgrade of a
cluster” on page 62

0 “Downloading Data ONTAP—nondisruptive upgrade of a
cluster” on page 70

Transferring and To access the system files from the Data ONTAP CD-ROM and copy them to
installing the your client, complete the following steps.

system files from

the CD-ROM Step Action

1 | Insert the Data ONTAP CD-ROM into your CD-ROM drive.

2 | Goto one of the ONTAP\release\X 86 folders:

release is the release number on the CD-ROM.

3 | Double-click setup.exe.

Result: The setup program displays a dialog box.

4 | Make sure that you followed the steps described in the dialog box,
then click OK.

Result: The WinZip dialog box appears.
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Step

Action

Follow the WinZip prompts to unzip the file that you downloaded
onto the drive to which you mapped the gFiler. When appropriate,
ensure that the following check boxes are selected:

O  Overwrite Files Without Prompting
0O  When Done Unzipping Run...
Leave the other options asthey are.

Result: Inthedialog box's lower panel, confirmation messages are
displayed asfiles are decompressed.

Complete the appropriate procedure to download Data ONTAP:

0 For single gFilers, go to “Downloading Data ONTAP—single
node upgrade”’ on page 57
0 For clustered gFilers, go to one of the following:

O “Downloading Data ONTAP—standard upgrade of a
cluster” on page 62

0  “Downloading Data ONTAP—nondisruptive upgrade of a
cluster” on page 70
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Downloading Data ONTAP

About this section

For detailed
information

56

After you install the Data ONTAP system files on the storage subsystem from a
UNIX or Windows client, you must install the boot data on the gFiler. NetApp
refersto this process as downloading Data ONTAP. The steps you follow for
downloading Data ONTAP depend on whether your system isasingle node or in
acluster.

For detailed information about downloading Data ONTARP, see the following
topics:

O “Downloading Data ONTAP—single node upgrade”’ on page 57

0  “Downloading Data ONTAP—standard upgrade of a cluster” on page 62

O “Downloading Data ONTAP—nondisruptive upgrade of acluster” on
page 70
0 “DataONTAP install and download from an HTTP server” on page 73

Note
If the latest Data ONTAP upgrade is available on an HTTP server, you can
download and install Data ONTAP to your gFiler without having to mount
the gFiler to a UNIX administration host or map adrive to the gFiler using
Windows to perform the install ation.
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Downloading Data ONTAP
Downloading Data ONTAP—single node upgrade

Procedures to read Use the following table to determine the appropriate procedures to read when
upgrading your single-node gFiler.

If you are upgrading from The proceduresin this section are
thisversion of Data ONTAP | applicabletoyou...

6.40r6.4.1 O “Downloading Data ONTAP—6.4 or
6.4.110 6.4.2 upgrade” on page 57

O “Downloading DataONTAP—6.4.2x to
6.5.1 upgrade” on page 58

If your single-node gFiler is running Data
ONTAP6.4 or 6.4.1, you must upgrade Data
ONTAP to 6.4.2x first, and then to 6.5.1.

6.5 or later O “Downloading Data ONTAP—6.5x to
6.5.1 upgrade” on page 60

Downloading Data When you are upgrading Data ONTAP 6.4 or 6.4.1 software to aversion of 6.4.2,
ONTAP—6.40r6.4.1  complete the following steps at the gFiler console to download the 6.4.2
to 6.4.2 upgrade software.

Step | Action

1 | Ensurethat the 4.2.2 or later firmwareisinstalled, as described in
Chapter 2, “Upgrading gFiler Firmware,” on page 21.

2 | Ensurethat you transferred the Data ONTAP system filesto your
gFiler, as described earlier in the chapter.
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Step

Action

Enter the following command to copy the executables to the boot
blocks of the gFiler:

downl oad

Result: The downl oad command provides a status message similar
to the following:

Tue Jun 19 10: 03: 22 GMI [ downl oad. request : noti ce]:
Qperator requested download initiated

downl oad: Downl oadi ng boot device.........

downl oad: Downl oadi ng di sks: opening Data ONTAP 6.4.2
....................... done

downl oad: boot bl ocks successfully copied to disk(s)

Then amessage similar to the following appears:

Tues Jun 19 10: 11: 51 GMT [downl oad. r equest Done: noti ce] :
Qperator requested downl oad conpl eted

Enter the following command:

r eboot

Upgradeto 6.5.1 by following theinstructionsin “ Downloading Data
ONTAP—6.4.2x t0 6.5.1 upgrade” on page 58.

To download the Data ONTAP 6.5.1 software when you are upgrading from
6.4.2x 10 6.5.1, complete the following steps at the gFiler console.

Step | Action
1 | Ensurethat the 4.2.2 or later firmware isinstalled, as described in
Chapter 2, “Upgrading gFiler Firmware,” on page 21.
2 | Ensurethat you transferred the Data ONTAP software, as described

earlier in this chapter.
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Step | Action

3 | Enter the following command to copy the executables to the boot
blocks of the gFiler:

downl oad

Result: The downl oad command provides a status message similar
to the following:

Tue Jun 19 10: 03: 22 GMI [ downl oad. request : noti ce]:
Qperator requested download initiated

downl oad: Downl oadi ng boot device.........

downl oad: Downl oadi ng di sks: opening Data ONTAP 6.5.1
....................... done

downl oad: boot bl ocks successfully copied to disk(s)

Then amessage similar to the following appears:

Tues Jun 19 10: 11: 51 GMT [downl oad. r equest Done: noti ce] :
Qperator requested downl oad conpl eted

4 | Enter the following command:
r eboot

Result: The gFiler begins the boot process.

5 | Interrupt the boot process by pressing Ctrl-C when you see the
following message on the console:

Starting Press Ctrl-C for floppy boot menu

Result: The following boot options menu appears:

(1) Normal boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) No disks assigned (use ‘disk assign’ fromthe
Mai nt enance Mode).

(5) Maintenance node boot.

6 | Enter 5 for Maintenance mode.
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Step

Action

Enter the following command:
di sk upgrade_owner ship

This command updates the OFW LUN ownership rulesto the
software-based gFiler LUN ownership scheme introduced in 6.5.

Enter the following command:

hal t

Reboot the gFiler by entering the following command:

bye

If the gFiler isalready running aversion of Data ONTAP in the 6.5 family, use
the following procedure to download Data ONTAP 6.5.1 for asingle gFiler.

Step

Action

1

Upgrade the 4.2.2 firmware to a later version, if desired.
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Step

Action

Enter the following command to copy the executables to the boot
blocks of the gFiler:

downl oad

Result: The downl oad command provides a status message similar
to the following:

downl oad: You can cancel this operation by hitting Ctrl-C
in the next 6 seconds

downl oad: Depending on systemload, it nay take nany

m nut es

downl oad: to conplete this operation. Until it finishes,
downl oad: you will not be able to use the consol e

Fri Mar 26 15:04:06 PST [raid-u20:

downl oad. request: notice]: Operator

requested downl oad initiated

downl oad: Downl oadi ng boot device

downl oad: Downl oadi ng di sks: opening netapp_6.5.1
done
downl oad: boot bl ocks successfully copied to disk(s)

rai d-u20> Fri Mar 26 15:09:25 PST [raid-u20
downl oad. r equest Done: noti ce]:
Qperator requested downl oad conpl eted

Enter the following command:

r eboot
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Downloading Data ONTAP
Downloading Data ONTAP—standard upgrade of a cluster

Procedures to read Use the following table to determine the appropriate procedures to read when
upgrading your clustered gFilers through the standard upgrade method.

If you are upgrading from The proceduresin this section are
thisversion of Data ONTAP | applicabletoyou...

6.40r6.4.1 O “Downloading Data ONTAP onto a
cluster—6.4 or 6.4.1 to 6.4.2 upgrade”
on page 62

0 “Downloading Data ONTAP onto a
cluster—6.4.2 t0 6.5.1 upgrade” on
page 64

If your gFiler isrunning Data ONTAP 6.4 or

6.4.1, you must upgrade Data ONTAP to
6.4.2x first and then to 6.5.1.

6.5 or later inthe 6.5 version O “Downloading Data ONTAP 6.5x to
family 6.5.1 upgrade” on page 67

Caution
Do not download Data ONTAP to a clustered gFiler whileit isin takeover mode.

NetApp recommends that you perform the upgrade on one cluster node at atime
in case afailure occurs during the upgrade.

Downloading Data To download Data ONTAP to agFiler cluster running 6.4 or 6.4.1, complete the

ONTAP onto a following steps at the gFiler console.
cluster—6.4 or 6.4.1
to 6.4.2 upgrade Step | Action

1 | Ensurethat the 4.2.2 or later firmwareisinstalled, as described in
Chapter 2, “Upgrading gFiler Firmware,” on page 21.
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Step

Action

Ensure that you transferred the Data ONTAP software to the gFiler,
as described earlier in this chapter.

Disablethe cluster by entering the following command at the console
of one of the gFilers:

cf disable

Wait until you see the “ Cluster takeover disabled” message before
proceeding to the next step.

Enter the following command to copy the executables to the boot
blocks of the gFiler:

downl oad

Result: The downl oad command provides an acknowledgment
similar to the following:

Tue Jun 19 10: 03:22 GMI [ downl oad. request: noti ce]:
Qperator requested download initiated

downl oad: Downl oadi ng boot device.........

downl oad: Downl oadi ng di sks: opening Data ONTAP 6.4.2
....................... done

downl oad: boot bl ocks successfully copied to disk(s)

Then amessage similar to the following appears:

Tues Jun 19 10: 11: 51 GMT [downl oad. r equest Done: noti ce]:
Qperator requested downl oad conpl eted

While the cluster is till disabled, repeat the previous steps at the
gFiler console of the partner gFiler.

Caution
Do not proceed to the next step until the new version of Data ONTAP
has been downl oaded onto both gFilersin the cluster. Otherwise, data
loss or corruption might result.

Reboot both nodes at the same time by entering the following
command on each node:

r eboot
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Step | Action

7 | Reenable the cluster by entering the following command on one of
the gFilers:

cf enable

8 | Asneeded, perform the procedures described in “ Concluding the

upgrade” on page 85.

To download Data ONTAP on agFiler cluster running a version of 6.4.2,
complete the following steps at the gFiler console.

Step | Action

1 | Ensurethat the 4.2.2 or later firmware isinstalled, as described in
Chapter 2, “Upgrading gFiler Firmware,” on page 21.

2 | Ensurethat you transferred the Data ONTAP software onto the
gFiler, as described earlier in this chapter.

3 | Disablethe cluster by entering the following command at the console
of one of thefilers:

cf disable
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Step | Action

4 | Enter the following command to copy the executables to the boot
blocks of the gFiler:

downl oad

Result: The downl oad command provides an acknowledgment
similar to the following:

downl oad: Remi nder: upgrade both the nodes in the O uster
downl oad: You can cancel this operation by hitting Ctrl-C
in the next 6 seconds.

downl oad: Depending on systemload, it nay take nany

m nut es

downl oad: to conplete this operation. Until it finishes,
downl oad: you will not be able to use the consol e

Fri Mar 26 15:04:06 PST [raid-u20:

downl oad. request: notice]: Operator

requested downl oad initiated

downl oad: Downl oadi ng boot device

downl oad: Downl oadi ng di sks: opening netapp_6.5.1
done
downl oad: boot bl ocks successfully copied to disk(s)

rai d-u20> Fri Mar 26 15:09:25 PST [raid-u20
downl oad. r equest Done: noti ce]:
Qperator requested downl oad conpl eted

5 | Enter the following command at the ok prompt:

r eboot

Result: The gFiler begins the boot process.

Chapter 3: Upgrading Data ONTAP on the gFiler 65



66

Step

Action

6 | Interrupt the boot process by pressing Ctrl-C when you see the
following message on the console:
Starting Press Crl-C for floppy boot menu
Result: The following boot options menu appears:
(1) Normal boot.
(2) Boot without /etc/rc.
(3) Change password.
(4) No disks assigned (use ‘disk assign’ fromthe
Mai nt enance Mode).
(5) Maintenance node boot.
7 | Enter 5 for Maintenance mode.
8 | Enter the following command:
di sk upgrade_owner ship
This command updates the OFW LUN ownership rulesto the
software-based gFiler LUN ownership scheme introduced in 6.5.
9 | Enter the following command to halt the gFiler:
hal t
10 | Reboot both nodes at the same time by entering the following
command on each node:
bye
11 | Whilethe cluster is still disabled, repeat the previous steps at the
gFiler console of the partner gFiler.
Caution
Do not proceed to the next step until the new version of Data ONTAP
has been downl oaded onto both gFilersin the cluster. Otherwise, data
loss or corruption might result.
12 | Reenable the cluster by entering the following command on one of

the gFilers:

cf enabl e
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Step

Action

13

As needed, perform the procedures described in “ Concluding the
upgrade” on page 85.

Downloading Data If the gFiler is already running aversion of Data ONTAP in the 6.5 family, use
ONTAP 6.5x to 6.5.1  thefollowing procedure to download Data ONTAP 6.5.1.

upgrade

Step

Action

1

Upgrade the 4.2.2 firmware to a later version, if desired.

Disablethe cluster by entering the following command at the console
of one of the gFilers:

cf disable
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Step

Action

Enter the following command to copy the executables to the boot
blocks of the gFiler:

downl oad

Result: The downl oad command provides an acknowledgment
similar to the following:

downl oad: Remi nder: upgrade both the nodes in the O uster
downl oad: You can cancel this operation by hitting Ctrl-C
in the next 6

seconds.

downl oad: Depending on systemload, it nay take nany

m nut es

downl oad: to conplete this operation. Until it finishes,
downl oad: you will not be able to use the consol e

Fri Mar 26 15:04:06 PST [raid-u20:

downl oad. request: notice]: Operator

requested downl oad initiated

downl oad: Downl oadi ng boot device

downl oad: Downl oadi ng di sks: opening netapp_6.5.1
downl oad: boot bl ocks successfully copied to disk(s)
rai d-u20> Fri Mar 26 15:09:25 PST [raid-u20:

downl oad. r equest Done: noti ce]:
Qperator requested downl oad conpl eted

Enter the following command at the ok prompt:
r eboot

Result: The gFiler begins the boot process.

While the cluster is till disabled, repeat the previous steps at the
gFiler console of the partner gFiler.

Caution
Do not proceed to the next step until the new version of Data ONTAP
has been downl oaded onto both gFilersin the cluster. Otherwise, data
loss or corruption might result.
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Step | Action

6 | Reenable the cluster by entering the following command on one of
the gFilers:

cf enable

7 | Asneeded, perform the procedures described in “ Concluding the
upgrade” on page 85.
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Downloading Data ONTAP

Downloading Data ONTAP—nondisruptive upgrade of a cluster

When to use the NetApp recommends that you use the nondisruptive upgrade procedure to
nondisruptive minimize service disruption in your clusters when you are upgrading Data
upgrade method ONTAP within arelease family.

Note

You cannot use the nondisruptive upgrade method if you are upgrading between
release families, for example, from 6.4.1 t0 6.5.1. At thistime, thisfeatureis
supported only in the 6.5 release family; 6.5 and 6.5x and 6.5.1 are in the same
release family.

System firmware and some hardware upgrades can be performed at the same
time as Data ONTAP software upgrades.

Downloading Data To download Data ONTAP to clustered gFilers by using the nondisruptive

ONTAP onto a upgrade method, complete the following steps at the console of one of the gFilers
gFiler cluster in the cluster.
Step | Action
1 | Ensurethat you transferred the Data ONTAP software onto the
gFiler, as described earlier in this chapter.
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Step | Action

2 | Attheconsole of gFiler A, enter the following command to copy the
executables to the boot blocks of the gFiler:

downl oad

Result: The download command provides an acknowledgment
similar to the following:

downl oad: Remi nder: upgrade both the nodes in the Custer
downl oad: You can cancel this operation by hitting Ctrl-C
in the next 6

seconds.

downl oad: Depending on systemload, it nay take nany

m nut es

downl oad: to conplete this operation. Until it finishes,

downl oad: you will not be able to use the consol e
Fri Mar 26 15:04:06 PST [raid-u20:

downl oad. request: notice]: Operator

requested downl oad initiated

downl oad: Downl oadi ng boot device

downl oad: Downl oadi ng di sks: opening netapp_6.5.1
downl oad: boot bl ocks successfully copied to disk(s)
rai d-u20> Fri Mar 26 15:09:25 PST [raid-u20:

downl oad. r equest Done: noti ce]:
Qperator requested downl oad conpl eted

3| If... Then...

CIFSisnotinuseongFiler | Goto Step 4.
A

CIFSisinuseongFiler A Enter the following command:

cifs termnate -t nn

nn is anotification period appropriate
for your clients. After that period of
time, proceed to Step 4.
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Step

Action

At the console of gFiler B, enter the following command:
cf takeover

Result: Thiscommand causes gFiler A to shut down gracefully and
leaves gFiler B in takeover mode.

Note: At this point, you could perform a hardware upgrade
procedure. To do so, you would do the following:

a. Turn off the power on gFiler A according to instructionsin
the gFiler Gateway Series Hardware I nstallation Guide.

b. After you complete the upgrade of hardware on gFiler A,
turn on the power of gFiler A. gFiler A then attempts to
boot.

When you see the message on gFiler A, Wai ting for giveback, go
to Step 6.

At the console of gFiler B, enter the following command:
cf giveback

Result: Thiscommand causes gFiler A to reboot with the new Data
ONTAP version and resume normal operation as a cluster partner.

Note
If amessage appears that giveback was canceled, enter the following
command:

cf giveback -f

Repeat Step 1 through Step 6 to update the partner gFiler; that is,
shut down and update gFiler B with partner A in takeover mode.

As needed, perform the procedures described in “ Concluding the
upgrade” on page 85.
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Downloading Data ONTAP

Data ONTAP install and download from an HTTP server

About using an If the latest Data ONTAP upgrades are available on an HTTP server, you can
HTTP server to download and install Data ONTAP to your gFiler without having to mount the
download Data gFiler to aUNIX administration host or map adriveto the gFiler using Windows
ONTAP to perform the installation.

By using the HT TP server method, you can download the Data ONTAP filesto

your gFiler and install them
0 Atthesametime
O Later

Procedures to read Use the following table to determine the appropriate procedures to read when
downloading and installing Data ONTAP by using the HTTP server method.

If you are upgrading from
thisversion of Data ONTAP

The proceduresin this section are
applicabletoyou...

6.4 0r 6.4.1

O “Downloading and installing Data
ONTAP simultaneously—6.4 or 6.4.1
t0 6.4.2" on page 74

O “Downloading and installing Data
ONTAP simultaneously—6.4.2 to
6.5.1" on page 76

or

0 “Downloading Data ONTAP without
installing it immediately” on page 79

Note
If your single node gFiler isrunning Data
ONTAP6.4 or 6.4.1, you must upgrade Data
ONTAPto 6.4.2x first and then to 6.5.1.
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Downloading and
installing Data
ONTAP
simultaneously—
6.40r6.41t06.4.2

74

If you are upgrading from
thisversion of Data ONTAP

The proceduresin this section are
applicabletoyou...

6.5 or later in the 6.5 version
family

O “Downloading and installing Data
ONTAP simultaneously—6.5 t0 6.5.1"
on page 78

or

0 “Downloading Data ONTAP without
installing it immediately” on page 79

To download and install Data ONTAP 6.4 or 6.4.1 to 6.4.2 from an HT TP server
at the same time, compl ete the following steps from your gFiler console.

Step | Action

1 | Ensurethat the 4.2.2 or later firmware isinstalled, as described in
Chapter 2, “Upgrading gFiler Firmware,” on page 21.

2 | Ensurethat you transferred the Data ONTAP software to the gFiler,
as described earlier in this chapter.
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Step

Action

Enter the following command:
software install url

url isthe HTTP location from which you want to download Data
ONTAP.

Use the following URL syntax if you need to specify a user name,
password, host, or port to access files on the HTTP server:

http://user name: password@host: port/path

Result: The software is downloaded and installed on your gFiler,
and you see amessage similar to the following. The software version
changes depending on the version of software you are downloading
and installing.

t pubs-cf2> software install

http://ww. net app. conm rlse/ R6. 5. 1/ pc/ di st/ PCdi st. zi p
software: installing software, this could take a few

m nutes. ..

software: installation conpleted.

Pl ease type downl oad to | oad the new software and reboot
subsequently for changes to take affect.

t pubs-cf2>

Enter the following command:

downl oad

Enter the following command:
hal t

When the download is complete, enter the following command:
bye
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Downloading and To download and install Data ONTAP 6.4.2 t0 6.5.1 from an HTTP server at the

installing Data same time, compl ete the following steps from your gFiler console.
ONTAP

simultaneously— Step | Action

6.4.2t0 6.5.1

1 | Ensurethat the 4.2.2 or later firmware isinstalled, as described in
Chapter 2, “Upgrading gFiler Firmware,” on page 21

2 | Ensurethat you transferred the Data ONTAP software onto the
gFiler, as described earlier in this chapter.

3 | Enter the following command:

software install url

url isthe HTTP location from which you want to download Data
ONTAP.

Use the following URL syntax if you need to specify a user name,
password, host, or port to access files on the HTTP server:

http://user name: password@host: port/path

Result: The software is downloaded and installed on your gFiler,
and you see amessage similar to the following.

t pubs-cf 2> sof tware instal

http://ww. net app. com rlse/ R6. 5. 1/ pc/ di st/ PCdi st. zi p
software: installing software, this could take a few

m nutes. ..

software: installation conpleted.

Pl ease type downl oad to | oad the new software and reboot
subsequently for changes to take affect.

t pubs-cf2>

4 | Enter the following command:

downl oad

5 | Enter the following command at the ok prompt.
r eboot

Result: The gFiler begins the boot process.
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Step | Action

6 | Interrupt the boot process by pressing Ctrl-C when you see the
following message on the console:

Starting Press Crl-C for floppy boot menu

Result: The following boot options menu appears:

(1) Normal boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) No disks assigned (use ‘disk assign’ fromthe
Mai nt enance Mode).

(5) Maintenance node boot.

7 | Enter 5 for Maintenance mode.

8 | Enter the following command:
di sk upgrade_owner ship

This command updates the pre-6.5 OFW LUN ownership rulesto the
new software-based gFiler LUN ownership scheme introduced in
6.5.

9 | Enter the following command:

r eboot

Note
The following message appears if you did not perform Steps 6, 7, and 8:

No root vol ume found
Rebooting (ctrl-c to break reboot | oop)
AL[LCD: i nfo] No disks!

Chapter 3: Upgrading Data ONTAP on the gFiler 77




Downloading and If aversion of Data ONTAP 6.5 is already running on the gFiler and you want to

installing Data download and install Data ONTAP 6.5.1 from an HTTP server at the same time,
ONTAP complete the following steps from your gFiler console.

simultaneously—

6.5t0 6.5.1 Step | Action

1 | Ensurethat the 4.2.2 or later firmware isinstalled, as described in
Chapter 2, “Upgrading gFiler Firmware,” on page 21.

2 | Ensurethat you transferred the Data ONTAP software onto the
gFiler, as described earlier in this chapter.

3 | Enter the following command:

software install url

url isthe HTTP location from which you want to download Data
ONTAP.

Use the following URL syntax if you need to specify a user name,
password, host, or port to access files on the HTTP server:

http://user name: password@host: port/path

Result: The software is downloaded and installed on your gFiler,
and you see amessage similar to the following.

t pubs-cf 2> sof tware instal

http://ww. net app. com rlse/ R6. 5. 1/ pc/ di st/ PCdi st. zi p
software: installing software, this could take a few

m nutes. ..

software: installation conpleted.

Pl ease type downl oad to | oad the new software and reboot
subsequently for changes to take affect.

t pubs-cf2>

4 | Enter the following command:

downl oad

5 | Enter the following command at the ok prompt.

r eboot

Result: The gFiler begins the boot process.
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Downloading Data You can download a Data ONTAP upgrade from an HTTP server to your gFiler

ONTAP without without immediately installing it. The downloaded file is saved on the gFiler in
installing it the /etc/software directory.
immediately

To download Data ONTAP from the HTTP server onto your gFiler without

installing the software, compl ete the following step from the gFiler console.

Step

Action

1

Enter the following command:
software get url -f filename

url isthe HTTP location from which you want to download Data
ONTAP.

Use the following URL syntax if you need to specify a user name,
password, host, or port to access files on the HTTP server:

http://user name: password@host: port/path

Usethe-f flag to overwrite an existing software file of the same
nameinthe gFiler's/etc/software directory. If afile of the same name
exists and you do not use the - f flag, the download fails and you are
prompted to use - f .

filenameis the file name you specify for the software file being
downloaded to your gFiler. If no destination file name is specified,
Data ONTAP uses the file name listed in the URL from which you
are downloading and placesthe copy in the /etc/software directory on
the gFiler.

Example: Thefollowing isan example of the sof t ware get
command using a new destination file name:

sof tware get
http://ww. net app. com rlse/ R6. 5. 1/ pc/ di st/ PCdi st. zi p

nmyfile.zip

Result: You see a message similar to the following:
software: copying to /etc/software/PCdist.zip
software: 100%file read fromlocation.

software: /etc/software/ PCdist.zip has been copied.
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Installing a file that was previously downloaded—6.4 or 6.4.1 to
6.4.2: If you previously downloaded Data ONTAP 6.4.2 without installing it (by
using the sof t war e get command), you can install the software by completing
the following steps from the gFiler console.

Step | Action

1 | Ensurethat the 4.2.2 or later firmware isinstalled, as described in
Chapter 2, “Upgrading gFiler Firmware,” on page 21

2 | Ensurethat you installed the Data ONTAP software, as described
earlier in this chapter.

3 | Enter the following command:
software install software_filenane

software_filename is the name of the file you downloaded using the
software get command.

Result: The software is downloaded and installed on your gFiler,
and you see a message similar to the following:

t pubs-cf2> software install PCdist.zip

software: installing software, this could take a few

m nutes. . .

software: installation conpleted.

Pl ease type downl oad to | oad the new software and reboot
subsequently for changes to take affect.

t pubs-cf2>

4 | Enter the following command:

downl oad

5 | Enter the following command:

r eboot

6 | Continueto“Installing afile that was previously downloaded—6.4.2
t0 6.5.1" on page 80.

Installing a file that was previously downloaded—6.4.2 to 6.5.1: If
you previously downloaded Data ONTAP 6.5.1 without installing it (by using the
sof tware get command), you can install the software by completing the
following steps from the gFiler console.
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Step

Action

Ensure that the 4.2.2 or later firmware isinstaled, as described in
Chapter 2, “Upgrading gFiler Firmware,” on page 21.

Ensure that you installed the Data ONTAP software, as described
earlier in this chapter.

Enter the following command:

software install software_filenane

software_filename is the name of the file you downloaded using the
sof tware get command.

Result: The software is downloaded and installed on your gFiler,
and you see a message similar to the following:

t pubs-cf2> software install PCdist.zip

software: installing software, this could take a few

m nutes. . .

software: installation conpleted.

Pl ease type downl oad to | oad the new software and reboot
subsequently for changes to take affect.

t pubs-cf2>
4 | Enter the following command:
downl oad
5 | Enter the following command at the ok prompt.

r eboot

Result: The gFiler begins the boot process.
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Step

Action

Interrupt the boot process by pressing Ctrl-C when you see the
following message on the console:

Starting Press Cntrl-C for floppy boot nenu

Result: The following boot options menu appears:

(1) Normal boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) No disks assigned (use ‘disk assign’ fromthe
Mai nt enance Mode).

(5) Maintenance node boot.

Enter 5 for Maintenance mode.

Enter the following command:
di sk upgrade_owner ship

This command updates the pre-6.5 OFW LUN ownership rulesto the
new software-based gFiler LUN ownership scheme introduced in
6.5.

Enter the following command:

r eboot

Installing a 6.5.1 file that was previously downloaded: If you
previously downloaded Data ONTAP 6.5.1 without installing it (by using the
sof tware get command), you can install the software by completing the
following steps from the gFiler console.

Step | Action
1 | Ensurethat the 4.2.2 or later firmware isinstalled, as described in
Chapter 2, “Upgrading gFiler Firmware,” on page 21
2 | Ensurethat you installed the Data ONTAP software, as described

earlier in this chapter.
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Listing software
files in the
letc/software
directory

Step

Action

3 | Enter the following command:
software install software_filenane
software_filename is the name of the file you downloaded using the
sof tware get command.
Result: The software is downloaded and installed on your gFiler,
and you see a message similar to the following:
t pubs-cf2> software install PCdist.zip
software: installing software, this could take a few
m nutes. ..
software: installation conpleted.
Pl ease type downl oad to | oad the new software and reboot
subsequently for changes to take affect.
t pubs-cf 2>
4 | Enter the following command:
downl oad
5 | Enter the following command:

r eboot

To list the files that were downloaded to the /etc/software directory, complete the
following step from the gFiler console.

Step

Action

1

Enter the following command:

software |ist
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files from the
letc/software
directory
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To delete files from the /etc/software directory, complete the following step from
the gFiler console.

Step

Action

1

To delete one or more files, enter the following command:
software delete software_filel software _file2

software_fileland software _file2 are the names of the files you want
to delete.
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Concluding the upgrade

Potential tasks for
concluding the
upgrade

Specifying the
target queue depth
length for a port

The following table lists the tasks that you might need to perform to complete

upgrade.
If... Then see...
Your deployment includes a shared switch “ Specifying the target

queue depth length for a
port” on page 85

You upgraded from Data ONTAP 5.0 or earlier | “Changing to CIFS-
and want to use a security stylethat is compatible security styles’
compatible with CIFS on page 86

You purchased any new service or protocol that | “Entering codes for new
you are starting to use with the upgrade licenses” on page 87

You want to configure NetApp volumes, add gFiler Gateway Series
LUNSsto NetApp volumes, or configure other Setup, Installation, and
Data ONTAP features Management Guide and the
Data ONTAP

documentation library

If your deployment includes a shared switch, you need to plan for and configure
the gFilers to limit the number of commands (read and write requests) that the
storage subsystem port must handle as aresult of gFilers and non-gFiler hosts
accessing the port through the switch; that is, you need to plan for limiting the
target queue length. When multiple initiators are accessing a target port on the
storage subsystem, you do not want the outstanding commands in the queue
buffer, from al initiators together, to exceed 256. Otherwise, the performance of
gFiler and non-gFiler hosts can suffer.

Beginning with Data ONTAP 5.0, on gFilers you use the
di sk.target _port.cm_queue_dept h option to set the number of commands
that the gFiler can send to the target port on the data subsystem.

Non-gFiler hosts also provide a means for limiting the target queue length. See
the documentation for the host for information about limiting target queue length.
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Changing to CIFS-
compatible security

Note
Target queue length might also be referred to as Q-Depth or Max Throttle.

Guidelines for determining the appropriate target queue length: You
need to consider the impact of al theinitiators on the port when you are planning
the configuration for a specific gFiler or a specific non-gFiler host. If your
deployment includes more than one initiator, you need to configure each initiator
so that the total commands by all initiators does not exceed 256. The default for
target queue depth value is 256.

Some guidelines for determining the appropriate target queue length are as
follows:

0 0 (zero) means no limit on the outstanding commands. Therefore, do not
configure avalue of 0.

O You could divide 256 by the number of gFiler and non-gFiler hosts that will
be acting as initiators on the target port on the storage subsystem,
configuring each gFiler and non-gFiler host with the value that resulted.

0 You could consider the volume of commands that specific initiators would
be likely to send to the target port. You could then configure higher values
for initiatorslikely to send agreater number of requests and alower valuefor
initiators likely to send alesser number of requests.

Configure non-gFiler hosts according to the guidelines provided for those hosts.

Setting the target queue depth length: To set the
di sk.target _port.cmd_queue_dept h option, complete the following steps.

Step | Action

1 | Enter the following command at the Data ONTAP command line:
di sk. target _port.cnd_queue_depth <val ue>

Do not use avalue of 0 (zero) because it means no limit on the
outstanding commands.

You change the security style of a gFiler by changing the gtree security style of
its root volume. The new security style applies to the root volume and is the
default security style for subsequently created volumes and gtrees.
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To change the security style of the root volume to mixed or to the NT file system
(NTFS) to make it compatible with CIFS, complete the following step at the
gFiler console.

Step

Action

1

Enter the following command:

gtree security /vol/vol 0/ security_style

security styleiseither m xed or ntfs.

O nixed alows both UNIX-style and Windows NT-style
permissions.

O ntfs allowsonly Windows NT-style permissions.

Entering codes for To enter new license codes, complete the following step from the gFiler console.

new licenses

Step

Action

1

Enter the following command:
license add code ...

code isthe license code that you were given when you purchased the
license for a service or protocol.

Example: Inthisexample, the license code for CIFS is ABCDEFG
and the license code for DAFSis TUVWXY Z.

|'i cense add ABCDEFG TUVWKYZ

Result: The gFiler acknowledges each license, as shown in the
following example:

Acifs site license has been install ed.
Use “cifs setup” to configure cifs.
Run cifs setup to enable cifs.
A nultistore site |icense has been installed.
Use “nultistore setup” to configure dafs.
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Where to go from here

Other resource When your gFiler is available and running Data ONTAP, you should perform at
documents least one of the following actions:

O Setup CIFS, NFS, Internet SCSI (iSCSI), or HTTP by following the
instructions in the Data ONTAP documentation library.

0O  Learn about deployments for gateways and storage subsystems, and gFiler
and Data ONTAP feature configuration and management, by reading the
gFiler and Data ONTAP product manuals.
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Reverting 6.5.1 Software to a Previous Release 4

About this chapter This chapter provides information about some issues that can emerge during the
process of reverting to a previous release. If you need to revert to a previous
release of Data ONTAR, call Network Appliance Technical Support or your
authorized reseller for assistance. In some cases, you cannot revert to an earlier
version of Data ONTAP.

Topics in this This chapter describes the following topics:
chapter 0 “General Data ONTAP 6.5/6.5.1 reversion issues’ on page 90
0 “gFiler-specific reversion issues and procedures—6.5.1 to pre-6.5" on
page 94

O “Reverting from 6.5.1 to 6.4.x for asingle node gFiler” on page 95
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General Data ONTAP 6.5/6.5.1 reversion issues

General guidelines
for reverting from
Data ONTAP 6.5.1

Stale file handles on
vFilers

Reversion with
larger inodes

90

The following guidelines apply when reverting from Data ONTAP 6.5.1 to an
earlier version:

O If you arereverting to arelease prior to 6.5, you must disable any 6.5
features before reverting.

O You cannot revert if an upgrade isin progress.

Data ONTAP 6.4 included a change in the Network File System (NFS) file
handle format that is not backward compatible. If you have defined vFiler™
logical units on your system and you upgrade to 6.4 or later and then revert to an
earlier version, NFS clients might report stale file handles on the vFilers. To
prevent this problem, unmount any NFS clients that are mounted on vFilers. You
can remount them after reverting.

Starting with 6.5, when you upgrade, your gFiler is upgraded to support larger
inodes. There are two instances when larger inodes can cause areversion to an
earlier releaseto fail:

O  Whiletheinode upgrade is still in progress
O  When thereis not enough disk space or free inodesin avolume
Note

Reverting to an earlier release can take several hours, depending on the number
of total inodes and inodes used on your system.

To determine whether an inode upgrade is still in progress, complete the
following steps.

Step | Action

1 | Enter the following command:

priv set advanced

Result: The gFiler prompt displays an asterisk (*) after the gFiler

name to indicate that you are in advanced mode.
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Excessive number
of subdirectories
and hard links must
be moved or
deleted

Step | Action

2 | Enter the following command:

wafl scan status

Example: If the upgradeis still in progress, the gFiler displays a
message similar to the following:

Vol urme vol 1:
Scanid Type of scan progress

2 i nofile upgrade 849387 of 33554472
Note
If an inofile upgrade scan type is not displayed, the inode upgrade is
done.

When more disk space or free inodes are needed for areversion, you see a
message similar to the following:

Vol une vol 1: There are not enough free inodes to revert the ACLs
with nlinks over 65535.
A m ni num of ### inodes needed (nmaxinmum ###).

Minimum and maximum inodes needed depends on the number of nlinks over
65,355.

You can free up inodes in a volume by deleting files or by moving filesto a
volume that has free inodes.

If you have more than 65,533 subdirectories or 65,535 hard links, you must move
the extra subdirectoriesto another directory and del ete the extra hard links. When
too many hard links exist during a reversion, you see an error message similar to
the following:

Scanning all inodes in volune "vol 1" for non-ACL i nodes w th nlinks
over 65535 0% done

inode 102, file has too high of an nlink (81519)

inode 101, file has too high of an nlink (90001)

0% done.
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Starting with Data ONTAP 6.5, larger directories are allowed than in pre-6-5
versions. If you have adirectory larger than 65,535 KB, when you revert to a pre-
6.5 version of Data ONTAP, the directory is accessible and remains at its current
size, but you cannot make it any larger.

Starting with 6.5, when you upgrade to a new version of Data ONTAP, new
accessrules are applied to the /etc/exportsfile. If you revert to a pre-6.5 version
of DataONTAP, the /etc/exportsfile is scanned to determine whether it conforms
to the pre-6.5 format. If not, the reversion does not proceed until the fileisfixed.

Tofix thefile, you can edit it manually or use the exportfs -d command to
revert thefile. Using exportfs -d fixes most of the reversion issues. Some
changesto the/etc/exportsfile are not fixed with theexport f s -d command, and
cause a message to be sent to the console during areversion. If any of theseissues
are not fixed, that line in the /etc/exports file does not load and access is denied
for that resource. These include the following:

0O  Linesgreater than 4,096 characters, excluding comments
O Entriesthat exceed 256 charactersin either the-rwor - root options
0 Toomany entriesin the - access option

Data ONTAP has no way to determine whether entries in an access list represent
anetgroup or a host name; therefore, no checking is done on names during
reversion. If netgroups exist inthe - rwand - r oot options, you must manually
edit the file to conform to the pre-6.5 format; otherwise, the export line
containing the netgroup does not load and access is denied for that resource.

For more information about the /etc/exports file, see the na_exports.5 man page.

Starting with Data ONTAP 6.5, updates made to RAID can sometimes cause
problems when you revert to an earlier version, and the reversion might fail. The
following isalist of possible problems and the resulting error messages that are
sent to the console.

M essage with required action RAID reversion issue

RAID | abel assimilation in RAID label assimilation in progress
progress. Wait for assinilation
to conplete before reverting.
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M essage with required action RAID reversion issue

Pl ease wait one nonent while Failed Disk Registry in process of
RAI D updates the Failed Disk being updated

Regi stry.

There is a sparecore disk Sparecore disk present

present which cannot be
reverted. Wait for the
sparecore to conpl ete before
running revert.

Running a RAID Whenyouinstall apre-6.5 version of Data ONTAP, you might get a message that
label version that is  the RAID label version you are running is either invalid or too new. This can
too new happen when the gFiler contains LUNs that were previously upgraded with Data

ONTAP 6.5, and were not reverted using ther evert _t o command. In cases
where a LUN was not properly reverted, the following actions occur:

0 TheLUN isnot assimilated.

0 TheLUN is moved to the broken LUN pool with “bad label” given asthe
reason.

O An Autosupport notice is sent to NetApp and to you.

Chapter 4: Reverting 6.5.1 Software to a Previous Release 93




gFiler-specific reversion issues and procedures—6.5.1 to pre-6.5

About this section

Issues regarding
LUN ownership

Requirement to
create a LUN O on
storage subsystem
ports

When you cannot
revert

Deployment issues
when reverting

94

Use the information and proceduresin this section if you want to revert your
gFiler from Data ONTAP 6.5.1 to aversion prior to 6.5.

When you revert to a Data ONTAP version prior to 6.5, you must return to the
pre-6.5 LUN ownership scheme. The reversion process removes all LUN
ownership data from the storage subsystems that Data ONTAP 6.5 wrote to the
LUNSs. See “Reverting from 6.5.1 to 6.4.x for asingle node gFiler” on page 95.

Before you revert, you must configure LUN 0 on each channel adapter port
accessible to a gateway. In releases prior to 6.5, Data ONTAP uses LUN 0 to
gather information about other LUNSs configured on the port.

Starting with Data ONTAP 6.5, you have the flexibility to mix the LUNs from the
ranges among the gFilers. However, if you do so, you cannot revert to arel ease of
Data ONTAP prior to 6.5.

Note
In pre-6.5 releases, gFiler ownership of LUNs was based on the fixed Host LUN
ID scheme that was configured by NetApp for you. For clusters, NetApp
configured all LUNs with Host LUN IDs from 0 to 127 to one gFiler in the
cluster; that is, the cluster node was set with the LUN-ownership set to low.
NetApp configured all LUNswith Host IDsfrom 128 to 255 to the other gFiler in
the cluster; that is, that cluster node was set with LUN-ownership set to high.

When you revert to a Data ONTAP version prior to 6.5, you must return to either
of the configurations allowed for previous rel eases:

O Onesingle node
O Two-node cluster

gFiler-specific reversion issues and procedures—6.5.1 to pre-6.5



Features not
supportedin pre-6.5
releases

Mixing software
releases in a cluster

Reverting from 6.5.1
to 6.4.x for a single
node gFiler

Starting with Data ONTAP 6.5, up to six gFilers can access LUNSs on a storage
subsystem. However, when you revert to a version of Data ONTAP prior to 6.5,
you must return to the pre-6.5 LUN ownership scheme in which LUNs on the
storage subsystem can be seen by asingle gFiler or by a clustered pair. You must
disconnect the remaining gFilers from storage subsystem.

The following features are not supported in pre-6.5 Data ONTAP releases:
0O SnapMover

O  SyncMirror

0O MetroCluster

If you are reverting one partner in the cluster to apre-6.5 release of Data ONTAP,
you must also revert the other partner to a pre-6.5 release of Data ONTAP.

Torevert to an earlier version of Data ONTAP when agFiler is not amember of a
cluster, complete the following steps.

Step | Action

1 | Obtain the system files from the CD-ROM or from the NOW Web
site, as described in Chapter 3, “Upgrading Data ONTAP on the
gFiler,” on page 43.

2 | Transfer the system files onto the gFiler using either the UNIX NFS
or Windows method described in “Installing Data ONTAP system
files’ on page 47.

3 | From the console prompt, enter the following command:

downl oad

Note
Do not reboot your gFiler at this step. If your gFiler reboots itself,
contact NetApp Technical Support or your authorized reseller.

4 | From the console prompt, enter the following command:

revert to 6.4
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Step

Action

5 | Follow the instructions on the screen about the conditions that you
need to complete.

6 | From the console prompt, enter the following command again:
revert to 6.4
Result: The 6.4.x release isrestored on the gFiler.

7 | Atthe ok prompt, enter the following command:
bye

8 | Configurethe initiators-per-port option, as described in “ Setting the

initiators-per-port environment variable” on page 101.

To revert to an earlier version of Data ONTAP for gFilersin a cluster, complete
the following steps.

Note

If you mixed LUNSs from the ranges among the gFilersin the cluster, you cannot
revert. See “When you cannot revert” on page 94.

Step

Action

1

Obtain the system files from the CD-ROM or from the NOW Web
site, as described in Chapter 3, “Upgrading Data ONTAP on the
gFiler,” on page 43.

Transfer the system files onto one gFiler in the cluster using either
the UNIX NFS or Windows method described in “Installing Data
ONTAP system files’ on page 47.

Disablethe cluster by entering the following command at the console
of one of the gFilers:

cf disable
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Step | Action

4 | Enter the following command and note whether the LUNs are in the
low range or high range:

sysconfig -r

If the LUN numbers arein the range of 0 to 127, they arein the low
range. See “When you cannot revert” on page 94 for issues related to
mixed ranges that prevent reverting.

5 | From the console prompt, enter the following command:

downl oad

6 | From the console prompt, enter the following command:
revert to 6.4

If the revert fails with the message “ Unable to revert since LUN
firmwareisn't set!,”

a. HaltthegFiler.

b. At the prompt, enter one of the following commands,
depending on the range of the LUNs on this gFiler:

setenv LUN ownership high
OR
setenv LUN ownership | ow

Note
If you set the LUN-ownership to high on this gFiler, you must
set LUN-ownership to low on the other gFiler.

7 | Follow the instructions on the screen about the conditions that you
need to complete.

8 | From the console prompt, enter the following command again:

revert_to 6.4

Result: The 6.4.x release is restored on the gFiler.
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Step

Action

9 | Press Delete while the memory test isin progressto interrupt the

boot process.

10 | Configuretheinitiators-per-port option, as described in “ Setting the
initiators-per-port environment variable” on page 101.

11 | Enter the following command:
bye

12 | Onthe partner in the gFiler cluster, follow Steps 1 through 11.
Ensurethat if you set LUN-ownership to high on the other gFiler that
you set it to low on this gFiler, and vice versa.

13 | Reenablethe cluster by entering the following command on one of

the gFilers:

cf enabl e
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gFiler reversion issues and procedures—6.5.1 to 6.5x

About this section

About reverting
from 6.5.1to 6.5 or
6.5Rx

Reverting from 6.5.1
to 6.5 or 6.5.x for a
single node gFiler

Use the information and proceduresin this section if you want to revert your
gFiler from Data ONTAP 6.5.1 to 6.5 or 6.5Rx.

Features introduced in Data ONTAP 6.5—SnapMover, SyncMirror, and
MetroCluster—are not affected by areversion from 6.5.1to 6.5 (or 6.5RX).
Therefore, you do not have to disable them before you revert a gFiler to 6.5 (or
6.5RX).

If youinstalled 6.5.1 on a cluster, you can revert just one of the cluster partnersto
6.5 (or 6.5RX) if desired. You cannot, however, revert one cluster member to a
Data ONTAP version prior to 6.5.

Torevert to an earlier 6.5 version of Data ONTAP when agFiler is not amember
of acluster, complete the following steps.

Step | Action

1 | Obtain the system files from the CD-ROM or from the NOW Web
site, as described in Chapter 3, “Upgrading Data ONTAP on the
gFiler,” on page 43.

2 | Transfer the system files onto the gFiler using either the UNIX NFS
or Windows method described in “Installing Data ONTAP system
files’ on page 47.

3 | From the console prompt, enter the following command:

downl oad

4 | Enter the following command:

r eboot
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To revert to an earlier version of Data ONTAP 6.5 for gFilersin a cluster,
complete the following steps.

Step | Action

1 | Obtain the system files from the CD-ROM or from the NOW Web
site, as described in Chapter 3, “Upgrading Data ONTAP on the
gFiler,” on page 43.

2 | Transfer the system files onto one gFiler in the cluster using either
the UNIX NFS or Windows method described in “Installing Data
ONTAP system files’ on page 47.

3 | Disablethe cluster by entering the following command at the console
of one of the gFilers:
cf disable

4 | From the console prompt, enter the following command:
downl oad

5 | Enter the following command:
reboot

6 | Onthe partner in the gFiler cluster, follow Steps 1 through 5.

7 | Reenable the cluster by entering the following command on one of

the gFilers:

cf enable
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Reversion requirement if using switches

Setting the If you are using switches between the gateway and the storage subsystem and
initiators-per-port you arereverting to is arelease prior to Data ONTAP 6.5, you need to set the
environment initiators-per-port environment variable. The variable can be set to 2 or 4,
variable depending on the number of port-to-port connections there are going into a

switch from the gateway or gateway cluster.

To set the initiators-per-port environment variable, complete the following step.

Step | Action

1 | Enter the following command at the console:
setenv initiators-per-port x

x isthe number of connections from the gateway to switches and can
be either 2 or 4.
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Nondisruptive Hardware Upgrade in a Cluster A

About this appendix

When hardware
updates can be
performed

Supported
hardware upgrades

This appendix describes the process of changing hardware components by using
the nondisruptive cluster upgrade method.

In anondisruptive upgrade, each node is successively “failed;” that is, partners
take over for each other at specific points of the procedure. While the “failed”
nodeisinthewaiting for giveback loop, it can beinterrupted and brought to
the firmware ok prompt or powered off. For more information about
nondisruptive upgrades of clustered gFilers, see “Planning for upgrading
clusters’ on page 9.

Hardware maintenance and upgrades that are supported by the nondisruptive
process can be performed in conjunction with upgrading Data ONTAP on
clustered gFilersif the upgrade is within arelease family (from 6.5 and later).

If the upgrade is from arelease prior to 6.5, you can upgrade Data ONTAP to
6.5.1 first using the standard upgrade method, thereby causing asmall disruption
in service. Then you can use the nondisruptive upgrade method for hardware
upgrades; this method results in alonger period of disruption than if you were
using the standard method.

Note
In these circumstances, the new Data ONTAP software must be downloaded first.

When acluster nodeisin “failed” mode, you can perform the following hardware
upgrades:

0 Replacing the head (with the same type as before, and with the same
adapters)
Replacing the motherboard

Replacing or adding an NVRAM or NIC, either with the same component or
with an improved component (for example, you can upgrade from 2-port to
4-port gigabit Ethernet (GbE), or 1-port to 2-port Fibre Channel).

Replacing the Cluster Interconnect card

Installing on-board firmware on various platforms (for example, the BMC on
the GFOxx models)

You can also run diagnostics on various components of the “failed” machine (for
example, motherboard or NVRAM.)
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Note

Running diagnostics on parts of the machine that are still visible to or in use by
the partner—notably disks and the Cluster Interconnect card—can present
problems. See the diagnostics documentation.

After any of the listed upgrades are complete, the node can be rebooted into the
waiting for giveback state. During the rest of the nondisruptive upgrade
procedure, the partner node doesacf gi veback and the node boots on its new
hardware and firmware.

If you are performing a nondisruptive upgrade for hardware separately from a
Data ONTAP or system firmware upgrade, complete the following steps at the
console of one of the gFilersin the cluster.

Step | Action
1. Then...
CIFSisnotinuseongFiler | Goto Step 2.
A
CIFSisinuseon gFiler A Enter the following command:
cifs terminate -t nn
nn is anotification period appropriate
for your clients. After that period of
time, proceed to Step 2.
2 | Atthe console of gFiler B, enter the following command:
cf takeover
Result: Thiscommand causes gFiler A to shut down gracefully and
leaves gFiler B in takeover mode.
3 | Turn off the power on gFiler A.

After you complete the upgrade of hardware on gFiler A, turn on the
power on gFiler A, which causesit to boot.

When the message Wi ting for giveback appears, go to Step 4.

Nondisruptive Hardware Upgrade in a Cluster



Step | Action

4 | At the console of gFiler B, enter the following command:

cf giveback

Result: Thiscommand causes gFiler A to reboot and resume
normal operation as a cluster partner.

5 | Repeat Step 1 through Step 4 to update the partner gFiler; that is, to
shut down and update gFiler B with partner gFiler A in takeover
mode.
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Optimizing Service Availability During Upgrades

B

About this appendix

Factors for
minimizing service
disruption during
upgrades

This appendix explains the factors affecting service availability during upgrades

and provides detail s about service and protocol behavior.

Service interruptions during Data ONTAP upgrades can be mitigated through
planning and configuration. In some cases, upgrades can be compl etely
nondisruptive from the clients' perspective.

The following factors can affect the length of service interruption.

Factor

Comments

The types of services licensed and
their susceptibility to time-out errors

See “ Service and protocol
considerations’ on page 108.

The types of applications and their
susceptibility to time-out errors

The availability of client applications
during upgrades depends on its
features, protocols used, and
configuration. See your application
documentation for more information.

Whether a system firmware upgrade
isrequired

System firmware upgrades can be
disruptivein single gFiler and
standard cluster upgrades because
they require a system halt and reboot.
In nondisruptive cluster upgrades, no
system halt and reboot is required.

For more information, see Chapter 2,
“Upgrading gFiler Firmware,” on

page 21.

Upgrading from arelease prior to 6.5

Upgrading from arelease prior to
Data ONTAP 6.5 interrupts service.

Upgrading within a6.5 or later
release family

Starting with the 6.5 release family,
nondisruptive upgrades are available
for clustersin the circumstances
described in “How nondisruptive
cluster upgrades work” on page 9.

Appendix B: Optimizing Service Availability During Upgrades

107




Service and
protocol
considerations

108

Factor Comments

Whether the system being upgraded | When you upgrade a single gFiler,
isasingle node or amember of a you must reboot it. Theresult is that
cluster during the time the gFiler is going
through the reboot process services
areinterrupted. For clusters, less
disruption of service occursif you can
use the nondisruptive process. See
“Planning for upgrading clusters’ on
page 9 for more information.

Note
All hardware and software upgrades in any storage solution are potentially at
least somewhat disruptive to gFiler services. NetApp recommends that you
review upgrade options carefully to determine the method of upgrading to
maintain optimal service availability.

During an upgrade, the gFiler must be rebooted (by issuing ther eboot command
or by initiating a cluster takeover and giveback) to load the new software. In
general, services based on statel ess protocols—such as NFS, FCP, and iSCSI—
areless susceptible to service interruptions during upgrades than session-oriented
protocols—such as CIFS, FTP, NDMP, and HTTP. Furthermore, services based
on stateless protocols usually remain available during nondisruptive upgrades of
clustered systems.

Statel ess protocols usually include atimeout procedure. For example, if a
message is sent but receipt is not acknowledged within atimeout period, a
transmission error is assumed to have occurred. In agFiler environment, if the
client’stimeout period is greater than the disruption period on the gFiler (for
example, areboot or cluster giveback), the client does not perceive adisruption
of gFiler services.

In session-oriented protocols, there is no concept of timeout to protect the service
from disruption. If session-oriented gFiler services are disrupted, state
information about any operation in progressis lost and the operation must be
restarted by the user.
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The following list summarizes the behavior of gFiler services and protocolsin a
nondisruptive upgrade.

0 NFS hard mounts

There is no adverse effect on the clients. Clients might receive some
messages similar to NFS server not respondi ng, retrying until the
gFiler reboots.

0  NFS soft mounts
NetApp recommends that you do not use NFS soft mounts for NFS traffic.
0 FCP, Direct Attached

Thereis no adverse effect on the clients if the reboot takes less than the user-
configurable node and link timeouts on the following hosts:

0 For Windows 2000 hosts, these host parameters are called NodeTi neout ,
HLi nkTi meout, and Li nkTi nmeout .

0 For Solaris hosts, these host parameters are called nodev- t no and
I'i nkdown-t no, as set in the /kernel/drv/Ipfc.conf file.

The recommended value for these parameters for Direct Attached FCP
configurationsis to set them all to 255 seconds. (Check NOW for the latest
values).

0 FCP Fabric Attached

Thereis no adverse effect on the clients if the reboot takes less than the user-
configurable node timeouts on the following hosts:

0  For Windows 2000 hosts, this parameter is called NodeTi neout .
0  For Solaris hosts, this parameter is called nodev- t no.

When the host is fabric attached to agFiler that is not in a cluster, the
recommended value for these parametersis 255 seconds.

o iSCSl

There is no adverse effect on the clients. Clients might receive some
messages similar to Server not responding, retrying until the gFiler
reboots.

o CIFS

Client sessions are terminated. Inform users to end their sessions before you
upgrade.

To upgrade, issuethecifs terninate -t command before the cluster
takeover or before the reboot, or issue ther eboot -t command.

0 FTR,NDMP, and HTTP

The state islost and the operation must be retried by the client user.
O Backups and restores

The state islost and the operation must be retried by the client user.
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Caution

Do not initiate abackup or restore operation during or immediately before an
upgrade. Doing so might result in data loss.

Applications (for example, Oracle®, Exchange, etc.)

Effects depend on the applications. For timeout-based applications, you

might be able to change the timeout setting to longer than the Data ONTAP
reboot time to minimize adverse effects.
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