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Preface

Introduction

Audience

Terminology and
conventions

Keyboard
conventions

Preface

Welcome to the NetApp® ContentReporter™ 3.0 System Administration Guide,
aproduct from NetApp-The Network Appliance Company ™, which is Serving
Data By Design™.

This guide contains the information you need to install and configure the
ContentReporter server, to configure your database and caches, and to set up and
schedule log file collection and processing. After you have installed and
configured the ContentReporter server and set up log file collection and
processing, you can create and generate reports on the cache log files. See the
ContentReporter 3.0 Reporting Guide for instructions on creating, scheduling
and generating reports on NetCache™ appliance, Web server, and streaming
server log files.

Thisguideisfor system administrators and others who will install, configure, and
use ContentReporter to collect and process log files with an enterprise database.
It assumes you are familiar with your operating system, database, network,
caches, and servers. This guide does not cover basic system or network
administration topics, such as IP addressing, routing, and network topol ogy.

This guide uses the term “type” to mean pressing one or more keys on the
keyboard. It uses the term “enter” to mean pressing one or more keys, and then
pressing the Enter key.

When describing key combinations, this guide uses the hyphen (-) to separate
individual keys. For example, “Ctrl-D” means pressing the “ Control” and “D”
keys simultaneously. Also, this guide uses the term “Enter” to refer to the key
that generates a carriage return, although the key is named “ Return” on some

keyboards.



Typographic The following table describes typographic conventions used in this guide.
conventions

Convention Type of information

Italic type Words or characters that require special
attention.
File names.

Placehol dersfor information you must supply.
For example, IP=12.34.56.78

Book titlesin cross-references.

Monospaced font Command names.

Information displayed on the system console
or other computer monitors.

The contents of files.

Bold monospaced Words or characters you type. What you type
font is always shown in lowercase letters, unless
you must type it in uppercase | etters.

Special messages This guide contains the following special messages:

Note
A note contains important information that helps you install or operate the
system efficiently.

Caution
A caution contains instructions that you must follow to avoid loss of data.

X Preface



Installing ContentReporter 1

About this chapter This chapter gives you the information you need to install, uninstall, and repair
the ContentReporter server.

Topics covered in This chapter covers the following topics:
this chapter & “Planning theinstallation” on page 2
¢ “Minimum system requirements’ on page 4
¢ “Installing the ContentReporter server” on page 6
¢ “Uninstalling ContentReporter” on page 9
¢ “Repairing ContentReporter” on page 10

Chapter 1: Installing ContentReporter 1



Planning the installation

About
ContentReporter

Major components
of ContentReporter

The ContentReporter application enables you to analyze content usage,
performance, and infrastructure load across your entire content delivery network.
The ContentReporter server collects and processes log files from NetCache
appliances, directories, and FTP servers throughout a network, and outputs the
results of the log file processing to your enterprise database. You log into
ContentReporter with a Web browser (the ContentReporter user interface) on
your network, and schedule and generate customized reports on the log file data
in your database.

The following table describes the major components of ContentReporter.

Component

Description

ContentReporter server

The ContentReporter server is the program that receives and fulfillsHTTP
requests from client browsers on the same or other computers. The
computer on which you install ContentReporter is the ContentReporter
server machine.

ContentReporter Web-
based user interface

The ContentReporter user interface is a Web browser with HTTP access to
the ContentReporter server. You make requests to, and receive fulfilled
requests from, the ContentReporter server through a Web browser.

Database

Your enterprise database is a crucia part of the ContentReporter
application. The ContentReporter server stores its settings and all
aggregated log file records for each cache device in the database. All
reports in ContentReporter are based on the records for each cache in the
database.

Cache

In ContentReporter, a*“cache’ represents a particul ar device that generates
thelog files that the ContentReporter server collects and processes.
ContentReporter can collect and process NetCache™ appliance log files,
Web server log files, and streaming server log files.

Planning the installation



[llustration of
ContentReporter

The following diagram illustrates the major components of ContentReporter.
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Minimum system requirements

Minimum
requirements

The following table lists the minimum requirements for a ContentReporter
configuration.

Note
To learn more about specific sizing requirements and recommendations for your
environment, contact a Network Appliance Systems Engineer.

Component

Minimum requirement

System for the
ContentReporter server

Pentium 111, 800 MHz, 1 GB RAM

20 GB disk space (Disk space should be sufficient for the number and size
of the collected and stored log files.)

Internet connection

Platform

Windows NT SP 5
Windows 2000 (Server, Advanced Server)

Database

Oracle 8.1.7
MS SQL 7.0 (with Service Pack 2)
ASA 7.0.1

Node devices

NetCache appliance
Web server

Streaming server

Log formats

HTTP: Web Access, Common, Netscape Extended, Squid, Web Access
Custom, W3C

Streaming: Streaming Access, Custom, Real, WMS, QuickTime

NetCache appliance
release

NetCache 5.x or later
NetCache 5.1D4 or later required for SmartFilter reports
NetCache 5.2 R1 or later required for log file compression

Minimum system requirements



Component

Minimum requirement

Web browser

Internet Explorer 5.0 or 5.5, or Netscape Navigator 6.1
Java 2 Runtime Environment 1.3.1

Plug-in enabled (Internet Explorer Security Settings: Enable “ Run ActiveX
controls and plug-ins”)

JavaScript and Java Applet enabled

Browser set to check for new content each visit to a stored page

Chapter 1: Installing ContentReporter




Installing the ContentReporter server

Guidelines for
installing

Spacerequirements
for the installation

Installing
ContentReporter

Follow these guidelines when installing ContentReporter:

1 4

The user who installs ContentReporter must have Administrator privileges
on the machine in order for the installation program to make the necessary
system changes. Otherwise, ContentReporter does not function properly.

If you are setting up a multiple ContentReporter server environment, see
“Configuring multiple ContentReporter servers’ on page 29.

If you want to access network resources, you can assign alogin user account
to the ContentReporter service. See Appendix B, “Learning about the login
user account,” on page 178.

The ContentReporter server installation has the following disk space

requirements:

¢ 60 MB of space during the installation on the drive with the Temp directory
for temporary installation files

¢ 60 MB of space on the drive with the operating system for the permanent
Install Shield™ information files

¢ 150 MB of space on the drive on which you install the ContentReporter

server

To install ContentReporter, complete the following steps.

Step | Action

1 | Ensure that your configuration meets the minimum requirements.

2 | Log into the system with a user account that has Administrator
privileges.

3 | From the Windows interface, click Start > Settings > Control Panel

Installing the ContentReporter server




Step

Action

If installing... Then...

On a Windows 1. Click Add/Remove Programs.
2

000 system 2. Double-click Add/Remove Programs.
3. Click Add New Programs.

4. Click CD or Floppy, then click Next.

OnaWindowsNT 1. Double-click the Add/Remove Programs
system icon.

2. Click Install.
3. Click Next.

Click Browse, browse to and select the ContentReporter.exe file, and
click Open.

Click Finish.

In the Welcome screen of the InstallShield Wizard, click Next.

Result: TheInstallShield Wizard extracts the files needed to install
ContentReporter, and then the Install Shield window appears.

In the Install Shield window, click Next.

Read and accept the License Agreement.

10

In the Customer Information window, enter your user name and your
company name, and then click Next.

11

In the Choose Destination L ocation window, accept the default
location or select a different location by clicking Browse, and then
click Next.

12

In the Select Program Folder window, accept the default name of the
Program folder, enter a new namein the Program Foldersfield, or
select an existing name from the Existing Folderslist, and then click
Next.

Result: The Start Copying Files window appears.

Chapter 1: Installing ContentReporter




Step

Action

13

Review the settingsin the Start Copying Files window, clicking Back
to change any of them, and then click Next.

Result: ThelnstallShield wizard installs ContentReporter. When the
installation is complete, the ContentReporter service

(“ ContentReporter”) begins initializing and the Setup Complete
window appears.

14

Click Finish to exit the Installation program.

Result: A message box appears.

15

Click OK to launch your Web browser, and to log into
ContentReporter after the ContentReporter database initializes.

After ContentReporter initializes, the License Login window appears,
and you can log into ContentReporter for the first time. See “Logging
in the first time” on page 12

Note
Do not stop the ContentReporter service or restart the computer while
the ContentReporter serviceinitializes.

Installing the ContentReporter server




Uninstalling ContentReporter

Uninstalling To uninstall ContentReporter, complete the following steps.
ContentReporter
Step | Action
1 | From the Windows user interface, click Start > Settings > Control
Panel.
2 | Double-click Add/Remove Programs.
3 | If uningtalling... Then...
On aWindows Select Network Appliance ContentReporter 3.0
2000 system from the list of installed programs, and click
Change/Remove.
OnaWindowsNT | Select Network Appliance ContentReporter 3.0,
system and click Add/Remove.
4 | Select the Remove button, and click Next.
5 | Click OK.
6 | Click Finish to complete the uninstallation process.

Chapter 1: Installing ContentReporter




Repairing ContentReporter

About repairing If you accidently delete a ContentReporter program file, you can repair the
ContentReporter ContentReporter installation.
Note

Repairing ContentReporter does not repair a partially uninstalled copy of
ContentReporter, nor restore enterprise database settings.

Repairing To repair a ContentReporter installation, compl ete the foll owing steps.
ContentReporter
Step | Action
1 | From the Windows user interface, click Start > Settings > Control
Panel.
2 | Double-click the Add/Remove Programs icon.
3 | If repairing... Then...
On aWindows Select Network Appliance ContentReporter 3.0
2000 system from the list of installed programs, and click
Change/Remove.
OnaWindowsNT | Select Network Appliance ContentReporter 3.0,
system and click Add/Remove.
4 | Select the Repair/Upgrade button, and click Next.
Result: The InstallShield Wizard repairs your ContentReporter
installation.
5 | Click Finish to complete the repair process.

10
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Initial Configuration Tasks

2

About this chapter This chapter gives you theinformation you need to completeinitial configuration

tasks in ContentReporter.

Topics in this This chapter discusses the following topics:
chapter & “Logging inthefirst time” on page 12
¢ “Installing the Java Runtime Environment” on page 14
¢ “Learning about the demonstration database” on page 15
¢ “Configuring your enterprise database” on page 17
¢ “Configuring multiple ContentReporter servers’ on page 29

Chapter 2: Initial Configuration Tasks

11



Logging in the first time

Logging in the first
time

12

To log into ContentReporter the first time, compl ete the following steps.

Note

If you purchased ContentReporter, you will find your License Key listed in the
Software License Key letter in your ContentReporter kit.

Step | Action
1. Then...

You have opened the License Goto step 2.

Login window as part of the

installation process

You arelogging in from the Double-click the ContentReporter

ContentReporter server machine | startup icon on your desktop, or
click Start > Programs > Network
Appliance > ContentReporter >
ContentReporter Login.

You arelogging in from a Launch your Web browser and

machine with HTTP access to browse to the following URL:

the antentReporter Server http://servername: 7777/ContentRe

machine .
porter/index.html
servername is the server name or
I P address of the ContentReporter
machine.
7777 isthe ContentReporter-
specific port.

2 | Inthe License Login window, enter your License Key or select the

Evaluation check box, then click Submit.

Logging in the first time




Step | Action

3 | Inthe ContentReporter Login page, enter “admin” in the Username
field, enter “admin” in the Password field, and then click Enter.

Result: You open the ContentReporter home page, and are
successfully logged into ContentReporter.

Note

If you log into ContentReporter from the ContentReporter server machine, you
see an | P address of 127.0.0.1 in the Web browser’s URL field. Thisisthe
machine’'slocal host |P address.

Chapter 2: Initial Configuration Tasks 13



Installing the Java Runtime Environment

Installing Java
Runtime

14

If ContentReporter promptsyou to install the Java 2 Runtime Environment 1.3.1,
complete the following steps.

Step

Action

1

In the Security Warning window, click Yes.

Result: The Select Java Plug-in Installation window appears.

In the Select Java Plug-in Installation window, select U.S. English
from the Locale drop-down list, and click Install.

Note
If you want to select a Locale other than U.S. English, exit this
installation program and go to the www.sun.com Web site to select a
non-English version.

Read and accept the License Agreement.

In the Choose Destination L ocation window, click Next to complete
the installation process.

Result: You can begin using ContentReporter.

Installing the Java Runtime Environment



Learning about the demonstration database

About the
embedded database

The DB Admin tab
with ASA settings

The embedded Sybase Adaptive Server Anywhere (ASA) 7.0.1 database isfor
evaluation situations only. When you first install ContentReporter, the ASA is
your default database. You can use this database to collect and process small log
files, and to generate reports on these log files. After logging into
ContentReporter thefirst time, you can examine the ASA database settings on the
Administration DB Admin tab.

Caution
Only use the embedded ASA database for demonstration purposes. You cannot

transfer data from the ASA database to an enterprise database.

The following screen shows the Administration DB Admin tab with ASA
Settings.

Cache Gruup' UserGrDups' Authentication DB Adminl EIiIIing' Licensingl Luggingl

Database: IM Reset | Test .. |
Jsername; W Db Mame W
Password: Ir
Hosthame: IW
Port oo |

Bz ez} ===t [ g =i IC:‘LMSSQL?‘L BroiwEes |

Chapter 2: Initial Configuration Tasks 15



List of ASA
database settings

16

The following table describes the embedded ASA database settings.

Caution

Do not modify the Username, Password, Port, or DB Name settings. Otherwise,
you cannot log back into ContentReporter after restarting the service. Only
modify the Hostname setting if you must connect to an ASA database on another

machine.

ASA

setting Value Description

Username | cr_admin | Theaccount user name of the built-in ASA crsetting
database.

Password | admin The account password of the built-in ASA crsetting
database.

Hosthame | machine | The machine name of the system on which you

name installed the ASA database. In most cases, thisisthe

machine on which you installed ContentReporter.
Example: If the machine nameis* smith-
nt.domainname.com,” the host name is either
“smith-nt,” or “ smith-nt.domainname.com.”

Port 2630 The ContentReporter server connection port to the
ASA database.

DB Name | crsettings | The name of the embedded database.

Learning about the demonstration database




Configuring your enterprise database

About the database  Your enterprise database is a crucial part of the ContentReporter application.
Once you connect ContentReporter to your database, all of the ContentReporter
server settings are stored on your database. If your database service stops or the
ContentReporter server loses network connectivity to your database, you will
receive an error message in your Web browser and will not be able to log into
ContentReporter. The ContentReporter server also stores all parsed log file
records for each cachein your database. Finally, all reports in ContentReporter
are based on the records for each cache in your database.

For detailed For details about configuring your enterprise database, see the following topics:
information e “Configuring an MS SQL database” on page 18
¢ “Configuring an Oracle database” on page 24

Chapter 2: Initial Configuration Tasks 17



Configuring your enterprise database

Configuring an MS SQL database

Where you can
install the database

Required
configuration
procedures

The DB Admin tab
with MS SQL
settings

18

You caninstall an MS SQL 7.0 (with Service Pack 2) database and the
ContentReporter server on the same machine or on different machines. If you
install them on different machines, you must install an MS SQL client on the
ContentReporter server machine.

You must perform the following procedures to configure an MS SQL database:

¢ Create or identify a database (“crsettings’ is the default name) and alogin
(either the“sa’ login or a some other login granted the Server Administrator
role) for the ContentReporter server

¢ Configure ContentReporter to use the MS SQL database

The following screen shows the DB Admin tab with MS SQL settings.

Cache Gmupl UserGrnups' Authentication DB Adminl EliIIingI Licensing' Lugging'

Databhase: Im Reset | Test .. |
Username: Isa— Db Mame W
Password: Ir
Hosthame: W
Fart: |1433—

DatahaseHome: IC:IMSSGL?I Browse... |

Configuring your enterprise database



Database settings The following table describes the MS SQL database settings in ContentReporter.

Setting

Description

User name

The username of the M'S SQL login that ContentReporter usesto
access the database listed in the DB Name field.

The default isthe “sa” login.

ContentReporter can also use alogin that meets the following
three requirements:
¢ granted only the Server Administrator role

¢ hasonly “Public” and “db_ddladmin” privileges for the
ContentReporter database (listed in the DB Namefield)

¢ defaultsto the ContentReporter database (listed in the DB
Name field)

Password

The password of the MS SQL login that ContentReporter usesto
access the database listed in the DB Name field. The default is
no password.

Hosthame

The MS SQL server machine name.

Example: If the machine name is*“bills-nt.domainname.com,”
the host name is either “bills-nt” or “bills-nt.domainname.com.”

Port

The port through which the ContentReporter server connects to
an MS SQL database. The default port is 1433.

Database
Home

Theroot directory of the MS SQL server, or of the MS SQL
client installation on the ContentReporter server machine. The
typical directory is C:AMSSQL 7\ (or the directory in which MS
SQL isinstalled).

DB Name

The name of the database you created in MS SQL for
ContentReporter. The default database name is* crsettings.”
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Configuring a To configurean MS SQL database and alogin for ContentReporter, complete the
database and login following steps.

Step

Action

1

To create a database for ContentReporter in the MS SQL Manager
console, expand the database server in the left-hand console tree
(under Console Root | Microsoft SQL Servers| SQL Server Group),
right-click Databases, and then click New Database.

In the Database Properties window, enter a name (the default is
“crsettings’), set any other file properties, and click OK.

Right-click the new database in the console tree (under the database
server), and click Properties.

In the Properties window, click the Optionstab, ensure that the “ Select
into/bulk copy” check box is selected, and click OK.

If... Then...

You want ContentReporter to use 1. Expand Security in the
the “sa’ System Administrator consoletree, click Logins,
SQL login right-click the “sa’ login,

and click Properties.

2. ldentify or enter a password
for the“sa’ login, click OK,
andgoto Step 7.

You want to create a new SQL Go to Step 6.
login for ContentReporter
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Step

Action

To create anew SQL Server Administrator login for ContentReporter,

complete the following steps:

1. Expand Security in the console tree, right-click Logins, and click
New Login.

Enter a name for the login, click the SQL Server Authentication
button, enter a password for the login, select the new
ContentReporter database from the lower default Database drop-
down list, and then click the Server Roles tab.

Select only the Server Administrators role check box, and click
the Database A ccess tab.

Select the Permit box next to the database in the upper panel,

select only the“public” and the “db_ddladmin” check boxesinthe

lower panel, and click OK.

5. Enter the password, and click OK.

If... Then...

The ContentReporter server and Install an MS SQL client on the
the MS SQL database are on

different machines

ContentReporter server machine.

The ContentReporter server and
the MS SQL database are on the
same machine

Goto step 8.

Go to “Configuring ContentReporter to use MS SQL” on page 21.

Configuring To configure ContentReporter to use an MS SQL database, complete the
ContentReporter to  following steps.
use MS SQL
Step | Action
1 | Loginto ContentReporter, and click the Administration tab.

2

Click the Admin button.
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Step

Action

From the Cache Groups tab, click the DB Admin tab.

Note
At any point, you can click Reset to reset the database settings on this

tab to their current (actual) state.

Select SQL Server from the Database drop-down list.

Enter the MS SQL login user name (or leave “sa’) in the Username
field, and then enter the login password in the Password field.

Enter the MS SQL server machine name in the Hosthame field.

Ensure that port 1433 (or the appropriate port) appears in the Port
field.

Enter (or click Browse, browse to, and select) the root directory of
the MS SQL server or client installation in the Database Home field.

Enter the name of the SQL database (the default is “crsettings”) you
created or identified for ContentReporter.

10

Test the ContentReporter server’s connection to the SQL database by
clicking Test DB Connection.

If... Then...

A successful connection exists 1. Click OK.
between ContentReporter and
the SQL database

N

. Click OK again.

The database connection test 1. Click OK.

failed 2. Verify the information you
entered and check network
connectivity between the
ContentReporter server and
the SQL server.

3. Repeat Step 9.

12

From the Administration page, log out of ContentReporter.
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Step

Action

13

Stop and restart the ContentReporter service.

(In Windows NT: Click Start > Settings > Control Panel > Services.
Then stop and start the ContentReporter service. In Windows 2000:
Right-click My Computer > Manage > expand Services and
Applications > double-click Services. Then stop and start the
ContentReporter service.)

Note
Any timeyou modify database settings, you must stop and restart the
ContentReporter service for the new settings to take affect. You
might need to wait a moment for ContentReporter to start running.

Result: You successfully configured ContentReporter to use an
SQL database.
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Configuring your enterprise database
Configuring an Oracle database

Where you can
install the database

Required
configuration
procedures

The DB Admin tab
with Oracle settings

24

You can install an Oracle 8.1.7 database and the ContentReporter server on the
same machine or on different machines. If you install them on different
machines, you must install an Oracle 8.1.7 client on the ContentReporter server

machine.

You must perform the following procedures to configure an Oracle database:
¢ Configure the database to work with ContentReporter
¢ Configure ContentReporter to use the Oracle database

The following screen shows the DB Admin tab with Oracle settings.

Zache Gmupl UserGruupsl Authentication DB Admin | EIiIIingl Licensingl Luggingl

Datahaze:

Usermame:

Password:

Hostname:

Port:

DatahazeHome:

IOracIe vl Reset | Test .. |

[seot | 8D

F:unracleunram ™ Browse... |

—
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Database settings The following table describes the Oracle database settings in ContentReporter.

Database
setting

Description

User
name

The Oracle user name of the account that ContentReporter uses
to access the database.

Password

The password for the Oracle user account that ContentReporter
uses to access the database.

Hostname

The Oracle server machine name.

Example: If the machine name is “bills-nt.domainname.com,”
the host name is either “bills-nt” or “bills-nt.domainname.com.”

The port through which the ContentReporter server connects to
an Oracle database. The default port is 1521.

Database
Home

The Home directory of the Oracle database server or Oracle
client.

SID

The Oracle Service Name or SID of the database instance used
with ContentReporter.

Client requirements  Thefollowing table lists the ContentReporter server’s Oracle client requirements.

Characteristic Requirement

Version The Oracle client’s version (8.1.7) must match the
Oracle database server’'s version.

Installed utilities JDBC Drivers and SQL Loader utilitiesinstalled.

These are part of the “Typical” client installation.
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Configuring the
database

Configuring
ContentReporter
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To configure the database for ContentReporter, complete the following steps.

Step | Action
11 Ifyouinstalled... Then...
The ContentReporter server and 1. Instal an Oracle 8.1.7 client
Oracle server on different on the ContentReporter
machines server machine.

2. Ensurethat the SQL Loader
utilities for the client are
installed. These are included
inthe“Typical” installation.

The ContentReporter server and Ensure that the JIDBC Driversand
Oracle server on the same SQL Loader utilities for the
machine Oracle server are installed.

2 | Create auser account for ContentReporter.

3 | Goto “Configuring ContentReporter” on page 26.

To configure ContentReporter for the database, compl ete the following steps.

Step | Action

1 | Log into ContentReporter, and click the Administration tab.

2 | Click Admin.

3 | From the Cache Groupstab, click the DB Admin tab.
Note
At any point, you can click Reset to reset the database settings on this
tab to their current (actual) state.

4 | Select Oracle from the Database drop-down list.

5 | Enter the Oracle account user name in the Username field, and enter
the account password in the Password field.

6 | Enter the Oracle server machine name in the Hostname field.
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Step

Action

Ensure that port 1521 (or the appropriate port) appears in the Port
field.

Click Browse to browse to and select the Oracle Home directory
path, or enter the Home directory path manually.

Example: F:\\oracle\\ora817\\

Inthe SID field, enter the Oracle Service Name or SID of the
database instance used with ContentReporter.

10

Test ContentReporter server’s connection to the Oracle database by
clicking Test DB Connection.

If... Then...

A successful connection exists 1. Click OK.
between ContentReporter and . .
the Oracle database 2. Click OK again.
The database connection test 1. Click OK.
failed

2. Verify the information you
entered and check network
connectivity between the
ContentReporter server and
the SQL server.

3. Repeat Step 10.

12

From the Administration page, log out of ContentReporter.
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Step

Action

13

Stop and restart the ContentReporter service.

(In Windows NT: Click Start > Settings > Control Panel > Services.
Then stop and start the ContentReporter service. In Windows 2000:
Right-click My Computer > Manage > expand Services and
Applications > double-click Services. Then stop and start the
ContentReporter service.)

Note
Any timeyou modify database settings, you must stop and restart the
ContentReporter service for the new settings to take affect. You
might need to wait a moment for ContentReporter to start running.

Result: You successfully configured ContentReporter to use an
Oracle database.
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Configuring multiple ContentReporter servers

About configuring
multiple servers

Configuring
multiple
ContentReporter
servers

If you collect log filesfor alarge number of caches, you can configure amultiple
ContentReporter server environment. |n a multiple ContentReporter server
environment, each ContentReporter server can collect and process log files and
update the database for some of the caches in your environment.

After each ContentReporter server updates the database, you can log into any
ContentReporter server to create and generate reports based on any or all of the
cachesinyour environment. You can also import log filesfor any of the cachesin
your environment.

To set up amultiple ContentReporter server environment, complete the following
steps.

Step | Action

1 | Install each copy of ContentReporter. See “Installing the
ContentReporter server” on page 6

2 | Connect each ContentReporter server to the same database. See
“Configuring your enterprise database” on page 17.
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Multiple
ContentReporter
server
configuration

environment.

Cache group 1

The following diagram illustrates a multiple ContentReporter server

FTP server Directory
NetCache
=
RN T
iy a1
Logflles Logfiles/[(—IJ Logfiles
:$¥E/S File: c\ Cache group 2
FTP server Directory
NetCache
ContentReporter g D‘ = =
server Wm! e r=
r|:| ™. Jpec/ L
A Native methods Logfiles =4 L ogiiles "==" Logfiles
I N —
HTTP L /
I _g HTTP/ \ FTP File: C:\
: Eﬁ HTTPS =
4\\ v [:u ‘\\
N Enterprise
Reports E] database JDBC/ - = ContentReport
— Native methods ™ ~a_ |:| ontentreporter
— server
a—1p

ContentReporter
Web-based user interface
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Navigating the ContentReporter User Interface 3

About this chapter This chapter gives you an overview of the main ContentReporter pages and tabs
you use to compl ete the administrative tasks described in this guide.

To learn about the pages and tabs you use to compl ete reporting tasks, see the
ContentReporter 3.0 Reporting Guide.

Topics in this This chapter provides information about the following topics:
chapter + “ContentReporter header” on page 32

¢ “ContentReporter Home page” on page 33

¢ “Administration page” on page 34

¢ “Scheduled Events page” on page 56
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ContentReporter header

What it provides The ContentReporter header, which you can access from any of the main pagesin
ContentReporter, provides the following features and functions:

¢ Two linksto the ContentReporter Home page

¢ Tablinksto the main pages
¢ Twolinksto the online Help system
¢ Alogouticon
¢ Alink to the Network Appliance Web site
What it looks like The following screen shows the ContentReporter header.

Network Appliance Home
www.netapp.com ContentReporter Home Page

914_0101

&

JetworkAppliance®

o

\\ L Log Out

Help
"How To" Instructions
—ContentReporter Home Page

Main page tabs
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ContentReporter Home page

What it provides The ContentReporter Home page, which you open when you log into
ContentReporter, contains links to online Help instructions that explain how to
do the following:

¢ Define acache group

¢ Add cache group members
¢ Schedulelog file collection
¢ Create and run reports

¢ View report results.

What it looks like The following screen shows the ContentReporter Home page.

MNerworlcAppliance®

Ny ContentReporter

- e —" - I Adminisiration I‘Quer_v Deﬁniﬁons“l‘ Report Deﬁ.niﬁom“l‘ SchedulerFrents I Report Rezulis

ContentReporter

Comprehensive content delivery reporting solution.

Where to start.

Cantent reparter is a flexible device repaorting toal. It captures information about cache device activity.
This guick start guide includes a brief feature outline and links to the more detailed online help.

Ta get up and runnning you will need to

Diefine your cache groups.

Add cache members to your group with auto discovery or manual entry.
Collect data frorm your defined devices by creating a scheduled event.
Create and run a new report definition.

And finally view your repart results.

XL XX
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Administration page

What it provides The Administration page enables you to complete all administrative tasksin
ContentReporter:

Create and manage cache groups
Import log files

Manage users and groups
Configure authentication
Configure database settings
Configure billing aggregation
Configure ContentReporter logging
Enter license information

® ¢ 6 6 O 0O 0 o

What it looks like The following screen shows the Administration page.

&

Network Appliance®

Administration Cache Group Repaort
Admin | Impart |

Group Hame Cache Name Name or IP Address Type
1 [ Test Group cachel.domainname.com 1234 56,789 MetCache C1105 =
2 [ Test Group cacheZ.domainname.com 123456788 NetCache C1105
3 [ Test Group cache3.domainname.com 123456798 MetCache C1100

34 Administration page



Administration The following table describes the Administration page components and their
page components functions.

Component Function

Admin button Clicking the Admin button launches the tabs for all administrative tasksin
ContentReporter.

Import button Clicking the Import button launches the Import Log File page. The Import

Log File page enables you to process log files for anew or an existing cache
device without creating a scheduled event. This means you can process log
files that were not collected or processed by a scheduled event and output the
result to your database for an existing cache. For example, you can import and
process old log files for a particular cache.

Group Name column Lists the name of each cache device's cache group.
Cache Name column Lists the name of each cache device.
Note

After you add a NetCache appliance to a cache group, you can access its
management console from the Administration page by clicking its namein the
Cache Name column.

IP Address column Lists the IP address or name of each cache device.

Type column Lists the type of NetCache appliance, such as C6100 and C1100.
For detailed For details about the Administration page tabs and the Import Log Files page, see
information the following topics.

¢ “Cache Group tab” on page 36
“User Groups tab” on page 39

“ Authentication tab” on page 41
“DB Admin tab” on page 46
“Billing tab” on page 48

“Licensing tab” on page 50
“Logging tab” on page 52

“Import Log Files page” on page 54

* ¢ 6 6 O o o
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Administration page

Cache Group tab

What it provides The Cache Group tab enables you to create, configure, and manage cache groups
for log file collection.

To learn more about adding caches to cache groups, see “ Step two: Adding
caches to the cache group” on page 71

Cache Group tab The following screen highlights cache group settings on the Cache Group tab.

Cache Group | User Groups | Authentication | DB Admin | Billing | Licensing| Lagging |

CR_bills-nt |4 mame Hitp ...| Streaming... | [ewy Grougp I
@ doc cache| 4ot cache | v
-l sunnyrale sunryale | v
=@ devcache| ldevcache ... | @ [l el Ty |
w-@ old log file| faiglog e | @ ¥

Delete Graup

| B Discover |

Ok Cancel | Apply | Help |
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Cache Group tab

Cache Group tab
components

The following screen highlights cache settings on the Cache Group tab.

Cache Group | User Groups | Authentication | DB admin | Biling | Licensing| Logging |

Y

B CR_bills-nt bl Marme | IP Address | Model Mew Cache |
=@ hills

E | Aramis... 12.34.56.78 |C720
@ Aramis fatos e (12345678 |CE100 :
B athos feelions.. [12.34 56,76 |CB100 Modify Cache |

b waliousg
Delete Cache |
iI | 5 Dizcover |

The following table describes the Cache Group tab components.

Component

Function

L eft-hand explorer
panel

Lists each cache group under the ContentReporter server you used to createiit,
and each cache device under its group. When you select a ContentReporter
server, the central contents panel displays the server’s cache groups and type
of analysis (HTTP and/or Streaming) performed for each group. When you
select a particular cache group, the central contents panel displays the names,
| P addresses, and model numbers of the group’s cache devices.

Central contents panel

Displays the contents of the selected item in the left-hand explorer panel.

New Group button

Creates a new cache group.

Modify Group button Modifies the type of analysis (HTTP and/or Streaming) performed for the
group selected in the left-hand explorer panel.
Delete Group button Deletes the cache group selected in the left-hand explorer panel.

New Cache button

Adds a new cache device to the cache group selected in the left-hand explorer
panel.

Discover button

Enables you to use the Auto Discovery feature to add NetCache appliancesto
agroup.
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Component Function
Modify Cache button Modifies the settings of the cache selected in the left-hand explorer panel.
Delete Cache button Removes the cache selected in the | eft-hand explorer panel from its group.

Apply and OK buttons

Enables you to save changes to the ContentReporter server. If you click OK,
you return to the Administration page. If you click Apply, you remain on this
tab. If you want to make multiple, interdependent changes to settings on this
tab, you must click Apply after each interdependent change. For example, if
you delete a cache from a cache group, you must click Apply before you can
add the cache to another group.
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Administration page
User Groups tab

What it provides

groups, aswell as, LDAP and NTLM user groups.

The User Groups tab enables you to set page permissions for the three Local user

To learn more about setting user group permissions, see“ Adding user groups and
setting user group permissions” on page 131.

What it looks like

The following screen shows the User Groups tab.

fCat:he Group rUser Groups rnmhenticaﬁun rDB Admin rBiIIing rLicensing rLugging |

Mame Events | Reports |Query D..| Beport ... | Admini... Add
Admin r e d rw e d rwed e d rwed
Guest rw e d rwed rwed rw e d rwed
User e o rwed rwed e o rwed
Delete
OK | | Cancel | | Apphy | ‘ Help |
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User Groups tab
components

The following table describes the User Groups tab components.

Component(s)

Function(s)

Name column

Lists the user group names.

Add Sets permissions for a particular LDAP or NTLM user group.
Edit Modifies permissions of aparticular Local, LDAP, or NTLM user group.
Delete Removes permissions settings for a particular LDAP or NTLM user group.

Page permissions
columns

List the user group’s page permissions (read, write, execute, delete) for the
Scheduled Events, Report Definitions, Query Definitions, Report Results, and
Administration pages.

Read (r) permissions

Enables group members to open the Scheduled Events, Report Definitions,
Query Definitions, Report Results, or Administration page.

Write (w) permissions

Enables group members to modify objects on the Scheduled Events, Report
Definitions, Query Definitions, Report Results, or Administration page.

Execute (€) permissions

Enables group members to run or execute objects on the Scheduled Events,
Report Definitions, Query Definitions, Report Results, or Administration

page.

Delete (d) permissions

Enabl es groups members to del ete objects on the Scheduled Events, Report
Definitions, Query Definitions, Report Results, or Administration page.

Apply and OK buttons

Enables you to save changes to the ContentReporter server. If you click OK,
you return to the Administration page. If you click Apply, you remain on this
tab. If you want to make multiple, interdependent changes to settings on this
tab, you must click Apply after each interdependent change. For example, if
you delete a user group, you must click Apply before you can add another user
group with the same name.
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Administration page
Authentication tab

What it provides The Authentication tab enables you to add, delete, set, and modify page
permissions for Local users, aswell as configure ContentReporter for either
LDAP or NTLM Authentication.

To learn more about setting permissions for Local users, see“Adding Local users
and setting Local user permissions’ on page 134.

To learn more about configuring authentication, see “ Configuring LDAP and
NTLM authentication” on page 125.

What it looks like The following screen shows Local Authentication settings on the Authentication
tab.

rCache Group rUser Groups rnuthenticatinn |/DB Admin |/Billing rLicensing angging |

Authentication Method:  |Local "I

~Local
UzerMame Groy Email
guest Guest
nonadmin User
gearge Admin ;l
Mo dify | Delete |
0K | | Cancel | | Apply | ‘ Help
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Local The following table describes the Local Authentication tab components.
Authentication tab

components

Component(s) Function(s)

UserName column Liststhe Local group user names.

Group column Liststhe Local user’s group.

E-mail column Liststhe Local user’s (optional) e-mail address.

New button Creates and sets page permissions and site name report restrictions for a new
Local user.

Modify button Modifies page permissions and site name report restrictions for aLocal user.

Delete button Removes a Loca user from ContentReporter.

Apply and OK buttons | Enables you to save changes to the ContentReporter server. If you click OK,
you return to the Administration page. If you click Apply, you remain on this
tab. If you want to make multiple, interdependent changes to settings on this
tab, you must click Apply after each interdependent change.
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LDAP The following screen shows L DAP Authentication settings.
Authentication

settlngs fCat:he Group rUser Groups rnuthernicatiun |/DB Admin rBiIIing rLicensing rLugging |
Authentication Method:
~LDAF
LDAP Server:(lp) [12.34.56.78
Part: {1234
LDAP Password: B
User ID(UID) Field: { uid
Base Distinguished Mame: |D=netapp.c0m
OK | | Cancel | | Apphy | | Help
LDAP The following table describes the LDAP Authentication tab components.
Authentication tab
components
Component Function

LDAP Server IPfield The IP Address of the LDAP server.

Port field The port through which ContentReporter accesses the LDAP server.

LDAP Password field The password ContentReporter uses to gain access to the bind distinguished
name. This password authorizes ContentReporter to access and query the
LDAP directory.

User ID (UID) field The name (often “uid”) of the attribute in the LDAP directory that contains
user login names that ContentReporter authenticates.

Base Distinguished The Base Distinguished Name of the directory on the LDAP server where

Namefield ContentReporter begins its authentication search.
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Component

Function

Apply and OK buttons

Enables you to save changes to the ContentReporter server. If you click OK,

you return to the Administration page. If you click Apply, you remain on this
tab. If you want to make multiple, interdependent changes to settings on this
tab, you must click Apply after each interdependent change.
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NTLM The following screen shows the NTLM Authentication settings.
Authentication

settings fCat:he Group rUser Groups rnuthernicatiun |/DB Admin rBiIIing rLicensing rLugging |

Authentication Method: (SRR H

ITLR

Windows Domain Mame . |netapp

OK | | Cancel | | Apphy | | Help
NTLM The following table describes the NTLM Authentication tab components.
Authentication tab
components
Component Function
Windows Domain The name of the domain in which the ContentReporter server resides. For
Namefield example, if the ContentReporter server machineisin the “netapp” domain,

enter “netapp” in thisfield.

Apply and OK buttons | Enables you to save changes to the ContentReporter server. If you click OK,

you return to the Administration page. If you click Apply, you remain on this
tab. If you want to make multiple, interdependent changes to settings on this
tab, you must click Apply after each interdependent change.
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Administration page

DB Admin tab
What it provides The DB Admin tab enables you to connect ContentReporter to your database,
and to configure database rollups.
To learn more about configuring database rollups, see “ Configuring database
rollups’ on page 159.
lllustration of The following screen shows the database rollup properties on the DB Admin tab.
database rollup
properties ~Database Rallups:
v Use database rallups.
Rollup Freguency: |mon1hlv ;l Set Schedule. .
|33 number of days of hourly data to keep.
IE number of months of monthly data to keep.
|3 number of days of billing data to keep.
|3 number of days of streaming data to keep.
Database rollup The following table describes the database rollup properties.
properties
Property Description
Rollup Freguency The frequency (Daily, Weekly, Monthly) of database rollups.

You can specify in the Number of Days to Keep Hourly Data field how
often all hourly datain the database is converted into monthly data.

The Set Schedule button launches the Rollup Scheduled window to specify
the rollup frequency.
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Property

Description

Number of days of hourly
datato keep

The minimum number of days of hourly data to keep available for reports
inyour database. Immediately after adatabase rollup, you have exactly this
many days of hourly datain the database. After arollup, the hourly datain
the database increases by one day each day until the next rollup.

For example, if you schedule database rollups for the 1st and 15th of the
month and specify to keep 33 days of hourly datain your database, you
have 33 days of hourly dataimmediately after the rollup on the 1st of the
month, 46 days of hourly data on the 14th day of the month, and then 33
days of hourly dataimmediately after the rollup on the 15th day of the
month.

Number of months of
monthly data to keep

The number of months of monthly datato keep available for reportsin your
database. Immediately after a database rollup, you have exactly this many
months of monthly datain the database.

For example, if you set this number to six months and schedule arollup to
occur on October 1st, you will have monthly data availablein your
database for reports for the months of April through September.

Number of days of billing
datato keep

The minimum number of days of billing data to keep available for reports
inyour database. Immediately after adatabase rollup, you have exactly this
many days of billing datain the database. After arollup, the billing datain
the database increases by one day each day until the next rollup.

Number of days of
Streaming data to keep

The minimum number of days of streaming data to keep available for
reportsin your database. Immediately after a database rollup, you have
exactly thismany days of streaming datain the database. After arollup, the
amount of streaming data in the database increases by one day each day
until the next rollup.

Apply and OK buttons

Enables you to save changes to the ContentReporter server. If you click
OK, you return to the Administration page. If you click Apply, you remain
on thistab. If you want to make multiple, interdependent changes to
settings on this tab, you must click Apply after each interdependent
change.
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Administration page

Billing tab

What it provides The Billing tab enables you to configure billing aggregation for Billing reports.
You can select three of twelve fields (such as Hits and Bytes Dropped), the action
taken on the data (such as cal culating the average or total), and the number of
minutes over which to measure the data.
To learn more about configuring billing aggregation, see “ Configuring Billing
aggregation” on page 163.

What it looks like The following screen shows the Billing tab.

Cache Grcuup' UserGrnupsl Authenticatinn' DB Admin Billing | Licensing' Luggingl

Billing Aggregation Interval {minutes):

|5 j ¥ Enable billing processing

Field 1: Action 1:

|Bvtes =l frota =l

Field 2: Action 2:

Hits El wax =l

Field 3: Action 3:

|Packets Served j |A\rerage j
Reset |
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Billing aggregation The following table describes Billing tab settings.

settings

Setting

Description

Enable billing processing
check box

Enables and disables billing processing.

(Billing Statistics)

Time Interval The number of minutes over which the billing data is aggregated. The
shorter you set theinterval, the finer the level of detail (or “granularity”) of
the data you generate.

Available fields Hits, Bytes, Bytes Dropped, Packets Requested, Packets Served, Packets

Resent, Packets Dropped, Streaming Connect Time, Play Time, Response
Time, Streaming Transfer Time, and Streaming Average Bit Rate

Action taken on field data

Minimum, Maximum, Average, or Total

Apply and OK buttons

Enables you to save changes to the ContentReporter server. If you click
OK, you return to the Administration page. If you click Apply, you remain
on thistab. If you want to make multiple, interdependent changes to
settings on this tab, you must click Apply after each interdependent
change.
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Administration page
Licensing tab

What it provides

What it looks like
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The Licensing tab enables you to examine your current license information and

upgrade your license.

To learn more about entering license information, see “Examining and upgrading

your license information” on page 146.

The following screen shows the Licensing tab.

Cache Grnupl UserGrDupsI Authenticatiunl DHE Adminl Billing Licensing | Lnggingl

Froduct License Key:

Serial Mo:

License Type:

Mumber of caches:

Expiratian:

Upgrade License:

12245

12245

[Primary

5

|Nnne

Uparade
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Licensing tab fields

The following table describes the Licensing tab fields.

Field

Function

Product License Key

Lists your current License Key.

Seria No. field

Lists your current serial number.

License Typefield

Lists your current type of license.

Number of caches

Lists the maximum number of node devices you can add to cache groups
with your current License Key.

Expiration field

Lists either an expiration date (if you are using an Evaluation copy of
ContentReporter), or no date (if you are using a purchased copy of
ContentReporter).

Upgrade License field

Enables you to enter anew License Key to upgrade from an Evaluation
copy of ContentReporter, or to increase the maximum number of node
devices or ContentReporter servers.

Apply and OK buttons

Enables you to save changes to the ContentReporter server. If you click
OK, you return to the Administration page. If you click Apply, you remain
on thistab. If you want to make multiple, interdependent changes to
settings on this tab, you must click Apply after each interdependent
change.
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Administration page

Logging tab

What it provides

What it looks like
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The Logging tab enables you to configure the ContentReporter server logging
and examine the current ContentReporter log file.

To learn more about configuring the ContentReporter log file, see “ Configuring
ContentReporter server logging” on page 149.

The following screen shows the Logging tab.

Cache Gmupl UserGrnupsl Authenticatiunl B]=] Adminl EIiIIingI Licensing Logging

Lewvel: |Dehug LI

Max file size (hytes): |1 nz240000

Log file: |1tRepDrterIIDgsI10242001_051130.Iug
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Logging tab The following table describes the L ogging tab components.
components
Component Function(s)

Level field drop-down
list

Specifies one of five levels of information (Debug, Info, Status, Warning, or
Terminal) you want to record in the ContentReporter log file. Debug generates
log files with the most comprehensive information about ContentReporter,
and Terminal generates log files with the least comprehensive information
about ContentReporter.

Max file sizefield

Liststhe log file size at which ContentReporter begins generating a new log
file. The default sizeis 10.24 MB. You can accept the default size or enter a
different value.

Log filefield

Lists the name of the current ContentReporter log file.

View button

Enables you to view the current ContentReporter log file in Notepad or a
similar text file editor.

Apply and OK buttons

Enables you to save changes to the ContentReporter server. If you click OK,
you return to the Administration page. If you click Apply, you remain on this
tab. If you want to make multiple, interdependent changes to settings on this

tab, you must click Apply after each interdependent change.
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Administration page

Import Log Files page

What it provides

What it looks like
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The Import Log File page give you the ability to process log files for a cache
device without creating a scheduled event. This feature enables you to process
log filesthat were not collected or processed by a scheduled event and output the
result to your database for a new or existing cache device.

To learn more about importing log files, see “Importing saved log files’” on
page 111.

The following screen shows the Import Log Files page.

Cache Group: |grnup5 |
Cache: |cach92 |
Log Files: | filesihttp_log. T | Add ‘

| filesihttp_log 7. cr3
| files\streaming_log.8 |
| filesistreaming_log.8.cr3

Remove ‘

« e | Sapcel |

Import Logs ‘
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Import Log File
page components

The following table describes the Import Log File page components.

Component

Function

Cache Group field

Lists the name of the cache group of the cache device that generated the log file
or file. If you selected the check box adjacent to a cache on the Administration
page before opening the Import Log Files page, thisfield displays the cache's
cache group.

Cachefield Lists the name of the cache device that generated the log file. If you selected the
check box adjacent to a cache on the Administration page before opening the
Import Log Files page, thisfield displays the cache’s name.

Log Files panel Liststhe log files you selected to be imported.

Add button Enablesyou to browse to the folder that containsthe log files, and to select one or
more log files.

Remove button Deselects one or more log files for importing.

Import Logs button

Launches the process of importing and process the selected log files.
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Scheduled Events page

What it provides The Scheduled Events page enables you to create and manage scheduled log file
collection events and scheduled report generation events. The Scheduled Event
tabs give you the ability to specify the type of event, the time and frequency of an
event, and any security settings to apply to an event.

To learn more about scheduling log file collection, see “ Scheduling log file
collection and processing” on page 94.

To learn more about scheduling reports, see the ContentReporter 3.0 Reporting
Guide.

What it looks like The following screen shows the Scheduled Events page.

&

R T ContentReporter
m e e —r’ I‘Adn\inisiraﬁon IQuer_v I)eﬁniﬁons“l‘ﬁeporlDeﬁniﬁom“I‘ I EReport Eesulis
Scheduled Events
Copy | Editl Fun | Delete | Check Al | Histary || Findl refresh SECID Start | =ilnla] |
LEE$ Created State Status Schedule Hext Type
Mame Date Condition Hun Date
1 [T techpubs11272001_163306 11/27/01 Expired Orne Time Ornly Mever M anual File Irnport 5
2 [T Colectfiamts caches.  10/2%/01  Completed oy Tue @ 407 PM 10430401 EE":C‘ andloineor
3 [ ¥4 eport 10/29/01 Completed Successful one time only  Mon & 10:43 48 10/23/01 Reporting
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Scheduled Events
page components

The following table describes the Scheduled Events page components and their
functions.

Component

Function

Task Name column

Lists the name of each scheduled event.

Created Date column

Lists the creation date of each scheduled event.

State column

Lists the state, such as Running, Idle, or Completed, of each scheduled event.

Status Condition
column

Providesfeedback, such as* Aggregating hourly data” and “ Successful,” about
each scheduled event as it occurs.

Schedule column

Lists the frequency, such as “one time only,” “hourly,” and “weekly,” of each
scheduled event.

Next Run Date column

Lists the date of each scheduled event’s next (or only) occurrence.

Type column Lists the type (either “Collect and or import logs,” “Manual File Import,” or
“Reporting”) of each scheduled event.

New button Creates a new scheduled event.

Copy button Creates a new scheduled event with the configuration of an existing one.

Edit button Edits a scheduled event’s configuration.

Run button Immediately runs a scheduled event.

Delete button Deletes a scheduled event.

Check All/UnCheck
All button

Selects or deselects all scheduled events.

History button

Enables you to view scheduled event information, such as the Start Time,
Finish Time, Duration, Status, and Type.

Also enables you to open the following pages:

Logs page: Liststhelog files collected for an occurrence of a scheduled
event.

Details page: Liststhe ContentReporter server’s actions, such as
“Collecting from” or “Getting file,” and status, such as“Completed” and
“Successful,” for each occurrence of a scheduled event.
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Component Function

Task Display Filter Specifies afilter value for the list of scheduled events.
field
Find button Filters the display of scheduled events with the Task Display Filter field value

(by executing a“find” of the filter value).

Displays all scheduled eventsiif the Task Display Filter field is blank.

Refresh sec field Specifies the automatic refresh (reload) rate, in seconds, of the Scheduled
Events page.
Start/Stop button Starts or stops the automatic refresh (reload) of the Scheduled Events page.
For detailed For details about the Scheduled Events page tabs, see the following sections:
information ¢ “Detailstab” on page 59

¢ “Scheduletab” on page 61
& “Security Tab” on page 63
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Scheduled Events page

Details tab

What it provides The Scheduled Events Details tab enables you to specify a name for a new
scheduled event, and the type and (cache group or report definition) for anew or
existing scheduled event.

What it looks like The following screen shows the Detail s tab.

Dtails | schedule | Security]

Task Kame: |Dai|y doc cache collection
Type: |Cullectand arimport logs ;l
Cache Groups: |cndec daoc cache ;l

Ok | Cancel | Help |
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Details tab The following table describes the Detail s tab components.
components

Component Function
Task Namefield Lists the name of anew or existing scheduled event.
Type drop-down list Enables you to select the scheduled event’s type. When you select “Collect

and/or import logs’ from the Type drop-down list, the lower field isthe Cache
Groups drop-down list. When you select “Reporting” from the Type drop-
down list, the lower field is the Definitions drop-down list.

Cache Groups drop- Enablesyou to select a cache group from which to collect and processlog files
down list for this scheduled event.

Definitions drop-down | Enables you to select areport definition with which to generate a report for
list this scheduled event.
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Scheduled Events page
Schedule tab

What it provides The Scheduled Events Schedul e tab enables you to specify the time and
frequency of anew or existing scheduled event.

What it looks like The following screen shows the Scheduled Events Schedule tab.
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Schedule tab The following table describes the Schedule tab components.
components

Component Function

Execute This Task field | Specifies a scheduled event’s frequency. As you select different frequencies,

drop-down list the Schedul e tab changes dynamically.
Start Date field Specifiesthe first day this scheduled event’s Schedul e tab settings take effect.
End Date field Specifies the last day this scheduled event’'s Schedul e tab settings take effect.

Ignore End Date check | Configuresthe scheduled event to ignore the end date. If you leave this check
box box selected, ContentReporter continues to run this scheduled event at the
scheduled intervals for an indefinite period of time.

Start Time field Liststhe first timethis scheduled event runs. You can leave the default time or
enter adifferent time.
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Scheduled Events page
Security Tab

What it provides The Security tab enables you to set permissions on Local users and user groups

for aparticular scheduled event, query definition, or report definition. The
Security tab enables you to prevent certain users or groups from seeing,

modifying, running, selecting, or deleting an event or definition.

What it looks like The following screen shows the Security tab.

Details | Schedule Security |
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Security tab The following table describes the Security tab components.
components

Component Function

Users Namesfield Specifies the user name or names on which you want to set security settings
for the event or definition.

Groups Names Specifies the group name or group names on which you want to set security
settings for the event or definition.

Read check box Specifies whether a user or group has permission to see a particular event or
definition.
Write check box Specifies whether a user or group has permission to examine or modify a

particular event or definition.

Execute check box Specifies whether a user or group has permission to run a particular event or
select a particul ar definition.

Delete check box Specifieswhether auser or group has permission to delete aparticular event or
definition.
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Using ContentReporter 4

About this chapter

Topics in this
chapter

This chapter discusses the three-step process of setting up log file collection:
¢ Defining a cache group

¢ Adding one or more caches to the cache group

& Scheduling collection of the cache group’slog files

It also discusses the ways you can modify cache groups and caches and import
log files for a cache device without creating a scheduled event. After you set up
log file collection and the ContentReporter server processesthe log files, you can
generate reports on the caches.

Note
To set up and schedulelog file collection by following “ Quick-Start” instructions,
see Appendix A, “Quick-start: Setting up log file collection,” on page 170.

This chapter covers the following topics:

& “Step one: Defining a cache group” on page 66

“Step two: Adding caches to the cache group” on page 71
“Step three: Scheduling log file collection” on page 93
“Modifying cache groups and caches’ on page 102

.
.
.
¢ “Importing saved log files’ on page 111
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Step one: Defining a cache group

What a cache group
is

Where you access
cache group
information

66

A cache group isalogicaly defined group of one of more caches. Caches, in
ContentReporter, are the devices that generate the log files that the
ContentReporter server collects and processes. A cache group is a management
tool that enablesyou to specify the time and frequency of log file collection, and
the type of log file analysis for anumber of caches. Defining a cache group isthe
first step in the process of setting up log file collection.

Note
You can only create scheduled events to collect and process log files from cache
groups, not individual caches. If you want to create a scheduled event to collect
and process one cache's log files, you need to place it in its own cache group.

You can access cache group information from the following sources:

¢ Administration page—The Administration page lists all cache groups and
caches for which one or more ContentReporter servers are outputting datato
your database.

¢ Administration Cache Group tab—You manage and modify cache groups
through the Cache Group tab. You see cache groups listed under
ContentReporter servers.
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The Administration  Thefollowing screen shows cache groups on the Administration page.

page
Administration Cache Group Report
Admin | Import
roup Name Cache Mame IP Address Type
1 [T cachegroupl c3.domainname. com 12348678 NetCache C720
2 [ cachegroup co.domainname.com 12345678 MetCache CE100
1 [T cachegroup? cl.domainname. com 1234 8678 MWetCache C1108
1 [ Qécachegroup o2 domainname.com 12345678 MetCache C7G0
2 M Qtcachegroup chb.domainname. corm 12.34 56 7% MetCache C720
3 [ QAcachegroup cd domainnarne. corm 1234 8678 MetCache CE100
The Cache Group The following screen shows cache groups created with the ContentReporter
tab server on the “hills-nt” machine on the Cache Group tab.
Cache Group |
CR_hills-nt 4 MName Hitp Analysis | Streaming Anal...
E‘ cachegraupt cachegroup v w3
- ch domainnarne cachegroup? ] I~
“ c2. domainname

E‘ cachegroup?
L £33 domainname
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Cache group
information you can
define

68

You can define the type of log files to collect and process for each cache group:

¢ HTTPanalysis—HTTP (or Web Access) log filesare helpful for tracking the
types of objectsthat are cache hits and misses. They are also helpful for
evaluating the load on aNetCache appliance (for example, peak performance
and which content is requested at peak times).

¢ Streaming analysis—Streaming Access log files record client and server
information for streaming media connections. Each log entry contains
specific connection information that you can use to diagnose and solve
problems, optimize performance, and track usage patterns.

¢ Both

To learn more about configuring a NetCache for Web Access logging, see
Appendix C, “Enabling NetCache appliance Web Access logging,” on page 184.

To learn more about configuring a NetCache for Streaming Access logging, see
Appendix C, “Enabling NetCache appliance Streaming Access logging,” on
page 185.

Step one: Defining a cache group



Defining a cache To define a cache group, complete the following steps.

group

Step

Action

1

From a page in ContentReporter, click the Administration tab.

From the Administration page, click the Admin button.

From the Cache Group tab, click New Group.

Result: The New Group window appears.

ache Group | User Groups | Authentication| DB Admin | Biling | Licensing| Loagin

CR_bills-nt |4 Mame Hitp ...| Streaming... | Mew Group I
@ doc cache Mlgoc cache | v
e sunmyvale| foinmvale | @ ¥

e deveache| fyevcache | rd tadify Group |
=@ old log file| faidiog file. | 2 2

Delete Group |

ﬂ | 5 Dizcowver |

Qs Cancel | Apply | Help

Enter a unique name for the cache group, select the type of log file
analysisto perform, and then click OK.

Result: You return to the Cache Group tab, and this cache group
appears in the cache group listing.
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Step

Action

Click OK or Apply to save the changes.

Result: You successfully defined the cache group.

A} Mew Group

Mame:

|ca|:hegrc|up5
¥ Enable Hitp Analysis

¥ Enable Streaming Analysis

Cancel

018 |
| o

|Java Applet Window

Step one: Defining a cache group



Step two: Adding caches to the cache group

What a cache is

Rules for adding
caches

Where you add
caches

In ContentReporter, acache is a device that generates the log files that the
ContentReporter server collects/imports and processes. ContentReporter can
collect/import and process NetCache™ appliance log files, Web server log files,
and streaming server log files. Adding one or more cachesto a cache group isthe
second step in the process of setting up log file collection.

You must follow these rules when adding cachesto a cache group:

¢ Each cache must have a unique name in ContentReporter. If you attempt to
add a cache with the name of another cache, ContentReporter promptsyou to
enter adifferent name.

¢ For every 1 GB of log datayou collect and process, ContentReporter needs 2
GB of temporary spacein the stored log file directory during the collection
and processing event.

You can add caches from the New Cache window and from the Auto Discovery
window.
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New Cache window  The following screen shows the New Cache window.

<} New Cache

pacher ]

—
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The Auto Discovery
window

For detailed
information

The following screen shows the Auto Discovery window.

E%Autu Dizscovery

SlhnetsS e
( 2 |+ | s |

Range:

Be o o

Comimunity:

fpublic

User.

|admin

Password:

I‘k*#‘k‘k*#‘k

Port:

3132

[ Caonnectusing S5L

Discovery Status:
’7 Waiting for user...

Cizcover |

Cancel |
Help |

IJava Applet Window

For details about adding caches, see the following topics:

& “Cache properties’ on page 74

¢ “Adding acacheto collect from a directory” on page 76
¢ “Adding acacheto collect from NetCache appliances’ on page 78
¢ “Adding acacheto collect from an FTP server” on page 91
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Adding caches to the cache group
Cache properties

Stored log files
directory

74

When ContentReporter collects log files from a NetCache or an FTP server, it
copies (stores) the log files into the location specified to store the log files and
then processes the log files. This directory is the ContentReporter server’s “work
ared’ for the cache. After processing, the ContentReporter server either leavesthe
log filesin the folder or deletes them. By default, ContentReporter storesa
cache's collected log filesin the ContentReporter server directory:

.\Network Appliance\ContentReporter\jakarta-
tomcat\webapps\ContentReporter\cache group\cache\

You can change this directory to alocation that better suits your space
reguirements.

Temporary space requirements: While ContentReporter processes |og
files, it storeslog files and creates temporary filesin the stored log file directory.
ContentReporter requires 2 GB of temporary space for every 1 GB of log data
you collect and process during collection and processing.

Examples of space requirements: The following table lists the amount of
temporary space you need during various collection and processing events.

Scheduled eventsto collect twenty | Temporary space needed during
100-M B log files per cache collection and processing

A scheduled event to processlogsfor | 4 GB
a cache group with one cache

A scheduled event to processlogsfor | 20 GB
a cache group with five caches

Two concurrent scheduled events to 40 GB
process logs for two cache groups
with five caches
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Headerless log file
format

Delete log files after
parsing

Stop parsing when
error lines exceed
maximum

Note
If ContentReporter stops processing alog file, it savesthelog filein the stored
log files directory even if you configured ContentReporter to delete thelog file
after processing. For example, if ContentReporter stops processing alog file with
an unacceptable number of error lines, it save the log file in this directory. You
should monitor the directories you select to store collected log files to ensure
adequate disk space and to identify any unprocessed log files.

ContentReporter automatically recognizes NetCache appliance log files (as well
as WM S and QuickTime log files) when it processes them because they contain
identifying headers. However, some log files contain no headers by which they
can be identified. If you add a cache to process headerless Web server or
streaming server log files, you must specify the log file type when you set the
cache properties in the New Cache window.

Note
If you attempt to process a headerless log file without specifying the format, the
ContentReporter parser does not processthelog file; it returnstheinvalid log file
header error code (- 4) to the ContentReporter log file.

ContentReporter enables you to either leave the collected log filesin the stored
log files directories from which the log files were collected, or to delete them
after processing. If you configure ContentReporter to collect acache'slog files at
scheduled intervals and choose to leave thelog filesin the stored log files
directory, you should monitor these locations to ensure disk space availability.

By default, ContentReporter stops processing alog fileif it records 200 error
linesin alog file. You can change this value to a number that better suits your
needs. To have no limit, set the number of error linesto 0. If the ContentReporter
server stops processing alog file because number of error lines has exceeded the
maximum, the error code (- 11) is written to the ContentReporter log file.
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Adding caches to the cache group
Adding a cache to collect from a directory

About collecting
from a directory

Collecting from a
directory

76

You can configure ContentReporter to collect log files from adirectory, such asa
local or mapped drive folder, that is accessible to the ContentReporter service's
login user account.

By default, the ContentReporter service usesthe Local System Account, and
automatically starts when the system starts up. If you want to access network
resources such as mapped drives, you can assign alogin user account to the
ContentReporter service. See Appendix B, “Learning about the login user
account,” on page 178.

To add a cache to collect and process log files from a directory, complete the

following steps.
Step | Action

1 | From apagein ContentReporter, click the Administration tab.

2 | From the Administration page, click the Admin button.

3 | From the Cache Group tab, select a cache group in the left-hand
panel, then click New Cache.

4 | From the New Cache window, enter aname for the log file source,
click the " Collect from imported directory” button, and click Browse.

5 | Browseto thelocation of the saved log files, then double-click the
directory.
Result: You return to the New Cache window, and the location of
the saved log files appears in the Import log files directory field.

6 | If thelog files contain no header, select the check box and click the
radio button for the log file's format.

7 | If youwant to delete the log files after processing, select the

appropriate check box.

Step two: Adding caches to the cache group



Step

Action

Accept the default number of error lines (200), or enter another
number. If you do not want the number of error linesin alog file to
stop the ContentReporter server from processing, enter the number 0.

Click OK.

Result: You return to the Cache Group tab and the cache appears
under the cache group in the left-hand panel.

10

Click Apply or OK to save the changes to the ContentReporter
server.

Result: You successfully added a cache to collect and process log
filesfrom adirectory.

Go to “ Step three: Scheduling log file collection” on page 93 to
create a scheduled event to collect and process this cache group’slog
files.
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Adding caches to the cache group
Adding a cache to collect from NetCache appliances

About collecting
from NetCache
appliances

Methods of adding
caches

Potential
prerequisite for
collecting log files

Using the SSL
protocol

78

You can configure ContentReporter to use HTTP or HTTPSto collect log files
from one or more NetCache appliances at scheduled intervals.

Note
When you configure ContentReporter to collect NetCache appliance log files,
you must synchronize NetCache appliance logging and ContentReporter log file
collection to ensure data integrity. If you do not want to synchronize NetCache
logging and ContentReporter log file collection, configure your NetCache to
pushitslog filesto either adirectory or an FTP server. To learn about
synchronizing NetCache logging and ContentReporter collection, see Appendix
C, “Synchronizing logging rotation and log file collection,” on page 191.

ContentReporter provides two methods of adding caches to collect and process
NetCache appliance log files:

¢ “Manualy adding a NetCache appliance” on page 82
& “Using Auto Discovery” on page 85

If you installed SecureAdmin™ software on a NetCache appliance, you can
configure ContentReporter to use the Secure Sockets Layer (SSL) protocol to
securely collect log files from the NetCache. SSL configuration is discussed in
“Configuring ContentReporter for SSL” on page 80. You must complete this
configuration process before you add a cache to collect and process NetCache
appliance log files.

SSL provides an encrypted administrative exchange between a NetCache and a
client browser. By default, the ContentReporter server uses port 443 to accessthe
NetCache log files when using SSL. When the ContentReporter server accesses
the NetCache appliance log files through SSL, it usesthe SSL certificate that you
copied to the ContentReporter machine during this configuration process. You
can use a self-signed certificate generated by the NetCache appliance, or a CA-
signed certificate signed by atrusted authority for secure Web services, such as
Verisign, Inc., Securel T Enterprise, and Thawte Consulting.
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Cache Name for
SSL

NetCache Name or
IP Address for SSL

Note
For ContentReporter to collect a NetCache appliance’slog files using the SSL
protocol, you must ensure that you configured the DNS settings of the machine
on which you installed ContentReporter so that the ContentReporter server can
resolve the fully qualified domain name of the NetCache appliance.

If ContentReporter will collect NetCache log files using the SSL protocol, you
must copy the NetCache SSL certificate into the ContentReporter server folder:

.\Network Appliance\ContentReporter\jakarta-
tomcat\webapps\ContentReporter\

and save the certificate file as cachename.cer (where cachename is the name you
will enter for the cache in the Name field of the New Cache window if you
manually add the cache to a cache group and .cer is the required file extension).

See step 8 of “ Configuring ContentReporter for SSL” on page 80 and step 4 of
“Manually adding a NetCache appliance” on page 82.

Note
If you add a cache using the Auto Discovery feature to collect from a NetCache
with SSL, save the certificate file as cachename.cer (where cachenameisthe
NetCache appliance’s fully qualified domain name and .cer isthe required file
extension).

The name you enter (when generating the SSL certificate) in the Common Name
field in Step 4 (Generate the SSL Certificate) of the Software - SecureAdmin
page of the Maintenance tab of the NetCache management console must match
the name you specify for the NetCache in the Name or IP Address field of
ContentReporter’s NetCache Settings window. If these names do not match, the
certificate will not be accepted and the log file collection will fail.

See step 5 of “Manually adding a NetCache appliance” on page 82.
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Note
By default, the Auto Discovery feature of ContentReporter uses the NetCache
appliance’'s | P address in the Name or |P Address field of the NetCache Settings
window. If you add a cache using the Auto Discovery feature to collect from a
NetCache with SSL, modify the Name or |P Address field value for the cache
after adding the cache with Auto Discovery to match the name you entered in the
NetCache management console Common Name field.

Configuring To configure ContentReporter to collect a NetCache appliance’s log files using
ContentReporterfor the SSL protocol, complete the following steps.
SSL

Note

Complete the following configuration steps for each NetCache appliance that
will haveitslog files collected by ContentReporter using SSL.

Note
The following instructions explain how to import a self-signed certificate for
Internet Explorer 5.0. Some of these stepswill vary for other browsers.

Step | Action

1 | Enable SSL on the NetCache appliance.

2 | Totest whether the ContentReporter server can resolve the fully
qualified domain name of the NetCache, enter the following at the
command line of the ContentReporter server machine:

> nslookup cachename

cachename is the fully qualified domain name of the NetCache.

Result: Your system displays the results of the ns1ookup
command. If your system found the NetCache, continue with Step 3.
If your system did not find the NetCache, ask your I'T Administrator
to correct this problem, and then continue with Step 3.

3 | Browseto the NetCache using HTTPS.

4 | From the Security Alert window, click View Certificate.

5 | From the Certificate window, click the Details tab, and then click
Copy to File.
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Step

Action

From the Certificate Manager Export Wizard, click Next.

From the Certificate Export File window, select the Base64 Encoded
X.509 (.CER) button, and click Next.

Result: The Export File Name window appears.

On the ContentReporter server machine, browse to the
.\Network Appliance\ContentReporter\jakarta-
tomcat\webapps\ContentReporter\ directory and enter
cachename.cer for the file name.

cachename is the name you will enter for the cachein the Namefield
of the New Cache window if you manually add the cache to a cache
group, or the NetCache's fully qualified domain nameif you will use
Auto Discovery to add the cache to a cache group

.cer isthe required file extension

To learn more about the certificate name, see “ Cache Name for SSL”
on page 79.

Click Next to copy the NetCache's certificate into the directory.

10

Click Finish to return to the Certificate window.

Click OK to return to the Security window.

12

Click Yesto confirm that you can open the NetCache Manager using
the SSL protocol.

13

Close the NetCache Manager.

14

Repeat Steps 1-13 for each NetCache you want to add to a cache
group.

15

Add caches to a cache group
¢ “Using Auto Discovery” on page 85.
¢ “Manualy adding a NetCache appliance” on page 82.
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Manually adding a
NetCache appliance

82

If you prefer to add a NetCache appliance to a group without using the Auto
Discovery feature, you can manually add one NetCache at atime to a cache

group.

To manually add a NetCache appliance to a cache group, complete the following

steps.

Step

Action

From a page in ContentReporter, click the Administration tab.

From the Administration page, click the Admin button.

From the Cache Group tab, select a cache group in the left-hand
panel, and click New Cache.

In the New Cache window, enter aname for the NetCache, select the
Collect from NetCache button, and then click Settings.

Note
If ContentReporter will collect from this NetCache using the SSL
protocol, this name must match the SSL certificate file name
(without the .cer extension). To learn more about naming the SSL
certificate, see “ Cache Name for SSL” on page 79.

In the NetCache Settings window, enter the NetCache's | P address or
fully qualified domain name.

Note
If ContentReporter will collect from this NetCache using the SSL
protocol, this value must match the NetCache's Common Namefield
value you entered when generating the SSL certificate. To learn more
about the NetCache Name or |P Address field value, see “NetCache
Name or |IP Address for SSL” on page 79.

Enter the NetCache user name and password.

Ensure that the port field displays 3132 if NetCache allowsHTTP
collection of log files, or select the SSL check box and ensure that the
port field displays 443 to allow SSL protocol collection.
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Step

Action

To test connectivity between ContentReporter and the NetCache,

click Test.

Result: The Test Cache Connectivity window appears. When
ContentReporter completes the test, displays a status of either

“available’ or “not available.”

If...

Then...

The NetCache hasan “available’

status

Click OK to return to the
NetCache Settings window.

The NetCache has a*“ not
available’ status

1. Click OK to return to the
NetCache Settings window.

2. Verify that you entered the
correct IP Addressor afully
qualified domain name that
can be resolved by the
machine on which you
installed ContentReporter.

3. Verify that a network
connection exists between
the NetCache and the
ContentReporter server
machine.

4. If using SSL, verify that the
Cache Name matches the
certificate name, that the
certificate is in the proper
directory, and that the
NetCache Name or |P
Address matches the
NetCache's “Common
Name’ field value.

5. Repeat Step 8.

10

If you want, enter the NetCache model, such as C720, and the
NetCache OS version, such as 5.1R2D5.
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Step

Action

Click OK to return to the New Cache window.

12

Accept the default location to store this cache'slog files, or click
Browse, select an appropriate directory, and click OK.

Note
The ContentReporter server copies the log files to this location
before processing them. If it failsto process aparticular log file, it
leavesthelog file in this directory.

13

To delete the log files after processing, select the appropriate check
box.

14

Accept the default number of error lines (200), or enter another
number. If you do not want the number of error linesin alog file to
stop the ContentReporter server from processing, enter the number 0.

15

After you enter all the required information, click OK.

Result: You return to the Cache Group tab and the cache appears
under the cache group in the left-hand panel.

16

Click Apply or OK to save the changes to the ContentReporter
server.

Result: You successfully added the NetCache to a cache group.

17

Go to “ Step three: Scheduling log file collection” on page 93 to
create a scheduled event to collect and process this cache group’slog
files.
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Using Auto
Discovery

Adding caches with
Auto Discovery

You can use the ContentReporter Auto Discovery feature to add one or more
SNMP-enabled NetCache appliances (for which you have community string
names) to a cache group to collect and process log files. You can only discover
NetCaches with Class C | P addresses using the Auto Discovery feature. Each
NetCache appliance has an | P address consisting of four numbers separated by
periods. In ContentReporter, the first three numbers represent the subnet on
which the NetCacheis located. You can add some or all of the NetCache
appliances located on the same subnet at one time with the Auto Discovery
feature.

Note
You can only detect SNMP-enabled NetCaches for which you have a community
string names with the Auto Discovery feature. For more information, see
Appendix C, “Enabling SNMP and using Auto Discovery,” on page 194.

To use Auto Discovery to add NetCache appliances to a cache group, complete
the following steps.

Note
If you want to use Auto Discovery to discover some NetCaches that allow
collection by SSL and othersthat do not, compl ete the following stepstwice. The
first time you complete these steps, select SSL in Step 9, and select only the
NetCaches that allow collection by SSL in Step 11. The second time you
complete these steps, do not select SSL in Step 9, and select only the NetCaches
that do not use SSL in Step 11.

Step | Action

1 | From apage in ContentReporter, click the Administration tab.

2 | From the Administration page, click the Admin button.

3 | From the Cache Group tab, select a cache group in the left-hand panel,
and click Discover.

Result: Thefirst Auto Discovery window appears.
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Step

Action

Ensure that the appropriate cache group appears in the upper-right
Cache Groupsfield, then click Discover New Caches.

Result: The second Auto Discovery window appears.

Auto Discovery

Discovered Caches: Cache Groups: Ok |
Cache IP 05 Yearsi... |tewksbur\,r_grnup LI Cancel |

12345678 linfdreme..
12.34.56.79  |infdreme... Add == Cache [P | OS Yersion
12.34.56.88 |midreme... 12.34.56.95 |inketibuild...

=< Retmaove

Pk

Clear

| Discover Mew Caches I

va Applet Window

5 | Enter the subnet on which the NetCache appliances are |ocated.

6 | Inthe Rangefields, enter the first and last numbers of the range you
want to search for NetCache appliances. Any range between the
numbers 1 and 254 is acceptable.

7 | Ensurethat the correct string appears in the community field to detect
the SNMP-enabled NetCaches. The default is“public.”

8 | Enter the NetCache user name and password.
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Step

Action

Ensure that the port field displays 3132 for caches allowing HTTP
collection of log files or, check the SSL box, and ensure that the port
field displays 443 for caches allowing SSL protocol collection.

E’ihutn Discovery

Subnet———
( fiz | s | Jes |

Range:

Bl s

Carmmunity:

|puh|ic

User:

|admin

FPassward:

I**#***#*

Part:

3132
[ Caonnectusing SSL

Waiting for user...

"Diswvew Status:

Discover |

Cancel |
Help |

|Java Applet Window
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Step

Action

10

After you enter all required information, click Discover.

Note
Auto Discovery takes approximately one second for each number in a
range.

Result: ContentReporter searches for all SNM P-enabled NetCache
appliancesin therange of the subnet that are recognized with the
selected community string.

If... Then...

ContentReporter discoversany | Proceed to step 11 to select the
NetCache appliancesin the NetCache appliances for this
subnet range, you returnto the | cache group.

first Auto Discovery window,
and the discovered NetCaches
appear in the left-hand
Discovered Caches panel.

The No Caches Discovered 1. Click OK toreturn to the first
dialog box appears Auto Discovery window.

2. Verify that the NetCaches are
SNM P-enabled, and that the
community string, User name,
Password, and port numbers
are correct.

3. Repeat steps 4 through 10.

11 | Select the NetCachesin the left-hand Discovered Caches panel, and
click Add.
Result: The NetCaches appear in the right-hand panel.

12 | Totest connectivity between ContentReporter and the selected

NetCaches, click Test Connection.

Result: The Test Cache Connectivity window appears, and, when
ContentReporter completes the test, displays a status of either
“available” or “not available” for each NetCache.
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Step

Action

If...

Then...

All the NetCaches have an
“available’ status

Click OK to return to the first
Auto Discovery window.

Some or all of the NetCaches
have a“not available” status

1. Click OK to return to thefirst
Auto Discovery window.

2. Veify that the
ContentReporter server can
resolve the fully qualified
domain name of each
NetCache that had a“not
available” status.

3. If using SSL, verify each
certificate isin the proper
directory.

4. Intheright-hand panel, select
each NetCache that had a“ not
available’ status and click
Remove.

5. Repeat Steps 4 through 12.

Click OK.

Result: You return to the Cache Group tab, and the NetCaches
discovered with the Auto Discovery feature appear under the cache

group in the left-hand panel.

Click OK to return to the Cache Group tab.

Click Apply or OK to save your changes.
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Step

Action

17

Go to “ Step three: Scheduling log file collection” on page 93 to create
a scheduled event to collect and process this cache group’slog files.

Note
The Auto Discovery feature does not give you the ability to specify a
folder to storethe collected log files. If you accept the Auto Discovery
default location, ContentReporter stores collected log files for each
cache added with Auto Discovery in the ContentReporter server
machine'sfolder:

.\Network Appliance\ContentReporter\jakarta-
tomcat\webapps\ContentReporter\cache group name\cache name\.

To specify adifferent location to store a particular cache's log files,
you must modify the cache’s settings.

See step 4 of “Modifying a cache’s settings’ on page 107.

Note
By default, the Auto Discovery feature uses each NetCache's IP
Address for the NetCache Settings window Name or IP Address field
vaue. If ContentReporter will use SSL to collect from a NetCache
added with Auto Discovery, the Name or |P Address field value must
match the NetCache's Common Name. If the cache's NetCache
Management console Common Namefield valueisnot its|P Address,
you must modify the NetCache settings in ContentReporter to specify
the correct name in the Name or IP Address field of the NetCache
Settings window.

See step 6 of “Modifying a cache’s settings’ on page 107.

To learn about the NetCache Common Name field, see “NetCache
Name or IP Addressfor SSL” on page 79.
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Adding caches to the cache group
Adding a cache to collect from an FTP server

About collecting log
files from an FTP
server

Adding a cache to
collect from an FTP
server

You can configure ContentReporter to collect and process log files saved on a
File Transfer Protocol (FTP) server. To schedule the collection and processing of
theselog files, you first add a NetCache appliance to a cache group with which to
associate these log files. At each collection event, ContentReporter collects all
log files in the specified directory that have more recent time stamps than the
newest log file collected during the previous collection event.

Note
ContentReporter only uses standard FTP to collect log files from an FTP server.
You cannot use passive mode enabled FTP. As aresult, you cannot collect from
an FTP server behind afire wall or Network Address Translation (NAT) box.

Note
ContentReporter can only collect log files from an FTP server that supports
UNIX-stylefilelists. Thisisthe FTP LIST command format. To collect log files
from an |1S server, you must configure the FTP server to use the UNIX format.
The FTP server cannot use the MS-DOS format.

To add a cache to collect and process log files from an FTP server, complete the
following steps.

Step | Action

1 | From apagein ContentReporter, click the Administration tab.

2 | From the Administration page, click the Admin button.

3 | From the Cache Group tab, select a cache group in the left-hand
panel, and click New Cache.

4 | Inthe New Cache window, enter a name for the log file source, click
the Collect from FTP Server button, and then click Settings.
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Step

Action

In the FTP Settings window, enter the name of the FTP server in the
Server field, ensure that the correct port number (such as 21) appears
in the Port field, enter the FTP user name and password, enter the
name of the folder on the FTP server that contains the log files (such
as“/userg/jsmith/logs”) in the File location field, and then click OK.

If the log files contain no header, select the appropriate check box,
and then click the button for the log file's format.

Accept the default location to store this cache’s log files, or click
Browse, select an appropriate directory, and click OK.

To delete the log files after processing, select the appropriate box.

Accept the default number of error lines (200), or enter another
number. If you do not want the number of error linesin alog file to
stop the ContentReporter server from processing, enter the number 0.

10

After you enter all the required information, click OK.

Result: You return to the Cache Group tab and the cache appears
under the cache group in the left-hand panel.

Click Apply or OK to save your changes.

Result: You successfully added a cache to collect and process log
filesfrom an FTP server.

12

Go to “ Step three: Scheduling log file collection” on page 93 to
create a scheduled event to collect and process this cache group’slog
files.
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Step three: Scheduling log file collection

About collection Scheduling the collection of a cache group’slog filesisthe third and final step of
events setting up log file collection. Once ContentReporter collects and processes a
cache group’slog files, you can examine information about the collection event.

For detailed For details about scheduling and examining log file collection events, see the
information following topics:

& “Scheduling log file collection and processing” on page 94
¢ “Examining information about scheduled events’ on page 97
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Step three: Scheduling log file collection
Scheduling log file collection and processing

About scheduling Once you create a cache group and add one or more cachesto the group, you can
log file collection create ascheduled event to collect and process the group’s log files onetime or at
regular intervals. You create scheduled events on the Scheduled Events page.

Note
You can only create scheduled events to collect and process log files from cache
groups, not individual caches. If you want to create a scheduled event to collect
and process one cache's log files, placeit in its own cache group.

Which log files If you create a scheduled event to collect and process the log files from a
ContentReporter directory, a NetCache appliance, or an FTP server at scheduled intervals,
collects ContentReporter will process all log files (in the directory, on the NetCache, or

on the FTP server) that have more recent time-stamps than the newest log file
processed during the previous collection and processing event.

The Scheduled The following screen shows the Scheduled Events page.
Events page

&

MNetworkAppliance® e p
A _-’ e (Adminiisation | (Query Definitions’ (Report Definitions | [ | Report Results
Scheduled Events
Copy | Editl Fun | Delete | Check Al | Histary || Findl refresh SBCID Start | =] |
LEE Created State Status Schedule Hext Type
Mame D ate Condition Run D ate
1 [T techpubs11272001_163306 11/27/01 Expired One Time Only  Mever tanual File Import :I
2 [ Collect fom'ts caches.  10/23/01  Completed hourly Tue @ 407 PM 10430401 EE":C‘ andloinpar
3 [ %4 eport 10/29/01 Completed Successful one time only  Mon @& 10:43 48 10/29/01 Reporting
94
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Scheduling log file To schedule log file collection and processing, complete the following steps.

collection and

processing Step

Action

1

From a page in ContentReporter, click the Scheduled Events tab.

Result: The Scheduled Events page appears.

Click the New button.
Result: The Details tab appears.

Note

To learn more about the Details tab, see “Details tab” on page 59.

Enter a name (such as “ Cache Group 1 Collection”) in the Task
Name field.

Select “Collect and or import logs’ from the Type drop-down
selection list.

Select the cache group from the Cache Groups drop-down list.

Click the Schedule tab.
Result: The Schedule tab appears.

Note

To learn more about the Schedule tab, see “ Schedule tab” on page 61.

Schedule the collection and processing of this group’slog files one

time or at regular intervals. (If you want the first occurrence of a

recurring collection event to begin as soon as possible, schedule it to

begin in one or two minutes.)

Note

Thelower half of the Schedul e tab dynamically changes asyou select

different frequencies from the “Execute this task” drop-down list.
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Step

Action

Click the Security tab.
Result: The Security tab appears.

Note
To learn more about the Security tab, see “ Security Tab” on page 63.

Accept the default security settings for this scheduled event, or
change them as needed.

10

Click OK.

Result: You return to the Scheduled Events page, the new scheduled
event appears on the page, and you have successfully scheduled the
collection and processing of this cache group’slog files.

After ContentReporter has collected and processed this cache
group’slog files, you can view information about the scheduled
event, and information about the log files. To learn more about
examining a scheduled collection event’s history, see “Examining
information about scheduled events’ on page 97.

Note
You can force the ContentReporter server to immediately run alog
file collection and processing event by checking its box in the Task
Name column and clicking Run on the Scheduled Events page.
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Step three: Scheduling log file collection
Examining information about scheduled events

About examiningan  ContentReporter givesyou the ability to examine detailed information about each
event’s information  scheduled log file collection and processing event while it occurs and after it

compl etes.
The Scheduled The Scheduled Events page provides feedback about each collection event as it
Events page occurs. You can monitor a scheduled event’s current state (such as “ Running,”
“Idle,” or “Completed”) and its status or condition (*“ Successful” or “Failed”) on
the Scheduled Events page.

Scheduled Events The follow screen is the Scheduled Events page.
page

MNetworkAppliance®

NP

Scheduled Events

Copylﬂl Runl Deletel Check Al | Histony || mlrefreshseclﬂ Star‘(l Stopl

Task Created State Status Schedule Hext Type

Mame Date Condition Run Date

1 [T techpubs11272001_163306 11/27/01 Expired Orne Time Only  Mewver t anual File Import 5
2 [ Collect fom'ts caches.  10/23/01  Completed hourly Tue @ 4:07 PM 10/30/01 E;":C‘ andlolinpot

3 [T %4 report 10429401 Completed Successful ohe time only  Mon @ 10:43.4M 1023501 Reporting
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Event states,
statuses, and

The following table describes the possible states, statuses, and conditions of
scheduled events.

conditions
Event Property | Value M eaning
State Pending An occurrence of the scheduled event will begin when some other
process completes.
Running An occurrence of the scheduled event is currently running.
Completed An occurrence of the scheduled event has just completed.
Idle The scheduled event is scheduled to occur sometime in the future.
Status Condition | Pending The scheduled event will begin when some other process
compl etes.
Successful The scheduled event was successful.

With Errors The scheduled event completed, but had one or more errors. It did

not completely fail nor completely succeed.

Failed The scheduled event failed.

The History, Details,
and Logs pages

ContentReporter also creates a“History” page, a“Details’ page, and a“Logs’
page for each scheduled collection event after it completes. You can open these
three pages to examine information about a scheduled log file collection and
processing event. The following table describes these three pages.

Scheduled event page | Function

History page Enables you to:
¢ View information (such as the Start Time, Finish Time, Duration, Status,

and Type) about each occurrence of a scheduled event.
¢ Open the Logs page and Details page.

Logs page Lists the log files collected for an occurrence of a scheduled event.

Details page Lists the ContentReporter server’s actions (such as “ Collecting from” or
“Getting file") and status (such as “ Completed” and “ Successful”) for each
occurrence of a scheduled event.
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The Scheduled The following screen shows the Scheduled Event History page.
Event History page

NerworlcAppliance®

Scheduled Events Histary

Clusel Check aAll | Lugsl Dietails |

Task Name Start Time Finizh Time Duration Status

1 o Colleetfromts o0 0ot 2910:07.01 EST 2001 Mon Dot 2310:12 14 EST 2001 5 minutes 14 seconds  SUCCESSFUL ESEEECT AND OR IMPORT <]

caches.

o [ Collecthramts o Dot 2917:07:01 EST 2001 Mon Dt 23 17:0816 EST 2001 1 minutes 16 secands

COLLECT AMD OR IMPORT
caches. SUCCESSFUL L0GS

3 O Egﬂﬁi;fmm ts Mon Oct 23120700 EST 2001 Mon Oct 2312:0215E5T 2001 1 minutes 15 secands

4 M Egﬂﬁg‘sfmm & Mon Oct 23130701 EST 2001 Mon Oct 2312:0816 EST 2001 1 minutes 16 seconds

SUCCESSFLIL EgléléEET AND OR IMPORT
COLLECT AWD OR IMPORT
SUCCESSFUL (oGs

g [0 Colletfomts o Dot 2914:07.01 EST 2001 Mon Dt 23 140816 EST 2001 1 minutes 16 secands

COLLECT AMD OR IMPORT
caches. SUCCESSFUL [0GS

The Events History  Thefollowing screen shows the Log Files page.
Log Files page

¢ ContentReporter

NetworkAppliance®
) _,’ — [Administration [Query Definitions [Report Definitions | | Report Resulis

Eventz Hiztary Log Files
Close |

Task Name Log File Name

Callect from tx . . -
1 caches 10292001 101214 Larien. ganetcache. com hittp_log.0:245.0:1 002502645

Callect from ks : . b
2 caches. 10292001 101214 Larien.ganetcache.com hitp_log.1:245.0:1002904442

Collect from tz " . -
3 caches 10292001 101214 Larien. ganetcache. com hittp_log. 2: 245.0:1002904447

Callect from ks . b -
4 caches 10232001_101214 Larien. ganetcache. com hittp_log. 3: 245.0:1002306241

Callect from ks : . -
5 caches 10292001 101214 Larien.ganetcache. com hitp_log.4:245.0:1 002908246
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The Events History  Thefollowing screen shows the Details page.
Details page

¢ ContentReporter

NetworkAppliance®

*26) _,’ e [Adinisiration | (Query Definitions | (Report Definitions! ‘ [ Report Resulis

Eventz Hiztory Detailz

Cloze |

Larien. ganetcache. com: Collecting from
Larien.ganetcache. cor: Completed Successful
Larien. ganetcache. com: Getting file http_lag.0
Larien. ganetcache. corn: Getting file http_lag.1
Larien. ganetcache. com: Getting file http_lag.2
Larien.ganetcache. com: Getting file http_log. 3
Larien. ganetcache. com: Getting file http_lag.4
Larien.ganetcache. com:Getting file http_log.5
Larien.ganetcache. com: Getting file http_log &

10 Lorien. ganetcache. com: Getting file http_log. 7

11 Lerien. ganetcache. com:Getting file hitp_log.8

12 Lorien. ganetcache. com:Getting file http_log 3

13 Lorien. ganetcache. com:Getting file streaming_lag.0
14 Lorien. ganetcache. com:Getting fle streaming_log.1

3

000 ] T g L R

Note
You can also learn more about a particular collection event by examining the
ContentReporter log file. To learn more about the ContentReporter log file, see
“Examining the ContentReporter server log file” on page 152.

Examining the To examine the history of a completed scheduled log file collection and
history of a processing event, complete the following steps.
scheduled event

Step | Action

1 | From apage in ContentReporter, click the Scheduled Events tab.

Result: The Scheduled Events page appears, and a completed log
file collection events appear on the page. A collection event’snameis
composed of the cache group’s name and a time-stamp.
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Step

Action

To examine more detailed information about thislog file collection
and processing event, check the box adjacent to this event, and click
History.

Result: The scheduled event’s History page appears.

To examine the names and locations or sources of log files, check the
box adjacent to an occurrence of this event, and click Logs.

Result: TheLog Files page for this occurrence of the event appears,
and lists the names and locations or sources of the log files.

After examining the log files, click Close to return to the Scheduled
Events History page for this event,

To examine the ContentReporter server’s actions for an occurrence of
the scheduled event, check the box adjacent to an occurrence of the
event, and click Details.

Result: The Details page for this occurrence of the scheduled event
appears.

After examining the details, click Close to return to the Scheduled
Events History page for this event,

When you have finished examining the history of the scheduled
collection event, click Close.

Result: You return to the Scheduled Events page, and have
successfully examined the history of the scheduled log file collection
and processing event.
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Modifying cache groups and caches

About modifying In certain situations, you need to modify some cache or cache group settings and
cache groups and properties. For example, you may need to add or remove a particular cache from
caches agroup or change the type of analysis (HTTP, Streaming, or both) performed on

acache group’slog files. You may also need to change the number of acceptable
error linesin acache’slog files or change the location to store a cache’s collected

log files.
For detailed The following sections describe how to modify cache groups and caches:
information & “Modifying acache group” on page 103

¢ “Deleting a cache group” on page 105
¢ “Maodifying a cache's settings’ on page 107
& “Removing acache from a cache group” on page 109
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Modifying cache groups and caches

Modifying a cache group

About modifying a You can change the type of log file analysis (HT TP, Streaming, or both)
cache group performed for an existing cache group’s, and can add or remove caches from an
existing cache group.

Modifying a cache To modify a cache group, complete the following steps.

group

Step

Action

1

From a page in ContentReporter, click the Administration tab.

Result: The Administration page appears.

Click the Admin button.

Result: The Cache Group tab appears.

To change the type of log file analysis performed on a cache groups
log files, select acache group in the left-hand panel, and click
Modify Group.

Result: The Modify Group window appears.

Change the type of log file analysis (HT TP, Streaming, or both), by
checking or unchecking the appropriate boxes, and click OK.

Result: You return to the Cache Group tab, and have successfully
changed the type of analysis.

To add one or more caches to the cache group, select the cache group
in the left-hand panel, click either New Cache or Discover, and
complete the required steps.

To remove a cache from a cache group, select the cache in the | eft-
hand panel, and click Delete Cache.

Result: A confirmation message dialog box appears.
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Step | Action

7 | Click OK.

Result: The cache no longer appears under the cache group in the
left-hand panel, you return to the Cache Group tab, and you have
successfully removed the cache from the cache group.

8 | Click Apply or OK to save the changes to the ContentReporter
server.

Result: You have successfully modified the cache group.
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Deleting a cache group

About deleting a When you no longer need a particular cache group, you can easily deleteit. Since

cache group you cannot restore a deleted cache group, make sure you will no longer need it.
When you delete a cache group, you must also delete or modify any scheduled
collection events based upon this cache group.

To learn more about scheduled events, see “ Scheduling log file collection and
processing” on page 94.

Note
ContentReporter stores records in your database on a per cache basis. It does not
store records for cache groups. If you delete a cache group, and then create a new
cache group with the same name, the new cache group has no relation to the
deleted group with the same name. However, records for deleted caches remain
in the database. A report on a deleted cache will be based on the cache's database
records. In addition, if you delete a cache, and add a new cache with the same
name to a cache group, ContentReporter will associate the new cache with the
database records of the old cache.

Deleting a cache To delete a cache group, complete the following steps.
group

Step | Action

1 | From apage in ContentReporter, click the Administration tab.

Result: The Administration page appears.

2 | Click the Admin button.

Result: The Cache Group tab appears.

3 | Select acache group in the left-hand panel, and click Delete Group.

Result: A confirmation message dialog box appears.
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4 | Click OK.

Result: You return to the Cache Groups tab, and have successfully
deleted the cache group.

5 | Click Apply or OK to save the changes to the ContentReporter
server.

Result: You have successfully deleted the cache group.
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Modifying a cache’s settings

About modifying a You can change several cache settings, including the:
cache’s settings & Logfilelocation (NetCache, FTP server, or Directory)

L 4
L 4
L 4
L 4

Stored log files directory

Log file format

Number of acceptable error lines

State of the “Delete log files after parsing” check box

Modifying a cache’s  To modify acache's settings, compl ete the following steps.

settings

Step

Action

1

From a page in ContentReporter, click the Administration tab.

Result: The Administration page appears.

Click the Admin button.

Result: The Cache Group tab appears.

Select a cachein the | eft-hand panel, and click Modify Cache.

Result: The Modify Cache window appears.

Modify the cache's settings on the Modify Cache window.

To modify NetCache Settings (or FTP settings), click Settings.

Result: The NetCache Settings (or FTP Settings) window appears.

Modify the settings on the NetCache Settings (or FTP Settings)
window, and click OK.

In the Modify Cache window, click OK.

Result: You return to the Cache Group tab.
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8 | Click Apply or OK to save the changes to the ContentReporter
server.

Result: You have successfully modified the cache.
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Modifying cache groups and caches
Removing a cache from a cache group

About removing a
cache from a cache

group

Removing a cache
from a cache group

You can remove a cache from a cache group to add it to another group, or to
completely stop collecting and processing itslog files.

Note
ContentReporter stores records in your database on a per cache basis. It does not
store records for cache groups. If you delete a cache group, and then create anew
cache group with the same name, the new cache group has no relation to the
deleted group with the same name. However, records for deleted caches remain
in the database. A report on adeleted cache will be based on the cache's database
records. In addition, if you delete a cache, and add a new cache with the same
name to a cache group, ContentReporter will associate the new cache with the
database records of the old cache.

To remove a cache from a cache group, complete the following steps.

Step | Action

1 | From apagein ContentReporter, click the Administration tab.

Result: The Administration page appears.

2 | Click the Admin button.

Result: The Cache Group tab appears.

3 | Select acachein the left-hand panel, and click Delete Cache.

Result: A confirmation dialog box appears.

4 | Click OK.

Result: You return to the Cache Groups tab, and have successfully
deleted the cache.
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5 | Click Apply or OK to save the changes to the ContentReporter
server.

Result: You have successfully deleted the cache.
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Importing saved log files

Aboutimporting log
files

Import Log Files
page

Import Log Files
page components

The Import Log File page give you the ability to process log files for a cache
device without creating a scheduled event. This feature enables you to process
log filesthat were not collected or processed by a scheduled event and output the
result to your database for a new or existing cache device.

The following screen shows the Import Log Files page.

Cache Group: |gmup5 |
Cache: |cach92 |
Log Files: | filesinttp_log 7 | Add ‘
| filesthitp_log.7.cr3
| files\streaming_log .8 ‘
| filegistreaming_log.2.cr3 BRI
1] B v | Cancel ‘

Import Logs ‘

The following table describes the Import Log Files page components and their
functions.

Component | Function

Cache Lists the name of the cache group of the cache device that
Group field | generated thelog fileor file. If you selected the check box next
to a cache on the Administration page before opening the
Import Log Files page, this field displays the cache group of
the cache.
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Component | Function

Cachefield | Liststhe name of the cache device that generated the log file.

If you selected the check box next to a cache on the
Administration page before opening the Import Log Files
page, thisfield displays the cache name.

Log Files Liststhe log files you selected to be imported.

panel

Add button | Enables you to browse to the folder that contains the log files,

and to select one or more log files.

Remove
button

Enables you to deselect one or more log files for importing.

ImportLogs | Enablesyou to launch the process of importing and processthe

button

selected log file or files.

To import one or more log files, complete the following steps.

Step

Action

1

From a page in ContentReporter, click the Administration tab.

From the Administration page, click the Import button.

If you did not select the check box next to a cache on the
Administration page before opening the Import Log Files page, enter
the name of a new or existing cache group.

If you did not select the check box next to a cache on the
Administration page before opening the Import L og Files page, enter
the name of anew or existing cache.

If you enter the name of an existing cache, you must enter its current
cache group in the Cache Group field.

Click Add.
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Step

Action

Browseto thelocation of thelog files, select thelog files you want to
import using the Ctrl+Shift keys to select multiple files, and then
click OK.

Result: You return to the Import Log File page, and the log file or
log files appear in the Log Files panel.

To select additional log filesto import, repeat Steps 5 and 6.

After you select the log files you want, click Import Logs.

Result: ContentReporter processes the log files and updates the
database for this cache group and cache.

To view general information about thisimporting event, click the
Scheduled Events tab.

Result: The Scheduled Events page appears with aManual File
Import event for this cache group. The event’s nameis comprised of
the cache group name and a time/date stamp.

10

To view detailed information about this manual file import, select the
check box next to this event, then click History.

To view the names and locations of the imported log files, select the
check box next to this event, then click Logs.

12

After viewing the log files, click Close to return to the Scheduled
Events History page for this event, then click Close again.
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Setting Access Control 5

About this chapter This chapter gives you the information you need to configure authentication and
permissions for users and groups in ContentReporter.

Note
To add aLocal user and set permissions by following “ Quick-Start” instructions,
see Appendix A, “Quick-start: Adding aLocal user and setting the user’s
permissions,” on page 174.

Topics covered in This chapter covers the following topics:

this chapter & “Learning about authentication, permissions, and security” on page 116
¢ “Configuring LDAP and NTLM authentication” on page 125
¢ “Adding user groups and setting user group permissions’ on page 131
¢ “Adding Local usersand setting Local user permissions’ on page 134
¢ “Maodifying user and user group permissions’ on page 138
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Learning about authentication, permissions, and security

About access The combination of authentication, permissions, security, and Web site name
control restrictions gives you the ability to assign multiple users and groups different
levels of access to pages and objects in ContentReporter.

For detailed The following sections explain authentication, permissions, and security in
information ContentReporter:

& “Authentication in ContentReporter” on page 117

& “Page permissionsin ContentReporter” on page 119
& “Web site name restrictions’ on page 121

& “Security in ContentReporter” on page 123
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Learning about authentication, permissions, and security
Authentication in ContentReporter

About
Authentication

Authentication
methods

The ContentReporter server authenticates a username-password combination
each time auser logs in. ContentReporter gives you the ability to simultaneously
use its own built-in “Local” authentication, and either a Lightweight Directory
Access Protocol (LDAP) server or an NT LAN Manager (NTLM) to authenticate
users. A Local user isalogin account maintained in the ContentReporter
application.

Note
Adding and deleting groups to set permissions in ContentReporter for LDAP or
NTLM authentication only adds or deletes them from the ContentReporter
database. These actions have no effect on your organization’s LDAP or NTLM
database.

Thefollowing screen highlights the Authentication Method drop-down list on the
Administration Authentication tab.

fCat:he Group rUser Groups rnuthenticatiun rDB Admin

Authentication Method:  [MTLM 'I

NTLM Lacal
LDAP
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LDAP and NTLM
failover to Local
authentication

The relationship
between user and
group permissions

118

Local users (such astheinitial “admin” and “guest” users) can still log into
ContentReporter when you select LDAP or NTLM. When you select LDAP or
NTLM as the authentication method, the ContentReporter server checks each
login attempt with that method. If alogin authentication fails, the
ContentReporter server attempts to authenticate the user name-password
combination with its Local authentication. To completely secure the
ContentReporter server with LDAP or NTLM authentication, you must also set
permissions for (or delete) all Local user accounts.

You can set permissions and security for groups and for Local users. You cannot
set permissions or security for individual userswith NTLM and LDAP
authentication. If you set permissions or security on the group level, the
permissions affect all usersin the group. For example, if you take away all
Administration privileges from the Guest group, no user in the Guest group can
have Administration privileges. Each Local user you create must be amember of
either the Admin, Guest, or User Local group. Initsinitial configuration,
ContentReporter has two Local users: “admin” (password “admin”) and “ guest”
(password “guest”).

Note
When auser or group has two or more different permissions or security settings,
the most restrictive permissions or security setting overrides the more permissive
setting(s).
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Page permissions in ContentReporter

About page
permissions

ContentReporter gives you the ability to grant Unix-style permissions (read,
write, execute, and delete) for the Administration, Query Definitions, Report

Definitions, Scheduled Events, and Report Results pages. You can specify which
Local users and which groups have permission to access a page, and how they
can use a page’s features and objects. For example, if you set permissions so that
the “Everyone”’ group does not have read privileges for the Administration page,
members of this group cannot access this page and its features. If you take away
delete privileges from the “ Guest” group on the Query Definitions page,
members of the group will be able to create, modify, and copy query definitions

on the page, but not be able to delete them.

page permissions The following screen highlights the Page permissions panel.
panel
Type Fead Wirite Execute Delete

Events v [w] [l [
Repaorts v [ v [
Guery Definitions [ v vl [w!
Report Results vl [w! v [v!
Administration [ [ = [
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Page permissions The following table describes page permissions in ContentReporter
descriptions

Page Permission Enablesa user or group to...
Administration Read Access the Administration page and to examine
administrative settings.
Write Make Administrative changes (such as modifying a
cache group or changing permissions).
Execute Does not apply.
Delete Does not apply.
Query Definitions Read Access the Query Definitions page.
Write Create, modify, and copy query definitions on the page.
Execute Does not apply.
Delete Delete query definitions on the page.
Report Definitions Read Access the Report Definitions page.
Write Create, modify, and copy report definitions on the page.
Execute Generate areport (by clicking Run) for the report
definitions on the page.
Delete Delete report definitions on the page.
Scheduled Events Read Access the Scheduled Events page.
Write Create, modify, and copy scheduled events on the page.
Execute Generate new occurrences (by clicking Run) of

scheduled events on the page.

Delete Delete scheduled events on the page.
Report Results Read Access the Report Results page and to view generated
reports.
Write Does not apply.
Execute Does not apply.
Delete Delete generated reports.
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Web site name restrictions

Web site
restrictions

Site Name and Host
Name

Site Name and Host
Name examples

In addition to setting page permissions, you can specify the Web site names on
which auser or group can generate reports. By default, a user or group can
generate reports on all site names (such as “www.netapp.com”) in acache's
database records. When you specify site namesfor aLocal user or agroup in the
Add Permissions and Modify Permissions windows, the user or group can only
create and run reports on these sites names.

In ContentReporter, a“ Site Name” isthefirst or only domain name (with its
extension) in aURL string. When one web site hosts another web site, the first
domain name (with its extension) is the “ Site Name,” and the last domain name
(with its extension) isthe “Host Name.”

The following table provides examples of Site Names and Host Namesiin
ContentReporter.

Log fileentry

Site Name Host Name

www.netapp.com/newproducts/index.html Www.netapp.com | none

www.netapp.com/aaa/www.webmanage.com/home.htm | www.netapp.com | www.webmanage.com
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The Site Names The following screen illustrates the Site Names panel settings for user “ SJones”

panel on the Add Permissions window.
<z Add Permissions
Mame: IS.Jcnnes 0] 4 |
Type | Read | Write |Execute| Delete Cancel |
Events v [ [ =
Reports| v [ [ = Clear |
Query..| [« v vl ==
Repar..| [« = v = =
Site Mames
iy netapp.com Add
WA e DN A . COM SETE |
|Java Applet Window
The Report The following screen highlights the Report Definitions Data tab settings for user
Definitions Datatab  “SJones.”
fﬂepurt |/Slyle rData rQuery rSecurily|
Report Filter
Site Name [www.netapp.cam [~
: ) netapp.com
File f Clip:
e D AN E.COm
ClientlP: |
rTime Filter
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Security in ContentReporter

Object security In addition to page permissions (which apply to all objects on a page),
ContentReporter gives you the ability to set security for users and groups on

specific abjects (query definitions, report definitions, and scheduled events) on
pages. You set object security on the Security tab of the particular definition or
event. Object security enables you to prevent certain users or groups who have
access to the Query Definitions, Report Definitions, and Scheduled Events pages

from seeing, modifying, running, selecting, or deleting particular events or

definitions.

Security tab The following screen highlights the object Security tab settings.

Securitg.rl

rUsers:

Mames:
v Read

lJSmith, BJones, SBrown
vl Wirite [ Execute [ Delete

Eroups:

Mames:
|+ Read

|Users
[v! Write | Execute [ Delete
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Object security
descriptions

The following table describes object security in ContentReporter.

Object Type Security Enablesa user or group to...
Query Definition Read See the query definition on the Query Definitions page
and select it for areport definition.
Write Modify and copy the query definition.
Execute Does not apply.
Delete Delete the query definition.
Report Definition Read See the report definition listed on the Report Definitions
page and select it for a scheduled event.
Write Modify and copy the report definition.
Execute Generate areport with this report definition (by clicking
Run) from the Report Definitions page.
Delete Delete the report definition.
Scheduled Event Read See the scheduled event on the Scheduled Events page.
Write Modify and copy the scheduled event.
Execute Run the scheduled event (by clicking Run) from the
Scheduled Events page.
Delete Delete the scheduled event.
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Configuring LDAP and NTLM authentication

About
authentication

For detailed
information

The ContentReporter server authenticates a username-password combination
each time a user logs in. ContentReporter gives you the ability to simultaneously
use its own built-in “Local” authentication, and either a Lightweight Directory
Access Protocol (LDAP) server or an NT LAN Manager (NTLM) to authenticate
users. If you configure ContentReporter for LDAP or NTLM authentication,
userswill be able to log into ContentReporter with their account, and you will be
able to set permissions for these users on a group level. You can only set
permissions for existing groups in your LDAP or NTLM database. You cannot
set permissions for individual usersin your LDAP or NTLM database.

Caution
When you successfully configure ContentReporter for LDAP or NTLM
authentication, all usersin your organization’sLDAP or NTLM databaseinitially
have full permissions, including Administration permissions, by default. To learn
more about configuring permissions for groups, see “ Adding user groups and
setting user group permissions” on page 131.

The following sections describe how to configure LDAP and NTLM
authentication:

¢ “Configuring ContentReporter for LDAP authentication” on page 126
¢ “Configuring ContentReporter for NTLM authentication” on page 129
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Configuring LDAP and NTLM authentication
Configuring ContentReporter for LDAP authentication

About LDAP
authentication

LDAP settings on
the Authentication
tab

126

ContentReporter gives you the ability to use an existing Lightweight Directory
Access Protocol (LDAP) server for authentication. Thisincludes Microsoft
Active Directory. Basicaly, you “point” ContentReporter at an LDAP server.
When users attempt to log into ContentReporter with their LDAP account, the
ContentReporter server retrieves the account information from the database on an
LDAP server.

The following screen highlights LDAP settings on the Authentication tab.

fCat:he Group rUser Groups rnuthernicatiun |/DB Admin rBiIIing rLicensing rLugging |

Authentication Method:  [EBETS ﬂ

~LDAF
LDAP Server:(lp) [12.34.56.78
Part: {1234
LDAP Password: B
User ID(UID) Field: { uid
Base Distinguished Mame: |D=netapp.c0m

OK | | Cancel | | Apply | | Help
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LDAP Settings The following table describes the ContentReporter LDAP settings.

L DAP Setting Description

LDAP Server IP The IP Address (such as 12.34.56.78) of the LDAP
server.

Port The port through which ContentReporter will accessthe
LDAP server.

LDAP Password The password ContentReporter will use to gain access
to the bind distinguished name. This password
authorizes ContentReporter to access and query the
LDAP directory.

User ID (UID) The name (often “uid”) of the attribute in the LDAP
directory that contains user login names that
ContentReporter will authenticate.

BaseDistinguished | The name of the directory on the LDAP server where

Name ContentReporter begins its authentication search.

Configuring To configure ContentReporter for LDAP Authentication, complete the following

ContentReporterfor  steps.
LDAP

Step | Action

1 | From apagein ContentReporter, click the Administration tab.

Result: The Administration page appears.

2 | Click the Admin button.

Result: The Cache Group tab appears.

3 | Click the Authentication tab.

Result: The Authentication tab appears.

4 | Select LDAP from the Authentication Method drop-down list.

Result: The lower portion of the Authentication tab dynamically
changes and displaysthe LDAP setting fields.
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Step | Action

5 | Enter the LDAP Server IR, the Port number, the LDAP Password, the
User ID (UID), and the Base Distinguished Name in the appropriate
fields, and click Apply or OK to save the changesto the
ContentReporter server.

Result: You have successfully configured ContentReporter for
LDAP authentication.
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Configuring ContentReporter for NTLM authentication

About NTLM ContentReporter gives you the ability to usean NT LAN Manager (NTLM)

authentication domain controller’s user database to authenticate users. When users attempt to
log into ContentReporter with their NTLM account, the ContentReporter server
will retrieve the account information from the domain controller’s database.

NTLM settings on The following screen highlightsthe NTLM setting on the Authentication tab.
the Authentication

tab fCat:he Group rUser Groups rnuthernicatiun |/DB Admin rBiIIing rLicensing rLugging |

Authentication Method:

~TTLM

Windows Domain Mame ;. |netapp
OK | | Cancel | | Apphy | | Help

Configuring To configure ContentReporter for NTLM Authentication, complete the following
ContentReporterfor  steps.
NTLM
authentication Step Action

1 | From apagein ContentReporter, click the Administration tab.

Result: The Administration page appears.
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Step

Action

Click the Admin button.

Result: The Cache Group tab appears.

Click the Authentication tab.

Result: The Authentication tab appears.

Select NTLM from the Authentication Method drop-down list.

Result: The lower portion of the Authentication tab dynamically
changes and displays the Windows Domain Name field.

In the Windows Domain Name field, enter the name of the domainin
which the machine on which you installed ContentReporter resides.

For example, if the ContentReporter server machineisin the
“netapp” domain, enter “netapp” in thisfield.

Click Apply or OK to save the changes to the ContentReporter
server.

Result: You have successfully configured ContentReporter for
NTLM authentication.
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Adding user groups and setting user group permissions

About setting group
permissions

Adding anew LDAP
or NTLM user group
and configuring its
permissions

When you use the LDAP or NTLM methods of authentication, you can only set
permissions on agroup level. You cannot set permissions for individual users
with LDAP or NTLM. When you use the ContentReporter Local authentication,
you can set permissions on both the group level and the user level. If you set
permissions or security settings on the group level, the permissions or security
settings affect all usersin the group. For example, if you take away all
Administration privileges from the Guest group, no user in the Guest group can
have Administration privileges.

Note
Adding and deleting groups to set permissions in ContentReporter for LDAP or
NTLM authentication only adds or deletes them from the ContentReporter
database. These actions have no effect on your organization’s LDAP or NTLM
database.

Although you cannot add new Local user groups, you can modify the
permissions of the three default Local user groups. To learn more about
modifying an existing group’s permissions, see “Modifying user and user group
permissions’ on page 138.

To add anew LDAP or NTLM user group and configure its permissions,
complete the following steps.

Step | Action

1 | From apage in ContentReporter, click the Administration tab.

Result: The Administration page appears.

2 | Click the Admin button.

Result: The Cache Group tab appears.

3 | Click the Authentication tab.

Result: The Authentication tab appears.
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Step | Action

4 | Select the method of authentication (either LDAP or NTLM) from
the Authentication Method drop-down list, and click the User Groups
tab.

Result: The User Groups tab appears.

5 | Click Add.

Result: The Add Permissions window appears.

6 | Tomodify the default permissions, check or uncheck the permissions
boxes as needed.

7 | To specify the site names upon which the new group can generate
reports, click Add.

Result: The Add Site Name window appears.

Note
By default, group members can generate reports on all sites names.
You can configure this new group’s permissions in the Add Site
Name window so that the group members can only generate reports
on the sites names you specify.

8 | Enter the site name (such as “www.netapp.com™”) and click OK.
Result: You return to the Add Permissions window.

Note
You can also use the * (asterisk) wildcard character in the Name
field. For example, you can enter “*.edu” so that the group can only
generate reports on sites names with the “.edu” extension.

9 | Repeat steps 7 and 8 to specify additional site names.

10 | When you have set the desired permissions, click OK.

Result: You return to the User Groups tab.
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Step

Action

To save the changes to the ContentReporter server, click Apply or
OK.

Result: You have successfully added the new user group and
configured its permissions.
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Adding Local users and setting Local user permissions

About Local users

Adding aLocal user
and setting the
user’s permissions

134

When you select the Local method of authentication, you use the “built-in”
ContentReporter user and group database. You can add multiple users and set
permissions with Local authentication. When adding a new user, you must add
the user to one of the three Local (Admin, Guest, and User) groups. You can set
permissions on both the group level and the user level with Local authentication.
Initsinitial configuration, ContentReporter has two Local users“admin”
(password “admin”) and “guest” (password “guest”).

Note
Unless you take away additional permissions or specify different Web site names
when creating anew Local user account, the account starts out with its Local user
group’s permissions.

To add aLocal user and configure the user’s permissions, complete the following
steps.

Step | Action

1 | From apagein ContentReporter, click the Administration tab.

Result: The Administration page appears.

2 | Click the Admin button.

Result: The Cache Group tab appears.

3 | Click the Authentication tab.

Result: The Authentication tab appears.
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Step | Action

4 | Select Loca from the Authentication Method drop-down list, and
click New.

Result: The New User window appears.

fCache Group rUser Groups rnutherrticatiun rDB Admin rBiIIing rLicensing rLugging |

Authentication Method:  |Local 'l

~Laocal
LzerMame Grau Email
guest Guest
nonadmin Usger
gearge Admin ﬂ
TMew | Modif | Delete |
| oK | | cancel | | Apply | | Help |

5 | Enter aname, a password, select one of the three groups from the
User Group drop down list, and, if desired, an e-mail address.

6 | To set permissions for this new Local user, click Permissions.

Result: The Add Permissions window appears.

2 New User
Username: Ok |
fSmith Cancel |
Passward: Permissions |
Iﬁﬁﬁ'ﬁ'ﬁﬁ
User Group:

[mdrnin =l

Ermail Address:
PSmith@netapp.com

|.J ava Applet Window
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Step

Action

To take away particular privileges, uncheck the appropriate boxes.

Note
If you have not granted a particular permission to the user’s group,
checking that permission in this window will not give the user that
permission. In thiswindow you can only take away permissionsfrom
this user that you have granted to this user’s group.

To specify the site name on which the user can generate reports, click
Add.

Result: The Add Site Name window appears.

Note
By default, users can generate reports on all site names. You can
configure auser’s permissions in the Add Site Name window so that
they can only generate reports on the site names you specify.

<3 Add Permissions

Mame: ISJones Ok |
Type | Read | Write |Execute| Delete Cancel |
Events ¥ [ vl V]

Ropors| b | | b _ctear_|
auery .| @ ¥ v v

Repar..| [v v v [l =

Site Mames

wiewy NETARE . COM Add
ey e AN 3GE. O Delste |

IJ awa Applet Window

Enter the site name (such as “www.netapp.com”) and click OK.
Result: You return to the Add Permissions window.

Note
You can aso use the* (asterisk) wildcard character in the Name
field. For example, you can enter “*.edu” so that the user can only
generate reports on site names with the “ .edu” extension.
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Step

Action

10

Repeat steps 8 and 9 to specify additional site names.

When you have set the desired permissions, click OK.

Result: You return to the New User window.

12

Click OK.

Result: You return to the Authentication tab.

13

To save the changes to the ContentReporter server, click Apply or
OK.

Result: You have successfully added a new Local user and
configured the user’s permissions.
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Modifying user and user group permissions

About modifying
permissions

For detailed
information

138

ContentReporter enables you to make the following changes:

L 4
L 4

Modify Local, LDAP, and NTLM user group permissions
Delete LDAP and NTLM user groups

Note
Deleting an LDAP or NTLM user group in ContentReporter only removes
the user group from the ContentReporter database. This action has no effect
on your LDAP or NTLM database. You cannot delete the three default Local
user groups.

Modify aLoca user’s permissions
Delete Local users

The following sections describe how to modify user and user group permission:

*

L 4
L 4
L 4

“Modifying a user group’s permissions’ on page 139
“Deleting an LDAP or NTLM user group” on page 141
“Modifying aLocal user’s permissions’ on page 142
“Deleting a Local user” on page 144
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Modifying user and user group permissions
Modifying a user group’s permissions

Modifying a user To modify an existing Local, LDAP, or NTLM user group’s permissions,
group’s complete the following steps.
permissions

Step | Action

1 | From apage in ContentReporter, click the Administration tab.

Result: The Administration page appears.

2 | Click the Admin button.

Result: The Cache Group tab appears.

3 | Click the Authentication tab.

Result: The Authentication tab appears.

4 | Select the user group’s method of authentication (Local, LDAP or
NTLM) from the Authentication Method drop-down list, and click
the User Groups tab.

Result: The User Groups tab appears.

5 | Select the user group, and click Edit.

Result: The Modify Permissions window appears.

6 | Tomodify permissions, check or uncheck the permissions boxes as
needed.
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Step | Action

7 | To specify a site name upon which the group can generate reports,
click Add.

Result: The Add Site Name window appears.

Note
By default, group members can generate reports on all sites names.
You can configure the group’s permissions in the Add Site Name
window so that the group members can only generate reports on the
site names you specify.

8 | Enter the site name (such as “www.netapp.com”) and click OK.
Result: You return to the Add Permissions window.

Note
You can aso use the * (asterisk) wildcard character in the Name
field. For example, you can enter “*.edu” so that the group can only
generate reports on site names with the “ .edu” extension.

9 | Repeat steps 7 and 8 to specify additional site names.

10 | To delete asite name from the group’s Site Names list, select the site
name from the Site Names panel, and click Delete.

Result: You remove the site name from the Sites Names list.

11 | Onceyou have set the desired permissions, click OK.

Result: You return to the User Groups tab.

12 | To save the changes to the ContentReporter server, click Apply or
OK.

Result: You have successfully modified the user group’s
permissions.
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Modifying user and user group permissions

Deleting an LDAP or NTLM user group

About deleting a
user group

Deleting an LDAP or
NTLM user group

You can delete an existing LDAP or NTLM user group from ContentReporter at
any time. You cannot delete the three default Local user groups.

To delete an LDAP or NTLM user group, complete the following steps.

Step

Action

1

From a page in ContentReporter, click the Administration tab.

Result: The Administration page appears.

Click the Admin button.

Result: The Cache Group tab appears.

Click the Authentication tab.

Result: The Authentication tab appears.

Select the method of authentication (LDAP or NTLM) from the
Authentication Method drop-down list, and click the User Groups
tab.

Result: The User Groups tab appears.

Select the user group, and click Delete.

Result: The Confirm Delete dialog box appears.

Click Yes.

Result: You delete the user group and return to the User Groups tab.

To save the changes to the ContentReporter server, click Apply or
OK.
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Modifying user and user group permissions
Modifying a Local user’s permissions

Modifying a Local To modify aLocal user’s permissions, complete the following steps.
user’s permissions

Step | Action

1 | From apage in ContentReporter, click the Administration tab.

Result: The Administration page appears.

2 | Click the Admin button.

Result: The Cache Group tab appears.

3 | Click the Authentication tab.

Result: The Authentication tab appears.

4 | Select Loca from the Authentication Method drop-down list, select
the user from Local panel, and click Modify.

Result: The Modify User window appears.

5 | Modify the Password, User Group, and Email Address as needed.

6 | Tomodify the Local user’s permissions, click Permissions.

Result: The Modify Permission window appears.

7 | Tomodify permissions, check or uncheck the permissions boxes as
needed.

8 | To specify asite name upon which the Local user can generate
reports, click Add.

Result: The Add Site Name window appears.

Note
By default, local users can generate reports on all site names. You
can configure aLocal user’s permissionsin the Add Site Names
window so that the user can only generate reports on the site names

you specify.
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Step | Action

9 | Enter the site name (such as “www.netapp.com™”) and click OK.
Result: You return to the Modify User window.

Note
You can aso use the * (asterisk) wildcard character in the Name
field. For example, you can enter “*.edu” so that the group can only
generate reports on site names with the “ .edu” extension.

10 | Repeat steps 8 and 9 to specify additional site names.

11 | To delete asite name from the user’s Site Names list, select the site
name from the Site Names panel, and click Delete.

Result: You remove the site name from the Site Names list.

12 | Onceyou have set the desired permissions, click OK.

Result: You return to the Modify User window.

13 | Click OK.

Result: You return to the Authentication tab.

14 | To save the changes to the ContentReporter server, click Apply or
OK.

Result: You have successfully modified the Local user’s
information and permissions.
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Modifying user and user group permissions
Deleting a Local user

Deleting a Local To delete a Local user, complete the following steps.
user

Step | Action

1 | From apage in ContentReporter, click the Administration tab.

Result: The Administration page appears.

2 | Click the Admin button.

Result: The Cache Group tab appears.

3 | Click the Authentication tab.

Result: The Authentication tab appears.

4 | Select Loca from the Authentication Method drop-down list, select
the user from Local panel, and click Delete.

Result: The Confirm Delete dialog box appears.

5 | Click Yes.

Result: You delete the user and return to the Authentication tab.

6 | To savethe changes to the ContentReporter server, click Apply or
OK.

Result: You have successfully deleted the Local user.
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Additional Configurations 6

About this chapter This chapter gives you the information you need to complete additional
ContentReporter server configuration tasks.

Topics covered in This chapter covers the following topics:
this chapter “Examining and upgrading your license information” on page 146
“Configuring ContentReporter server logging” on page 149

“Examining the ContentReporter server log file’ on page 152

“Configuring database rollups’ on page 159

“Configuring Billing aggregation” on page 163

“Adding logo images to ContentReporter for XHTML Reports’ on page 168

* 6 6 6 o o
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Examining and upgrading your license information

About examining You can examine your current license information, and upgrade your license on

and upgrading the Administration Licensing tab. You can examine the number of caches

license information  (NetCaches, Web servers, and streaming servers) supported by your current
software license. If you obtain a license key to increase the number of caches,
you enter the upgrade license key on this tab as well.

Note

If you purchased ContentReporter, you will find your License Key listed in the
Software License Key letter in your ContentReporter kit.

The Licensing tab The following screen shows the Licensing tab.

Cache Grnupl UserGrnupsI Authenticatinnl DH Adminl Billing Licensing | Lnggingl

FProduct License Key:

Serial Mo:

License Type:

Mumber of caches:

Expiration;

Upgrade License:

{12345

{12345

|F'rimaw

5

|Nune

Upgrade
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Licensing tab fields  The following table describes the Licensing tab fields.

Field Function

Product License Key | Listsyour current License Key.

Serial No. field Lists your current serial number.

License Typefield Lists your current type of license.

Number of caches Lists the maximum number of node devices you may
add to cache groups with your current License Key.

Expiration field Lists either an expiration date (if you are using an
Evaluation copy of ContentReporter), or no date (if
you are using a purchased copy of ContentReporter).

Upgrade License Enables you to enter anew License Key to upgrade
from an Evaluation copy of ContentReporter, or to
increase the maximum number of node devices or
ContentReporter servers.
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Examining or
entering license
information

148

To examine or enter ContentReporter software license information, complete the

following steps.
Step | Action
1 | From apage in ContentReporter, click the Administration tab.

Result: The Administration page appears.

2 | Click the Admin button.
Result: The Cache Group tab appears.

3 | Click the Licensing tab.
Result: The Licensing tab appears.

4 | Examineyour current license information.

5 | To upgrade your license, enter the upgrade information in the
appropriate fields, and click Upgrade.
Result: The License Upgrade message box appears confirming your
upgrade.

6 | Click Apply or OK to save any changes to the ContentReporter

SEerver.

Result: You have successfully examined or upgraded your
ContentReporter software license information.
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Configuring ContentReporter server logging

About
ContentReporter

logging

The Logging tab

The ContentReporter server maintains alog file that contains a record of its
activity. If you have a problem processing log files or generating reports, you
might be able to discover the cause of the problem by examining the
ContentReporter log file. The ContentReporter server begins generating a new
date/time-stamped log file each time it starts, and each time the log file reaches
its maximum file size. The ContentReporter server storesits own log filesin the
ContentReporter server machine folder:

.\Network Appliance\ContentReporter\jakarta-
tomcat\webapps\ContentReporter\logs\

You can specify thelog file size (the default size is 10.24 MB) at which
ContentReporter begins generating anew log file, and the level of information
you want the ContentReporter server to record in the log file. You configure
ContentReporter logging on the Administration Logging tab.

To learn about examining the ContentReporter server log file, see “Examining
the ContentReporter server log file” on page 152.

The following screen shows the Administration Logging tab.

Cache Grnupl UserGrnupsl Authenticatinnl (W] Adminl EIiIIingI Licensing Looging

Level; |Debug ;l

Max file size (hytes): |1 0240000

Loa file: |1tRepnnen‘IngsI1IJ242IJD1_DE113IZI.IDQ
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Logging levels

Logging level
descriptions

150

You can select one of five levels of information you want the ContentReporter
server to record initslog file. To generate log files with the most comprehensive
information about ContentReporter, select “Debug.” To generate log files with
the least comprehensive information about ContentReporter, select “Terminal.”
Each line of the ContentReporter server log filehasa“cr-level” field value (1 - 5)
that corresponds to one of the five logging levels. Each logging level includes
information recorded in any less comprehensive levels. For example, the
“Debug” level includes information recorded in the other four levels.

The following table describes each ContentReporter logging level, the
corresponding “cr-level” field valuein thelog file, and a brief description of the
logging level.

cr-level
Level field Description

Debug 1 The most comprehensive ContentReporter server
logging level. The ContentReporter server records
information about all its activities and all other types of
information.

Info 2 The ContentReporter server records information about
most of its activities.

Status 3 The ContentReporter server records information about
completed events, such as a successful login.

Warning | 4 The ContentReporter server records information about
unsuccessful events, such as an unsuccessful log file
collection.

Termina | 5 The least comprehensive ContentReporter server

logging level. The ContentReporter server only records

information about the most serious problems.
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Configuring To configure the ContentReporter server logging, complete the following steps.

ContentReporter

server logging Step

Action

1

From a page in ContentReporter, click the Administration tab.

Result: The Administration page appears.

Click the Admin button.

Result: The Cache Group tab appears.

Click the Logging tab.

Result: The Logging tab appears.

Select the level of information you want the ContentReporter server
to record in the log file from the Level drop-down list.

Accept the default maximum log file size, or enter adifferent size, in
the Max file size field.

Click Apply or OK to save any changes to the ContentReporter
server.

Result: You have successfully configured your ContentReporter
server logging.

To learn about examining the log file, see “ Examining the
ContentReporter server log file” on page 152.
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Examining the ContentReporter server log file

About examining You can examine the current ContentReporter server log fileto look for the cause
the of acertain problem, or to learn more about the ContentReporter server’s
ContentReporter activities. Thelog file is a date/time-stamped file with a.log extension. The

log file ContentReporter server log file contains six fields. You open the ContentReporter

server log file on the Administration Logging tab.

To learn more about configuring the ContentReporter server logging, see
“Configuring ContentReporter server logging” on page 149.

ContentReporter The following table describes the six ContentReporter |og file fields.

log file fields
Field Description
cr-timestamp The date/time-stamp of the activity in the format: mmddyyyy hhmmss
cr-level Thelogging level of the activity: from 1to 5
X-username The user (or the System) related to (or responsible for) the activity
cr-component The component of ContentReporter responsible for the activity (such asthe

parser or the DataCollector)

cs-comment A brief description of the activity (such as*“ Successfully logged in”)

Thisfield also contains:

¢ The parser return codes

& The sorter return codes

¢ The SQL bulk uploader return codes

cr_exception A brief description of a Java exception
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The The following screen shows a portion of a ContentReporter server log file.
ContentReporter

log file
B 11132001_210657[1] log - Hotepad M=l E3
File Edt Search Help
hSuFtware: ContentReporter -

#Version: 3.8

#Remark: Software

#iHarware Infomation

#iProcessor: Intel Pentium II, III or IV 6 model 7 stepping 3

#Number of Processors: 1

#05 Type: Hicrosoft Windows 2888 Server

#0S Version: 5.8 Service Pack 2 (Build 219%)

#Total Physical Hemory: 261668 K

#start-Date: 20801-11-19 89:86:57 PH

#iFields: cr-timestamp cr-level x-username cr-component cs-comment cr_exception
11192881_218657 2 System DatabaseServer “Checking if database is running (jdbc
111928081_21865% 2 System DatabaseServer "Successfully connected to database' **
11192881 218731 3 admin AuthenticateAction "Successfully logged in™ " b

11282881 891929 3 admin AuthenticateAction "Successfully logged in™ " -

‘| | a7
For detailed The following sections explain how to examine the ContentReporter server log
information file:

¢ “Understanding the “cs-comment” field return codes’ on page 154
¢ “Examining thelog file’ on page 158
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Examining the ContentReporter server log file
Understanding the “cs-comment” field return codes

About the Three of the ContentReporter server components (the parser, the sorter, and the
ContentReporter SQL bulk uploader) record return codes in the “cs-comment” field of the
return codes ContentReporter server log file. The return codes help you to identify problems
and to understand the ContentReporter server’s activities.
The parser return The ContentReporter parser processes collected log files. The parser return codes
codes record information about the parser’s activities. The parser return code valuein
the “cs-comment” field is “Parser return error code n” (where” n” isanumeric
value from 0 to -12). The following table describes the parser return codesin the
ContentReporter server log file.
Return
Code Description Internal Code
0 The parser successfully parsed the log file. SUCCESS
-1 The parser was unable to allocate enough ERR_MEMORY_ALLOCATION_FAILED
memory to parse the log file.
-2 There was a problem accessing (or related | ERR_COULD_NOT_OPEN_OUTPUT FILE
to) the stored log file folder.
-3 There was a problem accessing (or related | ERR_COULD_NOT_OPEN_LOG FILE
to) the stored log file folder.
-4 The log file contained an invalid header. ERR_INVALID_LOG_FILE HEADER
-5 There was a problem accessing (or related | ERR_COULD_NOT_OPEN_CSV_FILE
to) the stored log file folder.
-6 Thelog file contained an unknown header | ERR_UNKNOWN_HEADER_FIELD
field.
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Return

Code Description Internal Code

-7 There was a problem related to the ERR_COULD_NOT_OPEN_DATA FILE
datatypes.dat file in the folder:
.\Network Appliance\ContentReporter\
jakarta-tomcat\webapps\DataCol lector

-8 There was a problem accessing (or related | ERR_COULD_NOT_OPEN_CTL_FILE
to) the stored log file folder.

-9 There was a problem accessing (or related | ERR_COULD_NOT_OPEN_SQL_FILE
to) the stored log file folder.

-10 Thelog file was empty. ERR_EMPTY_LOG FILE

-11 Thelog file contained more than the ERR_MAX_ERRORS
maximum number of allowed error lines.

-12 The parser did not process the log file ERR_LOG FMT_CHANGED_IN_LOG

because thelog file format changed at some
point inthelog file.

The sorter return

The ContentReporter sorter sorts and groups the log file data it receives from the

codes ContentReporter parser. The sorter return codes record information about the

sorter’s activities. The sorter return code value in the “cs-comment” field is
“crsort complete, returning n” (where “n” isanumeric value from 0 to -10). The
following table describes the sorter return codes in the ContentReporter server
log file.

Return

Code Description

0 The sorter successfully completed the sorting task.

-1 The ContentReporter server machine did not have enough memory for the sorter to complete

the task.
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Return
Code Description

-2 The sorter could not open its output file (“.srt” extension). Possible causes:
¢ Thefilemay beinuse
¢ Not enough disk space to create it

-3 The sorter could not open the ContentReporter server log file. Possible causes:
¢ Thefilemay beinuse
¢ Not enough disk space to create it

-4 The sorter could not open itsinput CSV file generated by the parser.
To learn more about this, see the parser return error code -5 in “ The parser return codes’ on
page 154.

-5 The sorter could not open the format file generated by the parser.

To learn more about this, see “ The parser return codes’ on page 154.

-6 The sorter could not open the “datatypes.dat” file in the ContentReporter server machine
folder:

.\Network Appliance\ContentReporter\jakarta-tomcat\webapps\DataCollector

-7 The sorter could not open the format file generated by the parser.

To learn more about this, see “ The parser return codes’ on page 154.

-8 The sorter received one or more incorrect command line arguments. Thisis caused by an
internal ContentReporter problem.

-9 The sorter received one or more incorrect command line arguments. Thisis caused by an
internal ContentReporter problem.

-10 The sorter received one or more incorrect command line arguments. Thisis caused by an
internal ContentReporter problem.

The SQL bulk The SQL bulk uploader return codes record information about the bulk updatesto

uploader return the database. The bulk uploader return code value in the “ cs-comment” field is

codes “Bulk load return: n” (where “n” isanumeric value from 0 to -4). The following
table describes the bulk uploader return codes in the ContentReporter server log
file.
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Return

Code Description

0 The bulk upload is successful.

-1 Thereisadriver error.

-2 There isaconnection error.

-3 A bulk copy program (bcp) error has occurred. The bcp may have

rejected onerow or may havetotally failed. The user should check
thelog file to find out which bep error has occurred.

-4 The bulk uploader has an error releasing its connection.
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Examining the ContentReporter server log file

Examining the log file

Examining the To examine the ContentReporter server log file, complete the following steps.
ContentReporter
server log file Step | Action

1 | From apage in ContentReporter, click the Administration tab.

Result: The Administration page appears.

Click the Admin button.

Result: The Cache Group tab appears.

Click the Logging tab.

Result: The Logging tab appears.

Click View.

Result: The current ContentReporter server log file appears

Examine thelog file.

When you have finished examining the log file, close the file or save
it with a different file name for future reference.

Note
The ContentReporter server continues updating the log file until the
ContentReporter service stops or until the log file reaches the
maximum size.
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Configuring database rollups

About database
rollups

How database
rollups work

The database rollup feature gives you the ability to keep a specified number of
days of hourly data available for reportsin your database. You can also specify
the number of days of Billing data and Streaming data to keep available for
reports. Using database rollups, you can create a*“sliding window” of data
available for reports. In most production environments, hourly datais only
needed for aweek or two. Using database rollups settings, you can get rid of
unwanted data on aregular basis and, at the same time, have the ContentReporter
server store more information without your database continuing to grow in size.
The database rollup activity is a scheduled database background task.

Note
If you disable database rollups, your database will grow in size at approximately
therate of log file processing. Also, if you disable rollups, the ContentReporter
server will never update the monthly database tables.

Database rollups control the size of your database by converting hourly datainto
monthly data. For example, before a database rollup, you could use the “ Activity
Level by Hour” query definition to generate a report on the number of hits per
hour received by a particular NetCache appliance during the month of May.
When the month of May’s dataisrolled up (for example, in early July), all hourly
datafor the month of May is cleared from the database. If you wanted to generate
areport of the number of hits the cache received in May after the rollup, you
could use the “Activity Level by Month” query definition.
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The Database
Rollups portion of
the DB Admin tab

The following screen shows the Database Rollups portion of the Administration
DB Admin tab.

~Database Rollups:

¥ Use database rollups.

Rollup Freguency: |munthlv LI Set Schedule...

|33— number of days of hourly data to keep.
|E— number of maonths of manthly data to keep.
|3— number of days of billing data to keep.
|3— number of days of streaming data to keep.

Database Rollups The following table describes the Database Rollups properties.

settings

Setting

Description

Rollup Fregquency

The frequency of database rollups: Daily, Weekly, or Monthly.

You can specify how often al hourly datain the database that is more than
the specified number of daysold (in the “number of days to keep hourly
data” field) is converted into monthly data.

Use the Set Schedule... button to launch the Rollup Scheduled window to
specify the rollup frequency.

Number of days of hourly
datato keep

The minimum number of days of hourly data to keep available for reports
inyour database. Immediately after adatabase rollup, you have exactly this
many days of hourly datain the database. After arollup, the amount of
hourly data in the database increases by one day each day until the next
rollup.

For exampleif you schedule database rollups for the 1st and 15th days of
the month, and specify to keep 33 days of hourly datain your database, you
will have 33 days of hourly dataimmediately after the rollup on the 1st of
the month, 46 days of hourly data on the 14th day of the month, and then
33 days of hourly dataimmediately after the rollup on the 15th day of the
month.
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Setting

Description

Number of months of
monthly data to keep

The number of months of monthly datato keep available for reportsin your
database. Immediately after a database rollup, you have exactly this many
months of monthly datain the database.

If you set this number to six months and schedule a rollup to occur on
October 1st, you will have monthly data available in your database for
reports for the months of April through September.

Number of days of billing
datato keep

The minimum number of days of billing data to keep available for reports
inyour database. Immediately after adatabase rollup, you have exactly this
many days of billing datain the database. After arollup, the amount of
billing data in the database increases by one day each day until the next
rollup.

Ensure that the number of days of billing data you specify to keep is
compatible with your Billing tab settings. To learn more about the Billing
tab settings, see “ Configuring Billing aggregation” on page 163.

Number of days of
Streaming data to keep

The minimum number of days of streaming data to keep available for
reportsin your database. Immediately after a database rollup, you have
exactly thismany days of streaming datain the database. After arollup, the
amount of streaming data in the database increases by one day each day
until the next rollup.

Configuring To configure database rollups, complete the following steps.

database rollups

Step | Action

1 | From apage in ContentReporter, click the Administration tab.

Result: The Administration page appears.

2 | Click the Admin button.

Result: The Cache Group tab appears.

3 | Click the DB Admin tab.

Result: The DB Admin tab appears.
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Step

Action

4 | Ensure that the Use Database Rollups check box is checked.

5 | Ensure that the number of daysto keep hourly, monthly, billing, and
streaming data are adequate or enter adifferent numbers of daysin
the appropriate fields.

6 | To schedule database rollups ar regular intervals, click Set Schedule.
Result: The Rollup Scheduler window appears.

7 | Select Daily, Week, or Monthly from the Execute this task drop-
down list.

Result: The lower portion of the window dynamically changes.

8 | Select the time and dates for the rollup, and click OK.

Result: You return to the DB Admin tab.
9 | Click Apply or OK.

Result: You have successfully configure database rollups.
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Configuring Billing aggregation

About Billing
aggregation

The Report
Definitions Style tab

ContentReporter gives you the ability to generate Billing reports (delimited Text
files) based on usage of your network resources. You can import these Billing
reports into third-party billing applications. You can select three of twelve fields
(such as Hits and Bytes Dropped), the action taken on the data (such as
calculating the average or total), the number of minutes over which to measure
the data, and the delimiter of the text file (on the Report Definitions Style tab).
You configure Billing aggregation on the Administration Billing tab.

To learn more about the Report Definitions Style tab, see the ContentReporter
3.0 Reporting Guide.

Note
Whenever you modify Billing tab settings, you clear the database of all billing
datafor all ContentReporter servers connected to your database. Any pre-existing
query definitions with billing statistics will no longer generate data. If you
modify the Billing tab settings, delete any pre-existing query definitions based on
Billing statistics, and create new query definitions based on Billing statistics.

Note
Ensure that you have set the number of daysto keep billing data on the DB
Admin tab high enough to generate meaningful billing reports. To learn more
about database rollup, see “ Configuring database rollups’ on page 159.

The following screen highlights the Text file (Billing report) selection for report
output on the Report Definitions Style tab.

fRepurt rstyle rData rQuery rSecurity|

Report Format:

Icamma "'l

Qutput Format; |Text LI Delimiter;

Logo Image: [ContentRreporter.gif ¥

rRepm’[ Deliveny:
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Billing Report The following table describes Billing report characteristics
characteristics

Characteristic Description

Text File Delimiters Comma (csv), Tab (txt), and Space (txt)
You select the delimiter on the Report Definitions Style tab.

Time Interval Minutes (from one to 60 minutes)

The number of minutes over which the billing data is aggregated. The
shorter you set the interval, the finer the level of detail (or “granularity”) of
the data you generate.

Available fields Hits, Bytes, Bytes Dropped, Packets Requested, Packets Served, Packets
(Billing Statistics) R@ent, Packgts Dropped, SFream ng Conne<_:t Time, Play TI me, Response
Time, Streaming Transfer Time, and Streaming Average Bit Rate

Action taken on field data | Minimum, Maximum, Average, or Total

Billing aggregation The following table contains an example of billing aggregation settings.
example

Aggregation settingsto bill for total bytes over 30 minute intervals
Billing tab field or box Value
Billing aggregation interval 30
Field 1 Bytes
Action 1 Total
Enable billing processing Checked
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The relationship
between Billing tab
settings and
available Billing
Query statistics

The Billing tab

The Administration Billing tab settings determine which three Billing statistics
are available for a query definition, and determine how these statistics are
calculated. For example, if you select Hits, Bytes Dropped, and Play Time on the
Administration tab, these are the only Billing statistics that will be available to
you for query definitions. Query definitions that use other Billing statistics do not
generate datain reports. If you select to calculate the average of the three
statistics on the Administration Billing tab, these statistics will be averaged in
every report.

Note
The action taken on each field (Min, Max, Ave, or Total) determines the Billing
statistic value you generate in reports.

Thefollowing screen shows the Administration Billing tab with settings for Total
Bytes, Maximum Hits, and Average Packets Served, and a five minute billing
aggregation interval.

Cache Groupl UserGrnupsl Authenticationl DB Admin  Billing | Licensingl Logging'

Billing Aggregation Interval {minutes):

|5 LI [¥ Enable billing processing

Field 1: Action 1:

[Bytes =l [rotal =

Field 2: Action 2:

Hits El fmax El

Field 3: Action 3:

|Packets Served ;I |A\rerage ;l
Reset |
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The Query The following screen illustrates the available Billing Statistics columns on the
Definition Query Query Def tab when the Administration Billing tab is configured for Total Bytes,
Def tab Maximum Hits, and Average Packets Served.

(Quer}r Def rFiners rSEcuthy|

Query Name:
Category: Billing - Streaming
Query Type: i) Table

i Graph |:

Available Columns:

@ [ User

@ [ Server

& [ Time

@ [ Statistics
D Average Hits
[y Total Bytes
[ Max Packets Requested ||

Configuring Billing To configure Billing aggregation, complete the following steps.

aggregation
Note

Whenever you modify Billing tab settings, you clear the database of all billing
datafor all ContentReporter servers connected to your database. Any pre-existing
query definitions with billing statistics no longer generate data. If you modify the
Billing tab settings, delete any pre-existing query definitions based on Billing
statistics, and create new query definitions based on Billing statistics.

Step

Action

1

From a page in ContentReporter, click the Administration tab.

Result: The Administration page appears.
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Step

Action

Click the Admin button.

Result: The Cache Group tab appears.

Click the DB Admin tab.

Result: The DB Admin tab appears.

Ensure that the number of daysto keep billing data is adequate or
enter a different number, and click Apply.

Click the Billing tab.

Result: The Billing tab appears.

Ensure that the “ Enable billing processing” check box is checked.

Accept the default Billing Aggregation Interval (5 minutes), or select
adifferent number of minutes from the drop-down list.

From the three Field drop-down lists, select the Billing statistics you
want available for query definitions and Billing reports.

To the right of each Field, select the appropriate action to take upon
the Field data from the Action drop-down lists.

10

Click OK or Apply to save the changes to the ContentReporter
server.

Result: The Billing Information Change Warning dialog box
appesars.

Click Yes.

Result: You have successfully configured billing aggregation.

You can now create a query definition and select these three Billing
statistics, create a new (Billing) report definition and select the new
query definition for the report, and then generate a Billing report with
the new report definition.

To learn more about creating query definitions and report definitions,
see the ContentReporter 3.0 Reporting Guide.
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Adding logo images to ContentReporter for XHTML Reports

About logo images Each XHTML report includes alogo image in its top left corner. You select a
report definition’s logo image from the drop-down list on the Report Definitions
Style tab. You can add multiple customized |ogo images to ContentReporter for
different types of reports. By default, reports include a ContentReporter.gif logo
image. To add other logo images to ContentReporter, you simply add them to the
proper folder on the ContentReporter server machine.

The Report The following screen highlights the logo image drop-down list on the Report
Definitions Style tab  Definitions Style tab.

rREpurt rstyle rData rQuery rSEcurity|
~Report Format:

Output Format:  [+htm |
Logo Image: marketing jpg j
ContentReparter gif

~Report Delivery:

MetworkAppliance. gif
' Stared Repart sales.gif

Adding logo images To add logo images to ContentReporter for XHTML reports, complete the

following steps.
Step | Action
1 | Copy thelogo image file(s) into the ContentReporter server machine

folder:

..Network Appliance\ContentReporter\jakarta-
tomcat\webapps\ContentReporter\logo\

Result: You have successfully added the logo image(s) to
ContentReporter.
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Quick-Start Instructions A

About this appendix  Thisappendix contains quick-start instructionsto set up log file collection and to
create and set permissions for aLocal user. By following the stepsin these
examples, you will familiarize yourself with these major administrative tasksin

ContentReporter.
Topics covered in This appendix contains the following quick-start examples:
this appendix & “Quick-start: Setting up log file collection” on page 170
¢ “Quick-start: Adding aLocal user and setting the user’s permissions” on
page 174
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Quick-start: Setting up log file collection

About this quick- This quick-start example walks you through the process of defining a cache

start example group, adding a cacheto collect and process log files from a directory, creating a
scheduled event to collect and processitslog files, and examining the results. By
following this example, you will familiarize yourself with the entire process of
setting up log file collection.

Note
Before defining the cache group in this example, save or push one or more log
filesinto adirectory that is accessible to the ContentReporter service login user

account.
Defining a cache To define a cache group and processiits log files, complete the following steps.
group and
processing its log Step | Action
files

Defining a cache group

1 | From apagein ContentReporter, click the Administration tab.

Result: The Administration page appears.

2 | Click the Admin button.

Result: The Cache Group tab appears.

3 | Click New Group.

Result: The New Group window appears.

4 | Enter aunigque name for the group, check either the HTTP Analysis
box, the Streaming Analysis box, or both boxes, and then click OK.

Result: You return to the Cache Group tab, and this cache group
appears in the cache group listing.

5 | Click Apply to save the changes to the ContentReporter server.

Result: You have successfully defined the cache group.

Adding a cache
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Step

Action

To add a cache to this cache group, select the cache group in the | eft-
hand panel, and click New Cache.

Result: The New Cache window appears.

Enter anamefor thelog file source, click the“ Collect from imported
directory” radio button, and click Browse to browse to the location of
the saved log files.

Result: The Browse for Directory path window appears.

Browse to the location of the saved log files, and double-click the
folder (or select the folder and click OK).

Result: You return to the New Cache window, and the | ocation of
the saved log files appears in the Import log files directory field.

If the log files contain no header, check the check box, and click the
radio button for the log file's format.

10

To delete the log files after processing, check the appropriate box.

Accept the default number of error lines (200), or enter another
number. If you do not want the number of error linesin alog file to
stop the ContentReporter server from processing, enter the number 0.

12

When you have entered all the required information, click OK.

Result: You return to the Cache Groups tab and the cache appears
under the cache group in the left-hand panel.

13

Click OK to save the changes to the ContentReporter server.

Result: You return to the Administration page, and have
successfully added a cache to collect and processlog files from a
directory.

Creating a scheduled event

14

To create a Scheduled Event to collect and process the cache group’s
log files, click the Scheduled Events tab.

Result: The Scheduled Events page appears.
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Step | Action

15 | Click the New button.

Result: The Details tab appears.

16 | Enter aname (such as“Cache Group 1 Collection”) in the Task
Name field.

17 | Select “Collect and or import logs’ from the Type drop-down
selection list.

18 | Select the cache group from the Cache Groups drop-down list.

19 | Click the Schedule tab.

Result: The Schedule tab appears.

20 | Inthe Start timefield, enter thetimeit will be two minutes from now,
and click OK.

Result: You return to the Scheduled Events page, and the new
Scheduled Event appears on the page. It should be scheduled to run
in atwo minutes.

21 | You can run the collection event immediately, or you can let the
Scheduled Event begin in two minutes.

Click Run to immediately start the collection event, or wait for the
event to begin in two minutes.

Result: ContentReporter begins to collect and process this cache
group’slog files.

Examining the results

22 | After ContentReporter has collected and processed this cache
group’slogfiles, a“Collect and or import logs’ event appearsfor this
cache group. The event’s name is composed of the cache group’s
name and a time-stamp.

23 | To view more detailed information (such as the event’s Start and
Finish times) about thislog file collection and processing event,
check the box adjacent to this event, and click History.

Result: The Scheduled Events History page appears for this event.
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Step

Action

24

To view the names and locations or sources of the imported log files,
check the box adjacent to this event, and click Logs.

Result: The Events History Log Files page for this event appears,
and lists the names and locations or sources of the imported log files.

25

After viewing the log files, click Close to return to the Scheduled
Events History page for this event, and click Close again.

Result: You return to the Scheduled Events page, and have
successfully examined the history of the scheduled log file collection
and processing event.

Note
Now that ContentReporter has processed this cache’s log files, you
can create areport definition based on this cache and generate reports
on this cache. To learn more about creating report definitions, seethe
ContentReporter 3.0 Reporting Guide.
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Quick-start: Adding a Local user and setting the user’s
permissions

About this quick- This quick-start example walks you through the process of adding aLocal user

start example and configuring the user’s permissions. By following this example, you will
familiarize yourself with basic authentication and permissions configuration
tasks.

Adding alLocal user Toaddalocal user and configure the user’s permissions, complete the following
and configuring the  steps.
user’s permissions

Step | Action

Adding a L ocal user

1 | From apage in ContentReporter, click the Administration tab.

Result: The Administration page appears.

2 | Click the Admin button.

Result: The Cache Group tab appears.

3 | Click the Authentication tab.

Result: The Authentication tab appears.

4 | Select Loca from the Authentication Method drop-down list, and
click New.

Result: The New User window appears.

5 | Enter aname, a password, select one of the three groups from the
User Group drop down list, and, if desired, an e-mail address.

Setting permissions

6 | To set permissions for this new Local user, click Permissions.

Result: The Add Permissions window appears.
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Step

Action

To take away particular privileges, uncheck the appropriate boxes.

Note
If you have not granted a particular permission to the user’s group,
checking that permission in this window will not give the user that
permission. In thiswindow you can only take away permissionsfrom
this user that you have granted to this user’s group.

To specify the site name(s) on which the user can generate reports,
click Add.

Result: The Add Site Name window appears.

Note
By default, users can generate reports on all site names. You can
configure auser’s permissions in the Add Site Name window so that
they can only generate reports on the site names you specify.

Enter the site name (such as “www.netapp.com”) and click OK.
Result: You return to the Add Permissions window.

Note
You can also use the * (asterisk) wildcard character in the Name
field. For example, you can enter “*.edu” so that the user can only
generate reports on site names with the “ .edu” extension.

10

Repeat steps 8 and 9 to specify additional site names.

Once you have set the desired permissions, click OK.

Result: You return to the New User window.

12

Click OK.

Result: You return to the Authentication tab.

13

To save the changes to the ContentReporter server, click Apply or
OK.

Result: You have successfully added a new Local user and
configured the user’s permissions.
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Assigning a Login to ContentReporter Service B

About this appendix  This appendix describes how to assign alogin user account to the
ContentReporter service to access network resources.

Topics covered in This appendix covers the following topics:

this appendix & “Learning about the login user account” on page 178
¢ “Configuring aWindows NT system” on page 179
¢ “Configuring a Windows 2000 system” on page 181
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Learning about the login user account

When you need to
assign an account

About the login
user account

Account
requirements

You need to assign the ContentReporter service alogin user account with access
to network resources if you collect or import log files from, or store collected log
files on, amapped drive.

By default, the ContentReporter service usesthe Local System Account, and
automatically starts when the system starts up. This Local System Account
enables ContentReporter to collect and store log files on the ContentReporter
server machine. If you want ContentReporter to collect, process, and store log
files on mapped or network drives, you should consider assigning a user account
to the ContentReporter service, since the account must have access to mapped
drivesin one or more domains, and must be always logged into the
ContentReporter server machine when ContentReporter is running.

The following table describes the ContentReporter service login user account
reguirements for various capabilities.

Capability

ContentReporter servicelogin user account requirements

on mapped drives

Collect and storelog files | ¢ Hasprivilegesto access the mapped drives

¢ |sawayslogged into the ContentReporter server machine when
ContentReporter is running

multiple domains

Collect and storelog files | ¢ Hasprivilegesto access the mapped drives
on mapped drivesin

& Exists (with same user name and password) in each domain from
which the mapped drives originate

¢ |sawayslogged into the ContentReporter server machine when
ContentReporter is running
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Configuring a Windows NT system

Assigning a login To assign alogin user account to the ContentReporter service on a Windows NT
user account on a system, compl ete the following steps.

Windows NT

system Step | Action

1 | FromtheWindowsNT user interface, click Start > Settings > Control
Panel, and double-click Services.

Result: The Services window appears.

2 | Select the ContentReporter service, and click Stop.

Result: The ContentReporter service stops.

3 | Click Startup.

Result: The Service window appears.

4 | Click the This Account radio button, and click the browse box.

Result: The Add User window appears.

5 | Select the user account from the drop-down list with Administration
privileges on the ContentReporter server machine and access to the
mapped drives, click Add, and click OK.

Result: You return to the Service window, and the user account
appears in the This Account field.

6 | Enter the account’s password in the Password field and the Confirm
Password field, and click OK.

Result: You return to the Services window.

7 | Select the ContentReporter service, and click Start.

Result: The ContentReporter service starts.
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Step

Action

Click Close > File > Close.

Result: You return to the Windows NT user interface, and have

successfully assigned alogin user account to the ContentReporter
service.

Note
When you start the ContentReporter service, you may need to wait a
moment for the ContentReporter to start running.
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Configuring a Windows 2000 system

Assigning a login
user account on a
Windows 2000
system

To assign alogin user account to the ContentReporter service on Windows 2000
system, compl ete the following steps.

Step | Action

1 | From the Windows 2000 user interface, click Start > Settings >
Control Panel > Administrative Tools, and double-click Services.
Result: The Services window appears

2 | Right-click the ContentReporter service, and click Stop.

Result: The service stops.

3 | Right-click the ContentReporter service, and click Properties.
Result: The ContentReporter Service Properties window appears.

4 | Click the Log On tab.

Result: The Log On tab appears.

5 | Click the This account radio button, and click Browse.
Result: The Select User window appears.

6 | Select the user account with Administration privileges on the
ContentReporter server machine and access to the mapped drives,
and click OK.

Result: You return to the Properties window, the user account
appears in the This account field.

7 | Enter the password in the Password and Confirm password field, and
click OK.

Result: You return to the Services window.

8 | Right click the ContentReporter service, and click Start.
Result: The service starts.

9 | Closethe window.

Result: You return to the Administrative Tools window.
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Step | Action

10 | Click File> Close.

Result: You return to the Windows 2000 user interface, and have

successfully assigned alogin user account to the ContentReporter
service.

Note
When you start the ContentReporter service, you may need to wait a
moment for the ContentReporter to start running.
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Configuring NetCaches for ContentReporter C

About this appendix  This appendix describes various NetCache appliance configuration tasks for
ContentReporter. Depending on how you use ContentReporter, you may not need
to complete any of these tasks, or you may need to complete some or all of them.

Note
These instructions describe how to configure NetCache appliance 5.2 for
ContentReporter. If you have a different NetCache appliance release, some of
these steps may vary.

Note
To learn more about configuring your NetCache appliance, see your NetCache
appliance documentation.

Topics covered in This appendix covers the following topics:

this appendix & “Enabling NetCache appliance Web Access logging” on page 184
¢ “Enabling NetCache appliance Streaming Access logging” on page 185
¢ “Configuring a NetCache appliance for SmartFilter reports’ on page 186
¢ “Configuring NetCache appliance log file collection” on page 188
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Enabling NetCache appliance Web Access logging

About enabling Web  If you want to use HTTP analysis on NetCache log files to generate reportsin
Access logging ContentReporter, you must enable NetCache Web Access logging.

Enabling Web To enable Web Access logging, compl ete the following steps.
Access logging

Step | Action

1 | To enable Web Access logging, click the Setup tab in the NetCache
Manager.

2 | Click HTTP > Logging.

3 | Ensure that the Enable Web Access Log box is checked.

4 | Ensure that the appropriate log format is selected, and click Commit
Changes.
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Enabling NetCache appliance Streaming Access logging

About enabling If you want to use Streaming analysis on NetCache log filesto generate reportsin
Streaming Access ContentReporter, you must enable NetCache Streaming Access logging.
logging

Enabling Streaming  To enable Streaming Access logging, complete the following steps.
Access logging

Step | Action

1 | To enable Streaming Access logging, click the Setup tab in the
NetCache Manager.

2 | Click Streaming > Logging.

3 | Ensure that the Enable Streaming Access Log box is checked.

4 | Ensure that the appropriate log format is selected, and click Commit
Changes.

Appendix C: Configuring NetCaches for ContentReporter 185




Configuring a NetCache appliance for SmartFilter reports

About the
SmartFilter fields

SmartFilter data
elements

186

If you want to generate SmartFilter reports in ContentReporter on NetCache
appliance log files, you must configure the NetCache to generate Custom HTTP
log files that include the “x-smartfilter-categories’” and “x-smartfilter-result”
fields.” The “x-smartfilter-categories’ values are strings consisting of one or
more comma-separated, two-letter codes (such as“gm” for games, or “sp,tr” for
sports and travel). The “x-smartfilter-result” values are either 1 (for blocked) or O
(for not blocked). The blocked value means the NetCache prevented the user
(client IP) from opening the web page. The unblocked value meansthe NetCache
allowed the user to open the web page.

The following screen highlights the two SmartFilter data elements available for
guery definitions on the Query Definitions Query Def tab.

Query Deﬂniti0n| Filters | Security |

Guery Mame: I—
Category: Smartfilters
Query Type: = Tahle

" Graph

Available Columns:

R e
_| Liser ;l
=] Server
-] Time
SRR S martiliers
[ ee# Smafilter Catagary

- Smartfilter Result
B | Statistics

ul (il
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Configuring a To configure a NetCache appliance for SmartFilter reports in ContentReporter,
NetCache for complete the following steps.
SmartFilter reports

Step | Action

1 | Inthe NetCache Manager window, click Setup > HTTP > Logging.

Result: The HTTP - Logging page appears.

2 | Scroll down to and click the Custom Log Format radio button.

3 | Enter x-smartfilter-categories and x-smartfilter-result fieldsin the
Custom box, as well as any other fields you need.

4 | Click Commit Changes.

Result: You have successfully configured the NetCache appliance
to generate log files for SmartFilter reports.
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Configuring NetCache appliance log file collection

About Configuring If you intend to collect 1og files directly from NetCache appliances with
your NetCache for ContentReporter, you must properly configure the caches for ContentReporter.
log file collection

Configuration tasks  Depending on your needs, you will complete some or all of the following tasks:
¢ “Gathering NetCache appliance information” on page 189
& “Synchronizing logging rotation and log file collection” on page 191
¢ “Enabling SNMP and using Auto Discovery” on page 194
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Configuring NetCache appliance log file collection
Gathering NetCache appliance information

The NetCache In order for ContentReporter to collect log files directly from a NetCache, you
information you must identify the following information for the NetCache:
need * User name

¢ Password

¢ |Paddress

¢ Port
Gathering the To gather the information you need to collect NetCache log files, complete the
information following steps.

Step | Action

1 | Toidentify or create auser name and password, click the Setup tabin
the NetCache appliance Manager window.

2 | Click Authentication > NetCache Users.

3 | Identify an existing User or (create a new User) who belongsto a
group with full Admin permissions.

4 | Record the user name and password.

5 | Toidentify the IP address of the NetCache appliance, click the Setup
tab in the NetCache Manager.

6 | Click Network > Interfaces.

7 | ldentify the NetCache IP address listed in the Primary |P Address
column.

8 | Record the IP Address.

9 | Toidentify the port through which to accesslog files, click the Setup
tab in the NetCache Manager.

10 | Click Administration > Administrative Access.

11 | Ensurethat the HTTP check box is checked, and identify aport (such
as 3132) listed in the Admin Ports panel.
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Step | Action

12 | Record the port number.

13 | Repeat steps one through twelve for each NetCache appliance from
which ContentReporter will collect log files.

To learn more about collecting NetCache log files, see “Adding a
cache to collect from NetCache appliances’ on page 78.
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Configuring NetCache appliance log file collection
Synchronizing logging rotation and log file collection

Reason to If ContentReporter collects|og files directly from a NetCache, you must
synchronize log synchronize NetCache logging rotation and ContentReporter log file collection to
rotation and ensure that the NetCache does not rotate out some log files faster than the
collection ContentReporter collects them. If a NetCache rotates out somelog files before

collection, dataislost. Depending on how fast your NetCache appliance log files
grow in size, you might need to modify the NetCache logging rotation and
maximum log file size, and increase how often the ContentReporter server
collectsthelog files.

Note
If you do not want to synchronize NetCache logging and ContentReporter log file
collection, configure your NetCacheto pushitslog filesto either adirectory or an
FTP server and configure ContentReporter to collect the log files from the
directory or FTP server.

How NetCache When you select | og rotation, the NetCache appliance saves the activelog and up

logging works to 10 previouslog files on disk for each type of log that is enabled. When the log
reaches maximum size, or when the preset interval or time is reached, the
NetCache appliance rotates out the oldest log. The previously active log then
becomes the most recent old log. Logs remain on the appliance until they are
rotated out. You can set the maximum log file size from 1 to 1999 megabytes.

Note
The NetCache appliance always rotates or pushes alog file when it reaches the
maximum size, regardless of the settings specified in the “How to Switch Log
Files” option.

Example The following example illustrates the relationship between the NetCache
appliance logging and the ContentReporter server collection of logs.

Relationship between NetCache logging and ContentReporter collection of log files

Assume you set the maximum log file size of a certain NetCache appliance to 500 megabytes, schedule
itslog filesto rotate daily at six am., and schedule the ContentReporter server to collect the NetCache
appliance log files every day at one am.
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Relationship between NetCache logging and ContentReporter collection of log files

Scenario A: Successful
log file collection

If the NetCache appliance log files reach the maximum size four timesin
between rotation times, (and the NetCache rotates out four old log files), the
ContentReporter server will successfully collect all new log files at one am.
(At six am., the NetCache rotates out afifth old log file.)

Scenario B:
Unsuccessful log file
collection

If the NetCache appliance log files reach the maximum size fifteen timesin
between rotation times, (and the NetCache rotates out fifteen old log files), the
ContentReporter server will not collect up to five NetCache appliance log files
that were rotated out. Any reports on this NetCache appliance generated in
ContentReporter would be inaccurate. To correct this situation, you could
either increase the maximum log file size to 1000 megabytes, and/or schedule
the ContentReporter server to collect the log files twice aday.

Synchronizing log
rotation and
collection

192

To synchronize NetCache logging rotation and the ContentReporter server
collection of log files, complete the following steps.

Note
The following instructions explain how to enable both Web Access logging and
Streaming Access logging. If you collect only one type of log file, skip the
instructions for enabling the other type.

Step | Action

1 | Inthe NetCache appliance Manager window, click the Data tab

2 | To examine Web Access log file rotation settings, click Log Files >
Web Access.

Result: The Web Access log file names, time-stamps, and sizes
appear in the first panel.

3 | Examine the Web Access log files to determine how quickly the log
files are growing in size and rotating.

4 | Record thislogging information.

You will use this information when you schedule log file collection.

5 | To examine Streaming Accesslog files, click Streaming Access.

Result: The Streaming Access log file names, time-stamps, and
Sizes appear in the first panel.
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Step | Action

6 | Examine the Streaming Access log files to determine how quickly
thelog files are growing in size and rotating.

7 | Record thislogging information.

You use this information when you schedule log file collection.

8 | Toreview or modify the maximum log file size and logging rotation,
click the Setup tab.

9 | Click System > Logging.

Result: The maximum log file size and logging information
displays.

10 | Examine, and if necessary, modify the NetCache logging rotation as
needed.

11 | Record thislogging information.

You will use thislogging information to properly schedule the log
file collection in ContentReporter. To learn more about scheduling
log file collection, see* Step three: Scheduling log file collection” on

page 93.
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Configuring NetCache appliance log file collection

Enabling SNMP and using Auto Discovery

Reason to enable If you want to collect log files from several NetCache appliances, you may want

SNMP to use the Auto Discovery feature of the ContentReporter server. The Auto
Discovery feature enables you to quickly and easily add multiple NetCache
appliances to a cache group at one time. In order to use the Auto Discovery
feature, you must enable Simple Network Management Protocol (SNMP) for
each NetCache appliance. You must also identify a community string name that
the ContentReporter server can use to identify each NetCache appliance through
Auto Discovery.

Enabling SNMP and  To enable NetCache appliance SNMP for Auto Discovery and identify a
indentifying a community string, complete the following steps.

community string

Step

Action

In the NetCache Manager window, click the Setup tab

Click Administration > SNMP.

Ensure that the Enable SNM P box is checked.

Al W[N] P

Identify a community string (such as “public”) listed in one of the
Communities fields.

Record this community string name. You will enter this string when
using the Auto Discovery feature in ContentReporter.

To learn more about using Auto Discovery, see “Using Auto
Discovery” on page 85.
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Glossary

appliance

authentication

auto discovery

cache

cache group

console

ContentReporter

Glossary

A devicethat performsasingle, well-defined function and issimpleto install
and operate, for example, a NetCache appliance or NetApp filer.

The process of verifying the identity of a user who islogging into a
computer system. The ContentReporter server authenticates a username-
password combination each time a user logs in. ContentReporter gives you
the ability to simultaneously useits own built-in “Local” authentication, and
either a Lightweight Directory Access Protocol (LDAP) server or an NT
LAN Manager (NTLM) to authenticate users. A Local user isalogin
account maintained in the ContentReporter application.

The ContentReporter feature that gives you the ability to add one or more
SNM P-enabled NetCache appliances (for which you have community string
names) to a cache group at one time. You can only discover NetCaches with
Class C | P addresses using the auto discovery feature.

A device that generates the log files that the ContentReporter server
collects/imports and processes. ContentReporter can collect/import and
process NetCache™ appliance log files, Web server log files, and streaming
server log files.

A logically defined group of one or more caches. A cache group isa
management tool that enables you to specify the time and frequency of log
file collection, and the type of log file analysis for its caches.

A physical or virtual terminal that is used to monitor and control a NetApp
appliance.

A Network Appliance software solution that enables you to analyze content
usage, performance, and infrastructure load across your entire content
delivery network. The ContentReporter server collects and processes log
files from NetCache appliances, directories, and FTP servers throughout a
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network, and outputs the results of the log file processing to your enterprise
database. You log into ContentReporter with a Web browser on your network,
and schedule and generate customized reports on the log file data in your
database.

Thelog file that contains arecord of the ContentReporter server activity. If you
have a problem processing log files or generating reports, you may be able to
discover the cause of the problem by examining thislog file.

The ContentReporter server component that processes collected log files.

The program that receives and fulfills HT TP reguests from client browsers on the
same or other computers. The computer on which you install ContentReporter is
the ContentReporter server machine.

The ContentReporter server component that sorts and groups the log file data it
receives from the ContentReporter parser.

The ContentReporter server component that performs bulk updatesto the
database.

A Web browser with HTTP access to the ContentReporter server. You make
requests to, and receive fulfilled requests from, the ContentReporter server
through a Web browser.

The columns of table queries and the axes or components of graph queries. Data
elements are the actual values, measurements, and statistics that make up queries.
“Packets sent” and “URL" are examples of data elements. You can select which
data elements to include in a particular query, and customize how each data
element appearsin aquery.
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A scheduled database background task that converts hourly data into monthly
data. The database rollup feature gives you the ability to keep a specified number
of daysof hourly data available for reportsin your database. You can also specify
the number of days of Billing data and Streaming data to keep available for
reports.

An Internet service that locates and translates domain names into I nternet
Protocol (1P) addresses.

A Sybase Adaptive Server Anywhere (ASA) 7.0.1 database intended for
evaluation situations. When you first install ContentReporter, the ASA isyour
default database. You can use this database to collect and process small log files,
and to generate reports on these log files.

The database (MS SQL 7.0, SP 2 or Oracle 8.1.7) used by the ContentReporter
application. The ContentReporter server stores its settings and all aggregated log
file records for each cache devicein the database. All reportsin ContentReporter
are based on the records for each cache in the database.

An appliance that attaches to a computer network and is used for data storage.
NetApp filers operate using Data ONTAP software.

The complete name of a specific computer on the Internet, an intranet, or a
network consisting of the computer’s host name and its domain name.

The last domain name (with its extension) in a URL string that contains two
domain names. When one web site hosts another web site, the first domain name
(with its extension) is the site name. For example, in the URL string
“www.hetapp.com/aaa/www.webmanage.com/home.htm,” “www.netapp.com” is
the site name and “www.webmanage.com” is the host name.
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The ContentReporter feature that enables you to process log files for a cache
device without creating a scheduled event. This feature gives you the ability to
process log files that were not collected or processed by a scheduled event and
output the result to your database for a new or existing cache.

The unique numerical Internet Protocol (1P) address of a computer that is
attached to a TCP/IP network, for example, 12.34.56.78.

Multipurpose Internet Mail Extensions. A specification that defines the
mechanisms for specifying and describing the format of Internet message bodies.
An HTTP response containing the MIME Content-Type header allowsthe HTTP
client to invoke the application that is appropriate for the data received.

Microsoft Media Streaming. The streaming media control protocol used in
Windows Media Technologies 3 and 4 streams.

The proprietary software that runs on NetCache appliances. Developed by
Network Appliance.

An appliance designed specifically to serve Internet and intranet content quickly
and reliably. Developed by Network Appliance.

The browser interface through which a NetCache appliance is managed.

NetApp On the Web. The secure customer service Web site for Network
Appliance.

Settings that specify which Local users and which groups have permission to
access a page, and specify how they can use a page’s features and objects.
ContentReporter gives you the ability to grant Unix-style permissions (read,
write, execute, and delete) for the Administration, Query Definitions, Report
Definitions, Scheduled Events, and Report Results pages.
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The tabular or graphical report results of a customized search of the database
records of areport definition’s cache or caches. A report query is generated by a
guery definition. Each report definition includes one or more query definitions.

A customizable template used to search the database records of a report
definition’s cache or caches that generates table and graph queriesin reports. You
can select the data elements to include in the query, and customize how each data
element appearsin areport. You can create your own customized query
definitions or use the pre-defined query definitions. "Reference by Status Code"
and "Top View Clips' are two of the pre-defined query definitions.

A customizeable template used to generate cache device reports. You select the
queriestoincludein areport, the format (XHTML or Text) of areport, and the
delivery method (save locally, FTP, or e-mail) of areport.

Real Time Streaming Protocol. An open standard for delivery of real-time media
over the Internet.

A scheduled log file collection and processing event or a scheduled report
generation event. You create a scheduled event to schedul e the ContentReporter
server to automatically collect and process log files or generate a report one time
or at regular intervals.

Permission settings for users and groups on specific objects (query definitions,
report definitions, and scheduled events) on pages. Page permissions apply to al
objects on a page. Object security enables you to prevent certain users or groups
who have access to the Query Definitions, Report Definitions, and Scheduled
Events pages from seeing, modifying, running, selecting, or deleting particular
events or definitions.

Thefirst or only domain name (with its extension) in a URL string. When one
web site hosts another web site, the first domain name (with its extension) isthe
site name and the last domain name (with its extension) is the host name. For
example, in the URL string
“www.hetapp.com/aaa/www.webmanage.com/home.htm,” “www.netapp.com” is
the site name and “www.webmanage.com” is the host name.
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SSL protocol Secure Sockets Layer (SSL) protocol. A protocol that provides an encrypted
administrative exchange between a NetCache and a client browser. If you
installed SecureAdmin™ software on a NetCache appliance, you can configure
ContentReporter to use the SSL protocol to securely collect log files from the
NetCache.

stream A mediafilethat istransmitted in a continuous flow over anetwork. Streams are
of two types, live and on-demand.

streaming media A term used to describe media files that begin playing while they are being
transmitted over the network to the media player on the client computer.

streaming server A server configured to serve streaming mediato clients.
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