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Data ONTAP SMI-S Agent overview

Data ONTAP SMI-S Agent enables you to manage and monitor storage systems and to manage
LUNs and volumes of storage systems, CIMOM configuration settings, and CIM server users.

Data ONTAP SMI-S Agent is a command-based interface that detects and manages platforms that
run Data ONTAP. SMI-S Agent uses Web-Based Enterprise Management (WBEM) protocols, which
enable you to manage, monitor, and report on storage elements.

Data ONTAP SMI-S Agent follows schemas standardized by two organizations:

• Distributed Management Task Force (DMTF)
For more information, see http://www.dmtf.org/home.

• Storage Networking Industry Association (SNIA)
For more information, see http://www.snia.org/home.

Data ONTAP SMI-S Agent replaces the use of multiple managed-object models, protocols, and
transports with a single object-oriented model for all components in a storage network.
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New in this release

Data ONTAP SMI-S Agent 5.1.1 addresses a vulnerability in the OpenSSL library when using
heartbeat extensions during TLS session establishment.

New features in Data ONTAP SMI-S Agent 5.1.1

Data ONTAP SMI-S Agent 5.1.1 includes the following new features and enhancements:

• Bug fixes

New features in Data ONTAP SMI-S Agent 5.1

Data ONTAP SMI-S Agent 5.1 included the following new features and enhancements:

• Support for Data ONTAP 8.2.1
• Support for Windows Server 2012 R2
• Support for System Center 2012 R2 Virtual Machine Manager (SCVMM)
• Support for Copy Offload (ODX) provisioning from SCVMM 2012 R2
• Support for Synthetic Fibre Channel Adapters
• Support for IPv6

Changed features in Data ONTAP SMI-S Agent 5.1

Data ONTAP SMI-S Agent 5.1 contained the following changed feature:

• For smis addsecure and smis add, you should no longer include the storage_sys_pwd
parameter in the command line, for security reasons. The parameter is offered only for backward
compatibility and automation.

Verifying support for your configuration in the IMT
You can use the NetApp Interoperability Matrix (IMT) to verify Data ONTAP SMI-S Agent support
for your configuration: Data ONTAP software, host operating system, and the like. Verify your
configuration before you install or upgrade to the latest version of Data ONTAP SMI-S Agent.

Steps

1. Go to the NetApp Interoperability Matrix Tool.

2. If Data ONTAP SMI-S Agent is not the selected Storage Solution, click Change and select it
under the Software category:
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3. In the Component Explorer pane, select each component you want to verify.

You are prompted to add the components to the worksheet. Click Add.

Tip: Select the parent of a set of components to select all its children.

4. When you are satisfied with your choices, click Show Results.

5. The IMT lists each supported configuration.

• Scroll across a configuration to view the supported components and any notes or alerts for the
configuration.

• Click the configuration name to display complete information for supported components,
including support history and NetApp policies and guidelines for the selected Storage
Solution category.

If no results are returned for your configuration, click Feedback in the upper right corner of the
IMT.

Changed commands
Review these changes to Data ONTAP SMI-S Agent commands before upgrading to Data ONTAP
SMI-S Agent 5.1.1. You need to be sure that the changes will not break any scripts that you use to
execute the cmdlets.

Changed commands in Data ONTAP SMI-S Agent 5.1

The following changes were introduced in Data ONTAP SMI-S Agent 5.1:

Command Change

smis add You should no longer include the storage_sys_pwd parameter in the
command line, for security reasons. The parameter is offered only for
backward compatibility and automation.

smis addsecure You should no longer include the storage_sys_pwd parameter in the
command line, for security reasons. The parameter is offered only for
backward compatibility and automation.
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Fixed issues
It is a good practice to review the bugs fixed in Data ONTAP SMI-S Agent 5.1.1 before upgrading to
the new release.

Bug ID Description

788340 SCVMM Discovery failing due to over-provisioning of quotas on SMB shares

807396 SMB share size dropping to 0 in SCVMM

816273 OpenSSL Heartbeat Extension Vulnerability (CVE: 2014-0160) in SMI-S Agent
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Known limitations

Known limitations identify platforms, devices, or functions that are not supported by Data ONTAP
SMI-S Agent 5.1.1, or that do not interoperate correctly with Data ONTAP SMI-S Agent. Review
these limitations carefully.

ServiceNow cache refresh

For configurations supporting up to 100 Storage Virtual Machines, you must increase the
CACHE_REFRESH_SEC environment variable to at least one hour (3600 seconds). If your
configuration is smaller, you do not need to increase the CACHE_REFRESH_SEC environment
variable.

Performance notice for some cimcli commands

For configurations with 5,000 FlexVol volumes or 300,000 Snapshot copies, you might experience
performance issues with the following cimcli commands:

• cimcli ei ONTAP_Snapshot -n root/ontap

• cimcli ei ONTAP_SnapshotBasedOnFlexVol -n root/ontap

• cimcli ei ONTAP_StorageVolumeStats -n root/ontap
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Known issues

Known issues identify problems that might prevent you from using Data ONTAP SMI-S Agent 5.1.1
successfully. NetApp Bugs Online provides complete information about most known issues,
including any workarounds.

If a Bugs Online report is available, the bug ID contains a hyperlink to the report. You can click the
hyperlink to view the report.

Known issues identified in Data ONTAP SMI-S Agent 5.1.1

The following issues have been added to the release notes since the last release:

Bug ID Description

708593 SCVMM 2012 SP1 GUI doesn't show SVM or storage system name for SMI-S
Agent managed objects

Known issues identified in Data ONTAP SMI-S Agent 5.1
The following issues were reported in previous editions of the release notes:

Bug ID Description

671929 Data ONTAP SMI-S Provider becomes unresponsive to client requests.

788340 SCVMM Discovery fails due to overprovisioning of quotas on SMB shares.

727546 During rapid VM deletion in System Center Virtual Machine Manager (SCVMM),
stale unmap LUN(s) may exists in ONTAP and SCVMM

773882 VM provisioning in System Center Virtual Machine Manager (SCVMM) fails with
error code 4 [SM_RC_GENERIC_FAILURE]
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How to get help and find more information

The NetApp Support Site provides access to troubleshooting tools, product documentation, and
technical assistance. You can use NetApp Community forums to connect with peers, and the NetApp
Library to access technical reports and white papers.

Resource Description

NetApp Support Site Access troubleshooting tools, product
documentation, and technical support assistance.

NetApp Community public forum Connect with peers, ask questions, exchange
ideas, find resources, and share best practices.

NetApp Library Access technical reports, white papers, and other
documents.
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Copyright information

Copyright © 1994–2014 NetApp, Inc. All rights reserved. Printed in the U.S.

No part of this document covered by copyright may be reproduced in any form or by any means—
graphic, electronic, or mechanical, including photocopying, recording, taping, or storage in an
electronic retrieval system—without prior written permission of the copyright owner.

Software derived from copyrighted NetApp material is subject to the following license and
disclaimer:

THIS SOFTWARE IS PROVIDED BY NETAPP "AS IS" AND WITHOUT ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE,
WHICH ARE HEREBY DISCLAIMED. IN NO EVENT SHALL NETAPP BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

NetApp reserves the right to change any products described herein at any time, and without notice.
NetApp assumes no responsibility or liability arising from the use of products described herein,
except as expressly agreed to in writing by NetApp. The use or purchase of this product does not
convey a license under any patent rights, trademark rights, or any other intellectual property rights of
NetApp.

The product described in this manual may be protected by one or more U.S. patents, foreign patents,
or pending applications.

RESTRICTED RIGHTS LEGEND: Use, duplication, or disclosure by the government is subject to
restrictions as set forth in subparagraph (c)(1)(ii) of the Rights in Technical Data and Computer
Software clause at DFARS 252.277-7103 (October 1988) and FAR 52-227-19 (June 1987).
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How to send your comments

You can help us to improve the quality of our documentation by sending us your feedback.

Your feedback is important in helping us to provide the most accurate and high-quality information.
If you have suggestions for improving this document, send us your comments by email to 
doccomments@netapp.com. To help us direct your comments to the correct division, include in the
subject line the product name, version, and operating system.

You can also contact us in the following ways:

• NetApp, Inc., 495 East Java Drive, Sunnyvale, CA 94089 U.S.
• Telephone: +1 (408) 822-6000
• Fax: +1 (408) 822-4501
• Support telephone: +1 (888) 463-8277
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