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1 DEcRU DATA DECRYPTION SOFTWARE

Decru’s Data Decryption Software (DDS) is used for emergency recovery of data encrypted using the
Decru DataFort. Data recovery requires Cryptainer Key Files, which are generated by Decru Lifetime
Key Management software as described in the Lifetime Key Management Tool Guide. You will also need
to supply the passphrase that was provided when each Cryptainer Key File was created.

This document outlines the steps necessary to decrypt data on NAS and SAN/iSCSI devices:
° Data Decryption Software for NAS
e Data Decryption Software for SAN/iSCSI

INSTALLING THE DATA DECRYPTION SOFTWARE

Data decryption software is used under special circumstances to restore encrypted data when a
DataFort is not available. The Data Decryption Software should be installed on a computer that is
accessible to the data that is to be restored.

Note: Data recovery is CPU-intensive. Select a computer with a powerful processor and ample
disk space. DDS does not require the smart card reader.

The DDS server should meet the following requirements:

Operating Windows XP (latest service pack)
System

Windows 2000 (latest service pack)

Windows Server 2003 (latest service pack)

Hardware Intel P4 processor

512M RAM

1G free hard drive space

Enough free space for the data being decrypted. Note that decryption speed is
dependant on the processor speed of the DDS station.

INSTALLING DATA DECRYPTION SOFTWARE ON WINDOWS

1. Onthe User CD, follow the link to the Data Decryption Software page, and click the Windows link.
2. If the installer doesn’t start automatically, run setup.exe.

3. Enter the license key when prompted and choose the default options.

After the software has been installed, the Start > Programs > Decru menu displays the Data
Decryption Software entry.



Data Decryption Software WebUI

DATA DECRYPTION SOFTWARE WEBUI

The WebUI for DDS displays tabs for data recovery in different environments. For data recovery in the
NAS environment, select NAS. For data recovery in the SAN or iSCSI environment, select the disk or
tape options. The Clear Display button clears the GUI, providing for privacy without quitting DDS.

° Data Decryption Software for NAS
° Data Decryption Software for SAN/iSCSI

DATA DECRYPTION SOFTWARE FOR NAS

Before decrypting data, assemble the necessary Cryptainer Key Files and associated encrypted data.
Cryptainer Key Files are generated using LKM. If you are copying encrypted data for decryption, be
sure to copy over the entire Cryptainer.

If the Cryptainers that will be decrypted are of unknown origin, DDS will inform you which Cryptainer
Key File to look for in LKM.

CAUTION: When you have finished decrypting files or Cryptainers, delete the
Cryptainer Key File.
SOFTWARE RECOVERY FOR NAS UsING WINDOWS

1. Choose Start > Programs > Decru > Data Decryption Software.
2. Select the NAS tab.

LIData Decryption Software E]@
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| Disk | TapstoTape | Single Tape 1: Decryptto Disk | Sincle Tape 2 Copyto Tape

Source -- Directory or file to decrypt:
Target -- Location where decrypted data will be written.
Cryptainer Key File Location.

Browse

Passphrase

Clear Display

3. Enter or browse to the required information:
e The directory or file to decrypt.

e The location to store the decrypted directory/file.



Data Decryption Software for NAS

e The location of the Cryptainer Key File containing the Cryptainer Key needed for decryption.

The passphrase to recover the Cryptainer Key from the Cryptainer Key File.
Click Decrypt.
View the progress and the result of the operation in the lower window.

To decrypt more files, specify new parameters and click Decrypt.

No oA

Close the window to exit the tool.

CHECK THE TARGET DisK
After decrypting data, run the check disk command on the destination disk.
1. Open a command prompt.
2. cd to the destination volume.
3. Execute the check disk command:
e  For NTFS volumes: chkdsk /x

. For all other volumes: chkdsk /£



Data Decryption Software for SAN/iSCSI

DATA DECRYPTION SOFTWARE FOR SAN/ISCSI

Data recovery in the SAN/iSCSI environment requires Cryptainer Key Files and the passphrase that
was provided when each Cryptainer Key File was created. Note that metadata must be turned on for
encrypted data in order to use the WebUI for DDS to decrypt data. See the DataFort Administration
Guide for more information about metadata.

CAUTION: When you have finished decrypting files or Cryptainers, delete the
Cryptainer Key File.

Data Decryption Software decrypts one Cryptainer at a time. With the appropriate Cryptainer or tape
key files, DDS can decrypt all the Cryptainers associated with a DataFort. The following options exist
in the SAN/iSCSI environment:

. Software Recovery for Disk. Follow these instructions to recover an encrypted disk.

e  Software Recovery for Tape to Tape. Follow these instructions to recover an encrypted tape.

e  Software Recovery for Tape to Disk. Follow these instructions to recover an encrypted tape when
only one tape drive is available.

Note: Advanced users who need finer grained options or prefer a command line interface can
use the DataFort CLI, available in the SRT installation directory as dcrSWRTool.exe.

BEFORE USING THE DATA DECRYPTION SOFTWARE FOR SAN/ISCSI
Before you run the tool, make the following preparations:

e Create and assemble the necessary Cryptainer Key Files, their passphrases, and the paths to
the encrypted Cryptainers you want to recover.

e  Obtain the identifying numbers of the source and target disks or tapes from Windows Administra-
tive Tools.

. Disk: From Administrative Tools, choose Computer Management > Storage > Disk Manage-
ment. The disk number is listed in the left column of the Disk Management pane. For exam-
ple, the disk number is ‘2’ for ‘Disk 2’.

e Veritas Volume Manager disks: Start the Veritas Enterprise Administrator and connect to
the system to which the encrypted drive is attached. In the navigation pane on the left side
of the Veritas Ul, select the “Disks” tab under the system with the drive to be restored. Iden-
tify the desired disk number by looking at the list of drives in the right-hand pane; for exam-
ple, the disk number would be '5' for 'Harddisk5'.

e  Tape: From Administrative Tools, choose Computer Management > Storage > Removable
Storage > Physical Location. Right-click the source or target tape drive, and choose Proper-
ties. The tape drive number is listed in the Device Info pane under Device Name. For exam-
ple, the tape drive number is ‘0’ for ‘\\.\TapeO’.

SOFTWARE RECOVERY FOR DISK

This procedure will decrypt data from a source (encrypted) disk to a target disk. Be sure the target
disk has the same or greater capacity as the source disk containing the encrypted files.

1. To open the tool from the Windows Start menu, choose Start > Programs > Decru > Data
Decryption Software.



Data Decryption Software for SAN/iSCSI

2. Click the Disk tab.

'ﬁ Data Decryption Software Q@E
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MAS | Disk ‘ Tape to Tape Single Tape 1: Decrypt to Disk Single Tape Z: Copy to Tape

Source - Disk nurmber of drive to decrypt:
Target-- Disk number of drive where decrypted data will be writen
Cryptainer Key File Lacation:

Browse..,

Passphrase:

Clear Display

3. Specify the following:
e The source disk number which is to be recovered.

e A destination disk number for the disk to which data is to be written (Note: the disk must be iden-
tical to the source disk).

e A Cryptainer Key file that contains the appropriate key.
e The passphrase used to encrypt that Cryptainer Key File.
Press Decrypt to begin decryption.

5. View the progress and the result of the operation in the lower window.

SOFTWARE RECOVERY FOR TAPE TO TAPE

This procedure will decrypt data from a source (encrypted) tape to a target tape drive. Be sure the
target tape drive is at least as large as the source tape drive. You can use a disk for intermediate data
storage between the source and target tape drive. See Software Recovery for Tape to Disk.

1. To open the tool from the Windows Start menu, choose Start > Programs > Decru > Data
Decryption Software.

2. Click the Tape to Tape tab.
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E Data Decryption Software
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nas | Disk | TapetoTape | Single Tape 1: DecrypttoDisk | Single Tape 2 Copy to Tape

Source - Tape drive nurmber oftape to decrwpt:
Target-- Tape drive number of tape where decrypted data will be written:
Cryptainer Key File Lacation:

Browse..,

Passphrase

Clear Display

3. Specify the following:
e The source tape drive number which is to be recovered.

e A destination tape drive number for the tape to which data is to be written (Note: the tape must
be greater in size than the source tape).

e A Cryptainer Key file that contains the appropriate key.
e The passphrase used to encrypt that Cryptainer Key File.
Press Decrypt to begin decryption.

5. View the progress and the result of the operation in the lower window.

SOFTWARE RECOVERY FOR TAPE TO DiISK

This procedure can be used when only one tape drive is available. Make sure the disk has adequate
space for the data that will be transferred. The process is broken up into two steps, Decrypting Data
to a Temporary Disk File and Writing Decrypted Data to Tape.

Decrypting Data to a Temporary Disk File

First decrypt the tape to a temporary disk file. Please make sure that you have enough free disk space
to decrypt this tape to disk.

1. To open the tool from the Windows Start menu, choose Start > Programs > Decru > Data
Decryption Software.

2. Click the Single Tape 1: Decrypt to Disk tab.
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LIbata Decryption Software
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Mas | Disk | TapetoTape

Singls Tape 2: Capy to Tape

Source - Tape drive numhber of tape to decrypt:

Target-- Location where decrypted data will be written
Cryptainer Key File Location

Bronvse

Passphrase

Clear Display

3. Specify the following:

e  The source tape drive number which is to be recovered.
e A destination file to which the data is to be written.

e A Cryptainer Key file that contains the appropriate key.

e The passphrase used to encrypt that Cryptainer Key File.
4. Press Decrypt data to begin decryption.

5. View the progress and the result of the operation in the lower window.

Writing Decrypted Data to Tape
Next use the tool to write the decrypted data from the file to tape.
1. Click the Single Tape 2: Copy to Tape tab.

ﬂ Data Decryption Software

DECRU oxurorr

Mas | Disk | TepetoTape | Single Tape 1: DecrypttoDisk | Single Tape 2 Copyto Tape

Source - Location where decrypted data was written:

Browse..,

Target-- Tape drive number of tape where decrypted data will be written:
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Specify the following:

The destination tape drive number where data is to be written.

The destination file to which the data was written in the previous step.
Click Copy to begin writing to the tape.

View the progress and the result of the operation in the lower window.
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