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mm 1  DECRU DATA DECRYPTION SOFTWARE

Decru’s Data Decryption Software (DDS) is an emergency recovery solution that recovers data
encrypted by a Decru DataFort™ storage security appliance when the DataFort appliance is
unavailable. DDS is used to decrypt data in conjunction with either the Decru Lifetime Key
Management™ appliance (LKM appliance), or the Decru Lifetime Key Management software (LKM
software). Both manage encryption keys generated by multiple DataFort appliances and ensue
encryption key availability for the life of the secured data.

This chapter contains the following sections:
e |Installation Requirements

e Installing DDS

e  Using DDS for NAS

° ing DDS for SAN/i |

e Using the DDS CLI



Installation Requirements

INSTALLATION REQUIREMENTS

Install DDS on a work station that can access the encrypted data to be restored.

Note: Data recovery is CPU-intensive. Select a computer with a powerful processor and ample
disk space. DDS does not require the smart card reader.

The DDS server should meet the following requirements:

TABLE 1: SOFTWARE SPECIFICATIONS

Operating System

Browser
(select one)

Windows XP (latest service pack) Internet Explorer, v6.0 or later

Windows 2000 (latest service pack)

Windows Server 2003 (latest service pack)

TABLE 2: HARDWARE SPECIFICATIONS

Hardware

Intel P4 processor
512M RAM

1G free hard drive space

Enough free space for the data being decrypted. Decryption speed is dependant on the processor
speed of the DDS station.

INSTALLING DDS

1. Onthe User CD, follow the link to the Data Decryption Software page, and click the Windows link.
Note: If the installer doesn’t start automatically, run setup.exe.
2. Enter the license key when prompted and choose the default options.

After the software has been installed, the Start > Programs > Decru menu displays the Data
Decryption Software.

Note: If you are an advanced user, who needs finer grained options or prefer a command line
interface, you can use the Data Decryption Tool from the command line by launching
dds.exe available in the DDS installation directory.



Using DDS for NAS

Using DDS For NAS

Data recovery requires DDS and Cryptainer Key Archive files (.cka for LKM appliance) or Cryptainer Key
files (.ckf for LKM Software), the passphrases used to encrypt them and the paths to the encrypted
Cryptainers you want to recover.

Note: Cryptainer Key Files are generated using Decru Lifetime Key Management software or the
Decru Lifetime Key Management appliance.

When copying encrypted data for decryption, be sure to copy over the entire Cryptainer. If a Cryptainer
is of unknown origin, DDS will inform you which Cryptainer Key File to look for in LKM. Data Decryption
Software decrypts one Cryptainer at a time. With the appropriate Cryptainer Key Files, DDS can
decrypt all the Cryptainers associated with a DataFort.

WARNING: WHEN YOU HAVE FINISHED DECRYPTING FILES OR CRYPTAINERS, DELETE
THE CRYPTAINER KEY FILE.

DATA RECOVERY FOR NAS
DDS displays tabs for data recovery in different environments.

1. On the Windows taskbar, select Start > Programs > Decru > Data Decryption Software.

Data Decryption Software E]@

Disk | TapetoTape | Single Tape 1: DecrypttoDisk | Single Tape 2: Copy to Tape

Source — Directary or file to decrypt:
Target — Location where decrypted data wil be written:
Cryptainer Key File Location:

Browse...

Passphrase:

Clear Display Decrypt

2. On the NAS tab, enter or browse to the required information:
e The directory or file to decrypt.
e The location to store the decrypted directory/file.
e The location of the Cryptainer Key File containing the Cryptainer Key needed for decryption.
e The passphrase to recover the Cryptainer Key from the Cryptainer Key File.
3. Click Decrypt.
Note: The Clear Display button clears the GUI, to provide privacy without quitting DDS.



4. View the progress and the result of the operation in the lower window.
5. To decrypt more files, specify new parameters and click Decrypt.

6. Close the window to exit the tool.

Check the Target Disk

After decrypting data, run the check disk command on the destination disk.

1. Atthe CLI, cd to the destination volume.
2. Run the check disk command:
e  For NTFS volumes: chkdsk /x

° For all other volumes: chkdsk /£

UsING DDS FoR SAN/ISCSI

Using DDS for SAN/iSCSI

Data recovery requires DDS and Cryptainer Key Archive files (.cka for LKM appliance) or Cryptainer Key
files (.ckf for LKM Software), the passphrases used to encrypt them and the paths to the encrypted

Cryptainers you want to recover.

Note: Cryptainer Key Files are generated using Decru Lifetime Key Management software or the

Decru Lifetime Key Management appliance.

When copying encrypted data for decryption, be sure to copy over the entire Cryptainer. If a Cryptainer
is of unknown origin, DDS will inform you which Cryptainer Key File to look for in LKM. Data Decryption
Software decrypts one Cryptainer at a time. With the appropriate Cryptainer Key Files, DDS can

decrypt all the Cryptainers associated with a DataFort.

WARNING: WHEN YOU HAVE FINISHED DECRYPTING FILES OR CRYPTAINERS, DELETE

THE CRYPTAINER KEY FILE.

This section includes the following topics:
e  Before using DDS for SAN/iSCSI

° Data Recovery for Disk

° Data Recovery for Tape to Disk




Using DDS for SAN/iSCSI

BEFORE USING DDS ForR SAN/ISCSI
Before you run DDS for SAN/iSCSI, make the following additional preparations:

° Metadata must be turned on for encrypted data in order to use DDS to decrypt data. See the
DataFort Administration Guide for more information about metadata.

e  Obtain the identifying numbers of the source and target disks or tapes from Windows Administra-
tive Tools.

This section includes the following topics:

° Obtaining Identifying Numbers from Disk

° Obtaining Identifying Numbers from Veritas Volume Manager Disks

° Obtaining Identifying Numbers from Tape

Obtaining Identifying Numbers from Disk

1. On the Windows taskbar, select Start > Settings > Control Panel

2. Select Administrative Tools > Computer Management > Storage > Disk Management.
3. Notice the disk number which is listed to the left of the bottom pane.

For example, the disk number is ‘2’ for ‘Disk 2’.

Obtaining Identifying Numbers from Veritas Volume Manager Disks

1. Start the Veritas Enterprise Administrator and connect to the system to which the encrypted drive
is attached.

2. In the navigation pane on the left side of the Veritas Ul, select the “Disks” tab under the system
with the drive to be restored.

3. Identify the desired disk number by looking at the list of drives in the right-hand pane.

For example, the disk number would be '5' for 'Harddisk5'.

Obtaining Identifying Numbers from Tape
1. On the Windows taskbar, select Start > Settings > Control Panel

1. Select Administrative Tools > Computer Management > Storage > Removable Storage >
Physical Location.

Right-click the source or target tape drive, and choose Properties.
Notice the tape drive number which is listed in the Device Info pane under Device Name.

For example, the tape drive number is ‘0’ for ‘\\.\TapeO’.



Using DDS for SAN/iSCSI

DATA RECOVERY FOR Disk

Note: For Decru DataFort FC-Series appliance 2.x to decrypt disk data, you must make a key file
with only one key entry (DDS will automatically use this key), or use the CLI to pick a key
from the key file. See Using the DDS CLI on page 13.

This procedure will decrypt data from a source (encrypted) disk to a target disk. Be sure the target
disk has the same or greater capacity as the source disk containing the encrypted files.

1. On the Windows taskbar, select Start > Programs > Decru > Data Decryption Software.

Data Decryption Software E]@

nas | Disk | TapstoTape | Single Tape 1:DecrypttoDisk | Single Tape 2: Copy to Tape

Source — Disk number of drive to decrypt:
Target - Disk number of drive where decrypted data wil be written:
Cryptainer Key File Location:

Browse. ..

Passphrase:

Clear Display Decrypt

2. On the Disk tab, enter or browse to the required information:
e The source disk number which is to be recovered.

e A destination disk number for the disk to which data is to be written (Note: the disk must be
identical to the source disk).

e A Cryptainer Key file that contains the appropriate key.
e The passphrase used to encrypt that Cryptainer Key File.
3. Press Decrypt to begin decryption.
Note: The Clear Display button clears the GUI, to provide privacy without quitting DDS.

4. View the progress and the result of the operation in the lower window.



Using DDS for SAN/iSCSI

DATA RECOVERY FOR TAPE TO TAPE

This procedure will decrypt data from a source (encrypted) tape to a target tape drive. Be sure the
target tape drive is at least as large as the source tape drive. You can use a disk for intermediate data
storage between the source and target tape drive. See Data Recovery for Tape to Disk.

1. On the Windows taskbar, select Start > Programs > Decru > Data Decryption Software.

Data Decryption Software E]@

wes | Disk | TapetoTape | Single Tape 1 DearypktoDisk | Single Tape 2: Copy to Tape

Source -- Tape drive number of tape to decrypt:
Target - Tape drive number of tape where decrypted data will be written:
Cryptainer Key File Location:

Browse...

Passphrase:

Clear Display Decrypt

2. On the Tape to Tape tab, enter or browse to the required information:
e  The source tape drive number which is to be recovered.

e A destination tape drive number for the tape to which data is to be written (Note: the tape
must be greater in size than the source tape).

e A Cryptainer Key file that contains the appropriate key.
e The passphrase used to encrypt that Cryptainer Key File.
3. Press Decrypt to begin decryption.
Note: The Clear Display button clears the GUI, to provide privacy without quitting DDS.

4. View the progress and the result of the operation in the lower window.
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Using DDS for SAN/iSCSI

DATA RECOVERY FOR TAPE TO DisK

This procedure can be used when only one tape drive is available. Make sure the disk has adequate
space for the data that will be transferred. The process is broken up into two steps, Decrypting Data
to a Temporary Disk File and Writing Decrypted Data to Tape.

Decrypting Data to a Temporary Disk File

First decrypt the tape to a temporary disk file. Please make sure that you have enough free disk space
to decrypt this tape to disk.

1. On the Windows taskbar, select Start > Programs > Decru > Data Decryption Software.

Data Decryption Software E]@

wes | Disk | TapetoTape || single Tape It Decryptio Disk | single Tape 2: Copy to Tape

Source -- Tape drive number of tape to decrypt:

Target - Location where decrypted data wil be written:
Cryptainer Key File Location:

Browse. ..

Passphrase:

Clear Display Decrypt

2. On the Single Tape 1: Decrypt to Disk tab, enter or browse to the required information:
e The source tape drive number which is to be recovered.
e A destination file to which the data is to be written.
e A Cryptainer Key file that contains the appropriate key.
e The passphrase used to encrypt that Cryptainer Key File.
3. Press Decrypt data to begin decryption.
Note: The Clear Display button clears the GUI, to provide privacy without quitting DDS.

4. View the progress and the result of the operation in the lower window.

11



Using DDS for SAN/iSCSI

Writing Decrypted Data to Tape
Next use the tool to write the decrypted data from the file to tape.

1. On the Windows taskbar, select Start > Programs > Decru > Data Decryption Software.

Data Decryption Software E]@

nas | Disk | TapstoTape | Single Tape 1: DecrypttoDisk |- Singls Tape 2: Copy to Taps |

Source -- Location where decrypted data was written:

Target - Taps drive number of tape where decrypted data wil be written:

2. On the Single Tape 2: Copy to Tape tab, enter or browse to the required information:
e The destination tape drive number where data is to be written.
e The destination file to which the data was written in the previous step.
3. Click Copy to begin writing to the tape.
Note: The Clear Display button clears the GUI, to provide privacy without quitting DDS.

4. View the progress and the result of the operation in the lower window.
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Using the DDS CLI

UsinG THE DDS CLI

On the Windows taskbar, select Run.

Enter or browse to the DDS.exe file.

For example: C:\Program Files\Decru\Decru Data Decryption Software\dds.exe

3. Atthe CLI, run the dds.exe with the following command using the desired recovery type:

dds [options] [<recovery type> [args]]

For example, here is a command to recover a disk:
dds.exe disk 0 1 test.cka 12345678

Valid options are:

[-b/--blocksize <size>] Sets tape block size.

Valid values: 32, 64, 128, 256, 512, 1024, 2048, 4096
[-v] Enables verbose mode.

These details may be sent to your local support engineer.
[-9 <queue_size>] Sets the size of the read-ahead queue.
[--nowrite] Reads the data only.

Valid recovery types are:

read-tape [<src_tape>]
Performs a read performance test on the tape.

tape [<src_tape> <tgt_tape> <key file> [<password>]]
Recovers data from the source tape and writes to the destination tape.

tape-disk [<src_tape> <temp_ file> <key file> [<password>]
Recovers data from the source tape and writes to a temporary file.

disk-tape [<temp_file> <tgt_ tape>]
Restores data from the a temporary file to the tape.

disk [<src_disk> <tgt_disk> <key file> [<password>]]
Recovers data from the source disk and writes to the target disk.

nas [<src_dir/src_file> <tgt _dir> <key file> [<password>]]

Recovers a file or directory.

13



DECRU'

A NetApp Company

EE T INDEX
Symbols L
.cka LKM appliance
cryptainer key archive file, LKM appliance 6, 7 .cka file 6, 7
.ckf cryptainer key archive file 6, 7
cryptainer key file, LKM software 6, 7 LKM software
.ckf file 6, 7
c cryptainer key file 6, 7
CLl
use of for decryption 13 N
copy to tape NAS
tab 12 check target disk 7
cryptainer key archive file tab 6
LKM appliance 6, 7
cryptainer key file T
LKM software 6, 7 tab
copy to tape 12
D decrypt to disk 11
DDS disk 9
copy to tape tab 12 NAS 6
decrypt to disk tab 11 tape to tape 10
disk tab 9 tape to tape
install 5 tab 10
NAS tab 6

tape to tape tab 10
using software 6
decrypt
data from disk to disk 9
data from tape to tape 10
data to temporary disk file 11
NAS data 6
write decrypted data to tape 12
decrypt to disk
tab 11
decryption
via CLI 13
disk
tab 9

|
install
DDS 5
hardware specifications 5
requirements 5
software specifications 5

14



	Contents
	Installation Requirements
	Installing DDS
	Using DDS for NAS
	Data Recovery for NAS

	Using DDS for SAN/iSCSI
	Before using DDS for SAN/iSCSI
	Data Recovery for Disk
	Data Recovery for Tape to Tape
	Data Recovery for Tape to Disk

	Using the DDS CLI
	Index



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings false
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile (Web Graphics Defaults)
  /AlwaysEmbed [ true
    /ITCFranklinGothicStd-Book
    /ITCFranklinGothicStd-BookIt
    /ITCFranklinGothicStd-Demi
    /ITCFranklinGothicStd-DemiIt
    /ITCFranklinGothicStd-Hvy
    /ITCFranklinGothicStd-HvyIt
    /ITCFranklinGothicStd-Med
    /ITCFranklinGothicStd-MedIt
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


