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1 THE DECRU LIFETIME KEY MANAGEMENT SYSTEM

The Decru DataFort™ appliance secures networked storage, protecting data at rest by encrypting it
with strong algorithms. DataFort supports the creation of secured storage elements called Cryptainer
vaults™, in which encrypted data is stored. Since DataFort offers persistent encryption for data in
storage, a methodology for managing encryption keys over the long term is required.

The Decru Lifetime Key Management™ (LKM) software provides this functionality for a DataFort
security administrator managing one or more DataFort appliances. LKM simplifies and centralizes two
functions that make permanent data accessibility possible:

° Maintaining Cryptainer Key and DataFort configuration information.

e Under special circumstances, such as disaster recovery, providing additional tools for decrypting
data that was encrypted by DataFort.

With LKM software, the security administrator can upload, view, manage and save DataFort
configuration and key information as a form of insurance against future problems. If the need arises,
LKM allows authorized persons to decrypt data in the absence of the usual decrypting mechanisms.

LKM creates a cumulative key archive based on information from DataFort configuration databases
that are manually or automatically loaded into the LKM software, as part of regular updates that LKM
receives from each DataFort.

A DataFort configuration database contains, in encrypted form, all of the key security and network
information for the DataFort, including Cryptainer Keys, Tape Keys, Recovery Keys, and the secret
shares required to recover the Master Key, which is used to decrypt other keys in the configuration
database. By extracting key information from DataFort configuration databases over an extended
period of time, LKM ensures that keys used to encrypt data are available for decryption throughout the
life of the data. There ia a separate standalone Software Recovery Tool for data recovery.

INSTALLING THE LKM SYSTEM

Setting up the LKM system consists of these steps:
e  Designating an LKM server and installing LKM software on the server.

e  Specifying the LKM server in a DataFort management interface.

LKM SERVER DESIGNATION

An LKM server is a Windows computer used for consolidating the key and configuration details of
multiple DataFort appliances over extended periods of time. An LKM installation on one LKM server
can manage multiple DataFort appliances. If desired, the LKM software and the database used to
store LKM data can be divided between two servers.

The LKM server should be a dedicated machine used only for LKM and no other services. This server
should be regularly inspected and patched, and physical access to it should be controlled. LKM
software relies on the correctness of the server’s operating system to authenticate the LKM
administrator and to protect LKM from unauthorized tampering. Be sure that no hostile process or
entity compromises the LKM server, especially when Recovery Cards are used, as keys are briefly
exposed to software during Recovery Card procedures.



Installing the LKM System

LKM SERVER SPECIFICATION

Specifying the LKM server to a DataFort sends the current DataFort configuration to LKM
automatically, and updates LKM automatically when the configuration changes. If the LKM server is
not available when a DataFort is put into service, configuration database backups can be loaded into
LKM software manually.

One LKM server can manage multiple DataFort appliances, and all DataFort cluster members update
the same LKM server. For clustered DataFort appliances, specifying or changing LKM server settings
on one cluster member automatically updates LKM settings on the other members.

After setup, familiarity with the DataFort Administration Guide will be helpful in understanding data
recovery procedures that might be required in the future.

LKM SERVER CONFIGURATION
The LKM station must be dedicated to LKM use, and no other process must be allowed to run on this
station, as any hostile local processes may issue destructive commands to the LKM server database.

Note: The LKM server should be dedicated to key management and data recovery. Using a
Management Station as an LKM server is not recommended. It is also feasible to select
one computer for running LKM software and another for storing the key archives.

To configure the LKM server, choose a computer that meets the following requirements:

e Accessible via Ethernet to all DataFort appliances that LKM will serve.

e Afixed IP address. You will need the IP address when you configure DataFort appliances for auto-
mated backups.

e  Windows 2000 Server or Windows Server 2003 operating system (preferred); a dedicated
Windows 2000 or Windows XP workstation is acceptable.

° Internet Explorer, v6.0 or later.

e 2GB free disk space for the MySQL database if the database will reside on the LKM server. Dur-
ing installation you can also specify a different server to contain the database.

e 512MB RAM

° 1 GHz processor

e An available USB port for the smart card reader from Decru.

e A CD drive for installing software.

° Note that LKM server ports 15362 and 15363 need to be available to allow automated communi-
cation between the LKM server and DataFort appliances. If using a Windows XP server, you must
add the ports used by LKM to Windows Firewall. Open Windows Firewall and click the Exceptions
tab. Add ports 15362 and 15363 for clear communication and ports 15372 and 15373 for SSL
using the Add port button.

Backup LKM Server

LKM supports automated configuration backups to a primary LKM server and an optional secondary
backup server. The secondary server can be at a remote site. To use a backup LKM server, set it up
just as you did the primary LKM server, and note its IP address. DataFort will ensure that the two LKM
servers will be in sync going forward. If the secondary LKM Server is added at a later time, sync it with
the existing server (see Sync a Primary and Secondary LKM Server on page 52).
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PREPARING SQL SERVER FOR LKM INSTALLATION

LKM can use a MySQL database to store data (this is the default), or it can be configured to use a
Microsoft SQL Server. This designation is made during the installation wizard as described in Installing
LKM Software. In order to configure LKM to use a Microsoft SQL Server as the database, the server
must be prepared before installing LKM.

Note: The default installation using MySQL does not require this step. For ordinary installation,
skip to Installing LKM Software on page 8.

1. From the left pane of the Microsoft SQL Server Enterprise Manager, expand the Microsoft SQL
Servers entry in the Console Root tree.

2. Expand the entry for your SQL Server (referred to as <sysname> in this document) and right-click
the Databases directory.

Select New Database from the right-click menu.
Create a database called Decru and click OK.
Select the Security directory under <sysname> and right-click Logins.

Select New Login from the right-click menu.

Noe o~

Enter a name of your choice for this user. You will be prompted for this information during LKM
installation.

8. Select the SQL Server Authentication button, and enter a password for this user. You will be
prompted for this information during LKM installation.

9. Specify the Decru database as the default for this login by selecting it from the Database pull-
down menu. Click OK.

10. Confirm the new password.
11. Expand the entry for <sysname>, and expand the Databases directory.

12. Expand the Decru database directory and right-click the Users entry. Select New Database User
from the right-click menu.

13. Select the new user from the pull-down menu of login names.

14. Check the boxes that will assign the following permissions to the user: public, db_owner,
db_accessadmin, db_securityadmin, db_ddladmin, db_backupoperator, db_datareader,
db_datawriter.

15. Click OK to complete the operation.

16. Ensure authentication settings are correct: Right-click <sysname> entry in the left pane and
select Properties.

17. Select the Security tab and be sure that the authentication button for SQL Server and Windows is
selected.

18. Click OK.
19. Continue with Installing LKM Software.
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INSTALLING LKM SOFTWARE

1.
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10.

11.

Insert the DataFort CD in a drive on the LKM server (or in a mapped drive). The CD will run
automatically.

Click the Lifetime Key Management installer link. When prompted by the File Download screen to
open or save the file, click the Open button to open the file.

Follow the prompts to start the installer and accept the terms of the license agreement.
Enter the LKM license key provided by Decru and click Next.

Click next to allow the system to be checked for software requirements.

Specify the installation directory or use the default. Click Next.

Click Install to begin installation.

Specify the database type to use with LKM (MySQL or Microsoft SQL) and click Next.
MySQL: This is the default installation.

. Enter a database user name of your choice. This name and associated password will be
used to access MySQL.

- Enter a password for that user.
e  Confirm the user password by entering it again.
e Set the path to the data directory, or accept the default location and click Next.

Microsoft SQL Server: Select this if a Microsoft SQL Server has been configured for use with LKM
as described in Preparing SQL Server for LKM Installation. Enter the information for that server:

. Enter the name or IP address of the Microsoft SQL Server.
e Enter the user name (the same user name that was added to the Microsoft SQL Server).
- Enter the user password (the same password that was added to the Microsoft SQL Server).

Follow the prompts to start the smart card reader installer (if the smart card reader driver is not
already installed on the computer). Accept the license agreement, and select the model number
of your smart card reader. The model number can be found on the underside of the smart card
reader (i.e. GemPC413-SL).

Select the “Yes, | want to restart my computer now” radio button on the LKM installer page and
click Finish to complete installation.

After the LKM server reboots, the LKM Service starts automatically. Click the LKM desktop icon
or select Start > Programs > Decru > Lifetime Key Management to view LKM.
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ACCESSING LKM SOFTWARE

The Lifetime Key Management System runs as two components: a Windows Service that runs
automatically whenever the LKM server is running, and a program user interface (Ul) that you start
when you wish to interact with LKM software. For information on the service component, see
Managing the LKM Service.

STARTING THE LKM Ul

1. To start the LKM Ul, click the LKM program icon on the Windows desktop, or choose Start >
Programs > Decru > Lifetime Key Management.

The tool offers drop-down menus for key functions, and the left pane lists DataFort appliances with
configuration databases that have been added to LKM. Status is shown at the base of the screen. For
more information, see LKM Software.

=3
ﬂ Decru Lifetime Key Management E]@
File Edit Recovery Help
LKW
® DataFort Appliances

[E| Recovery cards DECRU oxurorr LIFETIME KEY MANAGEMENT™
1f Recovery key Archives

MWW Decru DataFort Lifetime Key Management Tool

Version: 2.1.N20.516.116
Build: LKM_2204

LKM Service Status: Configuration Databases: 0 Spooled § 0 Imported f0 Errors

LKM Setup Guidelines
e  Set up each DataFort using a setup wizard, as described in the DataFort Administration Guide.
e  Specify LKM settings on each DataFort or DataFort cluster.

e To begin using LKM software, load a configuration database using one of the methods described
in Initial Configuration.

° Leave the LKM server running at all times. LKM can receive updates from one or more DataFort
appliances even after the server administrator logs out of the LKM server.

e  You may leave the smart card reader attached to the LKM server’s USB port, but it is not good
practice to leave any smart cards in the reader.
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INITIAL CONFIGURATION

After LKM software has been installed, load one or more DataFort configurations into the software. For
more information about DataFort configuration and accessing management interfaces, see the
DataFort Administration Guide. For configuring LKM, see the following sections of this guide:

e To specify the LKM server in DataFort WebUI, see Configuration from the DataFort WebUI.

e To specify the LKM server in DataFort CLI, see Configuration from the DataFort CLI.

e To upload previously-saved configurations in LKM manually, see Loading a Saved Configuration
Database into LKM.

If the LKM server is not yet in operation when you are entering LKM settings for the first time, back up
DataFort configurations to another site, and load them into LKM later (see Saving the DataFort
Configuration Database and Loading a Saved Configuration Database into LKM).

CONFIGURING BACKUPS TO THE LKM SERVER

Use the DataFort WebUI or the DataFort CLI to specify the LKM server and set up automated backups.
The simplest way to ensure permanent retention of DataFort keys is to configure DataFort to
automatically save backups of its configuration database to the LKM server.

Note: If DataFort has been in operation for some time, postpone specifying automated backups
until you have loaded earlier saved configurations to the LKM server.

Configuration from the DataFort WebUI

The following steps can be performed at any time after initial DataFort setup. See the DataFort
Administration Guide for information about logging in to the DataFort WebUI.

1. From a Management Station, log in to the DataFort WebUl, and choose System Config >
Recovery > LKM Settings.

Note: Log in to any member of a cluster to enter these settings.

iz Lifetime Key Management (LKM) Settings

Decru recommends the use of the LKM system to archive encryption keys for data restoration.

This unique label will be used to identify this particular DafaFort in the LKM system.
Label HR-domain|

Description HR-HQ (Optional)

DataFort will aufomatically back up its configuration database fo the LIKM server specified below.

IP of Primary Server 1020 23 25

IP of Secondary Server 10.20.48.20 (Optional}
First Port of the Servers 15362

Connect using SSL

Shared Secret ssssssse

Confirm Shared Secret ssssssse

10



Initial Configuration

Assign a unique name for the DataFort that will identify it in LKM. Enter a description (optional).
Enter the IP address of the LKM server.

If you have configured a secondary backup LKM server, enter the IP address of the secondary
server. If the first LKM server is already in operation when you add a secondary server, sync the
secondary server (see Sync a Primary and Secondary LKM Server).

Enter LKM information at the LKM Settings page of one member of each cluster whose keys you
want LKM to manage. Configure Regular or Secure Backups by completing the appropriate
procedure below.

Configuring Regular Backups

1.

On the LKM Settings page, leave the First Port of the Servers at its default (15362). If this port
will not be available, change it here and also in LKM (see Configuring LKM Server Ports).

Note: This setting defines three successive ports (on the LKM server) used for communication
between all connected DataFort appliances and the LKM server, and within LKM.

The Settings page sets up the connection but does not send data immediately. To test the
connection between DataFort and the LKM server right away, click Test. The status line indicates
whether the connection succeeded.

Click Save.

Clicking Save on this screen saves the configuration database to the LKM server automatically,
and every 10 minutes thereafter if there are configuration changes.

Note: If the LKM server is not yet up and running when you specify the LKM server from this
screen, back up the first configuration database to another site (see Saving the DataFort
Configuration Database on page 13) and load it manually in LKM (see Loading a Saved
Configuration Database into LKM).

Configuring Secure Backups

Unlike regular backups, secure backups must be explicitly enabled both at DataFort and in the LKM
Ul. Note that since configuration database backups contain no plaintext key material, SSL backups
are not essential for the security of your data or key material.

1.
2.

On the LKM Settings page, leave the First Port of the Servers at its default setting (15362).

Select Connect using SSL, and enter and confirm a shared secret. The shared secret can be a
string of any characters of any length, including spaces.

Note: Secure backups use the base port (First Port of the Servers) + 10 and the base port + 11.
The status of LKM server ports can be checked from the LKM Ul. If these ports will not be
available, change them from the LKM Ul (see Configuring LKM Server Ports) as well as in
the First Port of the Servers field.

The LKM Settings page sets up the connection but does not send data immediately. To test the
connection between DataFort and the LKM server right away, click Test. The status line indicates
whether the connection succeeded.

Click Save.

Clicking Save on this screen specifies that the DataFort configuration database should be backed
up to the LKM server automatically, over the secure channel.

11
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5. As soon as possible, plan to enable SSL and enter the same shared secret in the LKM Ul. Until
this is done, secure backups to the LKM server will not proceed.

After SSL is enabled and its shared secret entered for both parties to this communication
(DataFort and LKM), the configuration database is backed up to LKM, and every 10 minutes
thereafter if there are configuration changes.

Note: If the LKM server is not yet up and running when you specify the LKM server from the LKM
Settings screen, back up the first configuration database to another site (see Saving the
DataFort Configuration Database on page 13), and load it manually in LKM as soon as
possible (see Loading a Saved Configuration Database into LKM).

Configuration from the DataFort CLI

CLI configuration can be used after initial DataFort setup. Complete one of these LKM configuration
procedures for every DataFort cluster.

1. Log in to the DataFort CLI. For instructions, see the DataFort Administration Guide.
2. Enter the following commands to set DataFort properties for LKM, and to specify the LKM server:
system property set sys.datafort.label <label-name>
system property set sys.datafort.description <description>
system property set sys.lkm.server.ip <IP address>
system property set sys.lkm.server.port <port>

These commands parallel the entries in the LKM Settings screen of the DataFort WebUI. The
description and port commands are optional. The default ports will be used if not otherwise
specified.

3. To set up an optional secondary LKM server:
sys pro set sys.lkm.secondary.ip <IP address>

The remaining properties, including the base port, are taken from the properties of the primary
server.

4. For secure automated backups, enter:

sys pro set sys.lkm.usessl 1

sys pro set sys.lkm.secret <secret>
5. Save the current configuration to the LKM server:

db backup --lkm

VERIFYING AUTOMATED BACKUPS

The previously described methods specify automated configuration database backups to the LKM
server. They signal DataFort to back up its current configuration and check its configuration database
every 10 minutes for changes. If DataFort detects changes from its previous configuration, the new
configuration database is automatically sent to the LKM server.

If the LKM server is online and LKM software is running, the changes are incorporated into LKM
configuration archives. However, if the LKM server is not yet set up, or if the LKM server or LKM
software has been shut down, LKM cannot receive configuration updates.

12
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Verifying DataFort Configuration in LKM
You can make sure that the configuration has been loaded and that LKM archives are being updated.

1. At the LKM server, display the LKM program window (click the LKM program icon from the
Windows desktop).

2. Click the DataFort Appliances folder in the left pane.

The list will include the DataFort you just configured for LKM. When you select the DataFort, the
right pane displays the Cryptainers associated with it. At the same time, all Recovery Cards
connected with this DataFort are added to the Recovery Cards List.

If you don’t see a DataFort that was just added, right-click DataFort Appliances in the left frame,
and choose Refresh List.

3. Rightclick the DataFort you want to check, and choose Properties.

The DataFort Properties dialog displays information about the DataFort, including the date and
time of the most recent configuration update. The date and time should correspond
approximately to the most recent configuration changes.

Note: If a DataFort does not appear in the list of DataFort Appliances, or if its records are not
being updated, make sure the communication ports specified on the LKM server match
those specified on the DataFort. For more information, see Troubleshooting.

LOADING CONFIGURATIONS IN LKM MANUALLY
Under the following circumstances, load saved DataFort configurations into LKM manually:

e A DataFort configuration was backed up to another site and the LKM server was not specified in
the DataFort WebUI.

e The LKM server was specified in the DataFort WebUI, but the LKM server was not in operation at
the time.

e The DataFort has been in use for some time (without backup to LKM), Cryptainer vaults may have
been deleted or changed, and multiple configuration database backups have been saved. In this
case, see Loading a Saved Configuration Database into LKM.

e  You prefer to perform regular backups of the DataFort configuration database to a remote site
rather than automatically updating the LKM archives. For example, you can load configurations
manually if the LKM server is kept offline except when it is used for acquiring backups or recover-
ing data. For more guidelines when using this option, see Backing up a Configuration Database.

Saving the DataFort Configuration Database

If a DataFort configuration is backed up to a location other than the LKM server, the saved DataFort
configuration database can be added to the LKM archive later. A new DataFort configuration is backed
up at the conclusion of the setup wizard. If LKM has been configured, the backup will be sent to the
LKM server automatically at the conclusion of the wizard, and automatically thereafter. After setup, a
DataFort configuration can be manually backed up:

e  From the DataFort WebUI, in the Back Up Configurations screen. Choose System Config >
Recovery > Backup, and click Download.

° From the DataFort CLI, use the db backup command. For example, to back up to an FTP server:

db backup --ftp ftp://user:pass@server/myconfigdb.df

13
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Loading a Saved Configuration Database into LKM
Load a saved configuration into LKM if it was backed up to a site other than the LKM server.

1. At the LKM server, display the LKM program window.

2. Choose File > New DataFort DB.

3. Browse or enter the path to the saved configuration database file.
4

Click Load Configuration Database, and wait for the file to be processed.

[] Decru Lifetime Key Management E]

Locate the configuration datahase file

"Desktopict-master2h_2004-11-30_1714 df

Load Configuration Databaze

Note: If more than one configuration database exists for the DataFort, repeat the previous steps
until you have loaded the most recently saved configuration. Each time you load a
configuration, the LKM archive is updated to become a cumulative record of Cryptainer
vaults created with that DataFort.

After loading is complete, the list of Datafort Appliances in the left frame of LKM includes the
DataFort whose configuration you just loaded. For a more detailed description of the LKM Ul, see
Running the LKM UI.

5. If you have not already done so, enable automated updates by specifying the LKM server in the
DataFort WebUI (see Configuration from the DataFort WebUI).

Triggering a Backup to LKM Manually

The current DataFort configuration is loaded into LKM automatically when the LKM server is specified
in the DataFort WebUI or the DataFort CLI, and updated with any changes at 10 minute intervals
thereafter. There is no need to load current configurations manually. However, if you have any doubt
as to whether the current configuration has been sent to LKM, or wish to load it manually, use the
WebUI or the CLI.

When you back up the current configuration to LKM manually, there is an additional option: you can
choose to purge unused keys from the DataFort configuration database after the backup is complete.
The unused keys can be keys for deleted or rekeyed Cryptainers.

Backing up to LKM Manually Using DataFort WebUI

Loading the current configuration to LKM can be accomplished by clicking the Back Up to LKM button
at any time after the LKM settings are specified. See the DataFort Administration Guide for details.

1. Log in to the WebUI of the DataFort whose configuration you wish to load, and choose System
Config > Recovery > Backup.

2. If you wish to purge unused keys, click the check box to Purge unused Cryptainer Keys.

14
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The purged Cryptainer Keys are preserved in the LKM database, but deleted from the DataFort
database.

3. Click Back Up to LKM.

The current configuration of this DataFort is sent to the LKM server immediately. A confirmation
message is displayed. If a secondary LKM server has been configured, the current configuration
is sent to the secondary server at the same time.

Backing up to LKM Manually Using DataFort CLI

A DataFort CLI backup command can be used if the LKM server and DataFort properties have already
been specified (in the DataFort WebUI or DataFort CLI).

1. Log in to DataFort CLI.
2. Enter the command
db backup --1lkm
3. If you wish to purge unused keys, back up using the -p option:

db backup --lkm --purge

AFTER INITIAL SETUP

At a convenient time after LKM displays a DataFort in its list of DataFort Appliances, arrange for
secure long-term storage of DataFort key information. Assemble the Recovery Officers and use LKM to
create a Recovery Key Archive for the DataFort. For more information, see Generating a Recovery Key
Archive.

KEy MANAGEMENT

When it is set up as described in the previous sections, LKM maintains an encrypted copy of all keys
from every designated DataFort. LKM extracts the keys and identifying information about Cryptainers
from configuration database backups.

When the DataFort configuration is changed and a revised configuration database is loaded into LKM
software, new Cryptainer and key information is added to the previous information.

LKM also saves the most recent configuration database in a form that can be used to restore a
DataFort. However, the primary function of LKM is key management. Accordingly, LKM does not
archive all previous configuration databases and cannot be used to restore a DataFort to any
configuration other than the latest one.

LKM never deletes any keys unless requested to do so, even if the original Cryptainer vaults are
purged from the DataFort or the source DataFort is decommissioned. However, you can choose to
delete a Cryptainer or a DataFort from LKM records. When you delete a Cryptainer or DataFort from
LKM, LKM deletes the keys associated with them.

LKM can be used to create Cryptainer Key Files, which when used with the Software Recovery Tool,
allow LKM to recover data even if its origin is not currently known, or the originating DataFort is no
longer in operation. If data recovery is needed in NAS environments, LKM can analyze encrypted files
and trace the source Cryptainer Key, provided the Cryptainer was recorded in the LKM system at some
time.

15
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RUNNING THE LKM UI

To start the LKM Ul, click the LKM program icon on the Windows desktop, or choose Start > Programs
> Decru > Lifetime Key Management.

E Decru Lifetime Key Management E]@

Fle Edt Recovery Help
ALk
# DatsFort Appliances

Recovery Cards DECRU DATAFORT LIFETIME KEY MANAGEMENT™
(8] Recovery ey Archives

W EE Decru DataFort Lifetime Key Management Tool

Version: 2.1.N20.816.116
Build: LKM_2204

LKM Service Status:: Configuration Databases: 0 Spooled i 0 Imported /0 Errors

The left pane displays:

° DataFort Appliances

e  Recovery Cards

° Recovery Key Archives

Right-clicking an object displays a menu of commands and options available for that object. Additional
commands are available from the menu bar. See LKM Options on page 51. After LKM has been in use
for a time, information is displayed in the right pane, according to the selection in the left pane:

TABLE 1: LKM DispLAY

Object selected in left pane Right pane display
DataFort Appliances List of DataFort appliances with configurations loaded into LKM.
Individual DataFort Cumulative list of Cryptainers, Cryptainer and tape keys and related

information for the selected DataFort. Additional detail about a selected
DataFort is displayed by right-clicking a DataFort and selecting Properties.
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The LKM Display

TABLE 1: LKM DISPLAY (CONTINUED)

Object selected in left pane Right pane display
Recovery Cards Cumulative list of Recovery Cards.
Recovery Key Archives List of Recovery Key Archive files that were created by this instance of LKM.

To exit the LKM Ul, choose File > Exit, click the Close box, or choose Close from the taskbar menu.

Note: The LKM server continues to receive configuration updates when the LKM Ul is closed, as
long as the LKM server is on (the Windows Service component is running). For more
information on the service component, see Managing the LKM Service.

THE LKM DisPLAY

Once one or more DataFort configurations have been loaded into LKM, the display shows the contents
of the LKM database. You can flag or sort the information in the program window.

CONTROLLING THE LKM PROGRAM WINDOW DISPLAY

DataFort Appliances = When DataFort Appliances is selected in the left pane, the right pane
identifies every DataFort that has been described in a configuration database
loaded into LKM. For each DataFort, the right pane lists the DataFort ID, the
DataFort Name, the Type (DataFort model and network type), and the optional
description (that was entered in a DataFort setup wizard, the WebUI, or the
CLI system property command).

Delete Records If you have decommissioned a DataFort and want to remove it from this
cumulative list, you can delete it. Right-click the DataFort and choose Delete
Records. All listings and records for this DataFort will be deleted from the
LKM database. For more information, see Deleting a DataFort from LKM.

Individual DataFort When a DataFort is selected in the left pane, the right pane shows a
cumulative list of Cryptainers for the selected DataFort. If a Cryptainer is
listed, LKM can be used for emergency recovery of its data. The display
information differs for each DataFort product as described in NAS Display,
SAN Disk Display, SAN Tape Display and iSCSI Display below.

To change the display:

e To widen a column, click the column separator and drag it to the right.

e To widen the entire display, drag the corner of the frame to resize the window.
° To sort the entries in a column, click the column heading.

e To flag a DataFort as inactive, see Marking a DataFort Inactive.

NAS Display

For each Cryptainer, LKM displays the unique Cryptainer Key ID, Virtual Server, Virtual Share name,
Cryptainer Name, Real Server name, Real Share name, and the Key Version. The Key Version is 1
unless the Cryptainer has been rekeyed.
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LKM Service Status:

Configuration Databases: 0 Spooled § 0 Imported f0 Errors

LKM interface with NAS appliance selected

SAN Disk Display

The LKM Display

For each Cryptainer, LKM displays Host Port WWN, Port WWN, LUN, Cryptainer Name, Cryptainer ID,
and Key Version. The Key Version is 1 unless the Cryptainer has been rekeyed. A SAN DataFort can
have disk Cryptainer Keys and Tape Keys. Tape Keys do not have a Port WWN or a LUN listed,

because they are associated with a host rather than a specific storage device. A tape-only DataFort
will display pool information. See SAN Tape Display on page 19.

ﬂ Decru Lifetime Key Management

=X

Fle Edt Recovery Help
CALkM Cryptainer Key D Name Host Port ... Port Wi Lun K.
© 4 DataFort Appliances 0100000007 1E9C381 2031 ES1DDFEISDAD4F SDEEE FFFFFFF... 37:26.4F4..0 1
df2-da 01000000ES69CE0IFEAEAICEEF 20690481 BSO... FFFFFFF... 37:26.4F4..0 1
di-master2 1000000E3E A7 D76434E2E0F T CFD ADBADSE. . FFFFFFF... 37:26.4F4..0 1
nas-enduro 0100000071 SE354ESAT 4 2E2C4B7 5181 2F ADMMS... FFFFFFF... 37:26.4F4..0 1
Ga-decrut 1000000F 1 C2E128F 427 0E2AF0DSEFDOE2254255 FFFFFFF... 37:26.4F4..0 1
Recovery Cards 0100000000COFFC2854553299B3783301 64DCD.. FRFFFFF.. 37:26.48E... 0 1
T Recovery Key Archives CESEESCEDAT ABDS21 2EDABAESD.. FRFFFFF.. 37:26.48E... 0 1
010000003993FB091 45F1 SOFCD25498CSBSETEZF FRFFFFF.. 37:26.48E... 0 1
EDDSEE27 C2ESEEST 24E1 S54EDERS2... FRFFFFF.. 37:26.48E... 0 1
1000000DET A23EC1 721 78D4ESS1 1905088336 FRFFFFF.. 37:26.48E... 0 1
8AEE4CC20F7S4EBEDFE0SFT ABD . FRFFFFF.. 37:26.48E... 0 1
01000000207 SDESE3ABEDF 4 80634DI346FBSE1 . FRFFFFF.. 37:26.48E... 0 1
010000007 5360B9955008DE3A9BSCEEEE 3226, . FRFFFFF.. 37:26.48E... 0 1
C05525C480SEEEET4AEE2E151 A, FRFFFFF.. 37:26.48E... 0 1
1 000000EEFS379F 946D 3F SCE82F 2DATESE0F .. FRFFFFF.. 37:26.48E... 0 1
010000000ESE0S3B0520F 095537 CSEE1BEATES. . FRFFFFF.. 37:26.48E... 0 1
01000000DEEA A71 14601 532C55D2080EEDEFS9. . FRFFFFF.. 37:26.48E... 0 1
1000000EN DSEZFTD01 3920855501 1 A54EE002 FRFFFFF.. 37:26.48E... 0 1
F3924E7 AESDAE333D567 232561 FE FRFFFRF.. 3T:26.4E.. O 1
0 D0D00053534 55409501 41551 FD ASSEIDET FRFFFFF.. 37:26.4E6..0 1
0 D00000AFOSCECHF 4542780007 24 AE2AS4 FRFFFFF.. 37:26.4E6..0 1
0 D0DO00CCOABESDT A 34426221 964BF021 SO FRFFFFF.. 37:26.4E6..0 1
0000000044471 SEDSER1 287805F 1 D29ASEESS FRFFFFF.. 37:26.4E6..0 1
0000000 AB37BESDCFEFE3FE25EB20 DTE655 FRFFFRF.. 37:26.4D.. 0 1
0000000 E10BBEDB04 AFEC357E1 DST0CHFFS FRFFFRF.. 37:26.4D.. 0 1
£75EasAtBAERAED cerrrEE  cmaman. o L Il

|LKM Service Status:

Configuration Databases: 0 Spooled /0 mported /0 Errors

LKM interface with SAN appliance selected
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SAN Tape Display

The LKM Display

For each Cryptainer, LKM displays Pool Label, Media Label, Name, Creation Date, Expiration Date and
Key Type. Expiration dates for keys are set using the DataFort WebUl as described in the DataFort

Administration Guide.

ne Key Management

File Edt Recovery Help

A Lk
4 DataFort Applisnces

(0] rack
Recovery Cards
78| Recovery Key Archives

~=lol x|
Cryptainer Key D PoolLakel MeiaLabel | Name | Crestion Date Expiration Dale | Key Type |
1000000EF E3CARB232F AL B144B5B34407AB64 21 000080 80 TP2539 372005 320 AN YT0RITOAM  Taps
010000009B448F E2EABCANZ] 23BCEN01FDTABIFE  21-0000:80 80 TP2538 22005 319 AN 410AI19AM Taps
110000007ED2F 35EEF EATBESBABE31FE1B3DBCT 21000080 80 TP2537 2005 319 AN 410AI19AM Taps
010000002264 235B7 3607 28CAFINB20E4AZEAEDA 2100008080 TP2536 2005 319 AN 410AI19AM Taps
010000009B4EATFBADSTBENIDCTCEFBFT2350F5 2100008080 TP2535 2005 319 AN 410AI19AM Taps
01000000948F C4207CADETEBTO4EDT1EBIAFITIE 2100008080 TP2534 205 318 AN 410AI18AM Taps
010000001 0CFS5ENSBCERET 3C4179495CEET 3FB8 2100008080 TP2533 205 318 AN 410AI18AM Taps
010000000 ERF 27A31 AS9BABEF BEASF 584AAB04BE  21-0000:80 80 TP2532 205 318 AN 410AI18AM Taps
010000004850 34F BI04 7921 8F544D0DECERANBET 2100008080 TP2531 205 318 AN 410AI18AM Taps
0100000041 725CEADBIBBEC047BDABAE28A5CT 21000080 80 TP2530 205 318 AN 410AI18AM Taps
0100000038E54F FEFI5CA2AN49F IABBDI3CA08C 2100008080 TP2529 205 317 AN YN0RI1TAM Taps
01000000ABBR7 304201 FEDS206208409F BADICEE 2100008080 TP2528 205 317 AN YN0RI1TAM Taps
01000000C 3F 2CEAABIADA94F AADSEECBBN4ERAID 2100008080 TP252T 205 317 AN YN0RI1TAM Taps
0100000035 2698221 8F DASISTBAB0NT A0DBEREF  21.0000:80 80 TP2526 205 317 AN YN0RI1TAM Taps
010000005767 A1 DB0A3BEA0AITF4BT41EDICATIE 2100008080 TP2525 205 317 AN YN0RI1TAM Taps
0100000002001 AFSESFBD2A1 C1ECT 1 CI30E2E850 2100008080 TP2524 205 316 AN YN0AI1EAM Taps
01000000F C1 4E44EA0N5A36B33B4993ERBT25428 21000080 80 TP2523 205 316 AN Y0AI1EAM Taps
01000000A2EF 5COCOF 4BBBTDAAIBIRTAEBCTED . 2100008080 TP2522 205 316 AN Y0AI1EAM Taps
1100000088C020CC4A202008EEF S3FF30SDFD0_ 2100008080 TP2521 205 316 AN Y0AI1EAM Taps
010000001 358954538823A3EC 2DAERDTFA2ASTAT 210000 ;80 80 TRP2520 205 315 AN 4N0AI15AM Taps
101000000C50AR4FDBBOT1BBTATI0F C2A20BARAB2E 2100008080 TP2519 205 315 AN 4N0AI15AM Taps
0100000097 EAT5B628E 11421 ENFERIDT2BDSEISE 2100008080 TP2518 205 315 AN 4N0AI15AM Taps
010000005087 COR4EN44281BBACDONCCEFECEF . 2100008080 TP251T 205 315 AN 4N0AI15AM Taps
01000000281 SB5801ABC1 6131 EBCE1 752CEBF198 2100008080 TP251R 205 315 AN 4N0AI15AM Taps
010000005244ER8R833CANDERBSCERFA284B02B8 2100008080 TP2515 205 314 AN YN0AI14AM Taps
0100000083457 72827 296F 01 7554ABSBCE2BEBCE 2100008080 TP2514 205 314 AN YN0RI14AM Taps
010000009BCE3DANBEBCTAFITAZTCAEDIDAZST . 2100008080 TP2513 205 314 AN YN0RI14AM Taps
010000000041 B361 SNEFSDARART2E3550BBES282 2100008080 TP2512 205 314 AN YN0RI14AM Taps

LKM interface with SAN tape appliance selected

iSCSI Display

For each Cryptainer, LKM displays the name of the target where the Cryptainer is stored, the LUN

number of the Cryptainer and the Key Version. The Key Version is 1 unless the Cryptainer has been

rekeyed.
L3 Decru Lifetime Key Management Q@
Fle Edt Recovery Help
Cryptainer Key D Targethame  Lun Name K
= 24 DataFort Appliances 01000000CDF1 41671 0D4ES44E01 0FE7DDEE00E2E ion.1992-08.... 15 CLUNDIE 1
df2-da 01000000021 218555581 64D25C1 33677031 FHE ion.1992-08.... 14 cLUND4 1
df-master2 0100000077 3353E4E67 869447 SETECCF TECEETE ion.1992-08.... 13 CLUNDIE 1
2] nas-enduro ESEDOEA 1 CABEGI3SF cLmNmz 1
ga-decrut 010000001 5D9651 167ECEEE57 094485867 749600 cLUMDIT 1
Recovery Cards 010000003546CFFFOEE2FFEBA3ECB0ASEFSA2043 cLUNDID 1
¥ Recovery ey Archives 0100000065301 DD22461 4FDBCO21 5C2CENF3009 ion.1992-08.... 9 cLuMmos 1
0100000006 240225C 44341 3BASECFEB430EF IEST ion.1992-08.... 8 cLuMDos 1
01000000CS5921F7043F 1 SF7TDEADTAE5T2C3522 ion.1992-08.... 7 cLuNDo? 1
01000000601 941601 658089805 A9 ECDI1FO7 248 [ CLUMOOE 1
1000000599E43EF 293ECS904F DDEERF 904,958 ion.1992-08.... cLuMDos 1
01000000FCT 1 SEERDEASCT2F 42947 CCT A1 29FFBY ion.1992-08.... 4 cLUMDod 1
1000000EES774E1 TTEEB9ETACABESTFFENNSSEC ion.1992-08.... 3 cLUMDOZ 1
0000003260064 DEECSSEF 404 A7 DFDDEDATDOYE ion.1992-08.... 2 cLunooz 1
0CO7AEDIE ion.1992-08.... 1 cLuMoot 1
01000000FE25F1730940924F 467 IES AB444E 284 ion.1992-08.... 0 cLUMDoD 1
0100000001 BE4B3A07 A2A40DE3AFDEICCE38379E ign.1992-08.... 3 1
0000000035541 DIEETER3DEDDETDFCEF 0302 ion.1992-08.... 6 1
1 AABE1 B30BCO3DS0826CCEFIC ion.1992-08.... 8 1
0 000000057 34570DC 4 AZESTABECAEESS ABG on 1882-08.... 1 1
4EB32071 3950 D2F 35551 3DSESFS ion 1992-08.... 3 1
0 0000000 TE232FFBCEBE2A AL 421 DBACTEESS ion 1992-08.... 2 1
01 D0DO000E | S5FE5345F ACSS05140ECDEDITIE 44 ion 1992-08.... 2 1
P 1B AR T RERED o 12020 o vl
[ |LKM Service Status: Canfiguration Datahases: 0 Spacled /0 mparted / 0 Errors

LKM interface with iSCSI appliance selected
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Individual Cryptainer

Recovery Cards

Recovery Key Archives

DataFort Properties

The LKM Display

Cryptainer entries are color-coded: blue by default, if the Cryptainer has
been deleted from a DataFort configuration, and red if the Cryptainer was
translated from a different DataFort and not restored (see Key Translation
Option). Translated Cryptainers are also identified by the word “translated” in
parentheses. Delete a Cryptainer from the LKM database and the listing by
right-clicking it and choosing Delete from LKM.

LKM displays all the Recovery Cards connected with each DataFort, including
their labels and Security Domain.

The right pane lists every Recovery Key Archive that was created with the
current instance of LKM. The listing includes the Key Archive ID (a sequential
autonumber), the creator’s comment, DataFort Name, Master Key ID, and
time of creation. The list indicates only that a Recovery Key Archive was
created; it cannot be used to retrieve the Recovery Key.

Right-click a DataFort in the left or right pane and choose Properties to display
the current properties of the selected DataFort.

The General tab provides summary information including the date and time of
the last configuration update, and the number of known Cryptainers and keys.
The Recovery Cards tab indicates the number of Recovery Cards or Recovery
Officers (the quorum) required for data recovery. The Recovery Key Archive tab
lists the Recovery Key Archives created for the selected DataFort, and the
Cluster tab lists known cluster information for the DataFort.
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SUMMARY OF MENUS AND OPTIONS

Summary of Menus and Options

LKM menus and options are summarized in the tables that follow, and are described in more detail on

the linked pages.

Table 3 lists LKM drop-down menus. Table 3 lists the right-click menu options that are available in the
context of a particular LKM item.

TABLE 2: LKM MENUS

Menu Name Drop-down Option Function

File New DataFort DB Loads a saved DataFort configuration database into

LKM. See Loading a DataFort Configuration Database.

Import Allows LKM to import Cryptainer Keys and Tape Keys
that were exported from another LKM server. See
Import LKM Database.

Export Allows LKM to export Cryptainer Keys and Tape Keys
for import into another LKM server. See Export LKM
Database.

Zeroize Clears the contents of the LKM database. See Zeroize
LKM Database.

Exit Quits LKM WebUI.

Edit Port Allows the port and SSL connections of LKM server to
be configured. See Manage LKM Ports. Tests the LKM
query and update ports.

Recovery Recover Data Examines an encrypted file and identifies the
requirements for decryption. See Recover Data Option.

Recovery Cards Displays all Recovery Cards associated with
configuration databases loaded into LKM.

Identify Card Displays attributes of a Recovery Card inserted in the
smart card reader. See ldentifying Recovery Cards.

Recovery Key Archives Displays requirements for recovering data from an
encrypted file, and begins the data recovery process
(NAS only).

Help Contents Opens the PDF file of this document: Lifetime Key
Management Guide.

About LKM Displays the LKM software version.
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Summary of Menus and Options

TABLE 3: LKM OPTIONS IN CONTEXT

Item

Name

Description/Function

DataFort Appliances

Refresh List

Refreshes the display of DataFort appliances.

DataFort Export Keys Enables an export of all Cryptainer Keys to another LKM

server. See Import and Export of Cryptainer Keys.

Translate Keys Makes the selected DataFort’s Cryptainers accessible from
another DataFort. See Key Translation Option.

Generate Key File Generates a Cryptainer Key file for all Cryptainer vaults
associated with selected DataFort. See Cryptainer Key Files.

Generate Recovery Key Creates a file containing a passphrase-encrypted Recovery

Archive Key. See Generating a Recovery Key Archive.

Launch WebUI Opens WebUI of selected DataFort. See Open DataFort
WebUI.

Save DB Creates a configuration database file of the last configuration
database loaded in LKM from selected DataFort. See Save
Latest Configuration Database to File.

Mark Inactive/Active Marks DataFort status. See Marking a DataFort Inactive.

Delete Records Deletes records of the selected DataFort from the LKM
system. See Delete DataFort Records.

Refresh Refreshes the Cryptainer and key list in the right pane and
refreshes DataFort Properties.

Properties Displays the DataFort properties that are recorded in LKM.
See View DataFort Properties.

Cryptainer Export Key Enables an export of Cryptainer Key to another LKM server.

See Import and Export of Cryptainer Keys.

Translate Key

Makes the selected Cryptainer accessible to another
DataFort. See Key Translation Option.

Generate Key file

Generates key file for selected Cryptainer. See Cryptainer Key
Files.

Delete from LKM

Deletes record of selected Cryptainer from LKM. See Delete
Cryptainer from LKM.

Recovery Cards

Refresh Cards List

Refreshes the display of Recovery Cards.

Recovery Key
Archives

Refresh Archives List

Refreshes the display of archived Recovery Key files.
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3 LKM ARCHIVING FUNCTIONS

LKM archiving functions are used in conjunction with manual and automated backups from each

DataFort appliance. If you set up automated backups immediately initializing a DataFort, you will not
need to load a configuration database manually. LKM archiving is described in the following sections:

° Loading a DataFort Configuration Database

° Backing up a Configuration Database

° Generating a Recovery Key Archive

LOADING A DATAFORT CONFIGURATION DATABASE

A configuration database saved from a DataFort appliance can be manually loaded into LKM at any
time. The process was outlined earlier, and is described in a little more detail here.

1. Choose File > New DataFort DB.

E Decru Lifetime Key Management g@

Fle Edt Recovery Help

Mew DataFort DB,

Import...
Export... DECRU ouarorr LIFETIME KEY MANAGEMENT™

Zeroize...

Exit.

e[ Recovery Cards

(8] Recovery key Archives

W NN Decru DataFort Lifetime Key Management Tool

LkM Service Status:. Configuration Databases: 0 Spooled /0 Imparted /0 Errors

The software prompts for the location of the saved configuration database.
2. Browse or enter the path to the saved file and click Load Configuration Database.

LKM displays progress bars while it extracts Cryptainer and key information from the uploaded
configuration, and saves that information in the LKM internal database. LKM also retains the

most recent configuration database in case it is needed for restoration of the DataFort. Some
time may be required to process a large configuration database; please be patient.

3. To verify the upload, click DataFort Appliances.
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Backing up a Configuration Database

After a configuration is uploaded for the first time, the source DataFort and associated Recovery
Cards will be listed in the LKM Ul. Subsequent uploads update the initial information.

If you don’t see the DataFort associated with the configuration that was just added, right-click
DataFort Appliances and choose Refresh List. Check the LKM Status data at the bottom of the
LKM screen. If the download is complete, the spooled status will show 0. If the DataFort does not
appear, check the log files (see Troubleshooting on page 58).

4. Select the DataFort associated with the configuration you loaded. After loading a configuration in
which Cryptainer vaults are defined, the right pane displays information about each Cryptainer
Key.

Whether configurations are updated manually or automatically, the list of Cryptainer vaults is
updated with any changes since the last upload. New Cryptainers are added to the list; deleted
Cryptainers are grayed.

5. Right-click the DataFort and choose Properties.

The Properties window shows the date and time of the most recent configuration update, the
number of Cryptainers and keys, as well as other information obtained from the uploaded
configuration.

BACKING UP A CONFIGURATION DATABASE

Data recovery with LKM relies on the availability of current key information. To maintain current key
information, DataFort configuration databases must be backed up on a regular basis. DataFort’s
automated backups to LKM take care of this for you. If you prefer to use manual backups, be sure to
back up the configuration database from the DataFort after the following events:

e  DataFort initialization

e  Cryptainer creation, deletion, restoration, or rekey operations
° DataFort recovery

e  Smart card replacement

Store the configuration database backups in a location that is managed by your organization's existing
backup infrastructure and backup policies.

If you are working in a dynamic environment, and think you may have to restore an earlier
configuration, back up the configuration database independently of LKM. See Saving the DataFort
Configuration Database on page 13 for a summary, and see the DataFort Administration Guide for
additional information.

Retain the three most recent configuration database backups in case you need to restore an earlier
configuration or replace a failed standalone DataFort.
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Generating a Recovery Key Archive

GENERATING A RECOVERY KEY ARCHIVE

The Recovery Key, encrypted and securely stored in a tamper-proof part of the DataFort hardware, is
used to encrypt each unique Cryptainer Key or tape key in a DataFort’s configuration. Outside of the
DataFort, the Recovery Key is stored as a shared secret among a quorum of Recovery Cards.

Access to the Recovery Key is critical for recovering data that has been encrypted if the original
DataFort is no longer available. LKM can retrieve the Recovery Key from a DataFort configuration and a
quorum of Recovery Cards, and save it in the form of a passphrase-encrypted Recovery Key Archive
file. In the event of complete hardware unavailability or failure (including both the DataFort and the
Recovery Cards), LKM can use the Recovery Key Archive to supply the keys for decrypting data.

CAUTION: Because the Recovery Key Archive file compromises the distributed
security design of the DataFort System Card and Recovery Cards, a Recovery Key
Archive should be created and used for only two purposes: immediate data
recovery if a DataFort is no longer functioning, and placement in key escrow or
another form of trusted long-term storage, for use in an emergency.

A Recovery Key Archive should be created after every DataFort is initialized. The Recovery Key Archive
is generally valid for the life of the DataFort. A new Recovery Key Archive is heeded only if the DataFort
is zeroized and subsequently reinitialized.

Generating a Recovery Key Archive requires:
e The configuration database of a DataFort already loaded into the LKM software.

e  The quorum of Recovery Officers and Recovery Cards (as configured during DataFort setup). Each
Recovery Officer will be required to present a Recovery Card and its password.

e A passphrase that the security administrator will supply in the course of generating the Recovery
Key Archive to encrypt the Recovery Key Archive.

CAUTION: Before inserting Recovery Cards in the reader connected to the LKM
server, the LKM server should be thoroughly checked for the presence of malicious

code that could compromise the security of encrypted data.

1. Rightclick the DataFort whose Recovery Key you want to archive, and choose Generate Recovery
Key Archive.
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Generating a Recovery Key Archive
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You are informed of the quorum of Recovery Cards required for the Security Domain of the

selected DataFort.

2. A scrollbar lists the Recovery Cards in the Security Domain. If desired, control-click to select the

particular Recovery Cards you will present to speed up the process. Click Next.

L3 Decru Lifetime Key Management
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present, to optimize key recovery.

You need to present 2 Recovery Cards that helona to the
Security Domain(s) : 'SecurityDomain1’

Control-click to select the set of Recovery Cards you will

RecoveryCard3
RecoveryCard2
RecoveryCardi

3.  When prompted, a Recovery Officer should insert a Recovery Card in the smart card reader, and

click OK.

4. Enter the Recovery Card password. Click Next.
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Enter the passward for the Recovery Card ro2*
frarm the Security Damain 'salgardamain’

Click Mext'to proceed.

Password B E L]

Mext

The previous two steps are repeated for all the Recovery Cards in the quorum. You are alerted to
remove and store the Recovery Cards safely.

5.  When prompted for a passphrase for the Recovery Key Archive, enter it twice and make a note of
it. Click Next.

6. Enter a comment or identifying name to help identify the Recovery Key Archive, and browse or
enter the path to the directory where the file should be saved.

7. Enter a descriptive filename and click Save. Click Finish.

With the Recovery Cards LKM decrypts the secret shares and recovers the Recovery Key. A file is
generated that contains the Recovery Key, re-encrypted with the supplied passphrase.

The name of the Recovery Key Archive is added to the left frame, and to the DataFort Properties.
Note: For security reasons, LKM does not retain the location of the saved file.

8. Move the Recovery Key Archive file to escrow or secure long-term storage, making sure you store
the passphrase as well.

9. If necessary, use the Recovery Key Archive immediately for data recovery. The Recovery Key
Archive can be used to generate a Cryptainer Key File, or it can be used directly to decrypt one or
more files or Cryptainers, using the Recover Data Option (NAS only).

CAUTION: Delete every Recovery Key Archive immediately after use or submission
to escrow. Do not leave Recovery Key Archive files on the LKM server or any other
accessible location, as they may compromise the security of encrypted data.

Recovery Key Archives function as a substitute for Recovery Cards in their emergency data recovery
function, ensuring access to encrypted data even if the DataFort appliance, Recovery Cards, or
Recovery Officers are not available. However, Recovery Key Archives do not substitute for Recovery
Cards in other DataFort management functions, such as zeroizing and reconfiguring a DataFort,
changing cluster configurations, or replacing other smart cards.
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4 LKM DATA RECOVERY FUNCTIONS

LKM archiving functions have a single purpose: to make encrypted data permanently accessible. While
DataFort appliances with established Cryptainers take care of encrypting and decrypting data with no
administrative input, there are occasions when normal methods are not adequate. LKM software can
provide long-term access to encrypted data under those special circumstances.

The following situations might render data unusable without LKM:

e Areplaced or reconfigured DataFort appliance

° Purged encryption keys that are needed again

° Data transfer from one Cryptainer to another

° Lost Recovery Cards

e  Theft or destruction of the only DataFort appliance

LKM functions provide the necessary components of emergency data recovery including;:

Generate Key File

Recover Data

Translate Keys

Software Recovery

LKM can generate a Cryptainer Key File to decrypt a single Cryptainer or all
Cryptainers in a DataFort configuration. A Cryptainer Key File is used in
conjunction with the LKM Recover Data function or the standalone Software
Recovery Tool. Cryptainer Key Files are an intermediate component of data
recovery. Note that a Cryptainer Key File for all Cryptainers can only be used
to decrypt Cryptainers that were in LKM when the Cryptainer Key File was
created.

The Recover Data Option (NAS only) analyzes an encrypted file or Cryptainer,
displays the name of the DataFort and the authentication needed to decrypt
it, and allows you to initiate data recovery. When you supply the necessary
authentication, LKM decrypts and saves one or more files from a Cryptainer.
Use this function to repeatedly to decrypt multiple Cryptainers.

The Key Translation Option enables all Cryptainers on a selected DataFort to
be accessible from another DataFort.

The standalone Software Recovery Tool will decrypt a file or a Cryptainer,
using a Cryptainer Key File and its passphrase. The standalone Software
Recovery Tool is independent of the LKM UI. The tool can be run on a
computer that is not acting as an LKM server, although it must have access
to encryption key files and to the data that will be restored.

CAUTION: Generation of Recovery Key Archives and Cryptainer Key Files reveals
the plaintext Recovery Key to the recovery software; accordingly, these processes
should be executed only on a secure machine that has been scanned for viruses
and preferably is not on the network. Decru recommends rebooting the machine
after either process.
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Decrypting Files and Cryptainer Vaults

DECRYPTING FILES AND CRYPTAINER VAULTS

Choose an appropriate recovery procedure as follows:

e In general, use a two-stage data recovery process. First, at the LKM server, generate and save
one or more Cryptainer Key Files. After you have generated Cryptainer Key Files, use a computer
with access to those Cryptainer Key Files and to the encrypted data and run the standalone
Software Recovery Tool to decrypt the files or Cryptainers.

e  (NAS only) If you have one file or one or more Cryptainers that need to be decrypted immediately,
use the Recover Data Option. If the file or Cryptainer is of unknown origin, this provides the
necessary recovery information.

e To translate Cryptainer Keys to another DataFort for normal access through DataFort or for data
recovery, use the Key Translation Option.

AUTHENTICATION FOR DATA RECOVERY

Data recovery operations are sensitive procedures that require a quorum of Recovery Officers and
Recovery Cards at some stage.

CAUTION: Before inserting Recovery Cards in the smart card reader connected to
the LKM server, the LKM server should be thoroughly checked for the presence of
malicious code that could compromise the security of encrypted data.

You can supply a Recovery Key Archive file (and its passphrase) to create Cryptainer Key files in lieu of
presenting Recovery Officers and Recovery Cards, because those officers were required in order to
create the Recovery Key Archive file in the first place.

Similarly, you can supply a Cryptainer Key File and its passphrase to a recovery tool in lieu of
presenting Recovery Officers and Recovery Cards.

CRYPTAINER KEY FILES

LKM can generate a Cryptainer Key File that contains passphrase-encrypted Cryptainer Keys or tape
keys. These keys allow the recovery of encrypted data under special circumstances without a
DataFort. Cryptainer Key Files created with this procedure can be saved for use on the same or a
different computer.

Before a Cryptainer Key can be recovered and used, the Recovery Key must be introduced into the
LKM software. This is done by presenting either a quorum of Recovery Cards or a Recovery Key Archive
file. In the NAS environment, if the Cryptainer or Cryptainers you need to decrypt are of unknown
origin, use the Recover Data Option to analyze the file before generating a Cryptainer Key File.

1. Generate a Cryptainer Key File for a single Cryptainer, or for all Cryptainers in a configuration
database.

e To generate Cryptainer Keys for all Cryptainers associated with a DataFort, right-click the DataFort
in the left pane, and choose Generate Key File. Note that such a Cryptainer Key File can only be
used to decrypt Cryptainers recorded in LKM at the time the Cryptainer Key File was created.
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Cryptainer Key Files

e To generate a Cryptainer Key File for a single Cryptainer, select the DataFort in the left pane. A
list of Cryptainer vaults for that DataFort is shown on the right. Right-click the Cryptainer you wish
to recover, and choose Generate Key file.
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Cryptainer Key Files

2. Select the method by which the Recovery Key will be introduced.

{: Decru Lifetime Key Management g

You can continue using any of the methods listed below.

Make your selection

(3] Use Recovery Cards
(O Use Disaster Recovery Key Archive

Mext

- If you are using Recovery Cards to supply the Recovery Key, you are told how many Recovery
Cards will be required. Pre-selecting the Recovery Cards that will be used speeds up the pro-
cess. Recovery Officers should follow the screen prompts to insert Recovery Cards in the
smart card reader and authenticate them with their passwords. You are alerted to remove
and store the Recovery Cards safely. Do so, and click OK.

= Alternatively, if you are using the Recovery Key Archive to supply the Recovery Key, follow the
screen prompts to locate the Recovery Key Archive file, and enter the Recovery Key Archive
passphrase. Click Next.

3.  Whether you used Recovery Cards or the Recovery Key Archive, enter a passphrase for LKM to
use to encrypt the Cryptainer Key File. Enter it again to confirm, make a note of it, and click Next.

{] Decru Lifetime Key Management E]

Enter a passphrase to be used to encrypt the Cryptainer Key File.

Click Next' when done

Passphrase: [rromemanmnnrer
Confirm Passphrass W‘

Mexd

4. Browse or enter a location for storing the Key File. Enter a filename, and click Save. Record the
passphrase, the filename, and the nature of the Key File so you can identify and use it later.

5. Click Finish.
The Key File is stored in the designated location.
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Recover Data Option

RECOVER DATA OPTION

The Recover Data option examines an encrypted file and identifies the requirements for decryption
(NAS only). It also allows you to begin the decryption process. For authentication, you can choose to
provide Recovery Cards, a Recovery Key Archive, or a Cryptainer Key File. If you choose to use
Recovery Cards or a Recovery Key Archive, the Recover Data function creates a temporary internal
version of a Cryptainer Key File and deletes it after use.

Note: Before beginning file recovery, close other applications (including any browser windows).

1. Select Recovery > Recover Data from the LKM menu bar.

r
L3 Decru Lifetime Key Management g@
File Edt Recovery Help
A LkM Recover Data...
= A0 pcoyan
v Cards...,
DECRU DATAFORT LIFETIME KEY MANAGEMENT™
Identify Card...
| e
Recovery Key Archives. .,
a-decrul

Recovery Cards
(7] Recovery ey Archives

W ENE Decru DataFort Lifetime Key Management Tool

|LKM Service Status: Configuration Databases: 0 Spooled /0 mported /0 Errors

2. Provide the path or browse to the file, directory, or Cryptainer directory containing files that need
to be analyzed and decrypted.

3. Click Next.
L3 Decru Lifetime Key Management g {m}
|
~
File Analysiz Results H

Ifyou are trying to recover an entire Crvptainer you cando a
Cryptainer Restore on any of these DataFort appliances:

- Name: ga-decrul
ID:8AC3IF3081 3E2480001546757 200528FF

Ifyou are trying to recover a part of a Cryptainer orifa [v

St e ecovery

4. Examine the File Analysis Results.
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Recover Data Option

If the named DataFort is still in operation, it can be used to decrypt the file or Cryptainer (see
instructions for restoring a Cryptainer in the DataFort Administration Guide). If not, you will need to
use an LKM data recovery process (either this tool or the standalone Software Recovery Tool).
Key Translation is another option if you have a second DataFort.

5. Click Start File Recovery if you meet the requirements and want to decrypt the file immediately.
Click Close if you wish to decrypt the file later.

6. Choose whether you will authenticate data recovery by using Recovery Cards (a quorum of
Recovery Officers and Recovery Cards), a Recovery Key Archive, or a Cryptainer Key File.

e If you can provide Recovery Cards, choose the Use Recovery Cards radio button. See File
Recovery with Recovery Cards.

- If you are providing a Recovery Key Archive, choose the Use Recovery Key Archive radio but-
ton. See File Recovery with Recovery Key Archive.

- If you are providing a Cryptainer Key File, choose the Use Cryptainer Key File radio button.
See File Recovery with Cryptainer Key File.

{] Decru Lifetime Key Management E]

You can continue using any ofthe methods listed helow.
Make vour selection.
(& Use Recovery Cards

() Use Recovery Key Archive
) Use Cryptainet Key File

Whichever method of authentication you choose, LKM screens prompt with the next step. See:

° File Recovery with Recovery Cards

. File Recovery with Recovery Key Archive

° File Recovery with Cryptainer Key File

FILE RECOVERY WITH RECOVERY CARDS
1. If you can provide Recovery Cards, choose the Use Recovery Cards radio button. Click Next.

You are informed of the quorum of Recovery Cards required for the Security Domain of the
DataFort associated with the encrypted file. A scrollbar lists the Recovery Cards in the Security
Domain. If desired, control-click to pre-select the particular Recovery Cards you will present.
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Recover Data Option

[] Decru Lifetime Key Management g@

“ou need {o present 2 Recovery Cards that belong to the
Security Domain(s) : 'SecurityDamaini’, finalship’

Controk-click to selectthe set of Recovery Gards you will
present, to optimize key recovery.

RecoveryCard3@ SecurityDomainl »:
RecoveryCard2@ SecurityDoraint

2. Follow the screen prompts to insert each Recovery Card in the smart card reader and
authenticate it with its password. At the reminder, return the Recovery Cards to the Recovery
Officers and click OK.

3. Choose a location to store the decrypted file. Navigate to a location for the decrypted file, and
click Open.

[] Decru Lifetime Key Management E]

Locate directory orfile to decrypt:

pte flesiz200 on salgar hedecru.com

Locate directory where decrypted data will he stored:

TAILKM datalL KM dataiecrypted fles

Mexd

4. Click Start Decryption. You are alerted that any file with the same name in the target directory you
designated will be overwritten. Click OK.

The decrypted file or files are stored in the specified location.

5. An information dialog box indicates the number of files that were successfully decrypted, and
asks if you would like to decrypt another file or Cryptainer. Click Yes to continue; click No to close
the tool.

Note: Using Recovery Cards for authentication, only one Cryptainer can be decrypted at a time,
because the internal Cryptainer Key File that was generated has keys for only one
Cryptainer (the one containing the selected directory or file).

6. If you clicked Yes to continue, the dialog box with the source and target paths is displayed again.
Change one or both paths as needed, and choose Start Decryption.
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Recover Data Option

FILE RECOVERY WITH RECOVERY KEY ARCHIVE

1. If you are providing a Recovery Key Archive, choose the Use Recovery Key Archive radio button.
Click Next.

L3 Decru Lifetime Key Management E] (=)

*ou can continue using any of the methods listed below.
Make your selection
() Uss Recovery Cards

(3) Use Disaster Recovery Key Archive
() Usa Cryptainer Key Fils

Mexd

2. Locate the Recovery Key Archive and enter its passphrase, to decrypt the data. Click Next.

L3 Decru Lifetime Key Management g {m}

Locate the Disaster Recovery Key Archive and enter the
passphrase to decrvpt it

+0_13datalDRKASY 010.22.17_Keyhrchive mika

Pagssphrage: | *ekasass

3. Choose a location to store the decrypted file. The path to the file or directory you want to decrypt
is already filled in. Navigate to a folder for the decrypted file, and click Open.

Click Start Decryption.

An information dialog box indicates the number of files that were successfully decrypted, and
asks if you would like to decrypt another file or Cryptainer. Click Yes to continue; click No to close
the tool.

FILE RECOVERY WITH CRYPTAINER KEY FILE

1. If you are providing a Cryptainer Key File, choose the Use Cryptainer Key File radio button. Click
Next.

To create a Cryptainer Key File for a Cryptainer or for a DataFort, see the previous section,
Cryptainer Key Files.
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Identifying Recovery Cards

{] Decru Lifetime Key Management E]

You can continue using any ofthe methods listed helow.
Make your selection.
() Use Recovery Cards

() Use Disaster Recovery Key Archive
(&) Use Cryplainer Key File

Mext

2. Choose a location to store the decrypted file. The path to the file you want to decrypt is already
filled in. Navigate to a folder for the decrypted file, and click Open.

3. Browse or enter the path to the Cryptainer Key File.

3 Decru Lifetime Key Management E]

Locate Cryptainer Key File:

M it files'B1 ICHFiselgar_store2 ckf

Enter the passphrase for the Cryptainer Key File

xa«mxm«m«m«a‘

Start Decryption

4. Enter the Cryptainer Key File passphrase, and click Start Decryption.
The decrypted file is stored in the specified location.

5. An information dialog box indicates the number of files that were successfully decrypted, and
asks if you would like to decrypt another file or Cryptainer. Click Yes to continue; click No to close
the tool.

6. If you clicked Yes, the dialog box with the source and target paths is displayed again. Change one
or both paths as needed, enter the Cryptainer Key File passphrase again, and click Start
Decryption.

IDENTIFYING RECOVERY CARDS

LKM can identify unmarked or unknown DataFort Recovery Cards.

1. Choose Recovery > Identify Card from the LKM menu.

2.  When prompted, insert the unidentified Recovery Card in the smart card reader.
3. Click Display Card Details.
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Import and Export of Cryptainer Keys

LKM displays the card label, its Security Domain, card ID, (and, when applicable, card version).

{] Decru Lifetime Key Management E]

Recovery Card Details

Label: RecoveryCard3
Security Domain:  SecurityDomaint
ID: 108050015CCRI450329B91 581 F32B824020103020142

Card Version: 142

Cloze

IMPORT AND EXPORT OF CRYPTAINER KEYS

LKM allows you to selectively export and import Cryptainer Keys and Tape Keys from one LKM server
to another. This can be used to grant a remote DataFort clone (typically created early in the life of a
DataFort) access to encryption keys that were created later on the original DataFort. Access is
provided through LKM software. A sample scenario might be:

1.

A DataFort configuration database is backed up to a disk, and its encryption keys are managed by
LKM.

You clone the DataFort at the remote site, and set up another LKM server connected to the
remote DataFort. One way to clone a DataFort is to use a DataFort that has been restored with a
configuration database from an existing DataFort.

In the course of time, additional Cryptainers are created, and there is a requirement to share
some of the new Cryptainer Keys with the clone at the remote site.

You selectively export Cryptainer Keys from the original LKM server and import them to LKM at
the remote site, which makes these keys accessible to the remote DataFort.

EXPORTING CRYPTAINER KEYS
You can export individual Cryptainer or tape keys or export all the keys associated with a DataFort.

1.

At the source LKM server:

= To export all the keys of a DataFort, right-click a DataFort in the left pane of the LKM Ul, and
choose Export Keys.

= To export one Cryptainer Key or tape key, select a DataFort in the left pane of the LKM Ul
and right-click a Cryptainer or tape key in the right pane. Choose Export Key.

Enter and then confirm a passphrase in the dialog that follows.
Click Choose Save Location.

Specify a location to save the export file. Enter a new filename or accept the default filename
(which is based on the DataFort name or key name), and click Save.
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Key Translation Option

IMPORTING EXPORTED CRYPTAINER KEYS
The saved export file can be imported into another LKM installation.

1. At the target LKM server, choose File > Import.

2. Enter the passphrase you supplied when you exported the Cryptainer Keys. Click Choose File
Location.

3. Browse to the export file you saved in the previous procedure, and click Open.

The imported keys now appear in the right pane, associated with the appropriate DataFort.

KEY TRANSLATION OPTION

Key Translation transfers one or more Cryptainer or Tape Keys from one DataFort to another. In the
event that one DataFort is unavailable or has been reassigned (for example to secure data for a
different group), an administrator may transfer the Cryptainers protected by that DataFort (the source
DataFort) to another DataFort (the target). Key Translation may also be used as a backup for a
DataFort; it does not disable the Cryptainer Keys from the source DataFort.

Key Translation can be performed for one or more Cryptainers, and the target can be one or more
DataFort appliances. Key translation can be performed for all Cryptainers at once, or one at a time.

Key Translation is initiated from the LKM server that contains key information for both the source and
target DataFort appliances. It requires a quorum of Recovery Officers and Recovery Cards for both the
source and target DataFort, if they are secured by different individuals and cards.

CAUTION: In the Key Translation process, two Recovery Keys, as well as a
Cryptainer Key, are exposed to software on the LKM server. Therefore, before
initiating Key Translation, the LKM server should be thoroughly checked to ensure
that no malicious code has been installed on it.

After the key or keys are translated to the target DataFort, the administrator must perform a Cryptainer
Restore operation on each of the translated Cryptainers, in order to make them accessible from the
target DataFort. The steps are outlined below.

TRANSLATING ALL CRYPTAINER KEYS

Key translation can be authenticated either with Recovery Cards or Recovery Key Archives. In the first
case, assemble the Recovery Officers and Recovery Cards for both the source DataFort and the target
DataFort. In the second case, obtain Recovery Key Archives for the source and target DataFort.

1. Rightclick the source DataFort in the LKM Ul, and choose Translate Keys.

2. From the drop-down list, choose the target DataFort. The list includes all the DataFort appliances
known to the LKM server.
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Key Translation Option

Fick the DataFort to which you want to translate the
Cryptainer Keys

Translate the Keys from nas-motal to has-enduro [v]

nas-enciuro
(O Use Recovery Key Archives (2 Us|ga-decrut

Choose the method of authenticating the Key Translation and click Next. Choose Use Recovery
Cards unless you have already created a Recovery Key Archive.

If you choose Use Recovery Cards, LKM displays the names of the Security Domains of the
source and target DataFort appliances, and the quorum of Recovery Cards that will be needed.
When prompted to insert Recovery Cards, a quorum of Recovery Officers will insert their Recovery
Cards in the smart card reader attached to the LKM server, and enter their passwords. If a sepa-
rate set of Recovery Cards is required for the target DataFort, you are prompted for both sets of
cards.

In either case, control-click to pre-select the cards you will present, if desired, to speed up the
process. Click Next. Follow the prompts to insert each card and enter its password.

If you choose Use Recovery Key Archives, browse or enter the path to the Recovery Key Archive
for the source DataFort, and enter the Recovery Key Archive passphrase. Click Next.

Then browse or enter the path to the Recovery Key Archive for the target DataFort, and enter its
passphrase. Click Next.

A message confirms that the keys have been successfully translated.

The LKM Ul reflects the new set of translated Cryptainer Keys. Clicking the target DataFort
displays all the translated Cryptainers and their identifying information, in red. Each translated
Cryptainer is also identified by the word “translated.” Proceed to Restoring Cryptainers on the

Target DataFort.

TRANSLATING INDIVIDUAL KEYS

The procedure for translating individual keys, or translating keys one at a time, is the same as for
translating all the Cryptainer Keys of a DataFort. As before, key translation can be authenticated either
with Recovery Cards or Recovery Key Archives. Either assemble the Recovery Officers and Recovery
Cards for both the source DataFort and the target DataFort, or locate the Recovery Key Archives for the
source and the target DataFort.

1.

Click the source DataFort in the LKM Ul, and in the right pane, right-click a Cryptainer or tape key
to be translated. Choose Translate Key.

Select the target DataFort from the drop-down list.
Choose the authentication method. Click Next.

Follow the screen prompts to translate the keys. When the keys are translated, Restoring
Cryptainers on the Target DataFort.
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RESTORING CRYPTAINERS ON THE TARGET DATAFORT
For a full explanation, see the section on restoring a Cryptainer in the DataFort Administration Guide.

Restore Newly translated Cryptainers in the NAS Environment

1. Verify that the DataFort domain access user has read access to the .decru file in the share to be
restored.

2. At a Management Station, log in to the DataFort WebUI of the target DataFort. If the file server
has not been added to the DataFort configuration database, access the NAS Topology page of
the WebUI, right-click the domain where the file server with the data resides and choose Add
Server.

3. From the NAS Topology page in the WebUI, right-click the server and choose Add Share to add the
share to be restored.

Right-click the share and Virtualize the share on a virtual server.
Right-click the share and select Restore Cryptainer to restore it.
= If only one share is selected, you can enter the path and owner.
- If multiple shares are selected, there is no option to edit paths.

. For CIFS Cryptainers, entering the owner is optional. If the owner is not specified, the admin-
istrator performing the restore becomes the owner.

Permissions for a newly restored Cryptainer are not synced with the ACL on the server. The ACL of
each translated and restored Cryptainer must be reset or synced individually after a Cryptainer is
restored. To sync the ACLs of CIFS and NFS Cryptainers, see the explanation of restoring a Cryptainer
in the DataFort Administration Guide.

Restore Newly translated Cryptainers in the SAN Environment
1. Log in to the target DataFort using CLI and import the translated Cryptainer Key:
keyman lkm import --ck-id <Cryptainer Key ID>
Now log in to the WebUI of the target DataFort and select Storage > Network.

3. Rightclick the translated Cryptainer in the Storage Management pane, and choose Advanced >
Restore Cryptainer. Follow the prompts to restore the newly translated Cryptainer.

After restoring Cryptainers, open the LKM Ul and click a target DataFort. The right pane shows a new
(duplicate) entry for each restored Cryptainer, with updated settings.

The restored Cryptainer shares the Cryptainer Key ID with the translated Cryptainer, but other settings
are different. If a translated and restored Cryptainer is active, the formerly red entry will be blue; if it is
inactive, it will be gray. Future uploads of the configuration database from the target DataFort will
update these settings.
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The standalone Software Recovery Tool provides additional flexibility in data recovery. It can be used
for emergency data recovery on the LKM server, or it can be installed and used on a separate
computer. A smart card reader is not required for running the standalone Software Recovery Tool.

Note: Data recovery requires Cryptainer Key Files (generated as described in Cryptainer Key Files
on page 29). You will also need to supply the passphrase that was provided when each
Cryptainer Key File was created.

Instructions for using the Software Recovery Tool in the following environments follow:
e  Software Recovery Tool for NAS
. Software Recovery Tool for SAN/iSCSI

INSTALLING THE SOFTWARE RECOVERY ToOL

Software data recovery is used under special circumstances to restore encrypted data when a
DataFort is not available. The Software Recovery Tool is available with a separate installation. The tool
should be installed on a computer that is accessible to the data that is to be restored.

INSTALLING THE STANDALONE SOFTWARE RECOVERY TooL ON WINDOWS
The Software Recovery Tool can be installed on the LKM server or on a different Windows machine.

Note: Data recovery is CPU-intensive. Select a computer with a powerful processor and ample
disk space. The standalone tool does not require the smart card reader.

1. Onthe User CD, follow the LKM link to the Software Recovery Tool page, and click the link for the
standalone Windows tool.

2. If the installer doesn’t start automatically, run setup.exe. Accept the license agreement and
choose the default options.

After the software has been installed, the Start > Programs > Decru menu displays a new Software
Recovery Tool entry.

INSTALLING THE STANDALONE SOFTWARE RECOVERY ToOL ON LINUX

The Linux Software Recovery Tool comes packaged as an RPM. It is supported only for the NAS
environment.

1. Onthe User CD, follow the LKM link to the Software Recovery Tool page, and click the link for the
directory containing the standalone Linux tool.

2. Copy the file dcrSWRTool-1linux-2.0.0-1.i386.rpm to the machine on which data
recovery will be performed.

3. To install the tool, type:
rpm -i dcrSWRTool-linux-2.0.0-1.i386.rpm

The Linux Software Recovery Tool will be installed in the /usr/local/decru/bin directory.
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Note: To uninstall the tool, type:

rpm -e dcrSWRTool-linux

SOFTWARE RECOVERY TooL FOR NAS

The standalone Software Recovery Tool can be installed on any computer that has access to the
encrypted data and the necessary Cryptainer Key Files. Before you run the tool, create and assemble
the necessary Cryptainer Key Files and the encrypted files you want to recover.

CAUTION: When you have finished decrypting files or Cryptainers, delete the
Cryptainer Key File.

If the Cryptainer or Cryptainers you need to decrypt are of unknown origin, use the Recover Data
Option to analyze a file before using a software recovery tool.

If you are copying encrypted data for decryption, be sure to copy over the entire Cryptainer. Trying to
decrypt individual files from a partially encrypted Cryptainer may fail or produce incorrect results.
Partially encrypted Cryptainers should be recovered using the LKM (see Chapter 4), not the Software
Recovery Tool.

SOFTWARE RECOVERY FOR NAS UsiNg WINDOWS
1. Choose Start > Programs > Decru > Software Recovery Tool.
2. Select the NAS tab.

DECRUIMMNR‘I RECOVERY

i Software Recovery Tool

NAS | pisk | TepetoTaps | Single Tape 1: DecrypttoDisk | Single Tape 2 Copy to Tape

Source - Directory or file to decrypt.

Browse

Target-- Location where decrypted data will be written

Browse

Cryptainer Key File Location

Passphrase

3. Enter or browse to the required information:

e The directory or file to decrypt.

e The location to store the decrypted directory/file.

e The location of the Cryptainer Key File containing the Cryptainer Key needed for decryption.

e The passphrase to recover the Cryptainer Key from the Cryptainer Key File.
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Software Recovery Tool for SAN/iSCSI

Click Decrypt.
View the progress and the result of the operation in the lower window.
To decrypt more files, specify new parameters and click Decrypt.

Close the window to exit the tool.

SOFTWARE RECOVERY FOR NAS UsSING LINUX

1.

Go to /usr/local/decru/bin.
You will run the RPM executable that you copied from the DataFort install CD.
To use the tool, type:

./dcrSWRTool-1linux

The Decru Decryption Engine displays general instructions and prompts you for the required file
and directory locations. Provide them as absolute paths.

Follow the prompts to indicate the required paths to:
The source (the file to be decrypted).
The destination (the location to store the decrypted directory/file).

The Recovery Key file (the Cryptainer Key File containing the Cryptainer Key needed for decryp-
tion).

The password (the passphrase to recover the Cryptainer Key from the Cryptainer Key File).
After decryption, a decryption status message is displayed, with the name of the log file.

Press Y if you wish to decrypt another Cryptainer, or press any other key to exit the tool.

SOFTWARE RECOVERY TooL FOR SAN/ISCSI

Data recovery in the SAN/iSCSI environment requires Cryptainer Key Files and the passphrase that
was provided when each Cryptainer Key File was created.

CAUTION: When you have finished decrypting files or Cryptainers, delete the
Cryptainer Key File.

The Software Recovery Tool decrypts one Cryptainer at a time. With the appropriate Cryptainer or tape
key files, a software recovery tool can decrypt all the Cryptainers associated with a DataFort. The
following options exist in the SAN/iSCSI environment:

Software Recovery for Disk. Follow these instructions to recover an encrypted disk.

Software Recovery for Tape to Tape. Follow these instructions to recover an encrypted tape.

Software Recovery for Tape to Disk. Follow these instructions to recover an encrypted tape when
only one tape drive is available.

Note: Advanced users who need finer grained options or prefer a command line interface can
use the DataFort CLI, available in the SRT installation directory as dcrSWRTool.exe.
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BEFORE USING THE SOFTWARE RECOVERY TooL FOR SAN/ISCSI
Before you run the tool, make the following preparations:

Create and assemble the necessary Cryptainer Key Files, their passphrases, and the paths to the
encrypted Cryptainers you want to recover.

Obtain the identifying numbers of the source and target disks or tapes from Windows Administra-
tive Tools.

Disk: From Administrative Tools, choose Computer Management > Storage > Disk Manage-
ment. The disk number is listed in the left column of the Disk Management pane. For exam-
ple, the disk number is ‘2’ for ‘Disk 2.

Veritas Volume Manager disks: Start the Veritas Enterprise Administrator and connect to
the system to which the encrypted drive is attached. In the navigation pane on the left side
of the Veritas Ul, select the “Disks” tab under the system with the drive to be restored. Iden-
tify the desired disk number by looking at the list of drives in the right-hand pane; for exam-
ple, the disk number would be '5' for 'Harddisk5'.

Tape: From Administrative Tools, choose Computer Management > Storage > Removable
Storage > Physical Location. Right-click the source or target tape drive, and choose Proper-
ties. The tape drive number is listed in the Device Info pane under Device Name. For exam-
ple, the tape drive number is ‘O’ for ‘\\.\TapeO’.

SOFTWARE RECOVERY FOR DISK

This procedure will decrypt data from a source (encrypted) disk to a target disk. Be sure the target disk
has the same or greater capacity as the source disk containing the encrypted files.

1.

2.

To open the tool from the Windows Start menu, choose Start > Programs > Decru > Software
Recovery Tool.

Click the Disk tab.

DECRUDM’AHIRT RECOVERY

i Software Recovery Toel

Source - Disk number of drive to decrypt:

Target-- Disk number of drive where decrvpted data will be written:

Cryptainer Key File Location:

FPassphrase!

nas | Disk | TepetoTepe | Single Tape 1: Decryptto Disk | Single Tape 2 Copy to Tape

Erowse...

Specify the following;:
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e The source disk number which is to be recovered.

e A destination disk number for the disk to which data is to be written (Note: the disk must be iden-
tical to the source disk).

e A Cryptainer Key file that contains the appropriate key.
e The passphrase used to encrypt that Cryptainer Key File.
Press Decrypt to begin decryption.

View the progress and the result of the operation in the lower window.

SOFTWARE RECOVERY FOR TAPE TO TAPE

This procedure will decrypt data from a source (encrypted) tape to a target tape drive. Be sure the
target tape drive is at least as large as the source tape drive. You can use a disk for intermediate data
storage between the source and target tape drive. See Software Recovery for Tape to Disk.

1. To open the tool from the Windows Start menu, choose Start > Programs > Decru > Software
Recovery Tool.

2. Click the Tape to Tape tab.

DECRUDA"ARIRT RECOVERY

i Software Recovery Tool

s | Disk || TapstoTape | Single Taps 1: DecrypttaDisk | Single Tape 2: Copyto Tape

Source -- Tape drive number of tape to decrypt:
Target-- Tape drive number of tape where decrypted data will be written.
Cryptainer Key File Location.

Browse

Passphrase.

3. Specify the following;:
e The source tape drive number which is to be recovered.

e A destination tape drive number for the tape to which data is to be written (Note: the tape must
be greater in size than the source tape).

e A Cryptainer Key file that contains the appropriate key.
e The passphrase used to encrypt that Cryptainer Key File.
Press Decrypt to begin decryption.

View the progress and the result of the operation in the lower window.
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SOFTWARE RECOVERY FOR TAPE TO DISK

This procedure can be used when only one tape drive is available. Make sure the disk has adequate
space for the data that will be transferred. The process is broken up into two steps, Decrypting Data
to a Temporary Disk File and Writing Decrypted Data to Tape.

Decrypting Data to a Temporary Disk File

First decrypt the tape to a temporary disk file. Please make sure that you have enough free disk space
to decrypt this tape to disk.

1. To open the tool from the Windows Start menu, choose Start > Programs > Decru > Software
Recovery Tool.

2. Click the Single Tape 1: Decrypt to Disk tab.

DECRUDM’AMT RECOVERY

i Software Recovery Tool

nas | Disk | TepetoTape | Single Tape 1. DeerypiioDisk | Single Tape 2 Copyto Tape

Source - Tape drive number of tape to decrypt:

Target-- Lacation where decrypted data will bhe written:
Cryptainer Key File Location:

Erowse...

Passphrase:

3. Specify the following;:

e The source tape drive number which is to be recovered.
e A destination file to which the data is to be written.

e A Cryptainer Key file that contains the appropriate key.

e The passphrase used to encrypt that Cryptainer Key File.
4. Press Decrypt data to begin decryption.

5. View the progress and the result of the operation in the lower window.

Writing Decrypted Data to Tape
Next use the tool to write the decrypted data from the file to tape.
1. Click the Single Tape 2: Copy to Tape tab.

46



Software Recovery Tool for SAN/iSCSI

DECRUIMMFOR‘I RECOVERY

ii Software Recovery Tool

Mas | Disk | TapetaTsps | Single Tape 1: Decryptto Disk || Single Tape 2 Copy o Tape

Source -- Location where decrypted data was written

Target -- Tape drive numhber of tape where decrypted data will be written

Browse

2. Specify the following:

e The destination tape drive number where data is to be written.

e The destination file to which the data was written in the previous step.
Click Copy to begin writing to the tape.

View the progress and the result of the operation in the lower window.
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6 LKM OPTIONS

Optional LKM commands are available in the right-click or main menus. Options include:
° DataFort Options
° LKM Options

DATAFORT OPTIONS

. Delete DataFort Records
° Open DataFort WebUI

. View DataFort Properties

° Delete Cryptainer from LKM

DELETE DATAFORT RECORDS

LKM keeps a cumulative record of Cryptainer and tape keys for all DataFort appliances from which
configurations were loaded. After a period of time, the list of DataFort appliances may include units
that are no longer in use, or no longer in the same Security Domain. If you prefer not to view records
of inactive DataFort appliances, LKM gives you two options: Deleting a DataFort from LKM, or Marking
a DataFort Inactive.

Deleting a DataFort from LKM

1. As a precaution (optional) before you delete, right-click the DataFort in the left or right frame of
the LKM window, and choose Properties. Review the properties to verify the identity of the
DataFort you intend to delete. Click Close.

2. Rightclick the DataFort again, and choose Delete Records.

You are warned that the information will be deleted permanently from LKM software, and asked if
you want to continue.

3. To delete the records, click Yes.

You are alerted to delete the IP address from the LKM Settings page in the DataFort WebUI if this
DataFort is still in use. If you do not, the deleted records will be restored with the next automatic
update, provided there has been a change to the DataFort configuration.

The DataFort is deleted from the list of DataFort Appliances, together with any Recovery Cards
that were associated exclusively with that DataFort.

Note: If you change your mind after deleting, and the LKM server is still connected to the
DataFort, you can load a current DataFort configuration into LKM (see Loading a Saved
Configuration Database into LKM). This will restore many (if not all) of the records that you
deleted.
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Marking a DataFort Inactive

If you do not wish to delete any DataFort records from LKM, you can mark inactive DataFort appliances
with a red Inactive flag, so you can easily distinguish them in the list. The flag is reversible, and is just
a visual sign that you confer—LKM cannot query a DataFort to find out if it is active.

1. Rightclick a DataFort in the left or right frame of the LKM window, and choose Mark Inactive.

Just as with Delete DataFort Records, you are alerted to change LKM settings in the DataFort
WebUI if this DataFort is still in use. If you do not, the DataFort will be restored to active status
with the next automated update, provided there has been a configuration change.

[] Decru Lifetime Key Management g@
File Edit Recowvery Help
A Lkn DetaFort ID DatsFort Mame Type Description
=1 4 DataFort Appliances 489DB1E1128F 4009015 .. di2-da 510 (SAN)
dfz-da 7F35FDO0450160090154.... di-masterzh FC520H (SAN)

(S df-masterzh 98C3F39913E848090154... ga-cizcrul E515 (NAS)
ga-decrul

Recovery Cards

1f Recovery key Archives

LkM Service Status:. Configuration Databases: 0 Spooled /0 Imparted /0 Errors

The DataFort you selected is marked with an Inactive icon.

Note: If you right-click the DataFort again, the menu now reads Mark Active. If you choose Mark
Active, the Inactive flag is removed.

OPEN DATAFORT WEBUI
Opening the DataFort WebUl from LKM permits you to log in to a DataFort from the LKM server.

1. Rightclick a DataFort in the list on the left side of the LKM main screen, and choose Launch
WebUI.

LKM opens Internet Explorer to the domain name listed for the selected DataFort.

2. Log in as administrator and navigate the WebUl as usual.

VIEW DATAFORT PROPERTIES

You can view general information that LKM has recorded for a selected DataFort appliance.
1. Rightclick a DataFort and choose Properties.

2. Click the tabs to view:
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LKM Options

The DataFort label that was entered in the DataFort WebUI

Date and time the last configuration update was sent to LKM
Hostname

ID

DataFort Type

DataFort description

Number of Cryptainer Keys known and Number of Cryptainers known
Recovery Cards (labels and size of quorum)

Known Recovery Key Archives and the dates on which they were created

Cluster information, if any

Lahel ga-decru’
Last update Tue Dec 07 13:52:20 PST 2004

Hostname: ga-decrul.decru.com

NataFod Tyne:  EA1A (HASY

|| Recovery Cards | Recavery Key Archives | Clustsr

>

8AC3F39913EB480901546757200528FF

v

Close

DELETE CRYPTAINER FROM LKM

Just as you can delete DataFort records from LKM, you can also delete individual Cryptainer and tape
key records. Cryptainer vaults that have been deleted from a DataFort are recorded as a change in
DataFort configuration. When LKM updates its database with a new DataFort configuration, it indicates
deleted Cryptainer status by graying the name of the Cryptainer in the list in the right frame.

However, you can delete Cryptainer records from LKM entirely, as follows:

1.

Select the DataFort in the left pane. From the list of Cryptainers in the right frame, right-click the
Cryptainer or tape key you wish to delete, and choose Delete from LKM.

You are alerted, as when you delete a DataFort from LKM, that the information will be deleted
from LKM software, and asked if you want to continue.

Click Yes.

The Cryptainer is deleted from the list and from LKM records. LKM reminds you that if this is an
active Cryptainer, it will reappear with the next configuration update from that DataFort.
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LKM OPTIONS

The main LKM menus contain LKM tools and commands that apply to the LKM server and database.

e Save Latest Configuration Database to File

° Import LKM Database

° Export LKM Database

° Sync a Primary and Secondary LKM Server

° Zeroize LKM Database

e Manage LKM Ports (including setting SSL)

SAVE LATEST CONFIGURATION DATABASE TO FILE

When LKM loads a DataFort configuration database, new information is added to its records. At the
same time, LKM saves the most recent version of the DataFort configuration database in its own
format.

If a DataFort has to be restored to its most recent configuration, the Restore Wizard in the DataFort
WebUI prompts the administrator to locate a configuration database backup. If this backup is not
available, or if all backups were made to LKM, use LKM to create a configuration database file for
restoring a DataFort. From the Restore Wizard (accessed from the DataFort WebUl), browse to the
location where you save the configuration file at the end of this operation.

1. Rightclick the DataFort in the list of DataFort appliances in the left frame of LKM, and choose
Save DB.

2. Browse to the location where you wish to save the file, and enter a filename. Click Save.

Note: LKM can create a configuration database file only if a current or saved configuration
database was loaded in LKM. If LKM data comes from an imported LKM database, it
cannot be saved as a configuration database and used to restore a DataFort.

IMPORT LKM DATABASE

The Import command imports an LKM database that was previously exported as a file, adding the data
to the current LKM database. The LKM Database Export file (*.Ikm) may be a complete LKM database
or may contain only selected records from an LKM database. You will need to provide the passphrase
that LKM used to encrypt the file.

You can use the Import menu option:
e To add LKM records from one LKM server to LKM running on another.

For example, if you import records to an LKM server in a different Security Domain, the imported
records will be merged with the existing records. This works best if you are importing records of
different DataFort appliances.

You can import Cryptainer Keys exported from one LKM server to another LKM server managing
the keys of a DataFort clone. See Import and Export of Cryptainer Keys on page 37.

e To transfer an entire LKM archive from one computer to another (for example, to sync two LKM
servers (see Sync a Primary and Secondary LKM Server).

e To reconstitute an LKM archive from an export file that you created as a backup.
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Choose File > Import.
Click Yes to continue.
Enter the passphrase that was supplied when the LKM Data was exported to a file.

Click Choose File Location.

o 0w bhdPe

Enter or browse to the file you wish to import. Click Save.

The LKM Database is imported. DataFort appliances in the imported database are listed, along
with Cryptainers and Recovery Cards.

Note: Import can take a while if the LKM database is large. Please wait.

EXPORT LKM DATABASE

The Export command exports the entire LKM Database as a file encrypted with a passphrase.
You can use the Export command to create a file:

e To add records from one LKM server to LKM running on another.

e To move an entire LKM database from one LKM server to another.

e To sync a primary and secondary LKM server.

To back up the LKM database.

Choose File > Export.

Enter a passphrase that LKM will use to encrypt the export file. Enter it again to confirm.
Click Choose Save Location.

Enter or browse to the directory where you will store the file. Enter a filename and click Save.

o F 0w nNPe

Note the filename and the passphrase. You will need them when you are ready to import the file.

SYNC A PRIMARY AND SECONDARY LKM SERVER

If both LKM servers are put in operation at the same time, DataFort keeps them in sync. If the
secondary LKM server is added after the primary server, sync them up once:

e At the primary LKM server, export the LKM Database (choose File > Export).
e At the secondary LKM server, import the LKM Database (choose File > Import).

This ensures that all data is available from both servers. DataFort will keep them in sync thereafter.

ZEROIZE LKM DATABASE
The Zeroize command clears the contents of the LKM database. Use this command to:

e Avoid duplicate entries if you plan to import an LKM database that includes records for the same
DataFort appliances.

° Restore a blank database after you have exported an existing database.

Note: If you have any reservations about clearing the database, perform an Export LKM
Database command first, so you have a backup file.

1. Choose File > Zeroize.
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Input

@ Destroy all infarmation in the LkM Database? (Type YES ko confirm, )
HO

LKM warns that all the data will be destroyed.
2. Type YES to confirm, and click OK.

MANAGE LKM PoRTS
The Edit menu manages LKM server ports. Use this menu to test and configure LKM server ports:

° Testing LKM Server Ports

° Configuring the SSL Connection

. Configuring LKM Server Ports

Testing LKM Server Ports
The LKM server port configuration can be tested and edited as follows:

e Test the availability of LKM server ports and reporting status
e  Configure a secure connection to DataFort appliances (SSL)
e Change the base port humber

e Choose Edit > Port.

[} Progress...
Runring LKM server connection best
Testing S5L gusry port

LKM quickly tests four LKM server ports for availability: the ports for regular communication and
the ports for secure communication to and from DataFort appliances.

Configuration Database Backup Port This port on the LKM server is assigned to listen for
DataFort configuration databases to load. It receives updates automatically and adds them to the
configurations stored in LKM.

Query Port If a Datafort does not have access to a particular key when asked to restore a
Cryptainer, it will use this port to query the LKM server for the key. If the LKM server has the key,
it will send it to the DataFort in encrypted form. This communication is not visible to a user.

The results are shown in the Configure LKM Server dialog box. By default, the Query and Config
DB Backup ports are enabled, but the two SSL ports are not available until the SSL connection
has been configured in LKM.
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Configure LKM Server
Port
Status Enabled Description Mumher
Up x Query 15362
Up x Config DB Backup 15363
Configurs S5L- Query 15372
Canfigure S5L- Config DB Backup 15373
Configure SSL connection. ] [ Change base port number.

The status of the DataFort Query and DataFort Config DB Backup ports is shown as Up unless
there is a port conflict. A status of Configure means that the SSL ports have not yet been
configured. The designated port numbers are shown on the right side of the Port window.

Configuring the SSL Connection

To enable secure communication between DataFort appliances and the LKM server, you must
configure the SSL connection at the LKM server once, and also enable SSL at one member of each
DataFort cluster. It doesn’t matter in what order you do this, but secure backups of the configuration
database will not proceed until SSL is enabled and the shared secret registered for both parties to the
communication.

1. Choose Edit > Port.

A connection test will run. The Configure LKM Server window appears.

Configure LKM Server
Port
Status Enzhled Description MNumber
Up X auery 19362
Up X Config DB Backup 19363
Configure SEL- Query 15372
Configure S5L - Conflg DB Backup 18373
Configure S5L connection.. ] [ Change base port number...

Click Configure SSL Connection. The Configure SSL Connection window appears.
Click to check the Enable SSL Connection box.

Enter and confirm the secret that will be used to authenticate the SSL connection. The shared
secret can be a string of any characters of any length, including spaces.

Configure SSL connection

Enable plain socket connection

Enahle S5L connection

New secret share FREXEEE

Confirm secret share ***MM\
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A connection test will run. The Configure LKM Server dialog box now shows the status of the SSL
ports as Enabled and Up.

Configure LKM Server

Port
Status Enabled Description MNurmber
Up x Query 15362
Up x Config DB Backup 15363
up x S5L- Query 15372
Up x S5L- Config OB Backup 15373

Configure S5L connection. 1 [ Change base port number.

Close

5. Click Close.

Note: Enable SSL and enter the identical shared secret, LKM server IP and First Port of the
Servers at all connected DataFort clusters. See Configuration from the DataFort WebUI.

Requiring SSL

It is possible to set the ports so that SSL communication is required, not optional.

1. Choose Edit > Port.

A connection test will run. The Configure LKM Server window appears.

Click Configure SSL Connection. The Configure SSL Connection window appears.
Click to check the Enable SSL connection and enter and verify the secret share.
Click to uncheck the Enable plain socket connection box. Click OK.

Verify that only the SSL ports are enabled.

Click Close.

Noe o~ wuDN

Make sure that one member of each cluster of DataFort appliances has SSL enabled with the
same secret.

Note: If any of the DataFort clusters contain appliances running previous versions of software
(1.6 or earlier), they will not be able use SSL to communicate with the LKM server. In that
case, leave Enable plain socket connection selected.

Configuring LKM Server Ports

For communication with connected DataFort appliances the default listening ports on the LKM server
are 15362 and 15363. Port 15364 is reserved for internal communication. The ports reserved for
secure connection with DataFort appliances are the base port + 10 and base port + 11 (by default
ports 15372 and 15373).

In the unlikely event that the LKM server requires these ports for another application, you can
configure the LKM server to use a different base port. You must make the same modification for all
connected DataFort appliances. To change the base port number:

1. Choose Edit > Port.

A connection test will run. The Configure LKM Server window appears.
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Click Change base port number.
Enter the new base port number and click OK.
Click Close.

Note: Be sure the new base port number is entered at one member of every connected DataFort
cluster. See Configuration from the DataFort WebUI.

Secondary Server Ports

If you configure and use a secondary backup LKM server, the secondary server uses the same set of
ports and the same configuration as the primary LKM server.
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7 LKM ADMINISTRATION

ADMINISTRATION ISSUES

With a minimum of management, LKM archives maintain Cryptainer and key information in a central
location for the life of the data. The following topics touch on issues that pertain to LKM
administration:

e  Security Policy

. Key Escrow

e  Troubleshooting

e Managing the LKM Service
. Backing Up LKM Archives

° Changes in DataFort Deployment.

SECURITY PoLicy

Administering LKM from the LKM server does not require special DataFort permissions or smart cards,
however data recovery procedures have the same requirements as recovery procedures performed
from the DataFort—a quorum of Recovery Officers and their Recovery Cards.

Recovery Officers For the highest security, make sure the Recovery Officers retain and do not share
their Recovery Cards and passwords, or that possession of the card and possession of the password
are entrusted to different individuals. If redundancy is desired, initialize a quorum of Recovery Cards
with passwords and send them to a key escrow service. Since Recovery Officers will be required only
on rare occasions, periodically remind the Recovery Officers to locate their Recovery Card and recall
the password. TheDataFort Administration Guide presents additional options for smart card
management.

A Windows PC (for example, one used as an LKM server) does not have the security features of a
DataFort appliance. Before inserting Recovery Cards in a smart card reader connected to a Windows
PC, check the computer thoroughly to make sure that no malicious code has been installed on it.

Two types of files created by LKM contain encrypted sensitive information: Cryptainer Key Files and
Recovery Key Archive files. To minimize the potential for misusing these files, observe the following
precautions:

Recovery Key Archive File As soon as a Recovery Key Archive is created, send it to a key escrow
service and delete the file from local storage. Make the passphrase available to the escrow service,
but do not share it with anyone else.

Cryptainer Key File If you are restoring one or more files within one Cryptainer, use the Recover Data
Tool in LKM instead of the option to create a Cryptainer Key File. The LKM server creates an internal
copy of the Cryptainer Key File and deletes it automatically after use. If you need to create a Cryptainer
Key file, create it for a single Cryptainer if you don’t need to decrypt all the Cryptainers of a DataFort.
Do not share the passphrase for a Cryptainer Key File. After it has served its purpose, be sure to
delete the Cryptainer Key File.
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Key Escrow

To ensure recoverability, Recovery Key Archives, Recovery Cards, passwords and backups of the
configuration database may be escrowed or placed in trusted long term storage. Contact Decru for
more information about escrowing services.

TROUBLESHOOTING

If a DataFort does not appear in the list of DataFort Appliances in the LKM Ul, or if its records are not
being updated, or if an LKM alert appears on the DataFort Home page, check the following:

Communication Ports If you have set up a DataFort for automatic backup to the LKM server, make
sure that the same ports were specified on the LKM server. Choose Edit > Port to check the number
of the base port. If the port is not responding, change the base port number. If the number is doesn’t
match the number registered with DataFort, enter a matching base port. For more information, see
Configuring LKM Server Ports on page 55.

If one of the ports is down, try restarting the server port. If the error persists, it means some other
application is using one of the LKM ports. Either choose to use another set of ports for LKM (by
changing the base ports to unused ports) or re-configure the other application.

When using a Windows XP server, you must configure Windows Firewall as follows: From the Windows
Control Panel, select Windows Firewall. Click the Exceptions tab and add the ports used by LKM by
clicking Add port. Add ports 15362 and 15363 for clear communication and ports 15372 and 15373
for SSL. Restart LKM.

SSL Communication Secure automatic backup using SSL must be explicitly enabled in LKM as well as
in connected DataFort appliances. For secure backup to the LKM server, make sure that SSL is
enabled and configured with the same base port and shared secret at both parties to the connection.
For information on DataFort configuration, see Configuring Backups to the LKM Server on page 10.

When using a Windows XP server with SSL, you must configure Windows Firewall as follows: From the
Windows Control Panel, select Windows Firewall. Click the Exceptions tab and add the ports used by
LKM by clicking Add port. Add ports 15362 and 15363 for clear communication and ports 15372 and
15373 for SSL. Restart LKM.

Temporary Files Configuration databases loaded or backed up to the LKM server are initially stored in
temporary files (tempxxx.df) in the g\cfgdb subdirectory of the LKM application folder. When there are
many backups of large configuration databases, you may see one or more of these temporary files.
After the configuration is loaded in LKM, the temporary file no longer appears in the folder.

Log Files Every time a configuration database is loaded or backed up to the LKM server, LKM creates
a log entry in a file named LKM.log, which is also found in the LKM application folder. Open the log file
with any text editor to check the status of a particular configuration database loading operation. The
log file IkmService.log contains more detailed information from the LKM service.

MANAGING THE LKM SERVICE

LKM software has two components: the Lifetime Key Management Windows Service, and the LKM Ul.
The Lifetime Key Management service starts automatically when the LKM server is booted, and
remains running as long as the server is on. Lifetime Key Management service allows the LKM server
to continue to receive configuration updates from connected DataFort appliances regardless of
whether the server administrator is logged in.
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The Lifetime Key Management service is reset automatically if you change LKM communication ports.
In common with other Windows Services, the Lifetime Key Management service can be manually
stopped and restarted. To reset the service manually, open the Administrative Tools Control Panel and
choose Services. Select Decru Lifetime Key Management Service and choose Stop from the Action
menu. To restart, select Decru Lifetime Key Management Service again and choose Restart.

The Ul component is started from the Decru Lifetime Key Management desktop icon or the Start menu
(Start > Programs > Decru > Lifetime Key Management). It provides all the LKM functions that
originate from the LKM server. Multiple instances of the LKM Ul can be run at the same time. Both
components communicate with the LKM internal database.

BACKING UP LKM ARCHIVES

For automatic backup of LKM archives, set up a secondary (backup) LKM server (see Backup LKM
Server). Whether or not you use a secondary LKM server, you can make the LKM server part of your
organization's existing backup infrastructure and backup policies. If you wish to store incremental
backups periodically, use the Export LKM Database command. The exported database will include the
contents of the LKM internal database, but will not include the latest saved configuration database(s).

CHANGES IN DATAFORT DEPLOYMENT

Some DataFort changes affect what you see in the LKM Ul. Since LKM does not initiate queries to
DataFort, continuity of communication between a DataFort and the LKM server is ensured by
specifying settings for LKM server IP and base port from a DataFort management interface.

All DataFort configuration changes are saved in the internal configuration database of the DataFort,
and these changes are sent to LKM automatically, but only the changes relevant to key management
are incorporated into the LKM internal database. For example, changes in administrators, networks
and ACLs are not reflected in the LKM UI.

. For a new or zeroized DataFort appliance, follow the setup procedures outlined in Initial
Configuration.

e  Cluster changes (failing over a cluster and re-forming from the same DataFort appliances) will not
be apparent in the LKM Ul. Since both cluster members maintain configuration information for

the entire cluster, either cluster member can continue to operate in standalone mode, or the
cluster can be re-formed, with no effect on the LKM archive.
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