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Preface

About this guide This guide describes how to install the ApplianceWatch for MOM management
pack. The management pack contains the required files and registry settings to

support NetApp storage system and DataFabric® Manager monitoring via
MOM.

Before installing this product, you must have:

¢ Ensured that your configuration is supported by referring to the
Compatibility and Configuration Guide for NetApp's FCP and iSCSI
Products, available on the NetApp on the Web™ (NOW) site at
http://mow.netapp.com/NOW/knowledge/docs/san/fcp_iscsi_config/.

¢ Installed your storage system according to the instructions in the
documentation for your specific storage system.

¢ Configured your storage system according to the instructions in the
following documents:

Data ONTAP® Software Setup Guide

iSCSI Support Kit for your specific host

SAN Setup Overview for FCP

SAN Host Attach Kit for Fibre Channel Protocol for your specific host

Any SAN switch documentation for your specific FCP switch, which
you can find at http://now.netapp.com/NOW/knowledge/docs/san/

% S, % S,
R R

2
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Audience This guide is for system and network administrators responsible for monitoring
NetApp storage systems and DataFabric Manager servers via the MOM.

Terminology This guide uses the following terms:

¢ NetApp storage products (filers, FAS appliances, and NearStore® systems)
are all storage systems—also sometimes called filers or storage appliances.

&  Enter refers to pressing one or more keys on the keyboard and then pressing
the Enter key.

& Type refers to pressing one or more keys on the keyboard.

Command In examples that illustrate commands executed on a UNIX workstation, the
conventions command syntax and output shown in this guide might differ from what you see
on your display, depending on your version of UNIX.
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Keyboard When describing key combinations, this guide uses the hyphen (-) to separate

conventions individual keys that you press at the same time. For example, Ctrl-D means
pressing the Control and D keys simultaneously. This guide uses the term Enter
to refer to the key that generates a carriage return, although the key is named
Return on some keyboards.

Typographic The following table describes typographic conventions used in this guide.
conventions

Convention Type of information

Italic font Words or characters that require special attention.

Placeholders for information you must supply. For
example, if the guide says to enter the arp -d
hostname command, you enter the characters arp
-d followed by the actual name of the host.

Book titles in cross-references.

Monospaced font Command and daemon names.

Information displayed on the system console or
other computer monitors.

The contents of files.

Bold monospaced font Words or characters you type. What you type is
always shown in lowercase letters, unless you
must type it in upper case.
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Special messages

Preface

This guide contains special messages that are described as follows:

Note

A note contains important information that helps you install or operate the
system efficiently.

CAUTION
An attention contains instructions that you must follow to avoid damage to the
equipment, a system crash, or loss of data.
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Overview of ApplianceWatch for MOM

About this chapter This chapter provides a brief overview of ApplianceWatch for MOM, the
ApplianceWatch for MOM management pack, and lists the prerequisites for
installing it.

Topics in this This chapter discusses the following topic(s):
chapter & “What ApplianceWatch for MOM is” on page 2

Chapter 1: Overview of ApplianceWatch for MOM



What ApplianceWatch for MOM is

What is
ApplianceWatch for
MOM?

ApplianceWatch for
MOM components

Microsoft® Operations Manager (MOM) is an enterprise level software tool
designed to monitor events, collect performance statistics, and report alert
conditions across a Microsoft OS-based enterprise

ApplianceWatch for MOM is designed to be installed on the MOM server and to
interpret SNMP traps from NetApp systems, thus allowing MOM’s standard
event classification and response rules to be applied to NetApp systems.

Support matrix for ApplianceWatch for MOM includes the following:
¢ Data ONTAP 7.2.x and earlier releaases

¢ DataFabric Manager server 3.5 and earlier releases

¢ MOM 2000 and MOM 2005

The ApplianceWatch for MOM management pack contains the required files and
registry settings to support NetApp storage systems and DataFabric Manager
server monitoring via MOM. Follow the instructions in this document to install
the management pack.

The ApplianceWatch for MOM installation package installs the following files
on the MOM server:

¢ dfm.mof - converted NetApp DataFabric Manager MIB file.

¢ netapp.mof - converted NetApp storage system MIB file.

¢ license.txt - licensing information for ApplianceWatch for MOM.

¢ netapp.akm - ApplianceWatch for MOM management pack.

¢ instalIMOF.bat - batch file to register dfm.mof and netapp.mof files with
Windows Management Instrumentation (WMI). Microsoft's mofcomp.exe
must be installed on the computer.

¢ uninstall.exe - uninstall program to remove NetApp support for MOM.

What ApplianceWatch for MOM is



Installing ApplianceWatch for MOM

About this chapter This chapter describes how to install ApplianceWatch for MOM.

Topics in this This chapter discusses the following topic:

chapter °

*
*
*

“Before you begin” on page 4
“Installing the ApplianceWatch for MOM support files” on page 8
“Installing the ApplianceWatch for MOM management pack” on page 12

“Verifying the management pack installation” on page 13

Chapter 2: Installing ApplianceWatch for MOM



Before you begin

Prerequisites

The use of a
registry key for the
MOM Server

Provisioning SNMP
and SNMP trap
services

Before installing the management pack, ensure you meet the following
prerequisites:
¢ MOM server is installed on the computer.

¢ You have administrative privileges on the computer on which the
management pack is to be installed.

¢ You have the privileges required to provision the NetApp storage systems
and DataFabric Manager servers being monitored via ApplianceWatch for
MOM.

¢ Simple Network Management Protocol (SNMP) and WMI SNMP Provider
are installed on the MOM server, and the SNMP trap service is properly
configured.

To enable MOM to monitor NetApp storage systems and DataFabric Manager
servers, a registry key is required on the MOM server. This registry key is created
during the MOM management pack installation.

MOM uses this registry key to discover NetApp Computer Groups, which enable
the MOM server to monitor NetApp storage systems and DataFabric Manager
servers.

The registry key created by this installation package is
HKEY_LOCAL_MACHINE\SOFTWARE\Network Appliance\

ApplianceWatch for MOM, and contains the following values:
¢ dfm - dfm.mof

¢ netapp - netapp.mof

¢ management pack - netapp.akm
¢ installpath - <install directory>
*

version - <version>

Before installing ApplianceWatch for MOM, you must install SNMP and SNMP
trap services. You should:

1. Verify that these items are installed. See “Verifying SNMP and SNMP trap
services are installed” on page 5.

Before you begin



2. Install the services on the MOM server, if they are not already installed. See
“Adding SNMP and WMI SNMP Provider to the MOM server” on page 5.

3. Configure the SNMP service. See “Configuring the SNMP service” on
page 5.

4. Configure SNMP trap service. See “Configuring the SNMP trap service” on
page 6.

Verifying SNMP and SNMP trap services are installed: Follow these
instructions to determine if SNMP and SNMP trap services are already installed
on the MOM server.

Step

Action

1

From the MOM server desktop, right-click My Computer and select
Manage.

Expand Services and Applications; then click Services.

Verify that SNMP Service and SNMP Trap Service appear in the list
of services. If they are not installed, see “Adding SNMP and WMI
SNMP Provider to the MOM server” on page 5 to install them.

Adding SNMP and WMI SNMP Provider to the MOM server: Follow
these instructions to add SNMP and WMI SNMP Provider to the MOM server if
they are not already installed.

Step

Action

Open the Add/Remove software control panel.

Select the Add/Remove Windows components.

Select Management and Monitoring Tools.

| W (N

Select Simple Network Management Protocol and WMI SNMP
Provider.

Click OK.

Configuring the SNMP service: Follow these instructions to install the
SNMP service on the MOM server.

Chapter 2: Installing ApplianceWatch for MOM




Step

Action

From the MOM server desktop, right-click My Computer and select
Manage.

Expand Services and Applications; then click Services.

Right-click SNMP Trap Service and select Properties.

Click the General tab.

Select the Automatic startup type.

Click the Traps tab.

N | Q|| AW N

Type public in the Community Name drop-down list and select Add
to List.

>

Click the Security tab.

9

Select Accept SNMP Packets from any Host.

10

Click Apply; then click OK.

Configuring the SNMP trap service: Follow these instructions to install the
SNMP trap service on the MOM server.

Step

Action

1

From the MOM server desktop, right-click My Computer and select
Manage.

Expand Services and Applications; then click Services.

Right-click SNMP Trap Service and select Properties.

Click the General tab.

Select the Automatic startup type.

Q|| AW

Click Apply; then click OK.

Installation process  The ApplianceWatch for MOM installation process consists of the following
overview main steps:

Before you begin



1. Downloading the ApplianceWatch for MOM management pack from
NetApp on the Web (NOW).

2. Installing the ApplianceWatch for MOM support files.
3. Installing the ApplianceWatch for MOM management pack.

4. Configuring the appropriate devices to forward all SNMP traps to the MOM
server:

2%
<

To directly monitor storage systems from MOM, configure each storage
system to forward all SNMP traps to the MOM server.

%  To monitor the storage systems via DataFabric Manager, configure
DataFabric Manager to forward all SNMP traps to the MOM server.

Chapter 2: Installing ApplianceWatch for MOM 7



Installing the ApplianceWatch for MOM support files

Follow these steps to install the ApplianceWatch for MOM support files.

Step | Action

1 | Copy the awMOM?2000setup-1-1win.exe file to a directory on the
computer running MOM server.

2 | Double-click awMOM2000setup-1-1win.exe.

Result: The Choose Components dialog box appears.

&
tlk Choose Components
. Choose which features of NetApp MOM Support you want to
NEtApp install,

Check the components you want to install and uncheck the components you don't want to
install, Click Next to continus,

Select components to install; Network Appliance MOF & MOM Management Pack Insta
Network Appliance MOF Registration

£ | 3
Description
Space required: 1.5MB

[ <ok J[ met> | [ concel |

3 | Select Network Appliance MOF Registration.
Result: The Netapp .mof files are registered with WMIL.

Note
The MOM server will not be able to monitor NetApp storage systems
and DataFabric Manager servers without registering the .mof files.

Installing the ApplianceWatch for MOM support files



Step | Action

4 | Click Next.

Result: The Choose Install Location dialog box appears.

L Netapp ApplianceWatch for MOM Setup M=l
L\.\ Choose Install Location
= Choose the Folder in which to install Netapp Appliance'watch For
NetApp MM,

Setup will install Metapp Appliance'w'atch for MOM in the Following Folder. Toinstall ina
different Folder, click Browse and select another faolder, Click Install to start the installation,

Destination Folder

2 \Program Filesin appliancelApplianc Far Browse. .. |

Space required: 2,.6MB [%
Space available: 26.3GE

ullsoft Install System v2, 10

< Back I Install I Cancel |

5 | Type the install directory in the Destination Folder field, or click
Browse to select a directory.

6 | Click Install.

Result: The NetApp support files are installed.

Chapter 2: Installing ApplianceWatch for MOM
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Step

Action

Click Show Details to view the installed files, and click Next to
continue.

Result: The Completing the NetApp MOM Support Setup Wizard
dialog box appears.

&

Completing the NetApp MOM
Support Setup Wizard

NetApp MOM Support has been installed on your computer,

Click Finish to close this wizard,

Show Readme

D

[ Fioish | [ concel |

Select Show Readme to view the Readme file; then click Finish.

Installing the ApplianceWatch for MOM support files



Step | Action

9 | Verify that the installation is complete by opening Windows Explorer
and navigating to the install directory. The following files should
appear.

fle Edt Wew Favortes Tooks Help

Qsack - O - (¥ | O search [ Folders | [+

Address [ C:\Program Fiesinetwork Appliancelpplianceatch for MOM | Eco
Falders x | Name - | Size | Type
T dfm.mof 1,331 KB MOF File

S mstalt0F bat 1KE  Windows Batch File
B LICENSE.TXT 2KB  Text Document

= et app.akm 38KE  AKMFils

netapp.mof 114KE  MOF File
= readme.pdf 1,322KE PDFFile
B uninstall.exe 43KB  Application

[= I Program Files -
B ) emak
1) Common Files
I3 ComPlus Applications
[# [) Debugging Tools for Windows
& () D-Tools
2l EthereaR
) Internet Euplorer
B ) Java
I Mcsheild
IE5) Microsoft Operations Manager 2005
1) Microsoft SQL Server
[ I Mozilla Firefox
# ) netapp
) NetMesting
=I5 Metwork Appliance
{5 Appliancewatch For MOM
B () DataFabric
1) Network Associates
|2 Outlook Express -
(=53
1) SnapDrive
() Uninstall Information
[# () Windows Media Player
] () Windows NT
1) windowsUpdate
1) WinPcap
1) Wisdom-soft ScresnHunter Free
1) WMI Tools

1  saloksn =l a1 | |

Chapter 2: Installing ApplianceWatch for MOM 11



Installing the ApplianceWatch for MOM management pack

12

After you install the NetApp support files, follow these steps to install the
ApplianceWatch for MOM management pack.

Step

Action

Open the MOM Administrator Console.

Right-click Processing Rule Group and select Import Management
Pack from the pop-up menu.

Result: The Import Options dialog appears.

Select Replace Existing Management Pack and Backup existing
Management Pack on upgrade.

Enter the path where you installed the NetApp support files, or click
Browse and locate the correct path; the default is c:\Program
Files\Network Appliance\ApplianceWatch for MOM. Click
Next.

Result: The Import Summary dialog box appears.

Click Finish to install the management pack.

Installing the ApplianceWatch for MOM management pack




Verifying the management pack installation

After you install the ApplianceWatch for MOM management pack, follow these
steps to verify the installation.

The NetApp Management Pack contains the following entries in the MOM
Administrator Console. Verify that each entry exists after installation.

L 2R R R JER 2NN 2

Public Views
Computer Group
Rules Group

Scripts

Computer Attributes
Providers

Verifying the Public  Follow these steps to verify that the Public Views entries exist. The Public Views

Views entries contain a list of devices that are currently configured for monitoring via MOM.
Step | Action
1 | Open the MOM 2000 Administrator Console.
2 | Expand the Monitor item in the left pane; then expand the Public
Views folder and the NetApp folder.
3 | Verify that the Netapp Computer View item appears under the

NetApp folder.

Chapter 2: Installing ApplianceWatch for MOM 13



Verifying the
Computer Group
entries

14

Step | Action

4 | Select NetApp Computer View.

Result: All computers configured for monitoring via MOM appear
in the right pane.

= Console Root\Microsoft Operations (el | Monitor' Pubilic Views Net App' et App Computer View L=0] -]
‘Coracle Root Saverty Gompuitr Dascrgton Lk Conkact Bl ety Servcal,
=l Mirosoft Operations Marvsger (Defaut) | €3hCrincal Eror RRE-MOMZD00 RFE MOM 2000 Server 12/U0f2006 12:07:08 AM 207
= 1 Morkor

Al Comguters

Al Agents
A Comguter Goups.
A Cgean Aldawrty.
A Service Lavel Exceptions
Recent Performance
5] A windows NT Everts
A Cahar Everts
o 3 My v
() Pubic viewrs
wams
1] Merosaft Operstions Manage
(] Puouting and Ramotn Access ?
¥ 1) Actrve Drectory
# ) Mardeare
= 11 Wethep
Bl o Conguren e |
5 () Compormrts
* ) Advarced
# ] rudes
B H;u—fwam
) okl Settirgs
() Persing Irestallation
) sgert Managers (™

Follow these steps to verify that the NetApp Computer Group entries exist. This
Computer Group identifies how MOM discovers and manages NetApp storage
systems and DataFabric Manager servers.

Step | Action

1 | In the MOM 2000 Administrator Console, expand the Rules item.

Verifying the management pack installation




Verifying the Rules

Group entries

Step | Action

2 | Select Computer Groups.

Result: In the right pane, an entry for NetApp Storage Systems and
DFM servers appears.

{1 Conscle Root

= i Mcrosolt Operations Marager (Def st} | Mcrosoft Detrited Transaction Server Verson 1.0 ) A8 sl Compaters Satrbutevsh
g Monkar | Mcrosoft Intevmet Infomation Server 4.0 Servers e 110 Domairs’ Al Conputers (v teval
= L Pues £ Microsolt Inteeet Information Server 5.0 Servers e
j». — T icrcsct Message Quewe 10 tes 114 DomaingiAl Computers setrbueevak
¥ roceising Pk Groups | Mcrosalt Message Queus 2.0 e 18l Do\ Al Computens Bitrbutaish
& e 23 Mcronett Cpee txons Marage dgects tes 1180 Comars|Al Computers pra—
L) sewtin Edcrosoft Cperations Manager Cansclkdetor es 188 Domars\ Al Computers Setvbuteah
3 Mecrosalt Opew stions Manager Diata Acceds Server Yos LAY Dowwrai’\ Al Comgaters Bateibagavsh,
= B Cordepur st <
) ebal Sattngs Emoronit Cpen stions Manager Datsbarse e 1Al Domaine |l Computers Setrbugeish
) Pereding Installstin =__1nuowtsns: 2 Chert Yo {1 Dol Compaters satwbutevah
0 At Mg (S Mcrcnalt M5 1.2 Server You 11/ DA Cormputors. Btrbutavah,
I Mcrooft 545 2.0 Chert fes 14 Comare’iAl Computers datrbuteish
Emcrcenft M5 2.0 Server e 1Al DomairaAll Conputens Makchinidea
() Macronalt Transaction Serews Version 2. You Al DomaraAl Congutens Attrbataish
§ o " e 1 Domairs Al Computess Adtrbuteysh
EYremtacy Storage Systems & DFM Servers. Yok AR Downaares’\ AR oMt s Aatwibagevsh
DA PR R Yot A el Compatons. Atriagevsh
¥ wanclowes 2000 vy Computer e VA DA Computers. Adtrbuteish
"._ Winlows, 2000 DHCP Sarver Yes LAY D'\ AR Computens. (Amretetal
[ windows 2000 D46 Server es 15 Domara'Al Computers datrbuteiah—
B winclowes 2000 Doman Controllers es {18 Domains| Al Computers Btrbutevsh
(53 Wanchowss 2000 e Watson Yo 1A Do\ Al Computens Batrbutaial,
10 warchowes 2000 Pike Riaglcation Service es A Eomarn A Computers. Atrbageish
110 Winchowes 2000 Licenses Loggng Service es 188 Domara\Al Computers tetrbuteish
_im 2000 BRAS Authorted Computers Yos AR Do\ Al Computons.
E windows 2000 Servers e 1A Dxmmaratil Computers Satrbugavsh,
| L Winchows. 2000 Terminal Server Licenang Servers e 1A DonsratAl Computers Jatrbatevsh ¥
Lsl »le | 0

148 ke

Follow these steps to verify that the NetApp rules are installed. The rules
developed for NetApp are used to execute a processing script when MOM
receives an event (SNMP trap) from a DataFabric Manager server or storage
system.

Step | Action

1 | In the MOM 2000 Administrator Console, expand the Rules item.

2 | Expand the Processing Rules Groups folder.

Chapter 2: Installing ApplianceWatch for MOM 15



Step | Action

3 | Select NetApp.
Result: The NetApp rules appear.

ager (Default) Rules'Processing Rule Groups'NetApp (enabled)' Event pr... I [=] EY

[ Console Ruoot o] [ name. Ensbled | Type | Provider Name | Provider
= ;ﬁwrﬁoflw&m%w(oefw MetApp Storage Event Riuks Yes Event  Netfpp Trap Li... WMIEw
+ B3 Monitor Event Cole I Cobe... Nethpp Trap Li v
- I_;JE“”
2 Computer Groups
=1\ Processing e Groups

# (L) Default Evert Collection fr
- Microsoft Distribubed Tran
#- ] Microsoft Domain Mames 5¢
(233 Microsoft Dynamic Host G
23 Mcrosoft Internet Infoem.
I Microsmoft Message Queus
() Microsoft Operations Man
0 Microsoft Routing and Rer
+ -] Microsoft Systems Manag
(23 Microsoft Transaction Ser
23 Microsoft Windows 2000 £
+1- () Microsoft Windows 2000 ¢
(2 Microsoft Windows Intsrm
{2 Microsoft Windows NT 4.C
- Microsoft Windows Termir
=1 {1 Nebigp (ensbled)
1§] Event Processing Rule
[#] alert Processing Rudes
Parformance Processh
#- (L] Motification Groups
¥ Advanced
+ %) Search Resuks =

= B Corfiquration
) Global Settings =
K] . ;I’I « ] 2l

o - T

.

kS

RGO

a

Verifying the Script  Follow these steps to verify that the NetApp script is installed. This script is used
entries to process the SNMP trap events that are specific to NetApp by converting them
into the appropriate MOM alert and inserting the alert into the MOM database.

Step | Action

1 | In the MOM 2000 Administrator Console, expand the Rules item.

2 | Expand the Advanced folder.

3 | Select Scripts.

Result: The list of scripts appears in the right pane.

16 Verifying the management pack installation




Step Action
4 | Verify that the NetApp Alert Generator script appears in the right
pane.

£ Console Root | Microsolt (Operations Manager {Default)' Rules' Advanced' Scripts

{1 Console Root Name EE [@ -

ESMMWMW(MMJ 3 A0 Cp Master Schems Response VBSpt  Determines f schema maste s avalabl and ok

e Mordor & 1D Repication Check for Missng Monkor... VEScrpt  Check For Domain Controllers which has been cieate
& 1] rues & AD Replcation Latency VESopt  Determinesthe amount of tme requred o replcate
i Compter Grops 8 4D Replcation Hodiy Dbect VESEL  Modiies the replcation best obiec For th OC 1 bey
{8 recesshy R Guoups & 10 Replcation Ptrer Op Macer Coni. VESrph  Determines  repbcaion st reports e same P
& _ng;m ) igeilisaFaiedReqiedisbot  VESopk  Geoeates s event For any eve the s
B J_J;m P Vgt Addsthe P adhessof an attacker bothe 1P Dery b
) Conpute bt DAS Memory Lisage: VBSopt  Finds out the peivate bytes of DAS process:
) Providers o DS Cache Coerupk - Repar VEScrpt  Automaticaly fox a comphed DNS Cache
1 Operafors DS Lookup VBSrpt  Runthis seript in response o an 15 Appication Log
& 5) seschesats Qe e exe VSR Runthis gt imresponss b an TS Appikaton Log
= i Cofiprion & Force Rebost VS rebooks the computer n response to an event
) Gobal Sestings & Gat OnePot free data space VBScpt  The soipt gatsthe OnsPonk free data space parcer
] Pending Instalation @ HeartheatF sureAnalysis YeSrpt Anatyoes Faled Agerk Heartbeat pathems to bry o
] Agenk Managers @ HearthestF siureConsoldation VEStript  Colects Agerk Heartheat Fasure events For analysis
& Hotfix Info VEStrpt  Collects the kst of hotfives installed
HTTP Prg VEScrpt  Rebieves HTTP tectfromthe specfied URL,
MOM Service Bounge Asynchronous VBSopt  Bounces the OnePonk sarvice asynchronously from
[@nespiotamentr | vesom  Thssoptpacsses B s ot St
) Service Bounce VESorpt  Stops 2 Windows NT Service and restarts it
@ Service Chedk Stshus VBSrpt  Checks the status of the specfied service and raisa:
Q@ Service Shutdown VEStEt  Stops.a Windows NT Senvice
‘Service Lnavalable Notifcabon VESerpt Hotifies 2 user or group with & network message wh
Q@ Set Perfib Configraton Flags VBStrpt  Turs off certain types of performance uary emce
& Shutdown COM+ Applcation VEScrpt  Bounces a given COM+ appbcation
501 scripk bo show PRG tree for given .., Custom Paste ths scrik into the SQL Query Analyzer andpr_
501 script bo show PRG tree for given ... Custom vmﬂswmhmmmaﬂu'

ﬂ I.l . Tarminal Carver Sarcinn Theachnld Wlat RSk Hmﬁ}nmeiK—_hﬂfﬂ.ﬁ-ﬂﬂ_

Bkens ' 1 /]
Verifying the Follow these steps to verify that the NetApp MOM Support computer attribute is
Computer Attribute installed. This attribute is a registry value that is created when you install the
entries NetApp for MOM support files. It allows the MOM server to discover the

NetApp computer group.

See “What ApplianceWatch for MOM is” on page 2 for more information.

Step | Action

1 | In the MOM 2000 Administrator Console, expand the Rules item.

2 | Expand the Advanced folder.

3 | Select Computer Attributes.

Result: The list of computer attributes appears in the right pane.
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17



Step | Action
4 | Verify that the NetApp MOM Support entry appears in the right
pane.
= Console Root'Microsolt Operations Manager {Default )\ Rules| Advanced) Computer Attributes
[ Consote Rot Nasme pe  [Enabled [Desoghon 4
5 4G Mcrosalt Cperations Mansger (Defaut) | 3) Hardware: Verder of GPU 3 sing  Yes Wendon Identfication for processor 4
Monkar 2) Hardware: Yendor of CPUS sting  Yes Werdor Identfication for processor 5
& L] Rudes 2) Hardware: Vendor of CPUG ting  Yes Vendae Identfication for processor 6
[E Computer Groupe 2) Hardware: Verdor of GPU 7 sting  Yes Vendn Idenitication for processor 7
-] Processing Rule Groups 2) Hardweare: Vendor of CPUS string Yes ‘endor Identfication for processor 8
3Gl Motfication Groups 2 1S Maforver M e Inegerd=54.0,5=155
= —"?d":_"’ 2) 115 Web service start type integer  Yes Zmluko, I=Manya, 4=Desabled
j e — 2) Microsoft Data Engine [MSDE] evists bookean  Yes Look for the key that indicates MSDE is
-_]:W“ '; ) Mercasht Destributed Transaction Cordinal. .. integer  Yes Flsgetyy Hex conversion: Ver, | =553
) Operatars 2) Mcrosoft Message Queus bookean  Yes Werfiy existence of EnterpriselD) value
5 &) Search Resks 2 Maosoft Cosations Mansger - Agent bookan  Yes Checks for the existence of a Cperatioe
= B Cofigurabin 2 Merosoft Cpersbons Mansger - Consobdstor boean Vs Consobdator machines
2 Global Settings gmmmmmwmwm boolean  Yes Checks for a Operations Manager DAS ©
{21 Pendng Instalation Microsolt Operations Manager Oatabase  integer  Yes Checks for an Operationss Manager Dat.
] Agent Managers 2) Microsoft SMS 1.2 Clark boolean Vs chck for existence of ey
2 vacrosoft M5 1.2 Server bookean  Yes ook for existance of key
) Macrosoft SMS 2.0 Cherk bockan  Yes choack Fre axistence of ey
2) Mcrosoft SMS 2.0 Server boolean Vs ook for existence of key
2 Mcrosoft SMS 2.0 Version Humber ey tes Get the Full Version string
2] Microsoft Transaction Server inkeger Yes ersion Number a5 integer
[ 2 wetsow ot sippert bodkan  Yes  Detects the support for Network Appls
3 g bockean  Yes This s a system attribute and cannot b
2) Service Pack Version sting  Yes Service Pack Version installed
;I’]mnfmu St Type integse  Yas Z=duto, I=Manudl
WEBEM does nok exst boolean  Yes
2) Widows Cusrent Version g Yes Shring containing cuement NT version, ¢
ﬂmmlmfmmus boolean  Yes (Chacks LLS regestry kay existence
) WINK Carvar carvica Yy Inbanar Ve Dulisd Ambban il i sl =
4 ][4 | .'JJ
57 kems: [ | #
Verifying the Follow these steps to verify that the NetApp Provider entry is installed. This
Provider entries provider uses the WMI Event base provider and then selects from SNMP V1

notifications from the WMI SNMP namespace.

Step | Action

1 | In the MOM 2000 Administrator Console, expand the Rules item.

2 | Expand the Advanced folder.

3 | Select Providers.

Result: The list of providers appears in the right pane.

18 Verifying the management pack installation



Step | Action

4 | Verify that the NetApp Trap Listener entry appears in the right pane.

& Windows NT Performancs Counter
&2Windows NT Performance Counter

ﬁmmmtms FTP Sarvics-Current Nondnomymous Users- <Al - |S-mirutes.
52 Applcation Log 115 Applcation Log - FTP

S appkcationLog 115 Applcation Log - Web Server

Scenen: Irterrady-ganer ated Event

& Windows WT Performance Counter Inkernet Information Services Gioba-Cache Flushes«15-minutes
3 Winvdows NT Performance Counter Inkernet Information Services Globwl-Cache Hits %-15-minutes
bmmMmchnnu Inkermet Information Services Globual-Fle Cache Flushes- 15-min.
2 Windows NT Performance Counter Tnkernet Information Services Gobak-Fle Cache Hiks % 1S-mind
& Windovs NT Performance Counter LogeslDisk-Free Megabytes- <il>-15.0-mrtes |
2'Windows NT Performance Counter Memory « Avadable MBytes « 1S-minutes

2 Windows NT Performance Counter Memory - Page Faulsfsec - 15-minutes

& wind Counter BT Connaction-Bytes Totaljsac-TotalS-minutes

W] Evants Methpp Trap Listener |

o Windows NT Performance Counter TP Server-Cument Anonymous Lsers- <Al>-15-minutes
2Windows NT Performance Counter VTP Server-Cument Connections= <al>-15-minutes

2 Windows WT Parformance Counter TP Server-Curment ymous | B> 15-rinus

G Windows NT Performance Counter IT4[W2x, Mesmiey-fvaiable Bytes § M

G Windows NT Performance Counter NT4W2X. Masmory-Committed Bytes S Mn

5 Windows NT Performance Counter NT4/W2X Mesmry-Page Readsfsec S Mn

T4W2x. Mesmory-Fage Wrikes sec 5 Min
NT4W2X Memory-Pages(sec 5 Mn

& Windowes NT Performance Counter INT4] Wk Physicallisk-Avg. ik Qusue Length-_Total S Min

bwmwws NT4/WEK PhysicalDeck-Avg. Disk sec/Read-_Total S Mn

52 Windows NT Performance Counter INT4{W2X PhyysicalDisk-Avg. Disk sac/Trarsfer-_Total 5 Mn

5 Windowes HT Parformance Counter IT4Wax. PhysicalDisk-Disk Bytes/sac-_Total 5 Min

S Windows NT Parformance Counter INT4[W2X, PhiysicalDisk-Disk Readsjsec_Total 5 Min

5Windows NT Performance Counter MT4W2x. Phoysicalisk-Disk Wikes/sec-_Total S Min =
ﬂ I ¥ I ‘ et n AIT Do on i s o b e Ill‘ﬂ-lT' Ovararsne W, Trbaemer Tora. TobulEomn _.I-J
i63kems | | #
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Configuring the Storage Systems and Servers 3

About this chapter This chapter describes how to configure your storage systems and DataFabric
Manager servers to forward their SNMP traps to the MOM server.

Topics in this This chapter discusses the following topic:
chapter & “Configuring storage systems” on page 22
¢ “Configuring DataFabric Manager Servers” on page 26
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Configuring storage systems

There are two ways to configure your storage systems:

¢ Use the CLI

&  Use the FilerView® administration tool.

Using the CLI to
configure storage

After you connect to the storage system via the CLI, follow these steps to set the
SNMP settings. Type snmp options at the command prompt for a list of options:

systems .
usage: snmp options
Options are:

(no option => display current settings)
authtrap [ 0]1] (0 => disabled, 1 => enabled)
community [ add ro <community> ]
community [ delete { all | ro <community> } ]
contact [ <contact> ]
init [ 1] (0 => uninitialized, 1 => initialized)
location [ <location> ]
traphost [ add|delete <hostname|ipaddress> ]
traps [ enable|disable|reset|delete ] [ <trapname> ]
traps <trapname>.<parm> <value>
traps walk <prefix>
traps load <filename>
Note
Use single quotes (for example, 'abc def’) to enclose strings that include spaces or
tabs.

Step | Action

1 | From the command prompt, enter the following command:
snmp init

2 | Enter the following command:
snmp authtrap 1

3 | Enter the following command:
snmp contact <contact person>
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Step

Action

Enter the following command:

snmp community add ro public

Enter the following command:

snmp location <filer location>

Enter the following command:

snmp trapshot add <MOM server IP>

Enter the following command:

snmp

Example: pax*> snmp

contact:
<contact person>

location:
<filer location>

authtrap:
1

community:
ro public

traphost:

MOM server IP (MOM server IP) < MOM server IP >
init:

1

Repeat these steps for each storage system.

Using FilerView to To configure storage systems via FilerView, you can either connect through your

configure storage Web browser or access FilerView through the DataFabric Manager application.
systems
Step | Action
1 | Open FilerView.
2 | From the left pane, click SNMP.
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Step | Action

3 | Under SNMP, click Configure.

Result: The Configure SNMP options appear.

N S i

& Dax Configure SNMP

« Filer 5 SHMP — Configure

Show Status
Manage Licenses
Report

Byslog Messages
Use Command Line
Corfigure Syslog

SHVP Erabled [ves w| Traps Erabled |ves w| Auth Traps ves w

Contact Location
Configure File System
Corfiguri Aidosupport Communities Traphosts
Test Autosuppon Foved Criy | putic <MOM server P
Sat Date/Time ROy e | puutic
Set Time Zone

Undetred
Configure Miscellangous

Shut Dewn and Reboot
Bhow System Status
* Volumes Freww——
= Aggregates X4 Frew—
* Sterage !
e st | scon |
CIFS 7
= NFS 7
» HTTP ¥
= LUNs
* Nevwork
* Security 7
Secure Admin
= NDMP 7
= SNMP 7
Configurs
* Traps 7
= Cluster 7
* Real Time Status 7
= Wizards

Undetned
]

Unedetred

€l i)«

Select Yes from the SNMP Enabled drop-down list.

Select Yes from the Traps Enabled drop-down list.

Select Yes from the Auth Traps drop-down list.

Type a contact name in the Contact field.

Type the location of the storage system in the Location field.

o | R | ||

In the Communities section, select an open row and select Read Only
from the drop-down list; then type Public in the text box.

Configuring storage systems



Step

Action

10

In the Traphosts section, type the MOM server IP address in the text
box in the same row from Step 9 (see the illustration above, for
example).

11

Click Apply.

Result: The configuration settings are saved.

12

Repeat these steps for each storage system.
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Configuring DataFabric Manager Servers

Selecting the
configuration
settings

26

To enable MOM to monitor NetApp DataFabric Manager servers, you must
configure the DataFabric Manager server to forward its events to MOM via
SNMP traps.

Step | Action

1 | Connect to the DataFabric Manager server via your Web browser.

2 | Click the Alarms menu at the top of the window.

3 | Click Advanced Version near the bottom of the window.

Result: The Alarms options appear.

| Control Center ", Backup *, Disaster Recovry ", Distribation

Groups: ot o Help (7

Alarms 18 Mo D8 48
O Glabal

A an Aar Advancedy

Condtions

Ceop
% Glabal
Expand &1 Cofscas A1 Py
Select Even
Legend: tieko (7 T Saverty w X
Emergency @ Pormal @ al -
[T I - ] rireen (D)
Error @ Umanaged @
vanng D wiomaton
Licensed Featu es: [
Core «
Busrmss Cortrusnce v
e Area betee o
Distribution «
Stornge Resouce Maragement
PubcR<MOM srvr [ 16:

Smple Yersion add
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Step

Action

Under Select Event By, select Severity, then select All from the drop
list.

Result: The DataFabric Manager server will forward all events to
the MOM server.

In the SNMP Trap Hosts field, enter the community string, IP
address, and trap port for the MOM server.

Note
The default community string is public and the default trap port is
162.

Example: public@<MOM Server IP address>:162

Click Add.

Result: The new details appear at the bottom of the window.
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Fage Recpients - Non-Admins
[Epety pages addesses)
S Trap Hosts
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Times From [0-00
Tima Ta 1359
Freesl Notes o =
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a1 - ool ) Eub 0.0 00162 = 3 taat C
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Testing the
configuration
settings

28

To verify that the DataFabric Manager server is configured correctly, you can
send a test SNMP trap to the MOM server. Follow these steps to test the
configuration settings.

Step | Action
1 | Click Test at the bottom of the window, as shown in the previous
illustration.
Result: The Test Alarm window appears.
o i e
NetApp' “ﬁ“hutm
Events: fmevoency 0 Cricel§ Emor 70 vernig 83 Search
LSRR | AT Conlaedons | Saftmes | Sits | Gt | i O At | MOYY Ciarstorhes Seveice | rateral Help (7
| Comtrod Comter \ Backup , Disaster Recovery , Distribation ),
—= o ?  Tast Alarm P——
©Global
Datadf sbwic Manager i3 preparing bo penerabe Alwrm Test evert that wil match slwrm 4 This will resull in the following slerts
= SHMP Trp fo publc@ 27 0 00162
Lancal Tast
Eopar A Colpze A1
Ligend: tieo 2
Erergency @ Mol L ]
cicsl @ wieown D
Erer @ e &
waring (@D wiomaton ©Q
Licensed Features: tieio (7
Core o
Busiress Coninuance w
Tiormpe Arew Netwirt o
[netibngon v
Sormpe Feaource Maragenernt - _—
2 | Click Test.
Result: A test SNMP trap is sent to the MOM server.
3 | Open the MOM Administrator Console and expand the Monitor

item.
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Step | Action

4 | Select All Other Events.

Result: The test SNMP event appears.

| Corsole Root Al

= S Microsalt Oper stions Manager (Defau RRE-MOM,,. WM Events NetApp TrapLi... WMI
= B Monor OiNore 12/10/2005 12:46:07 &AM RRE-MOM... WM Events Netipp Trap L., WMl
Al Computers OiNone 12/10/2005 12:45:07 &M RRE-MOM... W] Events NetApp TrapLi... Wil
O Alagerts OMore 12/10/2005 12:44:07 AM  BRE-MOM... WMIEverts  NetippTrapli.. WMI
() A Computer Growps OMers 12/10/2005 12:43:07 AM  RRE-MOM... WMIEvends  NetippTrapli.. WMI
Al Cpen Alerts (OMrna 17108 17.47.017 A GO WM Fuseds st S Temn 1., WML
RS Lo Ercegtons O e T N 71 %1/,
ecent ormance
5] Al Wredows T Evends 8: Event Detad | More Detad | Aleits | Paseameters | [
1 Cthae Everts
B My Views 8: Lomputer: |RTFUPE\HKNWW [ m
= () Pubie Wiews ph
s Qr  Dae [iznorzus Sowce:  [watl .. we
& () Microsoft OperstionsMan | [ : Li... wen
& ) Routngand Remate acee || Or | 1= [i2a70ra Eveti0: o .. wea
() Active Drectory (o]} § e WML
# | Hardware (o]} - ™ |
B Nekipp O R b WM
1 @ netigp Computer vie || Oyt j b, W
:'::IICWW::*" 8r & .. we
3L Advanc t L. we
5[] Pudes SPACE =< "
) Comguater Groups Or s v,
@ () Processig Rule Groups. =) Qr L. wea
& (] Notfication Groups O el |
= L) Advanced O = e WML
£ screes O [EADGEEE € 724988 AD 16- 2D DO FAT) Fe wen
) Computer Attribae 8r Li.. weg
) rovadens - h: e e [ =
L) gkl 1 »
1000 esrs, page size 1000 Rems. | | s

5 | In the MOM Administrator Console, expand the Public Views
folders.

6 | Expand the NetApp folder.

7 | Select NetApp Computer View.
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Step

Action

Double-click the computer listed in the right pane.

Result: The Alerts window appears.

= Open alerts fram RTPDPE RRE-MOMAI00

127002006 12-62:10 AM [ u ] Dacestponetapp.com
12/10/2005 12:52:07 AM Poower [unassigned] 10.61.165.36
1272002005 1 2-51:59 AM Ll [wrassigred] el b1 P b 20 Hedtlp The st Ransg
121072006 12-51:56 AM Hewr [unsssigned]  sidra.rtp.retapp.com
12]00/2006 1 2:51:55 AM Newsr [unassignad] el s 1p, ek app. com oFl d
121072005 12:51:54 AM Nt [wnassigred]  10.61.165.39 vehumeCnies Yok is online
12/10/2005 1 2-51:54 AM Ny [unassigned] 10.61.165. 79 el Viokated i e
121072006 12:51:45 AM New [wnassgned]  sidra.rtp.retapp.com ErrorTrap OFM recenved o
12/10/2006 12261:41 AM Mew [unassigrad] 10.61.165.39 bt SandError skl b sand
12/10/2005 12:51:10 AM Py [unassigned] Do 1t netagg, com i o
12/00/2006 12:51:07 AM Nt [uhassigned] 10.61.165.3% Frctific st Trag A user-dafined |
12/10/2006 12-50:51 AM Newr [unassigned] v 8.1 net app. com
12/10/2005 12-50:51 AM Nt [unassigned]  sldra.rip.etapp.com oF d
12/10/2005 12-50:51 AM Newr [nassigred]  sidra.rtp. restapp. com HostColdStart st weas possibs
12710020065 12-50:27 AM New [unassigned] ddra.rtp. retapp. com Hastliown The host manag
12/10/2006 12-50:10 AM News [unassigned] Duaccstp netapg. com o d
1211072005 1 2:50:07 &AM Newr [unassigned] 10.61.165.3% reckificationTrag A user-defired |
12{10/2005 12:49:10 AM Mews [wnassgned]  Dawstp.netags com
127 10FA00 124907 AM Mo 1041148 % Auser-dsfnad b
12/10/2005 1 2:48:37 AM |l I o] Fre-momCTos Testilam | Test event was
12102005 12:48:07 AM Ll [unassigred] 10.61.165.3% reokificatmonTrig A user-defiresd |
12/10F2006 1247:07 &M Hew [wnassigned]  10.61.165.3% ciicstonTran A user-defired t
12/10f2008 1 2-96:07 AM Pesr [unassigned] 10.61.165.% rctficationTrag A user-defined t
12/10/2005 12:45:07 AM Nt [wnsssigred]  10.61.165.36 ol A
.- Ll [unassigred] 10.61.165.36 reokificationTrap A ser-dafined |
] Hewr [unsssigned]  10.61.165.3% otficationTrap A user-defined t
a) 12/00f2008 12:42:07 aM Py [unassigned] 10.61.165. 3% rectficationTrag A user-defined t
Birformaton  12/10/2005 12:41:07 AM Now [wassgred]  10.61.165.3 metiicatonTran A user-dafind t
) Information 12/10/2005 1 2:40:07 AM Ll [unassioned] 10.61.165.3% ke stonTrag & user-defired |
Birformation  12/10/2008 12-39:07 AM Newr [unassigned] 10.61.165.% |
L] Iy
1100 Reens, page size 100 kems | 4

Locate the test alarm sent by the DataFabric Manager server, as
highlighted in the previous illustration.
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SNMP Event Severity Mappings

A

Understanding how
NetApp SNMP
events map to MOM
events

The current MOM management pack allows the MOM server to process all
SNMP traps generated by both the DataFabric Manager servers and storage
systems. You can simultaneously monitor both the devices. Keep in mind that if
you have a DataFabric Manager server monitoring storage systems and you are
also individually monitoring one of the storage systems, you will receive

duplicate alerts.

The follow tables list the NetApp storage system and DataFabric Manager
severities and their corresponding MOM severities.

DataFabric Manager Event

Severity MOM Severity
1 (Normal) Success

2 (Information) Information

3 (Warning) Warning

4 (Error) Error

5 (Critical) Critical

6 (Emergency) Critical
Storage System SNMP Severity MOM Severity
1 (Emergency) Critical

2 (Alert) Critical

3 (Critical) Critical

4 (Error) Error

5 (Warning) Warning

6 (Notification) Information

7 (Information) Information

8 (Debug) Information

Appendix A: SNMP Event Severity Mappings
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