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Preface

About this guide

Audience

Terminology

Preface

This guide describes how to install the ApplianceWatch for Microsoft System
Center Operations Manager (SCOM) management pack. SCOM was previously
known as Microsoft Operations Manager. The management pack contains the
required files and registry settings to support NetApp storage system and NetApp
Operations® Manager (formerly known as DataFabric® Manager) monitoring
via SCOM.

Before installing this product, you must have:

*

Ensured that your configuration is supported by referring to the
Compatibility and Configuration Guide for NetApp's FCP and iSCSI
Products, available on the NetApp on the Web™ (NOW) site at
http://mow.netapp.com/NOW/knowledge/docs/san/fcp_iscsi_config/.

your storage system according to the instructions in the documentation for
your specific storage system.

Configured your storage system according to the instructions in the
following documents:

Data ONTAP® Software Setup Guide

iSCSI Support Kit for your specific host

SAN Setup Overview for FCP

SAN Host Attach Kit for Fibre Channel Protocol for your specific host

Any SAN switch documentation for your specific FCP switch, which
you can find at http://now.netapp.com/NOW/knowledge/docs/san/

% S, % S,
R R
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<

This guide is for system and network administrators responsible for monitoring
NetApp storage systems and NetApp Operations Manager server via the SCOM.

This guide uses the following terms:

*

*

NetApp storage products (filers, FAS appliances, and NearStore® systems)
are all storage systems—also sometimes called filers or storage appliances.

Enter refers to pressing one or more keys on the keyboard and then pressing
the Enter key.

Type refers to pressing one or more keys on the keyboard.
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Command In examples that illustrate commands executed on a UNIX workstation, the
conventions command syntax and output shown in this guide might differ from what you see
on your display, depending on your version of UNIX.

Keyboard When describing key combinations, this guide uses the hyphen (-) to separate

conventions individual keys that you press at the same time. For example, Ctrl-D means
pressing the Control and D keys simultaneously. This guide uses the term Enter
to refer to the key that generates a carriage return, although the key is named
Return on some keyboards.

Typographic The following table describes typographic conventions used in this guide.
conventions

Convention Type of information

Italic font Words or characters that require special attention.

Placeholders for information you must supply. For
example, if the guide says to enter the arp -d
hostname command, you enter the characters arp
-d followed by the actual name of the host.

Book titles in cross-references.

Monospaced font Command and daemon names.

Information displayed on the system console or
other computer monitors.

The contents of files.

Bold monospaced font Words or characters you type. What you type is
always shown in lowercase letters, unless you
must type it in upper case.
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Special messages

Preface

This guide contains special messages that are described as follows:

Note

A note contains important information that helps you install or operate the
system efficiently.

CAUTION
An attention contains instructions that you must follow to avoid damage to the
equipment, a system crash, or loss of data.
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Overview of ApplianceWatch for SCOM

About this chapter This chapter provides a brief overview of the ApplianceWatch for SCOM
management pack, and lists the prerequisites for installing it.

Topics in this This chapter discusses the following topic(s):
chapter & “What ApplianceWatch for SCOM is” on page 2

Chapter 1: Overview of ApplianceWatch for SCOM



What ApplianceWatch for SCOM is

What is Appliance
Watch for SCOM?

ApplianceWatch for
SCOM components

SCOM is an enterprise level software tool designed to monitor events, collect
performance statistics, and report alert conditions across a Microsoft OS-based
enterprise

ApplianceWatch for SCOM is designed to be installed on the SCOM server and
to interpret SNMP traps from NetApp systems, thus allowing SCOM’s standard
event classification and response rules to be applied to NetApp systems.

Support matrix for ApplianceWatch for SCOM includes the following:
¢ Data ONTAP 7.2.4 and earlier releases

¢ NetApp Operations Manager 3.6 and earlier releases

¢ SCOM 2007

The ApplianceWatch for SCOM management pack contains the required files to
support NetApp storage systems and NetApp Operations Manager server
monitoring via SCOM. Follow the instructions in this document to install the
management pack.

The ApplianceWatch for SCOM installation package installs the following files
on the SCOM server:

¢ dfm.mof - converted NetApp Operations Manager MIB file.

¢ netapp.mof - converted NetApp storage system MIB file.

¢ license.txt - licensing information for ApplianceWatch for SCOM..

¢ netapp.xml - ApplianceWatch for SCOM management pack.

¢ instalIMOF.bat - batch file to register dfm.mof and netapp.mof files with
Windows Management Instrumentation (WMI). Microsoft's mofcomp.exe
must be installed on the computer.

¢ uninstall.exe - uninstall program to remove NetApp support for SCOM.

What ApplianceWatch for SCOM is



Installing ApplianceWatch for SCOM

About this chapter This chapter describes how to install ApplianceWatch for SCOM.

Topics in this This chapter discusses the following topics:
chapter & “Before you begin” on page 4
¢ “Installing the ApplianceWatch for SCOM support files” on page 8
¢ “Installing the ApplianceWatch for SCOM management pack” on page 12
& “Verifying the management pack installation” on page 16
¢ “Discovering the NetApp Storage Systems and NetApp Operations Manager
servers” on page 20
& “Checking if the NetApp Devices are populated in the NetApp Group” on

Chapter 2: Installing ApplianceWatch for SCOM
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Before you begin

Prerequisites

Provisioning SNMP
and SNMP trap
services

Before installing the management pack, ensure you meet the following

prerequisites:

¢ SCOM SP1 is installed on the computer.

¢ You have administrative privileges on the computer on which the
management pack is to be installed.

¢ You have the privileges required to provision the NetApp storage systems
and NetApp Operations Manager servers being monitored via
ApplianceWatch for SCOM.

¢ Simple Network Management Protocol (SNMP) and WMI SNMP Provider

are installed on the SCOM server, and the SNMP trap service is properly
configured.

Before installing ApplianceWatch for SCOM, you must install SNMP and SNMP
trap services. You should:

1. Verify that these items are installed. See “Verifying SNMP and SNMP trap

services are installed” on page 4.

. Install the services on the SCOM server, if they are not already installed. See

“Adding SNMP and WMI SNMP Provider to the SCOM server” on page 5.

. Configure the SNMP service. See “Configuring the SNMP service” on

page 5.

Configure SNMP trap service. See “Configuring the SNMP trap service” on
page 6.

Verifying SNMP and SNMP trap services are installed: Follow these
instructions to determine if SNMP and SNMP trap services are already installed
on the SCOM server.

Step | Action

1 | From the SCOM server desktop, right-click My Computer and select
Manage.

2 | Expand Services and Applications; then click Services.

Before you begin



Step

Action

Verify that SNMP Service and SNMP Trap Service appear in the list
of services. If they are not installed, see “Adding SNMP and WMI
SNMP Provider to the SCOM server” on page 5 to install them.

Adding SNMP and WMI SNMP Provider to the SCOM server: Follow
these instructions to add SNMP and WMI SNMP Provider to the SCOM server if
they are not already installed.

Step

Action

Open the Add/Remove software control panel.

Select the Add/Remove Windows components.

Select Management and Monitoring Tools.

| W N

Select Simple Network Management Protocol and WMI SNMP
Provider.

Click OK.

Configuring the SNMP service: Follow these instructions to install the
SNMP service on the SCOM server.

Step

Action

1

From the SCOM server desktop, right-click My Computer and select
Manage.

Expand Services and Applications; then click Services.

Right-click SNMP Trap Service and select Properties.

Click the General tab.

Select the Automatic startup type.

Click the Traps tab.

N | Q|| AW

Type public in the Community Name drop-down list and select Add
to List.

Click the Security tab.

Chapter 2: Installing ApplianceWatch for SCOM




Step

Action

9

Select Accept SNMP Packets from any Host.

10

Click Apply; then click OK.

Configuring the SNMP trap service: Follow these instructions to install the
SNMP trap service on the SCOM server.

Step

Action

1

From the SCOM server desktop, right-click on My Computer and
select Manage.

Expand Services and Applications; then click Services.

Right-click on SNMP Trap Service and select Properties.

Click on General tab.

Select the Automatic startup type.

Al | A W[

Click Apply; then click OK.

Installation process  The ApplianceWatch for SCOM installation process consists of the following
overview main steps:

1. Downloading the ApplianceWatch for SCOM management pack from
NetApp on the Web (NOW).

. Discovering the NetApp Storage Systems and NetApp Operations Manager
servers.

. Installing the ApplianceWatch for SCOM support files.
. Installing the ApplianceWatch for SCOM management pack.

. Configuring the appropriate devices to forward all SNMP traps to the SCOM
server:

2%

% To directly monitor storage systems from SCOM, configure each
storage system to forward all SNMP traps to the SCOM server.

Before you begin



% To monitor the storage systems via NetApp Operations Manager server,
configure NetApp Operations Manager server to forward all SNMP
traps to the SCOM server.

Chapter 2: Installing ApplianceWatch for SCOM 7



Installing the ApplianceWatch for SCOM support files

Follow these steps to install the ApplianceWatch for SCOM support files.

Step | Action
1 | Copy the awSCOM2007setup-1-2-win.exe file to a directory on the
computer running SCOM server.
2 | Double-click awSCOM2007setup-1-2-win.exe.
Result: The Choose Components dialog box appears.
& NetApp ApplianceWatch for SCOM 2007 Setup M= E
L!\- Chooze Components
Neﬂ\pp ;;Jn?semhh‘:&tfigt;ﬁ?‘ Matipn Apphance'w atch for SCOM
Cheeck the components wou wank bo install and uncheck the components you don't wart bo
instal, Clck Next to continue.
Selact components to instal: lebwork, Appliance MOF & 500M 2007 Management Pac
Metwork Appliance MOF Registration
i |
Description
Space required: 1.8MB Postion s i
= fiack Mext > Cancel
3 | Select Network Appliance MOF Registration.
Result: The Netapp .mof files are registered with WMIL.
Note
The SCOM server will not be able to monitor NetApp storage
systems and NetApp Operations Manager servers without registering
the .mof files.

Installing the ApplianceWatch for SCOM support files



Step | Action

4 | Click Next.

Result: The Choose Install Location dialog box appears.

" NetApp ApplianceWatch for SCOM 2007 Setup s E3 |

bf' Choose Install Location
- Choose the Folder in which to irstall Netipp Appliancewatch For
NetApp SCOM 2007,

Setup vl install NetApp Applanceiatch for SCOM 2007 in the following Folder, Toinstal ina
different Folder, chick Browse and select ancther Folder. Click Install to start the installation.

lisnceWatch Far SCOM Browse... E

<Bock [ pstall | | cancel |

5 | Type the install directory in the Destination Folder field, or click
Browse to select a directory.

6 | Click Install.

Result: The NetApp support files are installed.

Chapter 2: Installing ApplianceWatch for SCOM
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Step

Action

Click Show Details to view the installed files, and click Next to
continue.

Result: Completing the NetApp SCOM Support Setup Wizard
dialog box appears.

& MetApp ApplianceWatch for SCOM 2007 Setup M=

Completing the NetApp
Appliancewatch for SCOM 2007

Hetfpp Appbancetatch for SCOM 2007 has been installed
0N YOUF COMpULET.
Check Findsh to chase this wizard,

[ Ehew Resdme

......

Select Show Readme to view the Readme file; then click Finish.

Installing the ApplianceWatch for SCOM support files



Step | Action

9 | Verify that the installation is complete by opening Windows Explorer
and navigating to the install directory. The following files should
appear.

% C:\Program Files)hetwork Appliance’\ Applisnce Watch for SCO0M
(Bl Bt Wew Favortes ook el aw
Qs - O - ¥ | Seach [ Foiters | I b X 9| (- |
| Adares [ caproran PRTy—— e 5 |
| Fokders * | | Bornn - I o] tyee [ teke
- % 2 mor2007 a || S et 15KD MOF Pl W0
=i T E] trenalcF bat LEB  Wirsos Eatch Fils RN
= £ MSsaL 1] LICERSE. TXT IXB Temt Docurment Zhorz
= 3 RETRET BTN 0k MOFFl S
= NezAppcnd TIRE ML Coturent £
iy wrstal. aan KB Anplatany ]
F B Horosolt Sffice
B Merosolt Sperations Manager 20085
B (E2) Misrosolt Sperations Marager Fedomunos Kt
D Mool 308 Server
D Merosslt NET
. | ET] =l
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Installing the ApplianceWatch for SCOM management pack

12

After you install the NetApp support files, follow these steps to install the
ApplianceWatch for SCOM management pack.

Step

Action

Open the Administrator Pane in the Operation Console.

Right-click Management Packs.

Select Import Management Packs option from the pop-up menu.

Addrninistration Manapement Packs
ﬁmh";f“ T, sy Tacks Lbeary AL T T IR T P St B T
[ T o T—— T Choce Morstoerey el Ubrary BAANED  Te MRS 100 M Pl s €
oy seenn B, Ok MordorrgLrary LAAMED e NS ITSEHEIPH Foosolt Snie O
j?”\.:--tm Tt Mo v i Mg . (A4 Thie maragamast |
1 B g Aroimiiy T, e Mord oere Ve Libe ey BaAl0 e ool dystem
Fn 2 Pt B, Dat ot Ly LaANED T Ficrtscdt Systom ©
- Z"m“m = w=wm" - ‘rare Fact [EL Tha maragarart
gmms% e — Coin Desgres Ubrary BT T Plorosolt forsieen 0
qéﬂ"‘::'_‘*"_:f = :lah- e GAAA T e Heakth Fon
Frodia e LaANED T Tyshm Heakh Libae
B Vo L Bl L AN e R ——"
B s B Aot ] BESANMED T st Beade LErs
B Crestaiuni il Freboens LN T Pl Wk
t\j e — ey L ) Tam Hﬂ\oOOIIWUFC-
i ettt 3 tmrcen  Faspirt ey, SN e Fhoroslt e &
PR A T BRATH T O 1 P
8 iediFragmet G2 ward Compatibley LOAMED  Te SIS 129ATNP Pl Opmator
Lbrars GEAMED  Ten AR 134T PM Fosolt Sy O
[ | 2] e . " iy [er ] AR 11 P ool Ssiee £
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Step | Action

4 | Select Management Pack to Import dialog box appears.

Select Managerment Packs bo import

File praeme:
Files of yne:

Look v [ I3 Applancetsfatch for SCOM = o2 e m-

ol

[Mettg s = DOpen
=] Cancel

| A8 Managerment Packs) [np; "]

Ed

5 | Enter the path where you installed the NetApp support files, or click
Browse and locate the correct path; the default is c¢:\Program
Files\Network Appliance\ApplianceWatch for SCOM.

Chapter 2: Installing ApplianceWatch for SCOM
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Step

Action

Select NetApp.xml and click Open to install the management pack.

Result: Import Management Pack dialog box appears.

& Import Management Packs HE

' Click: the 'Tmport”™ button to complete the tazk, If ere or moie Management Packs have
E‘ erors on them they wort be mported.

o Pack Lt EAAdd... | X Remove 1] Propesties...

Harma [ ersion Sealed

+ Hetipp 1000

H,}Hmrl Pack Detade:

Netdpg
Netiion Management Padk For Netiop shorsge amays snd Hstipn Operations Mansger servers,

Click on Import.

Installing the ApplianceWatch for SCOM management pack



Step | Action

8 | Verify that the management pack gets imported without any errors.

B Import Management Packs [ 1=]

3‘ 20 Management Packs successhiy mported.

Managemsnt Pack List (5] Broperties... |

| Hame [Veusion [Sealed I

) Hetpp 1.0.00

5} Mansgement Pack Detsis:

NetAnn
Mo detads avadable.
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Verifying the management pack installation

Verifying the Group
entry

16

After you install the ApplianceWatch for SCOM management pack, follow these
steps to verify the installation.

The NetApp Management Pack contains the following entries in the SCOM
Administrator Console. Verify that each entry exists after installation.

¢ Groups

& Rules

Follow these steps to verify that the NetApp Group entry exists. The NetApp
Group contains the NetApp storage systems discovered by the SCOM server.

Step | Action
1 | Open the SCOM 2007 Authoring Pane.
2 | Click on Groups.

Result: The list of computer groups appears.

Verifying the management pack installation



Step | Action

3 | Verify that the NetApp Group appears under Groups.

4, Lock For: EndMNow  Clear e

Name ¢ | sub-groups | Created

4 Agent Managed Compuber Group 3242008 1:55:53 FM
11} Agertless Managed Computer Greup 5{24/2008 1:55:53 P
=3 Al Business Crkical Windows Chents H24 2008 155904 P
Iy ol Computers 3242008 1:55:53 PM
== Chent Moritoring Data Group Sf24/2008 1156134 FM
A4 Collection Managemart Sarver Computer Group J24y2008 1:55:53 P
A1) Gatevesy Management Server Computer Group Sf24/2008 1:55:53 FM
=9 Managed Computer Chznt Heakh Service Watcher Group 2442008 1:55:52 FM
11§ Management Server Computer Group SY24/2008 1:55:53 FM
&= NetApp Group -
== Netapp_Onkeap_70 L] SY2E/2008 11:30:37...

j]o & 0 00 0 e 00

= MetApp_Ontap_72 o 262008 11:20:37...
== Hetwork Device Group o J2H42008 1:58:01 P
L4 Root Management Server Computer Group o 3242008 1:55:53 FM
iy System.Mom. Badaear dCompatibility, SoriptDiscoveredComputer Groun O ZI42008 1:28:42 FM
10 windows Clent Computer Group o 3242008 1:59:04 FM
=3 Wandows Clent Instances Group o F24 2008 1:559:04 P

=3 MetApp Group Group Description: =l
Sub-groups: 0 groups Thee meeeribvers of this group are NethApp Storage fArrays,
Crested: 3262008 11:20:37 AM ;l

4 | Right click on NetApp Group and select Properties.

5 | Click on General tab.

Chapter 2: Installing ApplianceWatch for SCOM



Verifying the Rules
Group entries

18

Step | Action

6 | Deselect and select ‘Enable Group population’; then click ‘OK’.

Groups (15}

Aleckfor: [ Endbow  dear ®
Naeme: | sub-groups | Created | |=]
=9 AN Business Critical Windows Clents ] I242008 1:59:04 P

134 Al Computers ] 3242008 1:55:53 PH

=9 Chent: Mardtosing Data Group a IEAI2005 1:56:34 P

1Y) Collection Management Server Computer Group o 3242008 1:55:53 PM

Ay Gateveay Managemsant Server Compiter Group o 3J24J2003 1:55:53 PM

== Managed Computer Chent Heakh Service Watcher Group o 3f2412008 1:55:53 PM

L) Management Sarver Computer Group o 3/24/2008 1:55:53 PM

B & NetApp

=58 Netbpp_Orikap_70 o 3f25)2008 7:17:53 FH
= Netbpp_Orkap_72 a 352008 T:17:59 PM
=3 Metwork Device Group ] 3f24/2008 1:53:01 FH
Ay Root Management Server Computer Group o 3J24J2003 1:55:53 PM
Ay System Mom. BadoardCompatibilty, ScriptDiscoveredComputercr ] 2M4f2008 1:28:42PM  __|
ALYy windows Chent Computer Group o 3f24/2008 1:59:04 P _
=3 NetApp Group Group Description:
Sub-groups: Z groups The members of this group are Mot App Storage Arrays,
Creatad: 3J25[2008 7:17:59 PM

Follow these steps to verify that the NetApp rules are installed. The rules
developed for NetApp are used to generate alerts when SCOM receives an event
(SNMP trap) from a NetApp Operations Manager server or storage system.

Step | Action

1 | Open the SCOM 2007 Authoring Pane.

2 | Click on Rules under Management Pack Objects.

Verifying the management pack installation



Step

Action

Under “SNMP Network Device” type, verify that NetApp Rules
appear.

Authoring

Er Pt ook ot wn e pezped o Mot A G At eve G, S Btk Dovce e Sone R
FRE - N —
B Dmrtoand fopnms A koo Drdfem  ow bl
- - St s [rrre——y Ermated|
£ T Mgt Fack Epects
L] sertuens
o ] T S e et B Pt et e e
iy — ] T Dne B i e P it Ve v
"“_m ] Pomitcm Thow g i v e B Pt rhints [, v
ra ] Voo Bor i Intoemaer e B Pt rhartad) Vi o
] Pt Borwgm g Mk ol Pt rhartad) [ frrss
| Pt i famaton B P Pt rhartads [ frr
] P gt it s A i Pt rhartads [, s
5] Pt s i et bcrin b Pt rhartads [, amiar]
.l i "
() S e i 3 e i
B ity
]

T .
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Discovering the NetApp Storage Systems and NetApp
Operations Manager servers

After installing the management pack for SCOM 2007, identify the NetApp
Storage Systems and NetApp Operation Manager servers in the SCOM
Administrator Console by following this procedure.

Step | Action

1 | From the Administration pane in the Console, start the Discovery
Wizard.

2 | In the Auto or Automatic dialog box, select Advanced Discovery.

T Computer and Dewice Managoment Wizand

'_:{ Auto or Advanced?
L -

Choose sutomatic or sdvanced dscovery

£ Automatic computer discovery
Scans the FRE” doman For a1 Windows-based compaters.

o Advanced discovery
Bllceers o b Py adhvanced discorery Optn and settings.
Corrgmber £ Darvicn Types:

Huote: ¥ius e condigure Pow thess chijedts wil be disorened, on Ehe next sorsends)

Hansgement Sarser

host | Fare bitc. g in |

3 | In the drop-down menu, select Network Devices and click Next.

20 Discovering the NetApp Storage Systems and NetApp Operations Manager servers




Step | Action

4 | In the Discovery Method dialog box, add the IP-range you want to
scan in and the SNMP community string. Choose to scan for SNMP
vl.

Result: The Security box appears.

T Connguter snd Device Mansgement Wizssd [=]

_‘_{ Discowery Method

Specily etwork Addresses

Spedfy a starting and ending sddnesses
Sart: Enck

[ - I

Simple Nebwork Management Protocol (S499) Commumity Strings

Ty praienind wrid bo diidorete fbwork diniod i callad a “ooveundr strng”, Pleass
spaihy o ebwor devics Doty ST,

ey g

Pk

Simple Mekwork d (5P v Wersion
tersion:

ST ~
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Step | Action

In the Select Objects to Manage Method dialog box, choose the
devices you want to manage.

= Compuber snd Device Fanagement Wizaed (=]

(- Select Objects to Manage
=

Discovery Results

T discovery process found ithe following un-nansged devices.
Select the dewioes you sant ta manage:
B 10736402

= .7264.05
B 75407
[ SRR
B ezl
B o =
& . =
B 10736443
B 10726444
B 0736445

: —

[ Seboct AF ]| Caselect AN
FProgy Agent
[Post17.mebbc eng in Change [
< Ppevicus Bt Cancel

6 | Click Next; then click Finish.
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Checking if the NetApp Devices are populated in the NetApp
Group

Checking if the Follow these steps to confirm that the NetApp Storage Arrays are populated in
NetApp Devices are  the NetApp Group.

populated in the

NetApp Group

Step | Action

1 | Open the SCOM 2007 Authoring Pane

2 | Click on Groups.

Result: The list of computer groups appears.

Chapter 2: Installing ApplianceWatch for SCOM
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Step | Action

3 | Under NetApp Group, right click on NetApp_Ontap_70 or
NetApp_Ontap_72 and select View group members.

| d Look For: Bind Mowe  Clear %

Name + | Sub-groups| Crested |
1% Agerk Mansged Computer Group 0 3242008 1:55:53 FH
1% Agenthess Managed Computer Group [} 324 J2008 1:55:53 PM
=9 Al Business Critical Windows Clierits ] 3}24/2008 1:59:04 PM
L% Al Computers o 3242008 1:55:53 FM
=4 Client Monitoring Cata Group ] 324 L2008 1:56:34 PM
14 Collection Management: Serer Computer Group o 324 J2008 1:55:53 PM
A% Gateway Management Server Compuber Group L] 24 T2008 1:55:53 PM
=3 Managed Computer Chent Heslth Service Watcher Group ] 3}24/2008 1:55:53 PM
A% Managemsant Secver Computer Group 1] 3242008 1:55:53 PM
= £33 Hetipp Group 2 2612008 11:20:37, .,
o 3262008 1

Create & new group...

Progestiss

p 3 :
o 3242005 1:55:01 PM
A% Root Management f 0 242008 1:55:53 PM
1% System Moen.Backn] Sy View group members. .. erGroup 0 2/14/2008 1:28:42 PM
A% windoves Chiert Cont 5P View group state... o 24 [2008 1:53:04 PM
]
X
=]

== Windowss Cliarit Irst) (2] Wiew disgrain... 2412008 1:59:04 PM
Delete el
Refresh F5

Group Description:

0 groups MetiApp Storage Arrays with Onkap 7.2

E
:
:
K
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Step | Action

discovery.

e 10.73.66.20
T 10.73.66.26
3 10.73.66.29

M Managed Objects
File  Edit

Wiy Ackions Help

Managed Objects )

Resources

Marms
Path name
1P Address

Device Name

10.73.66.20

10.73.66.20

10.73.66.20
F&S-Z020-20.rre bbe.eng.in

& Heskhy
{=) Heakhy
{'JJ Healkthy

27 SNMP Network Device propetties of 10.73.66.20

Device Description Netdpp Release 7.2.3: Thu Jul S 09:51:46 PDT

4 | A new window Managed Objects opens with the list of NetApp
Storage Arrays which have been discovered earlier under Network

H=1 E3

Actions

) System
Center
Operations
Manager
Help

,ﬁ System
Cenker
Operations
Manager
Oriline

Ready

devices.

5 | If youdo not see the NetApp Storage Arrays listed in the window, go
to Administration Pane, delete all the NetApp Storage Arrays listed
under the Network Devices. Then see “Installing the
ApplianceWatch for SCOM support files” on page 8 to rediscover the

Chapter 2: Installing ApplianceWatch for SCOM
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Configuring the Storage Systems and Servers 3

About this chapter This chapter describes how to configure your storage systems and NetApp
Operations Manager servers to forward their SNMP traps to the SCOM server.

Topics in this This chapter discusses the following topic:
chapter & “Configuring storage systems” on page 28
¢ “Configuring NetApp Operations Manager servers” on page 32
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Configuring storage systems

There are two ways to configure your storage systems:

¢ Use the CLI

&  Use the FilerView® administration tool.

Using the CLI to
configure storage

After you connect to the storage system via the CLI, follow these steps to set the
SNMP settings. Type snmp options at the command prompt for a list of options:

systems .
usage: snmp options
Options are:

(no option => display current settings)
authtrap [ 0]1] (0 => disabled, 1 => enabled)
community [ add ro <community> ]
community [ delete { all | ro <community> } ]
contact [ <contact> ]
init [ 1] (0 => uninitialized, 1 => initialized)
location [ <location> ]
traphost [ add|delete <hostname|ipaddress> ]
traps [ enable|disable|reset|delete ] [ <trapname> ]
traps <trapname>.<parm> <value>
traps walk <prefix>
traps load <filename>
Note
Use single quotes (for example, 'abc def’) to enclose strings that include spaces or
tabs.

Step | Action

1 | From the command prompt, enter the following command:
snmp init

2 | Enter the following command:
snmp authtrap 1

3 | Enter the following command:
snmp contact <contact person>
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Using FilerView to
configure storage
systems

Step

Action

Enter the following command:

snmp community add ro public

Enter the following command:

snmp location <filer location>

Enter the following command:

snmp trapshot add <SCOM server IP>

Enter the following command:

snmp

Example: pax*> snmp

contact:
<contact person>

location:
<filer location>

authtrap:
1

community:
ro public

traphost:

SCOM server IP (SCOM server IP) < SCOM server IP >
init:

1

Repeat these steps for each storage system.

To configure storage systems via FilerView, you can either connect through your
Web browser or access FilerView through the Operations Manager application.

Step | Action
1 | Open FilerView.
2 | From the left pane, click SNMP.

Chapter 3: Configuring the Storage Systems and Servers
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Step | Action

3 | Under SNMP, click Configure.

Result: The Configure SNMP options appear.

N S i

& Dax Configure SNMP

« Filer 5 SHMP — Configure

Show Status
Manage Licenses
Report

Byslog Messages
Use Command Line
Corfigure Syslog

SHVP Erabled [ves w| Traps Erabled |ves w| Auth Traps ves w

Contact Location
Configure File System
Corfiguri Aidosupport Communities Traphosts
Test Autosuppon Foved Criy | putic <MOM server P
Sat Date/Time ROy e | puutic
Set Time Zone

Undetred
Configure Miscellangous

Shut Dewn and Reboot
Bhow System Status
* Volumes Freww——
= Aggregates X4 Frew—
* Sterage !
e st | scon |
CIFS 7
= NFS 7
» HTTP ¥
= LUNs
* Nevwork
* Security 7
Secure Admin
= NDMP 7
= SNMP 7
Configurs
* Traps 7
= Cluster 7
* Real Time Status 7
= Wizards

Undetned
]

Unedetred

€l i)«

Select Yes from the SNMP Enabled drop-down list.

Select Yes from the Traps Enabled drop-down list.

Select Yes from the Auth Traps drop-down list.

Type a contact name in the Contact field.

Type the location of the storage system in the Location field.

o | R | ||

In the Communities section, select an open row and select Read Only
from the drop-down list; then type Public in the text box.

Configuring storage systems



Step

Action

10

In the Traphosts section, type the SCOM server IP address in the text
box in the same row from Step 9 (see the illustration above, for
example).

11 | Click Apply.
Result: The configuration settings are saved.
12 | Repeat these steps for each storage system.
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Configuring NetApp Operations Manager servers

Selecting the
configuration
settings

32

To enable SCOM to monitor NetApp Operations Manager servers, you must

configure the NetApp Operations Manager server to forward its events to SCOM
via SNMP traps.

Step

Action

Connect to the NetApp Operations Manager server via your Web
browser.

Click the Alarms menu at the top of the window.

Click Advanced Version near the bottom of the window.

Result: The Alarms options appear.

Alarms 18 Dec 21038

Add an Alarm (Advanced)
Conditions
Groug

® Global

Select Evert By

# Saverty M V:

" Evert Name | Al v

Evert Clazs
(reaular expression to select a class of events e.g. envidemp)
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Step

Action

Under Select Event By, select Severity, then select All from the drop
list.

Result: The NetApp Operations Manager server will forward all
events to the SCOM server.

In the SNMP Trap Hosts field, enter the community string, IP
address, and trap port for the SCOM server.

Note
The default community string is public and the default trap port is
162.

Example: public@<SCOM Server IP address>:162

Click Add.

Result: The new details appear at the bottom of the window.

Recipients
Emall Reciplents - Admins
(specify full login names of administrators)

Email Recipients - Mon-Admins
(specily emsil addresses)

Page Recipients - Admins

(specify full login names of administrators)
Page Reciplents - Non-Admins

(specify pager addresses)

SNKP Trap Hosts

Other Options
Time From ‘o000
Time To 2359
Repeat Notify .ND v |
Repeat Interval :30
Disable Mo v
Simpls Versinn
Shiovy all columns
Event Severity Group Recipients Edit Test Delete
a1 a1 Gloksl O pubic@0000162  edt  test O
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Testing the To verify that the NetApp Operations Manager server is configured correctly, you
configuration can send a test SNMP trap to the SCOM server. Follow these steps to test the
settings configuration settings.

Step | Action

1 | Click Test at the bottom of the window, as shown in the previous
illustration.

Result: The Test Alarm window appears.

Test Alarm 18 Dec 2227

Test Alarm
The DataFabric Manager server is preparing to generate Alarm Test event that will match alarm 4. This will result in the following alerts:

= SHMP Trap to public0.0.0.0:162

Do you want to continue?

Cancel Test

2 | Click Test.

Result: A test SNMP trap is sent to the SCOM server.

3 | Open the SCOM Operator Console and expand the All Event Views
folder.
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Step

Action

Select Events.
Result: The test SNMP event appears.

|Tvoe Time = Doman Computer Description Source  Cakegory
() Sucoess L219/2007 1:55:07 A RAE _ ]
(O success 12/19/2007 1:59:07 AM RAE INT-21 L i W]
() Success RAE INT-2650- 18 _CLASSmSnmpV | Extandedhotification WHI
cess RAE € Wl
Suc <
() Success RAE INT-2650-18 _CLASS=SrnpVIEstendadNotification WHI
() Sucoess RAE _ W
(O success RAE - P Wy
() Sucosss RRE INT-2650- 16 _{LASGmSeunp [Extendedhotification WHI
() Success 12J19]2007 1:58:56 M RRE _a @ W
() Success 121912007 1:55:52 A RAE L e o WML
() Sucoess L219/2007 1:58:47 &4 FRE INT-265 L W
(O success 12J19)2007 1:57:22 A4 RRE oL o) Wy
() Suceess 12119/2007 1:57:21 &4 RAE INT-2650-18 _{LASSmSrnph | ExtendedNotification W
) success 12/19/2007 1:53:00 A RRE L 2 weg

| | YOV 5 U OO S .|
Event D s - 1 Event

Properties | derts | Parameters |

Description: Domai: RRE =
__CLASSm g1 ExtendediictFication Computer  INT-2650-1%
hon,_E _Event, _SystemClass  Tawe: 12/15/2007 15901 AM

_g;msn—_immlm Type: Success
:NM‘LESMAIE o) s Prenvider Hame: Netien Trap Catcher
FATHe cnullz Evant Nurbes: 01
FROPERTY_COUNT=S (3 Provider Type: WM Everts
RELPATH==rll> Source: il
TSERVER=<rill> )
SUPERCLASS Sk dtendedhiotfication (”"W’L R
Bgentiddressml0.73.64,52 Raises Alet:
AgentTrarspaetAddress=10,73 64.32 consokdared:
Agent TrarsportFr ol=1F From:
5 - -

s To:
;Eqnﬁ%igf&'lm:'n'lﬁl Evenildi  ZO0FST-BeNC-4408-badS-aE0emITEIAL
TIME_CREATEDss 1 ZE42483341 1309942
Time StampadS37 33200 (Oe BSTFAAD)

SrempiarBind {
L.36,1.4.1,783,2.1.0 = 1-50-000001;
Frstarce of Sreep¥arBined {

136141 758 3111 5147663 =

b

Festarce of Sresgiarind |
1.3.6.1.4.1.759.3.11.1. 1. 1476563 = 147663;

Fustaree of Srepiarbind {
1.3.6.1.4.1,759,3.11.1 5. 147653 = Alsrm Test;
b

restance of Samparind {
1,759, 5.11.1 3.197663 = 2;

In the SCOM Operator Console, open the Alert View and expand the
All Alert Views folder.
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Step | Action

6 | Select Alerts.

Result: The Information alert appears in the right pane, describing
the test event.

NetApp Alert View later than
Compatter
FAS-3050-47-rre-bhc-engn

FAS-3050-45-rre-b

)

FAS-240-54-rre-blc-eng-in The appliance’s overa..
FAS-940-55-rre-bte-eng-i st The chetered host bi.,  CfoSettngsThisNode
FAS-940-54-me-btc-eng-in Metdpp Applancewatch  Unable to send autosu..  autosupportSendErrc

FAS940-54-me-bteengin  NetApp Apphancewatch  The pastner has talen..  chusteNodeTakenOv

12{15]2007 1:56:59 AM
12/152007 1:58:56 AW
12/15/2007 1:56:56 AM

1219[2007 1:56:53 AM gin Netipp A cisk storage shelf re.,  shefFauk
12152007 1:58:47 AM 10-73-66-54 MNetdpp Applarceatch A node i a Chuster P clusterNodef aded
12/13[2007 1:57:22 AN be-enig Nethop, Ot o more dsks fal_.  diskFaled
1218[2007 1:57:22 AM FASSI0-42-rre-bicengin  Netdop Unable bo send autost,.  sutosupportSendErt

12/19/2007 1:53:01 AM
12{19/2007 1:52:23 AM
L21SR00T 1:52: 23 AM

= z ; : .

Froperties | Custom Properties | Events | Product Knowledge | + Company Knowkedgs | Histary |

Destription: Marme: Testilarm =
Test event was generated to best operation of an sarm, Information event on TEM-CE36-32 (Alarm  Sevenity: Information
Test) - Testin alaom 10 Resclution Suste:  Hew

Doman; RRE

Compuber: 10-73-64-32

Time of Frst Event: 12/19/2007 1:55:01 A9
Time of Last Event: 12/19/2007 1:59:00 A4
Alert lotency: Oses

Pridbern State: Inwestigate

Repest Court: 0

Aga:
Source: HetApp Applance'Watch
Alert Id: bb11d1d0-E7fe-4760-53e0- Zadte1 0¥de e

Rude: (enatled): HetAppifetipp Storsge Event Rue
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SNMP Event Severity Mappings

A

Understanding how
NetApp SNMP
events map to
SCOM events

The current SCOM management pack allows the SCOM server to process all
SNMP traps generated by both the NetApp Operations Manager servers and
storage systems. You can simultaneously monitor both the devices. Keep in mind
that if you have a NetApp Operations Manager server monitoring storage
systems and you are also individually monitoring one of the storage systems, you

will receive duplicate alerts.

The follow tables list the NetApp storage system and Operations Manager
severities and their corresponding SCOM severities.

Operations Manager Event

Severity SCOM Severity
1 (Normal) Information

2 (Information) Information

3 (Warning) Warning

4 (Error) Critical

5 (Critical) Critical

6 (Emergency) Critical

Storage System SNMP Severity SCOM Severity
1 (Emergency) Critical

2 (Alert) Critical

3 (Critical) Critical

4 (Error) Critical

5 (Warning) Warning

6 (Notification) Information

7 (Information) Information

8 (Debug) Information

Appendix A: SNMP Event Severity Mappings
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