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New features in the plug-in
OnCommand Plug-in 3.2 for Microsoft introduces support for System Center 2012 Service Pack 1
and offers new features to assist you in Data ONTAP storage management.

The following new features have been added to the plug-in:

System Center
Operations Manager
(SCOM)

Support for the SCOM console

Microsoft Windows Support for Microsoft Windows 2012

System Center
Virtual Machine
Manager (SCVMM)

Support for the following SCVMM add-ins:

• SCVMM clone virtual machine add-in
Enables you to clone a virtual machine from the remote console.

• SCVMM clone virtual machine from template add-in
Enables you to clone a virtual machine from a template that is on
storage.

• SCVMM manage controllers add-in
Enables you to manage remote controllers and their credentials from an
SCVMM console on the SCVMM toolbar.

• SCVMM manage hosts add-in
Enables you to remotely configure the plug-in on Hyper-V hosts in the
SCVMM Console.

System Center
Orchestrator

Support for Options Menu Configuration for Cloning and Provisioning and
Data ONTAP Toolkit

Disaster Recovery Support for the following changes in disaster recovery:

• Live disaster recovery is supported so that you can update your disaster
recovery plan while the virtual machines are online.

• You can include virtual machines on LUNs that are mounted on volume
GUIDs in disaster recovery operations.

Debug-OCHost The Debug-OCHost cmdlet runs diagnostics on the local machine, which
enables you to check the host configurations. When you encounter issues
with the plug-in, you can run the Debug-OCHost cmdlet to help you
resolve those issues.

OnCommand Plug-in
for Microsoft System
Center database

The plug-in stores credential information for cloning, provisioning, System
Center Orchestrator activities, and the SCVMM add-ins in the
OnCommand Plug-in 3.2 for Microsoft database.
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Cloning Cloning across multiple controllers is supported.
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Limitations of the plug-in
You should be aware of certain features that are not supported or have limited support in
OnCommand Plug-in for Microsoft.

System Center
Operations
Manager
(SCOM)

• Hyper-V hosts with VHDs on LUNs that are mounted using the volume
GUID cannot be monitored for VHD misalignment.

• Remote procedure call protocol for communicating with storage systems is
not supported.

• For SCOM views in the plug-in, the optimal screen resolution is 1680 x 1050
or higher and the minimum screen resolution is 1280 x 1024.
At lower resolutions, you should view the Dashboard view with the tasks
pane minimized.

Cmdlets You must have OCPM 3.2 installed if you want to run cmdlets with Windows
Server 2012.

SCVMM add-
ins

The Clone VM and Clone VM from Template SCVMM add-ins can clone virtual
machines only to existing LUNs. These add-ins cannot clone VMs to new LUNs.

Provisioning • Connecting LUNs without partitions is not supported.
• Space is not reclaimed for deleted NTFS blocks.
• Remote procedure call protocol for communicating with storage systems is

not supported.

Cloning • The New-OCClone cmdlet supports inclusion of a single SCSI controller in
the source virtual machine.
If you attempt to clone an unsupported case where VHDs are connected to
multiple iSCSI controllers, the VHD structure of the cloned virtual machine
will not match the source virtual machine.

• Virtual machine cloning supports the use of only one SCSI controller.
• The number of clones that you can create with the New-OCClone cmdlet is

limited to one (under specific conditions) when you create a clone from an
SCVMM template into new shared LUNs in a cluster environment.

• Template cloning on a remote host or cluster on a new cluster shared volume
(CSV) with nc>1 is not supported.

• Sub-LUN cloning in which the source and destination are mounted on
different Windows hosts is not supported.

Disaster
recovery

• Failover and failback between Windows 2008 and Windows 2012 are not
supported.
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• The virtual switch name on all nodes of the primary site and secondary site
must be identical.

• Round-robin, many-to-one, and one-to-many replication topologies are not
supported.

• Synchronous SnapMirror is not supported.
• Mixed primary setups that contain both dedicated and clustered virtual

machines are not supported.
• Running any other applications on the secondary site is not supported.
• Using the secondary site as the primary site is not supported.
• The ability to select a subset of virtual machines for failover or failback is not

supported.
• Application-consistent restore operations on SnapManager for Hyper-V or

SnapDrive for Windows are not supported.
• Configuring any virtual machine networking, such as DHCP, is not

supported.
• Disaster recovery of virtual machines that are attached to pass-through disks

is not supported.
• Virtual machines that are running on storage that is not from NetApp is not

supported.
• Integration of the disaster recovery solution with Hyper-V Authorization

Manager is not supported.
• Networking of virtual machines after a restore operation on the secondary site

is limited to system or network administrators only.
• Remote procedure call protocol for communicating with storage systems is

not supported.

Orchestrator
integration
packs

• For LUNs that you create with System Manager or with the Data ONTAP
Orchestrator Integration Pack (OIP) activities Create LUN by Size or Clone
LUN, you cannot connect to the host using the Connect Storage to Host
activity.
You must use disk management to explicitly partition and format the LUN.
See the previous lists for provisioning, cloning, and disaster recovery issues
related to Orchestrator integration packs.
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Removed functionality
You should be aware of certain OnCommand Plug-in for Microsoft functionality that has been
removed from the 3.2 version of the software.

The Programs and Features window in the Control Panel does not provide a Change option for
OnCommand Plug-in 3.2 for Microsoft.

Also, when you run the installer after an initial installation, for example to upgrade or modify your
installation, the Modify and Repair options are not available. You must uninstall the software and
reinstall it if you are experiencing problems.
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Troubleshooting
You should be familiar with certain OnCommand Plug-in for Microsoft issues and their causes so
that you can solve problems with consoles, storage controllers, and performance and resource
optimization.

What to do with the event matrix
Some OCPM cmdlets generate error events in various Windows logs. This behavior is not expected
by Windows and occurs because of the order in which operations are performed. All the errors and
warnings that are generated on a host from any log are also reported in the Administrative Events
log, which can be found in the Custom Views folder of the Event Viewer. You can use the event
matrix as a guide to error events that you do not need to troubleshoot.

Live disaster recovery requires that the virtual machine configuration data be stored on the secondary
site for a restore operation to be successful. Consequently, the disks are disconnected prior to
deleting the virtual machine, which then causes the creation of the erroneous event log messages.
Errors might occur for each virtual machine that is restored or removed.

The following matrix lists all possible events by ID names their sources, and describes them. You
can refer to this matrix to determine which events do not need to be addressed.

Event ID Event source Type and description

4096 Microsoft - Windows - Hyper-V - Config [Error] The virtual machine's
configuration is no longer
accessible. The device is not
ready.

4657 Microsoft - Windows - Failover
ClusteringManager

[Error] An error occurred
opening resource Virtual
Machine Configuration for the
virtual machine being removed.

16150 Microsoft - Windows - Hyper-V - VMMS [Warning] Cannot delete
directory. The directory is not
empty.

16300 Microsoft - Windows - Hyper-V - VMMS [Error] Cannot load a virtual
machine configuration. Cannot
create a file when that file
already exists.
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Event ID Event source Type and description

16410 Microsoft - Windows - Hyper-V - VMMS [Error] Cannot access the data
folder of the virtual machine that
is in the process of being
removed.

20848 Microsoft - Windows - Hyper-V - VMMS [Error] Failed to lock virtual
machine's configuration. The
specified network resource or
device is no longer available.

Diagnostics using the Debug-OCHost cmdlet
The Debug-OCHost cmdlet runs diagnostics on the local machine that you can use to troubleshoot
problems with the plug-in. The Debug-OCHost cmdlet enables you to check the host configurations.

When you attempt to run the installer remotely, you get a
fatal error

Description This issue occurs when the plug-in detects that there is software missing.

Corrective action If the log files do not provide enough information, run the installer using the
remote system user interface.

Manage OCPM Hosts add-in for SCVMM Console does not
install the plug-in on all nodes

Description When you attempt to reinstall OnCommand Plug-in for Microsoft, the operation
does not succeed on all the nodes in a cluster.

Cause If you have a two-node Hyper-V cluster and one node has OnCommand Plug-in
for Microsoft installed, when you click Manage OCPM Hosts in the SCVMM
Console, the existing installation instance might not be reported. When you
invoke the new installation of the plug-in, it detects the existing plug-in
installation on one of the Hyper-V servers and does not install the plug-in again.

Corrective
action

Install the plug-in on the other node in the cluster.
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The OCPM add-ins for SCVMM Console require the plug-in
be installed on the SCVMM server

Description If you have a machine with the SCVMM Console installed and pointing to a
SCVMM server on another node, when you attempt to manage controllers in the
SCVMM Console machine, the plug-in instructs you to install OnCommand
Plug-in for Microsoft on the SCVMM server machine also.

Cause The OCPM add-ins for SCVMM Console are installed per console and require
the OCPM web service on the SCVMM server.

Corrective
action

Install OnCommand Plug-in for Microsoft on the SCVMM server.

OCPM is not installed
Description This message occurs when you attempt to clone a virtual machine from the Clone

VM from Template add-in for SCVMM Console under the following
circumstances:

• SCVMM manages a remote cluster or node on which the plug-in is not
installed.

• From the SCVMM server, you invoke the Clone VM from Template add-in.

When you click OK in the error message dialog box, the following additional error
message, which is not correct, appears:
No valid VM Templates

Corrective
action

Install OnCommand Plug-in for Microsoft on the remote host.

Add-in cannot be installed
Description If you try to install the OCPM Manage Controllers add-in for SCVMM, you might

receive an error that refers to an assembly that is found in other add-ins.

Cause This is a Microsoft issue.

Corrective
action

1. Go to the Microsoft Support Site and search for Update Rollup 1 for System
Center 2012 Service Pack 1.

2. Apply the Update Rollup 1 for System Center 2012 Service Pack 1.
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Ensure that you apply both of the two Knowledge Bases (KBs) that the Update
includes:

• KB2792925 - For SCVMM Console
• KB2792926 - For VMM Server

Cmdlet fails when creating a LUN exactly 2 TB (2048 GB) in
size

Description When you try to create a LUN of exactly 2 TB (2048 GB), the operation fails.

Corrective action Create a LUN slightly smaller or larger than 2048 GB and re-size it to the size
that you want.

Uninitialized LUNs cannot be connected to the host
Issue Attempts to connect LUNs to the host fail.

Cause This issue occurs when you attempt to use the Connect-OCStorage cmdlet or
the Connect Storage to Host activity to connect to the host uninitialized LUNs
that were created using System Manager or the storage system console.

Corrective
action

You must first map the LUN to the host and then use Windows Disk Management
to initialize and format the disk before attempting to connect the LUN to the host.

Connect to controller failed: storage system credentials
cannot be found

Description The following error can be encountered when the DNS contains multiple IP
addresses for a host name and the host name does not always resolve to the same IP
address:
Connect to controller failed: storage system credentials

cannot be found.

Corrective
action

You should add credentials for all IP addresses that a host name uses:

• If you add the storage system credentials with the IP address, the plug-in uses
the IP address and DNS lookup for the fully qualified domain name (FQDN).

• If you add the storage system credentials with the host name, the plug-in looks
up the IP addresses that are associated with the host and adds one of those IP
addresses.
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• If you perform a get or remove operation with one or more IP addresses, only
those IP entries associated with the host name or names is displayed or removed
from the OCPM database.

• If you have multiple IP addresses per host name and encounter this error, add
the storage system credentials for all IP addresses that the host name can
resolve, to ensure that any cmdlet and activity operations that are given host
names succeed.

SCVMM Console crashes after creating new virtual
machines

Description The SCVMM Console crashes if, after you create new virtual machines using
Hyper-V or the OnCommand Plug-in for Microsoft add-ins for SCVMM, you
return to SCVMM and refresh the virtual machines.

Cause This is a Microsoft issue.

Corrective action Using the SCVMM Console, reconnect to the SCVMM server.

You need to format the disk in drive X:\ before you can use it
Description When you attempt to create a LUN on a machine that is running Windows 2008

R2 SP1, the New-OCStorage cmdlet succeeds but OnCommand Plug-in for
Microsoft returns the following error message:
You need to format the disk in drive X: before you can use

it.

Corrective
action

Format the newly created disk using Microsoft Disk Management. Right-click the
name of the primary partition and select Format.

Plug-in fails to create a LUN on a Japanese configuration
Description OnCommand Plug-in for Microsoft fails to create a LUN on a Japanese

configuration and returns the error そのようなホストは不明です when the display
language is set to Japanese and the cluster group strings are not in local language.

Cause The cluster group strings are not in the local language.

Corrective
action

When you create a Windows cluster that uses a non-English language operating
system, you should create the cluster in the local display language, for example
you should create a Japanese cluster in the Japanese display language on a
Japanese operating system.
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Known issues
The descriptions of the known issues in this release of OnCommand Plug-in for Microsoft can help
you to recognize issues that have been encountered and learn the corrective actions that are available
to you.

Add-in is valid but has warnings
Description When you attempt to import OnCommand Plug-in for Microsoft add-ins for

SCVMM Console, you might receive the following error message:
Add-in is valid but has warnings.

The error message is just a warning and does not affect the import process. The
add-ins are imported successfully.

Cause The OnCommand Plug-in for Microsoft installer does not sign the assemblies in
the build script file. This is a Microsoft issue.

Corrective
action

Check Continue installing the add-in anyway and click Next.

Disconnect and Remove storage can take up to six minutes
to complete

Description When you attempt to disconnect and remove storage in a Windows 2012
environment, the operation can take up to six minutes if the virtual machine has a
LUN.

Cause There is a new file system, CSVFS, on Windows Server 2012. In CSVFS, when
you try to dismount the CSV without cleaning up its cluster resource and
dependencies, the plug-in returns an error that states Access denied. Therefore,
to disconnect storage, the plug-in has to clean up the cluster resource and
dependencies on the CSV first, before it dismounts the CSV disk, and the clean up
requires more time.

Corrective
action

There is none at this time.
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OCPM add-in for SCVMM Console fails to clone to a remote
host that has only the SCVMM Console

Description If you attempt to use the Clone VM from Template add-in to clone from a template
to a remote host that has the template and SCVMM Console only, the plug-in
returns the following error:
TemplateCloneEngine: Clone failed because Get-SCVMHostCluster

thrown an exception reason = you cannot access VMM management

server... (Error ID 1604)

Corrective
action

1. Log in to the remote machine on which both the template and the remote
SCVMM Console are located.

2. Invoke the SCVMM Console and connect to the SCVMM server.

3. Pick the host on which the template resides.

4. Invoke the Clone VM from Template add-in on the local host.

5. Return to the SCVMM server and try to perform remote operations on the
console-only machine.

Object Deleted error returned after check-in to SCVMM
Description OnCommand Plug-in for Microsoft add-ins for SCVMM Console might show an

Object Deleted error after you attempt to check them in to the SCVMM
Console. The Object Deleted error is displayed whenever the plug-in fails to
find the result object in the cache.

Cause The object might not be found in the cache for two reasons:

• The object no longer exists.
• The object has not yet been pushed to the client's cache.

This is a Microsoft issue.

Corrective
action

You can disregard the error message because the add-ins are checked-in
successfully.

Known issues | 15



SCOM management pack-related event filters might take
time to appear in Eventvwr

Description The Data ONTAP management pack and Data ONTAP Virtualization management
pack filters might not be operational immediately following the installation of version
3.2 of OnCommand Plug-in for Microsoft.

Filters take effect only after at least one event of each type is logged.

Cause This is due to the design of Eventvwr.
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Documentation corrections and additions
It is important that you note information that should be added to or changed based on new or
improved functionality not available at the time of publication of the Installation and Administration
Guide and the PowerShell Cmdlet and Orchestrator Activity Reference Guide.

Installation and Administration Guide changes

Installing and
upgrading
OnCommand Plug-in
for Microsoft

Add the following information to the end of the task section:

OnCommand Plug-in 3.2 for Microsoft stores all controller credentials
in an SQL database. Controller credentials for the 3.1 version of the
plug-in were stored in a flat file. Therefore, when you upgrade from
version 3.1 to version 3.2 of the plug-in, the credentials in the flat file
are not migrated. You must manually add all of your controller
credentials to the SQL database in OnCommand Plug-in 3.2 for
Microsoft.

Orchestrator
integration packs
requirements for
installation

Replace the last two bullet points with the following information:

• You must re-create your provisioning, cloning, and PowerShell
toolkit workflows after you deploy the OIPs for version 3.2.
Because of the configuration changes, you must re-connect your
runbook for your provisioning, cloning, and PowerShell toolkit
workflows to work with version 3.2 OIPs.

Software requirements
for installation

Change the first bullet to read:

• Microsoft .NET Framework 4.0 or later

Requirements for
adding SCVMM add-
ins

Add the following information between the first and second paragraphs:

For SCVMM add-ins, the following is required:

• For hosts that are managed in SCVMM, the OnCommand Plug-in
for Microsoft System Center TCP/IP web service ports (default 808)
must be open in the firewalls or the firewalls must be turned off.

• All cluster nodes with the OnCommand Plug-in for Microsoft
System Center TCP/IP web service installed must be using the same
port that you specified during installation (default 808).
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Cloning virtual
machines from a
template with the Clone
VM from a Template
add-in for the SCVMM
Console

Change step 4 to read as follows:

In the Clone VM from Template dialog box, enter or select the
following information:

Cloning a virtual
machine with the Clone
a VM add-in for the
SCVMM Console

Change the wording for step 5 to read as follows:

In the Clone VM dialog box, enter or select the following information:

Configuring hosts with
the Manage OCPM
Hosts add-in for
SCVMM Console

Change step 4 to read as follows:

• In the Configure OCPM Database dialog box, enter the server name,
port number, SQL server instance name, and authentication method.
If the credentials that you enter for authentication are invalid, the
configuration operation completes but also returns an error.

Tasks you can perform
using the Manage
OCPM Hosts add-in for
SCVMM Console

When you invoke the Manage OCPM Hosts add-in, it installs only
cmdlets and the associated web services on the target server. To install
any other component, you must use the OnCommand Plug-in for
Microsoft installer to install the plug-in manually on the target server.

Clone operation failed
to complete. Error The
pipeline has been
stopped

This issue has been resolved in the 3.2 version.

SnapMirror over
multiple paths

Add the following content to the Disaster recovery section:

Because you might want more than one physical path for a SnapMirror
relationship, SnapMirror supports up to two paths for a particular
SnapMirror relationship. When you use multiple paths, you must set up
the configuration in one of the following ways:

• Set up static routes to ensure that different routes are used for
different IP connections.

• Use different subnets for the two connections.

The paths can be Ethernet, Fibre Channel, or a combination of Ethernet
and Fibre Channel.

The two paths can be used in one of these two modes:

Multiplexing
mode

SnapMirror uses both paths at the same time,
essentially load balancing the transfers. If one path
fails, the transfers occur on the remaining path.
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After the failed path is repaired, the transfers
resume using both paths.

Failover mode SnapMirror uses the first specified path as the
desired path and uses the second specified path only
after the first path fails.

The failover mode using only one pair of
connections is not supported with SnapMirror
network compression.

Windows PowerShell Cmdlet and Orchestrator Activity Reference Guide changes

Remove-
OCStorageSystem
cmdlet

Add the following information to the description section:

Even if you have multiple IP addresses configured on the storage system,
the Remove-OCStorageSystem cmdlet removes the specified storage
system. You can also remove the storage system using the host name, in
which case the cmdlet removes all the entries that the IP addresses associate
with the host name.

Delete Storage
activity

Add the following information to the description section:

Even if you have multiple IP addresses configured on the storage system,
the Delete Storage activity removes the specified storage system. You can
also remove the storage system using the host name, in which case the
cmdlet removes all the entries that the IP addresses associate with the host
name.

Connect-OCStorage
cmdlet

Change the bulleted list in the description of the Initiator_Name
parameter to read as follows:

• You must zone the initiator port properly with the target port from the
storage system.

• If you use iSCSI, the initiator name is the IQN name.
• If you use Fibre Channel, the initiator name is the worldwide port name

(WWPN).
The plug-in picks one Fibre Channel initiator from each node of the
cluster.

• You must enable MPIO to specify more than one initiator from the same
host.
If MPIO is not installed and you have multiple FCP initiators from the
same host, you should not specify the initiator parameters explicitly. You
should specify the cluster name as the server parameter and
OnCommand Plug-in for Microsoft handles it correctly.
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• If you specify invalid or disabled initiators, the storage provisioning
operation fails with an error message that indicates which initiator is
invalid.

New-OCStorage
cmdlet

Change the bulleted list in the description of the Initiator_Name
parameter to read as follows:

• You must zone the initiator port properly with the target port from the
storage system.

• If you use iSCSI, the initiator name is the IQN name.
• If you use Fibre Channel, the initiator name is the worldwide port name

(WWPN).
The plug-in picks one Fibre Channel initiator from each node of the
cluster.

• You must enable MPIO to specify more than one initiator from the same
server.
If MPIO is not installed and you have multiple FCP initiators from the
same host, you should not specify the initiator parameters explicitly. You
should specify the cluster name as the server parameter and
OnCommand Plug-in for Microsoft handles it correctly
If MPIO is not enabled, the plug-in picks one Fibre Channel initiator
from each node of the cluster; otherwise, the plug-in puts all available
Fibre Channel initiators from each node into an initiator group.
Therefore, if MPIO is enabled, each cluster node has an initiator group
that contains all its enabled and available Fibre Channel initiators.

• The storage provisioning operation fails with an error if you take any of
the following actions:

• Specify an initiator that does not belong to any of the cluster nodes
• Do not specify an initiator for a cluster node when you connect to a

shared disk or CSV and MPIO is enabled
• Specify invalid or disabled initiators (the error message indicates

which initiator is invalid)
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countries.

All other brands or products are trademarks or registered trademarks of their respective holders and
should be treated as such.

NetApp, Inc. is a licensee of the CompactFlash and CF Logo trademarks.

NetApp, Inc. NetCache is certified RealSystem compatible.
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