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Product overview

You can use OnCommand Plug-in for Microsoft to configure, monitor, and maintain your storage.
The plug-in includes management packs for Microsoft System Center Operations Manager (SCOM)
2012, PowerShell cmdlets, and System Center Orchestrator integration packs (OIPs) that you can use
to provision, clone, and recover Microsoft Hyper-V virtual machines.



New in this release

OnCommand Plug-in 4.0.1 for Microsoft includes support for additional configurations.

Support for additional configurations

Data ONTAP 8.2.1 operating in 7-Mode

Clustered Data ONTAP 8.2.1

Windows Server 2012 R2

Microsoft System Center Virtual Machine Manager Enterprise or Data Center 2012 R2
Microsoft System Center Operations Manager 2012 R2

Microsoft System Center Orchestrator 2012 R2

Support for clustered Data ONTAP-v for Edge or Edge-T for model FDvIM200

To identify supported configurations, go to the Interoperability Matrix located at support.netapp.com/
matrix.

Supported upgrade path

You can upgrade to OnCommand Plug-in 4.0.1 for Microsoft from version 4.0.

Verifying support for your configuration in the IMT

You can use the NetApp Interoperability Matrix (IMT) to verify OnCommand Plug-in for Microsoft
support for your configuration: Data ONTAP software, host operating system, and the like. Verify
your configuration before you install or upgrade to OnCommand Plug-in 4.0.1 for Microsoft.

Steps
1. Go to support.netapp.com/matrix.
2. If OnCommand Plug-in for Microsoft (OCPM) is not the selected storage solution, click Change
and select it under the Server Suite category.
Search Criteria
Storage Solution: Data ONTAP Features
3. Inthe Component Explorer pane, select each component you want to verify and click Add

when prompted.
When you add an item, incompatible items are grayed out.

Tip: Select the parent of a set of components to select all of its children.


http://support.netapp.com/matrix
http://support.netapp.com/matrix
http://support.netapp.com/matrix
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4. When you are prompted to add the components to the worksheet, click Add.

When you are satisfied with your choices, click Show Results.

6. When the IMT lists each supported configuration, perform one of the following actions:

» Scroll across a configuration to view the supported components and any notes or alerts for the
configuration.

» Click the configuration name to display complete information for supported components,
including support history and NetApp policies and guidelines for the selected Storage
Solution category.

If no results are returned for your configuration, click Feedback in the upper right corner of the

IMT.

Fixed issues

It is a good practice to review the bugs fixed in OnCommand Plug-in 4.0.1 for Microsoft before
upgrading to the new release.

BugID Description

793720 OnCommand Plug-in for Microsoft 4.0 management pack has rules with category
‘None' that cause failures in SCOM.

791048 SCVMM Console Add-in encounters errors when non-Hyper-V hosts are managed
by SCVMM.

782795 Plug-in inaccurately reports Quota Alerts and Health State.

762097 LUN Alert Description contains NULL values instead of a millisecond value.

759264 Errors occur after you install the Update Rollup for SCVMM.

757049 Monitoring scripts continue to run for storage systems that have been removed from
SCOM.

751771 VIM web service configuration file is not updated when you upgrade the plug-in.

725278 Monitors for disconnected ports send alerts and display the health state.



http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=793720
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&amp;Display=791048
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=782795
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&amp;Display=762097
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&amp;amp;Display=759264
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&amp;amp;amp;Display=757049
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&amp;amp;amp;amp;Display=751771
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&amp;amp;amp;amp;amp;Display=725278

Known limitations

Known limitations identify platforms, devices, or functions that are not supported by OnCommand
Plug-in 4.0.1 for Microsoft, or that do not interoperate correctly with OnCommand Plug-in for
Microsoft. Review these limitations carefully.

The following functionality is not supported in this release:

» SMB home-directory or home-directory shares

Remote cloning limitations
Note the following limitations to remotely cloning templates:

* A non-HA VM template can be cloned only from stand-alone to remote or to local stand-alone.
« An HA VM template can be cloned only from cluster to remote or to local cluster.

Monitor timeout and interval values in a large configuration

In a large configuration with many storage objects, you must configure the timeout and interval
values of the rules. You must override and increase the timeout and interval values of the rules to
avoid a timeout occurring or monitoring scripts being dropped. You should monitor the Operations
Manager event logs for script timeout issues.

SNMP v3 cannot be used to discover hosts with SCOM MP v4.0 operating in 7-Mode

By default, SCOM MP v4.0 uses only SNMP v1 or v2 for network discovery, and the plug-in uses
the network discovery built into SCOM. If you are using SNMP v3 and attempt to add a controller
using SCOM, discovery does not find the host and the controller is not added.
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Known issues

Known issues identify problems that might prevent you from using OnCommand Plug-in 4.0.1 for
Microsoft successfully. NetApp Bugs Online provides complete information for most known issues,
including any workarounds.

If a Bugs Online report is available, the bug ID contains a hyperlink to the report. Click the hyperlink
to view the report.

Known issues identified in this release
The following issues have been added to the release notes since the last release.

Click the bug ID to view the latest status of the bug in Bugs Online, including a workaround, if
available. Bugs Online provides the most up-to-date information about a bug.

Bug D Description

799164 Volume and aggregate available space monitors cut off decimal places for counter
values.

798477 Clone VM from template add-in gives an error when you have VMware templates
in SCVMM.

797566 Reset to Default under Per sonalize View removes the Aggregate and Volume
Name column in Data ONTAP operating in 7-Mode.

795905 7-mode Aggregate and VVolume views fail to load sometimes and selecting items in
Per sonalize View causes it to hang.

793597 SCVMM might cache previous add-ins.

793195 Activating DR vFiler units blocks monitoring of all USED Space counters in
SCOM.

787957 To improve the performance for sub LUN Sis clone operation use a 100 MB
maximum.

785436 The plug-in Volume Available Space reports critical when Space Utilization is at
0% for small volumes in clustered Data ONTAP.

780178 An incomplete version number is displayed for the integration packs under SCO
deployment manager.

779161 You cannot add controllers into SCOM after upgrading to plug-in 4.0 operating in
7-Mode.

746478 Some of the views appear to be always loading data.



http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=799164
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=798477
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=797566
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=795905
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=793597
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=793195
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=787957
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=785436
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=780178
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=779161
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=746478
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BugID Description

745175 Sub LUN Sis clone performance degradation: operation buffer size was reduced in
OnCommand Plug-in 4.0 to prevent the Data ONTAP API from hanging.

743532 OnCommand Plug-in for Microsoft fails to collect and monitor performance
statistics on controllers running Data ONTAP 8.1.3 or later operating in 7-Mode.

689292 OnCommand Plug-in for Microsoft cannot set threshold levels for gtree, such as

Critical and Warning, as can be set for aggregates.

Known issues identified in previous releases
The following issues were reported in previous editions of the release notes:

BugID Description

752861 SCOM does not discover and monitor FCP ports for clustered Data ONTAP.
725278 Monitors for disconnected ports send alerts and display the health state.

707547 Disconnect-OCStorage cmdlet might fail if a LUN is missing the serial number.
669645 OnCommand Plug-in for Microsoft add-in for SCVMM Console fails to clone to a

remote host that has only the SCVMM Console.



http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=745175
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=743532
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&amp;Display=689292
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=752861
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=725278
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&amp;Display=707547
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=669645

Documentation errors and omissions

Review these errors and omissions in the published OnCommand Plug-in 4.0.1 for Microsoft

documentation carefully.

Required Data ONTAP version

While the OnCommand Plug-in 4.0 for Microsoft /nstallation and Administration Guide and the 4.0
Release Notes documentation indicates that the 4.0 plug-in supports clustered Data ONTAP, the
OnCommand Plug-in 4.0 Release Notes do not specify a minimum Data ONTAP version and the
Installation and Administration Guide indicates support for Data ONTAP 8.2 and later. The
minimum requirement, however, is Data ONTAP 8.2 P4 and is reflected in the Interoperability

Matrix (IMT).

Required permissions to discover and monitor storage systems

In the OnCommand Plug-in 4.0 for Microsoft /nstallation and Administration Guide, the account
used to connect to the storage controllers in the “Adding a Storage System” section does not specify
what permissions are required on the array to successfully discover and monitor storage systems.

You can use the administrator or root login to perform all storage discovery and monitoring;
however, it is a good practice to use the RBAC feature provided by Data ONTAP to create one or
more custom accounts with limited access privileges.

For basic monitoring in Data ONTAP operating in 7-Mode, you need the following permissions:

login-http-admin

api-quota-report-iter-start

api-aggr-list-info

api-quota-report-iter-next

api-aggr-options-list-info

api-quota-report-iter-end

api-cifs-status

api-snapmirror-get-status

api-cf-status

api-snapshot-list-info

api-disk-list-info

api-snapshot-reserve-list-info

api-disk-san-own-list-info

api-snmp-get

api-ems-autosupport-log

api-storage-shelf-environment-list-info

api-IscsiPortalListInfo

api-storage-shelf-list-info

api-lscsiServiceStatus

api-system-get-info

api-license-list-info

api-system-get-ontapi-version
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api-lun-get-attribute api-system-get-version
api-lun-get-serial-number api-system-get-vendor-info
api-lun-get-space-reservation-info api-vfiler-list-info
api-lun-initiator-list-mapinfo api-Vfiler-Get-Allowed-Protocols
api-lun-list-info api-Vfiler-Get-Status
api-lun-map-list-info api-volume-autosize-get
api-nfs-status api-Volume-CloneSplit-Estimate
api-perf-object-get-instances api-Volume-GetRoot-Name
api-qtree-list api-volume-list-info
api-volume-options-list-info

For basic monitoring in clustered Data ONTAP, the permissions you need are included in the Bugs
Online report 798485. Click on the hyperlink to view the report.

Missing information about remote installation requirements

Add the following information to the OnCommand Plug-in 4.0 for Microsoft /nstallation and
Administration Guide task “Installing OnCommand Plug-in for Microsoft”.

When you run the installer remotely, the plug-in does not report if any software is missing; it returns
a fatal error. If the remote install operation returns a fatal error and the log files do not provide
enough information, you must run the installer in GUI mode on the remote system.

Missing information about remote management of controllers using SCVMM

Add the following information to the OnCommand Plug-in 4.0 for Microsoft /nstallation and
Administration Guide as a prerequisite to “Tasks you can perform with the Manage Controllers add-
in for the SCVMM Console.”

If you have a machine with the SCVMM Console installed and pointing to an SCVMM server on
another node, when you attempt to manage controllers in the SCVMM console machine, the plug-in
prompts you to install OnCommand Plug-in for Microsoft on the SCVMM server machine also. This
is necessary because the console add-ins are installed per console and require the plug-in web service
on the SCVMM server. You must install OnCommand Plug-in for Microsoft on the SCVMM server
before you attempt to manage remote controllers.

Using the SCVMM Console

The OnCommand Plug-in 4.0 for Microsoft /nstallation and Administration Guide needs to specify
that when you log in to the SCVMM Console, you must do so using the run as adni ni strat or
option for all nondomain users.


http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=798485
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Incorrect information about rule overrides in multiple server environments

The OnCommand Plug-in 4.0 for Microsoft /nstallation and Administration Guide has errors in the
information regarding overrides in the following two sections on multiple server environments.

How to deploy the plug-in for use in multiple server environments

The following sentence should be removed: “You can override and enable the Data ONTAP
discovery rule for each SCOM server.”

Overriding Data ONTAP management pack rules
Replace the existing Step 4 and the sentence after the step with the following:

Right-click the selected rule and click Overrides> Override the Rule > For a specific object of
class: Management Server

Select the one management server to enable the rule on.
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How to get help and find more information

The NetApp Support Site provides access to troubleshooting tools, product documentation, and
technical assistance. You can use NetApp Community forums to connect with peers, and the NetApp
Library to access technical reports and white papers.

Resour ce

Description

NetApp Support Site

Access troubleshooting tools, product
documentation, and technical support assistance.

NetApp Community public forum

Connect with peers, ask questions, exchange
ideas, find resources, and share best practices.

NetApp Library

Access technical reports, white papers, and other
documents.



https://support.netapp.com
https://communities.netapp.com/welcome
http://www.netapp.com/us/library/index.aspx
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Copyright © 1994-2014 NetApp, Inc. All rights reserved. Printed in the U.S.

No part of this document covered by copyright may be reproduced in any form or by any means—
graphic, electronic, or mechanical, including photocopying, recording, taping, or storage in an
electronic retrieval system—uwithout prior written permission of the copyright owner.

Software derived from copyrighted NetApp material is subject to the following license and
disclaimer:

THIS SOFTWARE IS PROVIDED BY NETAPP "AS IS" AND WITHOUT ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE,
WHICH ARE HEREBY DISCLAIMED. IN NO EVENT SHALL NETAPP BE LIABLE FOR ANY
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DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

NetApp reserves the right to change any products described herein at any time, and without notice.
NetApp assumes no responsibility or liability arising from the use of products described herein,
except as expressly agreed to in writing by NetApp. The use or purchase of this product does not
convey a license under any patent rights, trademark rights, or any other intellectual property rights of
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The product described in this manual may be protected by one or more U.S. patents, foreign patents,
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RESTRICTED RIGHTS LEGEND: Use, duplication, or disclosure by the government is subject to
restrictions as set forth in subparagraph (c)(1)(ii) of the Rights in Technical Data and Computer
Software clause at DFARS 252.277-7103 (October 1988) and FAR 52-227-19 (June 1987).
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http://www.ibm.com/legal/copytrade.shtml
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How to send your comments

You can help us to improve the quality of our documentation by sending us your feedback.

Your feedback is important in helping us to provide the most accurate and high-quality information.
If you have suggestions for improving this document, send us your comments by email to
doccomments@netapp.com. To help us direct your comments to the correct division, include in the
subject line the product name, version, and operating system.

You can also contact us in the following ways:

* NetApp, Inc., 495 East Java Drive, Sunnyvale, CA 94089 U.S.
* Telephone: +1 (408) 822-6000

+ Fax: +1 (408) 822-4501

e Support telephone: +1 (888) 463-8277


mailto:doccomments@netapp.com
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