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Preface

About this guide

Audience

Terminology

Command,
keyboard, and
typographic
conventions

Preface

This document describes how to install and run the NetApp® Rapid Cloning
Utility.

This document is for VMware® system administrators who manage large
numbers of desktop environments or servers.

To understand the concepts in this document, you might need to know the terms
defined here.

& Controller or storage controller refers to the component of a storage system
that runs the Data ONTAP® operating system and controls its disk
subsystem. Controllers or storage controllers are also sometimes called
storage appliances, appliances, storage engines, heads, CPU modules, or
controller modules.

This document uses command, keyboard, and typographic conventions that help
you enter commands.

Keyboard conventions: The following list describes keyboard conventions
used in this document:

¢ When describing key combinations, this document uses the hyphen (-) to
separate individual keys. For example, “Ctrl-D” means pressing the
“Control” and “D” keys simultaneously.

¢ This document uses the term “Enter” to refer to the key that generates the
digital equivalent of a carriage return, although the key is named “Return” on
some keyboards.



Special messages

vi

Typographic conventions: The following table describes typographic
conventions used in this document.

Convention

Type of information

Italic font

Words or characters that require special attention.

Placeholders for information you must supply. For
example, if the guide says to enter the arp -d hostname
command, you enter the characters “arp -d” followed by
the actual name of the host.

Book titles in cross-references.

Monospaced font

Command names, option names, keywords, and daemon
names.

Information displayed on the system console or other
computer monitors.

The contents of files.

Bold monospaced
font

Words or characters you type. What you type is always
shown in lowercase letters, unless you must type it in
uppercase letters.

This document might contain the following types of messages to alert you to
conditions you need to be aware of.

Note

A note contains important information that helps you install or operate the

system efficiently.

Attention

An attention notice contains instructions that you must follow to avoid a system
crash, loss of data, or damage to the equipment.

Preface




Installing the Utility

Topics in this This chapter includes the following topics.
chapter & “Overview” on page 2
& “Prerequisites” on page 3

¢ “Installing the Rapid Cloning Utility” on page 4
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Overview

About the Rapid
Cloning Utility

Using FlexClone® technology, the NetApp® Rapid Cloning Utility (RCU)
allows users to quickly create and deploy VMware® virtual machines (VMs)
across new or existing NetApp NFS-based datastores. You can quickly and
efficiently create virtual machine clones in VMware Virtual Center, power up
virtual machines, and apply customized specifications to the guest operating
system. The utility can deploy virtual machines for both server and desktop use.

The Rapid Cloning Utility can theoretically create up to 8,000 virtual machine
clones and 32 datstores in a single execution. In practice, however, multiple
executions of smaller requests is recommended. The exact size of these requests
will depend on the size of the Virtual Infrastructure 3 deployment and the
hardware configuration of the vCenter Server managing the ESX hosts.

Overview



Prerequisites

This section describes the host system requirements for running the RCU.

Note

For the most up-to-date version information, please see the Rapid Cloning Utility
Release Notes at http://now.netapp.com.

Host system

requirements

Host system requirements

VMware

& VMware ESX 3.5

¢ VMware vCenter Server 2.5 Update 3 or 4
(formerly VMware Virtual Center)

Memory

At least 256 MB free

Data ONTAP®
Licenses

& FlexClone
¢ NFS

Data ONTAP

7.3.1P2 minimum

Virtual Machine
cloning requirements

¢ Source VM must be powered off

¢ Source VM must not have a Raw Device Map
(RDM) present

Network

requirements
Network requirements

Network
configuration

Minimum of one VMkernel IP address and one
NetApp storage system IP address in the same
network

Chapter 1: Installing the Utility




Installing the Rapid Cloning Utility

Follow these steps to install the Rapid Cloning Utility:

1. Make sure all prerequisites for the host system are met, as described in
“Prerequisites” on page 3.

2. Download the RCU setup executable RCU_Setup_2_0_win32.exe from
http://now.netapp.com.

3. Save the file to your local file system.
4. Navigate to the folder containing the executable.

5. Double-click the executable and follow the on-screen directions.

4 Installing the Rapid Cloning Utility



Running the Rapid Cloning Utility

Topics in this This chapter includes the following topics.

chapter °

*
*
*
*

“Launching the Rapid Cloning Utility” on page 6
“Cloning Virtual Machines” on page 11

“Importing Virtual Machines in View Server” on page 18
“Destroying Virtual Machines” on page 19
“Troubleshooting” on page 22

Chapter 2: Running the Rapid Cloning Utility



Launching the Rapid Cloning Utility

When you launch the RCU, you must import certificates and identify the NetApp
controllers that will be used for cloning tasks.

1. Click the NetApp button in the toolbar of VMware Infrastructure Client.

Note
If the NetApp button is not visible, restart the VMware Infrastructure Client.

[} 10.61.167.168 - ¥YMware Infrastructure Client

Ele Edit “iew Inwentory Administration Plugins Help

i Vi B i & & n
Inwentary Scheduled Tasks Events Administration taps Conzolidation Metdpp %
A & ﬂsj B

2. RCU uses SSL to encrypt communication to the vCenter Server and the
Infrastructure Client. A “self signed” certificate is used in both cases. The
first time the Infrastructure Client communicates with the RCU service, a
certificate warning appears. To prevent this warning from appearing again,
check Do not display any security warnings... and click Ignore.

Security Warning

Certificate Warnings

An untrusted SSL certificate is installed on "10,61,187,168" and secure
communication cannot be guaranteed, Depending on your securiky policy, this
issue might not represent a security concern, You may need to install a trusted
550 certificate on your server to prevent this warning from appearing.

The certificate received from "10.81 167 168" was issued For "WMware", Secure
communication with "10,61, 167, 168" cannot be guaranteed, Ensure that the
Fully-qualified domain name on the: certificate matches the address of the server

you are trying ko connect to,

Click Jgnore to continue using the current 551 cerkificate,

Wiew Certificate [.g:qnore ‘ Cancel I

¥ i

Launching the Rapid Cloning Utility



3. The first time you click the NetApp button in the VMware Infrastructure
Client toolbar, a similar warning displays. To prevent this warning from
appearing each time, click View Certificate.

Security Alert E

; Infiimnalion you exchange with this ske cannot be viewed of
1" changad by alhers. Howeves, there is 2 prablam with the site's
zacully ceniicate.

/1y The securily cedlilicale was izued by & company yau have
riot choten 1o st View the cedificate o delemire whethear
wo war ta ot the ceitifying authorig.

) The sscuily cetlificale dabe is vakd

Thi secunby cellificale has a valiid name malching the nams
of the page pou ane byng Lo view.

Do you went ko procesd?

View Certicete |

4. Click Install Certificate... to launch the Certificate Import Wizard.

General | Details | Cartfication Path |

B
=474 Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Rook Certification
Authorities store.

Issued to: 10.61,167,163

Issued by: 10.61.167.168

yalid from 2/5,/2009 to &/22/2036

5. When the Certificate Import Wizard opens, click Next.

Chapter 2: Running the Rapid Cloning Utility



6. Accept the default and click Next.

Certificate Import Wizard

Certificate Store

Cerkificate stores are system areas where certificates are kept,

‘findows can aukomatically seleck a certificate store, or you can specify a location For

% Aukomatically select the certificate store based on the bvpe of certificate)

™ Place all certificates in the Following store

7. Click Finish.

[Coim

Cer ate Import W

8. Click OK.

Completing the Certificate Import
Wizard

¥ou have successfully completed the Certificate Import
wizard,
You have specified the Following settings:

if Automatically determined by £
Content Certificate

4 | |

< Back | Finish& | Cancel

Launching the Rapid Cloning Utility




9. Click Install Certificate.
Certificate [ 7]
General | etals | Certfication Path |

E% Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store,

Issued bo: 10.61.167.168

Issued by: 10.61.167.168

Valid from 2/5/2009 to 6/22[2035

10. Click Yes in the Security Alert window.

Adding a storage Before creating clones, identify the storage controllers to use for cloning.
controller

1. Click the Storage Controllers tab.

[3)10.61.167.168 - ¥Mware Infrastructure Client
|
File Edit Wiew Inventory Administration Plugins Help

£ 7 g 3P & ) n

Inventony Scheduled Taszks Ewvents Adminiztration M aps Consalidation Metipp

what is the Rapid Cloning Utility?

The Rapid Cloning Utlity alows users to quickly create and
deploy virtual machines Lising Metipp's FexClone technology
seamlessly with no custom scripts. The tool lets users quickly
and efficientty clone datastores, create virtual machine clones in
Yirtual Center, power up virtual machines, and apply guest
custamization specifications o the guest aperating system in
each individual desktop.

To access the Rapid Cloning Uity right-click your golden
wvirtiual machine template and select "Create Rapid Clones..."

Chapter 2: Running the Rapid Cloning Utility
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2. Click Add Storage Controller.

5 10.61.167.168 - ¥Mware Infrastructure Client [_ (O] x|
File Edit View Inventory Administration Plugins Help
i A B e S & n
Inventary Scheduled Tasks Ewents Adminigtration Maps Consolidation Metdpp

(Getting starte: Storage Controllers

Add Storage Controller...  Remove Storage Controller, .,

Mame IP Address S5L

3. Enter the NetApp storage controller credentials and click OK to verify
connectivity. Optionally deselect Use SSL if you do not want to encrypt
communication between the RCU service and the storage controller.

Add Storaoe Conkroller...  Remowe
Add Storage Controller
IP Address: 10.61.167.50
Username: root
Passward: SessssssssessssREIRER LY
Use SEL: v

Ok \rﬂ Cancel

Launching the Rapid Cloning Utility



Cloning Virtual Machines

1. Click the Infrastructure Client Inventory button. Right-click a powered-
down VM or template to clone, and select Create NetApp Rapid Clones....

2. The Create Rapid Clones Wizard launches. Select the storage controller to
use for the new clones. The storage controller credentials are provided.

To prevent clone failure due to a lost VI client session, open the Advanced
options dialog and enter the password of the current Virtual Center user.

Click Validate password, and then click Next.

Specify the storage controller
‘what is the storage controller you would like to use For the rapid cloning process?

Storage Controller details Select the storage controller you would like to use For the rapid cloning process,

Clone destination
Creation path

Storage Controller: Irnahara-1 bl
Clone details
View server impart Username:
Datastore details ErsEiel
Summary
Use S5L: ]

4| Advanced options

If the VI client is closed, the clone operation will fail due to a lost session, To
guarantee that the clone operation is successful, provide the Virtual Center
password below,

Wirtual Center password:

_sldtepassord |

Chapter 2: Running the Rapid Cloning Utility 11



3. Select the destination for the new clones and click Next.

Note
When the destination is a datacenter and not a single server, the new clones
are distributed across the available servers as quickly as possible. Therefore,
new clones might be unevenly distributed, with more clones created on faster
Servers.

[Z)Create Rapid Clones Wizard

Choose where you want the clones created

where would wou like to place the newly created clonesy

Storage Controller details

Clone destination = E-%; Hosts & Clusters

Creation path - [F3 RRE Dev Erwiranment
Clone details = E?J' Test

Wiew server import + Iﬁ noDRS
Datastare details - H 1061.167.154
Surnmary 2 target

4. Indicate whether the new clones will be created in a new or existing
datastore, then click Next.

@ Create Rapid Clones Wizard

Choose whether to create the clones in an existing datastore or a new one.
wrould wou like bo create the new clones in an existing datastore or a new one?

Storage Controller details . o

Clane destination f» Create new clones in existing datastore,

Creation path )

Clone det '_T ¢~ Create new clones in new datastores,
one defals

View server impoart

Datastore details

Summary

Cloning Virtual Machines



5. Specify the following details for the clone operation, then click Next:

< Number of clones (per datastore)- For new datastores, maximum 250.
If using existing datastores, maximum depends on available space.

< Datastore (if using existing datastore) - select from drop-down list
< Number of datastores (if creating new datastore) - maximum 31

% Clone name - used as a prefix for each clone

Note

By default, the clone number is placed at the end of the clone name. To force
the clone number to a different position in the name, use $CLONE_NUM$%
where you want the number to appear. For example, new%CLONE_NUM%c Ilone.

2
<

Starting clone number - maximum of eight digits

%  Apply customization specification? - applies a pre-defined
specification to the new VMs. Select from specifications used for the
native cloning process.

< Power on? - powers up the clones after creation

% Create View Server import file? Select the checkbox to create an
import file for VMware View Server.

I Create Rapid Clones Wizard g@

Specify the details of the clone operation
Haww many danes would you like to create and what would you like to name them?
Storage Controller details | d -
Clone destination Clones per datastore: 10 Sample clone names
Creation path Murmber of datastores: 1 newClone01
Clone details newClone02
] ) Totalk .
View server impaort newClone03
Datastore details Clone name: newClane newCloned4
newClone0s
summary Starting done number: 1
newCloneds
Apply customization specification? [~ newCloned?
Customization specification: -, |newConed8
newClone0g
Power on? B newClone10
Create View Server import file?

Chapter 2: Running the Rapid Cloning Utility 13



6. Specify the details for the optional VMware View Server import file. Click
Validate credentials and then click Next.

Note

See “Importing Virtual Machines in View Server” on page 18 for details on
importing this file into VMware View Server.

2
<

Desktop type: Choose Individual desktops to create new individual

desktops. Select Manual desktop pool for a pool of virtual machines
that are manually constructed by the View Manager administrator.

< Access mode: For manual desktop pools, Persistent access gives users
connection to the same desktop for every session. Non-persistent
access allocates desktops dynamically.

Note

For details on desktop types and access modes, refer to the View Manager

Administration Guide at

http://www.vmware.com/pdf/viewmanager3_admin_guide.pdf.

(4 Create Rapid Clones Wizard

/o

14

Select if you would like to create a View server import file
Would you like to create an import file for YMWare View Server?

Storage Controller details
Clone destination
Creation path

Clane details Fully qualified domain name:
View server import
Datastore details
Summary

Domain username:
Domain password:
Desktop type:
Access mode:
Desktop pool type:
Desktop pool name:

Validate credentials |

View Server hostname or IP Address:

wigw-server
rtp.testdomain.com
administrator

(L1 XL1]

¢ Individual desktops ¢~ Manual desktop pool

Cloning Virtual Machines



7. If you requested a new datastore, enter specifications for the new datastore,
then click Next.

The RCU balances new datastores across available IP addresses.

2
<

Size - Maximum datastore size depends on the controller and space
available. For details, see the Data ONTAP Storage Management Guide
for your Data ONTAP release.

<  Thin provision - Capacity is not reserved for an individual datastore.
This treats the aggregate as a shared resource pool, where capacity is
only consumed as each datastore requires it. By eliminating unused but
provisioned areas of storage, more storage space is presented than is
actually available. The expectation is that every datastore will not utilize
all of its provisioned storage at the same time.
NOTE: Thin provisioning sets space reserve to none, and disables space
checks. Therefore, cloning can fail if your size request uses too much of
the aggregate.

@ Create Rapid Clones Wizard =] B3

Specify the details for the new datastores
what is the size of the new datastores, the name, and the aggregate to create them in?

Storage Controller details

Specify the size, name, and aggregrate of the new datastore(s).

Clone destination

Creation path Size (GB): 12,669
Clone details
Wigw server import Datastare name: nenwDataStore
Datastore details Agagregate ; agarl =
Summary . »

Thir provision: -

Chapter 2: Running the Rapid Cloning Utility 15



16

8. Review the summary page and click Apply to proceed. To return to previous

pages and modify settings, click Back.

@ Create Rapid Clones Wizard

Ready to complete the rapid clone creation

Are these the settings you want to use?

Storage Controller details
Clare destination
Creation path

Clane details

Wiews server import,

Dat astore details
Summary

Rewiew the summary below. Click "Apply' to apply the configuration changes.

Template nare;

Hurrber of clones:

Clane name:

Starting clone nurmber:
Customization specification:
Povweer on:

Clone destination :
Storage Controller;

Hurrber of datastores !
Datastore name:

Size (GEY:

Aggregate :

Thir prowvisian:

Create impart file:

localTemnplate

10
newlane
1

XP1

fes

10.61.167.136
Imahara-1

1
newDataStore
12,669

agarl
Mo

N

Cloning Virtual Machines
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9. The Recent Tasks pane of VMware Infrastructure Client is populated as
clone creation proceeds.

localhost - YMwar

Fle Edt Wiew Inventory Administration Flugins Help

Log of new VMs

directory. The filename is in the following format:

& import_generic_date_time.csv

Chapter 2: Running the Rapid Cloning Utility

i3 7 2 @ o & n
Inwentory Scheduled Tasks Events Administration Maps Consolidation Net4pp
« @& @
ET 4 "“5::63:3“ 10.60.113.11 YMware ESX Server, 3.5.0, 130756
10.60.113.11] EIRVST Virtual Machines | Resource Allocation Configusation - Tasks &Events . Alaims | Pemmissions
mory | e =
10.60.113.17 Marwfacturer:  HP CPU usage: 35MHz
=] “;-z‘“z-;“ Model: Prolisnt DLSS0 G5 16x24 68
:n:m::;s:zi Processars: 16 CPU 2.4 GHz Mesmory usage: 1.98 68
10.60.113.25 Processor Type:  Inkel(R) Xeon{R) CPU E7330 @ 2.40GH: i 128.00 GB
VGIEL INFRASTRUCTURE Hyperthreadng:  Inactive
Recent Tasks
Name | Target | Initisted by | Status 1= Time | Start Time | Complete Time
&Y Create NASDatastore B 106011313 administrat... @ Completed 2/4/2009 9:40:44 PM 2J4{2009 9:40:44 PM 2/4/2009 5:40:46 PM
£ Create NAS Datastore @ 1wenzs administrat... © In Progress 2/4/2009 9:40:44 PM 2J4{2009 9:40:44 PM
£ Create NAS Datastore 0 wenzz administrat... © In Progress 2}4/2009 9:40:44 PM
Y Create NAS Datastore E 106011317 Adriistrat,.. @ In Progress 2J4{2009 9:40:44 PM
£ Create NAS Datastore B 10011321 Administrat... © InProgress 2J4/2005 9:40:44 PM 2J4{2009 9:40:44 PM
£ Create NAS Datastore @ 1001315 administrat... © InProgress 2/4/2009 9:40:44 PM 2/4{2009 9:40:44 PM
£ Create NS Datastore 10.60.113.19 administrat.. © In Progress 2/472009 9:40:44 PM
7Y Create NASDatastore B 1sonzn admicistrat,. @ Completed 2J472009 9:40:44 PM 2/4{2009 9:40:47 PN
) Refresh Host Storage System B 106011311 Administrat... @ Completed 2J4{2009 9:40:39 PM 2/4/2009 9:40:41 M
%Y Refresh Host Storage System B 10.e01323 administrat... @ Completed 2/472009 9:40:33 PM
%Y Refresh Host Storage System @ 1.e0mza7 administrat... @ Completed 2/472009 9:40:33 PM
Z9 Refresh Host Storage System 10.60.113.15 administrat... @ Completed 2J4j2009 9:40:33 PM
7Y Refresh Host Storage System B wsonza admivistrat... @ Completed 2}412009 9:40:39 PM
Y Refresh Host Storage System 0 106011319 Administrat... @ Completed 2J4{2009 5:40:33 PM 2/4/2009 9:40:41 M
%Y Refresh Host Storage System B 10.s01313 administrat... @ Completed 2J472009 9:40:33 PM 2/4/2009 8:40:41 PM
£ Refresh Host Storage System 10.60.113.25 administrat... @ Completed 2/472009 9:40:33 PM 2/4/2009 9:40:41 PM
%Y Netapp Rapid Clone Virtusl Machine  (3)  LOADGENP Administrat,.. 4% () 2J4{2003 9:40:37 PM
ZY Mark Virtual Machine a5 Template B LoADGENKP Administrat... @ Completed 2]4/2009 9:40:37 PM 2)4/2009 9:40:37 PM

A list of new VMs is written to a csv file in the <install directory>\exports

17



Importing Virtual Machines in View Server
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To create a View Server import file, select the Create View Server import file
checkbox in the Clone Details page of the Create Rapid Clones Wizard.

When you create a View Server import file, an 1df file is written to the directory
<install directory>\exports.

To import the file into View Server, perform the following from the View Server
system:

1. Open the ADAM Tools command prompt, using Start > Programs > ADAM.

2. Run the following command from the ADAM Tools command prompt:

ldifde -i -f <import file name> -s 127.0.0.1 -z

Note
For details on imports and exports, refer to VMware Virtual Desktop Manager
Configuration Data Export and Import at
http://www.vmware.com/pdf/vdm_config_data_export_import.pdf.

Importing Virtual Machines in View Server



Destroying Virtual Machines

The RCU can quickly destroy all virtual machines in a datastore, detach the
datastore from the VMware Infrastructure Client environment, and free the space
on the storage controller. These actions permanently destroy all VMs, datastores,

snapshots and FlexVolumes.

To destroy a group of VMs:

1. Right-click the datastore and select Destroy.

Summary
General Resources
Manufacturer: IBM CPU usage: 349 MHz
Model: 1BM System x3550 -[7978AC1]- o +x 2,433 GHz
Processors: 4 CPU x 2.493 GHz Memory usage: 1.29 GB
Processor Type:  Intel{R) Xeon{R) CPU ES420 @ 2,50GHz 4,00 GB
Hyperthreading:  Inactive
Mumber of NICs: 2 Datastore Capacity Free
a roleDs 10,13 GB 1.87 GB
State: connected B gold_volume 160,00 GB 102.95 GB
virtual Machines: 18 B x3550rreldistoragel 60,50 GB 34,95 GB
; . a newbigh~Ehoen 17 £ R 4,50 GB
WMotion Enabled:  no l; Erowse Datastare, .
Active Tasks:
Metwork Rename
Q ¥YMMel  Remove
Commands
Refresh
Destroy

E_T e Wirtual Machine

. - -

2. Click OK to confirm the action.

@ Destroy Datastore and Virtual Machines

BEX]

continue,

\Wirtual machine name
testClones01
testClones02
testClones03
testClones04
testClones0s
testClones06
testClones07
testClones08
testClones08
testClones10

Chapter 2: Running the Rapid Cloning Utility

newDataStore and all of the virtual machines listed below will be destroyed and removed from your system. Click OK to

Power state

off
Off
off
off
off
off
off
off
off
off

OK | Cancel |

19



Multiple datastore
note

20

When a request is made to create more than one new datastore, the RCU first
creates a golden volume on the controller. The datastores that are then attached to
vCenter Server will be FlexClones of the golden volume. Because the FlexClones
share the storage with the golden volume, this space is not wasted. When the last
datastore (FlexClone) of a golden volume is destroyed as described above, the
golden volume is destroyed as well. This gives you complete control over each
individual datastore.

Destroying Virtual Machines



NFS exports on new volumes

The RCU discovers all VMkernel IP addresses and cross-references them with
the available IP addresses on the NetApp controller. The export for each new
volume is limited to the IP address of the VMKkernels that are in the same
network.

The following options are set on the new volumes:

sis enable
no snap is set to on

no_atime_update is set to on

*

*

2

¢ minraissettoon
¢ snapreserve is set to 0 (zero)
*

gtree security is set to unix

Chapter 2: Running the Rapid Cloning Utility
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Troubleshooting

Logs

List of VMs created
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This section describes the logs and files created by the Rapid Cloning Utility, and
also provides troubleshooting information.

The RCU creates logs in the following location.
& <install directory>/logs/rcu.log
& <install directory>/logs/rcuSupport.xml

The log files include RCU version, build number, and build date. Each log file is
rotated at a size of 8192KB. Up to nine log files are retained.

The RCU creates a time-stamped csv file with information about the new VMs.
The file is written to the following location in the following filename format:

& <install directory>/exports/import_generic_date_time.csv
For example: import_generic_2009_03_06_11_04.csv

The file includes the following information for each VM:
VM Name

UUID, VMX Path

Number of CPUs

Memory in MB

Guest Full Name

Guest Alternate Name

L 2B 2R JER JER 2R 2R 4

Datastore Name

The file also includes the following information for up to ten NICs:
NIC x

NIC x Network Label

NIC x Address Type

Manual - Statically assigned MAC address.

Generated - Automatically generated MAC address.

Assigned - MAC address assigned by VirtualCenter.

NIC x WOL Enabled

Wake-on-LAN enabled or disabled on this virtual network adapter
NIC x MAC Address

® ¢ 6 6 6 O 0 0 o

Troubleshooting



NetApp button not
visible in VMware
Infrastructure Client

VMs are not created

Utility does not
recoghize some
datastores

VMs remain after
destroying them via
the datastore
Destroy option

Warning: aggr does
not have sufficient
space for the
operation

Problem: After installing the RCU, the NetApp button is not visible in VMware
Infrastructure Client toolbar.

What to do: Restart VMware Infrastructure Client. If this does not resolve the
problem, the RCU service may not be running. Go to the list of services on the
system and restart the RCU service if it is not running.

Problem: During storage system takeover or giveback, virtual machine clone
creation fails because the RCU cannot communicate with the NetApp storage
controller.

What to do: Restart the RCU when the takeover or giveback process is
complete.

Problem: The RCU does not seem to recognize some datastores even though
they are on the controller.

What to do: The use of -actual is not supported in exports. The following
example will not be seen as a valid NetApp-based datastore:

/vmware_infrastructure -actual=/vol/sata_vmware_infrastructure,
sec=sys,rw,root=192.168.235:10.192.168.235.9

Problem: After running Destroy on a datastore, some of the VMs still appear in
the inventory tree. Attempting to remove them results in the following error
message:

The request refers to an object that no longer exists or has never
existed.

What to do: Restart the VI Client.

Problem: This warning can appear when specifying the size of a new datastore.

What to do: Cancel the RCU. Increase the space in the aggregate to
accommodate the cloning operation, then rerun the RCU.
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Unable to continue.
No IP address
found...

error: The selected
virtual machine is
powered on

RCU uses multiple
IPs on storage
system

Connectivity to
storage controller is
lost
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Problem: RCU task may end in error, accompanied by the following log entry:

Unable to continue. No ip addresses found when cross-referencing
kernel ip addresses and addresses on the controller.

Unable to find a matching network to NFS mount volume to these
hosts.

What to do: Make sure that at least one VMkernel IP address and one NetApp
storage system IP address are in the same network.

Problem: This message appears after selecting “Create NetApp Rapid Clone”
for a Virtual Machine that is powered on. VMs must be powered off during
cloning.

What to do: Cancel the RCU, power off the VM, and restart the RCU.

Problem: Any matching network between the storage system and the ESX
VMKernel will be used to mount datastores.

What to do: To prevent a network from being used to mount datastores, use the
setting default.restrict.mount.networks in the preferences file. This file is
stored in the following location:

<install directory>/rcuPreferences.xml

The example below tells the RCU to ignore the 192.168.2.0 and 10.1.0.0
networks when determining the storage system IP address to be used for the next
datastore.

<entry key="default.restrict.mount.networks"
value="192.168.2.0;10.1.0.0"/>

Problem: If the connection is broken, the current task (destroy or clone) will
fail.

What to do: Resolve the communication issue. No additional steps need to be
taken in the application. RCU creates new a connection for each new task.

Troubleshooting



Storage system permissions A

This Appendix presents the storage system permissions required by the Rapid
Cloning Utility.

A role and group must be created or modified as described below. Then a user
must be created or modified to include this group. Finally, when the storage
system is added to the Rapid Cloning Utility, the user just created or modified
should be used.

Clone vimdk files The following permissions are required to use File Level FlexClone (flfc) to
clone vmmdk files in the same datastore while creating VMs.

api-system-get-version, login-http-admin, api-system-get-
info,api-system-cli,
api-license-list-info,cli-ifconfig,api-aggr-list-
info,api-volume-list-info,
api-ems-autosupport-log,api-file-get-file-info,api-file-
create-directory,
api-file-read-file,api-clone-start,api-clone-list-
status,api-file-delete-file,
api-file-write-file,cli-mv,api-file-delete-
directory, cli-ndmpd, cli-ndmpcopy

Example configuration:

useradmin role add rcuRolela -a api-system-get-version, login-
http-admin, api-system-get-info,api-system-cli,api-license-list-
info,cli-ifconfig,api-aggr-list-info,api-volume-list-info,api-
ems-autosupport-log,api-file-get-file-info

useradmin role add rcuRolelb -a api-file-create-directory,api-
file-read-file,api-clone-start,api-clone-list-status,api-file-
delete-file,api-file-write-file,cli-mv,api-file-delete-
directory, cli-ndmpd, cli-ndmpcopy

useradmin group add rcuUseCasel_group -r rcuRolela,rcuRolelb

useradmin user add rcuUseCasel -g rcuUseCasel_group
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Create volume and The following access is required to create volumes and mount a datastore while
mount datastore creating VMs (includes previous rights).

api-system-get-version, login-http-admin, api-system-get-
info,api-system-cli,

api-license-list-info,cli-ifconfig,api-aggr-list-info,api-
volume-list-info,

api-ems-autosupport-log,api-file-get-file-info,api-file-create-
directory,

api-file-read-file,api-clone-start,api-clone-list-status,api-
file-delete-file,
api-file-write-file,cli-mv,api-file-delete-directory,cli-
ndmpd, cli-ndmpcopy,

api-volume-create,api-volume-set-option,api-sis-enable,api-sis-
start,

api-snapshot-set-reserve,api-nfs-exportfs-list-rules-2,
api-nfs-exportfs-modify-rule-2,api-nfs-exportfs-load-
exports,cli-gtree

Example configuration (builds on previous case):

useradmin role add rcuRole2 -a api-volume-create,api-volume-
set-option,api-sis-enable,api-sis-start,api-snapshot-set-
reserve,api-nfs-exportfs-list-rules-2,api-nfs-exportfs-modify-
rule-2,api-nfs-exportfs-load-exports,cli-gtree

useradmin group add rcuUseCase2_group -r

rcuRolela, rcuRolelb, rcuRole2

useradmin user add rcuUseCase2 -g rcuUseCase2_group

Destroy datastore The following access is required to destroy a datastore (volume/flexclone)
(includes previous rights).

api-system-get-version, login-http-admin, api-system-get-
info,api-system-cli,

api-license-list-info,cli-ifconfig,api-aggr-list-info,api-
volume-list-info,

api-ems-autosupport-log,api-file-get-file-info,api-file-create-
directory,

api-file-read-file,api-clone-start,api-clone-list-status,api-
file-delete-file,

api-file-write-file,cli-mv,api-file-delete-directory,cli-
ndmpd, cli-ndmpcopy,
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api-volume-create,api-volume-set-option,api-sis-enable,api-sis-

start,
api-snapshot-set-reserve,api-nfs-exportfs-list-rules-2,

api-nfs-exportfs-modify-rule-2,api-nfs-exportfs-load-
exports,cli-gtree,

api-volume-offline, api-volume-destroy

Example configuration (builds on previous case):

useradmin role add rcuRoleD -a api-volume-offline,api-volume-
destroy

useradmin group add rcuUseCase4d_group -r
rcuRolela, rcuRolelb, rcuRole2, rcuRoleD

useradmin user add rcuUseCased -g rcuUseCase4_group

Appendix A: Storage system permissions
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