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ABSTRACT

This document provides NetApp best practices on designing, architecting, deploying, and managing a
scalable VMware® View (VDI) environment on NetApp® storage.
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1 EXECUTIVE SUMMARY

NetApp technology enables companies to optimize their virtual infrastructures by providing advanced
storage and data management capabilities. NetApp provides industry-leading storage solutions that simplify
virtual machine (VM) provisioning, reduce virtual desktop storage costs, enable mass VM cloning, provide
individual VM backup and restores, and deliver simple and flexible business continuance for virtual
infrastructures.

This solution best practices guide provides guidelines and best practices for architecting, deploying, and
managing VMware View (VDI) solutions on NetApp storage systems. NetApp has been providing advanced
storage features to VMware ESX-based solutions since the product began shipping in 2001. During that
time, NetApp has continuously enhanced the design, deployment, and operational guidelines for the storage
systems and ESX Server—based VDI solutions. These techniques have been documented and are referred
to as best practices. This solution best practices guide describes them in detail.

Note: The best practices are only recommendations, not requirements. Following these best practices will
not determine whether your implementation is supported by NetApp and VMware. Not all recommendations
apply to every scenario. NetApp believes that its customers will benefit from thinking through these
recommendations before making any implementation decisions. In addition to this document, professional
services are available through NetApp, VMware, and our joint partners. These services can be an attractive
means to assure optimal virtual storage architecture for your virtual infrastructure.

The target audience for this paper is familiar with concepts pertaining to VMware ESX Server 3.5, VMware
vCenter Server 2.5, and NetApp Data ONTAP® 7.X. For additional information and an overview of the
unique benefits that are available when creating a virtual infrastructure on NetApp storage, see NetApp TR-
3515: NetApp and VMware ESX Server 3.0: Building a Virtual Infrastructure from Server to Storage.

2 SCOPE

The scope of this document is to provide architectural, deployment, and management guidelines for
customers planning or have already decided to implement VMware View on NetApp virtualized storage. It
provides a brief overview of the VMware View technology concepts; key solution architecture considerations
for implementing VMware View on NetApp; storage estimation and data layout recommendations; and
solution, deployment, and management guidelines.

3 INTRODUCTION TO VMWARE VIEW

Corporate IT departments are facing a new class of desktop management issues as they strive to provide
end users with the flexibility of accessing corporate IT resources using any device from any network. IT is
also being asked to provide access to corporate resources for an increasingly dispersed and growing
audience that includes workers in off-site facilities, contractors, partners, and outsourcing providers as well
as employees traveling or working from home. All of these groups demand access to sensitive corporate
resources, but IT must make sure of strict adherence to corporate security requirements and new regulatory
standards.

VDI enables organizations to increase corporate IT control, manageability, and flexibility of desktop
resources while providing end users with a familiar desktop experience. VMware View is an enterprise-class
solution to deliver corporate PC services to end users. VMware View is not a product, but a technology
concept consisting of distinct components that make up the solution:

e Virtualization hypervisor (ESX Server)
e Virtualized desktop images (for example, Windows® XP, Vista, and so on)

e Tool for centralized management, automation, provisioning and optimization (VMware vCenter,
VMware View Composer)

e Connection broker (VMware View Manager)

e Thin client/PC (for example, Wyse, DevonlIT)


http://www.netapp.com/library/tr/3515.pdf
http://www.netapp.com/library/tr/3515.pdf

VMware View, based on the proven VMware virtualization platform, delivers unique desktop control and
manageability, while providing end users with a familiar desktop experience without any modifications to the
desktop environment or applications.

4 VMWARE VIEW DEPLOYMENT MODELS

For any customer environment, the types of desktop can be classified as either persistent or non-persistent.

PERSISTENT DESKTOPS

Persistent desktop can be defined as desktops that are permanently assigned to a user, are customizable,
and no other user is entitled to use this desktop. The user logs in to the same desktop every day, and the
changes made to the system image, for example, the C drive, are saved across login sessions and reboots.
This is exactly like a laptop or workstation with all the personalization and personal data stored locally on the
C: drive. This is a common type of VDI deployment model that is used today for knowledge workers, mobile
workers, and power users and is a major driver for increased shared storage requirement.

NONPERSISTENT DESKTOPS

Non-persistent desktops can be defined as desktops that are not assigned to a specific user. The user could
get assigned to a different desktop at every login. This deployment model could be used for task workers
(for example, call centers) and some knowledge workers who require little control of their desktops

One may choose to implement either of these models or a mix based on the business requirements, types of
users, and proportion of users represented by different job functions.

41 VMWARE VIEW MANAGER DESKTOP DELIVERY MODELS

VMware View Manager is the VMware virtual desktop management solution that improves control,
manageability, and provides a familiar desktop experience.
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Figure 1) VMware View Features (Source: VMware)
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At a high level, there are multiple types of desktop delivery models available in VMware View Manager:

¢ Individual Desktops: This can be classified as a pre-assigned desktop that has been pre-created,
populated in VMware vCenter Server, imported into VMware View Manager, and assigned to one or
more users. The users log in to the same desktop every time, and the user settings and data on the OS
disk are preserved across login sessions and reboot. However, it allows only one active user on the
desktop at a time. Individual desktops are considered as “non-persistent” because even though a user
logs into same desktop every time, other users are also entitled to use that desktop (although not at the
same time).

e Manual Desktop Pools: This is a pool of desktops and provides mapping of multiple users to multiple
desktops, with only one active user on a desktop at a time. These types of desktops also have to be
manually pre-created, populated in VMware vCenter Server, and imported into VMware View
Manager. The desktop assignment happens at the user login.

The manual desktop pool supports two types of access modes:

- Persistent: Users are assigned a desktop that retains all of their documents, applications, and
settings between sessions. The desktop is statically assigned the first time the user connects and
is then used for all subsequent sessions.

- Non-persistent: Users are not assigned to particular desktops and could get connected to a
different desktop from the pool each time they connect. Also, there is no persistence of
environmental or user data between sessions.

e Automated Desktop Pools: This is also a pool of desktops and provides mapping of multiple users to
multiple desktops, with only one active user on a desktop at a time. The creation and customization of
these types of desktops are driven by VMware View Manager and optionally VMware View Composer
by using either of these two options:

- Full Clone: Leveraging VMware vCenter Server virtual machine template to create Vmware full
clones

- Linked Clone: Leveraging VMware View Composer feature in VMware vCenter Server to create
VMware linked clones

Both these options in automated desktop pools support the two types of access modes:

- Persistent: Users are assigned a desktop that retains all of their documents, applications, and
settings between sessions. The desktop is statically assigned the first time the user connects and
is then used for all subsequent sessions.

- Non-persistent: Users are not assigned to particular desktops and could get connected to a
different desktop from the pool each time they connect. Also, there is no persistence of
environmental or user data between sessions.

e Terminal Server Pool: This is a pool of terminal server desktop sources served by one or more
terminal servers. Discussion on the storage best practices for this type of desktop delivery model is
outside the scope of this document.

Table 1) Desktop delivery models.

Desktop Delivery Models for Virtual Desktop

Virtual Desktop Provisioning Method Persistence Mode

virtual desktops

VMs pre-created and available in VMware

Individual Desktop vCenter Server

Non-persistent

VMs pre-created and available in VMware | Persistent

Manual Desktop Pool vCenter Server

Non-persistent




Qesktop Delivery Models for Virtual Desktop Provisioning Method V|rtu.al Desktop
virtual desktops Persistence Mode

Persistent

Invoke VMware full clone to create VMs

Non-persistent

Automated Desktop Pool :
Invoke VMware linked clone to create Persistent

VMs Non-persistent

For more details on VMware View Desktop Delivery Models and access modes, refer to the VMware View
Manager Administrator Guide,

5 NETAPP SOLUTION AND COMPONENTS

NetApp provides a true single, scalable, unified storage and data management solution for VMware View.
The unique benefits of the NetApp solution are:

e Storage efficiency — Significant cost savings with multiple levels of storage efficiency.

e Performance — Enhanced user experience with intelligent caching that strongly complements NetApp’s
storage efficiency capabilities.

e Operational agility — Enhanced VMware View solution management with tight partner integration.

e Data protection — Ensure protection of both the virtual desktop OS data and the user data, with very
low overhead for both cost and operations.

SINGLE SCALABLE UNIFIED ARCHITECTURE

The NetApp unified storage architecture provides customers with the most agile and scalable storage and
data management platform in the industry. NetApp’s innovative solutions deliver new alternatives to expand
possibilities for the customer. All NetApp storage systems are configured with the Data ONTAP operating
system to satisfy customer needs: SAN (FC, iSCSI), NAS (CIFS, NFS), primary storage, and secondary
storage within a single platform. A single process for activities such as installation, provisioning, mirroring,
backup, and upgrading is used throughout the entire product line. Having a single set of software and
processes brings great simplicity to even very complex enterprise data management challenges. Unifying
storage and data management software and processes reduces the complexity of data ownership, enables
companies to adapt to changing business conditions without interruption, and results in a dramatic reduction
in total cost of ownership.

For large, scalable VMware View environments, the NetApp solution provides the following unique benefits:
e Atleast 50% savings in storage, power, and cooling requirements
e Most agile and operationally efficient storage solutions

e Best-in-class data protection and business continuance solutions to address any level of data
availability demands

5.1 STORAGE EFFICIENCY

One of the critical barriers to VMware View adoption is increased cost, specifically associated with increased
shared storage requirement. Virtual machine deployment creates a high level of data redundancy especially
for the VM OS data. Using traditional storage, this means you need storage equal to the sum of the storage
required by each VM. For example, if each VM is 20GB in size and there are supposed to be 1,000 VMs in
the solution, it would require at least 20TB usable data on the shared storage.

Thin provisioning, data deduplication, and FlexClone® are the critical components of the NetApp solution
and offer multiple levels of storage efficiency. This helps customers save on average 50% to 90% on the
cost associated with shared storage (based on existing customer deployments and NetApp solutions lab


http://www.vmware.com/pdf/viewmanager3_admin_guide.pdf
http://www.vmware.com/pdf/viewmanager3_admin_guide.pdf

validation). NetApp is the only storage vendor that offers data deduplication on the primary storage for
several years, without any negative tradeoffs.

THIN PROVISIONING

Thin provisioning is a way of presenting more storage space to the hosts connecting to the storage system
than has been physically allocated. With thin provisioning, the storage administrator is able to utilize a pool
of physical disks (known as aggregate) and create logical volumes for different applications to use, but does
not actually allocate any space upfront to those volumes. The space gets allocated only when the host
needs it. The unused aggregate space is available for the existing thinly provisioned volumes to expand or
for use in creation of new volumes. For more details on thin provisioning, review NetApp TR-3563: NetApp
Thin Provisioning.

Traditional Provisioning Thin Provisioning

Pre-allocated 400GB Allocated | 400GE Available
Physical Storage but Unused Storage on Demand 1§ o 61 0r Applications
100GE Actual Data 100GE Actual Data

Figure 2) Traditional vs. thin provisioning.
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Figure 3) Increased disk utilization with NetApp thin provisioning.

NETAPP DEDUPLICATION

NetApp deduplication saves space on primary storage by removing redundant copies of blocks within a
volume hosting hundreds of virtual desktops. This process is transparent to the application and can be
enabled and disabled on the fly. In a VMware View environment, this solution provides great value when we
consider that each VM has its own identical copy of the operating system (OS) and applications and that the
same patches will be applied to each VM. For more information on NetApp deduplication, refer to NetApp
TR-3505: NetApp Deduplication for FAS, Deployment and Implementation Guide.
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Figure 4) NetApp deduplication.

FLEXCLONE

NetApp FlexClone technology allows rapid creation of space-efficient, writable, point-in-time images of
individual files, LUNS, or flexible volume. The use of the FlexClone technology in VMware View deployments
with thousands of VMs offers high levels of scalability and significant saving in dollars, space, and energy.
Both the file-level and volume-level cloning is tightly integrated with VMware vCenter Server using the
NetApp Rapid Cloning Utility vCenter plugin. This gives you the flexibility to provision thousands of VMs
rapidly with hundreds of VMs in each datastore. Note that from a scalability and manageability perspective,
this allows you to only have very few datastores to provision and manage as compared to other solutions,
which might require one datastore per VM. FlexClone volumes add a new level of agility and efficiency to
storage operations. They take only a few seconds to create and are created without interrupting access to
the parent FlexVol® volume or files. FlexClone copies share the same physical data space with the source
and occupy negligible extra space in the storage system. FlexClone file-level or volume-level clones use
space very efficiently, leveraging the Data ONTAP architecture to store only data that changes between the
source and clone. In addition to all these benefits, file-level or volume-level FlexClone has the same high
performance as other FlexVol volumes or files hosted on the volumes. Also, FlexClone technology provides
enormous benefits for disaster recovery (DR) testing. DR testing with FlexClone is safe, risk free, and can
be done during operational hours at any time. For more information on FlexClone technology concepts, see
NetApp TR-3347: FlexClone Volumes: A Thorough Introduction.

5.2 PERFORMANCE

Another critical barrier to VMware View adoption is performance concerns associated with hosting
thousands of VMs on shared storage, specifically performance associated with events that produce a large
influx of simultaneous I/O such as login storms, boot storms, and antivirus operations. Traditionally this was
not a problem because each desktop had its own disks and I/O was contained within a single desktop. With
VMware View using a shared storage infrastructure, significant performance issues might arise during these
critical operations. This essentially means requiring lots of disks on the shared storage to meet the
performance requirements, resulting in increased overall solution cost.

To solve this problem the NetApp solution provides intelligent caching capabilities. Intelligent caching is a
core component of Data ONTAP and is extended with the Performance Acceleration Module (PAM). These
solution components save customers money by:

e Requiring far less disks and cache
e  Providing better throughput, system utilization
e Faster response times and a better overall end user experience

DATA ONTAP INTELLIGENT CACHING

Data ONTAP intelligent caching allows customers to benefit from NetApp’s storage efficiency capabilities
and at the same time significantly increasing I/O performance. It is natively built into the Data ONTAP


http://media.netapp.com/documents/tr-3347.pdf

operating system and works by leveraging block sharing technologies such as NetApp primary storage
deduplication and file/volume FlexClone to reduce the amount of cache required and eliminate duplicate disk
reads. Only one instance of any duplicate block is read into cache, thus requiring less cache than traditional
storage solutions. Since VMware View implementations can see as great as 99% initial space savings
(validated in the NetApp solutions lab) using NetApp space-efficient technologies, this translates into higher
cache deduplication and very high cache hit rates. Intelligent caching is especially effective in addressing
the simultaneous system boot or “boot storm” of hundreds to thousands of virtual desktop systems that can
overload a traditional storage system.

PERFORMANCE ACCELERATION MODULE (PAM)

The NetApp PAM is additional intelligent read cache that extends the intelligent caching abilities of Data
ONTAP for virtual desktop performance, including boot times for thousands of VMs in VMware View
environments. More details of the PAM module will be discussed later in this document. For more details on
NetApp PAM technology, visit www.netapp.com/us/products/storage-systems/performance-acceleration-
module/performance-acceleration-module.html.

FLEXIBLE VOLUMES AND AGGREGATES

Flexible volumes (also known as FlexVol volumes) and aggregates provide pools of storage in a way that all
the IOPS and storage capacity is available in the pool for thousands of virtual desktops in VMware View to
utilize on demand. This can be compared to the virtualization on servers where all the memory and CPU
resources are virtualized and available on demand. NetApp virtualizes storage resources like server
virtualization hypervisors do to the server resources.

5.3 OPERATIONAL AGILITY

Implementation and management complexities associated with deploying VMware View solution are another
critical barrier to VDI adoption. The NetApp storage solution is operationally agile and provides tight
integration with VMware for rapidly provisioning thousands of VMs directly from the VMware vCenter Server.

RAPID CLONING UTILITY (RCU)

NetApp Rapid Cloning Utility provides customers with the ability to rapidly provision thousands of VMs in
minutes, leveraging the file and volume FlexClone technology discussed earlier. It is tightly integrated with
VMware vCenter Server as a plug-in and provides capability to import the VMs directly into VMware View
Manager 3.0 or higher. RCU provides integration of the NetApp storage efficiency and rapid cloning
capabilities with the VMware APIs to provide a highly cost-effective VM provisioning solution.

INTEGRATION WITH VMWARE VCENTER SERVER AND VMWARE VIEW MANAGER

RCU provides a way to provision VMs directly from VMware vCenter Server and is integrated with VMware
View Manager to allow import the VMs into VMware View Manager. The imported VMs can be managed as
either individual desktops or manual desktop pools. Therefore, customers are able to achieve the desired
storage efficiency and rapid provisioning associated with both persistent and non-persistent desktops and
still be able to achieve performance acceleration with NetApp intelligent caching.


http://media.netapp.com/documents/tr-3459.pdf
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What is the Rapid Cloning Utility?
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deploy virtual machines using NetApp's FlexClone technology
seamlessly with no custom scripts, The tool lets users quickly
and efficiently clone datastores, create virtual machine clones in
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Figure 5) NetApp RCU plug-in in VMware vCenter Server.

SANSCREEN VM INSIGHT

Also available as a VMware vCenter Server plug-in, the NetApp SANscreen® VM Insight also provides
cross-domain visibility from the VM to the shared storage, allowing both storage and server administration
teams to more easily manage their VMware View storage and server infrastructure. VM Insight provides
service-level information for virtual servers, physical servers, and storage devices, as well as VM volume,
allocated capacity, and datastore information from VMware vCenter Server. Based on this visibility, VM
Insight shows the actual service paths and server performance information to allow end-to-end monitoring.
The enterprise-class data warehouse provides IT the ability to access, query, and analyze VM data; and
when deployed with SANscreen Capacity Manager, it enables capacity planning and chargeback for VM
environments. For further details on SANscreen VM Insight, visit the following solutions page:
www.netapp.com/us/products/management-software/sanscreen/sanscreen-vm-insight.html.
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Figure 6) NetApp SANscreen VM Insight plug-in in VMware vCenter Server.
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OPERATIONS MANAGER

NetApp Operations Manager provides a comprehensive monitoring and management solution for the
VMware View storage infrastructure. It provides comprehensive reports of utilization and trends for capacity
planning and space usage. It also monitors system performance, storage capacity, and health to resolve
potential problems. For further details on Operations Manager, visit the following solutions page:
www.netapp.com/us/products/management-software/operations-manager.html.
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Figure 7) NetApp Operations Manager.

SNAPMANAGER FOR VIRTUAL INFRASTRUCTURE

NetApp’s SnapManager® for Virtual Infrastructure (SMVI) is a unique, scalable, data protection solution for
VMware View. SMVI integrates VMware snapshot functionality with NetApp Snapshot™ and is a complete
solution for protecting VMware View environments. For further details, read the following section on data
protection.

54 DATA PROTECTION

The availability of thousands of virtual desktops is dependent on the availability of shared storage. Thus, the
RAID level of the storage is very critical. Also, being able to protect the virtual desktop images and/or user
data is very important. RAID-DP® and SMVI and critical components of the NetApp solution that help
address storage availability.

RAID-DP

With any VMware View deployment, data protection is critical, because any RAID failure could result in
hundreds to thousands of end users being disconnected from their desktops. NetApp FAS systems provide
a level of data protection that is unique and unmatched in the storage industry. RAID-DP provides
performance that is comparable to that of RAID 10, with much higher resiliency. It provides protection
against double disk failure as compared to RAID 5, which can only protect against one disk failure. For more
information on RAID-DP, see NetApp TR-3298: RAID-DP: NetApp Implementation of RAID Double Parity for
Data Protection.

SNAPMANAGER FOR VIRTUAL INFRASTRUCTURE

NetApp SnapManager for Virtual Infrastructure (SMVI) is a unique, scalable, integrated data protection
solution and is an excellent choice for protecting VMware View environments. SMVI integrates VMware
snapshot functionality with the NetApp array-based block-level Snapshot copies to provide consistent


http://www.netapp.com/us/products/management-software/operations-manager.html
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backups for the virtual desktops. SMVI is NetApp deduplication aware and also integrates with the NetApp
SnapMirror® replication technology that preserves the deduplicated storage savings from the source and
destination storage arrays. Deduplication is not required to be rerun on the destination storage array. SMVI
also provides a user-friendly GUI that can be used to manage the data protection schemes. Additionally,
when a VMware View environment is replicated with SnapMirror, the replicated data can be quickly brought
online to provide production access in the event of a site or data center outage. Also, the SnapMirror
technology is fully integrated with VMware Site Recovery Manager (SRM) and NetApp FlexClone technology
to instantly create writable zero cost copies of the replicated virtual desktops at the remote site that can be
used for DR testing or for test and development work. For more information on SnapMirror, see NetApp TR-
3446: SnapMirror Best Practices Guide. For more information on VMware SRM Integration, see NetApp TR-
3671: VMware Site Recovery Manager in a NetApp Environment. For more detailed information on SMVI,
see NetApp TR-3737: SMVI Best Practices.

| Eile Wiew Help

T  Mnetapp
leane PP
(D) s
Do T
e .
Datastore Properties
ﬁ—) - Datacenters[r 2
Set up = WGIBU ~& Back up Datastore
g | Location: 192 168.2.90: volMNView_Clients
apl_u:
o | é apl_u Type: MNFS Datastore
Q newl
Schedule é newC
é nfs_u virtual Machines
= .
- (. é vie_1 &4 Back up Virtual Machine
v & vic_2
L] ¥
ER & WS Virtual Machine Name uuD Ej
[« D =N & 3
igd
Tasks
Back up Tash Entity Status Tim
CLI Command B
Get Started |

Figure 8) NetApp SMVI

6 NETAPP AND VMWARE VIEW MANAGER DESKTOP DELIVERY
MODELS

At a high level, there are three virtual desktop delivery models available in VMware View Manager:
e Individual Desktops

e Manual Desktop Pool

e Automated Desktop Pool

Both the manual desktop pool and automated desktop pool models offer two user access modes
(persistent and non-persistent). Automated desktop pool offers two options in which virtual desktops can be
provisioned: using VMware full clones and VMware linked clones.
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Considering this flexibility in the architecture, there are a total of seven ways in which virtual desktops can
be provisioned and managed in VMware View Manager:

1. Individual desktops in non-persistent access mode
Manual desktop pool in persistent access mode

Manual desktop pool in non-persistent access mode

Automated desktop pool, leveraging VMware full clones, in non-persistent access mode

2

3

4. Automated desktop pool, leveraging VMware full clones, in persistent access mode

5

6. Automated desktop pool, leveraging VMware linked clones, in persistent access mode
7

Automated desktop pool, leveraging VMware linked clones, in non-persistent access mode

Most businesses have a mix of user profiles (for example, finance, HR, engineering, help desk, call centers,
teleworkers, data entry operators, and so on), and each use case might require one or more of these seven
ways in which the virtual desktops can be provisioned and managed. Based on the requirements and mix of
user profiles, companies might choose to implement one of these models or a specific mix. For example, a
company requirement might dictate a need the following mix of desktop types:

e 10% individual desktops (for example, kiosks, part-time workers)

e 40% manual desktop pool in persistent access mode (for example, management staff, human
resources, analysts, R&D)

e 20% automated desktop pool, utilizing VMware full clones in persistent access mode (for example,
software developers)

e 30% automated desktop pool, utilizing VMware linked clones in non-persistent access mode (for
example, help desk representatives)

Considering this to be a real-world scenario, the desktop mix might vary over time as more and more
desktops are virtualized. However, the ultimate objective is to make sure that the complete end-to-end
solution that is implemented can be easily managed, be cost effective, and provide the best-in-class end
user experience.

The NetApp value proposition of storage efficiency, performance, operational agility, and data protection
strongly complements all these seven ways in which virtual desktops can be deployed and managed, as
shown in the table below.

Table 2) NetApp value propositions.

VMware View Manager NetApp and VMware Solution

Desktop Virtual Desktop
Delivery Provisioning
Model Method

Access . Operational Data
Mode Storage Efficiency Performance Agility Protection

OS Data User Data

Individual Non- v v v

Desktop NetApp RCU persistent

Manual Persistent v 4 v v Ve

Deskto NetApp RCU

Pool P PP Non- v v v v v
persistent
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VMware View Manager NetApp and VMware Solution

Desktop Virtual Desktop
Delivery Provisioning
Model Method

Access " Operational Data
Mode Storage Efficiency Performance Agility Protection

OS Data User Data

Persistent
VMware full
clone Non-
Automated persistent
Desktop
Pool Persistent v v v v v
VMware linked
clone Non- v v v 4 v
persistent

Let us go into the details of each of the VMware View Manager desktop delivery models and access modes
and validate how the NetApp solution strongly complements each one of them to achieve your ultimate
goals and objectives.

6.1 INDIVIDUAL DESKTOP

If you are planning to implement individual desktops as part of the VMware View solution, the desired
storage savings for both the VM operating system (OS) data (50% to 90%) and user data (up to 50%) can
be achieved using the NetApp thin provisioning, deduplication, and FlexClone components of the solution.
Note that the NetApp best practice is to store the user data and profile in a CIFS share on a NetApp NAS
volume and served using Microsoft® roaming profiles and/or folder redirection. This allows better
management and protection of the important user data. NetApp intelligent caching and PAM enhance the
end user experience. Space-efficient VMs can be rapidly created and imported into VMware View Manager
using RCU, the NetApp plug-in in VMware vCenter Server. Effective solution monitoring, management, and
data protection for both the OS data and user data can be achieved using VM Insight, Operations Manager,
SMVI, SnapVault®, SnapMirror, and RAID-DP.

Table 3) Individual Desktops.

VMware View Manager NetApp and VMware Solution
Virtual
Des_,ktop Desktop Access - Operational Data
Delivery S Storage Efficiency Performance o .
Provisioning  Mode Agility Protection
Model
Method
User Data
Thin CIFS home RCU RAID-DP
isioni directories Intelligent VM Insight
Individual | NetApp Non- provisioning Thin caching ) SMvI
Desktop | RCU persistent | FlexClone - Operations SnapVault
o provisioning PAM Manager
Deduplication Deduplication SMVI SnapMirror

6.2 MANUAL DESKTOP POOL

If you are planning to implement manual desktop pool as part of the solution, you might choose to implement
either the persistent or non-persistent access modes. For both of these types of access modes, the
desired storage efficiency for the VM OS data (50% to 90%) and user data (up to 50%) can be achieved
using the NetApp thin provisioning, deduplication, and FlexClone components of the solution. Note that the
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NetApp best practice is to store the user data and profile in a CIFS share on a NetApp NAS volume and
served using Microsoft roaming profiles and/or folder redirection. This allows better management and
protection of the important user data. NetApp intelligent caching and PAM help achieve the desired end user
experience. Space-efficient VMs can be rapidly created and imported into VMware View Manager using
RCU, the NetApp plug-in in VMware vCenter Server. Effective solution monitoring, management, and data
protection can be achieved using VM Insight, Operations Manager, SMVI, SnapVault, SnapMirror, and
RAID-DP.

Table 4) Manual Desktop Pool.

VMware View Manager NetApp and VMware Solution
Virtual
De;ktop Desktop Access " Operational Data
Delivery o Storage Efficiency Performance P :
Provisioning Mode Agility Protection
Model
Method
User Data
Thin CIFS home RCU RAID-DP
Manual Persistent | provisioning | directories Intelligent VM nsight | o\ )
Desktop NetApp /Non- Thin caching i
RCU ; FlexClone o Operations | o Vault
Pool persistent provisioning PAM Manager p
Deduplication | ey piication MV SnapMirror

6.3 AUTOMATED DESKTOP POOL

If you are planning to implement automated desktop pools as part of the solution, you might choose to
implement either a VMware full clone solution, a VMware linked clone solution, or a mix of the two.

VMWARE FULL CLONE

This solution supports use of both persistent and non-persistent access modes. With both of these types
of access modes, the desired storage efficiency for the VM OS data (50% to 90%) and user data (up to
50%) can be achieved using NetApp thin provisioning and deduplication components of the solution. NetApp
best practice is to store the user data and profile in a CIFS share on a NetApp NAS volume and served
using Microsoft roaming profiles and/or folder redirection. This allows better management and protection of
the important user data. NetApp intelligent caching and PAM helps achieve the desired end user
experience. Effective solution monitoring, management, and data protection can be achieved using VM
Insight, Operations Manager, SMVI, SnapVault, SnapMirror, and RAID-DP.

Table 5) VMware full clone.

VMware View Manager NetApp and VMware Solution
Virtual
De;ktop Desktop Access - Operational Data
Delivery Lo Storage Efficiency Performance B :
Provisioning  Mode Agility Protection
Model
Method
OS Data User Data
) Ei:ilrltzagtgr(i)g;e ) VM Insight RAID-DP
Automated Persistent/ | Thin Intelligent , SMVI
Desktop clone Non- p g Thin 9 Manager
Pool persistent | peduplication | Provisioning PAM 9 SnapVault
Deduplication SMVI SnapMirror
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VMWARE LINKED CLONE
VMware linked clone solution also supports both the persistent and non-persistent access modes.

e For persistent access mode, the desired storage efficiency (50% to 90%) for the VM “OS data disk”
can be achieved using VMware linked clones and NetApp thin provisioning components of the solution.
The storage efficiency for the “user data disk” (up to 50%) can be achieved using NetApp
deduplication and thin provisioning. Alternatively, depending on your data management and protection
requirements for the important user data, you might choose to follow the same process of storing the
user data and profile in a CIFS share on a NetApp NAS volume and served using Microsoft roaming
profiles and/or folder redirection.

e For non-persistent access mode, the desired storage efficiency (50% to 90%) for the VM “OS data
disk” can be achieved using VMware linked clones and NetApp thin provisioning components of the
solution. The storage efficiency (up to 50%) for the user data can be achieved using NetApp
deduplication and thin provisioning. Note that the NetApp best practice is to store the user data and
profile in a CIFS share on a NetApp NAS volume and served using Microsoft roaming profiles and/or
folder redirection. This allows better management and protection of the important user data.

For both persistent and non-persistent access modes, NetApp intelligent caching and PAM help enhance
the end user experience. Effective solution monitoring, management and data protection can be achieved
using VM Insight, Operations Manager, SMVI, SnapVault, SnapMirror, and RAID-DP.

Table 6) VMware linked clones.

VMware View Manager NetApp and VMware Solution
Virtual
Des_ktop Desktop Access . Operational = Data
Delivery Lo Storage Efficiency Performance P :
Provisioning = Mode Agility Protection
Model
Method
OS Data User Data
VMware CIFS home
linked clones directories ) VM Insight | RAID-DP
Automated Persistent (optional) Intelligent , SMVI
VMware . cachin Operations
Desktop ) /Non- Thin , 9
linked clone . s Thin Manager SnapVault
Pool persistent | provisioning T PAM p
provisioning SMVI Shaom
icati o napMirror
Deduplication Deduplication

To summarize, NetApp solution strongly complements all the desktop delivery models and user access
modes in VMware View Manager to provide a highly cost-effective, high-performing, operationally agile, and
integrated VMware View solution.

7 ACCELERATING VMWARE VIEW WITH INTELLIGENT CACHING

7.1 CONCEPTS

VMware View by nature is a read-intensive technology. Some critical VMware View operational challenges
experienced by most scalable deployments today are:

e Boot storms
e Login storms
e Virus scan storms

Boot storm is a somewhat rare but real condition when some or all virtual desktop machines start
simultaneously. This can happen as a result of rolling out mass OS updates, new application installation,
maintenance window, server failures, or any number of practical issues or interruptions. Login storms and
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virus scan storms are also critical situations as they create spikes of activity for the entire solution. The
traditional methods for addressing these critical challenges are:

e Increase cache for both ESX servers and storage devices
e Increase the spindle count
e Add more storage devices

The NetApp and VMware View solution addresses these challenges in a unique way, with NO negative
tradeoffs to the customer environment. The NetApp intelligent caching in Data ONTAP, Performance
Acceleration Module, FlexClone and deduplication are key components of the NetApp and VMware View
solution that create an intelligent deduplication-aware read cache that helps customers:

e Dramatically reduce their storage footprint by more than 80% (validated in the NetApp solutions lab)

e Increase performance by up to 70% in the form of better network utilization (validated in the NetApp
solutions lab)

e Decrease overall storage solution costs

NetApp intelligent caching eliminates the requirement for a large number of spindles to serve read-intensive
VMware View workloads, while NetApp FlexClone and deduplication can further reduce the number of
spindles required to store data.

7.2 BENEFITS OF INTELLIGENT CACHING
The following are some of the key benefits of using intelligent caching.

¢ Increased performance: With intelligent caching, in combination with FlexClone and deduplication,
latencies decrease significantly by a factor of 10X versus serving data from the fastest spinning disks
available, giving sub-millisecond data access (validated in the NetApp solutions lab). Decreasing the
latency results in higher throughput and lower disk utilization, which directly translates into fewer disk
reads.

¢ Lowering TCO: Requiring fewer disks and getting better performance allow customers to increase the
number of virtual machines on a given storage platform, resulting in a lower total cost of ownership.

e Green benefits: Power and cooling costs are reduced as the overall energy needed to run and cool the

PAM is significantly less than even a single shelf of Fibre Channel disks. A standard disk shelf of

300GB 15K RPM disks can consume as much as 340 Watts/hr and generate heat up to 1394BTU/hr. In

contrast, the PAM card consumes only a mere 18 Watts/hr and only generates 90BTU/hr. By not

deploying a single shelf, the power savings alone can be as much as 3000kWh/year per shelf (validated
in the NetApp solutions lab). In addition to the environmental benefits of heating and cooling, each shelf

not used saves 3U of rack space. For real-world deployment, a NetApp solution (with PAM as a key
component) would typically replace several such storage shelves; therefore, the savings could be
considerably higher than comparing to one disk shelf.

Power Consumption Heat Generated
:Oﬁ 3 N — tjﬁ el 94% Less
300 95% Less 1200 Heat
250 Power _ 1000
E 200 Used § HO
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o I o |
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Figure 9) Power and heat savings for PAM vs. FC 15K disk shelf.



7.3 DEDUPLICATION & NON-DUPLICATION TECHNOLOGIES

Using NetApp Deduplication and File FlexClone not only can reduce the overall storage footprint of VMware
View desktops but also can improve performance by leveraging intelligent caching. Data that is deduplicated
or non-duplicated, in the case of File FlexClone data, on disk will only exist in intelligent cache once per
volume. All subsequent reads from any of the VM disks (VMDKSs) of a block that is already in cache will be
read from cache and not from disk, therefore improving performance by 10x. Any non-deduplicated data that
is not in cache must be read from disk. Data that is deduplicated but does not have as many block
references as a heavily deduped VMDK will appear in cache only once but based on the frequency of
access might be evicted earlier than data that has many references or is heavily used.
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Deduplication within VMware Environments
VMware View deployments can reduce storage footprint by up to 99%.
This diagram demonstrates the initial deployment where all blocks are duplicate blocks.

Figure 10) NetApp deduplication in VMware environments.

Deduplication Guidelines

e Deduplication is configured and operates on the flexible volumes only.

e Data can be deduplicated up to 255:1 without consuming additional space.

e Each storage platform has different deduplication limits.

e Each volume has a dense and non-dense size limit.

e Deduplication is configured using the command line.

e Requires Data ONTAP 7.2.5.1, 7.3P1, or later.

e Both a_sis and NearStore® must be licensed for deduplication to work.

e Run deduplication prior to creating Snapshot copies or running SnapMirror or SnapVault updates.

For more detailed information on deduplication, refer to NetApp TR-3505: NetApp Deduplication for FAS,
Deployment and Implementation Guide.
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7.4 INTELLIGENT CACHING DETAILS

Intelligent caching is performed natively within Data ONTAP and can be extended with the use of a
Performance Acceleration Module. PAM has both a hardware component (the PAM module) and software
component (FlexScale). This section will describe these components and the NetApp best practices to use
them in a VMware View environment.

7.4.1 Intelligent Caching in Data ONTAP

Data ONTAP will only store a single block in cache for up to 255 physical blocks. Data ONTAP intelligent
caching is available in all versions of Data ONTAP 7.3.1 or higher. This means that intelligent caching can
be used in every FAS, V-Series, & IBM N Series that support Data ONTAP 7.3.1 and block sharing
technologies.

How Data ONTAP Intelligent Caching Functions

When a data block is requested, Data ONTAP reads the block into main memory (also known as the
WAFL® buffer cache). If that data block is a deduplicated block, in that it has multiple files referencing the
same physical block, each subsequent read of that same physical block will come from cache as long as it
has not been evicted from cache. Heavily referenced blocks that are frequently read will reside in cache
longer then blocks that have fewer references or less frequent access. The effect this has is that since main
memory can be accessed much faster then disk, latency is decreased, disk utilization is decreased, and
network throughput is increased thus improving overall performance and end user experience without any
negative tradeoffs.
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Figure 11) Intelligent caching function with dedupe.

How Data ONTAP Intelligent Caching Functions with PAM

NetApp has the ability to extend Data ONTAP’s native Intelligent Caching with the use of the Performance
Acceleration Module. As long as that block is not evicted from both caches, all subsequent reads will be
performed from main memory or PAM, thus improving performance by not having to go to disk. Again the
more heavily the data is deduplicated and more frequently accessed the longer it will stay in cache.
Intelligent caching combined with NetApp disk deduplication provides cost savings on many levels without
any negative tradeoffs.
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Figure 12) Intelligent caching with PAM and deduplication.

PAM?

The decision on whether to use PAM in addition to Data ONTAP intelligent caching is based on the amount
of deduplicated data and the percentage of reads within the environment. As users of the VMware View
environment create more data, the amount of deduplicated data will change, thus affecting the cache hit
rate. Thus, more cache might be needed if the data becomes more unique (even after running regular
deduplication operation on the new data).

NetApp recommends when possible to always use Data ONTAP 7.3.1 or later for VMware View
environments. For environments with greater than 500 virtual desktops per NetApp storage controller,
NetApp recommends the use of both Data ONTAP caching and at least one PAM module per storage
controller.

7.4.2 The PAM Module

The PAM is a PCI Express card that can be installed in FAS3000, V3000, FAS6000, and V6000 series
platforms running Data ONTAP 7.3 or higher. Each module contains 16GB of DRAM. The VMware View
solution can be composed of one (16GB) to 10 (160GB) PAM cards per FAS or V-Series storage cluster
depending on the customer requirements. Details on the number of modules per platform can be found at
www.netapp.com/us/products/storage-systems/performance-acceleration-module/performance-acceleration-

tech-specs.html.
How the PAM Functions Without Deduplication

The PAM works by receiving data blocks that have been evicted from main memory. After evicted from main
memory, should the same block be required for a second time and that block has not been evicted from
PAM, that block is read from PAM and placed into main memory. Every block, whether or not it contains the
same data as another block, is read first from disk. This is how legacy storage arrays operate in that the first
of all reads must come from disk, and subsequent reads depend on the size of the cache. This is the reason
legacy vendors require large amounts of cache.
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Figure 13) NetApp PAM without deduplication.

How the PAM Functions with Deduplication

PAM receives data blocks that have been evicted from main memory. After eviction from main memory,
should a block be required for a second time, that block is read from PAM, a cache hit, and placed into main
memory. If the block being requested is a duplicate block that has been deduplicated (also known as a
shared block), the block is read from PAM to main memory. As long as that block is not evicted from cache,
all subsequent reads will be performed from PAM, thus improving performance by not having to go to disk.
Intelligent deduplicated caching combined with NetApp disk deduplication provides cost savings on many
levels without any negative tradeoffs.
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Figure 14) NetApp PAM with deduplication.

7.4.3 FlexScale

FlexScale is the tunable software component to the PAM. It is a licensed feature of Data ONTAP 7.3 or
greater. FlexScale allows different caching modes to be used based on the type of workload. The different
modes of caching are metadata only, normal user data, and low-priority blocks. Extensive scalable VMware
View testing within the NetApp solution labs has shown that significant performance improvements can be
gained by turning on all three caching modes in FlexScale. Below are the instructions for licensing and
enabling FlexScale.

Table 7) Installing the FlexScale license.

Step Action

1 Connect to the controller system’s console, using either SSH, telnet, or serial console.

2 Check to see if the FlexScale license has already been installed by typing license and finding
line that says flex_scale:
license

3 If FlexScale is not licensed, you can license it by issuing the following command. If you do not

have your license available, you can locate it within the NOW™ (NetApp on the Web) site:
http://now.netapp.com.

license add <License_Key>

Table 8) Changing the FlexScale caching modes for use with VMware View workloads.

Step Action

1 Connect to the controller system’s console, using either SSH, telnet, or serial console.
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2 Change the following options with the following commands. This turns on metadata, normal
user data, and low-priority blocks caching.

options flexscale.enable on
options flexscale.normal_data_blocks on

options Fflexscale.lopri_blocks on

3 You can verify these settings have been changed:

options flexscale

7.4.4 Predictive Cache Statistics (PCS)

PCS is a method of simulating cache to determine if one or more Performance Acceleration Modules would
be necessary for the given VMware View workload. If you have not already purchased a PAM card, you can
engage a NetApp or partner systems engineer to assist with collecting predictive cache statistics. The PCS
counters are available in Data ONTAP 7.3 or higher.

7.5 SUMMARY OF INTELLIGENT CACHING IN A VMWARE VIEW ENVIRONMENT

NetApp has seen significant performance improvement with intelligent caching during VMware View boot
storm benchmarking at customer sites and internal NetApp solutions lab. In the NetApp solutions lab, 4,096
Windows XP VMs were simultaneously booted from a single FAS3070 active-active midtier storage
controller. During these tests detailed controller statistics and ESX statistics were collected. The tests were
performed with and without PAM and with and without deduplication. The test results demonstrated that with
the PAM in the VMware View solution, we can provide:

e Upto 70% increase the network throughput
e Up to 67% decrease in the number of reads from disk
e Up to 40% improvement in the boot time

To summarize, in our labs we were able to boot 4,096 VMs using PAM and deduplication in under 30
minutes. Intelligent caching with Data ONTAP or PAM and deduplication provide significant value in a
VMware View environment with no negative tradeoffs.

The Intelligent Caching Value

e Cache efficiency: Deduplication occurs not only on disk but also in cache. Working sets of data are
deduplicated so larger caches are not needed as in traditional storage solutions.

e Performance acceleration: Blocks read from cache are served 10 times faster, as latency is reduced
by a factor of 10.

e Storage efficiency: Allows you to reduce the spindle count even further as large percentage of the 1/O
requests are served up directly from intelligent cache.

e Lower TCO: NetApp intelligent caching and deduplication reduce rack space, power, and cooling.
NetApp Recommendations

Since read 10 can be greatly reduced by using intelligent caching NetApp recommends the use of Data
ONTAP 7.3.1 or later. This version supports intelligent caching across our entire truly Unified Storage
product line. For Mid & High Tier systems the use of Intelligent Caching with both Data ONTAP and
extension of cache using the PAM card provides extended capabilities for larger environments.

The net result of intelligent caching is two fold, customers will buy less storage to serve IO’s from intelligent
cache and they will go faster by utilizing deduplication and NetApp’s Intelligent Caching in VMware View
environments. The end result will be enhanced user experience



8 STORAGE SIZING BEST PRACTICES

Storage estimation for deploying VMware View solutions on NetApp includes the following steps:
e  Gather essential solution requirements
e Perform performance-based and capacity-based storage estimation

e Getting recommendations on storage system physical and logical configuration

8.1 GATHER ESSENTIAL SOLUTION REQUIREMENTS

The first step of the storage sizing process is to gather the solution requirements. This is essential to size
the storage system correctly in terms of the model and the number of required NetApp storage controllers,
type and quantity of disk spindles, software features, and general configuration recommendations. The key
storage sizing elements are:

e Total number of VMs for which the system has to be designed (for example, 2000 Windows XP VMs).

e The types and percentage of different types of desktops being deployed. For example if VMware View
Manager is used, different desktop delivery models might require special storage considerations.

e Size per VM (for example, 20GB C: drive, 2GB data disk).

e VM OS (for example, Windows XP, Vista, and so on).

e  Worker workload profile (type of applications on the VM, IOPS requirement, if known).
e  Number of years for which the storage growth has to be considered.

o Disaster recovery/business continuance requirements.

e  Backup requirements (frequency and retention policies) for C: drives.

e Size of NAS (CIFS) home directories.

- NetApp strongly recommends storing user data on NAS (CIFS) home drives. Using NAS home
drives, companies can more efficiently manage and protect the user data and eliminate the need to
back up the virtual desktops.

e  For most of the VMware View deployments, companies might also plan to implement roaming profiles
and/or folder redirection. For detailed information on implementing these technologies, consult the
following documentation:

- Microsoft Configuring Roaming User Profiles

- NetApp TR-3367: NetApp Systems in a Microsoft Windows Environment

- Microsoft Configuring Folder Redirection

¢ VMware View Manager considerations: When implementing VMware View Manager, decide on the
following:

- Types of desktops that will be deployed for different user profiles

- Data protection requirements for different data components (OS disk, user data disk, CIFS home
directories) for each desktop type being implemented

- For automated desktop pools utilizing linked clone in persistent access mode, the user data and
profile can be hosted on a separate “user data disk.” Being a vmdk file, it is important to decide on
the user data disk size upfront. NetApp thin provisioning, deduplication, and SMVI data protection
solution components can be leveraged to achieve the desired storage efficiency and data
protection for the “user data disk”.


http://technet2.microsoft.com/windowsserver/en/library/b41402c2-c982-4bfb-891e-91b47f211e181033.mspx?mfr=true
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8.1.1 Performance Requirements

ESTIMATING ENVIRONMENT WORKLOAD

For proper storage sizing, it is critical to determine the IOPS requirement per virtual desktop. This involves
analyzing how busy the virtual desktops will be and the percentage of users who are heavy workers
(knowledge workers) versus light workers (for example, data entry workers). Important factors to be
considered are:

e Hourly, daily, monthly, and quarterly user workload (best case and worst case scenarios)
e Percent reads versus writes
e Commonality of data and how well the data will deduplicate as this is directly related to cache efficiency

e Impact of antivirus operation (scanning and virus definition updates) requirements (frequency,
schedules, and so on). For antivirus operations, one could either take a performance hit during
scheduled AV operations and impact the end user experience or appropriately design the VMware View
solution to make the AV operations seamless. The first option is definitely not desirable. The second
option is highly recommended. Long-term solution would be to implement a security technology such as
VMware VMsafe™ as and when it becomes available to help offload the virus scanning processing from
the guest.

e Any recommendations specific to VMware on storage performance and IOPS requirements for best-
case and worst-case situations for the customer environment. Also, VMware has provided some
guidelines on IOPS per heavy and light user in the “WMware VDI Storage Considerations” white paper.

PERFORMANCE DATA COLLECTION METHODS

This performance data can be collected in many ways. If the VMware View environment is not new, one of
the following methods could be used:

e NetApp data collection tool: NetApp storage data collector and analyzer tool collect storage-specific
performance counters from a range of Windows clients and help analyze the collected data so that they
can be effectively used with the NetApp storage sizing tools. For details on how to obtain and run the
tool in your environment, contact your NetApp account team.

e VMware Capacity Planner data collector, Windows Logman tool, PlateSpin, and TekTools

In addition to the NetApp data collection tool, VMware Capacity Planner, Windows Logman, Perfmon,
PlateSpin, or TekTools can be used to analyze the existing physical desktops within the environment to
understand the 1/0 requirements.

Any of these methods can produce data that will assist in sizing the storage platform and the spindle count
required to service the workload.

Example formula:

Total storage IOPS requirement = (sum of all max IOPS/number of desktops tested) x number of virtual
desktops

Example:

During the performance data collection over 30 days, the max number of IOPS for 10 clients totaled 1,327.
The customer is looking to deploy 100 seats. From this sample one can calculate the estimated IOPS
requirement. From this number as it is a maximum, one would have to decide the probability of all the clients
reaching the max I/O requirement at the same time and adjusting an acceptable maximum, as architecting a
solution for this concurrency might not be necessary. The average of all IOPS on all clients can be used in to
get a better understanding of the daily load:

13,270 total max IOPS = (1,327 sum of max IOPS/10 desktops tested) x 100 future virtual desktops


http://www.netapp.com/us/library/technical-reports/tr-3347.html
http://www.vmware.com/resources/techresources/1073

8.2

PERFORMANCE-BASED AND CAPACITY-BASED STORAGE ESTIMATION PROCESS

There are two important considerations for sizing storage for VMware View. The storage system should be
able to meet both the performance and capacity requirements of the project and be scalable to account for
future growth. The steps for calculating these storage requirements are:

1.

2
3.
4

Determine storage sizing building block
Perform detailed performance estimation
Perform detailed capacity estimation

Obtain recommendations on the storage system physical and logical configuration

8.2.1 Determine Storage Sizing Building Block

The purpose of this step involves determining the logical storage building block or POD size. This means
deciding on the following parameters:

Storage building block scope: NetApp recommends the VMware View storage sizing building block to
be based on the number of datastores required per ESX cluster because it provides benefits of planning
and scaling the storage linearly with the number of ESX clusters required for the solution.

Determine the usable storage required per storage building block (per ESX cluster). For VMFS
datastores, there can be multiple LUNSs per flexible volume where each LUN is a datastore. For NFS
datastores, each volume can represent a datastore with more number of VMs as compared to VMFS
datastores.

Flexible volume layout across storage controllers: All the flexible volumes belonging to an ESX cluster
should be evenly split across the two controllers of the hosting NetApp storage cluster. This is
recommended for better performance as the VMware View deployment scales out from one HA cluster
to multiple, hundreds to thousands to tens of thousands of virtual desktops.

CONSIDER VMWARE ESX CONFIGURATION MAXIMUMS

Carefully review the VMware documentation on configuration maximums associated with the various
storage-related parameters critical to the system design. For ESX 3.5, review the document at
www.vmware.com/pdf/ivi3_35/esx_3/r35/vi3_35 25 config max.pdf.

The important configuration parameters critical to the design are:

Number of virtual CPUs per server: This information is important to understand the maximum limit on
the number of VMs that can be hosted on the physical server, irrespective of the number of cores per
server.

Number of virtual CPUs per core for VMware View workloads: This information will determine the upper
limit on the numbers of VMs that can be supported per physical ESX host, but it cannot be more than
the limit on number of virtual CPUs that can be hosted per server Consult your VMware SE for their
recommendation on humber of VMs that can be supported per ESX Server host.

Number of VMs managed per vCenter Server instance: This information will help determine the
maximum number of ESX hosts that can be managed by a single vCenter Server instance.

Number of NAS datastores per cluster: This information is critical for sizing scalable virtual desktops on
NFS datastores.

Number of VMFS datastores configured per server (for FC/iSCSI): This information is critical for sizing
scalable VMware View solutions on VMFS datastores.

Number of VMs per VMFS datastore: This information is critical for sizing scalable VMware View
solutions on VMFS datastores. For NFS, there are no VMware recommendations on the maximum
number of VMs per datastore.

Number of hosts per HA/DRS cluster

The above information should help determine the following design parameters:

Proposed number of VMs per ESX host


http://www.vmware.com/pdf/vi3_35/esx_3/r35/vi3_35_25_config_max.pdf

e  Proposed number of ESX host per ESX cluster

e Proposed number of datastores per ESX cluster

e  Proposed number of VMs per ESX cluster

e Number of ESX clusters managed by a vCenter instance
e Proposed number of VMs per datastore

e Total number of datastores required for the project

Provisioning fewer, dense datastores provides the key advantages of ease of system administration,
solution scalability, ease of managing data protection schemes, and effectiveness of NetApp deduplication.

DECIDE ON STORAGE PROTOCOL
The two shared storage options available for VMware View are:

e VMFS-based datastores over FC or iSCSI
e NFS-based datastores

NetApp is a true unified multiprotocol storage system that has the capability to serve storage for both the
options listed above from a single storage cluster without the use of additional SAN or NAS gateway
devices.

Both of these are viable and scalable options for VMware View. Consider reading NetApp TR-3697:
Performance Report: Multiprotocol Performance Test of VMware ESX 3.5 on NetApp Storage Systems for
results from a technical performance study conducted jointly by NetApp and VMware on different storage
protocols. Also, perform a cost benefit analysis for your environment and decide on the storage protocol to
be used. The key NetApp value proposition for VMware View holds true across all the protocols.

8.2.2 Perform Detailed Performance Estimation

This step involves estimating the total number of disk IOPS and PAM cards required for the VMware View
solution based on the requirements. Intelligent caching capabilities available in NetApp solution help
significantly reduce the amount of data disks required. The calculations are performed based on the IOPS
requirement per VM, version of Data ONTAP, intelligent caching, and the customer environment workload
characteristics. For getting detailed estimation on savings achieved for your environment, contact your
NetApp account team. The output of this step includes:

e Total number of PAM cards required
e Total IOPS required in order to meet the performance needs

e Percentage of the total IOPS that require data disks considering the NetApp intelligent caching and
PAM capabilities.

VMware View Manager Considerations: This step is applicable to all the seven virtual desktop types
available in VMware View Manager 3.0 and can help reduce the total number of spindles required.


http://www.netapp.com/us/library/technical-reports/tr-3697.html
http://www.netapp.com/us/library/technical-reports/tr-3697.html

8.2.3

Perform Detailed Capacity Estimation

The flowchart below describes the various steps involved in the capacity-based storage estimation process.
Each of these steps is discussed in detail below.

Determine
storage
required for
VM files

Factor in

scratch space

storage

requirements

Overview of Capacity Estimation Process

Determine
projected
storage
estimation
lifetime

Provisioning
with NetApp
FlexClone

Estimate
additional
storage
consumed
per VM

Estimate
storage
required for
FlexClone
volumes

Figure 15) Overview of capacity estimation process.

DETERMINE STORAGE REQUIRED FOR VM FILES
There are several files associated with each VM, and these files require shared storage in addition to the

actual VM.

Table 9) VMware file listing.

Estimate Gold
volume/
datastores

Consider gold
volume
deduplication
savings

Files Purpose Storage Required

.vmdk Two VMDK files that make up a VM. The —flat.vmdk file is the Size of the VM (for
actual data disk, and the .vmdk file is the descriptor file that example, 20GB)
describes the disk geometry of the —flat file, (<2K). If considering
using VMware Snapshot copies, the —delta.vmdk files must be
considered as a part of the storage requirements.

.vswp Each VM will have its own VM-specific .vswp file based on the Amount of memory
amount of memory assigned to that VM. For example if you are assigned to each
sizing for 100 VMs, each with 512MB of RAM, then you need to VM (for example,
plan for 50GB storage for .vswp. 512MB/VM)
NetApp recommendation is to move the vswp file to a different
datastore if Snapshot copies are being considered. See NetApp
TR-3428: NetApp and VMware Virtual Infrastructure 3 Storage
Best Practices for more details on this recommendation.

.vmsd/.vmsn | A VMSN file stores the exact state of the VM when the Snapshot | The total space
copy was created. A VMSD file stores information and metadata | required for the
about Snapshot copies. It is important that space for these files non-VMDK files
be accounted, if temporary Snapshot copies have to be created. | might be 5% if the
Consider the number of Snapshot copies, how long they are vswp is moved to a
likely to be kept, and how much they would grow. If the Snapshot | separate datastore.
copies also include memory, then the space requirements can It will be higher
grow very quickly. (15%) if the vswp is

— - - — located on the

.vmx A vmx file is th_e primary configuration file for a VM and stores the same datastore.

important configuration parameters. This number will be
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Files Purpose Storage Required

.vmxf This is a supplemental configuration file in text format for VMs even more if there
that are in a team. Note that the .vmxf file remains if a VM is are specific
removed from the team. requirements for

creating and
retaining VMware
Snapshot copies.

.vmss This is the suspended state file, which stores the state of a
suspended VM.

.nvram This is the file that stores the state of the VM BIOS.
.log The log files contain information on the VM activity and are

useful in troubleshooting VM problems.
Total Size of VM + 5—
storage for 15% space for
VM files non-VMDK files

VMware View Manager Considerations:

e If you are planning to implement VMware View Manager, from calculation purpose, it is important to
understand the total space required per VM for individual desktops, manual desktop pool, and
automated desktop pool leveraging full clones. The actual storage required (output of the storage
estimation process) will be far less considering the NetApp solution space efficiency components.

e For “automated desktop pool” leveraging linked clones, estimate the space required by all the files that
make up the parent VM, replica VMs, OS data disks, user data disks, and vswap, considering the
policies for linked clone desktop refresh, recompose, and rebalance. For further details, refer to the
VMware View Manager System Administrator Guide.

DETERMINE PROJECTED STORAGE ESTIMATION LIFETIME

Determine the total number of years for which the storage growth has to be factored in. This is important
because when using the NetApp FlexClone and deduplication solution components, initially the VMs hosted
in the FlexClone volumes will not consume any space. But the new writes will require storage to commit the
writes.

PROVISIONING WITH FLEXCLONE

FlexClone provides simple, rapid, space-efficient, zero upfront cost provisioning of VMware View datastores
using NetApp RCU. FlexClone technology uses the power of NetApp Snapshot technology to rapidly
provision VMFS or NFS datastores. The process of provisioning with FlexClone involves creating a gold
datastore and making multiple FlexClone of the datastore depending on the total number of VMs required.
This gold datastore is the base of the FlexClone volumes. For example, if you have an NFS volume with 200
VMs contained within the volume/datastore, leverage FlexClone to provision additional volumes of 200 VMs
within seconds. Using the power of FlexClone you can eliminate the need to clone each VM sequentially,
which can be a very time-consuming process, especially when provisioning hundreds or thousands of VMs.
For more information on FlexClone technology concepts, see NetApp TR-3347: FlexClone Volumes: A
Thorough Introduction.

VMware View Manager Considerations: If you are planning to implement VMware View Manager, the use
of NetApp FlexClone technology is applicable to the “individual desktops” and “manual desktop pool”
desktop delivery models. For “automated desktop pool” leveraging full clones, estimate the space required
by each full clone. Automated desktop pools can also benefit from the use of VMware linked clones.

ESTIMATE GOLD VOLUMES/DATASTORES

The next step is to size the gold datastore/volumes appropriately. The gold datastore is a datastore that will
be used as a base that will be cloned quickly and efficiently using FlexClone. Using gold datastores will
provide the ability to utilize the provisioning benefits associated with FlexClone. From an overall
management and scalability perspective, consider splitting the datastores for each ESX cluster equally
across the two controllers of the NetApp storage system. This would require two gold datastores (one per


http://www.vmware.com/pdf/viewmanager3_admin_guide.pdf
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NetApp controller) per ESX cluster. It also helps multiple ESX clusters have no dependencies on one
another for sharing storage. When using NetApp RCU with Data ONTAP 7.3.1 and higher, file-level
FlexClone can be leveraged to rapidly make space-efficient clones inside a gold volume.

This example demonstrates the sizing of a gold volume for an NFS environment in which we are creating
one datastore with 200 VMs. We have budgeted 10% overhead within the gold volume.

Example formula 1 (Data ONTAP 7.3.1 or higher):

Size of gold volume = [(space required per VM) x (number of datastores per flexible volume)] + 10% buffer
space

Example:

28GB gold volume (approx.) = [(25GB per VM) x (1 datastore per volume)] + 10%

Example formula 2 (Data ONTAP 7.3 or earlier):

Size of gold volume = [(space required per VM) x (number of VMs per datastore) x (number of datastores
per flexible volume)] + 10% buffer space

Example:
5.5TB gold volume = [(25GB per VM) x (200 VMs per datastore) x (1 datastore per volume)] + 10%

Note: The buffer space in formula 2 is only a temporary requirement so that the gold volume doesn’t get
100% full when all the VMs are added in the datastore. Set the Snapshot reserve to zero and disable the
default Snapshot schedule.

CONSIDER GOLD VOLUME DEDUPLICATION SAVINGS

Once the storage required per gold volume is determined, estimate the deduplication savings. For flexible
volumes with multiple identical VMs, the deduplication savings will be very high as the OS part of all the VMs
in the volume is almost identical.

Note: For deployments leveraging Data ONTAP 7.3.1 or higher, the gold datastore is already deduplicated
as a result of FlexClone file-level cloning inside the gold datastore. Therefore, factoring in deduplication
savings is valid only for deployments with Data ONTAP 7.3 or lower.

For VMware View on NetApp environments, we estimate the initial deduplication savings to be at least 80%
to 95% for the gold datastores as all virtual machines within the datastore are identical, given that there are
more than eight VMs per gold datastore.

For more general information on deduplication, refer to NetApp TR-3505: NetApp Deduplication for FAS,
Deployment and Implementation Guide.

The output of this step will give the storage required per gold flexible volume after the deduplication savings
have been factored in (for Data ONTAP 7.3 or lower). It might be also necessary to factor in additional space
for Snapshot reserve. The Snapshot reserve can be less for environments where the gold volume will not
change much and few Snapshot copies will be retained. Consult a NetApp SE for recommendations for your
data protection requirements.

Example formula:

Deduplicated gold volume size = [(size of gold FlexVol volume) x (% deduplication)] x % Snapshot reserve
space

Example:
121GB gold volume size = [(5.5TB FlexVol volume) x (98% savings)] x 10%

VMware View Manager Considerations: If you are planning to implement VMware View Manager, the use
of NetApp deduplication for gold datastore is applicable to the “individual desktops” and “manual desktop
pool” desktop delivery models. Deduplication scenarios for automated desktop pools leveraging linked
clones are discussed later in the document.


http://media.netapp.com/documents/tr-3505.pdf
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ESTIMATE ADDITIONAL STORAGE CONSUMED PER VM

All the VMs hosted on the flexible volumes provisioned with FlexClone will initially access the same data
blocks as the deduplicated gold volume. However, the new writes for every VM will consume new storage
blocks. Over the years for which the storage growth has to be considered, every FlexClone volume will have
consumed some new storage space.

Calculate the projected storage consumed by each VM over this time period, across all the VM storage
elements (OS/system files, data files on C drive) and non-VMDK files in the datastore:

1. Projected new storage consumed per year (GB) for OS part of the VM.

2. Projected new storage consumed per year (GB) for data part of the VM.

3. Projected new storage consumed per VM for non-VMDK files in the datastore.
4

Multiply each of these elements above with the total number of years for which the storage estimation is
being done.

Example formula:
Total additional storage/VM for OS part of the C drive = (yearly OS delta) x number years
Total additional storage/VM for data part of C drive = (yearly data delta) x number years

Total additional storage/VM for non-VMDK files in the datastore = (yearly non-VDMK files delta) x number
years

Example:

6GB total additional storage/VM for OS = (2GB OS) x 3 years

15GB total additional storage/VM for data = (5GB data) x 3 years
0.9GB total additional storage/VM for data = (300MB data) x 3 years

VMware View Manager Considerations: If you are planning to implement VMware View Manager,
considerations should be given to each desktop delivery model.

e The method described above is valid for VMs being used in the “individual desktops” and “manual
desktop pool” desktop delivery models.

e For automated desktop pools, leveraging linked clone, considerations should be given to the linked
clone desktop disk usage.

- For the VMs provisioned using linked clones in persistent access mode, based on your user
profiles, determine how much will be growth of the OS data disks between the refresh, recompose,
and/or rebalance operations.

- Also, for the VMs provisioned using linked clones in persistent access mode, determine the
projected growth of the “user data disk” over the lifespan of the user accessing this disk. It is
important to decide on the size of the vmdk file representing the user data disk upfront.

- For VMs provisioned using linked clones in non-persistent access mode, based on your user
profile, determine how much will be the OS data disk growth.

e  For further details, refer to the VMware View Manager System Administrator Guide.

ESTIMATE STORAGE REQUIRED FOR FLEXCLONE VOLUMES (CONSIDERING DEDUPE SAVINGS)

The storage required per FlexClone volume can be obtained by multiplying the results of the previous step
with the total number of VMs planned per FlexClone volume and discounting the deduplication savings. This
will also be a factor of number of VMs hosted per FlexClone volume. The deduplication savings for the OS
image part of the C: drive will be higher because all the patches and upgrades applied to each VM will
essentially be the same. A conservative number for the OS part would be between 50% and 70% (based on
existing customer deployments and NetApp solutions lab validation). However, the deduplication savings for
the data part of the C: drive might not be as dense as the OS images as it is unique to each individual VM. A
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conservative number for the data part would be between 20% and 50%, as is seen in CIFS home directory
deduplication savings for customer deployments.

Example formula:

Per FlexVol volume storage consumption = [(Total additional storage per VM for OS) x (number of VMs per
FlexClone volume) x deduplication savings] + [(total additional storage per VM for data) x (humber of VMs
per FlexClone volume) x deduplication savings] + [(total additional storage/VM for non-VMDK files in the
datastore) x (number of VMs per FlexClone volume) x deduplication savings]

Example:

1950GB per FlexVol volume storage consumption = (6GB x 200 VMs) x 70% savings + (15GB x 200 VMSs) x
50% savings + (0.9GB x 200 VMs) x 50% savings

For environments in which Snapshot and/or mirroring will not be used for the VM C drives, NetApp
recommends setting the Snapshot reserve to 0% and disabling the Snapshot schedule. If Snapshot copies
or SnapMirror will be used, the snap reserve should be set to a value that will allow for the planned number
of Snapshot copies.

Table 10) Adjusting Snapshot reserve and Snapshot schedule.

1 Connect to the controller system’s console, using either SSH, telnet, or serial console.

2 Set the volume Snapshot reserve:

snap reserve <vol-name> ##

3 Set the volume Snapshot schedule:

snhap sched <vol-name> 0 0 O

The output of this step is the total usable storage required by each FlexClone volume. This number can be
extrapolated to calculate the total usable storage required for the gold volumes and associated FlexClone
volumes per ESX cluster and ultimately for the entire environment depending on the total number of ESX
clusters required. Again, NetApp recommends splitting the datastores for each ESX cluster across the two
controllers of the NetApp storage system.

View Manager Considerations:

e The considerations in this step are valid for VMs provisioned using NetApp RCU (leveraging FlexClone
technology) configured either as individual desktops and part of manual desktop pool.

e For VMs provisioned as part of automated desktop pools using VMware full clones, 50% to 90% storage
savings can be achieved using NetApp deduplication. Consider these savings in the storage estimation
process.

e For VMs provisioned as part of automated desktop pools using VMware linked clones, significant
storage savings can be achieved for the “user data disk” using NetApp deduplication. A conservative
number to consider would be between 20% and 50%, as seen for home directories.

FACTOR IN SCRATCH SPACE STORAGE REQUIREMENTS

If required, factor in additional storage (scratch space) for test and dev operations or any other reason. This
step is not mandatory, but highly recommended (for future or last-minute design changes).

SUMMARY OF CAPACITY-BASED STORAGE ESTIMATION PROCESS

The capacity calculations have provided guidance to the following essential storage architecture elements:
e Total number of datastores per gold volume

e Total number of FlexClone volumes per gold volume

e Total storage required per gold volume



e Total storage required per FlexClone volume

e Total storage required for each gold and FlexClone volume combination

e  Total number of gold and FlexClone volume combinations

e Total storage required for all the gold and FlexClone volume combinations

e All the storage considerations for different desktop delivery models available in VMware View Manager

SUMMARY OF STORAGE CONSIDERATIONS FOR DIFFERENT DESKTOP DELIVERY MODELS IN
VMWARE VIEW MANAGER

The table below summarizes the storage sizing considerations for different desktop deployment models in

VMware View Manager, specifically with linked clones.

Table 11) Summary of storage considerations for desktop delivery models.

Desktop
Delivery

Model

Virtual
Desktop
Provisioning
Method

Generic
Recommendations

o Determine the
types of desktops
that will be
deployed for
different user
profiles

e Determine data

Individual NetApp RCU ;

Desktop (FlexClone) protection
requirements for
different data
components (OS
disk, user data
disk, CIFS home
directories) for
each desktop type
o Consider reading

I\Dﬁsgéilp NetApp RCU | the VMware View

Pool (FlexClone) Manager System
Administrator
Guide

VMware full
clone

Automated

Desktop

Pool

VMware
linked clone

Special Storage Considerations

Primary objective of the discussion in this section of the
document

e Estimate the space required by each full clone

e Leverage NetApp deduplication to achieve 50% to
90% storage efficiency

e Consider the storage savings in the storage
estimation process

e Estimate the space required by all the files that
make up the parent VM, replica, OS data disks, user
data disks, and vswap considering the policies for linked
clone desktop refresh, recompose, and rebalance.
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Virtual

DEEhIE Desktop Generic

Delivery
Model

Special Storage Considerations

Provisioning Recommendations
Method

e Consider space in each datastore for different
replica(s). The number of replica(s) in a datastore will
depend on the total number of parent VMs and Snapshot
copies to which the active linked clone VMs in each
datastore are anchored.

e Decide on your storage overcommit policies to
determine the number of linked clone VMs that can be
hosted in a datastore. For detailed information, refer to
the VMware View Manager System Administration
Guide.

e  Give consideration to the linked clone desktop disk

usage as in some instances, the OS data disk can grow
to the size of the parent VM (for details, see the VMware
View Manager System Administration Guide).

e For the persistent access mode, based on your user
profiles, determine how much will be the growth of the
OS data disks between the refresh, recompose, and/or
rebalance operations.

e For the persistent access mode, determine the
projected growth of the user data disk over the lifespan
of the user accessing this disk. This is important to
decide in the design phase of the project.

e For the persistent access mode, significant storage
savings can be achieved for the user data disk using
NetApp thin provisioning and data deduplication. A
conservative number to consider would be between 20%
and 50%, as seen for home directories.

e For the persistent access mode, NetApp SMVI data
protection solution can be leveraged to achieve the
desired storage efficiency and data protection for the
“user data disk”.

e For non-persistent access mode, based on your
user profile, determine the growth rate of the OS data
disk. Consider policies such as delete VM after first use
to conserve storage space.
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Figure 16) FlexClone scalability.

8.3 Getting Recommendations on Storage System Physical and Logical Configuration

Provide the total capacity and performance requirements to the NetApp SE and obtain appropriate storage
system configuration. If required, NetApp can help you in each phase of the process discussed above.
NetApp has detailed VMware View specific sizing tools that can help architect VMware View deployments of
any scale. The tools are designed to factor in all the NetApp storage efficiency and performance
acceleration components discussed above.

This step also involves planning the logical architecture (the total number of gold and the associated
FlexClone volumes that should be provisioned per aggregate). The recommendation is to provision fewer
large aggregates over more, smaller aggregates. The advantages to larger aggregates are that the 1/0 has
more disks to write across, therefore increasing the performance of all volumes contained within the
aggregate. Based on the estimated volume size from capacity calculations section above, determine the
number of gold and associated FlexClone volumes that can be hosted in the largest possible aggregate. It is
also a good idea to leave some room to grow the aggregates to handle situations when unexpected growth
occurs. Also, disable scheduled aggregate Snapshot copies and set the aggregate snap reserve to 0. Make
sure the data disk in the aggregate satisfies the performance requirements for the proposed number of VMs
for volumes to be hosted in the aggregate.



9 STORAGE ARCHITECTURE BEST PRACTICES

In a VMware View environment, the availability and performance of the storage infrastructure are very
critical because thousands of users will be impacted by storage outages or performance issues. Thus the
storage architecture must provide the level of availability and performance typical for business-critical
applications. NetApp has all the software and hardware solutions that address the availability and
performance for large, scalable VMware View environments.

9.1 STORAGE SYSTEM CONFIGURATION BEST PRACTICES

This section of the solution guide provides a high-level overview of the components and features that should
be considered when deploying a VMware View infrastructure on NetApp. For detailed information on storage
resiliency, refer to the following TRs:

e NetApp TR-3437: Storage Best Practices and Resiliency Guide

e NetApp TR-3450: Active-Active Controller Overview and Best Practices Guidelines

9.1.1 Building a Resilient Storage Architecture

ACTIVE-ACTIVE NETAPP CONTROLLERS

The controller in a storage system can be a single point of failure if not designed correctly. Active-active
controllers provide controller redundancy and simple automatic transparent failover in the event of a
controller failure to deliver enterprise-class availability. Providing transparent recovery from component
failure is critical as all desktops rely on the shared storage. For more details, visit
www.netapp.com/us/products/platform-os/active-active.html.

MULTIPATH HIGH AVAILABILITY (HA)

Multipath HA storage configuration further enhances the resiliency and performance of active-active
controller configurations. Multipath HA—configured storage enhances storage resiliency by reducing
unnecessary takeover by a partner node due to a storage fault, improving overall system availability and
promoting higher performance consistency. Multipath HA provides added protection against various storage
faults, including HBA or port failure, controller-to-shelf cable failure, shelf module failure, dual intershelf
cable failure, and secondary path failure. Multipath HA helps provide consistent performance in active-active
configurations by providing larger aggregate storage loop bandwidth. For more information, visit
http://media.netapp.com/documents/tr-3437.pdf.

RAID DATA PROTECTION

Data protection against disk drive failure using RAID is a standard feature of most shared storage devices,
but with the capacity and subsequent rebuild times of current hard drives where exposure to another drive
failure can be catastrophic, protection against double disk failure is now essential. NetApp RAID-DP is an
advanced RAID technology that is provided as the default RAID level on all FAS systems. RAID-DP
provides performance that is comparable to that of RAID 10, with much higher resiliency. It provides
protection against double disk failure as compared to RAID 5, which can only protect against one disk
failure. NetApp strongly recommends using RAID-DP on all RAID groups that store VMware View data. For
more information on RAID-DP, refer to NetApp white paper 3298 at www.netapp.com/us/library/white-
papers/wp 3298.html.

REMOTE LAN MANAGEMENT (RLM) CARD

The RLM card improves storage system monitoring by providing secure out-of-band access to the storage
controllers, which can be used regardless of the state of the controllers. The RLM offers a number of remote
management capabilities for NetApp controllers, including remote access, monitoring, troubleshooting,
logging, and alerting features. The RLM also extends AutoSupport capabilities of the NetApp controllers by
sending alerts or "down storage system" notification with an AutoSupport message when the controller goes
down, regardless of whether the controller can send AutoSupport messages. These AutoSupport messages
also provide proactive alerts to NetApp to help provide faster service. For more details on RLM, visit
http://now.netapp.com/NOW/download/tools/rim_fw/info.shtml.
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NETWORKING INFRASTRUCTURE DESIGN (FIBRE CHANNEL OR IP)

A network infrastructure (FC or IP) should have no single point of failure. A highly available solution includes
having two or more FC or IP network switches, two or more HBAs or NICs per host, and two or more target
ports or NICs per storage controller. In addition, if using Fibre Channel, two independent fabrics are required
to have a truly redundant architecture.

For additional information on designing and deploying an FC solution, refer to the FC/iSCSI configuration
guide at
http://now.netapp.com/NOW/knowledge/docs/san/fcp _iscsi_config/QuickRef/fc_iscsi_config_guide.pdf.

For additional information on designing and deploying an IP solution, refer to TR-3428: NetApp and VMware
Virtual Infrastructure 3 Storage Best Practices.

9.1.2 Top Resiliency Best Practices

e Use RAID-DP, the NetApp high-performance implementation of RAID 6, for better data
protection.

o Use multipath HA with active-active storage configurations to improve overall system
availability as well as promote higher performance consistency.

o Use the default RAID group size (16) when creating aggregates.

e Allow Data ONTAP to select disks automatically when creating aggregates or volumes.
o Use the latest Data ONTAP general deployment release available on the NOW site.

o Use the latest storage controller, shelf, and disk firmware available on the NOW site.

o Disk drive differences are FC, SAS, SATA disk drive types, disk size, and rotational speed
(RPM).

e Maintain two hot spares for each type of disk drive in the storage system to take advantage of
Maintenance Center.

e Do not put user data into the root volume.
o Replicate data with SnapMirror or SnapVault for disaster recovery (DR) protection.
o Replicate to remote locations to increase data protection levels.

e Use an active-active storage controller configuration (clustered failover) to eliminate single
points of failure (SPOFs).

o Deploy SyncMirror® and RAID-DP for the highest level of storage resiliency.

For more details, refer to NetApp TR-3437: Storage Best Practices and Resiliency Guide.

9.1.3 Building a High-Performance Storage Architecture

A VMware View workload can be very 1/O intensive, especially during the simultaneous bootup, login, and
virus scan within the virtual desktops. These first two workloads are commonly known as a “boot storm” and
“login storms.” A boot storm, depending on how many ESX Servers and guests are attached to the storage,
can create a significant performance impact if the storage is not sized properly. A boot storm can affect both
the speed in which the VMware desktops are available to the customer and overall customer experience. A
“virus scan storm” is similar to a boot storm in 1/O but might last longer and can significantly affect customer
experience. A virus scan storm is when a virus scan within the guest is initiated on all the clients at once.
Due to these factors, it is important to make sure that the storage is architected in such a way to eliminate or
decrease the impact of these events.

AGGREGATE SIZING

An aggregate is NetApp’s virtualization layer, which abstracts physical disks from logical data sets that are
referred to as flexible volumes. Aggregates are the means by which the total IOPS available to all of the
physical disks are pooled as a resource. This design is well suited to meet the needs of an unpredictable
and mixed workload. NetApp recommends that whenever possible a small aggregate should be used as the
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root aggregate. This aggregate stores the files required for running and providing GUI management tools for
the storage system. The remaining storage should be placed into a small number of large aggregates. The
overall disk I/0O from VMware environments is traditionally random by nature, so this storage design gives
optimal performance because a large number of physical spindles are available to service 1/O requests. On
smaller storage systems, it might not be practical to have more than a single aggregate, due to the restricted
number of disk drives on the system. In these cases, it is acceptable to have only a single aggregate.

HARD DISK DRIVE CHARACTERISTICS

When architecting a VMware View storage environment, it is best to use FC disk drives. These drives have
the ability to serve more 1/Os per second than a 7200 RPM SATA. The speed of the disks might not improve
performance on a per desktop basis, but during a boot or virus storm, these higher speed FC disk drives will
decrease boot time and allow users to log on sooner.

PAM

The PAM is an intelligent read cache that improves read performance and in turn increases throughput and
decreases latency. It provides greater system scalability by removing IOPS limitations due to disk
bottlenecks and lowers cost by providing the equivalent performance with fewer disks. Leveraging the PAM
card in a dense (deduplicated) volume allows all the shared blocks to be accessed directly from the
intelligent, faster PAM card versus disk. The PAM card provides great benefits in a VMware View
environment, especially during a boot storm, login storm, or virus storm, as only one copy of deduplicated
data will need to be read from the disk (per volume). Each subsequent access of a shared block will be read
from PAM cache and not from disk, increasing performance and decreasing latency and overall disk
utilization.

DISK CONFIGURATION SUMMARY

When sizing your disk solution, consider the number of desktops being served by the storage controller/disk
system and the number of IOPS per desktop. This way one can make a calculation to arrive at the number
and size of the disks needed to serve the given workload. Remember, keep the aggregates large, the
spindle count high, and rotational speed fast. When one factor needs to be adjusted, the PAM card can help
eliminate any potential bottlenecks to the disk.

FLEXIBLE VOLUMES

Flexible volumes contain either LUNs or virtual disk files that are accessed by VMware ESX Servers.
NetApp recommends a one-to-one alignment of VMware datastores to flexible volumes. This design offers
an easy means to understand the VMware data layout when viewing the storage configuration from the
storage system. This mapping model also makes it easy to implement Snapshot backups and SnapMirror
replication policies at the datastore level, because NetApp implements these storage side features at the
flexible volume level.

LUNS

LUNSs are units of storage provisioned from a NetApp storage controller directly to the ESX Servers. The
LUNSs presented to the ESX Server are formatted with the VMware File System (VMFS). This shared file
system is capable of storing multiple virtual desktops and is shared among all ESX Servers within the
HA/DRS cluster. This method of using LUNs with VMFS is referred to as a VMFS datastore. For more
information, see the VMware Storage/SAN Compatibility Guide for ESX Server 3.5 and ESX Server 3i.



10 DEPLOYING NETAPP SPACE-EFFICIENT VM CLONES ON NFS

This chapter demonstrates the steps involved in deploying NetApp space-efficient clones using the NetApp
Rapid Cloning Utility version 2.0. The NetApp Rapid Cloning Utility, or RCU, allow administrators to leverage
the power of NetApp FlexClone (both file and volume), thin provisioning, and deduplication capabilities
directly from the VMware vCenter Server GUI. Integrating NetApp capabilities into VMware vCenter Server
allows VMware administrators to provision one to thousands of new virtual machines in minutes without
requiring the administrator to log in to the storage. RCU utilizes both the NetApp and VMware APIs to create
a robust, fully supported solution. No end user customization or scripting is required. In this section, we will
demonstrate how to properly configure the virtual machine template and deploy one or thousands of virtual
machines right from the VMware vCenter Server interface.

NOTE: Windows XP has been chosen as the reference desktop OS because it makes up the largest share
of virtual desktop environments today. RCU is not limited to deploying Windows XP desktops but supports
Windows 2003 as well for deploying virtual servers.

10.1 OVERVIEW OF DEPLOYING NETAPP SPACE-EFFICIENT CLONES ON NFS

NetApp RCU Deployment Overview

Deploy space

Provision NetApp Build template > efficient clones with

storage virtual machine

Figure 17) NetApp RCU deployment overview.

10.1.1 Provision NetApp Storage

This step involves preparing the NetApp storage for provisioning VMs. The detailed steps involved are as
follows:

1. Create aggregate.

2. Create gold volume.

3. Configure the NFS export.

4. Set NFS tunables.

5.  Mount the gold datastore on ESX Server(s).

10.1.2 Build Template Virtual Machine

This step involves creating and customizing the template VM that will be used to deploy the VMs within the
environment. The detailed steps involved are as follows:

1. Create virtual machine for use as a template.

2. For Windows XP virtual machines, perform guest partition alignment for the empty vmdk as per
instructions in TR-3747.

Install Windows XP on the template VM.
Disable NTFS last access.
Change disk timeout value.

Install all necessary applications and modify any additional system settings.

N o g &~ w

Power off VM and mark as template.
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10.1.3 Deploy Space-Efficient Clones with RCU

This step involves using the NetApp RCU to deploy virtual machines from the template VM. This step
assumes that the NetApp RCU has already been installed and configured on a server. The detailed steps
involved are as follows:

1. Create a customization specification within VMware vCenter Server.

2. Use the NetApp RCU to create the NetApp volumes, attach the datastores, provision the virtual
machines, and import into VMware View Manager 3.0.

10.2 DETAILS OF DEPLOYING NETAPP SPACE-EFFICIENT CLONES ON NFS

10.2.1 Provision NetApp Storage

The first step in the VMware View mass deployment process is to provision NetApp storage. Figure 18
shows the complete process.

Provision NetApp Storage

Create gold volume

Create aggregate

Configure the NFS
exports

Mount the gold
datastore on a ESX 4 Set NFS tunables
Server

Figure 18) Provision NetApp storage.

CREATE AGGREGATE

Create aggregates on the storage system as per the design. The details on storage design considerations
are discussed in section 8. Basic recommendations include use RAID-DP and configure fewer, larger
aggregates but make sure to follow the storage design.

CREATE GOLD VOLUME

As per the storage design, create one gold volume on one of the storage controllers. This datastore will be
used to house the gold template VM or VMs. Follow the configuration recommendations mentioned in
NetApp TR-3428: NetApp and VMware Virtual Infrastructure 3 Storage Best Practices, specifically for thin
provisioning, automatic Snapshot copies, volume auto growth, Snapshot auto delete, and other generic
volume settings (for example no_atime_update), gtree security style, and so on. If a gold/template volume
already exists within the environment, verify the volume has the proper settings.

CONFIGURE THE NFS EXPORTS

Export the gold volume to at least one ESX Server in the cluster to the VM kernel IP address. Make sure the
export is persistent across reboot and also provide root and read/write access to the ESX Server.
Persistence can be achieved by using either the FilerView® interface, using the export -p command from the
command line, or manually editing the /etc/exports file and using exportfs -r to reread the exports file. Follow
the NFS datastore provisioning recommendations mentioned in NetApp TR-3428: NetApp and VMware
Virtual Infrastructure 3 Storage Best Practices.
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SET NFS TUNABLES
NetApp recommends setting the following ESX values if using NFS to optimize scalability and resiliency.

Table 12) Setting ESX NFS values.

Step Action

Connect to the controller system’s console, using either SSH, telnet, or serial console.
2 esxcfg-advcfg -s 32 /NFS/MaxVolumes

3 esxcfg-advcfg -s 12 /NFS/HeartbeatFrequency

4 esxcfg-advcfg -s 5 /NFS/HeartbeatTimeout

5 esxcfg-advcfg -s 10 /NFS/HeartbeatMaxFailures

6 esxcfg-advcfg -s 30 /Net/TcplpHeapSize

7 esxcfg-advcfg —s 120 /Net/TcplpHeapMax

8 Reboot the ESX Servers for the changes to take effect.

NetApp recommends setting the following Data ONTAP value for nfs.tcp.recwindowsize to make more
efficient use of the network by reducing the frequency of acknowledgements between client and server.

Table 13) Setting Data ONTAP NFS TCP receive window size.

Step Action
1 Connect to the controller system'’s console, using either SSH, telnet, or serial console.
2 On each NetApp controller enter:

options nfs_tcp.recvwindowsize 64240

MOUNT THE GOLD DATASTORE ON AN ESX SERVER

Follow the procedure mentioned in NetApp TR-3428: NetApp and VMware Virtual Infrastructure 3 Storage
Best Practices to mount the gold datastore to at least one ESX Server using either ESX service console (not
available in ESX 3i) or VMware vCenter Server.

10.2.2 Build Template Virtual Machine

In this phase, a VM is created that will be the template image for the virtual desktops that you plan to
provision for the end users. This process should be familiar, because it is the same process that VMware
administrators follow when creating virtual server templates. The process includes building a VM, performing
the guest partition alignment, installing the OS, applying patches, installing applications and general system
settings, and powering off the VM. This process starts by making sure that the guest OS, required business,
and infrastructure applications are installed in the gold VM and it is in a condition to be duplicated. Figure 19
shows the process of building a template VM.
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Figure 19) Build template virtual machine.

CREATE NEW VIRTUAL MACHINE IN VCENTER

The first step in the building of a virtual machine is to create a VM within the VMware vCenter Server. Use
your company’s hardware configuration for creating new virtual machines. Make sure to attach all virtual
hardware, including networking that will be needed during production.

PERFORM GUEST PARTITION ALIGNMENT

Perform the guest partition alignment for the gold VM’'s VMDK prior to the installation of the guest operating
system as described in TR-3747: NetApp Best Practices for File System Alignment in Virtual Environments.

INSTALL OPERATING SYSTEM

Install Windows XP on the gold VM. For Windows XP desktops follow VMware recommendations in the
Windows XP Deployment Guide at www.vmware.com/files/pdf/XP_guide vdi.pdf. Install all the baseline
applications and service packs.

DISABLING NTFS LAST ACCESS

It is important to change the value of last access on the gold VM as this will reduce the number of
unnecessary |/Os to disk.

Table 14) Disabling NTFS last access.

1 Log in to the gold VM.
2 Open a CMD window by going to Start > Run and enter cmd and press Enter.
3 Check the current value for disable last access:

fsutil behavior query disablelastaccess

4 If the value is zero enter the following to disable last access:

fsutil behavior set disablelastaccess 1

For more information, visit http://technet2.microsoft.com/windowsserver/en/library/9fcf44c8-68f4-4204-b403-
0282273bc7b31033.mspx?mfr=true.
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CHANGE DISK TIMEOUT VALUE
Increasing this value increases the amount of time before a SCSI timeout within the guest OS.

Table 15) Changing disk timeout value.

Step | Action

1 Log in to the gold VM.

2 Open a regedit by going to Start > Run and enter regedit and press Enter.

3 Find the TimeOutValue by following the path
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Disk].

4 Change the key "TimeOutValue"=dword:00000190.

5 Reboot the VM now or at the end of the installation of applications and general system settings.

INSTALL NECESSARY APPLICATIONS AND GENERAL SYSTEM SETTINGS

Install all the necessary infrastructure and business applications in the gold VM. A few examples include
Microsoft Office, antivirus software, Adobe Acrobat Reader, a connection broker agent (if planning to use a
connection broker); allow specific users or groups RDP access to the VMs.

POWER OFF GOLDEN VM AND MARK AS TEMPLATE

After performing all the template customizations and software installations, power off the virtual machine as
they will need to be powered off to deploy. Then change the VM to be a template. This reduces the risk of
accidental powering on of the VM.

10.2.3 Deploy Space-Efficient Clones with RCU

This section describes in detail the use of the Rapid Cloning Utilities to clone one to thousands of virtual
machines. The NetApp Rapid Cloning Utility is a VMware vCenter Server plug-in that allows VMware
administrators the ability to provision virtual machines directly from vCenter without having to leave the
vCenter client.

This section assumes that the NetApp RCU has been installed and registered according to the RCU
Installation and Administration Guide located here.

The following are the detailed steps involved in the process.

Deploy Space Efficient Clones with RCU

Import virtual
machines into

Create Deploy space

customization efficient clones with
specification RCU 2.0

VMware View
Manager

Figure 20) Deploy space-efficient clones with RCU.

CREATE CUSTOMIZATION SPECIFICATION

Create a customization specification for use with the deployment of the VMs. The customization
specification creates the information necessary for sysprep to successfully customize a guest OS from the
VMware vCenter Server. It includes information on hostname, network configuration, license information,
domain membership, and other information necessary to customize a guest OS. This procedure can be
found in the VMware Basic System Administration Guide on page 224 at

www.vmware.com/pdf/ivi3 35/esx_3/r35/vi3_35 25 admin_guide.pdf. This customization specification can
be used by RCU to personalize each VM.
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DEPLOY SPACE-EFFICIENT CLONES USING RCU 2.0

In this example 2,000 virtual machines will be deployed using RCU. RCU has already been installed on the
VMware vCenter Server. RCU will be used to create eight datastores that have 250 virtual machines each.
RCU will perform the following steps:

Create the clones with file FlexClone.

Clone the datastores with volume FlexClone.

Mount the NFS datastores to the vCenter Server.

Create the virtual machines from the cloned vmdk.

Customize the virtual machines using the customization specification.

Power on the virtual machines.

N o g M w0 N PR

Import virtual machines into VMware View Manager.

Table 16) Deploy space-efficient clones using RCU 2.0.

1 Log in to the VMware vCenter Server and click the NetApp icon and enter the RCU GUI.
& localhost - ¥Mware Infrastructure Client [_TO[ ]
fﬂ? Edit Wisw Inwentory Administration Flugins  Help
& A 8 it & ¥
Inventory Scheduled Tasks Ewents Administration Maps Cunsuﬁatiun "D

Getting started

What is the Rapid Cloning Utility?

The Rapid Cloning Uity alows users to quickly create and
deploy virtual machines using NetApp's FlexClone technology
seamlessly with no custom scripts, The tool lets users quickly
and efficiently clone datastores, create virtual machine clones in
Wirtiial Center, power up virtual machines, and apply guest
customization specifications to the guest operating system in
each individual desktop.

To access the Rapid Cloning Utity, right-click your golden
wvirtial machine template and select "Create MetApp Rapid
Clones..."

FlexClone
Virtual
Machines

NetApp Inc, Home Page

FlexClone
DataStores

7 Tasks @ Alams | |Showing all entries  [Administiator
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Step = Action

2 Select the Storage Controllers tab and select “Add Storage Controller....”

[5)localhost - YMware Infrastructure Client H=
Ele Edit Wew Ioventory Administration Plugins Help

@ . 7 & i & @ n

Inwentory Scheduled Tasks Ewvents Administration Maps Conzolidation Netipp
e Controllers
Add Stnra%tnntmller‘ .. Remove Storage Controller, ..
[ame: P Address | 3=N
&7 Tasks @ Alams | |Showing all entries  [Administiator
3

Enter the IP address of the storage controller as well as the username and password. If SSL
has been enabled on the controller, select “Use SSL” If you are unsure if SSL has been
enabled, check the box and try to connect. If enabled you will connect, if not it will reject the

connection then uncheck the box and try again.
i Add Storage Controller i

Hostname or IP Address:  10.60.120.107

| lsernarme: adrinistrator

Password: senen|

I =g S5L; v
‘ Ok -l\]“_"}l Cancel | |
Click Ok.
i Information |

i ) Storage controller added successfully
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Step | Acti

5 Once storage controllers have been added, select the inventory button to get back to the
servers and VMs. Right-click the VM to be cloned and select “Create NetApp Rapid Clones.”

localhast - ¥Mware Infrastructure Client [_ O] <]
Fle Edt Wiew Inventory Administration Plugins Help
e
i al 2 = S 3 n
Inventory Scheduled Tasks  Ewents Administration Haps Consolidation  Wetpp
@ @‘ mw w» @|HCUnnechluppy1 & JE‘@
= [ Virtual Machines & Templates [P ————
NetApp WMware View Pod1
@ WMwarsWiswComposerReplicaFolder
{5 [VIEWTENGI ATE ]
) viEwTEr  PowerOn Ctrl+B sl
Netapp iy Paver OFF il Microsoft Windows XP Professional... CPU usage: 0 MHz
[ Discover  Stispend ek 1 vCPU Host memory usage: 0.008
[ vweren st e 512MB Guest memory usage: 0.008
St Do Guest ;. TL6ZMB
Piastart Gliest Datastore | Capacity Free
. B golden_xp_vm_t... 100.00 6B 81.44GB
S , | notinstalled
Migrate... Metwork |
@iz, @ WM Nstwork
Clone to Template. .. Simeradii
Conyert to Template. . 10.60.115.13
add dlarm, .
Add Permission. ..
Open Console
Sed |Gl AL+l
Angwer Question...
Report Performance. .
Instal/Uporade Yware Tools k
Edit Settings... other Host
Rename Yirtusl Machine
Remove from Inventory it
Delete from Disk
# Edit
jotes: 1236290533907R U created VM.
. I_’l_I
7 Tasks @ Alams | |Showing all entries  [Administiator
6 Choose the storage controller with the drop-down arrow and click Next.

Clones Wizard

Specify the storage controller
wWhat is the storage controller you would like to use For the rapid cloning process?

Storage Controller details
Clone destination
Creation path

Select the storage controller you would like to use For the rapid cloning process,

Storage Controller: lkc3i70-1 7
Clone details
Yiew server import Username:
Datastore details B
Summary
Use S5L: 7

| Advanced options

< Back | Next >’M Cancel |

Additionally, if the VMware VI client is not running, select Advanced Options and enter the
password for the vCenter Server.
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Step | Acti

7 Select the data center, cluster, or server to provision the VMs to and select Next.

Clones Wizard =]

Choose where you want the clones created
where would you like to place the newly created clones?

Storage Controller details

Clone destination = [ Hosts & Clusters

Creation path = Methpp VYhiware Yiew Pod1
Clone details = [ CLUSTER FOD1

View server import E 10.60.113.11
Datastore detals B 106011313
Summary H 106011315

B 106011317
B 106011319
H 1080113.21
H 106011323
B 106011325

< Back | Next >’M Cancel |

8 Select where to place the new clones, in an existing datastore or new datastore, and click Next.

Clones Wizard =]
Choose whether to create the clones in an existing datastore or a new one.
would you like to create the new clones in an existing datastore or a new one?

Storage Controller details
Clone destination
Creation path (& Create new clones in new datastores.
Clone details

Yiews server import

Datastore details

Summary

< Back Cancel




Step = Action

9 Enter in the number of clones per datastore, the total number of datastores, the clone name
prefix, and the starting clone number. Then if guest customization is required, select the check
box and the customization specification that will be applied. Then choose if the virtual machine
will be powered on after the clones are created.

[_[D]x]

(5 Create Rapid Clones Wizard

Specify the details of the clone operation
Haw many clones wauld vou like to create and what would vou like to name therm?

Storage Controller details

e Clones per datastore: 250 Saraple clone nares

Creation path Mumber of datastores: 4 netapp_support0001 ﬂ
Clone details Total: netapp_support0002

Wigw server impart i netapp_suppartiooz
Datastore details Clone name: nEtapp_sLpport netapp_support0004

Surmary

Starting clone number:

Apply customization specification?

1
I

netapp_support0oos
netapp_support00o6
netapp_support0oo7

netapp_supportD00S
netapp_suppaortdnos
netapp_supportd010

Customization specification: NetApp Support Spedific: v
Power on? I

Create Wiew Server import file? v j

< Back | Cancel |

Next > \[ﬂ

10 Then if using VMware View Manager one can select to automatically create an import file. Add
the View Manager Server name or IP address, the domain name, username, and password.
Then select if these VMs will be imported as individual desktops or manual desktop pool and
specify the pool name. Then select the validate credentials to test the connection to the View
Manager Server.

(= Create Rapid Clones Wizand

Select if you would like to create a View server import file
Would you like to create an import file for VMWare View Server?

Storage Controller details
Clone destination

View Server hostname or IP Address: | 10.60.113.87
Creation path
Clone details Fully qualified domain name: waibu
View server import Domain username: administrator

Datastore details

Summary Domain password:

asssse
Desktop type: ¢~ Individual desktops & Manual desktop pool
Access mode: {« Persistent ¢~ Non-persistent

Desktop pool name:

Validate credentials

NetApp_Support

< Back I Cancel




Acti

11 After the credentials have been validated, click Ok.

Clones Wizand

Select if you would like to create a View server import file
Would you like to create an import file for VMWare View Server?

Storage Controller details

Clone destination View Server hostname or IP Address: | 10.60.113.87

Creation path
Clone details Fully qualified domain name: vaibu
[T i Domain username: administrator
Datastore details
Sy Domain password: ssssss
Desktop type: ¢ Individual desktops ¢ Manual desktop pool
cess mode: fa Persistent ¢~ Mon-persistent
Information
t View Server authentication completed
o successfully

< Back Next > Cancel

12 Select Next.

reate Rapid Clones Wizand

Select if you would like to create a View server import file
Would you like to create an import file for VMWare View Server?

Storage Controller details
Clone destination View Server hostname or IP Address:  10.60.113.87
Creation path

Clone details Fully qualified domain name: vaibu

View server import Domain username: administrator

Datastore details

Summary Domain password:
Desktop type: ¢ Indwidual desktops @& Manual desktop pool
Access mode: {+ Persistent ¢~ MNon-persistent
Desktop pool name: MetApp_Support

Validate credentials

< Back Next > Cancel
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Step = Action

13 Using the sizing and design information, provide the size of the datastore, the datastore prefix,
and the hosting aggregate. Then select Thin Provisioning if you don’t want to pre-allocate the
storage from the aggregate for each volume. Additionally you can select to manually set the
datastore names.

|fl Create Rapid Clones Wizard [_ O]
Specify the details for the new datastores
what is the size of the new datastares, the name, and the aggregate to create them in?
i:s;:g:;:iz;ﬂ:r et Specify the size, name, and aggregrate of the new datastore(g).
Creation path Size (GE): 256
Clone details
View server import Datastore name: netapp_support
Datastore details Aggregate wimware 15k o~
Sumnary Thin provision: ~
~ | Set datastore names?
< Back, MNest >@ Cancel
14 Review the configuration and click Apply.
|fl Create Rapid Clones Wizard =

Ready to complete the rapid clone creation
Are these the settings vou wank ta use?

Storage Controller details
Clone destination

Eeview the summary below. Chck 'Apply' to apply the configuration changes.

Creation path Template name: WIEWTEMPLATE E]
Clone details
View server import Murnber of clones: 1000
Datastore details Clone name: netapp_support
Summary Starting clone number: 1
Customization specification: Metapp Support Specification
Powver on: Mo
Clone destination : CLUSTER POD1
Storage Controller: kc3170-1
Mumnber of datastores: 4
Datastore name: netapp_support
Size (GE): 256
Agoregate @ wimware 15k
Thin provision: ¥es
Create View Server import file: Yes
Hostname or IP Address: 10.60.113.87 -
Dornain: wgibu
Domain username; administrator
Desktop type: Manual desktop poal
Mecower moodoe Nevecictwat j

< Back Apply'{}zl Cancel |




IMPORT RCU DEPLOYED VMS INTO VMWARE VIEW MANAGER
In this step the virtual machines will be imported into VMware View Manager 3.0.

Table 17) Import RCU deployed VMs into VMware View Manager.

Step Action

1 Copy the LDF file from the Windows machine running RCU. The LDF file will be located in
C:\Program Files\NetApp\Rapid Cloning Utilities\export. Copy this file to the VMware View
Manager Server.

2 Log in to the VMware View Manager Server and open a command prompt. At the command
prompt, change directory to the location where the Idf file is located. Then import the LDF
command by entering the following command:

Idifde.exe -i -f <name of |df file> -s 127.0.0.1
C:\Documents and Settings\Administrator\Desktop>ldifde.exe -i -f import_2009_@A3_
11_12_508.1df -s 127.8.8.1
Connecting to "127.8.8.1"
Logging in urrent user using SSPI
Importing tory from file “impo 2009_903_11_12_58.1d4f"
3

= & @ R
Deshtops sod Poals  WSers ond Groups Configuration  Evints
Irventory . || &sarch Global deskton and ool view

| sl i sl Ve Desktops and Pools | Desktop Sowces | Active Sessions | Offine Sessions || Global Pobcies

| b and

= Hetipp_Suppor 21| add. Edit. Enttieenents . Defste Enable or disable 3 ar Typa containge = Fird|  Cloar |

== EE)
i OleplayMama  Typs Source Pecssstoncs  VirissiCactnr savar ntmied  Enabed  Sessions

B! Matapy_Suppent Marial o VilauCanter Pactistart 200200 0168 o 0 Active, 0 Osre




4 Click the Desktop Sources tab to verify the VMs that were created by RCU are now imported
in View Manager and are part of the pool.
Inventory Search Global desktop and pool view
||_‘@ Global desktop and pool view ‘ Desktops and Pools Desktop Sources Active Sessions Offline Sessions Global Palicies
NetApp_Support =l view: Terminal Servers  Other Sources
Remave  Reset Virtual Machine Name contains: - l— ml

T @ netapp-supportt! et pp_Support netapp-support wgibu Ready
[ G rnetspp-supportoz NetApp_Support nietapp-supROrDZ2 wgibu Reaty
[ () netapp-supportos et pp_Support netapp-supportl3 vgiou Ready
T G netapp-supportod NetApp_Support nietapp-supportd wgiou Reaty
C & rnetapp-supportds NetApp_Support netapp-supparts vgibu Ready
T & netapp-supportos NetApp_Support nietapp-supROrDE vgiou Reaty
T @& netapp-supporo? Metapp_Support netapp-suppota? vk Ready
™ () netspp-supportos NetApp_Support netapp-suppOrDa vgiou Ready
[ & netapp-supports Metapp_Support netapp-supportod vaibu Ready
™ () netepp-supportio Net&pp_Support netapp-support! 0 vgiou Ready
[T @ netapp-supportt NetApp_Support nietapp-support 1 wgiou Reaty
™ @ netapp-supporti2 et pp_Support netapp-support] 2 vgiou Ready
[T @ retapp-supportt 3 NetApp_Support nietapp-support] 3 vgiou Reaty
[ (B netapp-supporti4 et pp_Support netapp-support] 4 vgiou Ready
[ G rnetspp-supports NetApp_Support nietapp-support 5 vgibu Reaty
[ () netapp-supports et pp_Support netapp-support! B.vgiou Ready

- = T & netano-supsort 7 NetAon Sunnort nietann-sunnort 7 weiou Reath

11 DEPLOYING NETAPP SPACE-EFFICIENT VM CLONES ON VMFS

The VMware View mass deployment process requires few basic steps, including the creation of a gold VM,
building a gold datastore populated with several VMs and then creating production FlexClone datastores
from the deduplicated gold datastore, and mass deployment. The mass deployment process utilizes the
NetApp Rapid Cloning Utilities (RCU) and is available for download on the NetApp NOW Toolchest at
http://now.netapp.com/NOW/download/tools/rcu. These tools are provided as is and are supported by PVR.
To obtain official support from NetApp, contact your sales representative or sales engineer.

Windows XP has been chosen as the reference desktop OS because it makes up the largest share of virtual
desktop environments today.

11.1 OVERVIEW OF DEPLOYING NETAPP SPACE-EFFICIENT CLONES ON VMFS

Figure 21 shows a high-level overview of the VMware View mass deployment process.

NetApp RCU Deployment Overview for VMFS

Deploy space

Provision NetApp Build template efficient clones with

RCU

" . Build gold datastore
storage virtual machine

Figure 21) NetApp RCU deployment overview for VMFS.

11.1.1 Provision NetApp Storage

This step involves preparing the NetApp storage for provisioning VMs. The detailed steps involved are as
follows:

1. Create aggregate.

2. Create gold volume.
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3. Configure VMFS LUN.
4. Mount the gold datastore on an ESX host.

11.1.2 Build Template Virtual Machine

This step involves preparing the template VM that will be used as the basis creating the gold datastore. The
detailed steps involved are as follows:

1. Create virtual machine for use as a template.

2. For Windows XP virtual machines, perform guest partition alignment as per instructions in TR-3747:
NetApp Best Practices for File System Alignment in Virtual Environments.

Install OS on template VM.
Disable NTFS last access.
Change disk timeout value.
Install all necessary applications and general system settings.

Sysprep the template VM and shut down.

© N o g &~ W

Unregister gold VM from VMware vCenter Server.

11.1.3 Build Gold Datastore

This step involves populating a gold datastore with multiple copies of the vmdk. The detailed steps involved
are as follows:

1. Populate gold datastore using the NetApp Rapid Cloning Utilities RFWM tool.
2. Deduplicate gold datastore.

3. Adjust volume size to realize deduplicated savings.

11.1.4 Deploy Space-Efficient Clones with RCU 1.0

This step involves using FlexClone to duplicate the gold datastore, attaching and configuring the guest OSs.
The detailed steps involved are as follows:

1. Create template VM.
2. Create a customization specification within VMware vCenter Server.
3. Use the NetApp Rapid Cloning Utilities na_vi_clone.exe tool to:

a. Create FlexClone volumes

b. Attach FlexClone volumes to ESX Servers in the cluster

c. Clone the VMs

d. Perform guest customization

4. Power on VMs for use.

11.2 DETAILS OF DEPLOYING NETAPP SPACE-EFFICIENT CLONES ON VMFS

11.2.1 Provision NetApp Storage

The first step in the VMware View mass deployment process is to provision NetApp storage. Figure 22
shows the complete process.


http://media.netapp.com/documents/tr-3747.pdf
http://media.netapp.com/documents/tr-3747.pdf

Provision NetApp Storage

Mount gold
datastore and set

Create aggregate Create gold volume Configure VMFS

LUN

ESX & NetApp
VIS

Figure 22) Provision NetApp storage.

CREATE AGGREGATE

Create aggregates on the storage system as per the design. The details on storage design considerations
are discussed in Section 8 earlier. Basic recommendations include, use RAID-DP, configure fewer, larger
aggregates but make sure to follow the storage design.

CREATE GOLD VOLUME

As per the storage design, create the gold volume on one storage controller. The gold volume will be hosting
the gold datastores that will contain several identical VMs. This datastore will be used for mass deployment.
Follow the configuration recommendations mentioned in NetApp TR-3428: NetApp and VMware Virtual
Infrastructure 3 Storage Best Practices, specifically for thin provisioning, automatic Snapshot copies, generic
volume settings, NFS-specific volume settings, and VMFS-specific volume settings.

CONFIGURE VMFS LUN

For VMFS (FC/iSCSI) datastores, create one or more LUNSs inside the gold volume and map it to the ESX
Server that will be used to build the gold VM. Follow the VMFS LUN provisioning best practices mentioned
in NetApp TR-3428: NetApp and VMware Virtual Infrastructure 3 Storage Best Practices.

MOUNT THE GOLD DATASTORE AND SET ESX AND NETAPP VALUES

Follow the procedure mentioned in NetApp TR-3428: NetApp and VMware Virtual Infrastructure 3 Storage
Best Practices (for VMFS datastores) to mount the gold datastore on an ESX host using either ESX host
console or VMware vCenter Server.

SETTING ESX TCP VALUES
NetApp recommends setting the following ESX values if using iSCSI to optimize scalability and resiliency.

Table 18) Setting ESX TCP values.

Step Action

1 Connect to the controller system'’s console, using either SSH, telnet, or serial console.
2 esxcfg-advcfg -s 30 /Net/TcplpHeapSize

3 esxcfg-advcfg —s 120 /Net/TcplpHeapMax

4 Reboot the ESX Servers for the changes to take effect.

SETTING ESX VALUES WHEN USING VMFS FILE SYSTEMS
NOTE: This step should only be performed when connecting to FlexClone VMFS volumes. After connecting
to a FlexClone volume, change the value back to the default of zero.

This action of connecting to FlexClone volumes may be performed when performing a restore operation or
provisioning a new datastore from a FlexClone volume. Caution should be used when leaving this value set
as unintended datastores might appear when rescanning the storage.
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Table 19) Setting ESX values for VMFS file systems.
Step Action

1 Enable VMFS resignaturing. This will allow volumes that have been created with FlexClone to
be added to the ESX server. This can be done at the command line using the following
command or by using the VI client. This step must be performed on each host within the ESX
HA/DRS cluster.

2 On the command line of the service console of the ESX Servers run the following:

esxcfg-advcfg -s 1 /LVM/EnableResignature

3 From VI client click Advanced Settings from the Hardware menu.

Software

Licensed Features

Time Configuration

DMS and Routing

Wirtual Machine Startup/Shutdown
Wirtual Machine Swapfile Location
Security Profile

System Resource Allocation

» Adv&nced Settings

gu]
4 Select LVM from the Advanced Settings window and change the LVM.EnableResignature
fromOto 1.
Whkernel - X
] " [% LWM EnableResignature 5 ]
—["\m‘al e e =
_LmEl Mir: 0
[ Config Max, 1
Misc
SE‘; LWM DisallowSnapshotLun -
i“?”ca“he Disallow access ta snapshot LUN i resignaturing is off. This is ignored if resignaturing is on.
cow Lz 0
Migrate Max 1
Mem
)
WMFS3
User
Sesi

oK | Cancel Help

CHECKING QUEUE DEPTH FOR HBA AND LUNS

By default, the ESX Servers should have appropriate queue depth values for the HBAs and LUNs. Should
queuing occur on the ESX host, refer to the VMware Infrastructure 3 Fibre Channel SAN Configuration
Guide at www.vmware.com/pdf/vi3_35/esx_3/r35/vi3_35 25 san_cfqg.pdf. Should the queue depth need to
be changed also verify the Disk.SchedNumReqOutstanding value is set the same as the queue depth.

Table 20) Checking ESX Disk.SchedNumRegOutstanding values.

Step Action
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Step Action

1 Log in to the ESX service console.

2 On the command line of the service console of the ESX Servers run the following:

esxcfg-advcfg -g /Disk/SchedNumReqOutstanding

3 Or from VI client click Advanced Settings from the Hardware menu.

Software

Licensed Features

Time Configuration

DMS and Routing

Wirtual Machine StartupShutdown
Wirtual Machine Swapfile Location
Security Profile

Syskem Resource Allocation

» Adv&nced Settings

W

4 Select Disk from the Advanced Settings window and verify the
Disk.SchedNumReqgOutstanding value. Should the value need to be changed it can be done
here. As you will see this example demonstrates the changing from the default of 32 to 64.

5] Advanced Settings [<]
[ YMkerngl ;l
Irq .
Digk.5ched L
e isk. 5 chedQuantum Is
LM Number of consecutive requests from one World
LPage Min 1
- Config s
Misc Mas, B4
L]
CDE: : Disk.SchedNumReqOutstanding e 1
BiferCachs - 1 e
et Number of oulstanding sommands to a tagel vith compeling warlds R EEREE
. COW *
7 Mim: 1
Migrate
- Mem M, 256
. MFS
WMFS3 -
Disk ScheddControlSeqR
e isk SchedlConbolSeqReqs 128
- 5esi Murnber of consecutive requests from a W required ta raise the outstanding commands to max
b 1}
Mz 2048
Disgk.ScheddControhM Switches |5
Number of switches between commands issued by different YMs required to reduce outstanding commands to SchedNumRegqDutstand...
Hin: o
Max 2042
Disk MasL UM bos
Mawimum LUN id that is scanned on a target _I
OK Cancel Help
| | l,

11.2.2 Build Template Virtual Machine

In this phase, a VM is created that will be the template image for the virtual desktops that you plan to
provision for the end users. This process should be familiar, because it is the same process that VMware
administrators follow when creating virtual server templates. The process includes building a VM, performing
the guest partition alignment, installing the OS, applying patches, installing applications and general system
settings, and powering off the VM. This process starts by making sure that the guest OS, required business,
and infrastructure applications are installed in the gold VM and it is in a condition to be cloned. Figure 23
shows the process of building a template VM.



Build Template Virtual Machine

Create new virtual Perform guest Install guest
machine in vCenter partition alignment operating system

Disable NTFS last
access

Install necessary

applications and Change disk

general system timeout value
settings

Unregister template
VM from VMware
vCenter Server

Figure 23) Build template virtual machine.

CREATE NEW VIRTUAL MACHINE IN VCENTER

The first step in the building of a virtual machine is to create a VM within the VMware vCenter Server. Use
your company'’s hardware configuration for creating new virtual machines. Make sure to attach all virtual
hardware including networking that will be needed during production.

PERFORM GUEST PARTITION ALIGNMENT

Perform the guest partition alignment for the template VM’s VMDK prior to the installation of the guest
operating system as described in TR-3747: NetApp Best Practices for File System Alignment in Virtual
Environments.

INSTALL OPERATING SYSTEM

Install Windows XP on the template VM. For Windows XP desktops follow VMware recommendations in the
Windows XP Deployment Guide at www.vmware.com/files/pdf/XP_guide_ vdi.pdf. Install all the baseline
applications and service packs.

DISABLING NTFS LAST ACCESS

It is important to change the value of last access on the template VM as this will reduce the number of
unnecessary I/Os to disk.

Table 21) Disabling NTFS last access.

1 Log in to the gold VM.
2 Open a CMD window by going to Start > Run and enter cmd and press Enter.
3 Check the current value for disable last access:

fsutil behavior query disablelastaccess

4 If the value is zero enter the following to disable last access:

fsutil behavior set disablelastaccess 1

For more information, visit http://technet2.microsoft.com/windowsserver/en/library/9fcf44c8-68f4-4204-b403-
0282273bc7b31033.mspx?mfr=true.

CHANGE DISK TIMEOUT VALUE
Increasing this value increases the amount of time before a SCSI timeout within the guest OS.
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Table 22) Changing disk timeout value.

Step | Action

1 Log in to the gold VM.

2 Open a regedit by going to Start > Run and enter regedit and press Enter.

3 Find the TimeOutValue by following the path
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Disk].

4 Change the key "TimeOutValue"=dword:00000190.

5 Reboot the VM now or at the end of the installation of applications and general system settings.

INSTALL NECESSARY APPLICATIONS AND GENERAL SYSTEM SETTINGS

Install all the necessary infrastructure and business applications in the template VM. A few examples include
Microsoft Office, antivirus software, Adobe Acrobat Reader, a connection broker agent (if planning to use a
connection broker); allow specific users or groups RDP access to the VMs.

UNREGISTER TEMPLATE VM FROM VMWARE VCENTER SERVER

This step can either be done from the VMware vCenter Server by right-clicking the VM and clicking “Remove
from Inventory” or from the ESX console by using the following command. This is done to make sure that the
gold VM is not accidentally powered on and changed.

Table 23) Unregistering template VM from the ESX service console.

1 Log in to the ESX host console.

2 Run the following command:

vmware-cmd -s unregister /vmfs/volumes/<gold-datastore >/<gold-
vml>/<gold-vml>._vmx

11.2.3 Build Gold Datastore

The process of building a gold datastore involves using NetApp deduplication and FlexVol resizing. This
step involves populating a gold datastore with multiple copies of the vmdk. The detailed steps involved are
shown in Figure 24.

Build Gold Datastore

Run RFWM tool to Deduplicate gold

volume

populate gold Resize gold volume

datastore

OPTIONAL

Figure 24) Build gold datastore.

POPULATE GOLD DATASTORE USING THE NETAPP RAPID CLONING UTILITIES RFWM

This step includes populating the gold datastore using the NetApp Rapid Cloning Utilities RFWM application.
The advantage of using the NetApp Rapid Cloning Utilities RFWM application is that it is faster than
performing an ndmpcopy or copy operation and places less load on the NetApp storage system. This tool
has the ability to create as many clones of the machine as necessary. Detailed instructions on using the
NetApp Rapid Cloning Utilities RFWM can be found on the NetApp NOW Toolchest:
http://now.netapp.com/NOW/download/tools/rcu/.

59 NetApp and VMware View (VDI) Solution Guide — Version 3.0


http://now.netapp.com/NOW/download/tools/rcu/

PERFORM DEDUPLICATION OF THE VOLUME HOSTING THE GOLD DATASTORE

After you have populated the gold datastore, you can use deduplication to reduce the storage requirement of
the datastore down to that of an individual VM. Because the datastore was populated with identical data, the
storage savings can be considerable. As show in the diagram, this step is optional and not required.

Table 24) Enable and initialize deduplication on the flexible volume.
Step ‘ Action ‘

1 Connect to the controller system’s console, using either SSH, telnet, or serial console.

2 Execute the following command to enable deduplication for the gold volume:

sis on <gold volume path>

3 Execute the following command to start processing existing data:

sis start —s <gold volume path>

4 Execute the following command to monitor the status of the deduplication operation:

sis status

5 After the deduplication has finished you can use the following command to see the savings:

df -s

RESIZE GOLD VOLUME

When the deduplication process is complete, there might be a large amount of free space in the gold
volume. The size of the gold volume can be reduced so that the additional space can be used for other
volumes. It is not recommended to reduce the volume to exactly the size of the data in the gold volume. It is
recommended to leave a couple of percent free space within the volume. Also factor in some space for
Snapshot reserve, as this volume will be used as the basis for creating FlexClone volumes, which require a
base Snapshot copy.

DEDUPLICATION CONSIDERATIONS WITH VMFS LUNS

Enabling deduplication when provisioning LUNs also produces storage savings. However, the default
behavior of a LUN is to reserve an amount of storage equal to the provisioned LUN. This desigh means that
although the storage array reduces the amount of storage capacity consumed, any gains made with
deduplication are, for the most part, unrecognizable because the space reserved for LUNs is not reduced.

To recognize the storage savings of deduplication with LUNS, you must enable LUN thin provisioning. See
NetApp TR-3428: NetApp and VMware Virtual Infrastructure 3 Storage Best Practices for details on thin
provisioning. In addition, although deduplication reduces the amount of consumed storage, the VMware
administrative team does not see this benefit directly in the VMware vCenter Server or ESX console
because their view of the storage is at a LUN layer, and LUNs always represent their provisioned capacity,
whether they are traditionally or thin provisioned at the storage end.

If deploying scalable VMware View solution (thousands of VMSs), it is best practice to split the number of
VMs per ESX cluster across both controllers of the NetApp storage cluster. The most efficient way to copy
gold volume from one storage controller to another is by using the NetApp SnapMirror technology.
SnapMirror preserves the deduplication savings. This step is not mandatory; it is more of a best practice for
scaling a V solution.

To summarize, in this step, you build a deduplicated datastore populated with VMs to be used as a template
to mass deploy VMs. There are other methods that will work to fill the gold datastore with copies of the gold
VM directory. Feel free to use the tool of your preference.
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11.2.4 Deploy Space-Efficient Clones with RCU 1.0

This step involves cloning the gold datastore using FlexClone, attaching to ESX Servers, and configuring the
guest OSs. The detailed steps involved follow.

Deploy Space Efficient Clones with RCU 1.0

na_vi_clone

Create

Create template S
customization

Run na_vi_clone
- = Create FlexClones

virtual machine P tool
specification

na_vi_clone na_vi_clone na_vi_clone na_vi_clone

Mount FlexClones
to ESX Servers

Customize guest
operating system

Clone VMs

Power on VMs

Figure 25) Deploy space-efficient clones with RCU 1.0.

CREATE TEMPLATE VIRTUAL MACHINE

The purpose of this VM is to be used to clone and attach the cloned vmdks. This template will not have a
VMDK.

Table 25) Create template VM.
Step Action

1 Log in to VMware vCenter Server.

2 Create a new VM as documented in the VMware Basic System Administration Guide on page
143 at www.vmware.com/pdf/ivi3_35/esx_3/r35/vi3 35 25 admin_quide.pdf.

3 Edit newly created VM and remove virtual disk.

4 Right-click the newly created VM and “Convert to Template.”

CREATE CUSTOMIZATION SPECIFICATION

Create a customization specification for use with the deployment of the VMs. The customization
specification creates the information necessary for sysprep to successfully customize a guest OS from the
VMware vCenter Server. It includes information on hostname, network configuration, license information,
domain membership, and other information necessary to customize a guest OS. This procedure can be
found in the VMware Basic System Administration Guide on page 224 at
www.vmware.com/pdf/ivi3_35/esx_3/r35/vi3_35 25 admin_guide.pdf.

RUN NA_VI_CLONE TOOL

NetApp Rapid Cloning Utilities na_vi_clone.exe is a tool used to deploy hundreds or thousands of virtual
machines with little to no administrative effort. The application handles the following tasks, which if left to do
manually would take days of administrative work to accomplish:

e Creation of the FlexClone volumes of the golden datastore. FlexClone gives NetApp the unique ability
to create a near instantaneous, space-efficient clone of a datastore that potentially could contain
hundreds of VMs with no performance penalty. NetApp has the ability to create hundreds of FlexClone
volumes from a single datastore and do so incredibly efficiently.

o After the FlexClone volumes are created, the tool attaches the volumes created with FlexClone to the
ESX Servers in the data center.

e Once the storage has been provisioned, NetApp Rapid Cloning Utilities na_vi_clone.exe deploy the
VMs from the template that was created in the first step. Since the disk was removed from the
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configuration in the first step, the cloning process of a blank VM takes only a second. The vmdk files are
then moved into the VM’s directory and a reconfiguration is done to add the virtual disk to the VM.

¢ Running the guest customization on each new VM. This involves applying the customization
specification created in the second step to each new clone. This step configures the individual VMs so
that they will be licensed, connected to the network, be a part of Active Directory, and ready for use.
This step is optional and can be performed later based on the requirements.

e The final step is to power on all the VMs, and add them to the connection broker of your choice. This
step is optional and can be performed later based on the requirements.

12 VMWARE VIEW OPERATIONS BEST PRACTICES

12.1 DATA DEDUPLICATION

Production VMware View environments can benefit from the cost savings associated with NetApp
deduplication as discussed earlier. Each VM will consume storage as new writes happen. Scheduling and
monitoring deduplication operations for the NetApp volumes hosting VMs are very important.

DEDUPLICATION FOR VMS PROVISIONED AS VMWARE FULL CLONES

Using NetApp deduplication, VMs provisioned using VMware full clones can also achieve similar storage
savings as seen with the use case of provisioning VMs with NetApp RCU. Follow these steps to configure
deduplication on the datastores hosting these VMs:

Table 26) Deduplication for VMs provisioned as VMware full clones.

Step Action ‘

1 Connect to the controller system’s console, using either SSH, telnet, or serial console.
2 Execute the following command to enable deduplication for the volume(s) hosting the
datastore(s):

sis on <volume path>

3 Execute the following command to start processing existing data in the datastores:

sis start —s <volume path>

4 Execute the following command to monitor the status of the deduplication operation:

sis status

5 After the deduplication has finished you can use the following command to see the savings:

df -s

CONFIGURING DEDUPLICATION SCHEDULES

It is important to schedule the deduplication operations to run during off peak hours so that there is no
impact on the end user experience. Also, it is important to understand the number of simultaneous dedupe
operations that can performed on the storage controller. Planning for dedupe operations will ultimately
depend on your environment. There are multiple scheduling options available:

e Specific days of the week and hours, for example, run every day from Sunday to Friday at 11 p.m.

e Automatic: This means that deduplication is triggered by the amount of new data written to the flexible
volume, specifically when there are 20% new fingerprints in the change log.

e  Specific hour ranges on specific day(s)

Table 27) Configuring deduplication schedules.

Step Action

1 Connect to the controller system’s console, using either SSH, telnet, or serial console.
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Step Action

2 Execute the following command to set the deduplication schedule for the volume(s) hosting
the datastore(s):

sis config [-s sched]<volume path>
Where “sched” can be in four ways:
[day_list][@hour_list]
[hour_list][@day_list]

auto

The day_list specifies which days of the week deduplication should run. It is a comma-
separated list of the first three letters of the day: sun, mon, tue, wed, thu, fri, sat. The names
are not case sensitive. Day ranges such as mon-fri can also be used. The default day_list is
sun-sat.

The hour_list specifies which hours of the day deduplication should run on each scheduled
day. The hour_list is a comma-separated list of the integers from 0 to 23. Hour ranges such as
8-17 are allowed.

Step values can be used in conjunction with ranges. For example, 0-23/2 means "every 2
hours." The default hour_list is 0; that is, midnight on the morning of each scheduled day.

If "-" is specified, there is no scheduled deduplication operation on the flexible volume.

The auto schedule causes deduplication to run on that flexible volume whenever there are
20% new fingerprints in the change log. This check is done in a background process and
occurs every hour.

MONITORING DEDUPLICATION OPERATIONS

Deduplication operations should be monitored carefully as it might require readjusting the schedules for
multiple reasons as the environment scales. For example, the deduplication schedule for a new volume
(storage controller on the East Coast) hosting a datastore representing a set of users on the West Coast
starts too early to be running during production hours.

Pooling virtual desktops with similar characteristics on the same datastore(s) will make it easier to manage
dedupe schedules.

e The status of dedupe operations can be monitored using the sis status command on the storage
controller console.

e The storage savings can be seen using the df —s command on the storage controller console.

For further details on NetApp deduplication, refer to NetApp TR-3505: NetApp Deduplication for FAS,
Deployment and Implementation Guide.

12.2 ANTIVIRUS OPERATIONS

For antivirus operations, one could either take a performance hit during scheduled AV operations and impact
the end user experience or appropriately design the VMware View solution to make the AV operations
seamless. The first option is definitely not desirable. The second option can be approached in two different
ways:

e  Optimize the AV operation policies for VMware View. Since VMware View involves moving from a
completely distributed CPU (on the end user desktops) to centralizing much of the processing (in the
VMSs), the overall AV model should be thought about in a different way. Optimizing the traditional AV
policies means better planning the scheduled AV scan and virus definition update so that not all the
virtual desktops run AV scan or virus definition updates at the same time, creating CPU contention
within the environment. By staggering the scheduled AV operations and distributing the load at different


http://media.netapp.com/documents/tr-3505.pdf

points in time, you can avoid a large percentage of this contention. In addition to modifying the
schedules, it is important to verify that these schedules do not interfere with other scheduled events
such as backup or replication. In addition, we suggest that AV scanning of CIFS home directories
should be done on the storage side, where the storage arrays and AV servers can dedicate processing
to this activity. This will take some load off the virtual desktops. For more details, read TR-3107: NetApp
Antivirus Scanning Best Practices Guide.

e Select intelligent, optimized, low-cost components for the VMware View solution that can effectively
deal with the bursty performance requirement (like AV operations) without increasing the overall cost of
the solution.

Optimizing the AV operations for thousands of virtual desktops is not straightforward and requires even
more intelligence, especially from the back-end shared storage. NetApp intelligent caching and
deduplication add a lot of value here. This not only significantly reduce the storage requirements for the
otherwise redundant VMware View data, but also provides the capability to effectively deal with the bursty
AV operations, without increasing the overall costs or inducing any negative tradeoffs.

12.3 MONITORING NETAPP AND VMWARE VIEW INFRASTRUCTURE

NETAPP OPERATIONS MANAGER

As discussed earlier, NetApp Operations Manager is a comprehensive monitoring and management solution
for the VMware View storage infrastructure. It provides comprehensive reports of system utilization and
trends for capacity planning, space usage and so on. It also monitors system performance and health to
resolve potential problems. For further details on Operations Manager, visit the following solutions page:
www.netapp.com/us/products/management-software/operations-manager.html.

NETAPP ESUPPORT

NetApp's proactive eSupport suite provides an early warning system that can actually reduce the number
and severity of technical support cases. Automation tools identify issues early, before they have an impact,
and can initiate a fix without customer burden, before people even know there's a potential problem. Support
Automation works 24x7 to benchmark system status, collect diagnostic information behind the scenes, and
issue proactive alerts. You can view the full scope of your NetApp environment on demand, at the company
or device level.

NetApp's eSupport suite of Support Automation tools includes:
¢ NetApp Remote Support Diagnostics Tool

e NetApp Premium AutoSupport

e NetApp AutoSupport

For more information on NetApp eSupport, visit the following: www.netapp.com/us/support/esupport.html.

SANSCREEN VM INSIGHT

As discussed earlier, consider implementing the NetApp SANscreen VM Insight. It provides cross-domain
visibility from the VM to the shared storage, allowing both storage and server administration teams to more
easily manage their VMware View storage and server architectures. For further details on SANscreen VM
Insight, visit the following solutions page: www.netapp.com/us/products/management-
software/sanscreen/sanscreen-vme-insight.html.

12.4 DATA PROTECTION SOLUTION

SNAPMANAGER FOR VIRTUAL INFRASTRUCTURE

As discussed earlier, NetApp SMVI is a unique, scalable, integrated data protection solution and is an
excellent choice for protecting VMware View environments. It integrates VMware snapshots with the NetApp
array-based block-level Snapshot copies to provide consistent backups for the virtual desktops. It is NetApp
primary storage data deduplication aware and also integrates with the NetApp SnapMirror replication
technology, which preserves the storage savings across the source and destination storage arrays. You do
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not need to rerun dedupe on the destination storage array. SMVI also provides a user-friendly GUI that can
be used to manage the data protection schemes. The following are some of the important benefits of SMVI:

e  SMVI Snapshot backups are based on the number of 4KB blocks changed since the last backup, as
compared to the number of files changed in a traditional backup solutions (which for virtual desktops
can be several GB in size). This means that significantly fewer resources are required and the backups
can be completed well within the window. Also, since SMVI is a storage block-based data protection
solution, daily full backups of vmdk files are not required, resulting in a lower TCO.

e Backup failure rate has always been a concern with traditional, server-based backup solutions because
of various moving parts in the solution: for example, backup server farms, CPU and memory limitation
per server, network bandwidth, backup agents, and so on. With a NetApp solution, the number of
moving parts is significantly less and requires very few policies to manage the backups for thousands of
virtual desktops as multiple datastores can be part of the same protection policy, also resulting in higher
success rate and not introducing new operational complexities.

e There will be significantly less net-new investment for backup infrastructure as SMVI leverages the
inherent capabilities in the NetApp storage array to perform backups and does not require new backup
server farms.

e SMVI allows flexible Snapshot retention scheduling that can be hourly, daily, and weekly to allow you to
meet your level of RTO and RPO objectives.

e  With SMVI, there are no concerns about the growth or existence of the vmdk delta files while the hot
VM backups are being performed because SMVI does not require the existence of the vmdk delta files
for the entire duration of backups. They have to exist only as part of the preprocessing step before
SMVI invokes the NetApp Snapshot copy on the storage array, which can be few seconds to few
minutes. Also, you have an option to configure only the NetApp Snapshot copies and ignore performing
VMware snapshots.

e Also, since the backups are storage array based and only deduplicated data gets transferred from the
primary storage array to the secondary array, there are significantly less storage requirements on the
secondary storage array. Also the resource utilization on the various solution components (servers,
storage, network, and so on) will be significantly less.

Scheduling considerations: Running of data protection policies should be properly planned to make sure
that they don't interfere with the deduplication operations. Backup jobs should be scheduled to run after the
deduplication operations so that minimum possible data has to be replicated.

VMware View Manager Considerations: As discussed earlier, NetApp data protection solution can be
leveraged for all the seven virtual desktop types. An excellent use case is the data protection for “user data
disk,” where the user data is encapsulated in a vmdk file. Protecting this data using traditional methods
requires performing full backups of vmdk files every day or every time when the policy is scheduled to run.
Another important consideration for user data change rate is the delta associated with the “rebalance”
operations performed on user data disk.

13 SUMMARY

To summarize, VMware View enables organizations to increase corporate IT control, manageability, and
flexibility without increasing cost and providing end users with a familiar desktop experience. NetApp’s key
value proposition of at least 50% savings in storage, power, and cooling requirements; performance
acceleration, operational agility, and best-in-class data protection and business continuance solution makes
it a perfect choice as a solution for storage and data management for VMware View. The key NetApp
technologies (RAID-DP, thin provisioning, FlexClone, deduplication, Snapshot copies, and SnapMirror)
provide the foundational strengths to support these claims.

This guide has provided detailed guidance on how to architect, implement, and manage a large, scalable
VMware View solution on NetApp storage. It also provides details on the best integration points for each of
the key enabling NetApp technologies and how each of the technology concepts plays a critical role and
complements each other to work together as an integrated NetApp solution for VMware View of any scale.



This guide is not intended to be a definitive implementation or solutions guide. Expertise might be required
to solve specific deployments. Contact your local NetApp representative and make an appointment to speak
with one of our VMware View solutions experts.
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