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Preface

About this guide

Audience

Terminology

Command,
keyboard, and
typographic
conventions

Preface

This document describes how to install and run the NetApp® Rapid Cloning
Utility.

This document isfor VMware® system administrators who manage large
numbers of desktop environments or servers.

To understand the concepts in this document, you might need to know the terms
defined here.

O

Controller or storage controller refers to the component of a storage system
that runs the Data ONTAP® operating system and controls its disk
subsystem. Controllers or storage controllers are also sometimes called
storage appliances, appliances, storage engines, heads, CPU modules, or
controller modules.

This document uses command, keyboard, and typographic conventions that help
you enter commands.

Keyboard conventions: Thefollowing list describes keyboard conventions
used in this document:

O

When describing key combinations, this document uses the hyphen (-) to
separate individual keys. For example, “Ctrl-D” means pressing the
“Control” and “D” keys simultaneously.

This document uses the term “Enter” to refer to the key that generates the
digital equivalent of acarriage return, although the key is named “Return” on
some keyboards.

vii



Special messages

viii

Typographic conventions: The following table describes typographic
conventions used in this document.

Convention Type of information

Italic font Words or characters that require special attention.

Placeholders for information you must supply. For
example, if the guide saysto enter thearp -d host nane
command, you enter the characters “arp -d” followed by
the actual name of the host.

Book titlesin cross-references.

Monospaced font | Command names, option names, keywords, and daemon
names.

Information displayed on the system console or other
computer monitors.

The contents of files.

Bol d nonospaced | Words or characters you type. What you type is always
font shown in lowercase letters, unless you must typeit in
uppercase letters.

This document might contain the following types of messages to alert you to
conditions you need to be aware of.

Note
A note contains important information that helps you install or operate the
system efficiently.

Attention
An attention notice contains instructions that you must follow to avoid a system
crash, loss of data, or damage to the equipment.

Preface



Installing and Launching the Utility

Topics in this This chapter includes the following topics.

chapter 0 “Overview” on page 2
O “System Requirements’ on page 3
O “Instaling the Rapid Cloning Utility” on page 4
0 “Launching the Rapid Cloning Utility” on page 5

Chapter 1: Installing and Launching the Utility



Overview

About the Rapid Using FlexClone® technology, the NetApp® Rapid Cloning Utility (RCU)
Cloning Utility allows usersto quickly create and deploy VMware® virtual machines (VM)
across new or existing NetApp NFS or VMFS datastores.

Using the Rapid Cloning Utility, you can quickly and efficiently create virtual
machine clonesin VMware vCenter Server, power up virtual machines, and
apply customized specifications to the guest operating system. The virtual
machines can be deployed for both server and desktop use. You can aso use the
utility to provision, resize, manage deduplication on, and destroy datastores.

The Rapid Cloning Utility can theoretically create thousands of virtual machine
clones and hundreds of datastores in a single execution. In practice, however,
multiple executions of smaller requests is recommended. The exact size of these
requests will depend on the size of the VMware Infrastructure 3 deployment and
the hardware configuration of the vCenter Server managing the ESX hosts.

2 Overview



System Requirements

See the Rapid Cloning Utility Release Notes at http://now.netapp.com for host
system requirements for running the RCU.
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Installing the Rapid Cloning Utility

Follow these stepsto install the Rapid Cloning Utility:

1. Make sure all prerequisites for the host system are met, as described in the
Rapid Cloning Utility Release Notes at http://now.netapp.com.

2. Uningtall any previous version of RCU using Windows Control Panel >
Add or Remove Programs.

3. Download the RCU setup executable RCUSet up_2_1_wi n32. exe from
http://now.netapp.com.

4. Savethefileto your local file system.
5. Navigate to the folder containing the executable.

6. Double-click the executable and follow the on-screen directions.

4 Installing the Rapid Cloning Utility



Launching the Rapid Cloning Utility

Import certificates

Chapter 1: Installing and Launching the Utility

When you launch the RCU, you must import certificates and identify the
controllers that will be used for cloning tasks.

1. Click the NetApp button in the toolbar of VMware Infrastructure Client.

Note
If the NetApp button is not visible, restart the VMware Infrastructure Client.

¥ 10.61.167.168 - ¥Mware Infrastructure Client

Ele Edit “iew Inwentory Administration Plugins Help

it V| B X &o 3} n
Inwentary Scheduled Tasks Events Administration taps Conzolidation Metdpp %
A & ﬂsj B

2. RCU uses SSL to encrypt communication to the vCenter Server and the
Infrastructure Client. A “self signed” certificate is used in both cases. The
first time the Infrastructure Client communi cates with the RCU service, a
certificate warning appears. To prevent this warning from appearing again,
select the Do not display any security warnings... check box and click
Ignore.

Security Warning

—iCertificate Warnings

An untrusted S5L certificate is installed on "10.61,167.79" and secure
communication cannaot be quaranteed. Depending on your security policy, Ehis
i=sue might nok represent a security concern, You may need toinstall a krusted
35L certificate on wour server to presvent this warning from appearing.

The certificate received From "10,61,167 79" was issued for "newC", Secure
communication with 10,61, 167.79" cannok be guaranteed, Ensure that the
fully-gualified domain name on the certificate matches the address of the server
wou are trying ko connect ta,

Click Ignore ko continue using the current 550 certificate.

Wiew Certificate | Ignore

r Do niok display any securiby warnings For "10,61, 167, 79",




3. Thefirst time you click the NetApp button in the VMware Infrastructure
Client toolbar, asimilar warning displays. To prevent this warning from
appearing each time, click View Certificate.

Security Alert
i“l Information you exchange with thiz zite cannot be viewed or

I
?. changed by others. However, there is a problem with the site's
: gecurity certificate.

v The zecurty certificate was izsued by a company vou have
not chagen ta trust. View the certificate ta daterming whether
you want to trust the certifuing authority.

(%) The securty cerlificate date iz valid.

9 The zecurty certificate haz a valid name matching the name
— of the page you are tving to view,

Do you want to proceed?

Yiew Certificate |

4. Click Install Certificate... to launch the Certificate Import Wizard.

General | petails | certification Path |

@X' Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to:  newyC

Issued by: newnC

valid from 7/29/2009 to 12/13{2036

Issuer Statement |

(014 |

5. When the Certificate Import Wizard opens, click Next.

Launching the Rapid Cloning Utility



6. Accept the default and click Next.

Certificate Store

Certificate stores are system areas where certificates are kept.

‘Windows can automatically select a certificate stare, or wou can specify & location For

% putomatically seleck the certificate skare based on the bype of certificate:

" Place all certificates in the following store

Cettifjcate store;

Browse.. . |

< Back I Mext > I Cancel |

7. Click Finish.

Cettificate Import Wizard E2

Completing the Certificate Import

' Wizard

You have successfully completed the Certificate Import
wizard,

You have specified the following settings:

erkific: b Bk Automatically determined by b
Content Certificate

4 | i

< Back I Finish I Cancel |

8. Click Yesin the Security Warning window.
9. Click OK.

Chapter 1: Installing and Launching the Utility



Identify storage
controllers

10. Click OK.
Certificate [ 7] %]

General |Detawls | certification path |

.
Certificate Information

This cettificate is intended for the following purpose(s):
+Ensures the identity of a remote computer

Issuedto: newv

Issued by: newvC

¥alid from 7/29/2009 to 12f13j2036

installEerificate. | Issuer Statement |

83 |

11. Click Yesin the Security Alert window.

Before creating clones, identify the storage controllers to use for cloning.

1. Click the Storage Controllerstab.

[%3/10.61.167.168 - ¥Mware Infrastructure Client

File Edit Wiew Inventory Administration Plugins Help

o 7 g 3P & ) n

Inventony Scheduled Taszks Ewvents Adminiztration M aps Consalidation Metipp

£ Gootting starked

what is the Rapid Cloning Utility?

The Rapid Cloning Utlity alows users to quickly create and
deploy virtual machines Lising Metipp's FexClone technology
seamlessly with no custom scripts. The tool lets users quickly
and efficientty clone datastores, create virtual machine clones in
Yirtual Center, power up virtual machines, and apply guest
custamization specifications o the guest aperating system in
each individual desktop.

To access the Rapid Cloning Uity right-click your golden
wvirtiual machine template and select "Create Rapid Clones..."

Launching the Rapid Cloning Utility



2. Click Add Storage Controller.

5 10.61.167.168 - ¥Mware Infrastructure Client [_ (O] x|
File Edit View Inventory Administration Plugins Help
i A B e S & n
Inventary Scheduled Tasks Ewents Adminigtration Maps Consolidation Metdpp

=iz | Skorage Controllers

Add Storage Controller...  Remove Storage Controller, .,

Mame IP Address S5L

3. Enter the storage controller credentials and click OK to verify connectivity.
Optionally deselect Use SSL if you do not want to encrypt communication
between the RCU service and the storage controller.

Add Storaoe Conkroller...  Remowe
Add Storage Controller
IP Address: 10.61.167.50
Username: root
Passward: SessssssssessssREIRER LY
Use SEL: v

Ok‘,ﬂ Cancel
Note

See “Managing storage controllers’ on page 24 for additional information on
managing storage controllersin the RCU.

Chapter 1: Installing and Launching the Utility 9
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Cloning Virtual Machines

Topics in this This chapter includes the following topics.
chapter 0 “Cloning virtua machines’ on page 12
0 “Importing virtual machinesinto XenDesktop” on page 22

Chapter 2: Cloning Virtual Machines
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Cloning virtual machines

1. Click the Infrastructure Client I nventory button. Right-click a powered-
down VM or template to clone, and select Create NetApp Rapid Clones....

2. The Create Rapid Clones Wizard launches. Select the storage controller to
use for the new clones. The storage controller credentials are provided.

To prevent clone failure dueto alost VI client session, open the Advanced
options dialog and enter the password of the current vCenter Server user.

Click Validate password, and then click Next.

%) Create Rapid Clones Wizard

Specify the storage controller

‘what is the storage controller vou would like to use?

Storage Controller details

Clone destination
Yirtual machine details
Datastore creation
Datastore selection
Connection broker
Summary

12

Select the storage controller you would like to use from the Following list.

Storage Controller: Imahara-1 w7
Username:

Password:

Use S5L: =

4 | Advanced options
If the VI client is closed, the clone operation will Fail due ko a lost session, To

guarantee that the clone operation is successful, provide the Yirtual Center
password below,

Yirtual Center password:

‘alidate password |

I[=] B3

Cloning virtual machines




3. Select the destination for the new clones and click Next.

Note
When the destination is a datacenter, cluster, or resource pool, new clones

are distributed across the available servers as quickly as possible. Therefore,
new clones might be unevenly distributed, with more clones created on faster
servers.

@ Create Rapid Clones Wizard

Chapter 2: Cloning Virtual Machines

Choose where you want the clones created
Where would vou like to place the newly created dones?

Starage Contraller details

Clone destination = E? Hosts & Clusters

Wirkual machine details = I_Il MFITZ

Datastore creation = ﬁh testCluster
Datastore selection B 1061167182
Cannection broker B 1061.167.111
Summary

13
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4. Specify the following details for the clone operation, then click Next:

O Number of clones - For new datastores, maximum 250. If using
existing datastores, maximum depends on available space. The number
of clones must be evenly divisible by the number of datastores you
intend to create.

0 Clonename - Used as a prefix for each clone.

Note

By default, the clone number is placed at the end of the clone name. To force
the clone number to a different position, use %CLONE_NUM% where you want
the number to appear. For example, new/CLONE_NUM/e! one.

Surnrmary

Starting clone number - Maximum of eight digits.
Cloneincrement - Increment clone numbersby 1, 2, 3, 4 or 5.
Apply customization specification?- Applies a pre-defined
specification to the new VMs. Select from specifications used for the
native cloning process.

Power on? - Powers up the clones after creation.

Import to connection broker?- Automatically imports clone data into
VMware View Server, or creates .csv file for XenDesktop.

Connection broker - Select the desired output type

Create new datastores? - Creates new datastores for the virtual
machine clones. Enabled for users with cr eat e role or higher.

@ Create Rapid Clones Wizard =
Specify the details of the virtual machine clones
How many clones would vou like to create and what settings would wou like to apply ko them?
Storage Controller details
Clane destination Nurnber of clones: 10 Sarmple clone nataes
¥irtual machine details | Clone name: nEwsHCLONE_HUMYeClone || NEwD1Cione g
Datastare creation Starting clone number; 1 newdsCione
Dakastore selection newd5Clone
Connection broker Clone nurnber incremnent: 2 w | new07Clone
- P new09Clone
Apply customization specification?  [# newl100one
Customization specification: Win2k3 ¥ | newl3Clone
BT G r new15Clone
new17Clone
Import into connection broker? I hew19Cione
Connection broker: ¥en Desktop S ﬂ

Create new datastore(s)?

Cloning virtual machines



5. If you requested a new datastore, in the Datastore Creation window click one
of thebluelinksto Create NFSdatastore(s) or Create VM FS datastor e(s).
To continue without creating a new datastore, click Next.

Note

You can create both NFS and VMFS datastores for the new VMs.

@ Create Rapid Clones Wizard

Create and configure new datastore(s) below
wiould yvou like ko create new datastorels) ar cantinue using existing dataskorels)?

Storage Controller details
Clane destination

virtual machine details
Datastore creation
Datastore selection
Connection broker

Surnmary

=] E3

Create new datastore(s) belaw or click the "Mext' button to continue on using existing datastore(s).

Create MFS datastoreds) Create YMFS datastoreds)  Remove Configure
Diatastore name Datastore type Size (GH)

6. Inthe pop-up window, specify details for the new datastores and click OK.

0 Protocol (VMFSonly) - FCP and iSCSI.

0 Number of datastores- Maximum 32 (NFS) or 256 (VMFS). The
number of clones must be evenly divisible by the number of datastores.

0 Datastore name (disabled for multiple datastores) - Use the default or
replace with a custom name.

Note

When creating multiple datastores, the golden volume name (NFS) or base
name (VMFS) is used in this window and on the Summary tab as the
datastore name.

O

Note

Size - Maximum datastore size depends on the controller and space
available. For details, see the Data ONTAP Storage Management Guide
for your Data ONTAP release.

Volume (VMFS only) - Select available volume from drop-down list.
Aggregate (NFSonly) - Select available aggregate from drop-down list.

Thin provision - Capacity isnot reserved for individual datastores. The
aggregateistreated as a shared resource pool with capacity consumed as
each datastore requires it. By eliminating unused but provisioned
storage, more space is presented than is available. It is expected that all
datastores will not utilize all of their provisioned storage at once.

Thin provisioning sets space reserve to none and disables space checks.
Therefore, cloning can fail if the size request uses too much of the aggregate.

Chapter 2: Cloning Virtual Machines
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0 Autogrow (NFSonly) - When space is needed, automatically expands
the datastore by increment you specify, up to size limit you specify.

0 Grow increment (NFS only) - Amount of storage added to datastore
each time space is needed.

Maximum datastore size (NFS only) - Limit at which Autogrow stops.

Set datastore names? (enabled for multiple datastores) - Select to
enable modification of default datastore names.

0  Group name (VMFS) or Golden volume name (NFS) - Use the
defaults or replace with custom names.

Theillustration below shows the VMFS datastore creation pop-up window.

Create new datastore group... #
Protocal: & FCP ¢~ i5CSI
Mumber of datastares: 2

Datastore name:

Size (GB): 120
Wallme: karninoBlock 7
Thir pravision: i

Set datastore names?:

Group name: newDatastare
Datastore name 1: nenyDatastore_001
Datastore name 2: neswDatastore_002

Theillustration below shows the NFS datastore creation pop-up window.

Create new datastore group... #

Mumber of datastares: 2

Datastore narme:

Size (GB): 12,49

Aggregate; agagrl ¥
Thin provision: r

ALto-grove: r

Grovy increment (GE )

Maxirnurn datastore size (G

Set datastore names?: v

Golden volurne narme: newDatastore
Datastore name 1: nemDatastore_001
Datastore name 2; newDatastore_002

Cloning virtual machines



7. Select the datastore to house the new VMs.

Note
You can clonethe VMDK filesthat comprisethe virtual machineto different
datastores as described in Step b below.

a. Toplaceall VMsinasingledatastore, select the datastore and click Next.

@ Create Rapid Clones Wizard _ O] x|

Choose a datastore for the virtual machine
Where do you want to store the wirtual machine files?
Storage Controller detalls Select a datastaore in which to stare the files For the wirtual machine.
Clone destination
virtual machine details Datastore name Datastore type Capacity (GB) Free space (GH)
Datastore creation uritTestCreatehlF S MFS 10.00 10.00
Datastore selection unitTestDestMFSdiffCtrl MFS 100,00 99.84
Connection braker et HIPS ek L
unitTestDestMFSdiffCridift...  NFS 10.00 999
Summary unitTestDestiSCE] WHFS a7s 9.40
unitTestDestFCP WMFS 975 9.4
unitTestCresteFCP YMFS .75 9.40
unit TestCreatelSCS] WVMFS 75 9.41
nevwDatastore MFS .35 21.35
neswFCPDatastore WVMFS 167.75 167.75
newiSCSIDatastore WMFS 167 .75 167.75
1 | B
Advanced == |
< Back Mexk = I Cancel |

Chapter 2: Cloning Virtual Machines 17
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b.

To distribute VM files across multiple datastores, click Advanced. In
the new window, select aVM file, open the corresponding Datastore
pull-down list and select the datastore to house that file. Repeat for each
VM file, then click Next.

@ Create Rapid Clones Wizard =]

Choose a datastore for the virtual machine
Where do you want to stare the virkual machine Files?

Storage Controller details
Clone destination

Yirtual machine details
Datastore creation
Datastore selection
Connection broker
Surnmary

Select a datastare for each of the virtual machine files in the lisk below,

File: Size (GH) Datastore

Configuration file - data

[tata] crossCirl2icrossCirl2 vmdk 13.00 " newFCPDatastare

[data] crossCtriZicrossCirl2 _1 vmdk 2.00 data -
-

unitTestDestMFSOiffiCtrl &
data
unitTestDesthFSdiffCtrl
unitTestDestISCSI
unitTestDestFCP
unitTestCreateFCP
unitTestCreatalSCSI
newlatastore
newFCPDatastore

newiSCSIDatastore |
4| | >

=< Basic |

< Back et > | Cancel |

Cloning virtual machines



8. If you specified a connection broker format, enter the details for the
connection broker operation, then click Next.

a. For VMWare View server, RCU imports clone datainto View Server at
the end of the clone operation. You can specify unique desktop names
and select from existing desktop pools.

Desktop type: Choose I ndividual desktopsto create new individual

desktops. Select M anual desktop pool for apool of virtual machines
that are manually constructed by the View Manager administrator.

Access mode: For manual desktop pools, Persistent access gives users
connection to the same desktop for every session. Non-per sistent
access all ocates desktops dynamically.

Note

Refer to the View Manager Administration Guide at
http://www.vmware.com/pdf/viewmanager3_admin_guide.pdf for detailson
desktop types and access modes.

[ Create Rapid Clones Wizard

Specify the details of the connection broker import operation

Wwould you like to import the new clones into a connection broker?

Storage Controller details
Clone destination

Yirtual machine details
Datastore creation
Datastore selection
Connection broker
SUrmmary

Chapter 2: Cloning Virtual Machines

M=l
WMWare Yiew

Wiew Server hostname or IP Address:  wiewHost
Fully qualified dornain name: dornainl
Diomain username:
Domain password:
Desktop type: ¢ Individual desktops ¢ Manual desktop pool

@ Mew desktop pool

¢~ Persistent ¢ Mon-persistent
("' b
19



b. For XenDesktop, enter afully qualified domain name. RCU creates a
.cov fileintheinstal | _directory\exports directory with the
following format:

[ ADConput er Account ], [ Assi gnedUser], [ Vi rt ual Machi ne], [ Host | D]

Note
See “Importing virtual machinesinto XenDesktop” on page 22 for detailson
importing thisfile into XenDesktop.

@ Create Rapid Clones Wizard =]

Specify the details of the connection broker import operation
‘would vou like to import the new clones into a connection broker?

Storage Controller details
Clone destination

‘Wirtual machine details Domain name (e.d. netapp.com):
Datastore creation

¥en Deskiop

Datastore selection
Connection broker

Surnmary

9. Review the summary page and click Apply to proceed. To return to previous
pages and modify settings, click Back.

) Create Rapid Clones Wizard [=1 B3

Ready to complete the configuration changes
Are these the settings you want to use?
i:z::g:ez;;:tioou:r detals Eewview the summary below. Click 'Apply' to apply the configuration changes.
Wirtual machine details Ternplate narme: crossCri2 =
Drakastare creation
Datastore selection MNurmber of dones: 10
Connection braker Clone name: new % CLOME_MUMS%Clane
Summary Starting clone nurnber: 1
Apply customization specification:  Yes
Custornization specification: WinZk3
Power o Mo
Clone destination : testCluster
Storage Controller: Imahara-1
Datastore: newFCRDatastore
Murnber of datastores: 1
Size (GE): 167.75 L
Wolurne: unitTestLuns
Thin provision: Mo
=l
< Back | Apply | Cancel |
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10. The Recent Tasks pane of VMware Infrastructure Client is populated as
clone creation proceeds.

t

Fle Edt View Inventory Administration Plugns Help

Log of new VMs

directory. The filenameisin the following format:
O inport_generic_date_tine.csv

Chapter 2: Cloning Virtual Machines

& . | L) ol & at n
Inventory Scheduled Tasks Events Admiristration Maps Consalidation Netdpp
+
« |5 e
& [ Hosts & Chusters 10.60.113.11 ¥Mware ESX Server, 3.5.0, 130756
= [y veIBuHP
10.60.113.11 EIEt Virtual Machines | Resource Allocation | Pedormance | Configuration | Tacks & Events | Alams | Permissions
[ 1060.113.13
10.60.113.15 ‘ General | Resources
@ 106011347 Marufacturer:  HP CPU usage: 35 MHz
E ‘g'z'“:f Proliant DLSB0 G5 16 % 2.4 GHz
10.60.113.21
[ 106011523 16 (PU R 24 GHz Memory usage: 1.98GB
ﬁ 10.60.113.25 Inel(R) Xeon(R) CPU E7330 @ 2.40GHz i 128,00 G8
® [ VGIBU INFRASTRUCTURE Inactive , ,
Recent Tasks
Hame | Target | Initiated by | Status = Time | Start Time | Complete Time
¥ Create NAS Datastore B 16011313 Adrinistrat,.. @ Completed 2J4/2009 9:40:44 PV 2/4{2009 9140:44 PM 2/4J2009 9i40:46 PM
¥ Create NAS Datastore B wsonzs Adrinistrat,.. & In Progress 2J4/2009 9:40:44 PV 2/4{2009 9:40:44 PM
¥ Create NAS Datastore B 1we0n3z3 Adrinistrat... & InProgress 2j4{2003 9:40:44 PM
Y Create NAS Datastore H 106011317 Adrinistrat... (B In Progress 2/4{2009 9:40:44 PM
7 Create NAS Datastore @ 106011321 Administrat... & In Progress 2J4/2005 9:40:44 PV 2/4{2009 9:40:44 P
% Create NAS Datastore B 16011315 Adrinistrat... B In Progress 2J4/2009 9:40:44 PM 2/4{2009 9:40:44 PM
¥ Create NAS Datastore B 1011309 Adrinistrat,.. & In Progress 2412008 9:40:44 M 2/4/2009 9:40:44 PM
¥ Create NAS Datastore B 106011311 Administrat... @ Completed
%Y Refresh Host Starage System B we0113.11 Adrministrat... @ Completed
%Y Refresh Host Storage System E 106011323 Administrat... @ Completed
%) Refresh Host Storage System B 1011307 Administrat... & Completed
%Y Refresh Host Storage System B weo113.15 Administrat,.. @ Completed
%' Refresh Host Storage System B 1ws0113.21 Administrat,.. @ Completed
%Y Refresh Host Starage System B we011309 Adrministrat,.. @ Completed 2442009 9:40:39 PM ;40;
*j Refresh Host Storage System [ 106011313 Administrat... @ Completed 2/4/2009 9:40:39 PM 214/2009 9:40:41 PM
¥ Refresh Host Storage System B 1we011325 Administrat... @ Completed 2/4{2009 9:40:39PM 2/4J2009 9:40:41 PM
¥ Netipp Rapid Clone Virtusl Machine  (3)  LOADGENXP Administrat... 4% ) 2/4/2009 9:40:37 PM
%) Mark Virtual Machine as Template 3 LOADGENKP Administrat... @ Completed 274]2009 9:40:37 PM  2/4/2009 9:40:37 PM 2/4/2009 9:40:37 PM

A list of new VMsiswrittentoa.csv fileinthe<instal | _directory>\exports
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Importing virtual machines into XenDesktop

22

To create a XenDesktop import file, select XenDesktop as the Connection
Broker in the Virtual Machine Details page of the Create Rapid Clones Wizard.

RCU creates the following XenDesktop import file:
O <install _directory>\ exports\xenDesktop_tinestanp.csv

The file contents are in the following format:
O [ ADConput er Account], [ Assi gnedUser], [ Virtual Machi ne], [ Host | D]

To import the file into XenDesktop:

1. Copy the export file to the XenDesktop system. Using the Citrix Access
Management Console, choose to create a new desktop group.

2. A wizard will launch. Follow the wizard prompts to the fifth panel (Virtual
Desktops page), and select the option to import the desktops from a.csv file.

3. Browsetotheimport fileand click OK.

Importing virtual machines into XenDesktop



Managing Storage Controllers and Datastores

3

Topics in this This chapter includes the following topics.
chapter 0 “Managing storage controllers’ on page 24
0 “Managing datastores’ on page 28

Chapter 3: Managing Storage Controllers and Datastores
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Managing storage controllers

Add storage To add a storage controller to the list of controllers available to RCU:

controller ) . .
1. Click the NetApp button in VMware Infrastructure Client.

2. Onthe Storage Controllerstab, click Add.

3. Enter the hostname or IP address and credentials of the storage controller.
Optionally deselect Use SSL if you do not want to encrypt communication
between the RCU service and the storage controller. Click OK.

| orage contealers |

Add... Remowe... Properties...

g pee 1
b\lame Add Storage Controller l
Imahara-1

Imahara-2

Hostnarme o IP Address:

Username:
Paszward:
Llse S5L: I
Cancel
Remove storage To remove a storage controller to the list of controllers available to RCU:

controller . . .
1. Click the NetApp button in VMware Infrastructure Client.

2. Right-click a storage controller and select Remove.

Add... Remowe... Propert

Matme IP &cdress =
Imahara- AfeedAgT S0 falze
Imahara- Remove... G751 falze

Yiew Storage Details. ..
Update Saved Credentials. ..

Properties. ..

3. Click Yesto confirm removal of the storage controller from the list of
controllers available to RCU.
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View storage
controller details

1. Click the NetApp button in VMware Infrastructure Client.

2. Right-click a storage controller and select View Storage Details.

To view usage and deduplication statistics for a storage controller’s aggregates,
volumes, and LUNSs:

Storage Controllers

Mame IF Address
Imahara- 404 4pT 50
Imzhara- Remave. .. E7 .51

View Storage Details, ..
Update Saved Credentials. ..

Properties...

3. Click OK to close the window.
Size - Total storage on the controller.

O

O o o o

Used - Storage used by RCU.

Available - Unused storage.
Deduplicated - Amount of total storage saved by deduplication.
Deduplicated % - Percent of total storage saved by deduplication.

Yiew Storage Details...

Mame

4 = agorl

=

gold_volume
| georgeiSCSITest

+ newDatastore

] xpDataStare

7 gald

7 unitTestDasthFSdiffCtr

7 isceiRDMTest

7 golduseCase IMNfs2MuUltiMfs DIffCt
) kaminoBlock

] georgeTest
] unitTestDestMFS_DaoMotDelete
7 unitTestLuns

- eric

) x0ONfsZNewlscsi

- bac

7 abc
) x0ONfa2Mewlscsi0
1 xoONfa2Newlscsi02
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Tatal
1,816.60G8
320.00GB
50.00GB
20.00GB
26.88GH
887GH
100.00GE
200.00GE
2000GE
200.00GE
100.00GE
10.00GE
200.00GE
18.00G8
30068
3.00G8
3.00G8
3.00G8
300G

Uszed
1,064.51G8
151.11GB
5.38GH
0.02GH
4.89GH
2.03GR
016GE
0.02Ge
0.02Ge
4.41GB
0.01Ge
0.01Ge
0.08ce
0.00ce
1.01G8
1.01G8
1.01G8
1.01G8
1.01G8

falze
falze

Available
752.09GH
166.89GH

20.89GH
6.84GH
99.24GH
199.98GEB
18.98GB
295.59GHB
99.99GB
9.99GHB
198.92GB
18.00G8
1.989GHB
1.4989GH
1.989GHB
1.989GHB
1.98GH

add...

Remove... F

Deduplicated  Decuplicated %

132.25G8
58.12G8

4391GR
0.00GH
0.43GH
0.00GE
0.04GH
13.73GR
0.00GE
0.02GE
0.00Ge
0.00G8
3.00G8
1.00G8
3.00G8
3.00G8
3.00G8

112
28

a0
T3

13
T

T3

75
50
75
75
Tiv|
ok
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Update saved If astorage controller’s credentials are changed after the controller is added to
credentials RCU, use this feature to update the RCU settings to match the controller settings.

1. Click the NetApp button in VMware Infrastructure Client.

2. Right-click a storage controller and select Update Saved Credentials.

add... Remove.. F

Mame IF Address SSL
Imahara- A0 45T 50 falze
Imzhara- Remave. .. E7 .51 false

View Storage Details, ..

Update Saved Credentials. ..

Properties...

3. Enter the new credentials. Optionally select Use SSL if you want to encrypt
communication between the RCU service and the storage controller. Click
Save when finished.

Update Saved Credentials...

Lisefnarme:
ey password:
Confirrn nesy passwiord:

Uz S5L: |l

Cancel |
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Restrict or expand To restrict or expand the interfaces, volumes and aggregates available to RCU:
available interfaces,
volumes, and
aggregates

1. Click the NetApp button in VMware Infrastructure Client.

2. Onthe Storage Controller tab, right-click a storage controller and select
Properties.

3. All available interfaces, volumes, and aggregates are presented.
a. Torestrict or expand availability to RCU, select items and click the
directional buttons to move them to the desired column.

O Itemsin theleft column will not be used by RCU.
0 Itemsin the right column will be used by RCU.

Note

New volumes and aggregates created outside RCU appear in the left column
as unused.

b. Select the checkbox if you want to prevent users from modifying these
settings without providing storage system credentials.

Imahara-2 properties ®

Configure the interfaces, wolume, and aggregates wou would like to use For provisioning and cloning below. The lists on the left
contain all of the available interfaces, volumes, and aggregates respectively. The list on the right contains the interfaces,
wolumes, and aggregates that can be used for provisioning or cloning.

Inkerfaces

ela - 10.61,167.51

R

Wolumnes
demo A i‘

AJ_test

goldscaleTest

images

scaleTest000

scaleTestO01 ﬂ

B

Aggregates
dermo aggrd

aggrl

FEEE

I~ select the checkbox to prevent further changes

Save Cancel

4. Click Save when finished.
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Managing datastores

Provision new
datastore

28

You can create new datastores at the datacenter, cluster, or host level. The new
datastore appears on every host in the datacenter or the cluster.

1. Click the Infrastructure Client I nventory button. In the inventory tree, right-
click a datacenter, cluster, or host and select Provision NetApp Datastores.

= @ESG & Clusters ;I testCluster
= [y MFIT2
= [T e~ Summaru Bg fu iezource Allocation erfarman
Em ERE Add Host. .. Chrl+H
& - Mewvs Wirtual Machine. .. ChrlHh
Eh ¢ MewResource Badl... Chtl O .
i Disabled
E ° add alarm... Disabled
= ° add Permission. .. Disabled
H
E Edit Settings... 9 GHz
H
E:‘ : Remove 8 GB
& e Rename 1
Provision Netdpp datastores,..
@j s e} 4

2. Select the storage controller to use for the new datacenter.

To prevent failuredueto alost VI client session, open the Advanced options
dialog and enter the password of the current VV Center user.

Click Validate password, and then click Next.

Specify the storage controller
‘hat is the storage controller you would like to use?

Storage Controller details

Datastore byps Storage Cortroller: Imnahiara-1 hd
Datastore details
Summary + | Advanced options

If the VI cliert is clased, the clane operation will Fail dus to a lost sessian, Ta
guarantee that the clone operation is successful, provide the wCenter
password below,

yCenter password:

_slistepssiond |

Cancel

Managing datastores



3. Select the desired datastore type and click Next.

Select the datastore type you would like to create
Which of the 2 types of datastares would you like to use?

Starage Controller details

Datastore type o 7S

Datastore details ~ WMFS
Surnmary

< Back. | Cancel |

4. Specify details for the new datastore and click Next.
Protocol (VMFSonly) - FCP or iSCSI
Size - Maximum datastore size depends on the controller and space
available. For details, see the Data ONTAP Storage Management Guide
for your Data ONTAP release.
Datastore name - Use the default or replace with a custom name.
Volume (VMFS only) - Select an available volume from drop-down list.
Aggregate (NFS only) - Select an available aggregate from drop-down
list.

0 Thin provision - Capacity is not reserved for an individual datastore.
The aggregate is treated as a shared resource pool, where capacity is
consumed as each datastore requiresit. By eliminating unused but
provisioned areas of storage, more space is presented than is actually
available. It is expected that all datastores will not utilize all of their
provisioned storage at the sametime.

Note: Thin provisioning sets space reserve to none, and disables space
checks. Cloning can fail if your size request uses too much of the
aggregate.

0 Autogrow (NFSonly) - If more spaceis required, automatically
expands the datastore by the increment you specify, up to the size limit
you specify.

O Grow increment (NFS only) - Amount of storage added to datastore
each time space is needed.

0 Maximum datastore size (NFS only) - Limit at which Autogrow stops.
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The illustration below shows the VMFS datastore details window.

specify the details for new datastore
ehat is the size and the name of the new datastore that wou would like to create?

Storage Controller details

Datastore bype Protocal: ¢ FCP ¢~ iSCSI
Datastore details

Summary Size (GB): 10.00
Datastore name: resyDatastare
Wolurne: karnincBlock >
Thin provision: i

< Back I Cancel |

The illustration below shows the NFS datastore details window.

Specify the details for new datastore
What is the size and the name of the new datastore that vou would like to create?

Storage Controller details

Dataskore bype Size (GB): 10,00
Datastore details

Summary Datastore name: nenyDatastore
Aggregate: agarl o
Thin provision: r
Auto-grow: r

Growe increment (GE):

Maxirnurn datastore size (GE):

< Back | Cancel |

5. Review the datastore configuration summary and click Apply to begin
provisioning the new datastore.

Managing datastores



Manage Deduplication eliminates redundant objects on a selected datastore and
deduplication references only the original object. For details on deduplication, refer to your
Data ONTAP Data Protection Online Backup and Recovery Guide.

1. InVMware Infrastructure Client, click I nventory and select a host. On the
Summary tab, right-click adatastore and select Deduplication management.

Surnrnary tion | Performance | Configuration
General Resources
Manufackurer: IBM CPU usage: 159 MHz
Model: IBM System x3550 -[79784C1] i 2% 2,659 GHz
Pracessars: 2(PUx 2.659 GHz Memory Usage: 1.41 GB
Processor Type:  InkeliR) Xeon{R) CPU 5150 @ 2.66GHz prrmmmY 5,00 GE
Hyperthreading:  Inactive
Murmber of MICs: 2 Drakastore Capacity Free
B | x3s50rres storan &N &N R 42,95 G5B
State: connected B demo  BrowseDafastore... 24.87 GB
virtual Machines: 14 B ody  ponams 169,53 GB
YMation Enabled:  no B unitTe: Properties. .. 68,76 GB
Active Tasks: B tanse  ponoe £8.76 GB
B unitTe: 99,54 GB
B unitTe:  Refresh 9,99 GB
Commands B unitTe;  Deduplication management 9,41 GB
B unitTe;  Resize 68,76 GB
G ew virtual Machine B unitte:  Destroy 68,76 GE

2. Select acheck box to Disable or Start deduplication. The Deduplicated
column presents previously used space that is saved by Deduplication.

0  Start begins deduplication from the last marker position.
O Rescan begins deduplication at the beginning of the volume.

MName Total Used Available Deduplicated  Deduplicated %
4 |2 aggr 1,816.60G8  1,066.32GB 740.28GB 69.76GH [
4 7] kaminoBlock 300.00GB 34.70GB 265.30GB 69.76G8 67
= newDatastore_001 60.00GH 26.08GH - - -
= unifTestDestFCP 10.00GH 9.46GH - - -
A unitTestCraatelSCEI 10.00G8B 0.02GB - - -
- unifTestDestSCE| 10.00GH 0.47GH - - -
| unifTestCreateFCP 10.00G8 0.04G8 - - -
= vmfsTest_002 76.25GH 30.09GH - - - ﬂ
Deduplication status Deduplication settings
Datastare name: ternphMFS Disable deduplication? -
Wolurne narne: karninoBlack Start deduplication? r
Deduplication state: Enabled Rescan? -
Deduplication status: idle
Space saved (GB): 59,76
Percent saved: 67
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Resize datastore To increase or decrease the size of an NFS datastore:

(NFS only) . .
1. Click the Infrastructure Client | nventory button and select a host. On the

Summary tab, right-click a datastore and select Resize.

Surnmary Wirtual Machines 1E30UICE -ation ertormance 'm : 3 [k 'Tap
General Resources
Manufacturer: I6M CPU usage: 159 MHz
Todel: IBM Syskem x3550 -[79784C1]- i 2% 2,659 GHz
Processors: 2 CPU ® 2.659 GHz Memary usage: 1.41 GB
Processor Type:  Intel{R) xeon{R) CPU 5150 @ Z.66GHz i 5,00 GE
Hyperthreading:  Inactive
Mumber of MICs: 2 Dakastore Capacity Free
B8 | x3550rres ctovan AN SN =R 42,95 GE
Statke: connected B demo EREES DR oo 24,87 GB
Yirtual Machines: 14 B gold_w Rename 169.53 GB
YMotion Enabled:  no B uwitTe: Properties. .. 658.76 GB
active Tasks: B vensie poioee £5.76 GB
B unitTe: 99,84 GB
B unitTe:  Refresh 9,99 GE
Commands B uiTe: Deduplication management a.41 GE
B unitTe;  Resize £8.76 GB
E_T Mew Yirkual Machine E unitTe:  Destroy 68,76 GB
& Mo Dacnivea il B nitTecthestFrp Q75 GR Q41 =R

2. Enter the new datastore size and click OK.

|J-_-T,J Resize datastore =]
Yolume settings
volurme narne: unitTestSourceMFs
Total size (GB): 100.00
Used size (GB): 24.42
Shapshiot reserve (Y u]
Datastore
Dataztore name: unitTestSourcelFs
Mirirnrn sizes (GB): 27.00
Maxirnurm size (GE): 14,336.00
Current size (GB): 100.00
MNew size (GB): 100.00
Cancel
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Destroy datastore

The RCU can quickly destroy al virtual machines in a datastore, detach the
datastore from the VMware I nfrastructure Client environment, and free the space
on the storage controller. These actions permanently destroy all VMs, datastores,
snapshots and FlexVolumes. To destroy agroup of VMs:

1. Right-click the datastore and select Destroy.

Surnmary
General Resources
Manufackurer: IBM CP usage: 159 MHz
Model: IBM System x3550 -[79784C1]- u 22,6559 GHz
Processars: 2CPU x 2.659 GHz Memary usage: 1.41 GB
Processor Type:  InkeliR) Reon{R) CPU 5150 @ 2.66GHz T 5,00 GE
Hyperthreading:  Inactive
Murmber of MICs: 2 Drakastore Capacity Free
B | x3550rreS storan 0 5N R 42,95 GB
State: connected 8 demo  BrowseDatastore... 24.87 GB
virbual Machines: 14 B 0oy pename 163,53 GB
YMation Enablzd:  no B unitTe: Propetties. .. 68.76 GB
Active Tasks: B wende oo B, 76 G
B unitTe: 93.54 G5
B unitTe: Refresh 9.99 GB
Commands B unitTe:  Deduplication management 9,41 GB
B unitTe;  Resizs 68,76 GB
G ew virtual Machine B unitte:  Destroy 8,76 GB

Multiple datastore
note (NFS only)
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2. Click OK to confirm the action.

@ Destroy Datastore and Virtual Machines

BEX]

newDataStore and all of the virtual machines listed below will be destroyed and removed from your system. Click OK to
continue,

\Wirtual machine name
testClones01
testClones02
testClones03
testClones0s
testClones0s
testClones06
testClones07
testClones08
testClones0d
testClones10

Power state
Off
Off
Off
Off
off
Off
Off
Off
Off
Off

When arequest is made to create more than one new NFS datastore, the RCU
first creates a golden volume on the controller. The datastores that are then
attached to vCenter Server will be FlexClones of the golden volume. Because the
FlexClones share the storage with the golden volume, this space is not wasted.
When the last datastore (FlexClone) of agolden volumeis destroyed as described
above, the golden volume is destroyed as well. This gives you complete control
over each individual datastore.
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Troubleshooting

Topics in this
chapter

Chapter 4: Troubleshooting

This chapter includes the following topics.
0 “Troubleshooting” on page 36
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Troubleshooting

Things to check
before you call
Technical Support

Information you
need to provide to
Technical Support

How to contact
NetApp Technical
Support

36

For alist of known issues and resolutions, see the latest Rapid Cloning Utility
Release Notes at http://now.netapp.com.

If you have a question that is not resolved by the Release Notes, contact NetApp
Technical Support.

Before calling Technical Support, there are several things you can try in effort to
solve the problem yourself. These include:

0 Review the known issues and resolutions in the latest Rapid Cloning Utility
Release Notes at http://now.netapp.com to seeif they contain information on
your problem.

Review this guide to make sure you are performing the steps correctly.

Review the System Requirements in the Release Notes to verify that your
environment isin compliance with NetApp requirements.

O Check al cablesto make sure that they are connected properly.

Before you contact Technical Support, you need to gather the following
information about your system and your problem:

0 A vaid NetApp storage controller serial number that is licensed and under
warranty.

Your contact information.

A list of all the products you are using including software versions and
licenses.

All the error messages from the system.
Information on your VMware environment.

0O

You can contact NetApp Technical Support by telephone or from the NetApp
NOW site.

To contact Technical Support by telephone, use the following numbers:

O 888 4-NETAPP (USand Canada)

0 00.800.44.NETAPP (EMEA/Europe)

O +800.800.80.800 (Asia/Pacific)

Troubleshooting
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To contact Technical Support from the Web, use the following address:;
0  http://now.netapp.com

For a detailed listing of Technical Support phone numbers, go to the NetApp
Support page at

http://www.netapp.com/us/support/ngs-contacts.html

37



38

Troubleshooting



Storage system permissions A

Topics in this This Appendix presents the storage system permissions required by the Rapid
appendix Cloning Utility. It includes the following topics.

0 “Create clonesrole’ on page 40
“Create storage role” on page 41
“Modify storagerole” on page 42
“Destroy storage role” on page 43

O o o
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Create clones role

A role and group must be created or modified as described below. Then a user
must be created or modified to include this group. Finally, when the storage

system is added to the Rapid Cloning Utility, the user just created or modified
should be used.

The following permissions are required to use File Level FlexClone (flfc) to

clone vmdk files in the same datastore while creating VMs.

R Y s [ [ Y [ Y A [ Y |

40

api -

syst em get - ver si on

| ogi n-http-admn

api
api
api
cl

api
api
api
api
api
api
api
api
api
api
api
api
cl

api
cli
cli
api
api
api
api
api
api
api
api

-systemget-info
-systemcli
-license-list-info
-ifconfig

-aggr-list-info
-volume-list-info
-lun-list-info
-lun-map-list-info
-igroup-list-info

- ens- aut osupport - | og
-file-get-file-info
-cl one-*
-file-create-directory
-file-read-file
-file-delete-file
-file-wite-file

-nmv
-file-delete-directory
- ndnpd

- ndnpcopy

-useradm n-user-1ist
-cf-status
-snapshot-list-info
-vol ume- aut osi ze- get
-iscsi-session-list-info
-iscsi-portal-list-info
-fcp-service-status
-iscsi-service-status
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Create storage role

The following access is required to create volumes and mount a datastore while
creating VMs (includes previous rights).

O api-volume-create

O api-vol ume-set-option

O api-vol ume-aut osi ze- set

O api-sis-enable

O api-sis-start

O api-snapshot-create

O api-snapshot-set-reserve

O api-vol ume-cl one-create

O api-nfs-exportfs-list-rules-2
O api-nfs-exportfs-modify-rule-2
O api-nfs-exportfs-|oad-exports
O api-igroup-create

O api-lun-create-by-size

O api-lun-mp

O api-lun-set-coment

O api-igroup-add

O cli-qtree

O cli-iscsi
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Modify storage role

The following access is required to manipul ate storage objects (resize volume,
dedupe volume) (includes previous rights).

O api-vol unme-size
O api-sis-disable
O api-sis-stop
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Destroy storage role

The following access is required to destroy a datastore (volume/flexclone)

(includes previous rights).

o

o
o
o

api
api
api
api

-vol une-of fline
-vol unme- destr oy
-lun-offline
-l un-destroy

Appendix A: Storage system permissions
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Preferences File, Logs, and Export Files

Topics in this This Appendix includes the following topics.
appendix 0 “PreferencesFile’ on page 46

O “Logs’ onpage47

0 “Export Files” on page 48

Appendix B: Preferences File, Logs, and Export Files

45



Preferences File

46

The RCU preferences file contains options that control RCU operation. Thisfile
is stored in the following location:

O install_directory/conf/rcuPreferences. xn

The preferences file contains the following options:

Option

Default
Setting

Default Action

snapreserve

0

Sets the snapshot reserve size for new volumes to the
specified percentage.

mnra

of f

Controls how many blocks are pre-fetched at each read
operation.

no_ati me_updat e

on

Disables updating of accesstime when files are read.
Leave on for better performance in a heavy read traffic
environment.

nosnap

on

Disables snapshots for new flexclone volumes.

sis

true

Enables deduplication on new volumes.

destroyParent | fLast C one

true

When last flexclone is destroyed, the golden volumeis
destroyed.

checkPossi bl eCr ossMunt

true

If an administrator mounts avolume for use asa
datastore to an ESX host using a different ip address or
volume path than what was used to mount the volume to
other ESX hosts, thereisa potential for the RCU Destroy
feature to incorrectly report which VMs are present on
the datastore. Thisis because the datastore uuid is
generated by the ESX host based on the ip address and
volume path. checkPossi bl eCr ossMbunt addresses this
issue and therefore should be left set to t r ue. The only
time this should be set to f al se isif the Destroy window
staysin the"Loading..." state for an extended period of
time and there is no chance of the issue described above.

onlyOifline

fal se

By default, the Destroy feature takes offline and destroys
the volume that was mounted as a datastore. Setting
onlyOfflinetotrue leavesthe volumeintact, just
offline.
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Logs

The RCU creates the following log files.
O install_directory/logs/rcu.log
O install_directory/logs/rcuSupport.xn

Thelog filesinclude RCU version, build number, and build date. Each log fileis
rotated at a size of 8192 KB. Up to ninelog files are retained.
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Export Files

Network After each cloning procedure, RCU creates a.csv network configuration filein
configuration file theinstal | _directory\exports directory. Thefilenameisin the following
format:

O inport_generic_date_tine.csv
For example: i nport _generi c_2009_03_06_11_04. csv

Thefile includes the following information for each VM:
VM Name

UUID, VMX Path

Number of CPUs

Memory in MB

Guest Full Name

Guest Alternate Name

Datastore Name

I R I I i

The file al so includes the following information for up to ten NICs:
NIC x

NIC x Network Label

NIC x Address Type

Manual - Statically assigned MAC address.

Generated - Automatically generated MAC address.

Assigned - MAC address assigned by Virtual Center.

NIC x WOL Enabled

Wake-on-LAN enabled or disabled on this virtual network adapter
NIC x MAC Address

I I I I o e

XenDesktop When XenDesktop connection broker output is requested in the cloning wizard,
RCU createsa.csv fileintheinstal | _directory\exports directory. The
filenameisin the following format:

0O xenDesktop_tinestanp. csv
The file includes the following information:

[ ADConput er Account ], [ Assi gnedUser], [ Vi rt ual Machi ne], [ Host | D]
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Programmable API C

Topics in this
appendix

This Appendix describes the RCU progammable API. It includes the following
topics.

“Overview” on page 50
“Methods’ on page 52
“RequestSpec” on page 54
“CloneSpec” on page 55
“VmFile Spec” on page 55
“DatastoreSpec” on page 56
“ControllerSpec” on page 58
“VmSpec” on page 58
“Example SOAP’ on page 59
“Java’ on page 61

O o0 oooooogoogo g
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The RCU Application Programming Interface (API) is exposed using Simple
Object Access Protocol (SOAP). The APl isalayer over the NetApp API (called
ZAPI) and the VMware VI SDK, but does not require either in the consumer
application or script. The RCU API is designed to be leveraged with the VI SDK
to offload the intricacies of storage object cloning while cloning virtual
machines. To this end, the managed object reference returned by the VMware VI
SDK isused to identify componentsin the vCenter Inventory. You can view this
information using the Managed Object Browser on the vCenter server.

This version of the APl exposes the clone creation engine. This method, called
cr eat ed ones, can be used to create VM clones on new or existing datastores. In
the case that more than one datastore is created, the FlexClone feature on the
controller isleveraged to create clones of the datastore. There are two utility
methods:

0 Theget VinFi | es returnsalist of filesthat make up the virtual machine. This
is useful for creating the list of files required in the cl oneSpec described
below.

0 Theget Mref returnsthe managed object reference of the requested object
based on name and type. The get Mor ef returnsthe first object that matches
the name and type combination. For this reason, this method should not be
used in production environments unless all object names are unique.

The input to the methods are a combination of a specification (complex) and
strings (simple). The specifications are described bel ow.

Very little verification or validation is done in the API. For example, if the
username and password combination is not correct, the APl will fail. If thereis
not enough space to create the requested datastore(s), the API will fail.
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The key for the clones map
Tt FleqqeslSpec is the new clone name. |
tring servicellrl
String vclser , The key for the
Str"!.r'lg ch‘asst_lmr‘d ' macAddress map is the
String vcSession 101 CloneSpec : device name.
CloneSpec cloneSpec

String templateMoref
String containerMoref

.
.
n

1 1 Map<String,VmSpecs clones 1 -+ 1. VmSpec x“
VmFileSpec = List<VmFileSpecs files i+ - Map<String,String> macAddress |-~
String sourcePath String custSpecNome
DakastoreSpec destDatastoreSpec 1 L DatastoreSpec boolean powerOn

String mor

String goldVolume

String protocel

String aggrOrvolName

Lang sizeInMB

boolean thinProvision
boolean wolAutoGrow

Lang wolAutaGrowIne

Long volAutoGrowMax
List«String> datastoreMNames
ControllerSpec controller ControllerSpec
String ipAddress
String username
String password
boolean ssl
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Methods

createClones

getVmFiles

52

Create VM clones on new or existing datastores. The clone or template must not
contain any RDMs and must be in a good state (i.e., connected).

Parameters:
Name Type Example Description
request Spec RequestSpec See below See below
Return:
Type Example Description
String Task: t ask-2 A managed object reference to avCenter

Task. Thistask can be monitored and
altered using the VI SDK

Get askeleton list of VnFi | eSpec to be completed and used in the submission to

creat ed ones.

Parameters:
Name Type Example Description
vmvbr Ref String Virtual Machine:vm 40 | The managed object
reference of the VM.
Return:
Type Example Description

Li st <VnFi | eSpec>

Task: t ask-2

CloneSpec.

A list of VnFi | eSpec based onthe VM
specified. Thisinformation should be
modified and submitted using the

Methods



getMoref Returns the managed object reference of the requested object based on name and
type. The get Mor ef returnsthe first object that matches the name and type
combination. For this reason, this method should not be used in production
environments unless all object names are unique.

Parameters:
Name Type Example Description
name String wi nXP The name of the object
to look for.
type String Virtual Machine | The Managed Object
Type.
request Spec | RequestSpec | Seebelow See below
Return:
Type Example Description
String Vi rtual Machine: vm 40 | The managed object referencein a
String format.
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RequestSpec

The Request Specification describes the URL of the VMware vCenter SDK as
well as the authentication information. The authentication information may bein
the form of a user name and password combination or a vCenter SOAP Session
ID. An optional Clone Specification may also be present.

Name Type Example Description
servi ceURL String https://10.61.167.79/sdk | URL for the VMware vCenter
SDK.
vcUser String Adni ni strator VMware vCenter username (null
ok if using vcSessi on).
vcPasswor d String pass123 VMware vCenter password (null
ok if using vcSessi on).
vcSession String CDF37576- C2E2- 461A-8797- | VMware vCenter SOAP Session
D33FBAGD5D82 (null ok if using
vcUser/ vePasswor d).
cl oneSpec cloneSpec A clone specification.
Notes 0 cl oneSpec may be null when using this spec with one of the utility methods.
O vcSession may benull if veUser and vcPasswor d are used.
0 vcUser and vcPasswor d may be null if veSessi on isused.
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CloneSpec

The Clone Specification describes arequest to create clones of aVM or template.
This VM must be powered off. A new VM is created for each entry in the Map
named clones. The String in this Map is the name of the clone and the VmSpec
describes the new clone configuration. The List named files describes the files
that make up the source VM or template. Thislist can be used to specify different
destinations for each file as well as create new datastores.

Name

Type

Example

Description

t enpl at eMor ef

String

Vi rtual Machi ne: vm 255

Source VM or template of
cloning operation. String
representation of type and value
of the ManagedObjectReference
from VMware VI API.

cont ai ner Mor ef

String

Dat acent er: dat acent er-2

Destination for resulting clones.
Valid destination types:
Datacenter, ResourcePool
ClusterComputeResource, and
ComputeResource. A string
representation of type and value
of the ManagedObjectReference
from the VMware VI API.

cl ones Map<String,V mSpec> Map of new VM nameto VM
Specification (VmSpec).
files List<VmFileSpec> List of files that make up source
VM or template specified in
t enpl at eMor ef .
VmFile Spec
This describes the source configuration file (vmx) or the source virtual hard disk
files (vmdk) as well as the destination datastore specification.
Name Type Example Description
sour cePat h String [test Source] denpSour ce/ dempSour ce. vimdk|Path to vmx or vmdk
file.
dest Dat ast or eSpec | DatastoreSpec Destination datastore
specification.
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DatastoreSpec

DatastoreSpec describes the destination datastore. This can describe new
datastores (to be created) as well as existing datastores. See the “Required
parameters’ section below for valid parameter combinations. The number of
clones must be evenly divisible by the number of datastores.

Name

Type

Example

Description

String

Dat ast or e: dat ast ore- 31

Destination datastore. String
representation of type and value of
ManagedObjectReference from the
VMware VI API.

gol dVol une

String

gol dVol une

Name of volume used when creating
more than one NFS-based datastore.
This volume is not permanently
presented to the ESX hosts. This
volume becomes the parent of the
FlexClones.

pr ot ocol

String

FCP

Valid values are NFS, FCP, ISCSI.

aggr O Vol Nane

String

vmaar eLuns

Name of the aggregate for new NFS
datastores or name of volume for new
VMFS datastores.

si zel nMB

Long

204800

Size of the datastorein MB. An
additional 256MB is added for VMFS
datastores to cover metadata overhead.

t hi nProvi si on

Boolean

true

If true, space will not be reserved for
the storage object. For NFS, the volume
will guarantee=none. For VMFS, the
LUN will be created with -0 noreserve'.

vol Aut oG ow

Boolean

true

If true, the vol AutoGrowInc and
volAutoGrowMax values will be
applied to the volume.

vol Aut oG ow nc

Long

204800

Increment in which to grow volume
automatically as needed in MB.

vol Aut oG owVax

Long

204800

Maximum size to which to grow the
volume automatically in MB.
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Name Type Example Description

dat astoreNames  |List<String> |newDatastore List of datastore names. Care should be
taken by the application to prevent
duplicate datastore, volume or LUN
names. For NFS, datastore nameis used
as volume name. For VMFS, datastore
nameisused as LUN name.

nunDat ast or es int 1 Number of datastores. This should
indicate the size of the list of namesin
dat ast or eNanes.

controller ConrollerSpec |1 The destination NetApp controller.

Required Existing datastore:

parameters o nor

O controller

Single new NFS datastore:

aggr O Vol Name
si zel nMB

t hi nProvi sion
vol Aut oG ow
vol Aut oG owl nc
vol Aut oG owMax

controller

O 0O ooo0ooQoooogd

New NFS datastores:
gol dVol ume

aggr O Vol Name

si zel nMB

t hi nProvi sion

vol Aut oG ow

vol Aut oG oW nc
vol Aut oG owvax

controller

dat ast or eNanes
nunDat ast or es

oo o oo oo oooog
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protocol - must be NFS

prot ocol - must be NFS

dat ast or eNanes - only one namein the list
nunDat ast or es - should be 1
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New VMFS datastore(s):

O oo ooog o

ControllerSpec

aggr O Vol Name
si zel nMB
t hi nProvi si on

protocol - must be FCP or ISCSI

controller
dat ast or eNanes
nunDat ast or es

This describes the controller connection and authentication data. This
information is used by the RCU to connect to the controller using the ZAPI
interface. No other protocol is used to connect to the controller.

Name Type Example Description

i pAddr ess String 10.61.167.51 |IP or host name of the NetApp controller.

user nane String r oot User name (does not need to be root).

passwor d String pass123 Password.

ssl Boolean true If true, use HTTPS. If false, use HTTP to connect to

the controller.
VmSpec

This describes configuration and action options for each VM created. The MAC
address must be in arange defined by VMware. Refer to V Mware documentation
for more information.

Name Type Example Description

macAddr ess Map<String,String>|" Net wor k Adapter 1", |Virtual network adapter to MAC address

"00: 0c: 29: 39: 8c: cl"

information (optional).

cust SpecNane | String wi nXP_HR Name of guest customization
specification to be applied (optional).
power On Boolean fal se If true, the new VMs are powered on
after all have been created.
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Example SOAP

<ns2: creat eC onesxm ns: ns2="http://server.rcu. netapp.con ">
<ar g0>
<cl oneSpec>
<cl ones>
<entry>
<key>api Test Cl onel</ key>
<val ue>
<power On>f al se</ power On>
</val ue>
</entry>
<entry>
<key>api Test Cl one2</ key>
<val ue>
<power On>f al se</ power On>
</val ue>
</entry>
<entry>
<key>api Test Cl one3</ key>
<val ue>
<power On>f al se</ power On>
</val ue>
</entry>
</ cl ones>
<cont ai ner Mor ef >Dat acent er : dat acent er - 2</ cont ai ner Mor ef >
<files>
<dest Dat ast or eSpec>
<control | er>
<i pAddr ess>10. 61. 167. 51</ i pAddr ess>
<passwor d></ passwor d>
<ssl| >f al se</ssl >
<user nanme>r oot </ user nane>
</controller>
<nor >Dat ast or e: dat ast ore- 17</ nor >
<nunDat ast or es>0</ nunDat ast or es>
<t hi nProvi si on>f al se</t hi nProvi si on>
<vol Aut oG ow>f al se</ vol Aut oG ow>
</ dest Dat ast or eSpec>
<sour cePat h>[ uni t Test Sour ceNFS]
denoSour ce/ demoSour ce. vnk</ sour cePat h>
</[files>
<files>
<dest Dat ast or eSpec>
<controller>
<i pAddr ess>10. 61. 167. 51</ i pAddr ess>
<passwor d></ passwor d>
<ss| >f al se</ssl >
<user name>r oot </ user nane>

Appendix C: Programmable API 59



60

</controller>
<nor >Dat ast or e: dat ast or e- 17</ nor >
<nunDat ast or es>0</ nunDat ast or es>
<t hi nProvi si on>f al se</t hi nProvi si on>
<vol Aut oG ow>f al se</ vol Aut oG ow>
</ dest Dat ast or eSpec>
<sour cePat h>[ uni t Test Sour ceNFS]
demoSour ce/ denmpSour ce. vidk</ sour cePat h>
</files>
<t enpl at eMor ef >Vi rt ual Machi ne: vm 255</ t enpl at eMor ef >
</ ¢l oneSpec>
<serviceUr| >https://10.61. 167. 79/ sdk</ servi ceUr| >
<vcPasswor d>pass123</ vcPasswor d>
<vcUser >Adm ni strat or </ vcUser >
</ ar g0>
</ ns2:createC ones>

Example SOAP



Java

Java SSL Security

Java Samples

Thisinformation is for use with Java-based tools as well as the Java
programming language.

Issue: Java SSL security demands a hostname in the CN to work properly. The
IP address that RCU configures during application installation is not adequate.

Solution:
1. Stop the RCU service.

2. Onthe RCU server, delete the keystore from the conf directory in the
installation path. For example:

del "C\Program Files\netapp\Rapid Coning Wility\conf\keyStore"

3. Create akeystore using the hostname (instead of ip address) asthe hostname.

The following example usesvc123. donai n. comas the name of the VC
server where RCU was installed:

"C:\Program Fi | es\ net app\ Rapi d C oni ng
Uility\jre\bin\keytool.exe" -genkeypair -alias RCU-keyal g RSA
-keysi ze 1024 -dname "CN=vc123. donmai n. com OU=Depart nent,
O=Company, L=Somewhere, S=Sonestate, C=US,

EMAI LADDRESS=r oot @ ocal host" -validity 9999 -storepass

RCWer si on2 - keypass RCUVersion2 -keystore "C:\Program

Fil es\netapp\Rapid Coning Wility\conf\keyStore"

4. Import the key into the keystore that the client application (the consumer of
the RCU API) uses.

5. Make sure the application uses the host name in the URL. For example:
https://vc123.domain.com:61921/rcu/api wsdl

If, after completing the steps described above, you are till having trouble, please
see the following document for more information:
http://communities.netapp.com/docs/DOC-3578

The examples provided in the API directly were built using Java 6. The following
steps were taken to create the supporting classes:

cd "C\Program Fi |l es\ netapp\ Rapi d C oni ng
Uility\api\Sanples\java\src"

wsi mport -keep -p com netapp.rcu. api

https://vcl23. domain. com 61921/ r cu/ api ?wsdl
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