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INTRODUCTION

Overview

Welcome to NetApp® Single Mailbox Recovery Administrative Server 6.0. This application is a
framework that can host centralized services to multiple clients and provide both client and server
support for Single Mailbox Recovery 6.0 and Single Mailbox Recovery ExtractWizard users.

Single Mailbox Recovery Administrative Server includes:
» Server Configuration: You can monitor the active connections and available services,
change ports, restart or stop server, and elect to be discovered in Active Directory.

» Mailbox Permissions Service: In order to reinforce your internal corporate security
policies, you can restrict access in Single Mailbox Recovery 6.0 to mailboxes contained
within private EDB Exchange mailbox stores based on your authority.

» Application Auditing Service: Activities performed as part of Single Mailbox Recovery
6.0 and Single Mailbox Recovery ExtractWizard operations, as well as activities within
Single Mailbox Recovery Administrative Server, are logged as part of an “audit trail.”

You can manage these services using the Single Mailbox Recovery Management Console, which is
the main interface for using this product.

Single Mailbox Recovery Administrative Server 6.0
Enhancements

Single Mailbox Recovery Administrative Server 6.0 contains all the features and benefits of Single
Mailbox Recovery Administrative Server 1.1 plus these exciting new and improved features:

» Support for Microsoft Exchange 2007 SP2 and Exchange 2010

System Requirements

Single Mailbox Recovery Administrative Server requires the following minimum system
configuration:

» One of the following operating systems:
* Windows Server® 2003
* Windows Server® 2008 Standard
» Windows Server 2008 Data Center
» Windows Server 2008 Enterprise
* Windows® Vista Business
» Windows Vista Ultimate

Copyright © 2009 Kroll Ontrack Inc. 1
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» Windows Vista Enterprise
Note: The operating systems are required to have the latest service packs installed.

» The following virtual environments are supported:
¢ VMware® Server 1.0x, 2.X
» VMware® Workstation v6.0x for Windows
* Microsoft® Virtual Server™ 2005 R2
» Microsoft® Hyper-V Server™ 2008 R2
* Microsoft® Virtual PC 2007
* VMware® ESX 3.5, ESXi

Note: Single Mailbox Recovery Administrative Server is not supported on Windows Vista
64-bit virtual operating systems.

Note: HASP key operation is validated in environments that support USB attached devices
and support the NetApp distributed HASP drivers only.

* Microsoft® .NET Framework 3.5: System must have .NET Framework 3.5 installed in
order to function.

* Intel® Pentium® 4 class or higher compatible processor
+ 2GBRAM

» 200 MB of free hard disk space for the installation. Additional disk space will be required to
store log information as the system runs.

» Monitor with 800 x 600 or higher screen resolution
» High-speed TCP/IP LAN network connection, minimum of 100 Mbps recommended.

» USB port (for Single Mailbox Recovery product licenses requiring HASP key dongle to run
application)

» Windows-based domain network environment. The system running Single Mailbox
Recovery Administrative Server, and all systems running Single Mailbox Recovery for
Exchange and Single Mailbox Recovery ExtractWizard, must be joined to the same
Windows-based network domain (or a trusted domain). Users must be logged in as a user of
that domain when running Single Mailbox Recovery for Exchange. To ensure correct
operation, the Single Mailbox Recovery Administrative Server Administrator should be
logged in as a domain user with Administrator rights on the local system running Single
Mailbox Recovery Administrative Server, in order to install and configure Single Mailbox
Recovery Administrative Server. The domain account will also need authority to update
Active Directory (e.g. Domain Admin), if you wish to advertise Single Mailbox Recovery
Administrative Server services on Active Directory.

 Inorder to ensure correct operation of the Single Mailbox Recovery Administrative Server
and any Single Mailbox Recovery for Exchange and Single Mailbox Recovery
ExtractWizard clients, firewall solutions must be configured to allow communication on the
TCP port Single Mailbox Recovery Administrative Server is configured to use. The TCP
port number can be configured via the Single Mailbox Recovery Management Console.

2 Copyright © 2009 Kroll Ontrack Inc.
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Installing Single Mailbox Recovery Administrative Server

Before you install Single Mailbox Recovery Administrative Server, it is recommended that you
consider your installation strategy including the availability of Single Mailbox Recovery
Administrative Server around the clock, the security Single Mailbox Recovery Administrative
Server will be providing and how your installation location could impact the level of security, and
your available resources for application installation.

Installation Recommendations

Availability: It is recommended that the Single Mailbox Recovery Administrative Server
installation be on a distinct machine from Single Mailbox Recovery. Single Mailbox Recovery
Administrative Server is a server and should be available 24/7. If Single Mailbox Recovery
Administrative Server is not available, Single Mailbox Recovery and Single Mailbox Recovery
ExtractWizard will not function. A workstation with these applications running is far more likely to
be rebooted in the course of normal work and shutdown overnight. Single Mailbox Recovery
Administrative Server can be run on an Exchange Server but because an Exchange Server is a
mission critical system, especially for larger organizations, it isn’t recommended but is still up to
you to decide.

Security: Single Mailbox Recovery Administrative Server is the provider of security related
services (auditing and mailbox permissions), so it would be best practice to separate the user and
Administrator roles. Running Single Mailbox Recovery and Single Mailbox Recovery
Administrative Server on the same system could compromise the integrity of the security provided
by mailbox permissions and auditing functions. However, if the Administrator of Single Mailbox
Recovery Administrative Server is also a user of Single Mailbox Recovery, having them both
installed on the same machine makes sense.

Resources: Single Mailbox Recovery Administrative Server is a server and needs sufficient
resources to run efficiently. If your organization needs to run multiple installations of Single
Mailbox Recovery simultaneously, having a dedicated, server type system would service client
requests more efficiently. Attempting to run Single Mailbox Recovery Administrative Server on a
system running other applications, such as Microsoft® Exchange Server or Single Mailbox
Recovery, could result in compromised or slower performance.

To install Single Mailbox Recovery Administrative Server
1. Turn off any disk utility or antivirus program running in the background.

2. Insert the Single Mailbox Recovery Administrative Server CD-ROM into your CD-ROM
drive.

3. The installation program will automatically start. If it does not:

e For Windows Server 2003 and earlier: Click Run on the Start menu, and type
D:\autorun.exe or D:\bin\setup.exe, where D is the drive letter of your CD-ROM
drive. Click OK.

» For Microsoft Vista and Windows Server 2008: Click Run on the Start/All
Programs/Accessories menu, and type D:\autorun.exe or D:\bin\setup.exe, where D
is the drive letter of your CD-ROM drive. Click OK.

4. Follow the on-screen instructions.

Copyright © 2009 Kroll Ontrack Inc. 3
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Uninstalling Single Mailbox Recovery Administrative Server

You can uninstall Single Mailbox Recovery Administrative Server by running the uninstall
program.

1. Click the Start button and then click Control Panel. (In Windows 2000 and earlier, you
will point to Settings before you click Control Panel.)

2. In Control Panel:
For Windows Server 2003 and earlier: Click the Add or Remove Programs icon.

» Click Single Mailbox Recovery Administrative Server, and then click
Change/Remove.

 Click Yes when the confirmation dialog box appears.

For Microsoft Vista and Windows Server 2008: Click Uninstall a program under the
Programs heading.

» Click Single Mailbox Recovery Administrative Server, and then click
Uninstall/Change.

3. Follow the on-screen instructions.

Upgrading Single Mailbox Recovery

Single Mailbox Recovery Administrative Server 6.0 is not compatible with Single Mailbox
Recovery Administrative Server 1.1 or earlier license files.

Licensing

All Single Mailbox Recovery Administrative Server editions require an active license file. The
purpose of this file is to let you buy only those features you need. Before Single Mailbox Recovery
Administrative Server is enabled, it checks the .ini file for three things:

» The license file must be valid for Single Mailbox Recovery Administrative Server 6.0.

» Server name enforcement if applicable.

 Subscription length if applicable.

Note: Only licensed machines can run Single Mailbox Recovery Administrative Server. Single
Mailbox Recovery Administrative Server can be licensed for use on one or more specific machines.
If you are unable to operate the software, contact your sales representative with the error reason
code for further assistance.

4 Copyright © 2009 Kroll Ontrack Inc.
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Getting Help

NetApp provides you with the following ways to get help for Single Mailbox Recovery
Administrative Server:

Online Help

Online Help includes all of the information in the user guide and more, and it lets you quickly
access this information by using one of three tabs. The Contents tab offers a hierarchical view of
the contents of the user guide. The Search tab offers a full-text search of the user guide. The Index
tab offers a keyword-based way to get to specific topics.

To start online Help

Do one of the following:
» On the Help menu, click Contents.
e Press the F1 key.

Technical Support

If you have questions or problems not answered in the user guide or the online Help, call our
Technical Support group. When reporting an issue, please include any information that might help
us diagnose the problem. The following details are often the most helpful:

» The version of Single Mailbox Recovery Administrative Server you are using (on the Help
menu, click About).

» The versions of Windows that you are running.

» The version of Exchange Server that contained the Source EDB file.

» The circumstances and sequence of steps that led to the problem.

» The text of the error messages (if any appeared), and the contents of the Details window.

» A list of other Windows programs that you were running when the error occurred.

Contact Information
See “Contact Information” at the beginning of this user guide.

Conventions in this Manual

This manual uses guidelines for commands available on the shortcut menu and in notes and tips.

Copyright © 2009 Kroll Ontrack Inc. 5
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Shortcut Menu

You can access many of the same commands available on the menu bar by right-clicking the mouse
to display a shortcut menu. This manual seeks to teach you how to use commands on the menu bar,
and doesn’t always specify when you can use the shortcut menu. Once you become familiar with

Single Mailbox Recovery Administrative Server, the commands available to you on the shortcut
menu should become apparent.

Notes and Tips

The notes and tips in this user guidefollow the guidelines offered in the Microsoft Manual of Style
for Technical Publications, 3rd Edition. Redmond, WA: Microsoft Press, 2004.
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CHAPTER 1

ADMINISTRATIVE SERVER

Overview

NetApp® Single Mailbox Recovery Administrative Server activates mailbox permissions and
provides auditing services for Single Mailbox Recovery for Exchange and Single Mailbox
Recovery ExtractWizard client and server.

When you launch Single Mailbox Recovery 6.0, it attempts to connect to Single Mailbox Recovery
Administrative Server if it is activated. Single Mailbox Recovery Administrative Server is located
automatically using a Service Connection Point (SCP) in the Active Directory, or a server whose
details have been manually provided by you.

After connecting to the server, Single Mailbox Recovery can utilize the services you have opted to
activate—mailbox permissions service or application auditing service. These services are
configured and monitored using the Single Mailbox Recovery Management Console.

Looking at the Single Mailbox Recovery Management
Console

The Single Mailbox Recovery Management Console is the main user interface that allows you to
configure and monitor Single Mailbox Recovery Administrative Server and the installed services.
You can use the Single Mailbox Recovery Management Console to configure services and
determine whether or not they are active and therefore made available to clients.

Multiple clients can simultaneously use the services hosted by the server. At a minimum, it
supports 50 concurrent users.

Single Mailbox Recovery Administrative Server opens to the Single Mailbox Recovery
Management Console which contains a Server configuration button, the installed services buttons,
and configuration pages for each service.

Copyright © 2009 Kroll Ontrack Inc. 7
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Menu Bar —

Server |
Configuration

Installed .~
Services .

Menu Bar

— File  Tools Help

Server corfiguration | Active connections | Avaiable services

w ________ -‘-‘-\HH A
Server machine name T TARGET S \\
— —
= e
Server address : TARGET1 —-___q_l__\,a

L
[““ Permissions Port number : 43,152 Service Activity Tabs

This serverizs NOT advertized aon Active Directony
L

’E: Server up time : 00:15:47
Connections : 2

Server operation

l Change port... ]
’ Change advertising ]

Figure 1-1. Single Mailbox Recovery Management Console main window

In the menu bar, the options of Plugin Activation and Deactivate plugins are available under the
Tools menu.

[
File | Tools | Help

Plugin activation. .. At
Deactivate plugins... e,
r | 2 S R | N I P

Figure 1-2. Plugin Activation/Deactive Plugins options

PLUGIN ACTIVATION

If you deactivate or skip a plugin during the Single Mailbox Recovery Administrative Server
finalization (on Single Mailbox Recovery Management Console first run), you can activate it with
the Plugin Activation menu item. Any deactivated/skipped plugins activate as a result of selecting
this option.

After selecting this option, Single Mailbox Recovery Management Console checks to see if any
plugin is currently active. If the plugin is active, its finalization window appears.

Copyright © 2009 Kroll Ontrack Inc.
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[Ii Single Mailbox Recovery Management Console Q@@
Audit Service Plugin First Bun

Audit Store Root Path

C:\Documents and Settingz\All Usershpplication DatatMetipphSingle Mailbox Recovery

Administrative Serveriaudit Store Rooth,

24 Hour Log Rallawer Time
Server Local Time  000: 0000

[ Einish H Cancel l

The Single Mailbox B ecovery Management Conzole iz installing plugin Auditing Service'.

[ ] [ Skip H Cancel l

Figure 1-3. Example of finalization window for Auditing

After you click Finish, Single Mailbox Recovery Management Console moves onto the next
inactive plugin (if there is one). Once all plugins are activated, a message appears stating that
Single Mailbox Recovery Administrative Server needs to be restarted for changes to take effect.

?r} The Single Mailbox Recovery Administrative Server needs to be restarted for the changes to take effect. This wil

terminate all active connections, Do you want to do this?

| Yes J [ Mo

Figure 1-4. Confirm activation message

If you click Yes, the server restarts and the newly activated plugins are available, both for
configuration and management within Single Mailbox Recovery Management Console and for
client use.

If you click No, the server does not restart and the plugin(s) are not activated until the server is next
restarted (for example, by clicking the Restart button on the server configuration page or by
rebooting the system). See “Server Operation” on page 12 for more information.

DEACTIVATE PLUGINS

You can use the Deactivate Plugins menu item to deactivate any currently active plugins. The act of
deactivation removes the plugin from the Single Mailbox Recovery Management Console so it
cannot be configured or managed, and prevents client applications from using the service they
provide. After you select Deactivate Plugins from the Tools menu, the Plug-in deactivation window
appears.
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Plug-in deactivation

Active plug-ins
Auditing Service
Mailbox Permissions Cankral

< E
Uncheck the plug-ins that you want ko
deactivate

Figure 1-5. Plug-in deactivation window

Deselect the plugin or plugins that you wish to deactivate. After you click OK, a message appears
stating that Single Mailbox Recovery Administrative Server needs to be restarted for changes to
take effect.

? | The Single Mailbox Recovery Administrative Server needs to be restarted for the changes to take effect. This will
L terminate all active connections, Do you want to do this?

Figure 1-6. Confirm deactivation message

If you click Yes, the server restarts and the deactivated plugin(s) are no longer available, either for
configuration/management or for client use. If you click No, the server does not restart and the
plugin(s) are not deactivated until the server is next restarted (for example, by clicking the Restart
button on the server configuration page or by rebooting the system). See “Server Operation” on
page 12 for more information.

Plugin deactivation (skipping during finalization) can be useful if you determine you want just one
service but not the other. For example, your organization needs to audit activity, but does not need
to enforce access permissions for mailboxes contained within EDB files.

10
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Single Mailbox Recovery Management Console First Run
Configuration

After installation, when Single Mailbox Recovery Management Console is run for the first time, it
will prompt you to finalize the installation.

Single Mailbox Recovery Administrative Server, Installation Information

P | Dovyou want ko finalize installation now? You cannot use the Single Mailbox Recovery Administrative Server until this is
“‘-"/ performed,

[ ves || mo

Figure 1-7. Finalize installation

If you click No, Single Mailbox Recovery Management Console closes and clients will not be able
to connect. If you click Yes, Single Mailbox Recovery Management Console finalizes each of the
plug-ins. For details on the finalization for Mailbox Permissions and Applications Auditing, see
“Mailbox Permissions Service First Run Configuration” on page 17 and “Audit Service First Run
Configuration” on page 54.

Server Configuration Page

The Server Configuration page is available by clicking the Server button in the main window of
Single Mailbox Recovery Administrative Server. The right pane contains three tabs that you can
use to configure the server, view the configuration settings, and monitor the activity of the services.

Server Configuration Tab
The Server Configuration tab displays your server machine name, the server address, the port
number, whether the server is advertised on Active Directory, the server up time which displays

how long the Single Mailbox Recovery Administrative Server has been running in the current
session, and the number of connections.

Copyright © 2009 Kroll Ontrack Inc. 11
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File  Tools Help

Server configuration ]Fctive connections | Available services
Server machine nam:a :TARGET

o Server address : TARGET1
Permiszions Port number : 49,152

E

6, 1

This serveris MOT advertised on Active Directony
Server up time ; 00:00:42
Connections : 3

in'li

Server operation

oo
[ Change advertising ]

Figure 1-8. Server Configuration tab

SERVER OPERATION

The Server operation section allows you to change the current port, advertise on Active Directory
(AD), restart the server, or stop the server connection.

Change port

You can change the server connection port by clicking the Change port button. A confirmation
message appears if you have active connections.

Administrative Server be restarted. This will terminate any existing connections. Are you sure you want to do this?

‘{) There are 3 active connections at the moment. Changing the part requires that the Single Mailbox Recovery
d

I Yes ] [ Mo J

Figure 1-9. Confirmation message for changing ports with active connections

Changing the port number only takes affect when the server is restarted.

12
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ADMINISTRATIVE SERVER
Server Configuration Page

Server Information

Server address (name or IP address)

Port number (0 to 65,535)

k

Figure 1-10. Server Information

If the server is currently advertising on Active Directory, the port change immediately updates the
Service Connection Point (SCP).

Note: In order to ensure correct operation of the Single Mailbox Recovery Administrative Server
and any Single Mailbox Recovery for Exchange and Single Mailbox Recovery ExtractWizard
clients, firewall solutions must be configured to allow communication on the TCP port Single
Mailbox Recovery Administrative Server is configured to use. The TCP port number can be
configured via the Single Mailbox Recovery Management Console.

Change Advertising

Upon the first run, the Single Mailbox Recovery Administrative Server asks you if the Single
Mailbox Recovery Administrative Server should be discoverable in Active Directory. You must
have the authority to update the Active Directory. With the Change advertising button, this setting
can be changed at any time.

A confirmation message appears if you change the setting.

\\_‘

":) Do you want this Single Mailbox Recovery Administrative Server to advertise on Active Directory?

I Yes H Mo ][ Cancel ]

Figure 1-11. Confirm advertising on Active Directory

Restart

You can restart the server with the Restart button, which causes any connected clients to lose their
connections to the server and close down. You will be prompted to confirm this action.

Stop

You can terminate the connection to the server by clicking the Stop button. You will be prompted to
confirm this action. Once the server is stopped, it cannot be connected to by client applications, and
therefore are unable to run. You can start the server again by launching the Single Mailbox
Recovery Management Console.
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Active Connections Tab

The Active Connections tab shows the active connections to the server and allows you to terminate
selected connections.

E

-

_.i"
“ Permissions

(=6

File  Tools Help

Server configuration|| Active connections ||Available services

Connections

= arget
=- TARGET1
[=R AS Management Console v1.0.0.1
1(127.0.0.1 - D0:08:24)
=-2(127.0.0.1 - 00:08:22)
Auditing Service
Mailbowx Permissions Contral
Server Corfigurator
=-3(127.0.0.1 - 00:08:22)
Auditing Service

Teminate connection ]

Figure 1-12. Active Connections tab

CONNECTIONS

The Active connections tree displays the user node, the name of the machine that you are currently
running on, the application you are connected to, the session number, and the Single Mailbox

Recovery Management Console plug-ins that are currently activated.

TERMINATE

You can break the connection to the server by clicking the Terminate connection button.

REFRESH

You can update the information on the page by clicking the Refresh button.

Note: The information on the page is automatically refreshed every 10 seconds.

Available Services Tab

The Available Services tab lists all the installed services and shows which connections are currently

using them.

14
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Server Configuration Page

EI

-1
L)

Eli

“ Permiszions

File | Tools Help

Server corfiguration | Active cunnecticnsl Awailable services

Services

Auditing Service
Mailbox Pemmissions Cortrol
Server Corfigurator

Figure 1-13. Available Services tab

SERVICES

The Available services tab displays the same information as the Active connections tab, but it is
arranged by service.

Refresh

You can update the information on the page by clicking the Refresh button.

Note: The information on the page is automatically refreshed every 10 seconds.

Copyright © 2009 Kroll Ontrack Inc.
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CHAPTER 2

MAILBOX PERMISSIONS SERVICE

Overview

NetApp® Single Mailbox Recovery Administrative Server provides you the ability to restrict
access to mailboxes contained within private Exchange mailbox stores to clients using Single
Mailbox Recovery for Exchange. To assist you in reinforcing your corporate security policies, you
can set permissions on internal and external mailboxes to your domain, to groups or individuals,
and in any configuration.

Permissions fall into one of five categories:

» Internal Mailboxes: These permissions apply to specific mailboxes that exist within the
current domain.

» External Mailboxes: These permissions apply to specific mailboxes that do not exist
within the Administrator’s current domain.

» Mailbox categories: These permissions apply to mailboxes according to their category.
» All Mailboxes: These permissions apply to all mailboxes.

» Refusals List: Any mailbox that does not find a match or are denied access end up in this
list.

Important Note: The Mailbox Permissions Service is supported for cases in which both server and
client systems are joined to the same domain. The Mailbox Permission Service is not supported for
scenarios in which the client system(s) are operating in a different domain to the server.

Note: The Mailbox Permissions Service is able to control access to individual mailboxes contained
within offline Microsoft Exchange EDB data stores originating from Microsoft Exchange 5.5,
Microsoft Exchange 2000, Microsoft Exchange 2003, Microsoft Exchange 2007 (including SP1 and
SP2), and Microsoft Exchange 2010. Please note that mailboxes contained within an EDB data
store from Microsoft Exchange 5.5 cannot be recognized as internal and will therefore always be
treated as external.

Mailbox Permissions Service First Run Configuration

When the permissions service plug-in is first installed using the Single Mailbox Recovery
Management Console, a wizard appears allowing you to set up some initial permission settings. See
“Using the Wizard” on page 44 for more information.
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Permission Model

When a user in Single Mailbox Recovery for Exchange 6.0 attempts to access a mailbox contained
within a private Exchange mailbox store (EDB file), the access request processes through the
permission settings starting with Specific mailboxes (internal or external) and ending up with All
mailboxes. Any user denied access at every level or finds no match ends up in the Manage refusals
tab. This processing system is called a Permission Model.

Specific (Intemal) | Specific (Extemal) | Mailbox categories | Al Manage refusals

Figure 2-1. Mailbox Permission tabs

Horizontal Check

The Permission Model is based on a 3-tier check. The permissions for a particular mailbox or
category contain a list of domain users and/or groups, each with a deny or allow permission
designation.

Tier 1

Tier 2

Tier 3

18

Specific (Internal) mailbox permissions: These are mailboxes that are within the
Administrator’s domain and are in the Active Directory. If permission settings exist for the
specific mailbox and the user, whether Deny or Allow, these determine whether permission
is granted or denied. If there is no match (deny or allow), the access request goes to Mailbox
Categories (Tier 2) permissions.

Specific (External) mailbox permissions: These are mailboxes that are outside the domain
and are not in the Active Directory. If permission settings exist for the specific mailbox and
the user, whether Deny or Allow, these determine whether permission is granted or denied.
If there is no match (deny or allow), the access request goes to Mailbox Categories (Tier 2)
permissions.

Mailbox Categories permissions (internal or external): These are internal and external
mailboxes grouped by category. If permission settings exist for the user, whether Deny or
Allow, these determine whether permission is granted or denied. If there is no match (deny
or allow), the access request goes to All (Tier 3) mailboxes.

All mailboxes permissions: This is a catch-all listing of mailboxes that allows you to set
permissions for all mailboxes at one time. If permission settings exist for the user, whether
Deny or Allow, these will determine whether permission is granted or denied. If there is no
match or permission is denied, the mailbox goes to the Manage Refusals list.
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Permission Model

File:

~
e,

L

Tools

oo |

Permizsions

.l'fx'li

Help

Specific (Internal) | Specific (External) || Mailbox categories || all || Manage refusals |

These pEmaissions apply to specific mail b exist within the arniain,

| Permission Model

Internal mailboxes
Mame  GUID Add mailbec:, .
Remove mailbox
Marne Type ﬁ Allow
& Derry

Add userfgroup...

Remove user/group

Clear all

Figure 2-2. Permission Model

Copyright © 2009 Kroll Ontrack Inc.

19



C 2 MAILBOX PERMISSIONS SERVICE
HAPTER Permission Model

Vertical Check

20

As the requested mailbox name moves through each tab, the access request also processes
vertically through the Permissions settings in the Group or user section. The user requesting access
to the mailbox moves through the list of domain users and/or group from top to bottom until a
match is found, to determine whether access has been allowed or denied.

File  Tools  Help

w Specific (Internal) | Specific (External) | Mailbox categories [ Al Manage refusals

These permissions apply to specific mailboxes that exist within the current domain,

i
| ’“ Pemissions Internal mailboxes
Mame GUID Add mailboz, .

IE‘M ¥ oth Mesting Room  286d32he-0af7-470b-bed
“Chaccounts F9378005-123F-48F2-8005 RS ] e

l@hatnaru:l Raoarmn dcD4b31-3463-425h-bed
@Chnes 61631 1cc-df00-4c04-9F 43
Permissions For Mailbox "CJones" Vertical Check i
(Qroup or user Actions
Narme Type ol MET Allow
ﬁ' 1079 User Derry
ﬁ’ 9th Meeting Room  User @
m.ﬁ.ccounting Group
m Bdmin Group

A dreimicke sbowe e

Add userfgroup... Remaove User/group
Clear all ] [ Reload ] [ Save

Figure 2-3. Vertical Permission Check

If the access request finds a match, it stops searching and uses whatever permission setting is set for
its match.

Note: If there is a match further down the list in another group and the permission is a different
setting, the access request only uses the first hit of that match.

If the access request does not find a match in one tier, it continues on through each tier and the
permissions settings for each tier. If there is no match in any tier or Group or user list, or it finds a
match and the permission setting is “Deny,” it lands in the Manage Refusals list.

MANAGE REFUSALS LIST TAB

Any access request that moves through the 3-tier check and was not matched at any level or was
matched and the permission setting is “Deny,” the mailbox ends up in the Manage Refusals list.
Temporary or permanent permission can be set for any mailbox in the Manage Refusals list. See
“Manage Refusals Tab” on page 42 for more information.
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Examples of Use

1.

MAILBOX PERMISSIONS SERVICE
Permission Model

Scenario #1: The Administrator sets the “Any” user permission setting on “Deny” in the
All mailboxes tab. All mailboxes are inaccessible as a result. The Administrator needs
access to the CEO’s mailbox in an EDB file.

The CEO is internal to the Administrator’s domain, and access should only be provided to
this mailbox, while all other mailboxes remain inaccessible. He adds the CEO’s mailbox
into the Specific (Internal) mailbox list using the “Add Mailbox” button on that page. He
then adds his user name to the users and/or group list using the “Add user/group...” button
and sets the permission to “Allow.”

Since the CEO’s mailbox is listed on the specific internals list and this is processed first,
when the Administrator uses Single Mailbox Recovery for Exchange to open the EDB
containing mailboxes from within his domain, the CEO’s mailbox is accessible while all
other mailboxes are inaccessible.

Scenario #2: The Administrator runs Single Mailbox Recovery for Exchange and attempts
to open an EDB containing a mailbox belonging to Paul Smith, an executive who is
internal to the Administrator’s domain. It is inaccessible. It passes through the Specific
Internal group or user listings and no match is found. It then processes through the Mailbox
Categories and no match is found. It then moves to the All tab and processes through the
Group or users list and no match is found. It ends up in the Manage Refusals list.

The client using Single Mailbox Recovery for Exchange is performing some transactions
requiring that Paul Smith’s mailbox be accessible. Since the Administrator does not want
access to Paul Smith’s mailbox to be permanent, the temporary access is set for a day. The
client performs his tasks on Single Mailbox Recovery for Exchange and when the time
limit expires, Paul Smith’s mailbox automatically reverts back to being inaccessible.

Scenario #3: The Administrator sets permissions so that he is allowed access to all
external mailboxes in the Mailbox Category tab. These are mailboxes that are outside the
Administrator’s domain. The Administrator runs Single Mailbox Recovery for Exchange
and opens an EDB containing mailboxes from within the domain.

Single Mailbox Recovery for Exchange denies access to all mailboxes in this EDB. The
Administrator then opens an EDB containing mailboxes from another organization. Single
Mailbox Recovery for Exchange allows access to all mailboxes in this EDB.
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Specific (Internal) Tab

The Specific (Internal) tab presents a list of known internal mailboxes. By selecting one from the
list, the permissions associated with that mailbox can be viewed and/or edited.

File  Tools Help

| Specfic (intemal) ||Specic (Extemal) | Maibox categories | Al Manage refusals

E

These pemissions apply to specific mailboxes that exdst within the cument domain .

s

-““ Permissions

Intemal mailboxes

Mame GUID Add mailbox...

Remaowe mailbaox

Mame Type ﬁ Mlow
Derry

=

Add user/group... Remove user/group

Figure 2-4. Internal Mailbox tab

Adding a Mailbox

You can add a mailbox to the Internal mailbox list. This list is used to apply permissions in the
Permissions for mailbox section.

You can filter the list to help you in finding specific users in a large organization. The list is
populated with all of the live mailboxes found in the domain. You may select one or more of these
mailboxes to add to the list.

To add internal mailboxes
1. Click the Specific (Internal) tab.
2. Click Add Mailbox. The Choose Internal Mailboxes to Add window appears.

22 Copyright © 2009 Kroll Ontrack Inc.



MAILBOX PERMISSIONS SERVICE
Specific (Internal) Tab

Choose Internal Mailboxes to Add

Filter
M ame filter| |[ Search ]

Mailboxes Within ENGINEERING'.
M amne GUID

Cancel

Figure 2-5. Choose Internal Mailboxes to Add

3. Enter a Name Filter and click Search. The list populates with mailboxes based on the
filter you entered.

4. Do one of the following:
» Click All to select the whole list of mailboxes.
 Select mailboxes individually.
» Deselect mailboxes list by clicking None.
5. Click OK. The Internal mailboxes list is populated with selected mailboxes.

To remove a mailbox, click once on the mailbox and click Remove mailbox.
Click Save.

Adding and Removing a User or Group

You can add a new group or user to the Group or user box in the Permissions for Mailbox section.

Pemissions for Mailboo

(Group or user Actions

MName Type ﬁ} Alow

Dery
Ik

[ Add user/group... Remove user/group

Figure 2-6. Add user/group button

To add a user or group

1. Click Add user/group. The Add Groups or Users window appears.
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MAILBOX PERMISSIONS SERVICE
Specific (Internal) Tab

Add Groups or, Users
Filter

Object types Uzers Groups

M ame filker | | Search

Uzerz and Groups ‘Within "-ENGINEERING'.
M ame Type

Ay Lser Cancel

Figure 2-7. Add Groups or Users window

Select or deselect the Object types you want to search, Users and/or Groups.
Do one of the following:
» Enter a Name filter to narrow down the list and click Search.

Note: Single Mailbox Recovery Administrative Server inserts an “*”” to create a wild card
search.

* Click Any user. The Add Groups and Users window closes and Any is listed in the
Group or user box.

In the populated list, do one of the following:

» Click All to select the whole list of users and groups.
» Select users and groups individually.

» Deselect users and groups list by clicking None.
Click OK.

Click Save.

To remove a user or group

1. Select one or more groups or users by clicking once in the Group or user box. Multiple

groups or users can be selected using the Shift or Ctrl key.

2. Click Remove user/group.
3. Click Save.

Setting Permissions for a Mailbox

The Permissions for Mailbox section is used to set permissions for groups or users, add or remove
groups or users, or change the order on which they are processed through.

24
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Specific (Internal) Tab

Permizzions for b ailbox " ddminiztrator’

[Eraup or uger Actionsz
M arme Tupe 1T Allow
ﬁi’ Administrator  User \J-/L Dery

Im'.-i'-.u:lmir'|istr-at|:|rs Group
m' Users Group

[ Add uzer/group... Remove userdgroup

Figure 2-8. Permissions for Mailbox section

Group or user
The Group or user box lists the Name of the group or user and the Type, Group or User.

To set permissions on a group or user
1. Click once on a group or user in the Group or user box.

Note: Multiple users can be selected by holding down the Shift key.

2. Select Allow or Deny under Actions.

Permizzions for kailbox “Adrminiztrator
[Froup or user Actions

M ame Tupe 15 L1 Ao
|ﬁ' Administratar  User

Deny
m.ﬂ.dministratars Group

m’ Users Group

[ Add uzer/group... ] [ Femove user/group

Figure 2-9. Permissions applied to group or user

Sorting the Permission Order

You can change the order of Groups or users using the up and down arrows. The order of the group

or user affects the order in which the permission model processes. For example, in the Figure

below, if user “Administrator” has the permission setting of “Allow” and the group “Any” is set to

“Deny,” since “Administrator” is listed first, it will be “hit” first.

Copyright © 2009 Kroll Ontrack Inc.
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26

Permizzionz for b ailbow ddminiztrator’
[Fraup or user

Actionz

Mame Type
|i Adrministratar

& _{H\.h i/l

By Ay -

[ Deny

m.ﬁ.dministratnrs Group F
oo .. - =

[ Add uzer/group... ] [ Remove uzer/group

Figure 2-10. “Administrator” is listed first in Group or user box and the permission setting is

“Allow.”

In the next Figure, the group “Any” has been moved to the top of the list and is hit first. Any group
or user listed beneath “Any,” even if their permission setting is “Allow,” do not get hit since “Any”
was hit first and its setting is “Deny.” Therefore, any group or user, no matter what their permission

setting, are denied permission to access.

Permizsions for kailbox “Administrator
[Aroup or user

Actions

M ame Type

ﬁ Administratar  User =

[ Ao

m.ﬁ.dministraturs Group Z
[+ =Ry - =

[ Add uzer/group... ] [Fieml:uve uzer/group ]

Figure 2-11. The Group “Any’” has been moved to the top of the list and the permission setting is

“Deny.”
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Specific (External) tab

Specific (External) tab
External Mailboxes are mailboxes not found within the Administrator’s domain that are not
detailed in Active Directory. The Specific (External) mailboxes tab presents a list of known
external mailboxes. By selecting one from the list, the permissions associated with that mailbox can

be viewed and/or edited.

File  Tools Help

Specific (Intemal)| Spectfic (Extemal) Mailbox categories | Al Manage refusals
These pemissions apply to specific mailboxes that do not exist within the cumert domain.

E

-

Permiszsions Extemal mailboxes
GUID  File Add mailbox...

Mame

Remove mailbox

El

Mame Type T Mlow
Dery

¢

Add user/group... Remowe user/group

Figure 2-12. External Mailbox tab

Adding a Mailbox

You can add external mailboxes to the External Mailbox list. You can use this list to apply
permissions in the Permissions for mailbox section.

To add an external mailbox
1. Select the Specific (External) tab.
2. Click Add mailbox. The Select an EDB window appears.

Select an EDB

EDE File

|| | Browse...
Log file directony

| | Browse...
Cancel

Figure 2-13. Select an EDB
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3. Do one of the following:
» Browse for an EDB File.
» Browse for a Log file directory.
4. Click OK. The EDB file is opened. During this time a progress window appears:

EDB Parsing Progress

Scanning logfiles

i |

Cancel

Figure 2-14. EDB Parsing Progress window

5. Upon completion of loading the EDB file, the Choose External Mailboxes to Add
window appears.

Choose External Mailboxes to Add

Mailboxes within ‘EMGINEERING'.

M ame GUID
kK.g3hjz2aaa EXCHZ A3b7c25e-9431-4cab-a979-4cbB2ebdE 7R
[] ko3hjzeaaa EXCH2 0261f0c5-3ch5-4c1 a-bEBc-e52985842 477
[] Kg3hjzebaa EXCH2 bhb0d0a6-f26e-41 ee-337 c-bed 44 dablfech
[] Kg3hjzmaaa EXCHZ dda2e?d7-2fFa-470a-9ced-befe2fI0eabb
[] Kg3hjzuaaa EXCH2 12ebBb28-efad-476e-bal4-82137b27 chiah

| & [ Mome |

[ Ok ][ Cancel ]

Figure 2-15. Choose External Mailboxes to Add window

6. Do one of the following:

» Click All to select the whole list of mailboxes.

 Select mailboxes individually.

» Deselect mailbox list by clicking None.
7. Click OK. The External mailboxes list is populated with selected mailboxes.
8. Click Save.
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To remove an external mailbox

1. Select one ore more external mailbox(es) in the list.

2. Click Remove mailbox.

3. Click Save.

Adding and Removing a User or Group

MAILBOX PERMISSIONS SERVICE
Specific (External) tab

You can add a new group or user to the Group or user box in the Permissions for Mailbox section.

Permissions for Mailbox
Group or user

Mame Type

Actions
ﬁ Allow
& Dery

[ Add user/group...

Remove user/group

Figure 2-16. Add user/group button

To add a user or group

1. Click Add user/group. The Add Groups or Users window appears.

Add Groups or Users
Filter
Object types

M amne filker

zerz Groups

Uzers and Groups Within -ENGINEERING'.

| Search

M ame Type

Cancel

Figure 2-17. Add Groups or Users window

2. Select or deselect the Object types you want to search, Users and/or Groups.
Do one of the following:
» Enter a Name filter to narrow down the list and click Search.

Copyright © 2009 Kroll Ontrack Inc.
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e Click Any user. The Add Groups and Users window closes and Any is listed in the
Group or user box.
4. In the populated list, do one of the following:
» Click All to select the whole list of users and groups.
» Select users and groups individually.
» Deselect users and groups list by clicking None.
Click OK.
Click Save.

To remove a user or group
1. Select one or more groups or users by clicking once in the Group or user box. Multiple
groups or users can be selected using the Shift or Ctrl key.

2. Click Remove user/group.
3. Click Save.

Setting Permissions for a Mailbox

The Permissions for Mailbox section is used to set permissions for groups or users, add or remove
groups or users, or change the order on which they are processed through.

Permizzions for b ailbox “Adminiztrator
Group or user Actions
M arne Tvpe 1T Allow
ﬁi’ Adminigtrator  User Cery
Im'.-5'-.|:Imir'|istr-f|t|:|rs Group ‘JJ"
m' Users Group
[ Add uzer/aroup... Remowve user/aroup

Figure 2-18. Permissions for Mailbox section

Group or user
The Group or user box lists the Name of the group or user and the Type, Group or User.

To set permissions on group or user
1. Click once on a group or user in the Group or user box.

Note: Multiple users can be selected by holding down the Shift key.

2. Select Allow or Deny under Actions.
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Specific (External) tab

Permizzionz for kailbox “Adrminiztrator

[aroup or user Actions
M ame Type i L1 Ao
.'L"-.I:Irnini:s:tratn:nr Uzer Deny
m.ﬁ.dministraturs Group
m‘ Uzers Group

[ Add uzer/group... ] [ Remove user/group

Figure 2-19. Permissions applied to group or user
Sorting the Permission Order

You can change the order of Groups or users by using the up and down arrows. The order of the
group or user affects the order in which the permission model processes. For example, in the next
Figure, if user “Administrator” has the permission setting of “Allow” and the group “Any” is set to
“Deny,” since “Administrator” is listed first, it will be “hit” first.

Permizzions for Mailbox “Adminiztrator'!
Group or user Actions

I armne Tupe "_____{_'«,,,.@.h Bl
|'i Adrminiztratar ] ] Deny
A A —

Im'.-i‘-.u:lrninistrat-:urs Group 7
on .. - =

[ Add ugerfgroup... ] [ Remove uger/aroup

Figure 2-20. “Administrator” is listed first in Group or user box and the permission setting is
“Allow.”

In the next Figure, the group “Any” has been moved to the top of the list and is hit first. Any group
or user listed beneath “Any,” even if their permission setting is “Allow,” do not get hit since “Any”
was hit first and its setting is “Deny.” Therefore, any group or user, no matter what their permission
setting, are denied permission to access.

Permizzionz for kailbox “Adminiztrator

[aroup or user Actionz
M arne Type o WET LT Allow
Bop 6% assssssssssssssssssssssssssasad .)g Deny
ﬂ Administrator  User -
m‘.ﬂ.dministraturs Group v
[ & = - =

[ Add uzer/group... ] [Hemwe uzer/group ]

Figure 2-21. The Group “Any”” has been moved to the top of the list and the permission setting is
“Deny.”
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CHAPTER 2 Mailbox Categories Tab

Mailbox Categories Tab

You can set permissions to mailboxes categorized by Internal or External to the domain in the
Mailbox Categories tab. These are permissions that apply to all mailboxes of a specific category.

Fie Tools Help
Specific (Intemal) | Specific {E:temal]|| Mailbox categories |[a) Manage refusals

s |
These pemissions apply mailboxes according to their category.
e
(%) Mailboxes intemal to this domain () Mailboxes extemal to this domain
B
Pemnizsion for all Mailboxes Intemal to this Domain
Group or user Actions
Mame Type 1 Alow
Any Ary «J} Dermy
'm.ﬁccount COpergtors  Group
ﬁ’ Administrator User
Remove user/group
Clear all ] [ Reload l [ Save

Figure 2-22. Mailbox Categories tab

Setting the Mailbox Category
Select the Mailbox Category you wish to apply permission for:

Mailboxes internal to this domain, or
Mailboxes external to this domain.

Adding and Removing a User or Group
You can add a new group or user to the Group or user box in the Permission for all Mailboxes

Internal (or External) to this Domain section.
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Mailbox Categories Tab

Permission for all Mailboxes Intemal to this Domain

Group or user Actions
Mame | Type 1T Allow
Dermy

&

[ Add user/group... Remove user/group

Figure 2-23. Add user/group button

To add a user or group

1. Click Add user/group. The Add Groups or Users window appears.

Add Groups or Users

Filter
Object types Uzers Groups

Mame filter |

| Search

Uzers and Groups Within -ENGINEERING'.
M ame Type

Arw uzer Cancel

Figure 2-24. Add Groups or Users window

Select or deselect the Object types you want to search, Users and/or Groups.
Do one of the following:

» Enter a Name filter to narrow down the list and click Search.

» Click Any user. The Add Groups and Users window closes and Any is listed in the

Group or user box.
4. In the populated list, do one of the following:
» Click All to select the whole list of users and groups.
* Select users and groups individually.
» Deselect users and groups list by clicking None.
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5. Click OK.
6. Click Save.

To remove a user or group

1. Select one or more groups or users by clicking once in the Group or user box. Multiple
groups or users can be selected using the Shift or Ctrl key.

2. Click Remove user/group.
3. Click Save.

Setting Permissions for all Mailboxes Internal or External to this Domain

You can use this section to set permissions for groups or users, add or remove groups or users, or
change the order on which they are processed through.

Group or user

The Group or user box lists the Name of the group or user and the Type, Group or User.

Permizzion for all Mailboxes [nternal ta thiz Domain _
Group o uger Actions
Mame Type ﬁ} Al
ﬁ Administrator  User i Dery
ﬁ‘ﬁ'.ﬁ.dministraturs Group
ﬂ’ Uzer Uzer
m‘ Users Group
Add uzer/group... Femove user/group

Figure 2-25. Permission for all Mailboxes (Internal or External)

To set permissions on a group or user

1. Click once on a group or user in the Group or user box.
Note: Multiple users can be selected by holding down the Shift key.

2. Select Allow or Deny under Actions.
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Permizzion for all M ailbowes [ntermal to this Domain
[Froup or user

Hame Type il i g
§ Administrator User | “.,.---""". [] Deny
m.ﬁ.dministraturs Group ___..--“'"" J}
ﬁ UzerB Uzer ¥
m’ Users Group

[ Add uzer/group... ] [ Remove user/group

Figure 2-26. Permissions applied to group or user
Sorting the Permission Order

You can change the order of Groups or users by using the up and down arrows. The order of the
group or user affects the order in which the permission model processes. For example, in the next
Figure, if user “Administrator” has the permission setting of “Allow” and the group “Any” is set to
“Deny,” since “Administrator” is listed first, it will be “hit” first.

Permizzion far all M albokes [ntemal o this Domain
Group or user

M ame Tupe "__________,...r.ﬁ-h Bl

Actions

ﬁ’ Adrministrator zer [] Deny
Im‘.-5-.|:|ministral:l:urs Group

ﬁ’ serb User

m‘ Users Group

Add uzerdgroup... ] [ Femove user/group

Figure 2-27. The “Administrator” user is at the top of the list and the Action is set to “Allow”
permission.

In the next Figure, the group “Any” has been moved to the top of the list and is hit first. Any group
or user listed beneath “Any,” even if their permission setting is “Allow,” do not get hit since “Any”
was hit first and its setting is “Deny.” Therefore, any group or user, no matter what their permission
setting, are denied permission to access.
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Permizzion for all Mailboxes Internal to thiz Domain
Group ar user Actions

M ame Type 1T [ Ao

'l':'||r‘|_lrl ,ﬁ'n_lrl ------------------------------------r@ Den_lrl
ﬂ’.ﬁ.dministratnr User

Im'.-i‘-.u:lrninistrat-:urs Group
ﬁ’ Iserb User
m‘ Users Group

[ Add uzerdgroup... ] [ FRemove uzer/group

Figure 2-28. The Group “Any’” has been moved to the top of the list and the Action is set to ““Deny”
permission.
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All Mailboxes Tab

All Mailboxes is a general mailbox category that allows permissions to be set at a high level (e.g.,
allow a user or group to access any mailbox).

File  Tools Help

i Specific (Imtemal) | Specific (Edemal) MailboxcategoneJ Al ||I'H'Ianage refusals
) s —

These pemmizsionsz apply to all mailboxes.
ﬁ ﬁ Permizzions Group or user Actions
Mame Type 1T Alow
'E mﬁv:courrt Operators  Group @ Dery
d ﬂ Administrator User
[ Add user/group.. l Remove user/group

Clear all H Reload H Save

Figure 2-29. All mailboxes tab

Adding and Removing a User or Group

You can add a new group or user to the Group or user box in the All mailboxes tab.
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These pemissions apply to all mailboxes.
Group or user Actions
Mame | Type 1T Alow
& Dery
[ Add user/group... Remove user/group

Figure 2-30. Add user/group button

To add a user or group

1. Click Add user/group. The Add Groups or Users window appears.

Add Groups or Users
Filter
Object types

M amne filker

zerz

Groups

Uzers and Groups Within -ENGINEERING'.

M ame Type

Cancel

Figure 2-31. Add Groups or Users window

2. Select or deselect the Object types you want to search, Users and/or Groups.

Do one of the following:

» Enter a Name filter to narrow down the list and click Search.

38
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e Click Any user. The Add Groups and Users window closes and Any is listed in the
Group or user box.
4. In the populated list, do one of the following:
 Click All to select the whole list of users and groups.
» Select users and groups individually.
» Deselect users and groups list by clicking None.
Click OK.
Click Save.

To remove a user or group

1. Select one or more groups or users by clicking once in the Group or user box. Multiple
groups or users can be selected using the Shift or Ctrl key.

Click Remove user/group.
Click Save.

Setting Permissions for All Mailboxes

You can use this section to set permissions for groups or users, add or remove groups or users, or
change the order on which they are processed through.

Group or user
The Group or user box lists the Name of the group or user and the Type, Group, or User.

These permizzionz apply o all mailboxes.

Group of user Actions
M ame Tyvpe i All
§i Administrator  User o Deny

'm'.ﬁ.dministrat-:urs Group
ﬂ’ Iserb User
ﬁﬁ' Uszers Group

Add user/group... Remowve user/aroup

Figure 2-32. Group or user box

To set permissions on group or user
1. Click once on a group or user in the Group or user box.
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Note: Multiple users can be selected by holding down the Shift key.

2. Select Allow or Deny under Actions.

Theze permizzions apply to all mailbores.

Group or uzer Actions

[L? [T sl

{Fh Deny

[ Add userdgroup... ] [ Rerowe user/group ]

Figure 2-33. Permissions applied to group or user
Sorting the Permission Order

You can change the order of Groups or users by using the up and down arrows. The order of the
group or user affects the order in which the permission model processes. For example, in the next
Figure, if user “Administrator” has the permission setting of “Allow” and the group “Any” is set to
“Deny,” since “Administrator” is listed first, it will be “hit” first.

[Graup or uger Actions

Mame Type

£ Administrator  User sems=sese®
Im'.-i‘-.u:lrninistrat-:urs Group

ﬁ' Izerb User
m' Uzers Group
By Ay

Add uzer/group... ] [ Remove userdgroup

Figure 2-34. The “Administrator” is at the top of the list and the Action is set to “Allow”
permission.
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In the next Figure, the group “Any” has been moved to the top of the list and is hit first. Any group
or user listed beneath “Any,” even if their permission setting is “Allow,” do not get hit since “Any”
was hit first and its setting is “Deny.” Therefore, any group or user, no matter what their permission
setting, are denied permission to access.

Group or uger Actions

M ame Type 1T [ Allow
Ay Ay .@ Dieny

ﬁ’ Administrator  Uszer

Iﬁ.-i‘-.u:lrninistrat-:urs Group
ﬁ’ Iserb User

m Users Group
Add user/group... ] [ Remowve user/group

Figure 2-35. The Group “Any’” has been moved to the top of the list and the Action is set to ““Deny”
permission.
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Manage Refusals Tab

You can change the permission setting on a mailbox that has failed access attempts either through a
“Deny” permission setting or by not finding a match. The server maintains a list of all the failed
mailbox access attempts. These are listed in the Manage Refusals tab of the Single Mailbox
Recovery Management Console:

File Tools Help

Specific (Intemal) || Specific (Edemal) | Mailbox categories || All JME"'IEIEIE refusals |

E

User Name Mailbox Display Name ¥ Llast Refused Access Granted Until

-
“ Permizzions

£ b

Clear all H Reload H Save

Figure 2-36. Manage Refusals tab

The tab lists the following information:

» User name: Name of the user that attempted the access.

* Mailbox display name: Name of the mailbox on which access was attempted.
» Last refused: Date and time of the last failed attempt.

» Access granted until: Date and time up to which access will be allowed.

» Mailbox file: The path to the file where the mailbox originated.

» GUID: The unique identification of the mailbox.

Allowing a Refusal

42

There are two ways you can allow a refused mailbox access. A refusal can be temporarily allowed
or permanently allowed.

Permanently allowing a refusal involves generating a permission entry for that access attempt.
Temporarily allowing a refusal requires that the user indicate the duration of the access.

To allow a refusal
1. Inthe Manage Refusals tab, right-click a user name. A shortcut menu appears.
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Manage Refusals Tab

» On the shortcut menu, click Permanently allow. The mailbox moves to the appropriate

tab.

 On the shortcut menu, click Temporarily allow.

File — Tools  Help
li ] | Specific (Intenal] | Specific [Externall | Mailbox categaries || Al | Manage refusals |
Usger Mame t ailbiow Digplay Hame ¥ Laszt Refuzed Access Gr
i Adminiztrator  B1n3wywoss POy 10426/2007 5:47:21 PM
Administrator  B1n3wwwaaa POy 10/25/2007 5:41:21 PM
Adminiztrator - Bln3wy3ass POy 10426/2007 5:47¢° 2007
— Administrator D User 10/25/2007 5:41
M Administrator  B1n3wvfpaa PCY e
| Administrator B1n3wwwdaa PCV Allows temporarily...
Adriniztrator B1n3wefkaa PCy Allow permanently...
Administrator  B1n3ww3naa PCV
Adminiztrator B1n3wyfeaa POV anleckl
Administrator BIn3ww3daa PCY Select none
Adminiztrator  Bln3wwnass POY
Adminigtrator - B1n3wy3jaa PCY fog el i
Adminiztrator  B1n3wyfoaa POV 10426/2007 5:41:19 P
Administrator - B1n3ww3caa PCV 10/25/2007 5:41:19 PM
Adrivisteatar R1aTmwellas PO 1NAPF4INNT FA1-10 Phd &
£ | >
Refrezh [F5)

I Clear all ][ Reload ][ Save

J

Figure 2-37. Right-click the mailbox to give temporary or permanent permission

e The Choose duration of temporary allow window appears.

Choose duration of temporary allovw

Haow lang do you want the terporan access to last? Maote that the test iz only
performed when the mailboy i opened.

) Half an hawr
=) An hour

() & day
() Until the datetime specified below

| Thursday . Movembe V| | T20PM 5 |

[ Ok, l [ Cancel

Figure 2-38. Choose the duration of temporary refusal allow

If you selected Temporarily allow, select one of the following:
» Half an hour
* An hour
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e Aday

 Until the date/time specified below—Using the drop-down arrows, select the date and
time you want the temporary access to end.

4. Click OK. The time and date of the temporary access appears in the Access Granted Until

column.
Specific [Internal] | Specific [Extemal] | Mailbox categories || Al Manage refusals
lzer Mame Mailbow Display Mame ¥ Lazt Refuzed Access Granted Until
Adminigtrator - B1nJweewoaa PC2003 10/26/2007 5:41:21 PM
Adminigtrator - B1n3wwewaaa PC2003 10/25/2007 5d1:21 P
Adminizgtrator  Bln3we3aaa PC2003 10/26/2007 5:41:21 PM 11/8/2007 5:25:16 PM
Adminigtrator - D User 10/25/2007 5:471:21 PM
Administrator - B1n3wewfpaa PC2003 1042542007 5:471:21 PM
Adrinistrator BlnJwewdaa PC2003 10/26/2007 5:471:20 PM
dministrator B1n3wefkaa PC2003 10/25/2007 5:41:20 PM 11/8/2007 5:37:03 PM
Adminigtrator B1n3wy3naa PC2003 10/25/2007 547120 P

Figure 2-39. The Temporarily Allow date and time appears in the Access Granted Until
column

5. Click Save.
Clearing, Reloading, and Saving

The Clear all, Reload, and Save buttons are located on the bottom edge of the Single Mailbox
Recovery Management Console.

CLEAR ALL

You can use the Clear all button to clear out all the mailboxes and settings in the Single Mailbox
Recovery Management Console.

RELOAD

The Reload button loads the stored permissions set which removes any changes made since the last
Save.

SAVE

The Save button saves the current (modified) permissions set. You need to click Save to activate
any changes made to the permission settings.

Using the Wizard

You can set the initial permissions for your organization using a wizard which opens when the
permissions plug-in is being installed. These settings can be modified later from the Permissions
tabs.

1. Click Wizard on the main window of Single Mailbox Recovery Administrative Server.
The wizard opens with a Welcome page.
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[id Single Mailbox Recovery Management Console E@@

Welcome to the mailbox permissions initial corfiguration wizand

You can use this wizard to set up an initial set of mailbox pemissions
for your organisation. These pemissions can be modified later from
the pemissions service corfigurator page

By default access to any mailbox is denied to all users. You can safely
use this wizard to set specific user and mailbox access rights.
Mailboxes and users not specified here will not have any access
when the wizard has completed.

Figure 2-40. Welcome page

2. Click Next. The second page of the wizard used for specifically denying access to
everyone appears.

[id Single Mailbox Recovery Management Console E@@

|Jge thiz page to indicate which mailboxes you want to specifically deny
access to for everyone. This takes precedence over any other rights.

<< Previous l l Mexd ==

Figure 2-41. Deny access for everyone

Note: This page of the wizard can offer protection to mailboxes the Administrator does not
want anyone to access. For example, the CEO’s mailbox in Example #1 at “Examples of
Use” on page 21. The Administrator should ensure any sensitive or important mailboxes
are listed here.
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3. Click Add to list which mailboxes you want to specifically deny access for everyone. The
Choose Internal Mailboxes to Add window appears.

Choose Internal Mailboxes to Add

Filter
M arne filker | | [ Search ]
b ailboxes Within ENGINEERING'.

M arie GUID o
F @ahuac claclc¥f-c2ed-da,
@.ﬁ.dminishatur Bcabfd?2-5ald-486
F @.&epra-‘laaa 211 fdf95-94b7-431¢
F @.ﬁ.epragaaa 3a28ch0E-e0eb-4ct
F @.&epﬂfagbaa d00a0fd4-92b0-435 e
| i Y . ATe 4 4l
< |

[ & ][ Mome |
I Ok ] [ Cancel ]

Figure 2-42. Choose Internal Mailboxes

Enter a Name filter to narrow down the list and click Search.
5. Inthe populated list, do one of the following:
» Click All to select the whole list of mailboxes.
» Select mailboxes individually.
» Deselect mailbox list by clicking None.
6. Click OK.
» Use the Remove option to delete any mailboxes from the list.
» Click Clear to delete the entire list from the page.
7. Click Next. The add access to internal mailboxes page of the wizard appears.
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[id Single Mailbox Recovery Management Console g@@

|Uge thiz page to indicate which users and groups will have access to
mailboxes that are intemal to your domain.

<< Previous l l Mead ==

Figure 2-43. Access to internal mailboxes

Note: This page of the wizard is there to allow access to any other mailboxes in the
domain, with the exception of the mailboxes chosen on the second page of the wizard.
Those users will have access to all other mailboxes internal to the domain. The
Administrator should ensure only those users or groups specifically authorized to use
Single Mailbox Recovery for Exchange and access company mailboxes located in the EDB
files are listed.

8. Click Add to list users and groups that will have access to the mailboxes internal to your
domain. The Add Groups or Users window appears.
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10.

11.

12.

13.

Add Groups or, Users
Filter
Object types Uzers Groups

M ame filker | | Search

Uzerz and Groups ‘Within "-ENGINEERING'.
M ame Type

Ay Lser Cancel

Figure 2-44. Add Groups or Users

Select or deselect the Object types you want to search, Users and/or Groups.
Do one of the following:
» Enter a Name filter to narrow down the list and click Search.

» Click Any user. The Add Groups and Users window closes and Any is listed in the
Group or user box.

In the populated list, do one of the following:

¢ Click All to select the whole list of mailboxes.

¢ Select mailboxes individually.

o Deselect mailbox list by clicking None.

Click OK.

» Use the Remove option to delete any mailboxes from the list.

» Click Clear to delete the entire list from the page.

Click Next. The add access to external mailboxes page in the wizard appears.

Copyright © 2009 Kroll Ontrack Inc.



MAILBOX PERMISSIONS SERVICE
Using the Wizard

[id Single Mailbox Recovery Management Console g@@

|Uge thiz page to indicate which users and groups wil have access to
mailboxes that are extemal to your domain.

<< Previous l l Mexd ==

Figure 2-45. Access to external mailboxes

Important Note: This page of the wizard allows access to any mailboxes external to the
domain at your choosing. In a large organization, the email system may be distributed
along operational or geographic lines and therefore a mailbox external to the
Administrator’s domain may still be internal to the organization as a whole. Carefully
select users you want to have access to mailboxes external to your domain. An option is to
leave this list empty and specifically add mailboxes later.

14. Click Add to list users and groups that will have access to mailboxes that are external to
your domain. The Add Groups or Users window appears.
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Add Groups or, Users
Filter

Object types Uzers Groups

M ame filker | | Search

Uzerz and Groups ‘Within "-ENGINEERING'.
M ame Type

Ay Lser Cancel

Figure 2-46. Add Groups or Users

15. Select or deselect the Object types you want to search, Users and/or Groups.
16. Do one of the following:
» Enter a Name filter to narrow down the list and click Search.

» Click Any user. The Add Groups and Users window closes and Any is listed in the
Group or user box.

17. In the populated list, do one of the following:
» Click All to select the whole list of mailboxes.
» Select mailboxes individually.
» Deselect mailbox list by clicking None.
18. Click OK.
» Use the Remove option to delete any mailboxes from the list.
» Click Clear to delete the entire list from the page.
19. Click Next. The initial configuration of mailbox access permissions is complete.
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[id Single Mailbox Recovery Management Console E@E|

Initial configuration of mailbox access permissions is complete. You can
modify these settings at any time using the Single Mailbox Recovery
Management Console.

<< Previous l l Finish

Figure 2-47. Mailbox Access Permissions complete

20. Click Finish.

Note: These settings can be modified at a later time. If you use the wizard to modify the
settings later, any previous settings are cleared. A message appears stating that running
the wizard will clear all the existing permissions.

Figure 2-48. Confirmation message to clear all existing permission settings.
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APPLICATION AUDITING SERVICE

Overview

The Application Auditing Service is a service plug-in that you can load into Single Mailbox
Recovery Management Console. It is used to generate audit log files which record actions
performed by users. Audit log files are protected so that tampering is detected.

Activities performed in Single Mailbox Recovery for Exchange 6.0 and Single Mailbox Recovery
ExtractWizard, as well as the Single Mailbox Recovery Management Console and Mailbox
Permissions Service, are logged as part of an audit trail.

Audit log files contain audit entries which are grouped by session. A session encompasses the
actions performed by a particular user on a particular machine using a particular application.

Types of Activities that are Logged

Activities performed by users are logged as a single stand alone activity or as part of a larger
transaction process activity. Both client and server associated activities are logged.

» Stand alone Activities: For example, clicking “Next” on a wizard page.

» Transaction Activities: Activities that are logged as a pair of entries, the first entry of the
pair specifying what is about to happen, and the second entry of the pair specifying the
result. For example, copying a folder containing 50 sub-folders and 1000 messages pasting
them to a target file. The copying process of each message is not logged, only the initial
copy and result of the copy operation as a whole are logged.

Client Activities that are Logged

All activities affecting the source or target store are logged. In addition, all activities that affect
what is viewable by you on the screen are logged.

In Single Mailbox Recovery for Exchange 6.0 and Single Mailbox Recovery ExtractWizard, the
types of activities logged are those initiated from the user interface, command line interface, and
Data Wizard.

See Appendix A: Activities to be Logged for a list of Client activities that are logged.
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Server-Side Activities that are Logged

On the server side, activities are logged for the Server, Mailbox Permissions Service, and the Single
Mailbox Recovery Management Console.

See Appendix A: Activities to be Logged for a list of Server-Side activities that are logged.

Audit Service First Run Configuration

When the audit service plug-in is first installed using the Single Mailbox Recovery Management
Console, a configuation screen allows you to change the audit store root path and the 24-hour log
rollover time. See “Configuration Tab” on page 61 for more information.

[Id Single Mailbox Recovery Management Console g@@
Audit Service Plugin First Bun

Audit Store Root Path

C:\Documents and Settingz\All Usershpplication DatatMetipphSingle Mailbox Recovery

Administrative Serveriaudit Store Rooth,

24 Hour Log Rallawer Time
Server Local Time  000: 0000

[ Einish ][ Cancel l

The Single Mailbox B ecovery Management Conzole iz installing plugin Auditing Service'.

[ ] [ Skip H Cancel l

Figure 3-1. Audit Service First Run

Skip Button

The “Skip” button can be used to skip finalization of the current plug-in. If a plug-in’s finalization
is skipped, it will not be available for configuration in the Single Mailbox Recovery Management
Console and its service not provided to clients, as it is deactivated. Skipped plug-ins can be
activated using the Tools\Plug-in Activation menu item at any time after finalization.

Advertising on Active Directory

After finalizing (or Skipping) each plug-in, you are prompted as to whether you want to advertise in
Active Directory.
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APPLICATION AUDITING SERVICE
Manage Logs Tab

:;:J Do wou wank the server bo be advertised using Ackive Directary Services?

£ fes | [ Mo ] [

Cancel

Figure 3-2. Active Directory Advertising message

See “Server Operation” on page 12 for more information.

Manage Logs Tab

In the audit log file main window, you are presented with the directory tree of log files. You can

view, copy, validate, and delete audit logs. When you select “View Log,” the log is first verified,

and then displays in a browser window.

File  Tools Help
Manage Logs |D::nﬁgulaﬁon

Yoo |
= [ C\Documents and Settings

=) Administrative Server
£ 2008_03_04@20_¢
2008_03_4@21_
() _Single Mailbox Res

I3 AS Management Conso

s

»
“ Permizzions

Eli

<) i 3

/1 2008_03_04@21_26_28@ i

Wiew Log Copy Log Validate Log Delete Log Refresh (F5)

Figure 3-3. Manage Logs tab

Note: The date and time used to form the name of the folder and log file are based on UTC

(GMT+0), not local time.
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Log Directory Tree

Audit Logs

56

The left pane displays the log directory tree. It displays the root node, then the services that have
connected, such as Single Mailbox Recovery for Exchange and Single Mailbox Recovery
Management Console. Each service displays the user and the audit sessions with the date and time
in the title.

Note: A session log’s folder name is determined by using client application name (e.g. Single
Mailbox Recovery for Exchange) followed by the date and time the session started (in UTC —
GMT+0, not local time-zone). In cases when two clients connect within the same second, the folder
name of the second connection will be suffixed with a lower case letter ‘a.” If a third connection
occurred within the same second it would be suffixed with ‘b’ and so on.

The right pane displays the audit session logs.

* If the icon at the beginning of the log is A andlor the log file name has a “@” at the end, it
indicates the session is still running and therefore the log is incomplete.

« Iftheiconis (2], it indicates the session is complete.

Note: A session log’s name is determined using the date and time the session started (in UTC —
GMT+0, not local time-zone) with an .xml file extension. Over time, log files will grow and so in
order to prevent logs from growing so large that they become unwieldy, new ‘rollover’ logs are
created. The naming convention for these ‘rollover logs’ is the original date and time name with a
‘17 suffix for the first rollover log, a *_2” suffix for the second rollover log, and so on.

REFRESH
You can update the information on the page by clicking the Refresh button.

VIEW LOG

You can open an audit log by selecting a log in the right pane and clicking the View Log button. It
opens after a validation is performed. If the validation fails, the log is still viewable but a warning
message is displayed.
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Single Mailbox Recovery Audit Session
Detailed Report

File Data

S Previous Next File End
This File File File Reason
C:\Documents and Settings\All Users\Application
Data‘\Single Mailbox Recovery Administrative Server\Audit Session

Store Root\Administrative Serveri2008_03_04@20 42 00 nofile  nofile gy

\2008_03_04@20_42_00.xml

Session Data

.. . Session
Application User Machine . .
Name Name Name Session Start Time Session End Time End
Reason
Closed -

Administrative .
Figure 3-4. Audit Session sample

Session Data
This section includes:
» Application Name: The name of the application or service being audited (for example,
Single Mailbox Recovery for Exchange).
» User Name: Name of the user logged in and running the application.
» Machine Name: The network name for the computer.

» Session Start Time: Start of the Single Mailbox Recovery Audit Session for that
application.

» Session End Time: End of the Single Mailbox Recovery Audit Session for that application.

» Session End Reason: The reason the session was ended: “Closed - Client Closed Session,”
the application closed: “Closed - Connection Lost,” the connection failed unexpectedly (for
example, network failure).
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Activity Data

Total Activity Entries 39

Activity Id: 1

Server Client . Action Transaction

Time Time  Action Modifier  Id
A9 8:42.00  The Single Mailbox Recovery

20:42:00 PM Administrative Server has started. Standalone /0

Parameter Name Parameter Value

Service Auditing Senvice (1)

Service Mailbox Permissions Control (2)

Service Server Configurator (3)

Server is finalised True

Server connection port 49152

Server is advertised on ADS |False

Activity Id: 2
Server Time Client Time Action Action Modifier Transaction Id
20:42:00 8:42:00 PM |Connection started |Standalone 0
Parameter Name Parameter Value
Figure 3-5. Activity Data in the Audit Log

Activity Data

This section logs:

Total Activity Entries: The total number of activities entered by the user.
Activity Id: Sequential number assigned to user activity.

Server Time: The time of day according to the server.

Client Time: The time of day according to the client.

Action: The type of activity based on the audit activities listed in Appendix A: Activities to
be Logged.

Action Modifier: Either Stand alone or Transaction. See “Types of Activities that are
Logged” on page 53.

Transaction Id: Sequential number assigned to the transactional activity. A Transactional
Id of “0” indicates a stand alone activity.

Parameter Name: The type of of parameter being audited.
Parameter Value: The value of the type of parameter being audited.

Show Summary Report

You can request a Summary Report of the entire audit session by clicking the Show Summary
Report button located at the bottom of the audit log.
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Address 127001

Server connection 1D 5

Client application name AS Management Console v1.0.0.1

Activity Id: 38

Server Time Client Time Action Action Modifier Transaction Id
21:26:27 9:26:27 PM |Terminating all connections Stop 1

No parameters

Activity Id: 39

Server Time Client Time Action Action Modifier Transaction Id

21:26:27 9:26:27 PM |Server is shutting down. |Standalone 0
No parameters

[ Show Summary Report ]

Figure 3-6. Show Summary Report

The Summary Report displays the same header information as the audit log.

Single Mailbox Recovery Audit Session
Summary Report
File Data
S Previous Next File End
This File File File Reason
C:\Documents and Settings\All Users\Application
Data\Single Mailbox Recovery Administrative Server\Audit no file no file Session
Store Root\Administrative Server\2008 03 04@20 42 00 Ended
\2008_03_04@20_42_00.xml
Session Data
.. - Session
Application User Machine . .
Name Name Name Session Start Time Session End Time End
Reason
Administrative , Eliosn%d ]

Figure 3-7. Summary Report

The Activity Data list displays every transaction in the audit session describing the basics of each

activity.
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APPLICATION AUDITING SERVICE
Manage Logs Tab

Activityld
1

2

5

&

Activity Data

Server
Time

20:42:00

20:42:00

20:42:03

20:42:03

20:42:03

2004203

Total Activity Entries 39

Client
Time
8:42:00
PM
8:42:00
PM
8:42:03
PM
8:42:03
PM
8:42:03
PM
§:_4‘2:03

Action

The Single Mailbox Recovery
Administrative Server has started.

Connection started
Connection started
Open service session
Open service session

Open sevice session

Action Transaction
Modifier Id

Standalone |0

Standalone |0

Standalone |0

Standalone |0

Standalone |0

Standalone 10

Figure 3-8. Activity Data in Summary Report

Copy LoG

The Copy Log button copies the log file to an alternate location that you designate. It does not
create or maintain a link to the file.

VALIDATE LOG

The Validate Log button displays the result of the validation of the file. If the validation fails, the
log still displays but with a warning message.

DELETE LoG
The Delete Log button deletes a log file.
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Configuration Tab

Configuration Tab

The Configuration tab allows you to set or edit the audit store root path and the 24-hour log rollover
time.

Fle Tods Help

Manage Logs | Configuration

Audit Store Root Path

E

" L
“ Permissions CMDocuments and SettingsAll Users® Application
Data“MNetApp'Single Mailbcx Recovery Administrative
Server’Audit Store Root™

Eli

24 Hour Log Rollover Time
Server Local Time  00:00:00

Figure 3-9. Auditing Configuration tab

Audit Store Root Path

You can change the location where the audit logs are stored in the Audit Store Root Path section.

To change the audit store root path
1. Click Change. The Browse For Folder window is displayed.
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Browse For Folder

@ Desktop ~
[ -B My Documents
[ '_7? My Cormpuker
] \Q My Metwork Places

_?;J Recyile Bin

[ 7-25-2006 Update

I3 Admin

ijl Irmages F
# [5) Data
& |5 PCTest Data

- o it ¥

[ Make Mew Folder ] [ ol ][ Cancel J

Figure 3-10. Select a different root path

2. Click OK. A Change audit service store root message appears.

Auditing Service

i The audit log root configuration change has been stored and will take effect when the Single Mailbox Recovery
’ Administrative Server next starts.

[ OK H Cancel ]

Figure 3-11. Change audit service store root confirmation

3. Click OK. The Audit Store Root Path change takes affect the next time the server is
restarted. This can be achieved using the Restart button on the Server configuration page.
See “Server Operation” on page 12. Until the server is restarted, a warning message
appears.
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Fle Tools Help

Manage Logs | Configuration

Audit Store Root Path

E

o
“ Permizsions

C:ADocuments and Settings \My Documents*.

i'li

24 Hour Log Rollover Time
Server Local Tme  00:00:00

Waming: Configuration changes have been made which will take effect on next server restart.

Figure 3-12. Example of warning message
24-Hour Log Rollover Time

This setting allows you to set the time of day the audit log rolls over into a new day.

To change the 24-hour log rollover time

1. Click Change. The Audit Service - Change 24 Hour Log Rollover Time window
appears.

Audit Service - Change 24 Hour Log Rollover Time

() Midright Server Local Time Server Local Time

() Specified Server Local Time ||:||:|;|:||:|;|:|E| 3 |
) Specified UTC Time

[ 1]8 H Cancel ]

Figure 3-13. Change 24-Hour Log Rollover Time

2. Select one of the following:

» Midnight Server Local Time: Selecting this option automatically sets the rollover
time to midnight in the local time of the server location.

» Specified Server Local Time: Selecting this option allows you to set the local time of
the server to which you want the audit logs to rollover.
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» Specified UTC Time: Selecting this option allows you to set the rollover time for the
audit logs based on the Greenwich Universal time instead of the server local time.

3. Change the Server Local Time, if desired.

4. Click OK. A Single Mailbox Recovery Administrative Server Auditing Service message
appears:

Auditing Service

i

The audit log root configuration change has been stored and will take effect when the Single Mailbox Recovery
Administrative Server next starts.

[ Ok, H Cancel ]

Figure 3-14. Audit log roll time configuration change message

5. The 24-Hour Log Rollover Time change takes affect the next time the server is restarted.
You can do this by using the Restart button on the Server configuration page. See “Server
Operation” on page 12 for more information. Until the server is restarted, a warning
message appears.

File Tools Help
Manage Logs | Corfiguration

E

Audit Store Root Path

-

Permizsions
C:\Documents and Settings WMy Documents®,

m

24 Hour Log Rollover Time
Server Local Tme  00:00:00

Waming: Corfiguration changes have been made which will take effect on next server restart.

Figure 3-15. Example of warning message
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APPENDIX A

ACTIVITIES TO BE LOGGED

Client-Side Activities to be Logged

All activities affecting the Source or Target store are logged. In addition, all activities that affect
what is viewable by you on the screen are logged.

In Single Mailbox Recovery for Exchange 6.0 and Single Mailbox Recovery ExtractWizard, the
types of activities logged are those initiated from the user interface, the command line interface,
and Data Wizard.

Single Mailbox Recovery for Exchange User Interface Actions

This list displays any action taken on the Single Mailbox Recovery user interface that is recorded in
the Application Audit Service.

Session Start from GUI: Single Mailbox Recovery is starting up in GUI mode.
Session End: Single Mailbox Recovery is shutting down.
Open Datastore: A datastore (Source or Target) is about to be opened.

Open Target Exchange Server: A Target exchange server was opened. The audit
parameters vary depending if the connection is made to a single mailbox or all mailboxes.

Paste Messages: Messages are pasted from a Source into a Target, either by a prior copy to
the clipboard or by a drag and drop.

Select Folder: A folder node in the tree is selected.
Paste Folder: A folder is pasted from a Source into a Target.
Delete Folder: Delete a folder in a Target.

Delete Message: Delete a message in a Target. If multiple messages are selected and
deleted, there will be one audit entry for each.

Delete Source From Content Analysis Store (CAS): Delete a Source from a Target CAS.
If multiple Sources are selected and deleted, there will be one audit entry for each.

Rename Folder: Rename a folder in a Target.
New Folder: Create a new folder in a Target.

Preferences Changed: The application preferences have been changed. There are three
separate property pages of preferences. If a preference on one page changes, the new values
of all of the preferences on that same page are audited. All three pages are audited under the
same audit action, however the parameters associated with the audit action vary depending
on which page was changed.
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Export Messages: Messages are exported from a Source into a file.
Export Folder: A folder is exported from a Source to a file.
Integrity Check: Integrity check a folder in a Source.

Create Reports Started: “Generate Reports” was clicked on the “Create Reports” dialog.
The audit parameters vary slightly depending on the date selections.

Create Reports Finished: The “Create Reports” dialog operation completed.
Report Saved: The report created using “Create Reports” dialog was saved to file.

Find Start: “Find Now” was clicked on the “Find In Source” dialog. This has two different
sets of audit parameters depending on if we are searching in previous search results. When
searching in previous results, the search subfolders and search folder paths parameters are
omitted.

Find Complete: The “Find In Source” dialog find operation completed.
Find Criteria Saved: The find criteria were saved to file.

Save Search Results: The find report was saved to file. This actually saves two files, a
summary report and a detailed report. The filenames to save to are automatically generated.
A separate audit entry is made for each as either may fail.

Message View Launched: Launch the message view window in one of three possible view
types.
Tree Datastore Expanded: A datastore root node in the tree is expanded.

Datastore Closed: A datastore is closed.
Expand Folder Tree: A folder node in the tree is expanded.

View Message: The contents of a message has been viewed, either from the message
window or the message preview pane.

View Attachment: A message attachment was viewed.
Save Attachment: A message attachment was saved.

Wizard Page Activated: A wizard page was activated. This applies to both the Data
Wizard and the Mailbox Creation Wizard.

Wizard Button Clicked: A button on a wizard page was activated. This applies to both the
Data Wizard and the Mailbox Creation Wizard. For all buttons, there are always three audit
parameters (wizard name, page name, button name), as shown below.

Single Mailbox Recovery for Exchange Command Line Actions

66

Session Start from Command Line: Single Mailbox Recovery for Exchange is starting up
in command line mode.

List Mailboxes: The mailboxes in a Source are listed via command line switches.

Paste Folder: A folder is pasted from a Source into a Target via command line switches.
Export Folder: A folder is pasted form a Source to a file via command line switches.
Integrity Check: Integrity check a folder in a Source via command line switches.

Command Line Processed: The command line was processed (this is a transaction audit
that surrounds command line processing and can return useful error information if the
command line parameters were invalid).
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Data Wizard

Data Wizard page activations are audited. This records the wizard name and the wizard page name
as parameters. Data Wizard button clicks are audited. This records the wizard name, the wizard
page name and the wizard button name as parameters. This audits all button clicks with the
exception of the “Next” button. The “Next” button clicks are treated as a special case. Each Data
Wizard page is provided with a dedicated function to audit its “Next” button click.

Single Mailbox Recovery ExtractWizard Actions

This list displays any action taken in Single Mailbox Recovery ExtractWizard that is recorded in
the Application Auditing Service.

 Single Mailbox Recovery ExtractWizard Start Up: Single Mailbox Recovery
ExtractWizard is starting up.

 Single Mailbox Recovery ExtractWizard Exit: Single Mailbox Recovery ExtractWizard
is shutting down.

» Wizard Page Activated: A wizard page was activated.

» Wizard Button Clicked: A button on a wizard page was activated. For all buttons, there
are always two audit parameters (wizard page name, button name), as shown below. For the

“Next” button, there may be additional audit parameters, specific to the wizard page. The
specific cases are also shown below.

» Choose Method Page Next Button Clicked: Extra parameters for “Next” button, Choose
Method Page, direct method

» Choose Source Page Next Button Clicked: Extra parameters for “Next” button, Choose
Source Page, disk

» Choose Connection Parameters Page Next Button Clicked: Extra parameters for “Next”
button, Choose Connection Parameters Page, exchange2kx

» Choose Tape Device Page Next Button Clicked: Occurs between Choose Source page and
Catalog Options page when user selects tape and more than one tape device exists on their
system.

» Catalog Options Page Next Button Clicked: Extra parameters for “Next” button, Catalog
Options Page

» Catalog Progress Page Next Button Clicked: Extra parameters for “Next” button, Catalog
Progress Page

» Info Store File Selection Page Next Button Clicked: Extra parameters for “Next” button,
Info Store File Selection Page

 Info Store Destination Page Next Button Clicked: Extra parameters for “Next” button,
Info Store Destination Page

» Extraction Progress Page Next Button Clicked: Second to last page of wizard.
« Emulation Progress Page Next Button Clicked: Second to last page of wizard.

» Extraction Results Page Activated: Last page of wizard (Note: It logs additional
information on page activation, not on Next/Finish button click). Logs the same information
as is displayed in the results page. If extracted, this includes a listing of which files were
successful/failed.
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Server-Side Activities that are Logged

On the server side, activities are logged for the Server, Mailbox Permissions Service, and the Single
Mailbox Recovery Management Console.

Server Log

This list displays any action taken on the connected server that is recorded in the Application
Auditing Service.

Server start-up: Start of the Single Mailbox Recovery Administrative Service.
Server shutdown: End of the Single Mailbox Recovery Administrative Service.

Terminating Connections: This transactional action occurs when the server is about to
start terminating a number of connections and when it completes the process.

Terminating a Single Connection: This action occurs when the server closes a connection.
Write a Service Message: This action occurs when a service requests that a message be
written to the server audit log.

Open a Service: This action occurs when a client has requested access to a service.
Disconnect from a Service: This action occurs when a service session is being closed. Note
that sessions can be closed because the client has indicated that it no longer needs them or

because the server (perhaps at the request of the Single Mailbox Recovery Management
Console) has chosen to terminate the session.

Stop the Server: This occurs when the server is stopping.

Register a Client: This action occurs when a new client has established a connection to the
server.

Unregister a Client: This action occurs when the server has finished communicating with a
client. This can either be at the client’s request or because the server (perhaps at the request
of the Single Mailbox Recovery Management Console) has chosen to terminate the
connection.

Change Server Configuration: This action occurs when a request to change the server
configuration has been processed.

Mailbox Permissions Service Session Log

68

This list displays any action taken in the Mailbox Permissions Service that is recorded in the
Application Auditing Service.

Permissions Have Been Read: This action occurs whenever the configurator or the service
load permissions settings from disk.

Permissions Have Been Retired: This action occurs when the service reloads the
permissions set because the MC has told it to. It keeps a record of the outgoing permissions
set.

Permissions Have Been Updated: This action occurs when the service reloads the
permissions set because the MC has told it to. It keeps a record of the incoming permissions
set.

Permissions Test Performed: This action occurs on the service when a client requests a
permissions test, i.e., wants to know if they should open a mailbox.
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Permissions Have Been Written: This action occurs when the service writes the current
permissions set to disk because the MC has told it to. It keeps a record of the newly read
permissions set.

Permissions Have Changed: This action occurs when the configurator has written the
current permission set to disk and those permissions are now in effect for clients. In other
words it occurs when the user clicks the “save” button.

A Refusal Has Been Converted Into a Temporary Allow: This action occurs when the
configurator has just converted a refusal into a temporary allow.

A Refusal Has Been Converted Into a Permanent Allow: This action occurs when the
configurator has just converted a refusal into a permanent allow.

Permissions Auditing Has Ended: This action occurs when the service is shutting down.

Single Mailbox Recovery Management Console Session Log

This list displays any action taken in the Single Mailbox Recovery Management Console user
interface that is recorded in the Application Auditing Service.

Console Start: This action occurs when the Single Mailbox Recovery Management
Console is ready for normal operation.

Console End: This action occurs when the Single Mailbox Recovery Management Console
is shutting down.

Server Restarted: This action occurs after the server has been restarted and a connection
re-established to it.

First-time Run: This action occurs when the Single Mailbox Recovery Management
Console has just completed first-time run functionality.

Deactivate Plug-ins: This action occurs when the Single Mailbox Recovery Management
Console is deactivating one or more plug-ins.

Server Configuration Plug-In

This list displays any action taken in the Server Configuration page that is recorded in the
Application Auditing Service.
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Terminate Connection: This action occurs when the user chooses to terminate a
connection.

Set Server Port: This action occurs when the user changes the server port.

Set Active Directory Advertising: This action occurs when the user changes whether or
not the server is advertised on Active Directory.
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Term

Description

Any User

Any User is a special entity. This matches against any user
regardless of group or name. It is used to terminate further
permission checking. This must always be the last entry in a
permission list.

Client

The Client is the software making use of services being hosted on
the Server. Note that the Single Mailbox Recovery Management
Console acts as a client of the Server to achieve its tasks.

Multiplicity

It is pointless to have a user or group appear explicitly twice within
a single list. You can implicitly match with one or more groups that
are listed but a user or group can only be specifically mentioned
once.

Server

This is an application running on a remote machine. It manages the
connection with the client and hosts multiple services. A server
package is a self-contained chunk of information being exchanged
between the client and the server

Service

This is a plug-in module that the server loads. A service package is
information being exchanged between a client and an individual
service.
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Numerics

24-hour log rollover time
changing 54, 61

A
Active Directory
advertising 11, 13
updating 13
Activity Data 58
advertising
changing 13
All mailboxes
permissions 18
allowing access
permanently 42
temporarily 42
audit log
changing rollover time 63
copying 60
deleting 60
validating 60
viewing 56
audit logs
changing location 61
audit store root path
changing 54, 61

C
changes

activating 44
complete log 56
connection

terminating 13, 14
connections

active 14
conventions in this manual

menu commands and shortcuts

5
notes and tips 6
shortcut menu 6

D

denying access 45
directory tree 55
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E

external mailbox
permissions 18
removing 29

external mailboxes
adding 27

F

failed access attempts 42
first run configuration 17, 54

G
getting help 5
group or user
adding 23
setting permissions 25

H

Help
online Help 5

incomplete log 56

installed services
list 14

internal mailbox
permissions 18

K
Keyboard Shortcuts 3

L

list
filtering 22

logged activities
stand alone 53
transaction 53

M

mailbox
adding 22
removing 23

Mailbox Categories
permissions 18

mailboxes

clearing 44
Menu Commands and Shortcuts 6
Midnight Server Local Time 63

N
Notes and Tips 6
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online Help 5

P
permanently allow 43
Permission Model 18
horizontal check 18
vertical check 20
permission order
changing 25
permission settings 18
permissions
applying 22
editing 22, 27
saving 44
setting 24
sorting order 25
viewing 22, 27
port
changing 12

R
refusal
allowing 42
refusals
managing 42

S
server
restarting 12, 13
stopping 12, 13
Service Connection Point
updating 13
services
available 15
Session Data 57
settings
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