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Release notes

The release notes describe new features, limitations, fixed issues, and known issues in SnapDrive 5.2
for UNIX.
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New features in SnapDrive 5.2 for UNIX

SnapDrive 5.2 for UNIX contain new features and existing features that have been enhanced.

The new and enhanced features are:

» The Consistency Group Snapshot (CGS) capability of Data ONTAP 8.2 is leveraged to provide

support for SAN protocols on Linux with both clustered Data ONTAP and Data ONTAP
operating in 7-Mode.

» Support of clustered Data ONTAP for both NFS and SAN, on Linux.

» Enhanced AutoSupport reporting to generate reports in the following scenarios:

» Performing a backup operation

« Configuring a new storage system
» Starting a new daemon

e Operation failure

» Support for NFS operations on a volume containing nested junction paths that are in clustered
Data ONTAP, on Linux.

» Support for Cisco Converged Network Adapters (CNA) on Linux.
» Support for Veritas 6.0 Release Pack 1 on the Solaris operating system.
» Support for NAS on the Solaris 11 operating system.

Note: For updated information about SnapDrive and its requirements, see the Interoperability
Matrix.

Related information

Interoperability Matrix: support.netapp.com/NOW/products/interoperability


http://support.netapp.com/NOW/products/interoperability/

Fixed issues in SnapDrive 5.2 for UNIX

Some known issues are fixed in SnapDrive 5.2 for UNIX.

SnapDrive disconnect and delete operations fail

If you are using SnapDrive 5.1 or earlier, the disconnect and delete operations fail when the igroups
contain multiple worldwide port names (WWPNS).

For more information, see bug ID 638231 on Bugs Online.

Related information

Bugs Online. support.netapp.com/NOW/cgi-bin/bol

SnapDrive for UNIX daemon start process fails if performed
iImmediately after a stop

If the SnapDrive for UNIX daemon is restarted immediately after a Snapshot copy creation operation
in Solaris, the daemon might not start because the child process is waiting on the port. The waiting
period usually depends on the TCP timeouts and the life of that child process. If the child process is
waiting on the port for long, the daemon cannot use that port and the daemon start might fail.

For more information, see bug ID 619386 on Bugs Online.

Related information

Bugs Online: support.netapp.com/NOW/cgi-bin/bol

The restore operation fails in an NFSv3-only environment

If any of the following mount options are specified, for example, rsize=4XXX, wsize=4XXX, or
mountport=4XXX for a mount point, the restore operation might fail in an NFSv3-only environment.
The following error message is displayed: 0002-890 Admin error: Error mounting temp
directory /tmp/SDU_02152013_154923 9332: Unexpected error from mount:
mount: mount to NFS server "10.65.50.73" failed: RPC Error: Program/version
mismatch.

This issue occurs because SnapDrive for UNIX performs an incorrect string comparison.

For more information, see bug ID 679442 on Bugs Online.


http://support.netapp.com/NOW/cgi-bin/bol
http://support.netapp.com/NOW/cgi-bin/bol
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Related information

Bugs Online. support.netapp.com/NOW/cgi-bin/bol

SnapDrive operations might fail when multiple operations
are performed simultaneously

When multiple SnapDrive operations are performed simultaneously, SnapDrive fails to free the
OnCommand Unified Manager server resources. Therefore, the SnapDrive operations fail.

For example, you might have scheduled multiple backup operations for different profiles. The second
backup operation might get triggered before the first backup operation is completed, resulting in both
the operations failing.

You might also get the following error messages when multiple SnapDrive operations are performed
in quick succession:

* Auto detection of file_spec(s) in progress... Error -1 fault: SOAP-
ENV:Client

e 9000-015 Unknown Error : -1 : Please check if the daemon has been
stopped

For more information, see bug ID 625626 on Bugs Online.

Related information

Bugs Online. support.netapp.com/NOW/cgi-bin/bol

Database clone creation fails in an NFS environment

After you upgrade to SnapDrive 5.1, in an NFS environment, SnapManager fails to create database
clones by using the secondary backups or on to the secondary host (does not have export permissions
on the parent volume).

The following error message is displayed: 0001-859 Admin error: The host"s Host_Nane
interfaces, Interface_Nanmes are not allowed to access the path Vol une_Pat h
on the storage system Storage_Nanme. To resolve this problem, please
configure the export permission for path Vol une_Path on the storage system
St orage_Nanme so that host Host _Nane can access the path.

This issue occurs because the default value of the check-export-permission-nfs-clone parameter in
the snapdrive.conf file is ON.

For more information, see bug ID 340025 on Bugs Online.


http://support.netapp.com/NOW/cgi-bin/bol
http://support.netapp.com/NOW/cgi-bin/bol
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Related information

Bugs Online. support.netapp.com/NOW/cgi-bin/bol

Snapshot copies created on the FlexClone volume are
deleted after the clone split operation

While performing a clone split operation on the FlexClone volume, all the Snapshot copies on the
volume are deleted.

You can run the clone split estimate command to identify the Snapshot copies that were
created in the cloned volume before the volume clone was split.

For more information, see bug ID 558514 on Bugs Online.

Related information

Bugs Online. support.netapp.com/NOW/cgi-bin/bol


http://support.netapp.com/NOW/cgi-bin/bol
http://support.netapp.com/NOW/cgi-bin/bol
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Limitations

When working with SnapDrive, you must be aware of certain limitations that might affect your
environment.

General limitations of SnapDrive for UNIX

SnapDrive for UNIX does not support snap operations on a Network File System (NFS) mount
point when the volume is exported with Kerberos authentication security type such as krb5, krb5i,
or krb5p.

In clustered Data ONTAP, SnapDrive for UNIX does not support symbolic links for any mount
points.

Snap operations might be inconsistent if you perform SnapRestore on a mount point where a
different entity is mounted other than what was created by the Snapshot copy.

SnapDrive modifies the mount point permissions from non-root user to root user for a gtree after
volume-based SnapRestore (VBSR) operations.

From SnapDrive for UNIX 5.1, only asynchronous mode is supported for clone split operations.
The split-cl one-async configuration variable and -splitmode command-line options are
removed.

The clone split operation is not supported on a filespec, which is a combination of either volume
clone and LUN clone, LUN clone and LUN, or volume clone and LUN.

Restoring the storage stack on the host fails if you have removed a LUN by using an external
command.

SnapDrive for UNIX does not allow you to restore a Snapshot copy of a gtree if the Snapshot
copy is mounted on an NFS in the SnapMirror destination.

SnapDrive for UNIX does not support Broadcom Converged Network Adapters (CNA).

Limitations of SnapDrive for UNIX on Linux

In clustered Data ONTAP, to configure data Vserver with SnapDrive for UNIX, ensure that the

IP address of the data Vserver's management logical interface (LIF) is mapped to the data Vserver
name either in Domain Name System (DNS) or in the Zetc/hosts file.

You must also ensure that the data Vserver name is configured in SnapDrive by using the
snapdrive config set <vsadmin> <Vserver name>command.

In clustered Data ONTAP, aggregates which contain data Vserver volumes must be assigned to
the data Vserver's aggregate list to configure the data Vserver and perform SnapDrive operations.
In clustered Data ONTAP, SnapDrive for UNIX does not support the snap connect operation with
the -readonly option from the secondary host (the host which does not have export permissions
on the parent volume).
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In clustered Data ONTAP, export policy is defined only at the volume level. Therefore,
the .snapshot directory cannot be exported to the secondary host, which does not have export
permission on the parent volume.

Limitations of SnapDrive for UNIX on Solaris

* LUNs greater than 1 TB with the Storage Management Initiative (SMI) label are not supported.

» SnapDrive for UNIX does not support the Extensible Firmware Interface (EFI) and SMI LUNs in
the same disk group.

Limitations of SnapDrive for UNIX on AIX

e The SnapDrive daemon takes a long time to restart if one or more Fibre Channel (FC) port links
are down or not available.
However, the SnapDrive daemon starts irrespective of the state of the FC ports.

» SnapDrive for UNIX, by default, creates disk groups with non-concurrent settings, and you need
to change or provide storage provisioning operations manually.
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Known issues

You must be aware of the known issues and workaround for each of the issues, so that you can use
SnapDrive 5.2 for UNIX more effectively.

Known issues related to all hosts

You must be aware of some potentially undesirable behaviors that impact all supported host
platforms and the workarounds.

SnapDrive dataset operations fail when performed from tertiary storage

The dataset operations, such as restore and cloning, fail from tertiary storage, if the protection policy
is set to “Mirror, then Back up”. This issue occurs if you are using OnCommand Unified Manager
5.1.

Workaround
None.

For more information, see bug ID 682608 on Bugs Online.

Related information

Bugs Online. support.netapp.com/NOW/cgi-bin/bol

Automatic detection does not work for more than one LUN in a secondary
volume

If you delete more than one LUN in a secondary volume, and run the snapdrive storage
delete command, SnapDrive for UNIX displays the following error message: Could not detect
type of the entity....

The snapdrive storage delete command deletes only the first LUN in the secondary volume.

# snapdrive storage delete storagesystem:/vol/user/testl test2
/vol/user/test3 test4
Auto detection of file_spec(s) in progress ...
- "storagesystem:/vol/user/testl” detected as LUN
- "test2" detected as LUN
- "/vol/user/test3" detected as LUN
9000-305 Command error: Could not detect type of the entity test4.


http://support.netapp.com/NOW/cgi-bin/bol
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Provide a specific option (-lun, -dg, -fs or -lvol) if you
know the type of the entity.

Workaround
None.

For more information, see bug ID 540314 on Bugs Online.

Related information

Bugs Online. support.netapp.com/NOW/cgi-bin/bol

If the Operations Manager server fails to discover the LUNs, SnapDrive for
UNIX commands fail
SnapDrive for UNIX commands fail, if the Operations Manager server fails to discover the LUNS.

The following error message is displayed: 0002-332 Admin error: Could not check
SD.Storage._Write access on lun storage_arrayl:/vol/voll/lunl for user unix-
host\root on Operations Manager server(s) ops-mngr-serverl

Workaround
None.

For more information, see bug ID 304724 on Bugs Online.

Related information

Bugs Online: support.netapp.com/NOW/cgi-bin/bol

Access control permissions file does not work as intended

The local access control mechanism does not work as intended when the storage system does not
have a volO volume.

By default, SnapDrive for UNIX can find the permissions file for local access control at /vol/
vol0/sdprbac/sdhost name . prbac, where host nane is the name of the local host. This issue
does not occur if the vol0 volume is on the storage system.

Workaround

Use the rbac-vol-name parameter in the snapdrive . conf file to specify a different volume name
where SnapDrive for UNIX looks for the permissions file. Do not specify the name of the volume
with the "/vol" suffix. For example, you can specify rbac-vol-name="vol 1".

SnapDrive for UNIX then uses that volume name for all the storage systems accessed from the local
host.


http://support.netapp.com/NOW/cgi-bin/bol
http://support.netapp.com/NOW/cgi-bin/bol
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For more information, see bug ID 161689 on Bugs Online.

Related information

Bugs Online. support.netapp.com/NOW/cgi-bin/bol

Known issues in SnapDrive for UNIX on Linux

You must be aware of some potentially undesirable behaviors that impact the Linux host platform
and the workarounds.

The restore operation for NFS directories that contain symbolic links fails
in clustered Data ONTAP

In clustered Data ONTAP, if you use SnapDrive for UNIX to restore an NFS directory that contains
symbolic links, the operation fails.

Workaround
None.

For more information, see bug ID 573044 on Bugs Online.

Related information

Bugs Online: support.netapp.com/NOW/cgi-bin/bol

Some SnapDrive operations fail in clustered Data ONTAP

When you are using clustered Data ONTAP, some of the SnapDrive operations fail if performed on a
volume that has a junctioned volume in its nested junction path. This is a known issue in Data
ONTAP 8.2 RCL1.

The following error message is displayed: 0009-071 Admin error: Failed to end file
list iteration on storage system sduvs2 : Stale NFS file handle.

Workaround
None.

For more information, see bug ID 685429 on Bugs Online.

Related information

Bugs Online. support.netapp.com/NOW/cgi-bin/bol


http://support.netapp.com/NOW/cgi-bin/bol
http://support.netapp.com/NOW/cgi-bin/bol
http://support.netapp.com/NOW/cgi-bin/bol
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SnapDrive operations might fail due to a known Red Hat Enterprise Linux
issue

SnapDrive for UNIX operations in Linux might fail, when sg_* commands that run against Device
Mapper (DM) multipath devices fail, due to a path group switch with insufficient input or output
operations to activate the path group.

The failure might occur in SnapDrive 5.0 for UNIX and later versions, for the hosts on Red Hat
Enterprise Linux 5.6 and later, using Qlogic Fibre Channel adapters.

Workaround

Run a few input and output operations to read the DM multipath device. This activates the path
group. Then retry the SnapDrive for UNIX operation that failed by running the following command :

dd i f= /dev/ mapper/<devi ce> of =/ dev/nul|l bs=4096 count=100 ifl ag=direct
For more information, see bug IDs 689501, 521233, and 554518 on Bugs Online.

Related information

Bugs Online. support.netapp.com/NOW/cgi-bin/bol

SnapDrive operations might hang intermittently in Red Hat Enterprise
Linux 5.8

SnapDrive operations might hang intermittently for the hosts on Red Hat Enterprise Linux 5.8,
because the vgdisplay command fails.

Workaround
Restart the multipath daemon.

Note: If the SnapDrive operations hang intermittently in the Fibre Channel SAN boot
environment, then restart the host.

For more information, see bug ID 678909 on Bugs Online.

Related information

Bugs Online. support.netapp.com/NOW/cgi-bin/bol


http://support.netapp.com/NOW/cgi-bin/bol
http://support.netapp.com/NOW/cgi-bin/bol
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The SnapDrive daemon fails to start when you use Emulex OneCommand
Manager 6.1

The SnapDrive daemon fails to start when you use Emulex OneCommand Manager 6.1 with Emulex
LightPulse host bus adapters (HBASs). The following error message is displayed: Unable to start
daemon. . .check daemon log file for more details.

Workaround
Use Emulex OneCommand Manager 6.0.

For more information, see bug ID 668199 on Bugs Online.

Related information

Bugs Online: support.netapp.com/NOW/cgi-bin/bol

The snap disconnect operation on the NFS file specification creates a stale
export policy in clustered Data ONTAP

When you perform the snap connect operation on the Network File System (NFS) file specification
from the secondary host, which does not have export permissions on the parent volume in clustered
Data ONTAP, SnapDrive creates a new export policy. In the newly created export policy, SnapDrive
inherits the parent export policy rules as well as appends the rules for the secondary host, if it does
not have the export permission on the parent volume.

When you perform the snap disconnect operation on the NFS file specification from the secondary
host, clustered Data ONTAP deletes the newly created export policy and creates
unexport_policy, which is a stale export policy. unexport_policy does not contain any rules.

Workaround
None.

For more information, see bug ID 601895 on Bugs Online.

Related information

Bugs Online: support.netapp.com/NOW/cgi-bin/bol

Known issues in SnapDrive for UNIX on AIX

You must be aware of some potentially undesirable behaviors that impact the AIX host platform and
the workarounds.


http://support.netapp.com/NOW/cgi-bin/bol
http://support.netapp.com/NOW/cgi-bin/bol
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The storage show commands for LUNSs fail if volume group is unavailable

On AlX hosts, the snapdrive storage show -lunlun_nane and snapdrive storage show
-al 1 commands fail if any volume group on the system is varied off.

SnapDrive for UNIX cannot determine the volume groups to which the LUNSs belong. This issue
might occur because the storage show commands specify one or more LUNSs using the options -lun
and -al I, and the volume to which the LUN belongs may be inactive. If you use one of the other
command options such as, -dg, -hostvol, or -fs, the command captures the information for that
entity. Other forms of the snapdrive storage show command work without issues if you do not
specify an inactive or varied-off volume group.

Workaround

Activate the inactive volume group by using the varyon command. If you have a host cluster,
activating all the volumes might not be practical. In this case, use the snapdrive storage show
command with the -dg, -hostvol, or -fs option rather than the —1un or -al I option.

For more information, see bug ID 161395 on Bugs Online.

Related information

Bugs Online. support.netapp.com/NOW/cgi-bin/bol


http://support.netapp.com/NOW/cgi-bin/bol
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Changes to published documentation

There are changes to the documentation provided with SnapDrive 5.2 for UNIX.

Update to the Partitioning support in Red Hat Enterprise
Linux and SUSE Linux Enterprise Server topic

The information about the partitioned devices on Linux is missing in the SnapDrive for UNIX
Installation and Administration Guide.

The following tables provide partition information and how it can be enabled for different operating

systems:

Operating system Single Multiple Non-partition | Filesystem or
partition | partition devices RAW devices

Red Hat Enterprise Linux 4x or 5x [ Yes No No ext3*

or

Oracle Enterprise Linux 4x or 5x

Red Hat Enterprise Linux 6x Yes No No ext3 or ext4*

SUSE Linux Enterprise Server 11 | Yes No No ext3*

SUSE Linux Enterprise Server 10 | No No Yes ext3***

Red Hat Enterprise Linux 4x Yes No No ASM with

or ASMlib**

Oracle Enterprise Linux 4x

Red Hat Enterprise Linux 5x Yes No Yes ASM with

or ASMIib**

Oracle Enterprise Linux 5x

SUSE Linux Enterprise Server 10 | No No Yes ASM with

ASMIib***
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Operating system Single Multiple Non-partition | File system or
partition | partition devices RAW devices

*

For a non-MPIO environment, enter the following command:
sfdisk -uS -f -L -q /dev/ device_nane

For an MPIO environment, enter the following commands:

o sfdisk -uS -f -L -q /dev/ device_nane
e kpartx -a -p p /dev/mapper/ devi ce_name

**

For a non-MPIO environment, enter the following command:
fdi sk /dev/devi ce_nane

For an MPIO environment, enter the following commands:

o fdisk /dev/ mapper/device_nane
e kpartx -a -p p /dev/ mapper/devi ce_name

**k%k

Not applicable.

Note: SUSE Linux Enterprise Server 11 does not work on non-partitioned devices with
SnapManager or SnapDrive. SUSE Linux Enterprise Server 11 with partition devices work only
on ext3.

Update to the Generate self-signed certificate topic

Incorrect examples are cited in the “Generate self-signed certificate” topic in the SnapDrive for
UNIX Installation and Administration Guide for Linux, Solaris, and AlX.

The correct example is as follows:
# cat host.cert host.key > /opt/NetApp/snapdrive/snapdrive.pem

# rm host.key rm: remove regular file “host._key"? y
# chmod 400 /opt/NetApp/snapdrive/snapdrive.pem
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Where to find product documentation and other

information

The NetApp Support Site contains the most current documentation for SnapDrive for UNIX, FC and
iISCSI Host Utilities, SAN storage system components, and various interconnects.

The following table lists some of the documents on the NetApp Support Site that contain current
information about host requirements, supported configurations, and procedures for installing and

managing SnapDrive for UNIX:

If you need more information about...

Goto...

The latest supported configurations

The Interoperability Matrix

Supported Fibre Channel SAN topologies

The SAN Configuration Guide (called Fibre
Channel and ISCSI Configuration Guide in Data
ONTAP 8.1 and earlier)

How to download and install SnapDrive for
UNIX

The SnapDrive for UNIX Installation and
Administration Guide

Configuring your host for the Host Utilities

The Product A-Z page

Related information

Product A-Z page: support.netapp.com/documentation/productsatoz/index.html
Interoperability Matrix. support.netapp.com/NOW/products/interoperability



http://support.netapp.com/documentation/productsatoz/index.html
http://support.netapp.com/NOW/products/interoperability/
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How to send your comments

You can help us to improve the quality of our documentation by sending us your feedback.

Your feedback is important in helping us to provide the most accurate and high-quality information.
If you have suggestions for improving this document, send us your comments by email to
doccomments@netapp.com. To help us direct your comments to the correct division, include in the
subject line the product name, version, and operating system.

You can also contact us in the following ways:

* NetApp, Inc., 495 East Java Drive, Sunnyvale, CA 94089 U.S.
* Telephone: +1 (408) 822-6000

+ Fax: +1 (408) 822-4501

e Support telephone: +1 (888) 463-8277


mailto:doccomments@netapp.com
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