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Copyright
information

Copyright © 1994-2004 Network Appliance, Inc. All rights reserved. Printed in the U.S.A.
Portions © 1998-2001 The OpenSSL Project. All rights reserved.

No part of this book covered by copyright may be reproduced in any form or by any means—graphic,
electronic, or mechanical, including photocopying, recording, taping, or storage in an electronic
retrieval system—without prior written permission of the copyright owner.

Portions of this product are derived from the Berkeley Net2 release and the 4.4-Lite-2 release, which
are copyrighted and publicly distributed by The Regents of the University of California.

Copyright © 1980-1995 The Regents of the University of California. All rights reserved.

Portions of this product are derived from NetBSD, which is copyrighted by Carnegie Mellon
University.

Copyright © 1994, 1995 Carnegie Mellon University. All rightsreserved. Author Chris G. Demetriou.

Permission to use, copy, modify, and distribute this software and its documentation is hereby granted,
provided that both the copyright notice and its permission notice appear in all copies of the software,
derivative works or modified versions, and any portions thereof, and that both notices appear in
supporting documentation.

CARNEGIE MELLON ALLOWS FREE USE OF THIS SOFTWARE IN ITS*ASIS’
CONDITION. CARNEGIE MELLON DISCLAIMS ANY LIABILITY OF ANY KIND FOR ANY
DAMAGES WHATSOEVER RESULTING FROM THE USE OF THIS SOFTWARE.

Software derived from copyrighted material of The Regents of the University of California and
Carnegie Mellon University is subject to the following license and disclaimer:

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notices, thislist of conditions,
and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notices, thislist of
conditions, and the following disclaimer in the documentation and/or other materials provided
with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgment:

This product includes software developed by the University of California, Berkeley and its
contributors.

4. Neither the name of the University nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE ISPROVIDED BY THE REGENTS AND CONTRIBUTORS*“ASIS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS
BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
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INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Portions of the software were created by Netscape Communications Corp.

The contents of those portions are subject to the Netscape Public License Version 1.0 (the “License”);
you may not use those portions except in compliance with the License. You may obtain a copy of the
License at http://www.mozilla.org/NPL/.

Software distributed under the License is distributed on an “AS 1S’ basis, WITHOUT WARRANTY
OF ANY KIND, either express or implied. See the License for the specific language governing rights
and limitations under the License.

The Original Code is MozillaCommunicator client code, released March 31, 1998.

The Initial Developer of the Original Code is Netscape Communications Corp. Portions created by
Netscape are Copyright © 1998 Netscape Communications Corp. All rights reserved.

This software contains materials from third parties licensed to Network Appliance Inc. whichis
sublicensed, and not sold, and title to such material is not passed to the end user. All rights reserved
by the licensors. You shall not sublicense or permit timesharing, rental, facility management or
service bureau usage of the Software.

Portions devel oped by the Apache Software Foundation (http://www.apache.org/). Copyright © 1999
The Apache Software Foundation.

Portions Copyright © 1995-1998, Jean-loup Gailly and Mark Adler
Portions Copyright © 2001, Sitraka Inc.

Portions Copyright © 2001, iAnywhere Solutions

Portions Copyright © 2001, i-net software GmbH

Portions of this product are derived from version 2.4.11 of the libxmi2 library, which is copyrighted
by the World Wide Web Consortium.

Network Appliance modified the libxml2 software on December 6, 2001, to enable it to compile
cleanly on Windows, Solaris, and Linux. The changes have been sent to the maintainers of libxmil2.
The unmodified libxml2 software can be downloaded from http://www.xmlsoft.org/.

Copyright © 1994-2002 World Wide Web Consortium, (Massachusetts I nstitute of Technology,
Institut National de Recherche en Informatique et en Automatique, Keio University). All Rights
Reserved. http://www.w3.org/Consortium/L egal/

Software derived from copyrighted material of the World Wide Web Consortium is subject to the
following license and disclaimer:

Permission to use, copy, modify, and distribute this software and its documentation, with or without
modification, for any purpose and without fee or royalty is hereby granted, provided that you include
the following on ALL copies of the software and documentation or portions thereof, including
modifications, that you make:

1. Thefull text of thisNOTICE in alocation viewable to users of the redistributed or derivative
work.

2. Any pre-existing intellectual property disclaimers, notices, or terms and conditions. If none
exist, ashort notice of the following form (hypertext is preferred, text is permitted) should be
used within the body of any redistributed or derivative code: " Copyright © [$date-of-software]
World Wide Web Consortium, (Massachusetts Institute of Technology, Institut National de
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Recherche en Informatique et en Automatique, Keio University). All Rights Reserved.
http://www.w3.org/Consortium/L egal/.

3. Noticeof any changes or modificationsto the W3C files, including the date changes were made.

THIS SOFTWARE AND DOCUMENTATION ISPROVIDED "ASIS," AND COPYRIGHT
HOLDERS MAKE NO REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO, WARRANTIES OF MERCHANTABILITY OR FITNESS
FOR ANY PARTICULAR PURPOSE OR THAT THE USE OF THE SOFTWARE OR
DOCUMENTATION WILL NOT INFRINGE ANY THIRD PARTY PATENTS, COPYRIGHTS,
TRADEMARKS OR OTHER RIGHTS.

COPYRIGHT HOLDERSWILL NOT BELIABLE FOR ANY DIRECT, INDIRECT, SPECIAL OR
CONSEQUENTIAL DAMAGES ARISING OUT OF ANY USE OF THE SOFTWARE OR
DOCUMENTATION.

The name and trademarks of copyright holders may NOT be used in advertising or publicity
pertaining to the software without specific, written prior permission. Title to copyright in this
software and any associated documentation will at all times remain with copyright holders.

Software derived from copyrighted material of Network Appliance, Inc. is subject to the following
license and disclaimer:

Network Appliance reserves the right to change any products described herein at any time, and
without notice. Network Appliance assumes no responsibility or liability arising from the use of
products described herein, except as expressly agreed to in writing by Network Appliance. The use or
purchase of this product does not convey a license under any patent rights, trademark rights, or any
other intellectual property rights of Network Appliance.

The product described in this manual may be protected by one or more U.S. patents, foreign patents,
or pending applications.

RESTRICTED RIGHTS LEGEND: Use, duplication, or disclosure by the government is subject to
restrictions as set forth in subparagraph (c)(1)(ii) of the Rightsin Technical Data and Computer
Software clause at DFARS 252.277-7103 (October 1988) and FAR 52-227-19 (June 1987).

NetApp, the Network Appliance design, NetApp-the Network Appliance Company, FA Server,
NearStore, NetCache, and WAFL are registered trademarks of Network Appliance, Inc. in the United
States and other countries. Network Appliance is aregistered trademark of Network Appliance, Inc.
in Monaco and atrademark of Network Appliance, Inc. in the United States and Canada. SnapCopy is
aregistered trademark of Network Appliance, Inc. in the European Union and a trademark of
Network Appliance, Inc. in the United States. DataFabric, FilerView, SecureShare, SnapM anager,
SnapMirror, and SnapRestore are registered trademarks of Network Appliance, Inc. in the United
States. Data ONTAP and Snapshot are trademarks of Network Appliance, Inc. in the United States
and other countries. ApplianceWatch, BareMetal, Center-to-Edge, ContentDirector, gFiler,
MultiStore, SecureAdmin, Serving Data by Design, Smart SAN, SnapCache, SnapDrive, SnapLock,
SnapMover, SnapVault, vFiler, and Web Filer are trademarks of Network Appliance, Inc. in the
United States. Spinnaker Networks, the Spinnaker Networks logo, SpinAccess, SpinCluster, SpinFS,
SpinHA, SpinMove, SpinServer, and SpinStor are registered trademarks of Spinnaker Networks,
LLC in the United States, other countries, or bath. SpinAV, SpinManager, SpinMirror, and SpinShot
are trademarks of Spinnaker Networks, LLC in the United States, other countries, or both.

Appleisaregistered trademark and QuickTimeis atrademark of Apple Computer, Inc. in the United
States and/or other countries.

Microsoft is aregistered trademark and Windows Mediais a trademark of Microsoft Corporation in
the United States and/or other countries.
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Real Audio, Real Networks, Real Player, Real System, Real Text, and Real Video are registered
trademarks and RealMedia, Real Proxy, and SureStream are trademarks of ReaNetworks, Inc. in the
United States and/or other countries.

All other brands or products are trademarks or registered trademarks of their respective holders and
should be treated as such.

Network Applianceis alicensee of the CompactFlash and CF Logo trademarks.

Network Appliance NetCache is certified Real System compatible.
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Topics covered

About this These rel ease notes cover the following topics:
document “Features of thisrelease” on page 2
“Limitations” on page 3

“Upgrade information” on page 4
“SnapManager requirements’ on page 5
“Bug fixes” on page 7

“Known issues’ on page 8
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Features of this release

New and enhanced
features

Featuresintroduced
with SnapManager
3.0 for Microsoft
Exchange

The major new and enhanced features of SnapManager® 3.1 for Microsoft®
Exchange include the following items:

Support for Microsoft Exchange 5.5 on Windows® 2000 Server
Support for Microsoft Exchange 2003 Service Pack 1
Support for Microsoft Windows Server 2003 Standard Edition

Physical integrity verification now includes transaction log verification in
addition to database verification

O Transaction log sequence verification, previously mandatory, is now
optional for faster restores

O o o o

SnapManager 3.0 for Microsoft Exchange, the previous version of SnapManager
for Microsoft Exchange, introduced the following capabilities:

O  Support for Microsoft Exchange 2003 on Windows 2000 Server
Support for Microsoft Exchange 2003 on Windows Server 2003
Exchange-specific VSS Requestor on Windows Server 2003
Individual database restore

Increased flexibility for backup retention

Post-backup command execution

Per-server licensing

Increased control of SnapMirror® replication

O o oo oo g
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Limitations

Features not SnapManager 3.1 for Microsoft Exchange does not support the following:
supported with this 5 Backup and recovery of the Exchange recovery storage group
release O 64-bit Windows

O NT40

O  Windows 2000 Server with SP3 (SP4 is now required)
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Upgrade information

Upgrading to
SnapManager 3.1
for Microsoft
Exchange

Changes to the Run
Command After
Operation feature

You can upgrade directly to SnapManager 3.1 for Microsoft Exchange from
SnapManager for Microsoft Exchange 2000 1.1, after you have upgraded your
filer software and host system software to meet the SnapManager system
requirements.

If you are running an earlier release than 1.1 you need to upgradeto 1.1, then
upgrade to 3.1. For upgrade information, read the accompanying documentation
for the 1.1 release on the NOW site at http://now.netapp.com/NOW/cgi-
bin/software.

If you are upgrading from SnapManager 3.0 for Microsoft Exchange, and you
have been using the Run Command After Operation feature, you might need to
update your default Run Command After Operation command arguments.

In SnapManager 3.0 for Microsoft Exchange, each SnapManager variable was
enclosed in double quotes automatically. However, this could cause problems
when used with r sh or other environments that do not handle double quotes.

After you upgrade from SnapManager 3.0 for Microsoft Exchange, you will
notice a change to the syntax of the SnapManager variables contained in your
default Run Command After Operation command arguments: the SnapM anager
variables other than $Snapl nfoPath are no longer enclosed in quotes. If this
causes problems (for example, if you have spacesin your Snaplnfo pathname),
you can open the Run Command After Operation window and add the quotes
manually to the Command Arguments string.

When you create a brand new Command Argument string by selecting the
appropriate SnapManager variable and clicking Select, the double quotes will be
automatically added to the Snapl nfoPath variable only. The double quotes will be
visible in the Command Arguments field; you can manually edit them if
necessary.

Upgrade information



SnapManager requirements

System
requirements

The following table shows the system requirements for SnapManager 3.1 for

Microsoft Exchange.

Note

For the most current list of system reguirements, see the SnapManager 3.1 for
Microsoft Exchange Product Description Page on the NetApp on the Web
(NOW) site at http://now.netapp.com/NOW/cgi-bin/software/.

Requirement for hostsrunning

Requirement for hostsrunning

Component Windows 2000 Ser ver Windows Server 2003

Operating systemon | Seethe SnapDrive system See the SnapDrive and NetApp VSS

thefiler requirements. Hardware Provider 1.0 system
requirements.

SnapDrive 3.0R2 3.0R2

NetApp VSS N/A 1.0

Hardware Provider

Microsoft Exchange

0  Exchange 2003 with SP1
(Standard or Enterprise Edition)

0 Exchange 2003 (Standard or
Enterprise Edition)

0  Exchange 2000 with SP 3
(Standard or Enterprise Edition)

0 Exchange 5.5 with SP4 (Standard
or Enterprise Edition)

0 Exchange 2003 with SP1
(Standard or Enterprise Edition)

0 Exchange 2003 (Standard or
Enterprise Edition)

Host operating Windows 2000 Server with SP4 O  Windows 2003 Server Standard
system Advanced Server with SP4 Edition
O Windows 2003 Server Enterprise
Edition
Microsoft Windows | Seethe SnapDrive system See the SnapDrive and NetApp VSS
hotfixes requirements. Hardware Provider system

requirements.
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Requirement for hostsrunning

Requirement for hostsrunning

Component Windows 2000 Ser ver Windows Server 2003
Other host system The host system used to run SnapManager 3.1 for Microsoft Exchange must meset
requirements the hardware and software system requirements for SnapDrive.

Note

These requirements are not necessary for SnapManager installations used for

remote administration only.

See your SnapDrive documentation for complete details about the following

system requirements:
O Host hardware platform

0  LUN access protocol software

SnapManager requirements




Bug fixes

About this section The following table lists bugs that were fixed in SnapManager 3.1 for Microsoft
Exchange. For more information about any of these bugs, launch your Web
browser, navigate to http://now.netapp.com/NOW/cgi-bin/bol, type the Bug 1D
into the “ Enter Bug IDs” field, and then click Go.

BugID

Description

83761

Unable to move the Snaplnfo directory from one subdirectory to
another subdirectory under the same parent directory.

107149

Delay between restore completion task status and “ Restore of
storage group completed successfully” pop-up message.

112860

Failed to get Exchangeinformation - Error code: 0x800706¢6 - The
array bounds areinvalid.

113124

The task " SnapManager backup has finished" might be checked in
the task list, but report update is still in progress.

113390

Backup could fail with error code 0x80072032, "An invalid dn
syntax has been specified.”

115037

V SS up-to-the-minute restore is a sel ectabl e option for backups that
existed when a point-in-time restore was performed.

115160

Incorrect error message when remote verification failed.

116306

V' SS API Error Description:

VSS E UNSUPPORTED_CONTEXT encountered when using
SnapManager 3.0 for Microsoft Exchange with Microsoft
Windows 2003 Standard Edition.

130190

Microsoft Exchange 2003 SP1 caused SnapManager Backup to
fail.

130259

V SS-based backup was not used when Exchange 2003 was
installed on a Windows 2003 Domain Controller.

132065

Error on install: “ The required protocol is not licensed with server
license”.

SnapManager 3.1 for Microsoft Exchange Release Notes




Known issues

About this section The following table lists issues known to exist in ShapManager 3.1 for Microsoft

Exchange. For the latest information about workarounds, launch your Web
browser, navigate to http://now.netapp.com/NOW/cgi-bin/bol, type the Bug 1D
into the “ Enter Bug IDs” field, and then click Go.

BugID

Description and wor karound

61756

Exchange databases not remounted after a restore or being brought offline and back online.

For an Exchange server in a Windows cluster, SnapManager must offline the physical disk
resource that will be restored from snapshot as part of the SnapManager Restore operation.
The Exchange databases that will be restored by this SnapManager Restore operation are
configured temporarily not to be automatically mounted at startup. After these Exchange
databases are restored from snapshot, SnapManager again configures them for automatic
mount at startup. If the Active Directory object that controls the startup properties for the
Exchange databases does not get updated properly, the Exchange databases remain unmounted
after the completion of the SnapManager Restore operation or after the Exchange Information
Store resource is brought offline and back online.

Workaround: Manually mount the Exchange databases after the SnapManager Restore
operation has been completed. Disable (uncheck) the Do not mount this store at startup"
option for the restored Exchange databases using the Exchange System Manager.
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BugID

Description and workaround

80426

Server throws an exception after SnapDrive dismounted the snapshot during database
verification.

SnapManager server might throw an exception during database verification. This problem
might occur after SnapDrive dismounts the LUN backed by a snapshot. If you are using
SnapManager for Exchange 2000 version 1.1 or earlier, you see the following error:

"Failed to create report file. Error Code: 0x80070020. The process cannot access the file
because it is being used by another process."

Workaround: Reboot the Exchange Server if it happens repeatedly.

The SMESrvr.exe process might become orphaned and contribute to this problem.
SMESrvr.exe should not be running on the Exchange server without SnapManager.exe or
Snapbackup.exe also running. Use the following procedure to determine whether the
SMESrvr.exe process has become orphaned:

Close the SnapManager application and start Task Manager.

If SMEsrvr.exe isrunning, identify whether the following conditions are true:

O SMEsrvr.exe 0% CPU utilization for several minutes

O  SnapManager.exe processis not running

O SnapBackup.exe processis not running

O There are no SnapManager backup or restore jobs scheduled to run at thistime

If all four of the aboveitemsaretrue, itislikely that the SMEsrvr.exe processis orphaned. Use
Task Manager to end the SMEsrvr.exe process or reboot the Exchange server.

96624

If a SnapManager backup is stopped before it is complete, an SMTP notification is never sent.
Thisis expected behavior, becauseit is at the end of the process that a success or failure
notification is sent.

Workaround: To prevent the job from being killed by the scheduler, ensure that the
scheduler allows the job to run for at least the amount of time that it takes to be completed,
plusalittle extratime.
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BugID

Description and wor karound

113227

Restores might fail with error code cO0413E3 or 8000ffff with M SExchangel S Eventid 9518
if there are more than 1008 |ogs to be recovered.

Restores might fail with SnapManager error c00413E3, and error message "Error Code
8000ffff Description: The action could not be completed because the Microsoft Exchange
Information Store service is unavailable. Be sure the serviceis running and you have network
connectivity to the Microsoft Exchange Server computer. ID no: ¢1041721 Microsoft CDO for
Exchange Management" in the SnapManager report.

From Application Event Log, an MSExchangel S event id 9518 is logged with "Error
Oxfffffd9a (-614) Initialization of Jet failed."

Workaround:

1. Make sure that all the databases are in a clean shutdown state. You can do this by running
eseuti | /mh oneach database file and checking the database stateintheeseut i | . exe
output.

2. Rename the transaction log folder for the affected storage group to a new name and create a
new transaction log directory with the original name. (Alternatively, you can move all the
transaction logsin this transaction log directory to anew location.)

3. Use Exchange System Manager to mount all the databases in the storage group.

Note
Thisbehavior isdueto abug in Microsoft Exchange Server. See Microsoft KB Article 834154

for more information.

133645

For both Microsoft Exchange 2000 and Microsoft Exchange 2003 installed on Windows 2000,
the “Time of Last Full Backup” field is not updated when SnapManager performs a backup.

Workaround: None.

10
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