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Product overview

SnapManager for Microsoft Exchange Server is a host-side component of the NetApp integrated
storage solution for Microsoft Exchange, offering application-aware primary Snapshot copies of
Exchange databases. You can use SnapManager with Data ONTAP SnapMirror technology to create
mirror copies of backup sets on another volume, and with Data ONTAP SnapVault technology to
archive backups efficiently to disk.

Together these tools offer a complete Snapshot-based data protection scheme that is as scalable,
reliable, and highly available as the underlying storage system. The following illustration shows the
components in a SnapManager deployment with clustered Data ONTAP:
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SnapManager highlights

SnapManager features seamless integration with Microsoft products on the Windows host and with
NetApp Snapshot technology on the back end. It offers an easy-to-use, wizard-based administrative
interface.

» Integration with the Microsoft Volume Shadow Copy Service (VSS) ensures that write requests
are frozen and write caches flushed before backups are taken. SnapManager provides full support
for Windows Volume Manager, Windows Server Failover Clustering, Microsoft Multipath 1/0
(MPI10), and Exchange Database Availability Groups.

 Fast, nondisruptive Snapshot technology using NetApp SnapDrive for Windows software lets you
back up databases in seconds and restore them in minutes without taking Exchange Servers
offline. Snapshot copies consume minimal storage space. You can store up to 255 copies per
volume.

» Automated central administration offers hands-off, worry-free data management. You can
schedule routine Exchange Server database backups, configure policy-based backup retention, set
up point-in-time and up-to-the-minute restore operations and proactively monitor your Exchange
Server environment with periodic email alerts. PowerShell cmdlets are available for easy scripting
of backup and restore operations.

In addition to these major features, SnapManager offers the following:

» Integrated Single Mailbox Recovery enables you to restore individual mailboxes, email messages
or attachments, calendar items, deleted items, drafts, or contacts (Single Mailbox Recovery must
be installed separately)

« Simplified migration of existing databases to NetApp storage with an easy-to-use Configuration
wizard



Nondisruptive, automated backup verification

Fast reseeding of databases in a Database Availability Group
Support for physical and virtualized infrastructures

Support for iSCSI, Fibre Channel, and FCoE

Support for service-level Role-Based Access Control (RBAC)
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New in this release

SnhapManager 7.1.1 for Microsoft Exchange Server provides fixes to several identified issues in the
previous release of SnapManager for Exchange.

This release introduces support for the following new features:

Clustered Data ONTAP 8.3.1

SnapVault and SnapMirror relationships from the same source volume

Two-node MetroCluster configurations

AFF80xx platforms

Cloud ONTAP 8.3.1 RC1

Microsoft Exchange Server 2010 SP3 RU10
Microsoft Exchange Server 2013 CU9

Related information

SnapManager 7.1 for Microsoft Exchange Server Installation and Setup Guide For Clustered Data
ONTAP

SnapManager 7.1 for Microsoft Exchange Server Installation and Setup Guide For Data ONTAP
Operating in 7-Mode
SnapManager 7.1 for Microsoft Exchange Server Administration Guide

Fixed issues

It is a good practice to review the known issues fixed in a new release before upgrading to it. If a
Bugs Online report is available, the bug ID contains a hyperlink to the report.

BugID Description

834913 SnapManager incorrectly moves the Snaplinfo directory after Exchange blocks a
move of the database and transaction logs because of inadequate RBAC
permissions.

693375 The target LUN in a Snapshot for Exchange copy is inconsistent or does not exist
and cannot be deleted when del et e- backup is run from SnapManager for
Exchange.

855197 SMBR mount of a clusterd Data ONTAP archived Snapshot copy (native SV) fails
on the remote node.

649069 Frequent recovery point backup (FRP) backups cause the . sne file to grow with no
limit.

762024 SnapManager for Exchange should be more selective about which transaction log
files to copy when restoring a Snapshot copy.

776472 Restore operations in SnapManager for Exchange fail with a database mount error
when the Global Catalog is not part of the Domain Controller (DC) (fixed in
SnapManager 7.1P1).



https://library.netapp.com/ecm/ecm_download_file/ECMP1649948
https://library.netapp.com/ecm/ecm_download_file/ECMP1649948
https://library.netapp.com/ecm/ecm_download_file/ECMP1649824
https://library.netapp.com/ecm/ecm_download_file/ECMP1649824
https://library.netapp.com/ecm/ecm_download_file/ECMP1649826
http://mysupport.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=834913
http://mysupport.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=693375
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Bug D Description

849507 SnapVault and SnapMirror from the same source volume to two different secondary
storage does not transfer data to both the volumes.

873118 SnapManager for Exchange Powershell command get -

j obmanagenent syst eni nf o fails to execute on Windows Server2012.

887539 In SnapManager for Exchange, Microsoft Exchange 2010 services restart during
restore to recovery database operations (fixed in SnapManager 7.1P1).

887626 SnapManager for Exchange 7.1 fails to add the DAG name in the MMC client view
whenever public folder databases of Exchange 2007 co-exist with Exchange 2010
or higher version databases on same (fixed in SnapManager 7.1P1).

891000 Null checks needed for gcroot<SMEServiceProvider®> m_RemoteProxy variable
(fixed in SnapManager 7.1P1).

891090 SnapManager for Exchange 7.1 fails to add the DAG name whenever publicfolder
databases of Exchange 2007 co-exist with Exchange 2010 databases on the same
Active Directory server (fixed in SnapManager 7.1P1).

892683 SnapManager for Exchange 7.1 Configuration wizard fails when VMDK files are
present in the virtual machine.

892700 SnapManager for Exchange Backup and Restore operations are slow with native
SnapVault when there are large number of secondary Snapshot copies.

893895 Snaplnfo files of SnapManager for Exchange fail to get deleted when both local
and secondary Snapshot copies are not present on the storage controller (fixed in
SnapManager 7.1P1).

910187 SnapManager for Exchange Server Restore view might not list all the Snapshot
copies present on the secondary storage with OnCommand Unified Manger 5.x
integration.

915952 SnapManager for Exchange Server might not trigger the SnapVault operation for
few databases in the DAG level.

Upgrade notes

Upgrade notes describe new requirements and changes in support between the last release of the
product and this one, including any deprecated features. Review this information carefully before
upgrading to the new release. See the NetApp Interoperability Matrix (IMT) for supported
configurations and the product user documentation for complete system requirements.

Supported upgrade path

You can upgrade to SnapManager 7.1.1 for Exchange from version 6.0.4 and later.

Specify SnapMirror and SnapVault destination volumes before scheduling backup set

verification

After installing or upgrading to this release, you must specify SnapMirror and SnapVault destination
volumes in the Database Verification Settings dialog box before you can schedule backup set
verification on those volumes. In the Database Verification Settings dialog box, click Verification
Server > Verification on Destination Volumes, and then choose the destination volumes.
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FlexClone license no longer required for verification of mirrored or vaulted backup
sets in most cases

A FlexClone license is no longer required for SnapManager verification of mirrored or vaulted
backup sets except when the backup set is replicated to a SnapVault destination on Data ONTAP
operating in 7-Mode.

Verifying support for your configuration in the IMT
You can use the NetApp Interoperability Matrix (IMT) to verify product support for your
configuration: Data ONTAP software, host operating system, and so on. Verify support for your
configuration before you install or upgrade to the new release.
Steps
1. Accessthe IMT.
NetApp Interoperability Matrix Tool

2. If SnapManager for Exchange (SME) is not the selected Storage Solution, click Change and
select it under the Application Suite category.

Search Criteria

Storage Solution: Data ONTAP Features

3. Inthe Component Explorer pane, select each component you want to verify and click Add
when prompted.

When you add an item, incompatible items are grayed out.

Tip: Select the parent of a set of components to select all of its children.
4. When you are satisfied with your choices, click Show Results.
The IMT lists each supported configuration.
5. You can:

» Scroll across a configuration to view the supported components and any notes or alerts for the
configuration.

 Click the configuration name to display complete information for supported components,
including support history and NetApp policies and guidelines for the selected Storage
Solution category.

6. If no results are returned for your configuration, use the feedback wizard to report the problem to
NetApp:

a. Click Feedback in the upper right corner of the IMT.
b. Select | cannot find my configuration, then click Next.

¢. Choose SnapManager for Exchange (SME) in the Solution drop-down list, then type your
comments and click Submit.


http://mysupport.netapp.com/matrix

Important cautions

Important cautions identify issues that could severely degrade product functionality. Review these
cautions carefully.

Deferred verification and point-in-time restore fail on Snapshot copies transitioned
from 7-Mode to clustered Data ONTAP using the 7-Mode Transition Tool

You cannot perform deferred verification and point-in-time (PIT) restore operations using Snapshot
copies that reside on LUNSs that have been transitioned from 7-Mode to clustered Data ONTAP using
the 7-Mode Transition Tool. However, you can back up and clone your transitioned Snapshot copies,
and then verify and restore from the new Snapshot copies you create.

Limitations associated with this issue include the following:

* Mounting Snapshot copies that have been transitioned from Data ONTAP operating in 7-Mode
using the 7-Mode Transition Tool for deferred verification will fail.

» File-level restoration of 7-Mode Snapshot copies is not possible.

But because SnapManager for Exchange limits you to using one database per LUN, file-level
restoration is not applicable to SnapManager for Exchange. In addition, the up-to-the-minute
(UTM) restore operations will function properly; however, the PIT restore operations will fail.

You should review the 7-Mode Transition Tool capabilities and limitations to understand the impact
of these limitations on your transitioned LUNSs. See the 7-Mode Transition Tool documentation set.

Managing transitioned LUNs

If you do not perform the following series of steps after transition from 7-Mode to clustered Data
ONTAP, you cannot access your dedicated and shared LUNSs.

1. Add the clustered Data ONTAP Storage Virtual Machine (SVM) IP address and credentials in the
transport settings in SnapDrive.

2. Create iSCSI sessions from SnapDrive to the SVM iSCSI LIFs to identify the LUNSs in the
clustered Data ONTAP system.

3. Mount the databases residing on the LUNSs on the Exchange Server.

4. Continue with the normal backup operations.

Related information

7-Mode Transition Tool 2.1 Data and Configuration Transition Guide
7-Mode Transition Tool 2.1 Release Notes


https://library.netapp.com/ecm/ecm_download_file/ECMP12443515
https://library.netapp.com/ecm/ecm_download_file/ECMP12443519
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Known limitations

Known limitations identify platforms, devices, or functions that are not supported by this release of
the product, or that do not interoperate correctly with it. Review these limitations carefully.

DAG cannot be created without an Administrative Access Point (AAP)

Windows 2012 R2 supports the creation of a DAG without an Administrative Access Point (AAP) in
Exchange server 2013 SP1 or later. However, this feature is not supported by SnapManager for
Exchange.

Non-NetApp storage is not supported

You cannot use SnapManager to back up and restore Exchange databases stored on non-NetApp
systems, except for databases on third-party storage arrays in NetApp V-Series systems.

Restoring to an alternate DAG location is not supported

You cannot restore an Exchange database to an alternate location in a DAG.

Configuring datasets outside member servers of a DAG is not supported

You cannot configure datasets outside the member servers of a DAG.

Deleting backups outside member servers of a DAG is not supported

You cannot delete backups outside the member servers of a DAG.

Exchange cmdlets are not supported in the SnapManager shell

You cannot run Exchange cmdlets from the default SnapManager shell. Run the cmdlets from the
Exchange Management shell.

Exchange 5.5, Exchange 2000, Exchange 2003, and Exchange 2007 are not supported
Exchange 5.5, Exchange 2000, Exchange 2003, and Exchange 2007 are not supported.

Windows 2000, Windows 2003, and Windows Server 2008 I1A-64 are not supported
Windows 2000, Windows 2003, and Windows Server 2008 1A-64 are not supported.

SVM disaster recovery

Storage Virtual Machine (SVM) disaster recovery (SVM DR) is supported in clustered Data ONTAP
8.3.1. If you use SnapManager for Microsoft Exchange Server to manage volumes or LUNS in an
SVM and the SVM is configured for disaster recovery, then SnapManager is not supported in this
configuration.



11

Known issues

Known issues identify problems that might prevent you from using this release of the product
successfully. NetApp Bugs Online provides complete information for most known issues, including
any workarounds.

NetApp Bugs Online

If a Bugs Online report is available, the bug ID contains a hyperlink to the report.

Known issues identified in this release

The following issue has been added to the release notes since the last release:

BugID

Description

860574

SnapManager for Exchange does not recognize DAG without a Cluster
Administrative Access Point (AAP).

Known issues identified in previous releases

The following issues were reported in previous editions of the release notes:

BugID Description

863877 Launch the SnapManager for Exchange MMC Snapln by using the LaunchSME.bat
file in the SnapManager installation directory.

804775 SnapManager for Exchange integrated with OnCommand Unified Manager will not
support LUNs mounted as both a drive-letter and a mountpoint.

795187 SnapManager for Exchange Server incorrectly renames eloginfo__ xxx__recent
Snapshot copies.

665212 SnapManager for Exchange service crashes on the remote verification server when
running four or more deferred concurrent verification operations.

653127 Restoring an archived backup copy from SnapManager for Exchange appears to
succeed in reports, but it actually fails.

563452 During SnapManager for Exchange DAG-level backups, the backup operation
might hang when running backup after the “cluster group” fails over.



http://mysupport.netapp.com/NOW/cgi-bin/bol
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=860574
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=863877
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=804775
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=795187
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=665212
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=653127
http://support.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=563452
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Where to get help and find more information

The NetApp Support Site provides access to troubleshooting tools, product documentation, and
technical assistance. You can use NetApp Community forums to connect with peers, and the NetApp
Library to access technical reports and white papers.

o NetApp Support
Access troubleshooting tools, product documentation, and technical support assistance.

o NetApp Communities
Connect with peers, ask questions, exchange ideas, find resources, and share best practices.

o NetApp library of technical reports and white papers
Access technical reports, white papers, and other documents.


http://mysupport.netapp.com
http://community.netapp.com
http://www.netapp.com/library/index.aspx
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Copyright information

Copyright © 1994-2015 NetApp, Inc. All rights reserved. Printed in the U.S.

No part of this document covered by copyright may be reproduced in any form or by any means—
graphic, electronic, or mechanical, including photocopying, recording, taping, or storage in an
electronic retrieval system—uwithout prior written permission of the copyright owner.

Software derived from copyrighted NetApp material is subject to the following license and
disclaimer:

THIS SOFTWARE IS PROVIDED BY NETAPP "AS IS" AND WITHOUT ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE,
WHICH ARE HEREBY DISCLAIMED. IN NO EVENT SHALL NETAPP BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

NetApp reserves the right to change any products described herein at any time, and without notice.
NetApp assumes no responsibility or liability arising from the use of products described herein,
except as expressly agreed to in writing by NetApp. The use or purchase of this product does not
convey a license under any patent rights, trademark rights, or any other intellectual property rights of
NetApp.

The product described in this manual may be protected by one or more U.S. patents, foreign patents,
or pending applications.

RESTRICTED RIGHTS LEGEND: Use, duplication, or disclosure by the government is subject to
restrictions as set forth in subparagraph (c)(1)(ii) of the Rights in Technical Data and Computer
Software clause at DFARS 252.277-7103 (October 1988) and FAR 52-227-19 (June 1987).
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Trademark information

NetApp, the NetApp logo, Go Further, Faster, AltaVault, ASUP, AutoSupport, Campaign Express,
Cloud ONTAP, Clustered Data ONTAP, Customer Fitness, Data ONTAP, DataMotion, Fitness, Flash
Accel, Flash Cache, Flash Pool, FlashRay, FlexArray, FlexCache, FlexClone, FlexPod, FlexScale,
FlexShare, Flex\ol, FPolicy, GetSuccessful, LockVault, Manage ONTAP, Mars, MetroCluster,
MultiStore, NetApp Insight, OnCommand, ONTAP, ONTAPI, RAID DP, RAID-TEC, SANtricity,
SecureShare, Simplicity, Simulate ONTAP, Snap Creator, SnapCenter, SnapCopy, SnapDrive,
Snaplntegrator, SnapLock, SnapManager, SnapMirror, ShapMover, SnapProtect, SnapRestore,
Snapshot, SnapValidator, SnapVault, StorageGRID, Tech OnTap, Unbound Cloud, and WAFL and
other names are trademarks or registered trademarks of NetApp, Inc., in the United States, and/or
other countries. All other brands or products are trademarks or registered trademarks of their
respective holders and should be treated as such. A current list of NetApp trademarks is available on
the web at Attp.//wwwi.netapp.com/us/legal/netapptmlist. aspx.


http://www.netapp.com/us/legal/netapptmlist.aspx
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How to send comments about documentation and
receive update notifications

You can help us to improve the quality of our documentation by sending us your feedback. You can
receive automatic notification when production-level (GA/FCS) documentation is initially released or
important changes are made to existing production-level documents.

If you have suggestions for improving this document, send us your comments by email to
doccomments@netapp.com. To help us direct your comments to the correct division, include in the
subject line the product name, version, and operating system.

If you want to be notified automatically when production-level documentation is released or
important changes are made to existing production-level documents, follow Twitter account
@NetAppDoc.

You can also contact us in the following ways:

e NetApp, Inc., 495 East Java Drive, Sunnyvale, CA 94089 U.S.
» Telephone: +1 (408) 822-6000

« Fax: +1 (408) 822-4501

e Support telephone: +1 (888) 463-8277


mailto:doccomments@netapp.com
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