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Preface

About this guide

Audience

Command
conventions

Formatting
conventions

Preface

This document describes how to install, configure, and use SnapManage® for
Oracle® to back up, restore, and clone databases.

It does not cover basic system or network administration topics, such as IP
addressing, routing, and network topology. It also does not cover topics that are
handled in the Network Appliance™ FCP Host Attach Kit, iSCSI Support Kit, or
SnapDrive™ for UNIX® documentation.

This guide is for database administrators who are familiar with Oracle and
storage administrators who possess a working knowledge of NetApp® storage
systems.

SnapManager for Oracle (SnapManager) lets you enter commands from the
Command Line Interface (CLI) on your UNIX host. You can also execute
SnapManager from a Graphical User Interface (GUI) running on a Windows
host.

The following table lists different character formats used in this guide to set off
special information.

Formatting
convention Type of information
Italic type ¢ Words or characters that require special attention.
¢ Placeholders for information you must supply.
For example, if the guide requires you to enter the
fctest adaptername command, you enter the
characters “fctest” followed by the actual name of
the adapter.
¢ Book titles in cross-references.
Monospaced font ¢ Command and daemon names.
¢ Information displayed on the system console or
other computer monitors.
¢ The contents of files.




Formatting

convention Type of information
Bold monospaced Words or characters you type. What you type is
font always shown in lowercase letters, unless your

program is case-sensitive and uppercase letters are
necessary for it to work properly.

Keyboard This guide uses capitalization and some abbreviations to refer to the keys on the
conventions keyboard. The keys on your keyboard might not be labeled exactly as they are in
this guide.

What is in this guide... | What it is used to mean...

hyphen (-) Separates individual keys. For example, Ctrl-D
means holding down the Ctrl key while pressing
the D key.

Enter Refers to the key that generates a carriage return;

the key is named Return on some keyboards.

type Pressing one or more keys on the keyboard.
enter Pressing one or more keys and then pressing the
Enter key.
Special messages This guide contains special messages that are described as follows:
Note

A note contains important information that helps you install or operate the
system efficiently.

Caution
A caution contains instructions that you must follow to avoid damage to the
equipment, a system crash, or loss of data.

X Preface



Overview of SnapManager for Oracle 1

About this chapter This chapter provides information about how SnapManager for Oracle
(SnapManager) works and the operations it can perform.

Topics in this This chapter includes the following topics:

chapter & “Before you begin: A quick look at some SnapManager basics” on page 2
¢ “Using SnapManager” on page 6
¢ “Where to go for more information” on page 12

Chapter 1: Overview of SnapManager for Oracle



Before you begin: A quick look at some SnapManager basics

SnapManager
basics

Using this
document

To make this document and the SnapManager® for Oracle® product easier to
understand, you should know the following:

*

SnapManager works with backups created using snapshots. This release
does not provide disk-to-disk backups. (For information on backups, see
“Key SnapManager terms” on page 4.)

SnapManager is part of the NetApp product set. As a result, you can use
SnapManager as a stand-alone product or you can also expand its usefulness
by using it with other NetApp products, such as SnapVault. SnapManager
takes advantage of existing NetApp tools and technologies, including
snapshots.

SnapDrive for UNIX is a requirement. SnapManager uses the features in this
product, so it must be installed before you can run SnapManager.
SnapManager handles all the interactions with SnapDrive for UNIX. You
never need to execute SnapDrive for UNIX.

FlexClone is a requirement. SnapManager uses NetApp’s FlexClone feature
to produce quick, space-efficient clones of backed up databases. These
clones use a fraction of the space required by traditional, physical clones.
SnapManager also uses FlexClone™ to register NFS-based backups with
RMAN (if you are using RMAN). FlexClone is part of the Data ONTAP®
version supported by SnapManager. As with SnapDrive for UNIX,
SnapManager handles all interactions with FlexClone.

This document describes how to set up and use SnapManager for Oracle. It
contains general information about SnapManager as well as specific information
on how to install it, what tasks you can perform, and reference information on the
CLI commands.

The following is a breakdown of the types of information in this document:

*

Conceptual. These chapters provide general information about SnapManager
and how it works:

< Overview of SnapManager for Oracle (the current chapter)

< “SnapManager Concepts” on page 15.

Before you begin: A quick look at some SnapManager basics



Performing
SnapManager
operations

Chapter 1: Overview of SnapManager for Oracle

Installation and setup information. These chapters provide information on
how to install SnapManager and the setup work you need to do before you
can start using it, such as creating a profile:

< “Installing SnapManager” on page 35
% “Getting Started with SnapManager” on page 47

Tasks. The following chapters contain information on the different
SnapManager tasks you can perform:

% “Backing Up and Restoring Databases” on page 67
< “Using SnapManager to Clone Databases” on page 99

Reference. The following chapters contain reference information about the
SnapManager commands information for troubleshooting any issues you
might encounter while using SnapManager:

< “SnapManager Command Reference” on page 113
% “Troubleshooting” on page 159

Note

For information on known problems and workarounds for them, see the
SnapManager for Oracle Release Notes.

You can execute SnapManager from both the CLI and the GUI. In general, the
CLI commands and the GUI screens and wizards use the same information.

To make SnapManager easier to use regardless of whether you are using the CLI
or the GUI, this document presents the information on the operation this way:

1. It organizes the information based on the task you want to perform.

2. Each task section provides a general list of the information required by that

task’s operation. Experienced users can use this list to gather the information
they need to perform the task regardless of whether they are using the CLI or
the GUL

. It provides the CLI command line to execute that operation and examples of

using this command line. This document does not provide the details of all
the options in the command line. That information is in the general list of
information. Details on the options are in the chapter “SnapManager
Command Reference” on page 113.

. It provides step-by-step information on using the GUI to perform the

operation.



Key SnapManager
terms

The following terms are important to understanding and using SnapManager.

Backup: A copy of a database, one or more tablespaces, or one or more files
that you can use later if you need to restore this information.

Note
For this release, SnapManager provides backups that are virtual copies of the
database instance and are stored on the same physical medium as the database.
SnapManager’s backups consist of the snapshots taken when the database
instance was backed up. You can store these snapshots on a different storage
system, but, if you want to use them, you must return them to the storage system
where you created them.

When you create a backup, SnapManager allows you to specify one of the
following:

¢ Full backup. SnapManager makes a copy of the entire database instance.

¢ Partial backup. SnapManager makes a copy of either the tablespaces or files
you specify. You cannot include both tablespaces and files in the same partial
backup.

GUID: A Globally Unique Identifier (GUID) for each operation that
SnapManager automatically generates for each backup. This is a 32-character
HEX string.

Offline: The database is not available to users (i.e., it is in cold mode). When
you perform certain operations such as backup, SnapManager lets you specify
the state of the database at the time the backup is performed. If you use the -force
option when you execute a backup operation, SnapManager changes the state of
the database as necessary. For example, based on the options you supply for this
operation, it might change the state of the database from online to offline. If you
want to create a clone of a backup, you must create a full backup while the
database is offline.

Online: The database is available to users (i.e., it is in hot mode). When you
perform certain operations such as backup, SnapManager lets you specify the
state of the database at the time the backup is performed. If you use the -force
option when you execute a backup operation, SnapManager changes the state of
the database as necessary. For example, based on the options you supply for this
operation, it might change the state of the database from offline to online.

Profile: A container used by SnapManager to hold the database and operating
system credentials and information on operations, including as database backups,
clones, and restorations.

Before you begin: A quick look at some SnapManager basics



Recover: An operation that enables you to use a restored database instance. The
recover operation is part of the SnapManager restore command. You can perform
either a SnapManager restore operation and use a different tool to recover the
database, or you can perform a SnapManager restore/recover operation. When
you include the recover option, SnapManager recovers the database to a known
state from a given backup. You can specify that the recovery be based on one of
the following:

¢ Point-in-time (PIT) recovery. SnapManager recovers the database to the
point in time you specify. This can be either an Oracle System Change
Number (SCN) or a date and time.

¢ Auto recovery. SnapManager recovers the database to the last transaction
that occurred in the database (i.e., the last commit).

Repository: A container used by SnapManager to persistently store metadata
about backup, restore, and clone operations. This includes the date and time of
the backup, the data files included in the backup, and the name of the NetApp
storage system. This information is organized based on the profile of the database
instance. Each repository can hold multiple profiles.

Restore: An operation that replaces the current data (data files, control files,
and so on) with the backed up data. When you restore a backup, SnapManager
allows you to specify one of the following:

¢ Complete restore. SnapManager restores the entire backup.

¢ Selective restore. SnapManager restores only the tablespaces or data files
you specify.

Snapshot: A point-in-time, read-only copy of the data you wanted backed up.
You can use this snapshot to restore the data at a later date if necessary. By
default, SnapManager keeps these snapshots of the backup on the same storage
system. You can move the snapshots to a different system. If you need to use
them for a restore and recovery, you must return them to the original system.

Chapter 1: Overview of SnapManager for Oracle 5



Using SnapManager

What SnapManager
does

SnapManager is a tool that simplifies the backup of data in Oracle databases.
Once you have set up a profile containing the credentials for your database
instance, you can create a backup using a single command using the CLI on your
UNIX host.

If you prefer to use a Graphical User Interface (GUI), SnapManager provides a
GUI you can run on a Windows host. The GUI provides screens and wizards you
can use to perform essentially the same operations that you can perform using the
CLI In addition, the GUI lets you manage your SnapManager operations from a
remote location.

SnapManager works with NetApp storage systems to enable you to perform the
following tasks:

¢ Use snapshots to create a backup of data on a NetApp storage system.

Backups using snapshots take much less time to create and require
significantly less space than full disk-to-disk backups. This is because the
SnapManager backup is a virtual copy of the database and is stored on the
same physical medium as the database. It consists of snapshots of the data.

Note
To preserve the backup in a different location, you can manually move the
snapshots from your current storage system to a different one. If you want to
restore the back up, you must manually move the snapshots back to the
original storage system. In the meantime, you’ve reduced the space allotted
to backups on your current system and increased the security of the backup
by placing it (or a copy of it) in a separate location.

You can create backups of a single database instance, one or more
tablespaces, or one or more data files (such as data, log, and control files).
This data can be spread across different storage systems, storage system
volumes, or LUNs. You can also use SnapManager to back up a database
when there are multiple databases in the same volume or LUN.

SnapManager also works with databases configured with Oracle's Automatic
Storage Management (ASM) feature.

In addition, it works with Oracle’s Recovery Manager (RMAN).

Using SnapManager



Note

To make this document easier to read, it uses the term database to refer to
SnapManager operations that affect the database instance or portions of the
database instance. It only uses tablespaces and files in cases where it is
important to distinguish between database instances, tablespaces, and files.

¢ Restore and recover a full database or a portion of the database.

SnapManager lets you restore the full database instance, specific
tablespaces, specific files, or control files. Once you have restored the
information, you can use SnapManager’s recover operation to put the
database in a usesable state.

You can specify the level to which SnapManager restores and recovers
information based on what you specify when performing the restoration. For
example, you can identify the elements of the database instance you want to
recover based on the date and time you enter as an argument or the Oracle
SCN for the database.

& Track details and produce reports.

SnapManager reduces the level of detail you must track. When you specify
the database you want to back up, SnapManager automatically identifies the
database files for the backup. You do not need to worry about the underlying
database in terms of host file systems, host volumes, and so on.

In addition, SnapManager lets you display information about the backup, the
profile, and the repository.

& Verify the validity of the backup.

You can use SnapManager to confirm that the backup completed using
standard Oracle backup verification operations. You can either perform the
verification as part of the backup operation or at a later time.

In addition, SnapManager is seamlessly integrated with NetApp’s
SnapValidator™,

¢ Clone a backup of a database.

SnapManager can quickly create a writable, space-efficient clone of a
database instance it has backed up. The clone is separate from the actual
backup, so you can modify it without changing the backup source.
SnapManager uses NetApp’s FlexClone feature, which is part of Data
ONTAP, to create the clone. FlexClone enables SnapManager to use
snapshots of the database instance to avoid of having to create an entire
physical, disk-do-disk copy. The snapshots require less time to create and
take up significantly less space than a physical copy.

In general, you can perform operations when the database is online or offline.
Howeyver, the database must be offline in order to create a clone.

Chapter 1: Overview of SnapManager for Oracle 7



NetApp products
that ShapManager
uses

Using SnapManager
with Oracle

SnapManager is a stand-alone product that integrates features from other NetApp
products to enable it to produce fast backups that require only a small amount of
space. It also works with Oracle products to enable database administrators
(DBAs) to continue using their current tools.

The products SnapManager works with include the following:

¢ NetApp’s SnapDrive for UNIX. It uses this product to create a point-in-time
copy of the database. Using snapshots ensures that the backups are space
efficient and faster to create than disk-to-disk backups.

Note
You must install SnapDrive for UNIX on your host; however, you never need
to issue a SnapDrive command. SnapManager automatically handles all
interactions with SnapDrive for UNIX.

¢ NetApp’s Host Agent software.

¢ NetApp’s FlexClone feature. It uses this feature to create fast, space-efficient
clones of backups. You cannot use traditional volumes with SnapManager.

Note
FlexClone is part of Data ONTAP so you do not need to perform a separate
installation. SnapManager automatically handles all interactions with the
FlexClone product.

To make tasks go smoothly for DBAs familiar with Oracle, SnapManager also
provides an integration point for such Oracle capabilities as ASM, Real
Application Clusters (RAC), and RMAN.

You can set up the profile to interact with ASM.

With RAC configurations, you can invoke SnapManager from a RAC database
node to create the backup, restore and recover the database, and clone the
database. You do not need to use the same node for each of these operations, but
you must create a profile for each node you use.

If you use RMAN, you can have SnapManager catalog the backups it makes with
RMAN. Since the backups are registered with RMAN, the database administrator
can make use of SnapManager’s backups and preserve the value of all RMAN
functions, such as block level restore.

Using SnapManager



How SnapManager
works

Methods for
executing
SnapManager

Chapter 1: Overview of SnapManager for Oracle

SnapManager lets RMAN use the snapshots when it performs recovery or restore
the full capabilities of RMAN are preserved. For example, you can use RMAN to
restore a table within a tablespace as well as perform full database and tablespace
restores and recoveries from snapshots taken by SnapManager.

SnapDrive organizes information into profiles and repositories. The profiles hold
the information about the database, including its credentials, any backups, and
any clones you’ve made of it. As a result, you only need to supply a profile name
when you perform SnapManager operations; you do not need to repeat the
credentials required to access the information.

Note
SnapManager stores the credential information in an encrypted file using DES.

The repositories hold the profiles and its backups. The repository is always
located in a different database from the one you are backing up. The database
holding the repository can be on the same storage system as the database you are
backing up or it can be on a different system. A single repository can hold
information on multiple profiles; however, each database is normally associated
with only one profile. You can have multiple repositories, where each repository
holds multiple profiles.

When you want to restore a database or recover a portion of it, SnapManager
queries the repository to determine what was backed up.

For more information on profiles and repositories, see “SnapManager Concepts”
on page 15.

You can execute SnapManager in either of two ways:

¢ On the UNIX host, by issuing commands from the CLI. You can use a single
command to perform each operation. For information on SnapManager’s
commands and their arguments, see “SnapManager Command Reference”
on page 113.

¢ On a Windows host connected with the UNIX host, by executing the GUL
The GUI contains numerous wizards and other screens to step you through
different tasks. It also displays information about the operations that have
been performed. For more information about using the GUI, see “Getting
started with SnapManager” on page 48.



Prerequisites for
using
SnapManager

Supported
configurations

10

Before you install SnapManager, you must set up your system. You must have
done the following before you install SnapManager:

Note
The most up-to-date information about the requirements for your host operating
system is on the NOW site at

http://now.netapp.com/NOW /knowledge/docs/docs.shtml. The SnapManager
compatibility matrix contains information on the versions you need for each part
of the stack.

¢ Set up your host system and storage systems. On the host, you must have:

< Host operating system and appropriate patches installed.

2
<

Oracle installed. Also, if you are using Oracle’s ASM, you should have
that set up.

The NetApp Host Agent installed.

NetApp’s SnapDrive for UNIX installed for your host platform,
including the products it requires such as the Network Appliance™
Host Attach Kit (kit) or Host Support Kit (kit). Follow the instructions
provided with the kit to set up your storage systems to work with the
host.

2
<

2
<

Set up each storage system you re using so that you have:

2

<« Data ONTAP with the FlexClone feature installed.
< SnapRestore installed.
< The correct protocol (iSCSI or NFS) installed.

¢ To use the GUI, you must also set up a Windows system. On this system you
must have:

< The Sun Microsystems® Java Runtime Environment (JRE) 1.4.2
installed.

Keep in mind that SnapManager works with the following:
¢ File systems: Raw, ASM, EXT3

¢ Volume manager: For Linux®, none

SnapManager supports the same host cluster and storage system cluster
configurations that SnapDrive for UNIX and the kit you’re using with it support.
These include the following topologies:

¢ Nonclustered configuration where a single host is connected to a single
storage system

¢ Any of the topologies involving NetApp storage system cluster failover

Using SnapManager



¢ Any of the topologies involving NetApp-supported host clusters

See the kit documentation for more information about the recommended
configurations for your host and the storage systems you are using.

Note

If you need a SnapManager configuration that is not mentioned in the kit
documentation, consult with your NetApp sales representative.

Product limitations,  This release of SnapManager has the following limitations:
recommendations &  There is no support for Oracle Cluster File System (OCFS).

¢ Linux must use the Automatic Storage Management support library
(ASMLib).

& This version of SnapManager only creates backups using snapshots. The

snapshots contain copies of the data that exist on the same storage system as

the source data. You can manually move these snapshots to a different

system. If you need to restore the backup, you must return the snapshots to

the original storage system.

Chapter 1: Overview of SnapManager for Oracle
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Where to go for more information

Relevant
documentation

12

This guide provides information about the basic tasks involved in installing and
using SnapManager. If you want more information, check the following on the
NetApp on the Web (NOW) site:

*

SnapManager Description Page

This page contains information about SnapManager, pointers to online
documentation, and a link to the SnapManager Download page, where you
can download the software. For information on getting to this page, see
“Getting the software from NetApp” on page 39

Compatibility and Configuration Guide for NetApp's FCP and iSCSI
Products

This document is available at
http://mnow.netapp.com/NOW/knowledge/docs/san/fcp_iscsi_config/. It is a
dynamic, online document that contains the most up-to-date information
about the requirements for setting up a system in a NetApp SAN
environment. It provides the current details about storage systems and host
platforms, cabling issues, switch issues, and configurations.

SnapManager & SnapDrive Compatibility Matrix

This document is available at
http://mow.netapp.com/NOW/knowledge/docs/docs.shtml in the
Interoperability section. It is a dynamic, online document that contains the
most up-to-date information specific to SnapManager and its platform
requirements. (When you go to the SnapManager & SnapDrive
Compatibility Matrix main page, select the link to the SnapManager for
Oracle matrix.)

SnapManager Release Notes

This document comes with SnapManager. You can also download a copy
from http://now.netapp.com. It contains any last-minute information that you
need to get your configuration up and running smoothly.

SnapManager requires other NetApp products. As a result, the following
documentation about both SnapManager and the NetApp products it works with
might also be useful to you:

*

The documentation that comes with SnapDrive for UNIX, including the
SnapDrive for UNIX Compatibility Matrix. This matrix is available at
http://mow.netapp.com/NOW/knowledge/docs/docs.shtml in the
Interoperability section.

Where to go for more information



You can download these documents from the NOW site. See the
SAN/IPSAN library at http://now.netapp.com/NOW/knowledge/docs/san/.

SnapDrive for UNIX Release Notes

SnapDrive for UNIX Installation and Administration Guide (IBM AIX,
HP-UX, Linux, Solaris)

SnapDrive for UNIX Quick Start Guide (IBM AIX, HP-UX, Linux,
Solaris)

LN

2
<

2%
<

¢ The documentation that comes with the NetApp host attach and support kits
You can download these documents from the NOW site. See the
SAN/IPSAN library at http://now.netapp.com/NOW/knowledge/docs/san/.
¢ The documentation that comes with the NetApp Host Agent

You can download these documents from the NOW site. Follow the links
from the Download Software page
(http://now.netapp.com/NOW/cgi-bin/software) for the NetApp Host Agent.
The documentation for this product is on its NOW Description Page.

&  System Configuration Guide
This document is available at http://now.netapp.com/NOW/knowledge/
docs/docs.shtml/. This is an online document that contains information about
the supported storage system models for Data ONTAP.

& Data ONTAP Block Access Management Guide
This document is available from the Data ONTAP library on the NOW site at
http://now.netapp.comNOW/knowledge/docs.shtml/. It provides information
about using Data ONTAP and setting up your storage system to work with
Data ONTAP.

&  Technical reports on using NetApp products with Oracle.

There are technical reports available on the www.netapp.com site as well as
with vendors who provide NetApp and Oracle products.

¢ Host operating system and Oracle database information

NetApp does not provide these documents. See the readme files and other
documentation that you received with your host operating system.

Chapter 1: Overview of SnapManager for Oracle 13
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SnapManager Concepts

About this chapter This

This
L 4

*
L 4
*
L 4

* o

Chapter 2: SnapManager Concepts

chapter provides information about SnapManager concepts.

chapter includes the following topics:

“Navigation containers used by SnapManager” on page 16

“Working with repositories” on page 19

“Approaches to backing up, restoring, and recovering data” on page 21
“SnapManager operational states” on page 26

“How SnapManager handles partial and complete online backups” on
page 28

“SnapManager’s policy for retaining backups” on page 32

“Key points for DBAs and storage administrators” on page 34

15



Navigation containers used by SnapManager

Organizing
information in
SnapManager

Understanding
repositories

16

SnapManager organizes database and backup information into repositories and
profiles. These are the containers that you use when you are backing up and
restoring databases.

The SnapManager GUI uses the repositories and profiles as the navigation tool to
help you locate the tasks you want to perform. For example, to create a backup,
you would use the Navigation panel to select the repository. From the repository,
you would select the profile associated with that database. Then you would
perform the backup operation.

Note
If you were performing this operation from the CLI, you would include the
profile name on the command line.

The repository is the storage container for the metadata that SnapManager uses
when working with backups. It records such information as when a backup took
place, what files were backed up, and whether a clone was created from the
backup.

SnapManager provides an initial repository schema as part of its installation
package. You load this schema into an Oracle database on your system. This can
be an existing Oracle database or one that you created for this purpose. For
information on setting up your initial repository, see “Load the schema into the
repository database” on page 44.

You can create additional repositories once you have SnapManager running. You
can also backup and remove repositories.

Each repository can hold multiple profiles. Because the repository contains
information about the profile and its backups, the repository cannot be located in
the same database as the one associated with the profile. The repository can exist
on either the same storage system as the profiled database or a different storage
system.

Navigation containers used by SnapManager



Understanding
profiles

The profile contains the information required for creating the backup and for
performing other SnapManager operations. It holds the database credentials as
well as other information, such as how many backups to retain. These credentials
include the username/password pairs for accessing the repository, the database,
the NetApp host agent, and the required connection information for using RMAN
or ASM. For more information on what the profile contains, see“Setting up and
managing database profiles” on page 53 or “The smo profile create command” on
page 139.

Note
The credentials are stored in an encrypted file using DES.

SnapManager requires that you create a profile for each database you want to
work with. A profile can contain only one database. However, that same database
can be defined in more than one profile.

Note
SnapManager places a lock on the database during an operation to prevent two
incompatible operations from being performed on it simultaneously.

The profile also serves as the container for operations such as backups, clones,
and so on. You cannot access a backup created using one profile from a different
profile, even if both profiles are pointing to the same database.

Once you create the profile, you can easily perform SnapManager operations.
You only need to specify the profile name with the SnapManager command; you
do not need to re-enter the database credentials each time.

The figure below illustrates how repositories can hold multiple profiles, but each
profile can define only one database. In this example, Repository?2 is on the
database DB1 and Repository1 is on the database DB4.

T T
\‘-_.,_‘_____-_._____._,_/ \"‘--._____________.--/
[Profile1 with DB1]
[Profile2 with DB2|
[Profile3 with DB3]
DB1 DB4

[Profiled with DB2]
[Profiled with DB4]
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If you are using RAC, you must specify one of the RAC database instances from
the cluster as the node SnapManager operates on. This instance must be running
on the host you specify.

Navigation containers used by SnapManager



Working with repositories

Using multiple
repositories

Example of making
a backup of the
repository

While you can use one repository to handle multiple profiles, it’s a good practice
to have more than one repository. By having one repository in one database and
another repository in a different database, you ensure that you can make backups
that include the repository.

To create a backup of a repository, first determine which profile contains the
database that the repository is in. Now make a backup of that database.

For example, suppose you have Repositoryl and Repository2 where Repository 1
is located in the database DB4 and Repository?2 is located in the database DB1.

Repository1 has three profiles: Profilel, which is associated with database DB1;
Profile2,which is associated with DB2; and Profile3,which is associated with
DB3.

Repository2 has two profiles: Profile4, which is associated with database DB2,
and Profile5,which is associated with DB4.

The repository and profiles would appear on the databases as shown in the
following diagram.

ST T T T T T, T T
[Profiled with DBZ) [Profile1 with DB1]
_ Associated Associated [ProfileZ with DB2|
|Profile5 with DB4| , . . .
with Profiled with Profile3 [Profile3 with DB3J|
DB1 DB2 DB3 DB4

Chapter 2: SnapManager Concepts
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As you can see, the repositories are only on two of the databases. To create a
backup of each repository, you would need to use one of the profiles that
contained the repository. For example, because Repository1 is in database DB4,
you would create a backup of Respositoryl by backing up Profile5, which is
associated with DB4.

Repository 2 is in Database DB1, so you would create a backup of it by backing
up Profilel, which is associated with that database.

Because both repositories contain a profile associated with Database2, neither
repository could be located in Database2. SnapManager does not allow the target
database to be the same as the repository database.

Working with repositories



Approaches to backing up, restoring, and recovering data

Types of backup,
restore, and
recovery operations

Chapter 2: SnapManager Concepts

SnapManager provides you with several options for backing up, restoring, and
recovering data. You can perform these operations using the entire backed up
database instance or portions of it. You have the following choices:

*

Backup operations. Each backup you make can consist of one of the
following:

<« The entire database instance
< A group of tablespaces

% A group of data files

Note

SnapManager includes the control files and log files with each backup. To
see which tablespaces and data files are included in a backup, use the smo
manage list command.

Restore operations. You can restore the entire backup or a portion of it. If
you perform a selective restore operation, you can specify one of the
following:

< A group of tablespaces
< A group of data files
<  The control files

Note

If you specify a complete restore operation, SnapManager replaces only the
data files. The control files and log files are not part of a complete restore
operation.

Recovery operations. If you decide to use SnapManager to recover the data
you restored, you can specify that it recover the data based on either a point
in time or the last transaction committed to the database. The point in time
can be an Oracle SCN or a date and time (yyyy-mm-dd:HH:MM:SS). By
default, SnapManager uses the 24-hour clock.

21



The following table summarizes the options available with the SnapManager
backup, restore, and recover operations. You do not have to use SnapManager to
perform the recovery.

Backup Restore Recover using SnapManager
Entire database instance Entire backup One of the following:

Note & To a specific date

The database must be in archive ¢ ToanSCN

log mode if you want to create a ¢ To the last transaction made
backup while the database is on the database instance

running (i.e., online).

Entire database instance One of the following: To the last transaction made to the
& Tablespaces database instance

¢ Data files
¢ Control files

One of the following: Entire backup (this is either a | To the last transaction made to the
& Tablespaces set of tablespaces, data files, database instance

¢ Data files or control files)

One of the following: One of the following: To the last transaction made to the
¢ Tablespaces & Tablespaces database instance
¢ Data files ¢ Data files

¢ Control files

Examples of these Suppose you have a database with two tablespaces. Tablespacel has one table
operations and two database files associated with it. Tablespace2 has two tables and one
database file associated with it.
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~__

TS1_1.dbf—  Tahlespacel
|
TS1_2.dbf — Tahle
Tahlespace?
TS2 1.dbf—4  _— ™
Tahle Tahle
DB1

You have several options for creating backups of this data and then restoring and
recovering the data. The following table describes some scenarios you could use.

Backup

Restore

Recover

Full backup:

SnapManager makes a backup
of everything in Databasel,
including the data files, archive
logs, and control files.

Complete restore:

SnapManager restores all data
files in the backup.

Point-in-time recovery:

SnapManager recovers the data to

the point in time you specify:

¢ SCN. You could enter an SCN
such as 384641.

¢ Date/time. You could enter a

date such as
2005-11-25:19:06:22.

Auto recovery:

SnapManager recovers the data to
the last transaction made to the
database.

Manual recovery:

You perform a manual recovery in
Oracle instead of using
SnapManager’s recover operation.

Chapter 2: SnapManager Concepts

23




Backup

Restore

Recover

Full backup:

SnapManager makes a backup
of everything in Databasel,
including the data files, archive
logs, and control files.

Selective restore:

You specify which information
SnapManager restores.

¢ Tablespaces. You can
specify both Tablespacel
and Tablespace?2 or only
one of them.

¢ Data files. You can specify
all three database files
(TS1_1.dbf, TS1_2.dbf, and
TS2_1.dbf), two of these
files, or one of these files.

¢ Control files. SnapManager
restores only the control
files.

Auto recovery:

SnapManager recovers the data to
the last transaction made to the
database.

Manual recovery:

You perform a manual recovery in
Oracle instead of using
SnapManager’s recover operation.

Partial backup:

You specify the data that
SnapManager puts in the
backup. You can choose one of
the following options:

¢ Tablespaces. You can
specify both Tablespacel
and Tablespace?2 or only
one of them.

¢ Datafiles. You can specify
all three database files
(TS1_1.dbf, TS1_2.dbf,
and TS2_1.dbf), two of
these files, or one of these
files.

Complete restore:

SnapManager restores all data
files in the backup.

Auto recovery:

To the last transaction made to the
database instance.

Manual recovery:

You perform a manual recovery in
Oracle instead of using
SnapManager’s recover operation.

24
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Backup

Restore

Recover

Partial backup:

You specify the data
SnapManager puts in the
backup. You can choose one of
the following options:

¢ Tablespaces. You can
specify both Tablespacel
and Tablespace?2 or only
one of them.

¢ Datafiles. You can specify
all three database files
(TS1_1.dbf, TS1_2.dbf,
and TS2_1.dbf), two of
these files, or one of these
files.

Selective restore:

SnapManager restores a subset
of the partial backup.

If the backup contains
Tablespacel and Tablespace2,
SnapManager would restore
only the tablespace you specify.

If it contains all three database
files (TS1_1.dbf, TS1_2.dbf,
and TS2_1.dbf), SnapManager
would restore only the data files
you specify.

If you enter the option
-controlfiles, SnapManager
only restores the control files.

Auto recovery:

To the last transaction made to the
database instance.

Manual recovery:

You perform a manual recovery in
Oracle instead of using
SnapManager’s recover operation.

Chapter 2: SnapManager Concepts
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SnapManager operational states

Four possible When you execute a SnapManager command, there are four possible operational
SnapManager states that it can enter. They are:

operational states ¢ In progress. An operation, such as a backup operation, is running.

¢ Succeeded. The operation completed successfully.

¢ Incomplete. An event occurred that caused the operation to fail. When the
state is incomplete, it means an out-of-band even occurred. In this case,
SnapManager cannot perform its standard abort processing. You must
manually abort the operation by using the smo manage abort command:

#smo manage abort -id=id _number
& Failed. The operation failed. If it is an in-band operation, SnapManager
automatically executes its abort process and cleans up the operation.

The following illustration shows the operational states for a SnapManager
command:

Succeeded

Successful operation

Operation started

In Progress

SnapManager detects
a problem and cleans

up (in-band problem) Manual cleanup needed.

Enter the command:
Smo manage abor -ld=xxx

SnapManager unable
to abort the operation
because it is out of band

Incomplete
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In-band events In general, an in-band event occurs when one of the following happens:

*

SnapManager detects an environment issue. This can include problems such
as:

2
<

The database is not stored on NetApp storage system.

2%
<

The ASM instance is not running.

2
<

SnapDrive for UNIX is not installed or cannot access the database.

SnapManager fails to create a snapshot or provision storage. This might be
because:

R

% The volume is out of space.

o

% The maximum number of snapshots has been reached.

An unanticipated exception occurs.

Out-of-band events  An out-of-band event occurs when be any of the following happens:

*
*
*

A system issue occurs, such as when a host fails.
The SnapManager process is killed.

An in-band abort operation fails; for example:

%  The storage system fails.

< The LUN or storage volume is offline.

% The network fails.
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How SnapManager handles partial and complete online backups

The effect of
choosing a full or
partial backup

28

SnapManager uses different algorithms for creating backups based on whether
you perform a full backup or a partial backup that contains only certain data files
or tablespaces.

Based on the algorithm SnapManager uses for the backup, it optimizes either the
number of snapshots or amount of time the database is in online backup mode:

*

Performing a complete backup minimizes the number of snapshots. The
database can be either online or offline when the backup occurs.
SnapManager takes one snapshot for each volume that the database uses plus
one snapshot for each volume that the log files occupy.

For online backups, this means each tablespace is in backup mode for the
entire time that the backup operation takes, which may be undesirable. The
advantage is that this algorithm ensures SnapManager takes the minimum
number of snapshots.

Performing a partial backup minimizes the amount of time each tablespace is
in backup mode. The database can be either online or offline when the
backup occurs. SnapManager groups the snapshots it takes by tablespace.
Because each tablespace is in backup mode only long enough to take the
snapshots, this method of grouping the snapshots can minimize the physical
block writes in the log files during an online backup. However, since the
backup could require taking snapshots of multiple tablespaces in the same
volume, this method could cause SnapManager to take multiple snapshots of
a single volume during the backup operation. As a result, more snapshots
may be created.

Note
Data ONTAP limits the maximum number of snapshots to 255 per volume.
You are only likely to reach this maximum if you set up SnapManager to
retain a large number of backups where each backup consists of numerous
snapshots.

To compare the differences in how the algorithms create snapshots, suppose on
have two volumes. Each volume has two tablespaces and each tablespace has two
database files.

For a full back, SnapManager would take a snapshot of each volume, resulting in
a total of two snapshots.

How SnapManager handles partial and complete online backups



Algorithm for
performing a full
backup

For a partial backup of the same number of database objects, SnapManager
would take a snapshot of each tablespace file, resulting in four snapshots.

Note
Both backups would also take snapshots of the log files.

The following table shows how the two types of backups snapshots produce
different numbers of snapshots.

Partial Backup
{4 {-
Tablespace Tablespace
TS1 TS2
Ivollvola ts1_1.dbf ts2_1.dbf
Ivolivolb ts1_2.dbf ts2_2.dbf
€ €
2 snaps 2 snaps

You need to select which type of backup you use based on what is important in
your work environment. The trade-offs are the length of time that is acceptable
for the database to be in backup mode versus the number of snapshots available
on the volume for use.

For more details on these backup algorithms, see “Algorithm for performing a
full backup” on page 29 and “Algorithm for performing a partial backup” on
page 30

When you perform a full backup, SnapManager places the entire database in
online backup mode. The time that an individual tablespace (for example,
/vol/vola/ts1_1.dbf) is in online backup mode is longer than if you specified that
only certain tablespaces or data files be backed up.

In addition, because databases do more work in online backup mode, this places a
greater load on the host. When a database goes into backup mode, it writes entire
blocks to the logs instead of simply writing the delta of the change to a log file.
This means there is an additional I/O load on the host.

The trade-off is that SnapManager takes fewer snapshots.
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Algorithm for
performing a partial
backup

30

When you specify a full backup, SnapManager:
1. Places the entire database in online backup mode.
. Takes snapshots of all the volumes containing database files.

. Takes the database out of online backup mode.

2
3
4. Forces a log switch and then archives the log file.
5. Generates backup control files

6

. Takes a snapshot of the log files and the backup control files.

As you can see, SnapManager takes snapshots at the volume level instead of the
tablespace level, which usually reduces the number of snapshots it must take.

When you select a partial backup, SnapManager processes the backup one
tablespace at a time, even if you specified that it backup data files. SnapManager
uses tablespaces because the tablespace level is the lowest level that Oracle
allows to be placed into backup mode. Oracle does not permit a file to be put in
backup mode.

With a partial backup, each tablespace is in backup mode the shortest amount of
time. However, you have the trade-off that this process requires more snapshots
than performing a full backup. As a result, you risk reaching the limit on the
number of snapshots allowed sooner.

For a partial backup, SnapManager takes snapshots of the tablespaces or data
files you specify. The partial backup algorithm is a loop that SnapManager
repeats until it has taken a snapshot of each specified tablespace or data file.
During a partial backup, SnapManager performs the following tasks:

1. While there are tablespaces or data files to be backed up, SnapManager
% Puts the tablespace containing the data files into backup mode.
< Takes a snapshot of all the volumes used by the tablespace.
%  Takes the tablespace out of backup mode.

< It continues this process until it has taken a snapshot of all the
tablespaces or files.

2. Forces a log switch and then archives the log file.
3. Generates backup control files

4. Takes a snapshot of the log files and the backup control files.

How SnapManager handles partial and complete online backups



If you perform an online backup, the database is always available to users;
however, the database must perform more work and the host must perform more
physical I/O. In addition, because it is taking snapshots of each tablespace
specified or each tablespace containing a specified data file instead of the entire
volume, SnapManager takes more snapshots.

Reducing the The following are a few tips that might help you keep an adequate pool of

number of available snapshots so that you reduce the risk of hitting the limit for the

shapshots on your maximum number of snapshots.

system & Set up your storage system to maximize the use of LUNs, volumes, and
tablespaces. For example, you might try to keep all the LUNs on the same
volume.

¢ Store the snapshots on a different storage system. If you need to restore
backup, you will need to return the snapshots to the original system.

¢ Remove backups when you no longer need them. You can set up
SnapManager to automatically remove successful backups once it reaches a
certain number of them.
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SnapManager’s policy for retaining backups

How SnapManager
determines which
backups to retain

Example of how

SnapManager

retains backups

32

SnapManager lets you specify how many successful backups it should retain
when you set up the profile for that database. This number is affected by the
following:

¢ It applies only to successful backups. SnapManager does not count
unsuccessful backups when calculating which backups to keep.

SnapManager keeps information on both successful and unsuccessful
backups. The unsuccessful backups contain metadata about the backup and
take up only minimal space in the repository.

¢ It counts backups that were used to create clones, but it does not delete them.
SnapManager keeps all backups used to create a clone.

¢ SnapManager always keeps the backup it just took.

Note
To delete an unsuccessful backup or a cloned backup, you must use
SnapManager’s remove operation. You can use either the smo manage remove
command or the GUL

When you set the retain option, SnapManager keeps the backups until it has a
successful backup that exceeds this number. At that point, it removes the oldest
successful backup that was not used to create a clone.

SnapManager uses a sliding window approach to retaining backups. For example
suppose you set the retain option in the profile to 3. You make a backup using the
profile each week and you currently have the following backups:

3/3 3/10 3/17 3/24 3/31
Successful Cloned Failed Successful | Cloned
Delete Keep Keep Keep Keep

In this case, SnapManager would delete the 3/3 backup. It would keep the other

four because one of them was a failed backup and does not count.

SnapManager’s policy for retaining backups




On April 7, you take another backup that is successful. The current list of
backups now looks like this:

3/10 3/17 3/24 3/31 4/7
Cloned Failed Successful | Cloned | Successful
Keep Keep Delete Keep Keep

The number of backups listed is now five. SnapManager does not delete a
successful backup used as a clone, so it deletes the 3/24 success backup and

keeps the 3/10 backup.

On April 14, you take another backup.

3/10 3/17 3/31 4/7 4/14
Cloned Failed Cloned | Successful | Successful
Keep Keep Keep Delete Keep

Because this backup is successful, SnapManager deletes the successful backup
taken 4/7. This way it is retaining the maximum of three successful backups
(3/10, 3/31, and 4/14).

You take two more backups in April that are both successful.

3/10 3/17 3/31 4/14 4/21 4/28
Cloned Failed Cloned | Successful | Successful | Successful
Keep Keep Keep Delete Delete Keep

SnapManager deletes the oldest successful backups that were not used to create a
clone. This keeps the total number of successful backups to three. However, if
you were to check the number backups now, you see the following four:

& 3/10, which was used to make a clone
& 3/17, which failed

& 3/31, which was used to make a clone
L 2

4/28, which was successful
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Key points for DBAs and storage administrators

SnapManager and
administrators

Looking at
SnapManager from
a DBA'’s perspective

The storage
administrator’s view
of SnapManager

34

SnapManager’s features can benefit both database administrators (DBAs) and
storage administrators

SnapManager is a tool designed to make the lives of DBAs easier by making
taking backups easier. SnapManager:

*

*

L 2B R SR 2NN 2

Speeds the time to create a backup in a space-efficient way, which lets you
perform more backups.

Organizes information into containers such as profiles to make creating
backups and restoring and recovering data quick and easy.

Automatically maps the database files to the storage.

Easily integrates with existing Oracle tools, such as RMAN and ASM.
Creates snapshots of logs.

Quickly creates a clone from a backup.

Reduces the mean time to recovery by using SnapRestore.

As storage administrator, it is important to know that:

L 4
*

*

SnapManager handles different protocols (iSCSI, NFS) seamlessly.

You can optimize the type of backup (complete or partial) based on what
works best in your environment.

SnapManager backups are quick and space efficient, so you can do them
more frequently, if necessary.

Clones are quick and space efficient.

You can move the snapshots making up the backup to different storage
system to make more snapshots available on the original storage system and
to increase the protection afforded by the backup in case something happens
to that storage system.

Works seamlessly with host volume managers, such as ASM.

Key points for DBAs and storage administrators



Installing SnapManager 3

About this chapter This chapter provides information about how to download a copy of
SnapManager and install it.

Topics in this This chapter includes the following topics:
chapter ¢ “Installing SnapManager” on page 36
¢ “Getting and installing the SnapManager software” on page 39
¢ “Installing the SnapManager files on a Linux host” on page 41
¢ “Add the repository schema and restart the NetApp Host Agent” on page 44
¢ “Install the GUI on a Windows machine” on page 46
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Installing SnapManager

Steps required to If you have your system set up correctly, SnapManager is easy to install and start
install running. From the NOW site, you download the software package for your host
SnapManager operating system and install that package. If you want to use the SnapManager

GUI, you must also download and install the GUI package on a Windows system.

Before you install SnapManager, you should make sure that your system is set up
correctly and has all the prerequisites installed.

Overview of The following is a high-level list of the tasks involved preparing for
installing and SnapManager, installing SnapManager, and setting up SnapManager.
setting up

SnapManager
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Step

Action

Details

Prepa

ring to install the NetApp software package

1

Make sure your system meets the
SnapManager requirements. These
include having the following
prerequisites installed on your host:
¢ NetApp Host Agent

¢ SnapDrive for UNIX and its
requirements

Note

You only need to install these products
on your database host machine. You do
not need to install them on the Windows
system you are using to execute the
SnapManager GUL

For the Windows system where you
want to execute the GUI, you must
install:

¢ JRE 1.4.2, which you can get from
the Sun web site.

On the storage system, you need to have
Data ONTAP with FlexClone installed
and running.

You must also have the following
licenses:

& Protocol license (iSCSI or NFS)
¢ FlexClone

¢ SnapRestore

For the requirements, check the SnapManager
Compatibility Matrix on the NOW site

(http://now.netapp.com/NOW/knowledge/docs/docs.s

html). See “Check requirements for SnapManager
and its prerequisites” on page 38.

There is also information about the documentation
available for these NetApp products in the section
“Where to go for more information” on page 12.

Download a copy of the SnapManager
software package as well as a copy of

the GUI, if you want to use it.

See the section “Downloading the SnapManager
software from NOW” on page 39.
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Step | Action Details

Installing the SnapManager software package

3 | Run the setup script. For Linux systems, see the section “Installing the
SnapManager files on a Linux host” on page 41.

4 | Load the schema into the repository. See the section “Add the repository schema and
restart the NetApp Host Agent” on page 44.

5 | Restart the NetApp Host Agent. See the section “Restarting the NetApp Host Agent”
on page 45.

Preparing to use SnapManager

6 | Create profiles for the databases you See the section “Setting up and managing database
want to back up and restore. profiles” on page 53.

7 | Check to make sure all the required “Verify that the system environment is set up
components are installed and working correctly” on page 65.

with SnapManager.

Checkrequirements The most up-to-date information about SnapManager and the other NetApp

for SnapManager products it uses is on the NOW site. For information on:
and its . ¢ SnapManager requirements, go to the SnapManager Compatibility Matrix at
prerequisites http://now.netapp.com/NOW/knowledge/docs/docs.shtml. (For instructions

on getting to this page, follow steps 1 through 4 in the section “Downloading
the SnapManager software from NOW” on page 39.)

¢ NetApp Host Agent, go to the NetApp Host Agent NOW page. (For
instructions on getting to this page, follow steps 1 through 4 in the section
“Downloading the SnapManager software from NOW” on page 39.)

¢ SnapDrive for UNIX requirements, check the online SnapDrive for UNIX
Compatibility Matrix and the Configuration Guide for NetApp's FCP and
iSCSI Products. They are both available at
http://mnow.netapp.com/NOW/knowledge/docs/docs.shtml.
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Getting and installing the SnapManager software

Getting the You can get the SnapManager software from the SnapManager CD or by
software from downloading it.
NetApp

NetApp provides SnapManager software in a two files that you can download
from the NOW site. One file contains the SnapManager host software and the
other file contains the SnapManager GUI software.

To get the software you need to:

1. Download the file for your host system from the NOW site. If you want to
use the GUI, you must also download the file containing the GUI software.

2. Place the SnapManager host software file on the host system and execute it.
Place the.zip file on a Windows system and extract the GUI software from it.

3. Install the software.

Note

Make sure that you already have the NetApp Host Agent and SnapDrive for
UNIX installed. If you do not have these products, you can download them
from the appropriate locations on the NOW site. Contact your NetApp
representative to arrange to purchase these products.

Downloading the To download the SnapManager software from NOW, complete the following

SnapManager steps.
software from NOW

Step

Action

1

Log in to http://now.netapp.com. In the fields on the right side of the
page, complete the following steps:

1. Enter your user name and password.
2. From the Select Start Page list box, click Download Software.

3. Click the Login button.

Go to the SnapManager product row of the Software Download table
and select Oracle from the Select Platform drop-down list.
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Step

Action

Click Go!

Follow the prompts until you reach the SnapManager Description
Page. Review the information on this page. At the bottom of this
page, click Continue to go to the Software Download page.

Downloading other NetApp products: If you need to
download either the NetApp Host Agent or SnapDrive for UNIX, go
to the correct row in the Software Download page for the product.
Then follow the links to the product’s Software Description page.
You can download the documentation from the Software Description
page. For more information on downloading these products, see the
Software Download page for SnapManager.

Download the software file for your host platform. If you are using
the GUI, you must also download that file.

Getting and installing the SnapManager software




Installing the SnapManager files on a Linux host

Moving the
downloaded file to a
local directory

Installing the

If you did not download the .rpm file containing SnapManager to your Linux
host, you must move it to that host. Complete the following step.

Step

Action

1

Copy the downloaded file to your Linux host. You can place it in any
directory on the host.

Example: You can use commands similar to the following ones to
move the file you downloaded from the NOW site to your Linux
machine.

# mkdir /tmp/linux
# cd /tmp/linux
# cp /u/linux/netapp.smo.linux-1.1.0.rpm .

Make sure you include the period (.) at the end of the copy command
line.

SnapManager files
on a Linux host

To install the SnapManager files on a Linux host, complete the following steps.

Step

Action

1

Make sure you are logged in as root.

If you are executing this file remotely and your system configuration does not allow you to log
in as root, use the su command to become root.

Note

The installation file is a standard Linux .rpm file.

Change to the directory on your Linux host where you put the software you downloaded from

the NOW site.
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Step

Action

Use the rpm command to install the software.

# rpm -ihv <pathname>/netapp.smo.linux-1.1.0.rpm
Result: The command installs the plug-in in the /opt/NetApp/smo directory.

Example: The rpm command installs the plug-in software and writes installation information to
a log file.

# rpm -ivh netapp.smo.linux-1.1.0.rpm
Preparing ...
1:netapp.smo

Confirm that the SnapManager installation directory has been set up. Use the following
command line:

# 1ls -1 /opt/NetApp/smo

Execute the smo_setup command to supply the user and group that will be running
SnapManager.

When you enter the command line:
# /opt/NetApp/smo/bin/smo_setup
SnapManager prompts you for the following information:

¢ The operating system account that will run SnapManager. The default is oracle.

¢ The operating system group that will run SnapManager. The default is dba.

Complete the installation by adding the repository schema. For information on adding the
repository schema, see “Add the repository schema and restart the NetApp Host Agent” on
page 44.

Then you must configure SnapManager by setting up a profile for your database. For
information on setting up a profile, see “Setting up and managing database profiles” on page 53.

42
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Uninstalling the If you re-install or install a newer version of the plug-in, you must uninstall the

software from current version. Complete the following steps.
an Linux host

Step | Action

1 | Ensure that you are logged in as root.

2 | Use the rpm command to remove the NetApp software.

Example: The following example uses the rpm command to uninstall SnapManager.

# rpm -e netapp.smo.linux-1.1.0.rpm
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Add the repository schema and restart the NetApp Host Agent

Completing the To complete the installation, you must add a repository schema to your repository

installation database and restart the Netapp Host Agent. SnapManager creates the schema
objects in the default user tablespace for the current user (for example, the
database administrator).

Load the schema The SnapManager installation software includes a repository schema.

into the repository ) ) )

database You must load the SnapManager repository schema into an Oracle database. This
can be a database that is already on your system or one that you created for this
purpose.

Step | Action

1 | Add your schema.

Example: This is an example of adding the SnapManager schema to the existing database
called smo_tester on the database instance called SMOREPO. (To make this example easier to
read, it has been abbreviated by removing most of the Table altered messages.)

oracle $ export ORACLE_SID=SMOREPO
oracle $ sglplus smo_tester/netapp @/opt/NetApp/smo/bin/schema-oracle.sqgl

SQL*Plus: Release 9.2.0.1.0 - Production on Fri Jul 29 11:25:57 2005
Copyright (c) 1982, 2002, Oracle Corporation. All rights reserved.

Connected to:

Oracle9i Enterprise Edition Release 9.2.0.1.0 - 64bit Production
With the Partitioning, OLAP and Oracle Data Mining options
JServer Release 9.2.0.1.0 - Production

Table altered

SQL> exit

Disconnected from Oracle9i Enterprise Edition Release 9.2.0.1.0 - 64bit
Production

With the Partitioning, OLAP and Oracle Data Mining options
JServer Release 9.2.0.1.0 - Production
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Restarting the
NetApp Host Agent

Once you install the SnapManager, you must restart the NetApp Host Agent
before you can execute SnapManager. Make sure you are logged on as root and
enter the following command:

ntap-agent start

If you need to stop the NetApp Host Agent, use the following command:

ntap-agent stop

For more information, see the documentation that comes with the NetApp Host
Agent.
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Install the GUI on a Windows machine

Installing the GUI

on a Windows
machine

46

To install the SnapManager GUI complete the following steps.

Step

Action

1

Download the zip file containing the SnapManager GUIL

NetApp recommends that you place this file in the C:\ directory on
your Windows machine.

Extract the zip file to c:\.

By default the files are placed in C:\Program Files\NTAPsmo. To
execute the GUI, you need to run the smogui.bat file that is placed in
this directory.

Note
Before you extract the files, make sure you have the JRE 1.4.2
installed. The SnapManager GUI requires that version.

Run the smogui.bat file from the installation directory. This starts the
GUL

Install the GUI on a Windows machine



Getting Started with SnapManager 4

About this chapter This chapter provides information about using SnapManager with both the GUI
and CLI. It also contains information on setting up a database profile and
checking to make sure your environment is correctly set up for SnapManager.

Topics in this This chapter includes the following topics:
chapter & “Getting started with SnapManager” on page 48
¢ “Setting up and managing database profiles” on page 53

& “Verify that the system environment is set up correctly” on page 65
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Getting started with SnapManager

Getting started

Starting
SnapManager from
the CLI

48

You can execute SnapManager in either of the following ways:

¢ From the command line of your UNIX host. See “Starting SnapManager
from the CLI” on page 48.

¢ From the GUI on a Windows host attached to your UNIX host. See “Starting
the GUI for SnapManager” on page 49.

You can perform the same operations from both the CLI and the GUI. As a result,
the information you need to provide for the operation is essentially the same,
regardless of whether you execute the operation from the CLI or the GUL

In addition, keep in mind the following basic concepts:

¢ SnapManager works with profiles you set up. Each profile contains the
credentials for the database associated with the profile that enable
SnapManager to connect to it and work with it. You must set up a profile for
each database you want to use before you can back it up.

Note
SnapManager stores the database credentials in an encrypted file.

¢ Profile information is stored in a repository. The repository contains both the
profile information for the database and information about the snapshots that
provided the backup of the database. (The actual snapshots are stored on the
storage system.) When you perform an operation on a database, you must
select the profile from the repository. Because the repository contains the
details on the backup of the database, it must exist in a separate database. It
cannot exist in the same database as the one you are backing up.

¢ The backups are point-in-time copies of the database using NetApp’s
snapshot technology. The names of these snapshots are stored in the
repository containing the profile for that database.

You can execute SnapManager from the CLI by entering a command at the
prompt on your UNIX host. The CLI commands all start with smo (SnapManager
for Oracle). So you have commands such as smo check profile_name or smo
backup.

For a list of all the SnapManager CLI commands and an explanation of their
options and arguments, see “SnapManager Command Reference” on page 113.
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Starting the GUI for  To start the SnapManager from the Windows host attached to the UNIX host, run
SnapManager the smogui .bat file. When you install the GUI, SnapManager places this file in
C:\Program Files\NTAPsmo.

Note

You cannot run the SnapManager CLI on the Windows host.

Authenticating the Before the GUI starts, SnapManager displays a dialog box asking you to
repository authenticate the repository. You must enter the following information:

¢ The display name of the repository. You can select this name from a drop-
down list of repositories you’ve set up. To specify a repository that is not in
the list, enter the name of that repository here.

¢ The username and password for the repository

¢ The name of the host where the repository is located

¢ The port number to use when accessing the repository

¢ The repository SID

If this is the repository you use most of the time, you should also check the box to
make it the default. When you do that, SnapManager fills in all the fields except
the password field when you start the GUL

.Q';' Repository Authentication il

@I Repository Marme: lrrtrepid - I

User Marme: Iqa

Password: I

Repository Host: Iintrepid.l:om

Part: I1521
Repositary SI0: Ismorepo

v Set as defautt repository

Ok | Cancel |
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Using the GUI

Navigating the main
GUI screen

50

Once you successfully authenticate the repository the main GUI screen appears.

In addition to letting you perform operations, the GUI provides a central method
for managing a backup’s resources. There are several ways to perform
SnapManager operations from the GUI. You can:

¢ Select the operation from the pull-down menus in the menu bar. For
example, if you wanted to create a profile, you would select Operations >
Repository > Create Profile.

¢ Click on the operation in the Tasks pane of the GUI screen (see “Navigating
the main GUI screen” on page 50 for a pointer to the task panel).

¢ Select the object (repository, profile, or backup) that the operation applies to
and right-click on the name. A pop-up menu appears with a list of operations
you can perform. Click the operation you want to perform.

If the operation contains multiple steps, such as creating a profile or backing up a
database, SnapManager starts a wizard to step you through the procedure. For
other operations, such as verifying that a backup is structurally correct, it displays
a pop-up box asking if you want to perform the operation.

The following screen shows you the basic operations you can perform from the
GUI The main GUI screen is divided so that operations and tasks appear in the
panels on the left of the screen while reports and operation status appear in the
rest of the screen.
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The Menu bar at the top of the screen lets you perform operations using the pull-
down menus.

The panes on the left of the screen fall into the following categories:

¢ Navigation pane. This pane uses a tree structure to display information on
the repositories, profiles, backups, and clones. The initial display shows the
repositories that are available. When you click on a repository name,
SnapManager displays a list of the profiles contained in the repository. When
you click on a profile name, SnapManager displays the backups of the
database in the profile. If this is the first time you’ve clicked on that profile
during this session, SnapManager displays authentication pop-up before it
displays the backups. You must provide the correct authentication
information.

When you want to create a backup, you must first select the repository and
then select the profile for the database from that repository. To restore a
backup, you must again first select the repository, then chose the profile for
the database, and finally, select the backup you want to use. SnapManager
lets you retain as many backups as you want, providing you have space for
them. For more information on how SnapManager handles retaining
backups, see “SnapManager’s policy for retaining backups” on page 32.

¢ Reports pane. This pane contains a list of reports. The list of reports changes
depending on what you have selected in the Navigation pane. There are
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different reports for repositories, profiles, and backups. To see a report, click
on the report name. SnapManager displays the report in the main section of
the screen.

& Tasks pane. This pane lists the operations you can perform. The list changes
depending on what you have selected in the Navigation pane and Reports
pane. There are different operations for repositories, profiles, and backups.
When you click on a task, SnapManager takes one of the following actions:

< It starts the wizard to step you through the operation or

RS
*

%

It displays a properties box or
< It displays a pop-up box asking you to confirm the operation.

For example, if you have a repository selected in the Navigation panel, you
can choose the task to create a new profile. SnapManager starts the profile
wizard.

If you have a backup selected and you choose to the task to verify the

backup, SnapManager displays a pop-up box asking you to confirm that you
want to verify the backup.

The main body of the screen is the Information and Reports window.
SnapManager displays operation status in this section. It also displays any reports
you select in this area.
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Setting up and managing database profiles

SnapManager’s To simplify working with the databases. SnapManager has you set up a profile

profile feature for each database. This profile defines all the host and database credentials that
SnapManager requires in order to perform the operation you request.
SnapManager stores the profile credentials in a repository. It stores information
about the repository in an encrypted flat file on the host.

Note
In addition to the database credentials, the repository also stores the names of
snapshots taken of the database during backup operations. For this reason, the
repository cannot exist in the database associated with one of its profiles. You
must create the repository in a different database. This means you must have at
least two databases up and running when you execute SnapManager.

The advantage to having a profile is that you do not need to enter these
credentials each time you perform an operation. You simply supply the profile

name.

Information Both the CLI command and the GUI require similar information if you want to
required for a create a profile. This section takes you though the basic steps. For a syntax
profile example, see “Creating and managing a profile using the CLI” on page 55. For

steps on using the GUI, see “Creating a profile using the GUI” on page 57.
The basic steps for creating or modifying a profile are as follows:

1. Specify a name for the profile. This can be up to 30 characters. It must be
unique within the repository that contains the profile.

2. Supply the information required by the repository that contains the profile.
You must have already installed the respository before you can create a
profile.

< Enter the repository name. Use either the global name or the SID for the
repository.
%  Specify the user name/password required to connect to the database.

< Specify the host where the database resides. You can use either the host
name or the IP address.

% Specify the port number SnapManager must use to connect to the
repository.
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. Supply the information required by the database associated with the profile.

Enter the database name.

2%
<

2
<

Specify the host where the database resides. You can use either the host
name or the IP address.

2%
<

Specify the user name/password required to connect to the database.

3

% Specify the port number SnapManager must use to connect to the
database.

. (Optional) Enter the information required to use the RMAN catalog. Select

one of the following two choices:

< Enter the -controlfile option if you want to use the control files instead
of the RMAN catalog. This option does not have an argument.

< If you do not use the -controlfile option, you must provide:
* The user name/password required to connect to the RMAN catalog.

* The tnsname connection name (this is defined in the tsname.ora file).

. Enter the user name/password pair for the NetApp Host Agent.
. Enter the name of the Oracle database user account (osaccount).

. (Optional) Enter the information required to use the ASM.

<  Specify the ASM instance.

%  Specify the user name/password required to connect to ASM.

<  Specify the port number SnapManager must use to connect to ASM.

. (Optional) Enter the number of successful backups that you want

SnapManager to retain for this database. This option applies only to
successful backups that have not been used to create a clone. For more
information on how SnapManager retains backups, see “SnapManager’s
policy for retaining backups” on page 32.

. (Optional) Specify how you want SnapManager to handle messages. By

default, SnapManager displays the error and warning messages on the
console. To change this behavior, include either the -quiet option or the
-verbose option on the command line. For more information on these
options, see “Common options for handling messages shown on the console”
on page 116.
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Authenticating the The first time you try to access a profile in a GUI session, SnapManager displays

profile when using a pop-up asking you to authenticate the profile. Once you authenticate the profile,

it in the GUI SnapManager does not ask you for any more information during that session.
However, until you authenticate the profile, it does not let you perform

any tasks involving that profile. For example, you cannot create a backup or even
view your current backup list, until you authenticate the profile.

SnapManager only requests this information once during a GUI session.

To authenticate the profile, you must supply the following information:
¢ The user name for the database

¢ The database password

12" profile Authentication x|

j Profile Mame: opa,

Databaze User Marme: IS\;S

Databaze Password: I*********
Profile Host: waliant rp.netapp.com

Database Name: srcdoc

Databaze S0 srodoc

Ok | Cancel |

Creating and To create a profile from the CLI, use the smo profile create command. It has
managing a profile the following general format:
using the CLI

smo profile create profile_name

{-repository name -username username -password password
-port port_number -host host}

{-database name -username username -password password -host host
-port port_number}

[-rman [-controlfile | -username username -password password
-tnsname tnsname] ]

{-hostagent -username username -password password}

{-0OSAccount account_name}

[-asm name -username username -password password
-port port_number -host host]

[-retain number]

[-quiet | -verbose]
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Changing an
existing profile
using the CLI

56

Once you have created a profile you can use the smo profile show command
display information about a profile. To see a list of profiles for that repository, use
the smo profile list command

For details on the options and arguments used in these commands, see‘“The smo
profile create command” on page 139, the “The smo profile list command” on
page 146, and the “The smo profile show command” on page 147.

Examples of creating profiles: The following command line sets up a
profile that uses ASM.

# smo profile create TESTER -repository DBl -host macbeth
-username bali -password high -port 1521 -database QA1
-username sys -password pacific -port 1522
-host florida -hostagent -username palm -password springs
-OSAccount oracle -asm +ASM -username lei
-password aloha -port 1522

This is the same example without the ASM information. This command line adds
the option to retain three backup copies. (The retain option applies only to
successful backups that have not been used to create a clone. Regardless of the
value for retain, SnapManager does not automatically remove backups that were
used to create a clone.)

# smo profile create TESTER -repository DBl -host macbeth
-username bali -password high -port 1521 -database QAl
-username sys -password pacific -port 1522
-host florida -hostagent -username palm -password springs
-0OSAccount oracle -retain 3

Once you have created a profile, you can modify it. For example, if the Oracle
database password information changes, you must change this information in the
profile.

Note
SnapManager verifies the user name/password information before the command
completes. If they do not work, the command fails.

To modify the profile from the CLI, you use the smo profile update command.
It has the following general format:

smo profile update -profile profile name
[-respository name -host host -username username
-password password -port port_number ]
[-database name -username username -password password -host host
-port port_number ]
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[-rman [-controlfile | -username username -password password
-tnsname tnsname] ]
[-hostagent -username username -password password]
[-OSAccount account_name]
[-asm name -username username
-password password -port port_number]
[-retain number]

For details on the options and arguments used in this command, see “The smo
profile update command” on page 148.

Examples: The following command line updates the database information for
the profile QA. It supplies a new username/password pair, a new host, and a new
port number.

# smo profile update QA -database QA1
-username sys -password pacific -host ocean -port 1521

This command line updates the repository information for the profile QA.

# smo profile update QA -repository DB2 -host shakespeare
-username sys -password venice -port 1521

Deleting a profile You can delete the profile at any time. To delete it from the CLI, use the smo
using the CLI profile delete command. It has the following general format:
smo profile delete profile_name [-force] [-quite] [-verbose]

For details on the options and arguments used in this command, see “The smo
profile delete command” on page 144

Example: The following command line deletes the profile QA. It includes the -
force option, which tells SnapManager to remove any backups associated with
that profile.

# smo profile delete QA -force

Creating a profile To create a profile from the GUI, complete the following steps.
using the GUI

Step | Action

1 | From the Navigation pane, select the repository you want associated with this profile.
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Step | Action

2 | Specify the Create Profile operation by selecting Create Profile from:
¢ The pop-up menu box that appears when you right-click on the repository name.
¢ The Tasks pane.

¢ The main menu bar: Operations > Repository > Create Profile.

The SnapManager for Oracle Profile Wizard starts.

3 | Atthe Profile Settings screen, enter

the following information: .Qc SnapManager for Oracle Profile Wizard x|
. , - ~
¢ The profile name. You can give Profile Settings N el‘:&pp‘
it any name you choose.
¢ The name of the Oracle Mame for the profile.
operating system account to Profile harne: [on
use on the hOSt. ThlS eXample Oracle O/ account to use on the host.
uses oracle. Host Account: Ioracle
& The number of successful B R Z

backups to retain.

Click Next to continue.

= Back | Mext = I Cancel
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Step

Action

4 | At the Database Settings screen, -
. . fi le Profile Wizard x
enter the following information: N snaprianaos: Pttt R
- ~
& The name and password of Datahase Seffings N et‘:&pp‘
your account that has
SYSDBA privileges. SYSDEA Privileged User Name: sy
¢ The host where the database PO [
reSIdeS' Host where the database resides.
¢ The database name. e [t com
¢ The database SID if you want Database Name: [Froses
to use RAC Support' If yOll dO Defaults to databasze name if not specified.
ISIOt plr\(/}VIde a SID’ h Database SID: Isrcdoc
napManager uses the
p g Port: |1 521
database name.
* The pOI't number. = Back | Mext = I Cancel |
Click Next to continue.
5 | Atthe NetApp Host Agent Settings |
screen, enter the fOHOWng & snapManager for Dracle Profile Wizard x|
information: NetApp Host Agent Settings o+
NetApp’
¢  The user name for the account.
The default name when you Host Agent admin user name.
install this product is admin. Uiser Name: [scmin
¢ The password for the account. Host Agent passward.
The default password when Password: [freees
you install this product is
netapp.
Click Next to continue.
= Back | Mext = I Cancel
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Step | Action

6 | Atthe RMAN Settings screen,

click the box “Do not use RMAN” & snapManager for Oracle Profile Wizard x|
if you don’t want to use it. RMAN Settings o
NetApp’

To use RMAN, deselect the box

and enter the following & Danot use RAN

information: € Use RMAN via control file

& Click the box “Use RMAN via " Uise RMAN via Recovery Catslog
the control file” if you want to User Name: —
use the control files instead of . —
using an RMAN recovery . —
catalog.

¢ Click the box “Use RMAN via
Recovery Catalog” and supply

Cancel

the Oracle Call Interface (OCI) e 1
connection information. — | =

¢ Enter the username and
password for connecting to the
RMAN catalog.

¢ The tnsname connection name
(this is defined in the
tsname.ora file).

Click Next to continue.
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Step

Action

7 | Skip the ASM Settings screen if __
you do use ASM & snapManager for Dracle Profile Wizard x|
A
ASH Settings &)
To enable SnapManager to work NetApp'
with ASM, click the box Use ASM
and provide the following I Use s
informatlon_ ASM Credentials
¢ The port number for
connection with ASM. Port [
User Marne: I
¢ The user name and password
. Password: I
for connection to the Oracle
database.
¢ The Oracle SID or the ASM
instance.
Click Next to continue. <geck [ nex» | _cacel |
8 | At the Execute Operation screen, _
f th . f t, , Q" SnapManager for Oracle Profile Wizard il
verify the information you’ve
supplied. Execute Operation L‘.k
NetApp’
If you need to correct anything,
CliCk BaCk U.Iltil yOl.l reach the Below is a summary of your changes_ =
screen Containing the information Create a new profile in repository intrepic.
you want to correct. Profile Seftings
Profile Mame: G,
. . . Host Account: aracle
If the information is correct and Backups to Retain: 3
you want to create this profile, click B e S
Execute User Mame: sys
N Passyvord; s
Host: waliant.com
Database Mame: srodoc
Database SID: srodoc LI
= Back | Execute I Cancel |
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Step | Action

The Completing the SnapManager
for Oracle Profile Wizard screen
appears. This screen displays the
results of the profile creation
process. It also includes a tab called
Operation Details. Select Operation
Details to see information about the
profile creation operation.

If you successfully created the
profile, you can click Finish or you
can click Operation Details to see
information about the profile.

If the profile creation failed, you
can click Back to return to screens
and correct information.

.Qc Completing the SnapManager for Dracle Profile Wizard

Completing the SnapManager
for Oracle Profile Wizard

X

Profile creation successful.

Click Finizh to close the wizard.

Cancel

= Back | Finizh I

Changing an
existing profile

To modify a profile from the GUI, complete the following steps.

using the GUI
Step | Action
1 | Select the profile you want to modify.

profile.

You can select the profile from the Navigation pane by expanding repository that contains the

Right-click on the profile and select
Properties from the pop-up menu.

Repositaries Repositary
=) intrepid ;l ) intrepia

=]

I—E Load Backup List

ﬂ a Delete Profile
Pl I Check Environment
Reparts Create Backup...
@ Properties
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Step | Action
3 | The Properties dialog box lets you
change the following: L e x|
G 1 . f . b h Database | Repository | Host Agent | RMAN | ASM
24 eneral information about the oot
proﬁle gl QATESTING
¢ Database information Database
& Repository information Datahiase Harme: serdoc
. . Databaze SI0: scrdoc
¢ NetApp Host Agent information Database Host valiant
¢ RMA information Backups to Retain: 3
P'S ASM information Cracle User: Ioracle
Click the tab for the section you want B;Ckl:zs
==
to update and make your changes. skt
Ciftling
You can modify settings on multiple et
tabs.
(s Cancel | Ay |
4 | Click OK when you’ve finished modifying the profile.
Deleting a profile To delete a profile using the GUI, complete the following steps.
using the GUI
Step | Action
1 | Select the profile you want to delete.

You can select the profile from the Navigation pane by expanding repository that contains the
profile.
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Step | Action

2 | Right-click on the profile you want to
delete and select Delete Profile from

Repositaries Label
=) intrepic | B week

the pop-up menu. 'E =] B it

Load Backup List
3 Delete Profile

Pl I Check Environment

Reports Create Backup...

Profile Deta  Properties

3 | The Delete Profile pop-up box
appears.

& Delete Profile x|

. @ Are you sure you want to delete profile QAT
You can check the “Force profile

delete” if you want SnapManager to
force the deletion. If the profile has il Cancel |
backups associated with it, the delete
fails unless you check this box. When
you check it, SnapManager deletes all
backups for that profile.

™ Force profile delete

Click OK to confirm the deletion.

Displaying a list of To display a list of backups associated with a profile in the GUI, select the Load
backups associated Backup List option, which is available in both the menus and the Tasks pane.
with a profile

Repositaries Label
- intrepic

,’j DOCS

Load Bacl
Delete Profile
Check Environment

Create Backup...
Reports Properties

You can also expand the view of the profile in the to display the backups that are
associated with it.
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Verify that the system environment is set up correctly

Confirm the
environment for
SnapManager

Verifying the
environment for
your system from
the CLI

Verifying the
environment from
the GUI

Once you’ve installed SnapManager, you can verify that all the components for
your system are set up correctly. This operation confirms that:

¢ SQLPlus and RMAN can be run from this account.

¢ All environment variables required by SnapManager are set correctly.

In addition, if you supply the name of a profile, SnapManager makes sure that
¢ The database and the storage systems are accessible.

¢ The RMAN catalog is available (this only needs to be available if you are
using RMAN).

To check the system environment for a profile from the CLI, use the smo check
command. It has the following general format:

smo check profile_name [-quiet] [-verbose]

For details on the options and arguments used in this command, see “The smo
check command” on page 122.

To verify that the system has been set up correctly from the GUI, complete the
following steps.

Step | Action

profile.

1 | Select the profile for which you want to check the environment.

You can select the profile from the Navigation pane by expanding repository that contains the
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Step

Action

Right-click on the profile you are
interested in and select Check
Environment from the pop-up menu.

Repositories Lahel

E—r?j intrepic

Load Backup List
Delete Profile

ck Environmet

Create Backup ...

Reparts
Proifile Netailz

Properties

SnapManager displays pop-up box
telling you whether the check passed
or failed.

Click OK.

Check Environmenk x|

@ Prafile LABL environment check passed.
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Backing Up and Restoring Databases 5

About this chapter This chapter describes how to use SnapManager to back up and restore databases.
It also explains some of the other tasks you can perform with SnapManager.

Topics in this This chapter includes the following topics:
chapter & “Creating database backups” on page 68
& “Verifying a backup” on page 74
& “Restoring and recovering a database” on page 76
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Creating database backups

Using the
SnapManager
backup feature

General steps for
backing up data
using the CLI or GUI

68

SnapManager lets you create backups of a database and portions of the databases
using snapshots. You can use the backups to restore and recover the database
information at a later time.

For more information on how SnapManager handles backing up information, see
“Approaches to backing up, restoring, and recovering data” on page 21.

Both the CLI command and the GUI require similar information if you want to
backup a database. This section takes you though the basic steps. For a syntax
example, see “Creating a backup from the CLI” on page 70. For steps on using
the GUI, see “Creating a backup from the GUI” on page 70.

The basic steps for backing up data are as follows:

1. Specify the type of backup you want to perform:

2
<

Online. The database is mounted and running (online), the Oracle status
is OPEN, and archive log mode is enabled.

% Offline. The database is mounted, but not available to users (offline),
and the Oracle status is either MOUNTED, STARTED, or
SHUTDOWN.

Auto. SnapManager determines whether the database is online or offline
and then performs the appropriate backup.

2
<

2. (Optional) Specify the verify option if you want SnapManager to verify the
backup using the Oracle utility dbv after the backup completes. When you
select this option, SnapManager checks the block structure of the backup to
make sure it is in a valid format for Oracle.

Note
The verification might take several minutes. If you prefer to perform this
operation at a later time, you can use SnapManager verify operation.

3. Specify the details for the backup:

% The name of the profile associated with the database

< Whether this is a full or partial backup. If you specify a full backup,
SnapManager backs up all the data files. If you specify a partial backup,

Creating database backups



SnapManager only backs up the tablespace or data files that you specify.
You must enter these names in a comma-separated list without spaces.

Note
If you are performing a full, offline backup, SnapManager backs up the redo
logs. SnapManager always backs up the archive logs and the control files.

o

% (Optional) Whether you want to enter a label (i.e.,an easily identified
name) for the backup. The label name must be unique within that
profile. You can use alphanumeric characters, underscores, and hyphen
as long as the first character in the name is not a hyphen.

Tip: To make identifying the backup easier, NetApp recommends that
you supply a label for this backup.

If you do not supply a label, SnapManager creates a default label that
has the format <scope>_<type>_<date> where

scope is either F to indicate a full backup or P to indicate a partial
backup.

type is either C to indicate an offline (cold) backup or H to indicate an
online (hot) backup.

date is the year, month, day, and time of the backup.

For example, if you performed a full backup with the database offline on
Jan. 16, 2006, at 5:45:16 p.m. Eastern standard time, SnapManager
would create the label F_C_20060116174516EST.

< (Optional) Whether you want to enter a comment that describes the
backup. For example, you might enter ‘Production test’ so that you can
quickly identify the contents of the backup.

Note
If you executing this command from the CLI, you may need to use
backslashes (\) to escape the single quote. Some shells automatically strip
out single quotes.

4. (Optional) Enter the -force option if you want SnapManager to force the
database to change its state if it is not in the state you requested for the
backup operation.

5. (Optional) Specify how you want SnapManager to handle messages when
executing the command from the CLI. For more information on these
options, see “Common options for handling messages shown on the console”
on page 116.
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Creating a backup To create a backup from the CLI, use the smo backup command. It has the
from the CLI following general format:

smo backup -online|-offlinel-auto
-full|{-files Iist}| {-tablespaces list}
{-profile}
[-verify] [{-label name}]
[-comment comment]
[-force] [-qguiet | -verbosel

For details on the options and arguments used in this command, see “The smo
backup command” on page 117.

Example: The following command line creates backup with the label
QAtestbed.

# smo backup -auto -full -profile QA

Creating a backup To create a backup using the SnapManager for Oracle Backup Wizard provided

from the GUI by the GUI, complete the following steps.
Step | Action
1 | From the Navigation panel, select the profile containing the database you want to back up.

2

Specify the Create Backup operation by selecting Create Backup from:
¢ The pop-up menu box that appears when you right-click on the profile name.
¢ The Tasks pane.

¢ The main menu bar: Operations > Profile > Create Backup.

The SnapManager for Oracle Backup Wizard starts.
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Step | Action
3 | At the Backup Information screen,

enter the following information: 1 snapManager for Oracle Backup Wizard _ X

¢ (Optional) A label you can use Backup Information o
to identify the backup. NetApp NetApp
recommends you to this so that

. . . Backup Label: IQAweek1

you can easily identify the
backup. Eackup Commerit: I
NetApp also creates a default Backup Type: Jouto =]
backup label that includes ™ Werify Backup
information on the type of I Forcs Beckup
backup (Full or Partial),
whether database was offline or
online (Cold or Hot), and the
date and time when the backup
was made- = Back | Mesxt = I Cancel

¢ (Optional) A comment
describing the backup.

¢ The type of backup you want to make. Select the type from the drop-down list.
If you select Auto, SnapManager determines whether to perform an online or offline backup
based on the following:
< If the archive log mode is enabled and the database is in an OPEN state, it performs an

online backup of the database.

< If the database is in a mounted state, it performs an offline backup.
< If the -force option is specified and none of the above are true, it does an offline backup.

¢ (Optional) Check the box next to Verify backup if you want SnapManager to confirm that the
backup is in a valid format for Oracle. This operation checks the block structure. If you don’t
want to perform a verify operation at this time, you can execute it later as a separate operation.

¢ (Optional) Check the box next to Force if you want SnapManager to force the state of the
database into the specified backup mode. For example, SnapManager might change the state
of the database from open to mounted.

Click Next to continue.
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Step

Action

At the Tablespaces or Files screen,

choose the type of backup you want.

¢ Click the radio button next to
Full backup if you want
SnapManager to make a backup
of the entire database.

¢ Click the radio button next to
Partial backup if you want
SnapManager to make a backup
of either tablespaces or specific
data files.

If you select this option, you
must also use the window
below it to indicate which
tablespaces or which data files
need to be backed up.

Note

.Qc SnapManager for Oracle Backup Wizard

Tahlespaces or Files to Backup

& Full Backup

" Partial Backup

Select either tablespaces or files to back up.
) =ordoc

) Tablespaces

) Files

= Back

| Mesxt = I

Cancel

You cannot select both
tablespaces and data files. You
must choose one or the other.

Click Next to continue.
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Step

Action

At the Execute Operation screen,
verify the information you’ve
supplied.

If you need to correct anything,
click Back until you reach the
screen containing the information
you want to correct.

If the information is correct and you
want to create this backup, click
Execute.

.Qc SnapManager for Oracle Backup Wizard

Execute Operation

Below is a summary of your changes_
Create a backup of database srodoc in profile G4

Backup Infarmation
Backup Label: Glweek]
Backup Comment:
Backup Type: Auto
Backup Scope: Full
“erify Backup: Mo
Force Backup: Mo

|

Cancel

= Back | Execute I

The Completing the SnapManager
for Oracle Backup Wizard screen
appears.

This screen displays the results of
the backup creation process. It also
includes a tab called Operation
Details. Select Operation Details to
see information about the backup
creation operation.

If you successfully created the
backup, you can click Finish or you
can click Operation Details to see
information about the profile.

If the backup failed, you can click
Back to return to screens and correct
the information.

.Qc Completing the SnapManager for Dracle Backup Wizard

Completing the SnapManager
for Oracle Backup Wizard

Results | Operation Details |

X

Backup creation successful.

Click Finizh to close the wizard.

Cancel

= Back | Finizh I
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Verifying a backup

Verify that the
backup is valid

General steps for
verifying a backup
from the CLI or GUI

Verifying a backup
from the CLI

74

You can use SnapManager’s verify feature to confirm that physical blocks in the
backup of the database have not been corrupted. This feature invokes Oracle’s
dbv command for each data file in the backup.

SnapManager lets you perform the verify operation at any time that is convenient
for you and the users on your system. You can have SnapManager perform the
verification immediately after making the backup, or you can execute the verify
operation at a later time.

Both the CLI command and the GUI require similar information if you want to
verify a backup. This section takes you though the basic steps. For a syntax
example, see “Verifying a backup from the CLI” on page 74. For steps on using
the GUI, see “Verifying a backup using the GUI” on page 75.

The basic steps for verifying a backup are as follows:

1. Specify the name of the backup. This can be either:
< The label you supplied when you created the backup

< The GUID that SnapManager generated when you created the backup.
(For more information about the GUID, see “General notes about the
commands” on page 114.)

2. Specify the name of the profile from which the backup was created.

3. (Optional) Specify how you want SnapManager to handle messages when
executing the command from the CLI. For more information on these
options, see “Common options for handling messages shown on the console”
on page 116.

To verify a backup from the CLI, use the SMO verify command. It has the
following general format:

smo verify {-id backup_guid| -label label_name}
-profile profile_name [-quiet | -verbose]

For details on the options and arguments used in this command, see “Example of
smo verify command line”” on page 157.
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Verifying a backup

Example: The following command line verifies the backup QAtestbed.

# smo verify -label QAtestbed -profile QA

To a verify a backup from the SnapManager GUI, complete the following steps.

using the GUI
Step | Action
1 | From the Navigation panel, select the profile containing the backup you want to verify.
From the Navigation panel, select the backup you want to verify. To get to the backup, choose
Repository > Profile.
2 | Select the Verify Backup operation.
Repositaries Label
[Hoocs =] @ offire
L Restore Backup...
3 QAT: Clone Backup...
) Yy kg
Eg : Mourt Backup
4 | ] Untnount Backup
Reports Ahort Backup
Eackup Detailz Delete Backup
Clone Detailz Properties
3 | SnapManager displays a pop-up _
. . . 1" verify Backup x|
window warning you that the verify
Operation Could take a long time' @ Are you sure you wwant ta verify backup Offline? This may be & long-running operation.
Click yes if you want to continue with
y. y . Cancel |
the verify operation.
4 | When the operation finishes,
SnapManager displays a pop-up Verify Backup E %]
WindOW letting yOll knOW Whether the @ Backup susancaroll verified successfully,
verification operation succeeded or
failed.
Click OK.
5 | To see the results of the verify operation, open the Property page for the backup.
You can do this by right-clicking on the backup name and selecting Properties from the pop-up
menu.
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Restoring and recovering a database

Restoring and
recovering backups

76

SnapManager provides a restore operation that includes a recover option. As a
result, you can either use SnapManager to both restore and recover the backup, or
you can use SnapManager to restore the backup and another tool, such as
RMAN, to recover the data.

The SnapManager recover option is part of the restore operation, which means
you must perform the restore and recover at the same time if you are using
SnapManager. You cannot perform restore operation and then, at a later time
perform a SnapManager recover operation.

Note
You can use any tool or script that you normally use to recover a database. You do
not have to use SnapManager. You must, however, recover the database before
you can use it.

The smo restore operation also gives you the option of deciding how much of
the backup you want to restore. You can:

¢ Restore the entire backup.
¢ Restore only the tablespaces or data files you specify.

¢ Restore only the control files.

If you include the recover option on the command line, you can recover the
database to:

¢ The last transaction that occurred in the database (i.e., the last commit).
& A specific date and time.

¢ A specific Oracle System Commit Number (SCN).

Note

Both the date and time recovery and the SCN recovery are point-in-time
recoveries.

For more information on how SnapManager handles recovering and restoring
backup information, see “Approaches to backing up, restoring, and recovering
data” on page 21.
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General steps for Both the CLI command and the GUI require similar information if you want to
restoring and restore and recover a backup. This section takes you though the basic steps. For a
recovering a syntax example, see “Restoring a backup from the CLI” on page 77. For steps on
backup from the CLI  using the GUI, see “Restoring a backup from the GUI” on page 78.

or GUI

The basic steps for restoring a backup are as follows.

1.

Specify the name of the backup. This can be either:
< The label you supplied when you created the backup

&

% The GUID that SnapManager generated when you created the backup.
(For more information about the GUID, see “General notes about the
commands” on page 114.)

Specify the name of the profile from which the backup was created.

Specify which components of the backup you want to restore:

2
<

The entire backup

2
<

Specific tablespace

2
<

Specific data file

2

+ Control files

2

(Optional) Specify that you want to recover the database to:
< The last transaction

< An SCN (use only if you are doing a point-in-time recovery of the
backup)

< A specific date and time (use only if you are doing a point-in-time
recovery of the backup)

(Optional) Decide if you want SnapManager to change the state of the
database. If you include the -force flag, SnapManager changes the database
state, if necessary. For example, when you include this option, if the database
is offline and it needs to be online, SnapManager forces it online.

(Optional) Specify how you want SnapManager to handle messages when
executing the command from the CLI. For more information on these
options, see “Common options for handling messages shown on the console”
on page 116.

Restoring a backup  To restore a backup from the CLI, use the smo restore command. It has the
from the CLI following general format:

smo restore {-id backup-id | -label Iabel_ name}

-profile profile_name
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Restoring a backup

from the GUI

{-complete | -files list | -tablespaces list | -controlfiles}
[-recover [-when {auto |scn | date }]]
[-force] [-quiet | -verbosel

Note
The default value for the -recover option is the auto argument. So, if you do not
specify a value with it, SnapManager performs the recovery as if you had
supplied the auto argument.

For details on the options and arguments used in this command, see “The smo
restore and recovery command” on page 153.

Example: This example restores the entire backup labeled ProdFriday that is
part of the profile Production. It also recovers the database to the last commit.

smo restore -complete -label ProdFriday -profile Production
-recover -when auto

To restore a backup using the SnapManager for Oracle Restore and Recovery
Wizard provided by the GUI, complete the following steps.

Step | Action
1 | From the Navigation pane, select the profile containing the backup you want to restore.
2 | Select the Restore Backup
. Repostaries Lakel
operation. =) intrepid © offine
=[] pocs
The SnapManager for Oracle L2 g
Restore and Recovery Wizard starts. 0 0™ e Backup..
) TA Werify Backup
Mourt Backup
Reports Unmourt Backup
@ Abort Backup
Clone Details Delete Backup
Properties
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Step

Action

3 | At the Tablespaces or Files to
Restore screen, specify the type of 1 snapManager for Oracle Restore and Recovery Wizard x|
restore y0u want to perform' Tahlespaces or Files to Restore L‘.k :
¢ Click the radio button next to NeEARH
Complete Restore if you want -
* Complete Restore
SnapManager to restore the
B * Selective Restore
entire backup.
. . ° Cortrol File Restore
. Cth the radlo button next to Select ether tablespaces or files to restore.
Selective Restore if you only [ serdos
L {7) Tablespaces
want to restore certain ) Fiee
tablespaces and files.
If you select this option, you
must also use the window B o e
below it to indicate which
tablespaces or data files you <Back || wext- | cancel
want to restore.
¢ Click the radio button next to
Control File Restore if you
want to restore only the control
files.
Note
For more information on these types
of restore operations, see
“Approaches to backing up,
restoring, and recovering data” on
page 21
Click Next to continue.
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Step

Action

At the Recovery Settings screen,
select the radio button next to
Restore only if you do not want
SnapManager to restore the
database.

If you want SnapManager to restore
the database, select the type of
recovery:

¢ Click the radio button next to
Auto if you want SnapManager
to recovers the database to the
last transaction or commit.

¢ Click the radio button next to
SCN and enter an SCN in the
box. With this option
SnapManager rolls forward the
Oracle SCN log files until it
reaches the SCN number you
specify.

¢ Click the radio button next to
Date and supply a date and
time. SnapManager recovers
the database up to the date and
time you specify.

Note

.Qc SnapManager for Dracle Restore and Recovery Wizard il
(.
Recovery Seltings L‘.
NetApp’

Restore database only, no recovery performed.

" Restore Only

Automatic recovery to be performed, rolls forward as far as possible.

@& Ao

Recovery to be performed to selected SCH.

I—

& sCH

Recovery to be performed to selected date.

 Date

fooe-nzza] @ o =R

= Back | Mext = I

Cancel |

For more information on these types
of recovery operations, see
“Approaches to backing up,
restoring, and recovering data” on
page 21

Click Next to continue.
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Step

Action

5 | At the Execute Operation screen, _
(N "
Verify the information you’ve & SnapManager for Oracle Restore and Recovery Wizard il
Supplied. Execute Operation L‘:’
NetApp’

If you need to correct anything,

click Back until you reach the Below is a summary of your changes.

screen containing the information Restore the backup of database scrdoc in profile GATESTING.

you want to correct. Restore Settings

Restore Scope: Complete
If the information is correct and you Foree Restare: to
want to complete this operation, Recovery Settings
. Recovery to Perform: Auto
click Execute.
= Back | Cancel
6 | The Completing the SnapManager for Oracle Restore and Recovery Wizard screen appears.

Click the tab Operation Details to see details.

If the operation completed successfully, click Finish.

If the operation failed, you can click Back to return to screens and correct the information.
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Managing SnapManager Operations 6

About this chapter This chapter describes how to use SnapManager to manage information about the

databases.
Topics in this This chapter includes the following topics:
chapter & “Aborting an operation” on page 84

*
*
*
*

“Displaying information about backups” on page 87
“Removing backups” on page 90
“Mounting and unmounting backups” on page 93

“Checking the version of SnapManager” on page 97
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Aborting an operation

SnapManager’s
abort feature

Using the abort
command

84

SnapManager lets you abort any of its operations that are currently executing
from the CLI as well as any operation that was in progress when an interrupt,
such as a system crash, occurred.

The abort operation lets SnapManager perform a graceful cleanup of the
operation. This cleanup is necessary because SnapManager maintains
information on current operations persistently in order to prevent two
incompatible operations from executing simultaneously. For example,
SnapManager does not let you perform a restore operation if a backup operation
is in progress for that database. If the backup operation was incomplete, you need
to perform a abort operation to release the resources associated with that
operation.

In addition, SnapManager may have performed an operation on the database or
storage that needs to be undone; for example, taking a snapshot. You could use
the abort operation to undo the action.

When you execute an abort operation, SnapManager updates its persistent state
of information. Without the cleanup, you would not be able to execute additional
operations.

You can use the smo manage abort command to:
¢ Clean up after an incomplete backup

SnapManager automatically attempts to abort a backup operation if it fails
due to an external cause, such as losing the connection to the storage system.
If this happens, there may still be resources being used by the backup
operation. To clean up these resources, you need to run the abort operation
against the failed backup. For example, the abort operation would unlock the
target database for other operations and update the repository metadata
regarding the failed operation.

For more information SnapManager’s states, such an incomplete backup, see
“SnapManager operational states” on page 26.

¢ (Not recommended) Abort a backup while it is running
When you abort a backup, SnapManager attempts the following:

% To kill the SnapManager processes

Aborting an operation



General steps for
aborting an
operation from the
CLI or the GUI

% To cleanly abort any pending SnapManager backup operations on the
target database and/or on the storage systems.

< To unlock the target database for other SnapManager operations. For
example, suppose that the backup operation put a tablespace in backup
mode. The smo manage abort command takes the tablespace out of
backup mode. If a snapshot was created during the backup operation,
the smo manage abort command removes that snapshot from the
storage system.

There are two important cautions you need to keep in mind if you abort a backup
that is in progress;

*

If you run the abort operation against a backup that is performing a
verification (i.e., the verify option is enabled), SnapManager aborts both the
verification and the backup.

If the abort operation fails, you may need to perform a manual cleanup. For
an example, you may need to take a tablespace out of backup mode, remove
a useless snapshot, or remove the target database lock file.

Both the CLI command and the GUI require similar information if you want to
abort an operation. This section takes you though the basic steps. For a syntax
example, see “Aborting an operation from the CLI” on page 86. For steps on
using the GUI, see “Aborting an operation from the GUI” on page 86.

The basic steps for aborting an operation are as follows:

1.

Specify the label or GUID for the operation you want to abort. This can be
either:

% If you are aborting a backup, specify the label you supplied when you
created the backup

< If you are aborting another operation, specify the GUID for the
operation. (For more information about the GUID, see “General notes
about the commands” on page 114.)

Specify the name of the profile associated with the operation.

(Optional) Specify whether you want SnapManager to force the abort to
happen.

(Optional) Specify how you want SnapManager to handle messages when
executing the command from the CLI. For more information on these
options, see “Common options for handling messages shown on the console”
on page 116.
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To abort a backup from the CLI, use the smo manage abort command. It has the
following general format:

smo manage abort {-id backup-id |—label label_name}
-profile profile name [-force] [-quiet | -verbose]

For details on the options and arguments used in this command, see “The smo
manage abort command” on page 128.

To abort a backup operation from the SnapManager GUI, complete the following
steps.

Note
Currently, you can only use the abort operation in the GUI to abort backup
operations.

Step | Action

1 | Select Abort. You can select this option only if the backup operation is no longer running.

operation.

2 | SnapManager displays a pop-up -
window asking you to confirm that \&" Abort Backup x|
you want to abort the backup

operation.

If you want SnapManager to perform ™ Force backup abaort.

the abort even if resources are still

tied up by the backup operation, Ik Cancel

check the “Force backup abort” box.

Click OK to execute the abort

@ Are you sure youl watt to abort backup Test1?
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Displaying information about backups

Listing information
in current backups

General steps for
listing backup
information from
the CLI or GUI

You can quickly check on which backups you’ve made for a profile and what
their state is by executing the smo manage list command from the CLI or
viewing the backup reports from the GUI. For each profile, the smo manage list
command displays the information on the most recent backup first and then
continues until it has displayed information on all the backups. It ends with the
oldest backup. This operation displays the following information for each
backup:
¢ The database name, host name, and profile name
¢ The date and time the operation was performed
& For each operation, it displays:

<  The backup ID

< The label

< Any comment

< Whether the operation succeeded or failed

< A list of the storage system/volume/snapshots created

< A list of the mount points comprising the backup

< Information about whether the backup was verified

< Information about whether the backup was used to create a database
clone

Both the CLI command and the GUI require similar information if you want to
display information about backups. This section takes you though the basic steps.
For a syntax example, see “Listing backup information from the CLI” on

page 88. For steps on using the GUI, see “Listing backup information from the
CLI” on page 88.

The basic steps for listing information about backups are as follows.

1. Specify the name of the profile from which the backups you want to view
were created.

2. (Optional) Specify how you want SnapManager to handle messages when
executing the command from the CLI. For more information on these
options, see “Common options for handling messages shown on the console”
on page 116.
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To display information on a backup from the CLI, use the smo manage list
command. It has the following general format:

smo manage list -profile profile_name
[-quiet | -verbose]

For details on the options and arguments used in this command, see “The smo
manage list command” on page 130.

To display information about a backup from the GUI, look at the Property dialog
for that backup by completing the following steps.

Step | Action

profile.

1 | Select the profile you want to modify.

You can select the profile from the Navigation pane by expanding repository that contains the

2 | Right-click on the backup and select Properties from the pop-up menu.

3 | The Properties dialog box provides
information about the backup. It
organizes the information into the

. . Backup
following sections: { & -
¢ General information about the - Genersl
backup Carmmert:
& Storage information Seore: L
Start Time: 2006-02-23 023242
¢ Information form the verify End Time: 2006-02-23 02.33.25
operation, if it was performed Status: ®
Click the tab for the section you want TXDB — B
to view. CAMLITE
UNDOTEST =l

Week1 Properties x|

Storage | Verify Details

r Files

foracleizor _valiant_SiR2_scrdoc/datatodb0l dibf ﬂ
foracleizcr _valiant_9iR2_scrdoc/dataicwmiite0] o
.l’oriacle.l’sc:r valiart SiR2 Scrdoc.ﬁ'nisc.ﬂ.mdotlbsm Pl
4 3

(s Cancel | Al |
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Step | Action

4 | Click OK when you’ve finished.

Chapter 6: Managing SnapManager Operations

89
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Using the remove
backups feature

General steps for
removing a backup
from the CLI or GUI
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You can remove backups for a database at any time. It’s a good practice to
remove a backup when you no longer need it and free up the space it occupied.
For example, there is a limit on the number of snapshots per volume that you can
have. If you remove backups you no longer need, you reduce the chance of
reaching the limit of 255 snapshots.

SnapManager’s remove operation lets you specify which backups you want to
remove for a specific profile. You can use this operation even if you specified a
number of successful backups for SnapManager to retain when you set up the
profile.

Note
SnapManager uses a sliding window approach to retaining backups. It keeps
successful backups based on the value you supply for the profile operation’s
retain option. It also keeps a list of failed backups. The failed backups to not
affect the space on the disk. For more information on how SnapManager handles
backups, see “SnapManager’s policy for retaining backups” on page 32.

Both the CLI command and the GUI require similar information if you want to
remove a backup. This section takes you though the basic steps. For a syntax
example, see “Removing a backup using the CLI” on page 91. For steps on using
the GUI, see “Removing a backup using the GUI” on page 91.

The basic steps for removing a backup are as follows:

1. Specify either the name of the backup you want to remove or the number of
backups you want to keep.

The name of the backup can be either:

«

% The label you supplied when you created the backup
% The GUID.

o

2. Specify whether you want SnapManager to retain any of the backups. If you
set the -retain option to 0, SnapManager removes all the backups.

3. Specify the name of the profile from which the backup was created.

Removing backups



Removing a backup
using the CLI

Removing a backup
using the GUI

4. (Optional) Specify whether you want SnapManager to force the removal of

the backup.

5. (Optional) Specify how you want SnapManager to handle messages when
executing the command from the CLI. For more information on these

options, see “Common options for handling messages shown on the console”

on page 116.

To remove a backup from the CLI, use the smo manage remove command. It has

the following general format:

smo manage remove {-label label name | -id backup_guid |
-retain number} -profile profile_name [-force]

[-quiet | -verbose]

For details on the options and arguments used in this command, see “The smo

manage remove backup command” on page 133.

To remove a backup using the GUI, complete the following steps.

Step | Action

1 | Select the backup you want to remove.

2 | Right-click on the backup you want to

Repositaries

delete and select Delete Profile from [J pocs
[
the pop-up menu. g v

Reports

Sackup Details

Clone Details

Label

= @ otfine

Restore Backup...
Clone Backup...
“erify Backup
Mourt Backup
Untnount Backup
Abort Backup
Dele 11l

Properties
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Step

Action

The Delete Backup pop-up box
appears.

You can check the “Force backup
delete” if you want SnapManager to
force the deletion. When you check
this box, SnapManager deletes the
backup even if there are problems
freeing the resources associated with
the backup. For example, if the
backup was cataloged with RMAN,
but the RMAN database no longer
exists, including -force on the
command line lets SnapManager
delete the backup even though it
cannot connect with RMAN

Click OK to confirm the deletion.

& Delete Backup x|

@ Are you sure you want to delete backup Offline’?

™ Force backup delete

OK | Cancel |
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Mounting and unmounting backups

Using the mount
and unmount
features

General steps for
mounting and
unmounting
backups from the
CLl or GUI

When you use SnapManager, it automatically handles mounting a backup to
make it available to the host or unmounting a backup to make it unavailable.

SnapManager provides the mount and unmount operations for situations where
you are using an external tool such as RMAN to access the files in the backup. In
that case, you can use the mount operation to change the state of a backup to
allow access and the unmount operation to change the state of a backup to deny
access.

The smo manage mount command displays a list of paths where the snapshots
comprising the backup have been mounted.

The smo manage unmount command lets you free up resources on the host when
the backup is no longer needed for external operations.

Both the CLI command and the GUI require similar information if you want to
mount or unmount a backup. This section takes you though the basic steps. For a
syntax example, see “Mounting and unmounting a backup from the CLI” on
page 94. For steps on using the GUI, see “Mounting a backup using the GUI” on
page 95 and “Unmounting a backup using the GUI” on page 95.

Whether you are performing a mount or unmount operation, the basic steps for
are the same. You need to:

1. Specify the name of the backup you are working with. This can be either:
% The label you supplied when you created the backup

The 32-character HEX string (GUID) that SnapManager generated
when you created the backup. (For more information about the GUID,
see “General notes about the commands” on page 114.)

2%
<

2. Specify the name of the profile from which the backup was created.

3. (Optional) Specify whether you want SnapManager to force the operation
(either mount the backup or unmount it).

4. (Optional) Specify how you want SnapManager to handle messages when
executing the command from the CLI. For more information on these
options, see “Common options for handling messages shown on the console”
on page 116.
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To mount a backup from the CLI, use the smo manage mount command. It has
the following general format:

smo manage mount -id backup-id -label label_name
-profile profile name [-force] [-quiet | -verbose]

For details on the options and arguments used in this command, see “The smo
manage mount command” on page 131.

To unmount a backup from the CLI, use the smo manage unmount command. It
has the following general format:

smo manage unmount -id backup-id -label Iabel_name
-profile profile name [-force] [-quiet | -verbose]

For details on the options and arguments used in this command, see “The smo
manage unmount command” on page 136.

The following is an example of a mount operation.

# smo manage mount -label test -profile gal -verbose

SMO-13039 [INFO ]: Operation GUID: 8abc01b30844958e01084495a3b40001
SMO-08024 [INFO ]: Beginning to connect snapshot
SMO_ESDB1_P_C_20051219142901EST_8abc01b308447d850108447dc8bb0002
of mount(s) [/u02/app/oracle/esdbl].

SMO-08026 [INFO ]: Done connecting snapshot
SMO_ESDB1_P_C_20051219142901EST_8abc01b308447d850108447dc8bb0002
of mount(s) [/u02/app/oracle/esdbl].

SMO-13011 [INFO ]: Successfully completed operation: Manage
SMO-13036 [INFO ]: Operation Status: SUCCESS

SMO-13037 [INFO ]: Elapsed Time: 0:00:31.086

The following is an example of an unmount operation:

# smo manage unmount -label test -profile gal -verbose

SMO-13039 [INFO ]: Operation GUID: 8abc01b308449e7d0108449e94£80001
SMO-08027 [INFO ]: Beginning to disconnect connected mount (s)
[/u02/app/oracle/esdbl_SMO_ESDB1_P_C_20051219142901EST 8abc01b3084
47d850108447dc8bb0002] .

SMO-08029 [INFO ]: Done disconnecting connected mount (s)
[/u02/app/oracle/esdbl_SMO_ESDB1_P_C_20051219142901EST 8abc01b3084
47d850108447dc8bb0002] .

SMO-13011 [INFO ]: Successfully completed operation: Manage
SMO-13036 [INFO ]: Operation Status: SUCCESS

SMO-13037 [INFO ]: Elapsed Time: 0:00:32.435
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Mounting a backup  To mount backup from the SnapManager GUI, complete the following steps.
using the GUI

Step | Action

1 | From the Navigation panel, select the backup you want to mount.

2 | Select the Mount backup operation.

3 | SnapManager displays a pop-up box
asking you to confirm that you want Mount Backup
to mount the backup.

Click yes.

4 | When the operation finishes,
SnapManager displays a pop-up box Mount Backup E x|
letting you whether the operation

. @ Backup susancaroll mounted successfully,
succeeded or failed.

Click OK.

Unmounting a To unmount backup from the SnapManager GUI, complete the following steps.
backup using the
GUI

Step | Action

1 | From the Navigation panel, select the backup you want to unmount.

2 | Select the Unmount backup operation.

3 | SnapManager displays a pop-up box
asking you to confirm that you want Unmount Backup
to unmount the backup.

Click yes.
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Step

Action

When the operation finishes,
SnapManager displays a pop-up box
letting you whether the operation
succeeded or failed.

Click OK.

Unmount Backup X

@ Backup susancaroll unmaunted successiully.
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Checking the version of ShapManager

Using the version SnapManager provides a version operation that lets you determine which version
operation of the product you are running on your local host.

Determining the To determine which version of SnapManager the host is running, execute the smo
version of version command. It has the following format:

SnapManager smo version [-verbose]
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Using SnapManager to Clone Databases 7

About this chapter This chapter discusses using SnapManager to clone backups of database
instances. It also presents the steps you need to follow to clone a database from
either the CLI or the SnapManager GUI.

Topics in this This chapter includes the following topics:
chapter & “General information about cloning backups using SnapManager” on
page 100

¢ “Creating a clone map file” on page 102

*

“Cloning a database” on page 106
¢ “Using cloning with RAC databases” on page 111
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SnapManager’s
clone feature

How the clone
feature works
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SnapManager’s clone feature lets you quickly create a copy of a database
instance that is an exact replica of the original database. You create the clone
from a full backup that was created while the database was offline.

Using SnapManager to create the clone provides the following advantages:

*

*

Speed. SnapManager can instantaneously replicate data volumes and data
information.

Space efficiency. Creating a clone using SnapManager requires essentially
no overhead. The clone is a snapshot of the original database instance so,
like all snapshots, it requires space only for the changes between the backup
and the clone. It can also grow as needed. In contrast, a physical clone of the
database requires that you have sufficient space available to copy the entire
database.

Virtual copy. The clone is a virtual copy of its original that you can use as
needed within your organization. For example, you can use a clone for such
operations as testing and bug fixing, platform and upgrade checks, multiple
simulations against a large data set, and remote office testing and staging.
People can work with the cloned database instance as if it were the original
database; however, their changes to the clone do not affect the original.

Simplicity. You can use either the smo clone command or the SnapManager
for Oracle Clone Wizard to create the clone.

Note
You must create a clone map file before you execute the smo clone
command or the clone wizard. For instructions on creating this file, see
“Creating a clone map file” on page 102.

SnapManager creates a clone using a snapshot of the database. This differs from
a traditional clone, which creates a physical copy of the entire original database
instance. To create a physical copy, you must have space available that is equal to
the current size of the database instance. For example, if your database instance is
17MB, you would need a minimum of an additional 17MB available to hold the
copy. With SnapManager, you can create very space efficient clones very quickly.

General information about cloning backups using SnapManager



Key points about
cloning

Files created during
the clone process

SnapManager’s clone operation uses the FlexClone feature available with Data
ONTAP (see the Data ONTAP documentation for more information on
FlexClone). Instead of creating a physical copy of the database, SnapManager
takes snapshots of the database. The snapshot is a logical copy of the database, so
it is quick to make and does not take up much space.

The basic steps for creating a clone as follows:
1. Create a full backup of the database instance while it is offline.

2. Create a map file for the database instance. SnapManager uses this file to
correctly map information in the clone based on the location of this
information in the original database instance

3. Use either the CLI command or GUI Clone Wizard to create the clone.

For this release, SnapManager only supports cloning from a full, offline backup.
In addition, SnapManager only supports cloning a database on the same host.
You must give the clone a new Oracle System Identifier (SID). Oracle does not
permit you to run two databases with the same SID simultaneously on the same
host.

As part of the cloning process, SnapManager creates the necessary Oracle files
(such as init<clone_SID>.ora) and parameters for the cloned database.

When SnapManager clones the storage for a database, it changes the root mount
point, but it does not change the directory structure under the mount point.

You can clone a Real Application Cluster (RAC) database instance as well as a
non-clustered database instance. By default, a RAC clone starts as a single
database instance. For more information, see “Using cloning with RAC
databases” on page 111.

Once the cloning operation completes, the new database is up and running.

When you clone a database, SnapManager creates a new init<clone_SID>.ora
file for the database in the SORACLE_HOME/dbs directory.

In addition, if the database you cloned was using an spfile, then SnapManager
creates an spfile for the clone. It places this file, called spfile<clone_SID>.ora in
the SORACLE_HOME/dbs directory as well. It also creates the bdump, cdump,
and udump directories.
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Using up a clone
map file

Setting up a clone
map file
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Before you can create a clone, you must set up a file that contains the mapping
information from the source database instance to the cloned database instance.
SnapManager uses this information to determine where to place the files it
clones.

You can create a clone map file with any text editor. The clone map file contains
key-value pairs that show the source locations of the files and the destination
locations.

When you set up a clone map file, use the following conventions:

*

L 2

Enter the key-value pairs in the format:

key=value

For a list of keys you can use in the clone map file, see the table in
“Key-value pairs accepted in the clone map file” on page 103. In this table
the term mapping refers to a string in the format source => destination.

Place each key-value pair on a separate line.
Use a colon to delimit multiple mappings or entries per key.

Use the # to indicate comment lines. SnapManager ignores all lines that start
with #.

(Recommended) Use an extension of .clonemap for the file. SnapManager
accepts any extension for this file, but NetApp recommends you use
.clonemap so that you can quickly locate the file.

Creating a clone map file



Key-value pairs

accepted in the
clone map file

SnapManager lets you use the following keys in this file.

Key

Value

Example

data

Colon-delimited mappings of the data
files. These are the mount points.

This mapping is done from the storage
perspective, not the database
perspective, so you must resolve all the
symbolic links.

You only need to map mount points
that contain data files (i.e., the files in
V$DATAFILE).

data=<source_mntpoint_1>=><clone_mntpoint_1>
:<source_mntpoint_2>=><clone_mntpoint_2>

bdump

The location of the background dump
destination.

This is the directory where Oracle
generates the corresponding dumps for
the clone. Just specify the directory
pathname.

bdump=>clone_bdump_destination>

cdump

The location of the clone dump
destination.

This is the directory where Oracle
generates the corresponding dumps for
the clone. Just specify the directory
pathname.

cdump=>clone_cdump_destination>

udump

The location of the user dump
destination.

This is the directory where Oracle
generates the corresponding dumps for
the clone.

Just specify the directory pathname.

udump=>clone_udump_destination>

Chapter 7: Using SnapManager to Clone Databases

103




Key

Value

Example

archlog

A colon-delimited mapping of
directories.

This mapping is done from the
database perspective, not the storage
perspective, so you should not resolve
the symbolic links.

You must specify the directory
mapping at a level that is deeper than
the mount point level.

You must specify a mapping for each
archive log destination.

archlog=<source_archlog_destl>=><clone_arc
hlog_destl>:<source_archlog_dest2>=><clone
_archlog_dest2>

redolog

A colon-delimited mapping of
directories.

This mapping is done from the
database perspective, not the storage
perspective, so you do not need to
resolve the symbolic links.

You can specify the directory mapping
at a level that is deeper than the mount
point level.

You must specify a mapping for each
redolog destination.

redolog=<source_redolog_destl>=><clone_red
olog_destl>:<source_redolog_dest2>=><clone
_redolog_dest2>

control

A colon-delimited list of absolute
paths indicating the filenames that
specify where SnapManager should
generate the control files for the cloned
database.

control=<clone_controlfile_1>:<clone_contr
olfile 2>
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Sample clone map The following is a sample clone map file.
file

data=/mnt/oracle/data=>/mnt/oracle/data_clone

bdump=/mnt/oracle/misc_clone/bdump

cdump=/mnt/oracle/misc_clone/cdump

udump=/mnt/oracle/misc_clone/udump
archlog=/mnt/oracle/misc/archlg=>/mnt/oracle/misc_clone/archlg:/mnt/oracle/misc/archlg
2=>/mnt/oracle/misc_clone/archlg2:/mnt/oracle/misc/archlg3=>/mnt/oracle/misc_clone/arc
hlg3

redolog=/mnt/oracle/misc/redolg=>/mnt/oracle/misc_clone/redolg
control=/mnt/oracle/misc_clone/control_cloneOl.ctl:/mnt/oracle/misc_clone/control_clon
el2.ctl
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Cloning a database

General steps for
cloning a database
from the CLI or GUI
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Both the CLI command and the GUI wizard require similar information if you
want to clone a database. This section takes you though the basic steps. For a
syntax example, see “Cloning a backup database from the CLI” on page 107. For
steps on using the GUI, see “Cloning a backup database from the GUI” on

page 107.

The basic steps for cloning a database instance you have backed up are as
follows.

1.

Specify the name of the backup. This can be either:
% The label you supplied when you created the backup

The 32-character HEX string GUID that SnapManager generated when
you created the backup. (For more information about the GUID, see
“General notes about the commands” on page 114.)

2%
<

Supply a SID for the new, cloned database.

2
<

If you are cloning a RAC database and you want the clone to be a RAC
database, enter the database name of the new RAC database.

< If you want the clone to be a non-RAC database, enter the SID for the
database.

Note
Oracle does not let you run two databases with the same SID simultaneously
on the same host. Because of this, you must supply a new SID for each
clone.

Specify the name of the profile from which the backup was created.

Specify the path to the file containing the clone mapping information. This
can be an absolute or relative path. You must set up the clone map file before
you start the clone operation.

(Optional) Specify how you want SnapManager to handle messages when
executing the command from the CLI. For more information on these
options, see “Common options for handling messages shown on the console”
on page 116.

When the cloning operation completes, the new database instance is up and
running.

Cloning a database



Note
After performing a clone, you should put the new database SID in the Oracle
oratab file. SnapManager only performs backup operations on databases that are
listed in the oratab file. You should also add the database to your TNSNAMES
file on your client machines.

Cloning a backup To use the CLI smo clone command to clone a backup of a database instance,
database from the complete the following steps.
CLI

Note

Make sure that the backup you are cloning is a full backup that was created while
the database was offline.

Step | Action

1 | Create a clone map file. For instructions on how to do this, see
“Creating a clone map file” on page 102.

2 | Enter the smo clone command. It has the following general format:

smo clone {-id backup-GUID | -label label name}
-profile profile name
-newSID new_sid
-clonemap full_path to_mapfile
[-quiet | -verbose]

For details on the options and arguments used in this command, see
“The smo clone command” on page 123.

Example: The following example creates a clone from a backup
labeled QAdrop1, which is included in the profile AIIQA. The clone
uses the map file dropl.clonemap, which is located on the host.

smo clone -label QAdropl -profile Al1QA -newSID EXC79D
-clonemap ./maps/dropl.clonemap

Cloning a backup To use the GUI’s SnapManager for Oracle Clone Wizard to clone a backup of a
database from the database instance, complete the following steps.
GUI
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Note

Make sure that the backup you are cloning is a full backup that was created while
the database was offline.

Step | Action

1 | Create a clone map file. For instructions on how to do this, see “Creating a clone map file” on
page 102.

2 | If the SnapManager GUI is not running, start it. For information on doing this, see “Starting the
GUI” on page XX.

3 | From the Navigation pane in the GUI, select the backup to clone.
Select repository > profile to display the backups for that profile.

4 | Select Clone Backup.

Repositaries Lakel
You can select this operation from =7 intrepid | @ offine
the menu or from the Tasks pane. =[] pocs
Loy ™
The SnapManager for Oracle Clone sl et Batip
. ‘I I
Wizard starts. e R
Note Prafile Detsils ifmui Bt
. Eackup Details Unmourt Backup
ThlS. example usesa backup from the B e
PI’Ofllf? DOCS in the repository Custom Reports T
1ntrep1d. Properties
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Step | Action

5 | Atthe Clone Settings screen, enter
the new OI‘aCle SID for the new .Qc SnapManager for Oracle Clone Wizard il
database. This must be a unique Clone Seftings ¢
alphanumeric name. It can be up to 8 NetApp
characters long.

Mewe SID for the cloned database.

Note ey IO Iclone1

You must enter a new SID because
Oracle does not let you run two
databases with the same SID
simultaneously on the same host.

Click Next to continue.

= Back | Mext = I Cancel |

6 | At the Clone Map screen, enter the

fllll path to the Clone map file YOll .Qc SnapManager for Oracle Clone Wizard LI
can use the browse feature in this Clone Map o
screen to locate the file. NeEARH
Clle Next to Continue. Program Files\NTAPsmatscrdoc_valiant clonemap

Select a file above fram which to load the clone map.

tata=imrtblowfizhiealiant_SiR2_scrdocidsta==imntblowfizhizcrdoc_cloneidata: imntil
cump=imnthlowfishizcrdoc_clonefbdump
oump=nnthlowfishizcrdoc_cloneicdump
cdummp=imnthlowfishizcrdoc_cloneidump
Erchlog=fmntblowfishiealiant_SiIR2_scrdocimizc==fmnthlowfish/zcrdoc_clonefnisc: fors
edolog=nthblowfishivaliant_9iR2_scrdocinisc==fmnthlowfishizcrdoc_clonednizc:fors
control=imnthblowfishizcrdoc_clonedmiscicontrald] ctlimntblowfishizcrdoc_clonedmisc,

4 | >l

= Back | Mext = Cancel |
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Step

Action

If you successfully created the clone, click Finish.

7 | At the Execute Operation screen,
Verify the information you’Ve .Qc SnapManager for Oracle Clone Wizard x|
Supphed' Execute Operation L‘.L
NetApp’
If you need to correct anything, click
Back until you reach the screen Below is a summary of your changes. =
COHtaining the information you want Cresting & clone of database scrooc using backup Offing.
to correct. Clone Settings
Mew SI0: CLOMET
If the information is correct and you
. . Clane Map:
want to create this clone, click data=imrtblowfishiealiant_3iR2_scrdocidata==imnthiowfishizordac_cloneidata:
baump=/nthlowfishizcrdoc_clonefbdump |
Execute. coump=nrtilowfishiscrdoc_clonelcdurmp
udump=/nnthlowfishizcrdoc_cloneidump
archlog=fmntblowfizhiealiant_SiR2_scrdocimizc==mnthblowfizh/zcrdoc_cloneim
red0Iog=.l‘mnt.l'b|0WfishNaIiant_QiR2_sc:rd0c:.l'misc:::.l‘mm.fblowfish.fscrdoc:_cloneinlll
1| »
= Back | Execute I Cancel |
8 | The Completing the SnapManager for Oracle Clone Wizard screen appears.

If the clone creation failed, you can click Back to return to screens and correct the information.
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Using cloning with RAC databases

Options for cloning  When you have a RAC database, you can clone it to be either a RAC database or

RAC databases anon-RAC database. The cloned database is identical to the original database
except that it is started as a normal database. SnapManager sets the Oracle
parameter “cluster.database” to false.

Using a RAC You can use the database as a non-RAC database. To start and stop the database,
database as a set ORACLE_SID parameter to the SID of the cloned database and run SQLPlus.
non-RAC database For example, you could enter the following command lines:

$ smo clone -label rac_full_backup -profile rac_profile
-newsid clonel -clonemap rac_nfs.clonemap -verbose
$ export ORACLE_SID=clonel

$ sglplus
Cloning a RAC If you want to clone a RAC database and then start a one node RAC instance,
database complete the following steps.

Step | Action

1 | Use the database name of the new RAC database instance as the
value for the -newsid option in the SnapManager smo clone
command.

Note
Do not use the Oracle SID as the name of the new RAC database
instance.

2 | When the cloning operation completes, rename the
fileinit<clone_SID>.ora to init<clone_local_instance_SID>.ora.
Then edit that file to set the RAC database instance information.

3 | Register the cloned RAC database with srvctl.
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Example of setting The following command lines set up a cloned database as a one node RAC
up a cloned instance.

database $ smo clone -label rac_full_backup -profile rac_profile
-newsid CLONEl -clonemap rac_nfs.clonemap
-verbose
$ export ORACLE_SID=CLONE1
$ sglplus

shutdown immediate;
$ mv initCLONEl.ora initCLONEll.ora
$ vi initCLONEll.ora
* . cluster_database = TRUE
CLONE11l.instance_number=1
CLONE12.instance_number=2
CLONE1l.thread=1
CLONE12.thread=2
CLONE11l.undo_tablespace="'UNDOTBS1'
CLONE12 .undo_tablespace='UNDOTBS2 "'
$ srvctl add database -d CLONEl -o
/u02/app/oracle/product/10.2.0/db -m rtp.netapp.com -r primary -y
manual
$ srvctl add instance -d CLONE1 -i CLONEll -n anzio
$ srvctl start instance -d CLONE1l -i CLONE11l
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SnapManager Command Reference 8

About this chapter This chapter provides details about the CLI commands you can use with

SnapManager.
Topics in this This chapter discusses the following topics:
chapter &  “Collecting information needed by SnapManager Commands” on page 114
¢ “Common options for handling messages shown on the console” on
page 116
& “The smo backup command” on page 117
¢ “The smo check command” on page 122
& “The smo clone command” on page 123
¢ “The smo dump command” on page 125
¢ “The smo manage abort command” on page 128
¢ “The smo manage list command” on page 130
¢ “The smo manage mount command” on page 131
¢ “The smo manage remove backup command” on page 133
¢ “The smo manage unmount command” on page 136
¢ “The smo pfile command” on page 138
& “The smo profile create command” on page 139
¢ “The smo profile delete command” on page 144
¢ “The smo profile list command” on page 146
¢ “The smo profile show command” on page 147
& “The smo profile update command” on page 148
¢ “The smo restore and recovery command” on page 153
& “The smo verify command” on page 156
¢ “The smo version command” on page 158
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Collecting information needed by ShapManager Commands

Collecting
information needed
by commands

General notes
about the
commands

114

This chapter provides details that you can use as you execute SnapManager. For
each command, it supplies the following:

*
L 4

*

Recommended usage formats

Information on the keywords, options, and arguments available with the
commands and the values you should supply

Examples of the commands

The sections provide a quick overview of using these commands. For more
information on the commands, see the chapter “Backing Up and Restoring
Databases” on page 67.

The following are general notes about the commands:

*

NetApp recommends that, when you create a backup, you supply a name for
the backup using the -label option. This provides you with an easy to use
name for the backup.

Labels are case-sensitive. When you use the label, make sure you enter it
exactly as you created it.

SnapManager automatically generates a Globally Unique Identifier (GUID)
for each backup, which is a 32-character HEX string.

To determine what the GUID is, run the smo manage list command.

If the shell on your host limits the number of characters that can appear on a
command line, you can use the smo pfile command. This command lets
you put a SnapManager command in a text file and execute it that way. For
more information, see “The smo pfile command” on page 138.

If you are working online, you can get information about individual
commands by issuing the smo help command. This command has the
following format:

# smo help [backup|restore|clone|verify|manage|profile|check|dump]

Note
If you enter smo help with the manage option, you can get help on the
abort, list, remove, mount, and unmount portions of the smo manage
command.
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Command options SnapManager expects command options to be entered as case-sensitive. For
are case-sensitive example, if you enter a label name, make sure it reflects the case of the label
when you created it.

The only exception to this is the profile name. SnapManager is not case sensitive

when you enter it.
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Common options for handling messages shown on the console

Command options
affecting the display
of messages

116

For each command, SnapManager lets you specify where you want it to display
messages.

SnapManager has three levels of messages that it can display to the console:
¢ Error

¢  Warning

¢ Informational

Note
Regardless of the level of detail you specify using a command option,
SnapManager always writes messages to the log files.

There are two command line options that control the amount of output
SnapManager displays on the console:

¢ -quiet. This option tells SnapManager to only display error messages to the
console.

¢ -verbose. This option tells SnapManager to display error, warning, and
informational messages to the console/

If you do not specify either option, SnapManager displays error messages and
warnings to the console.
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The smo backup command

Using the smo
backup command

The smo backup command lets you create backups of databases on one or more
storage system volumes. When the smo backup command completes, it returns a
Globally Unique Identifier (GUID) for the backup. The GUID is a 32-character

HEX string generated by the system. (For more information about the GUID, see
“General notes about the commands” on page 114.)

Usage format for smo backup:

smo backup -online | -offline | -auto
{-full | -files Iist | -tablespaces list}
-profile profile name
[-verify] [-label name]
[-comment comment]
[-force] [-quiet | -verbose]

The following is a summary of the information you need to supply when you use
the smo backup command.

Note
Before you perform this command, you must create a database profile using the
smo profile command. For information on how to do this, see “The smo profile
create command” on page 139.
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Requirement Argument

Specify the state the database must be in when you perform the backup.
¢ -auto. SnapManager checks the state of the backup and determines which kind of backup to
perform:
< If the archive log mode and database online mode are enabled, it performs an online backup of
the database.
< If the database is in a mounted state, it performs an offline (cold) backup.
< If the -force option is specified and none of the above are true, it does an offline backup
¢ -online. SnapManager performs the backup while the database is up (i.e., a hot backup).

¢ -offline. SnapManager performs the backup while the database it is shut down (i.e., a cold backup).
In this case, the database is mounted, but not open. If the database is up when you include this option,
the backup fails.

Note
If you specify the -online option when the database is shut down or the -off1ine option when the
database is up, the backup fails. To prevent this failure, include the -force option on the command line to
have SnapManager attempt to switch backup to the correct state.

¢ -online ~

¢ -offline ~

4 -auto ~

Specify whether you want SnapManager to back up the entire database or only part of it:

¢ When you specify a full backup, SnapManager makes a copy of the entire database. This includes all
the data, log and control files.

¢ When you specify a partial backup, SnapManager copies only the portion of the database you specify
and the log and control files. You can specify either a list of tablespace names (-tablespaces) or a
list of file names (-files). Use commas to separate the names in the list. Do not include any spaces
in these lists. If you specify filenames and the database is up, SnapManager ensures that the
tablespace containing the files is in hot backup mode.

¢ -full ~
& -files list comma-separated list of file names (no spaces)
¢ -tablespaces list comma-separated list of tablespace names (no spaces)
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Requirement Argument

Provide information about the database by entering the name of the profile for the database you want to

back up.

Note

You must have set up this information previously using the smo profile command. See the “The smo

profile create command” on page 139.

¢ -profile name

name of the profile

(Optional) Specify whether you want to

SnapManager to verify that the files in the database were not

corrupt. If you include the -verify option, SnapManager invokes the Oracle utility dbv.

Note

If you include this option, the backup operation does not complete until the verify operation completes.

For more information about the -verify option, see the “Example of smo verify command line” on

page 157.

& -verify
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Requirement Argument

(Optional) Specify information about the backup. SnapManager lets you enter the following
information:

¢ -label. Enter a name for the backup. This name must be unique for that profile. This option lets you
supply an easy-to-recognize name for the backup. The name you supply can contain alphanumeric
characters and the following special characters: underscore (_) and hyphen (-). It cannot start with a
hyphen.

If you do not supply a label, SnapManager creates a default label that has the format
<scope>_<type>_<date> where

% scope is either F to indicate a full backup or P to indicate a partial backup.

< type is either C to indicate an offline (cold) backup or H to indicate an online (hot) backup.

«

% date is the year, month, day, and time of the backup. By default, SnapManager uses a 24-hour
clock.

For example, if you performed a full backup with the database offline on Jan. 16, 2006, at 5:45:16
p-m. Eastern standard time, SnapManager would create the label F_C_20060116174516EST.

Whether you specify a label or not, SnapManager generates a GUID for the backup. (See “General
notes about the commands” on page 114.)

¢ -comment. Supply a comment to describe this backup. This comment can be any single-quoted
string. For example, you might enter ‘QA database’ so that you can quickly identify the contents of
the backup.

Note
Some shells strip off quote marks. If that is true for your shell, you must escape the quote with a
backslash (\). For example, you might need to enter: \’ this is a comment\’ to keep your shell
from stripping off the quote marks.

& -label name unique name you want to assign to the backup

¢ -comment comment string to describe the backup

(Optional) Decide if you want SnapManager to force a state change if the database is not in the correct
state. For example, if you use this option, SnapManager might change the state of the database from
online to offline, based on the type of backup you specify and the state that the database is in.

& -force ~

120 The smo backup command



Requirement Argument

(Optional) Decide if you want messages from the CLI displayed on the console or only written to a log

file. By default, SnapManager displays the error messages on the console and writes the messages to the
log file. For details on these options, see “Common options for handling messages shown on the console”
on page 116.

Note
Even if you specify the -quiet option, SnapManager still displays error messages on the console in
addition to writing them to the log file.

¢ -quiet ~

& -verbose ~
Examples of smo The following is a sample command line that uses the smo backup command.
:?aCKuP command # smo backup -online -tablespaces takel,users, hr

ine

-profile EXC79 -verify -label EXC79-Prod-Full
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The smo check command

Using the smo The smo check command lets you confirm that all the components of the
check command environment required to run SnapManager are set up correctly.

Usage format for smo check:

smo check -profile profile_name
[-quiet | -verbose]

The following is a summary of the information you need to supply when you use
the smo check command.

Requirement Argument

Enter the name of profile you created previously. SnapManager checks the environment for this profile.
This profile defines all the credentials that SnapManager requires when working with a database. As part
of the verification process, the smo check command confirms that the database included in this profile is
accessible.

& -profile profile_name name of an existing profile

(Optional) Decide if you want messages from the CLI displayed on the console or only written to a log

file. By default, SnapManager displays the error messages on the console and writes the messages to the
log file. For details on these options, see “Common options for handling messages shown on the console”
on page 116.

Note
Even if you specify the -quiet option, SnapManager still displays error messages on the console in
addition to writing them to the log file.

¢ -quiet ~

4 -verbose ~

Examples of smo The following is a sample command line that uses the smo check command.
check command )
line # smo check -profile testers
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The smo clone command

Using the smo The smo clone command lets you create a clone of a backed up database. You
clone command can only use this command with full backups that were created while the
database was offline.

Usage format for smo clone:

smo clone {-id backup-id | -label label name} -profile profile name
-newSID new_sid profile_name
-clonemap file_name
[-quiet | -verbose]

The following is a summary of the information you need to supply when you use
the smo clone command.

Requirement

Argument

string.

Specify the backup containing the database you want to clone. The backup must be a full, offline backup;
you cannot clone a partial backup. To specify the backup, supply one of the following:

¢ The default GUID that SMO generated when you created the backup. This is a 32-character HEX

¢ The name you specified when the backup was created. You have the option of entering a name as the
value for -label when you set up the smo backup command line.

& -id backup_guid

GUID generated when you created the backup

& -label label _name

name you supplied when you created the backup

Note

Specify a new Oracle SID for the clone to use. This identifier can be a maximum of eight characters.

Oracle does not let you run two databases with the same SID simultaneously on the same host.

4 -newSID new_sid

Oracle SID for the cloned database

Specify the name of the profile from this the backup was made.

¢ -profile profile name

name of the profile
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Requirement Argument

Specify the pathname to the file containing the mapping for the clone. This can be a relative or absolute
pathname.

¢ -clonemap filename path to the clone-mapping file

(Optional) Decide if you want messages from the CLI displayed on the console or only written to a log
file. By default, SnapManager displays the error messages on the console and writes the messages to the
log file. For details on these options, see “Common options for handling messages shown on the console”
on page 116.

Note
Even if you specify the -quiet option, SnapManager still displays error messages on the console in
addition to writing them to the log file.

¢ -quiet ~

¢ -verbose ~
Examples of smo The following is a sample command line that uses the smo clone command.
clone command . .
line # smo clone -label EXC79-Prod-Full -newsid EXC79D -profile EXC79

Once the smo clone command completes, the database is up and running.
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The smo dump command

Using the smo The smo dump command lets you create a dump file containing information about
dump command your backup. This file can be helpful if you need to troubleshoot a problem with
the operation.

Usage format for smo dump:

smo dump [-id backup-id | -label label name] -profile profile_name
[-quiet | -verbose]

The following is a summary of the information you need to supply when you use
the smo dump command.

Requirement Argument

(Optional) Specify the name of the backup. This can be either of the following:

¢ The default GUID that SMO generated when you created the backup. This is a 32-character HEX
string.

¢ The name you specified when the backup was created. You have the option of entering a name as the
value for -label when you set up the smo backup command line.

¢ -id backup_guid GUID generated when you created the backup

& -label label_name name you supplied when you created the backup

Specify the name of the profile from this the backup was made.

¢ -profile profile name name of the profile

(Optional) Decide if you want messages from the CLI displayed on the console or only written to a log

file. By default, SnapManager displays the error messages on the console and writes the messages to the
log file. For details on these options, see “Common options for handling messages shown on the console”
on page 116.

Note
Even if you specify the -quiet option, SnapManager still displays error messages on the console in
addition to writing them to the log file.

¢ -quiet ~

& -verbose ~
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Examples of smo The following is a sample command line that uses the smo dump command.
dump command

line # smo dump -label EXC79-Prod-Full -profile EXC79
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The smo help command

Using the smo help  The smo help command displays information about the SnapManager

command commands and their arguments. If you do not supply an argument with this
command, it displays the syntax graph for the entire SnapManager command set.
If you supply a command with this argument, it displays the syntax graph for that
command.

Usage format for smo profile help:

smo help [command]

The following is a summary of the information you need to supply when you use
the smo help command.

Requirement Argument

(Optional) Include the command about which you want information.

If you omit the this option, SnapManager displays a list of commands.

¢ command SnapManager command
Example of smo The following is a sample command line that uses the smo help command to
help command display information about the smo backup command.
line

# smo help backup
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The smo manage abort command

Using the smo
manage abort
command

The smo manage abort command tells SnapManager to halt the current
operation and clean up after it. Anytime you need to stop an operation or an
interrupt occurs to halt an operation, you need to execute this command.

Caution
Executing this command could put the database in an unknown state.

You can also use this command if SnapManager performed an operation on the
database or storage that needs to be undone. For example, if it took a snapshot
that needs to be undone, you would use the abort operation to undo the action.

SnapManager keeps a persistent state of which processes are running to prevent
incompatible operations from executing simultaneously. The smo manage abort
command enables SnapManager to perform a graceful shutdown and maintain
this persistent state.

Usage format for smo manage abort:

smo manage abort {-id backup-guid | -label label_name}
-profile profile name
[-force] [-qguiet | -verbosel

The following is a summary of the information you need to supply when you use
the smo manage abort command.

Requirement

Argument

Specify the backup that the operation you want to abort is using. You can identify the backup by either of

the following:

¢ The GUID that SMO generated when you created the backup. (For more information about GUIDs,
see “General notes about the commands” on page 114.)

¢ The name you specified when the backup was created. You have the option of entering a name as the
value for -label when you set up the smo backup command line.

& -id backup_guid

GUID generated when you created the backup

& -label label_name

name you supplied when you created the backup

Specify the name of the profile from this the backup was made. The backup can be a portion of the
profile; it does not have to contain the entire profile.

128

The smo manage abort command




Requirement Argument

¢ -profile profile _name name of the profile

(Optional) Decide if you want SnapManager to force the operation to abort.

& -force ~

(Optional) Decide if you want messages from the CLI displayed on the console or only written to a log

file. By default, SnapManager displays the error messages on the console and writes the messages to the
log file. For details on these options, see “Common options for handling messages shown on the console”
on page 116.

Note
Even if you specify the -quiet option, SnapManager still displays error messages on the console in
addition to writing them to the log file.

¢ -quiet ~

¢ -verbose ~
Example of smo The following is a sample command line that uses the smo manage abort
manage abort command.

command line .
# smo manage abort -label EXC79-Prod-Full -profile EXC79
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The smo manage list command

Checklist for This checklist is a planning aid for displaying information about your backup.
displaying backup .
information Usage format for smo manage list:

smo manage list -profile profile_name

The following is a summary of the information you need to supply when you use
the smo manage list command.

Requirement Argument Value you want to supply

Specify the name of the profile that contains this backup. The backup can be a portion of the profile; it
does not have to contain the entire profile.

¢ -profile profile name name of the profile
Example of smo The following is a sample command line that uses the smo manage list
manage list command.

command line ) )
# smo manage list -profile EXC79
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The smo manage mount command

Using the smo
manage mount
command

The smo manage mount command lets you mount a backup in order to perform a
recover operation. You should only need to use this command if you are using an
external tool such as RMAN. This command displays a list of paths where the
snapshots in the backup have been mounted.

Note

SnapManager automatically handles mounting backups if you use the smo
restore command to restore the backup.

Usage format for smo manage mount:

smo manage mount {-id backup-id | -label label name}
-profile profile_name
[-quiet | -verbose]

The following is a summary of the information you need to supply when you use
the smo manage mount command.

Requirement

Argument

string.

Specify the name of the backup that you want mounted. This can be either of the following:
¢ The default GUID that SMO generated when you created the backup. This is a 32-character HEX

¢ The name you specified when the backup was created. You have the option of entering a name as the
value for -label when you set up the smo backup command line.

& -id backup_guid

GUID generated when you created the backup

& -label label _name

name you supplied when you created the backup

Specify the name of the profile from this the backup was made.

¢ -profile profile name name of the profile
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Requirement Argument

(Optional) Decide if you want messages from the CLI displayed on the console or only written to a log

file. By default, SnapManager displays the error messages on the console and writes the messages to the
log file. For details on these options, see “Common options for handling messages shown on the console”
on page 116.

Note
Even if you specify the -quiet option, SnapManager still displays error messages on the console in
addition to writing them to the log file.

¢ -quiet ~

¢ -verbose ~
Example of smo The following is a sample command line that uses the smo manage mount
manage mount command.

command line .
# smo manage mount -label EXC79-Prod-Full -profile EXC79
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The smo manage remove backup command

Using the smo
manage remove
backup command

The smo manage remove backup command lets you remove backups. You can
use this prune your backup list or to remove backups that SnapManager does not
automatically remove, such as backups that were used to create a clone or
backups that failed.

You can use this command to remove backups that are not affected by the -retain
option you set when you created or modified the profile (see “The smo profile
create command” on page 139 and “The smo profile update command” on

page 148.)

You can use this command to tell SnapManager to remove backups used as
clones and failed backups.

Usage format for smo manage remove backup:

Smo manage remove backup
{-id backup_guid | -label label name | -retain number}
-profile profile name
[-force] [-quiet | -verbose]

The following is a summary of the information you need to supply when you use
the smo manage remove command.
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Requirement Argument

Decide whether you want to delete a specific backup or limit the number of backups you have to a
specific number.

To delete a specific backup enter one of the following:
¢ -id backup_guid. The GUID that SMO generated when you created the backup. (For more
information about GUIDs, see “General notes about the commands” on page 114.)

& -label label_name. The name you specified when the backup was created. You have the option of
entering a name as the value for -label when you set up the smo backup command line.

To delete successful backups until you have only a specific number remaining, enter the following:

& -retain number. This option tells SnapManager how many backups to keep. It keeps the number of
backups you specify and removes all other backups. It removes the oldest backups first. For example,
if you had five backups labeled May, June, July, August, and September and you put -retain 3 on
the command line, SnapManager would remove the backups May and June. If you specify 3 backups
to be retained and you only have 2 backups, SnapManager does not remove any backups.

To delete all the backups, set this value to O.

¢ -id backup_guid GUID generated when you created the backup
& -label label_name name you supplied when you created the backup
& -retain number number of backups to keep; if you enter 0, SnapManager

removes all backups

Specify the name of the profile that contains the backups you want to remove. The backup can be a
portion of the profile; it does not have to contain the entire profile.

¢ -profile profile name The name of the profile from which the backup was made

(Optional) Decide if you want SnapManager to force the removal of the backup. When you include this
option, SnapManager removes the backup even if there are problems freeing the resources associated
with the backup. For example, if the backup was cataloged with RMAN, but the RMAN database no
longer exists, including -force on the command line lets SnapManager delete the backup even though it
cannot connect with RMAN.

¢ -force ~
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Requirement Argument

(Optional) Decide if you want messages from the CLI displayed on the console or only written to a log

file. By default, SnapManager displays the error messages on the console and writes the messages to the
log file. For details on these options, see “Common options for handling messages shown on the console”
on page 116.

Note
Even if you specify the -quiet option, SnapManager still displays error messages on the console in
addition to writing them to the log file.

¢ -quiet ~

¢ -verbose ~
Examples of smo The following are sample command lines that use the smo manage remove
manage remove command.

command line ) .
# smo manage remove backup -retain 14 -profile EXC79

# smo manage remove backup -label EXC79-Prod-Full
-profile EXC79
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The smo manage unmount command

Using the smo
manage unmount

The smo manage unmount command lets you unmount a backup that you want to
use in a recover operation. You should only need to use this command if you are

command using an external tool such as RMAN. You can use this command to free up
resources on the host when you no longer need the backup.
Note
SnapManager automatically handles unmounting backups if you use the smo
manage restore command.
Usage format for smo unmount:
smo manage unmount {-id backup-id | -label label_name}
-profile profile name
[-force] [-quiet | -verbose]
The following is a summary of the information you need to supply when you use
the smo manage unmount command.
Requirement Argument

string.

Specify the name of the backup you want to unmount. This can be either of the following:
¢ The default GUID that SMO generated when you created the backup. This is a 32-character HEX

¢ The name you specified when the backup was created. You have the option of entering a name as the
value for -label when you set up the smo backup command line.

& -id backup_guid

GUID generated when you created the backup

& -label label _name

name you supplied when you created the backup

Specify the name of the profile from this the backup was made.

¢ -profile profile name name of the profile

(Optional) Decide if you want SnapManager to force an unmount. When you include this option,
SnapManager performs an unmount even if there are problems freeing the resources associated with the

backup.
& -force ~
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Requirement Argument

(Optional) Decide if you want messages from the CLI displayed on the console or only written to a log

file. By default, SnapManager displays the error messages on the console and writes the messages to the
log file. For details on these options, see “Common options for handling messages shown on the console”
on page 116.

Note
Even if you specify the -quiet option, SnapManager still displays error messages on the console in
addition to writing them to the log file.

¢ -quiet ~

¢ -verbose ~
Examples of smo The following is a sample command line that uses the smo manage unmount
unmount command  command.
line

# smo manage unmount -label EXC79-Prod-Full -profile EXC79
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The smo pfile command

Using the smo pfile
command

The smo pfile command lets you put commands in individual text files and have
SnapManager execute the command that way.

Use this command if the shell on your host limits the number of characters that
can appear on a command line. Enter the command line and its options exactly as
you would if you were able to enter on the command line.

You can only put one command in each file.

Usage format for smo pfile:

smo pfile file_name

The following is a summary of the information you can supply when you use the
smo pfile command.

Requirement

Argument

Create a text file to contain the command. You must create a new file for each command.
Place the command line and all its options in the text file.

Save the text file and enter its path name on the smo pfile command line. SnapManager the processes
the command you entered in the file.

& file name

path to text file containing the command line you want to execute

Example of smo
pfile command
line

138

This example creates a profile by putting the profile command in a text file.
Suppose you have a text file called commands.txt in /bin that has the following
smo profile create command in it:

smo profile create TESTER -repository DBl -host macbeth
-username bali -password high -port 1521 -database QAl
-username sys -password pacific -port 1522
-host florida -hostagent -username admin -password springs
-OSAccount oracle -asm +ASM -username lei
-password aloha -port 1522

Now you can create the profile by entering the smo pfile with that file.

# smo pfile /bin/commands.txt

The smo pfile command




The smo profile create command

Using the smo
profile create
command

The smo profile create command lets you create a profile of a database. This
profile contains the host and database credentials SnapManager needs in order to
perform its backup and restore operations.

Usage format for smo profile create:

smo profile create profile_name

{-repository name -username username -password password
-port port_number -host host}

{-database name -username username -password password -host host
-port port_number }

[-rman [-controlfile | -username username -password password
-tnsname tnsname] ]

{-hostagent -username username -password password}

{-0SAccount account_name}

[-asm name -port port_number -username username
-password password]

[-retain number]

[-quiet | -verbose]

The following is a summary of the information you need to supply when you use
the smo profile create command.

Note
To update a profile, you use the command smo profile update instead of smo
profile create.

Requirement

Argument

unique for that host.

Specify the name you want to use for this profile. This name can be up to 30 characters long and must be

& profile name

name of the profile
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Requirement

Argument

Enter the name of the repository that will contain this profile. Use either the global name or the SID.

Keep in mind that this repository must reside in a different database from the database associated with
this profile. This is because the repository contains both the credentials for the database and the names of
any snapshots taken of the database during a backup. It keeps this information in an encrypted file.

You must also specify the connection information for the repository. This is the information that
SnapManager needs in order to connect to the Oracle database. You must supply:

¢ The database host. This can be either the host name or the host IP address.

¢ The username and password for connecting to the Oracle database containing the repository.
¢ The port number to use to connect.

¢ -repository name name of the repository that will contain the profile

% -host host

name or IP address of the database host

>

% -username username

username for connecting to the database where the repository

resides

% -password password

password for connecting to the database where the repository

resides

%  -port port_number

port number for connecting to the database

You must specify the database to be operated on and the information SnapManager needs in order to

connect to the database:

¢ The name of the database you want in this profile
& The database host (either the host name or its IP address).
¢ The username and password for connecting to the Oracle database.
¢ The port number to use to connect.
¢ -database name name of the database being profiled
%  -host host name of the database host
4 -username username username for connecting to the database
%  -password password password for connecting to the database
%  -port port_number port number for connecting to the database
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Requirement Argument

(Optional) If you want to catalog the SnapManager backups with RMAN, you must include the RMAN
connection information in the profile also. To use RMAN, you must supply:
¢ The option -rman.

¢ (Optional) The -controlfile option if you want to use the control files instead of the RMAN
catalog.

¢ If you do not use the -controlfile option, you must provide:

o

% The username and password for connecting to the RMAN catalog.

%  The tnsname connection name (this is defined in the tsname.ora file).

4 -rman ~

K3

< -controlfile ~

%  -username username username for connecting to the RMAN catalog
% -password password password for connecting to the RMAN catalog
% -tnsname tnsname connection name in the tnsname file

You must specify the host agent and the username and password required to connect to it. Typically, this
password is admin.

Note
SnapManager requires that the NetApp Host Agent be installed.

4 -hostagent ~

%  -username username username for connecting to the host agent

2

% -password password password for connecting to the host agent

You must specify the name of the Oracle database user account. This is the account that SnapManager
uses to perform the Oracle operations such as startup and shutdown. It is typically the user who owns the
Oracle software on the host; for example, oracle.

¢ -osaccount owner_name name of the Oracle database owner account

(Optional) If you use the Oracle Automatic Storage Management (ASM) instance, you must specify the
information SnapManager needs in order to connect to it:

¢ The username and password for connecting to the Oracle database.

¢ The port number to use to connect.
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Requirement Argument
¢ -asm name name of the ASM instance
4 -username username username for connecting to ASM
%  -password password password for connecting to ASM
%  -port port_number port number for connecting to ASM

(Optional) This option applies only to successful backups that were not used to clone a database. It does
not affect unsuccessful backups, which SnapManager keeps, or backups used to clone a database.

Specify the number of successful backups you want to SnapManager to retain. Enter an integer. If you do
not supply a number here, SnapManager replaces the previous backup each time it creates a new backup.

Note
You can specify any integer you like here; SnapManager does not have a limit. If you keep every backup,
you may eventually reach the snapshot limit or run out of space.

When you include the retain option, SnapManager keeps the most recent successful backups up to the
number you specify. When SnapManager produces a successful backup that causes it to exceed this
number, it deletes the oldest successful backup, unless that backup was used to clone a database.
SnapManager does not delete backups used to create clones or unsuccessful backups. You must execute
the smo manage remove operation to remove those backups.

Note
The unsuccessful backups do not affect the storage. Only the successful backups require space on the
storage.

& -retain number number of backups that are kept

(Optional) Decide if you want messages from the CLI displayed on the console or only written to a log

file. By default, SnapManager displays the error messages on the console and writes the messages to the
log file. For details on these options, see “Common options for handling messages shown on the console”
on page 116.

Note
Even if you specify the -quiet option, SnapManager still displays error messages on the console in
addition to writing them to the log file.

¢ -quiet ~

& -verbose ~
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Example of smo The following is a sample command line that uses the smo profile command.
profile create

command line # smo profile create TESTER -repository DBl -host macbeth

-username bali -password high -port 1521 -database QAl
-username sys -password pacific -port 1522

-host florida -hostagent -username admin -password springs
-OSAccount oracle -asm +ASM -username lei

-password aloha -port 1522
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The smo profile delete command

Using the smo The smo profile delete command lets you delete a profile of a database.
profile delete .
command Usage format for smo profile delete:

smo profile delete profile name [-force] [-quiet | -verbosel

The following is a summary of the information you need to supply when you use
the smo profile delete command.

Requirement Argument

Specify the name you of the profile you want to delete.

& profile_name name of an existing profile

(Optional) Decide if you want SnapManager to attempt to force the deletion. If the profile has backups
associated with it, the delete operation fails unless you include this option. When you include the -force
option, SnapManager attempts to delete all backups for that profile.

Even with the -force option on the command line, the profile delete operation could fail if the database is
not in the correct state. This is because SnapManager does not change the database state in order to delete
backups during a profile delete. If the SnapManager cannot delete the backups in the current database
state, you must either:

¢ Manually remove the backups using the smo manage remove command. For example, if the database
is shutdown and the backups are cataloged with RMAN, you must first manually remove the backups
before you can perform a successful profile delete operation.

& Put the database in the correct state before you perform the profile delete operation.

& -force ~

(Optional) Decide if you want messages from the CLI displayed on the console or only written to a log

file. By default, SnapManager displays the error messages on the console and writes the messages to the
log file. For details on these options, see “Common options for handling messages shown on the console”
on page 116.

Note
Even if you specify the -quiet option, SnapManager still displays error messages on the console in
addition to writing them to the log file.

¢ -quiet ~
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Requirement

Argument

4 -verbose

Example of smo
profile delete
command line

The following is a sample command line that uses the smo profile delete
command.

# smo profile delete TESTER
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The smo profile list command

Using the smo The smo profile list command lets you display a list of the current profiles. If you
profile list include the-verbose option with this command, it displays the contents of each
command profile.

Usage format for smo profile list:

smo profile list [-verbose]

The following is a summary of the information you need to supply when you use
the smo profile list command.

Requirement Argument

(Optional) Include the -verbose option if you want SnapManager to display the build date and the
contents of each profile.

If you omit the this option, SnapManager only displays the profile descriptor.

¢ -verbose ~
Example of smo The following is a sample command line that uses the smo profile list
profile list command.

command line , ,
# smo profile list -verbose
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The smo profile show command

Using the smo The smo profile show command lets you display information about a profile. If
profile show you include the-verbose option with this command, it displays the contents of
command the profile you specify.

Usage format for smo profile show:

smo profile show -profile profile_name [-verbose]

The following is a summary of the information you need to supply when you use
the smo profile list command.

Requirement Argument

Specify the name of the profile that you want to display information on.

& profile_name name of an existing profile

(Optional) Include the -verbose option if you want SnapManager to display the profile contents.
Without this option, SnapManager only displays the profile descriptor.

If you omit the this option, SnapManager only displays the version number and the profile name.

¢ -verbose ~
Example of smo The following is a sample command line that uses the smo profile show
profile show command.

command line ,
# smo profile show ga_prof -verbose
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The smo profile update command

Using the smo
profile update
command

148

The smo profile update command lets you modify the information in an existing
profile of a database. The only differences between this command and the smo
create command are that the profile must already exist and you use update
instead of create.

You must use this command if any of the user name/password information
associated with the database change. If you use the command to change your user
name or password, make sure you first change the information on the host or
database.

When you update a profile, you only need to include the block of command
options that apply to the section you are changing. For example, if you want to
update the repository information, you would only need to supply the profile
name and the block of options that affect the repository.

Usage format for smo profile update:

smo profile update profile_name

[-respository name -host host -username username
-password password -port port_number ]

[-database name -host host -username username
-password password -port port_number ]

[-rman [-controlfile | -username username -password password
-tnsname tnsname] ]

[-hostagent -username username -password password]

[-OSAccount account_name]

[-asm name -username username -password password
-port port_number]

[-retain number]

[-quiet | -verbose]

The following is a summary of the information you need to supply when you use
the smo profile update command.

Note
To create a profile, you use the command smo profile create instead of smo
profile update.

The smo profile update command



Requirement Argument

Specify the name you of the profile you want to update.

& profile_name name of an existing profile

Enter the name of the repository that containing the profile.

You must also specify the connection information for the repository. This is the information that

SnapManager needs in order to connect to the Oracle database. You must supply:

¢ The database host. This can be either the host name or the host IP address.
& The username and password for connecting to the Oracle database containing the repository.
¢ The port number to use to connect.
¢ -repository name name of the repository that will contain the profile
% -host host name or IP address of the database host
4 -username username username for connecting to the database where the repository
resides
%  -password password password for connecting to the database where the repository
resides
%  -port port_number port number for connecting to the database

You must specify the database to be operated on and the information SnapManager needs in order to
connect to the database:

¢ The name of the database you want in this profile
¢ The database host (either the host name or its IP address).
¢ The username and password for connecting to the Oracle database.
¢ The port number to use to connect.
¢ -database name name of the database being profiled
% -host host name of the database host
%  -username username username for connecting to the database
%  -password password password for connecting to the database
%  -port port_number port number for connecting to the database
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Requirement Argument

(Optional) If you want to catalog the SnapManager backups with RMAN, you must include the RMAN
connection information in the profile also. To use RMAN, you must supply:
¢ The option -rman.

¢ (Optional) The -controlfile option if you want to use the control files instead of the RMAN
catalog.

¢ If you do not use the -controlfile option, you must provide:

o

% The username and password for connecting to the RMAN catalog.

%  The tnsname connection name (this is defined in the tsname.ora file)

4 -rman ~

K3

< -controlfile ~

%  -username username username for connecting to the RMAN catalog
% -password password password for connecting to the RMAN catalog
% -tnsname tnsname connection name in the tnsname file

You must specify the host agent and the username and password required to connect to it. Typically, this
password is admin.

Note
SnapManager requires that the NetApp Host Agent be installed.

4 -hostagent ~

%  -username username username for connecting to the host agent

2

% -password password password for connecting to the host agent

You must specify the name of the Oracle database user account. This is the account that SnapManager
uses to perform the Oracle operations such as startup and shutdown. It is typically the user who owns the
Oracle software on the host; for example, oracle.

¢ -osaccount owner_name name of the Oracle database owner account

(Optional) If you want to use the ASM instance, you must specify the information SnapManager needs
in order to connect to it:

¢ The username and password for connecting to the Oracle database.

¢ The port number to use to connect.
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Requirement Argument
¢ -asm name name of the ASM instance
4 -username username username for connecting to ASM
%  -password password password for connecting to ASM
% -port port_number port number for connecting to ASM

(Optional) This option applies only to successful backups that were not used to clone a database. It does
not affect unsuccessful backups, which SnapManager keeps, or backups used to clone a database.

Specify the number of successful backups you want to SnapManager to retain. Enter an integer. If you do
not supply a number here, SnapManager replaces the previous backup each time it creates a new backup.

Note
You can specify any integer you like here; SnapManager does not have a limit. If you keep every backup,
you may eventually reach the snapshot limit or run out of space.

When you include the retain option, SnapManager keeps the most recent successful backups up to the
number you specify. When SnapManager produces a successful backup that causes it to exceed this
number, it deletes the oldest successful backup, unless that backup was used to clone a database.
SnapManager does not delete backups used to create clones or unsuccessful backups. You must execute
the smo delete operation to remove those backups.

Note
The unsuccessful backups do not affect the storage. Only the successful backups require space on the
storage.

¢ -retain number number of backups that are kept

(Optional) Decide if you want messages from the CLI displayed on the console or only written to a log

file. By default, SnapManager displays the error messages on the console and writes the messages to the
log file. For details on these options, see “Common options for handling messages shown on the console”
on page 116.

Note
Even if you specify the -quiet option, SnapManager still displays error messages on the console in
addition to writing them to the log file.

¢ -quiet ~
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Requirement

Argument

4 -verbose

Example of smo
profile update
command line

152

The following is a sample command line that uses the smo profile command.

# smo profile update QA -database QAl

-username system -password pacific -host ocean -port 1521
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The smo restore and recovery command

Using the smo The smo restore command lets you restore backups of a database or a portion of a
restore command database and then recover the database information.

Usage format for smo restore:

smo restore {-id backup-id | -label label_name}
-profile profile name
{-complete | -files list | -tablespaces list | -controlfiles}
[-recover -when {auto |scn | date }]
[-force] [-quiet | -verbose]

The following is a summary of the information you need to supply when you use
the smo restore command.

Requirement

Argument

Specify the name of the backup that you want to restore. This can be either of the following:
¢ The default GUID that SMO generated when you created the backup.

¢ The name you specified when the backup was created. You have the option of entering a name as the
value for -label when you set up the smo backup command line.

& -id backup_guid

GUID generated when you created the backup

& -label label_name

name you supplied when you created the backup

Specify the name of the profile from this the backup was made.

& -profile profile_name

name of the profile

the files is in offline.

Specify whether you want SnapManager to restore the entire database or only part of it:
¢ When you specify the complete option, SnapManager restores everything in the backup.

¢ When you specify a partial backup, SnapManager restores only the portion of the backup you specify
and the control files. You can specify either a list of tablespace names (-tablespaces) or a list of file
names (-files). Use commas to separate the names in the list. Do not include spaces in the list. If
you specify filenames and the database is up, SnapManager ensures that the tablespace containing

¢ When you specify the control files option, SnapManager restores only the control files.

4 -complete
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Requirement Argument

& -files list a list of file names separated by commas (no spaces allowed)

¢ -tablespaces list list of tablespace names separated by commas (no spaces
allowed)

¢ -controlfiles ~

(Optional) Specify the point in time to which you want SnapManager to recover the database.
SnapManager provides the following options based on whether you are performing a complete restore of
the backup or a partial restore:

¢ Complete or partial restoration of the database.
% auto. SnapManager recovers the database to the last transaction or commit.
¢ Complete restoration of the database.

% date. SnapManager recovers the database up to the date and time you specify. Use the format
year:month:date:hour:minute:second (yyyy-mm-dd: HH:MM:SS). For example, you might enter
2006-01-25:19:06:22 to specify that the backup should be restored up to Nov. 11, 2005 at 7:06
p.m. 22 seconds. (Whether you use a 24-hour clock or not depends on how you’ve set up the
options for your Oracle database.)

Note
This is the time associated with the database. It is not necessarily the clock time on the host.

% scn. SnapManager rolls forward the Oracle SCN log files until it reaches the SCN number you
specify. For example, you might enter 38464 1. SnapManager would recover the backup up to
that SCN.

4 -when auto ~
(complete or partial)

& -when yyyy-mm-dd:HH:MM:SS | enter the date and time up to which you want the recovery

(complete restore only) operation to continue
¢ -when scn integer representing the SCN number to which you want the
(complete restore only) recovery operation to continue

(Optional) Decide if you want SnapManager to change the database state to a lower state than its current
state. For RAC, you must include the -force option if SnapManager needs to change the state of any
RAC instance to a lower state.

By default, SnapManager can change the database state to a higher state during an operation. You do not
need to enter this option for SnapManager to change the database to a higher state.
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Requirement

Argument

& -force

on page 116.

Note

addition to writing them to the log file.

Even if you specify the -quiet option, SnapManager still displays error messages on the console in

(Optional) Decide if you want messages from the CLI displayed on the console or only written to a log
file. By default, SnapManager displays the error messages on the console and writes the messages to the
log file. For details on these options, see “Common options for handling messages shown on the console”

¢ -quiet

& -verbose

Example of smo The following are sample command lines that use the smo restore command.

restore command
line
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The smo verify command

Using the smo
verify command

The smo verify command lets you check to see if the backup is in a valid format
for Oracle. It checks the block structure within the backed up database. You can

execute this command at any time; you do not need to execute it at the same time
you perform the backup operation.

Note
If you use the -verify option with the smo backup command, it automatically
executes the command after it completes the backup. In fact, the backup
operation does not complete until the verify option finishes.

The smo verify command calls the Oracle dbv command for each data file in the
backup.

Usage format for smo verify:

smo verify {-id backup_guid | -label label name}
-profile profile_name

The following is a summary of the information you need to supply when you use
the smo verify command.

Requirement

Argument

Specify the name of the backup that you want to verify. This can be either of the following:

¢ The default GUID that SMO generated when you created the backup. This is a 32-character HEX
string.

& The name you specified when the backup was created. You have the option of entering a name as the
value for -label when you set up the smo backup command line.

¢ -id backup_guid GUID generated when you created the backup

& -label label name name you supplied when you created the backup

Specify the name of the profile that contains this backup. The backup can be a portion of the profile; it
does not have to contain the entire profile.

*

-profile profile_name name of the profile
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Example of smo The following is a sample command line that uses the smo verify command.
verify command

line # smo verify -label EXC79-Prod-Full -profile EXC79
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The smo version command

Using the smo The smo version command lets you determine which version of SnapManager
version you are running on your local host. If you include the -verbose option with this
command command, it also displays the build date.

Usage format for smo version:

smo version [-verbose]

The following is a summary of the information you can supply when you use the
smo version command.

Requirement Argument

(Optional) Decide if you want messages from the CLI displayed on the console. If you include the
-verbose option, SnapManager displays the build date and the contents of each profile.

If you omit the this option, SnapManager only displays the version number and the profile name.

¢ -verbose ~
Example of smo The following is a sample command line that uses the smo verify command.
version command ,
line # smo version -vebose
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Troubleshooting 9

About this chapter This chapter provides information about the troubleshooting tools and tips that
available to help you. These tools are useful for gathering information as well as
solving problems.

Topics in this This chapter discusses the following topics:
chapter ¢ “Questions to ask when you encounter a problem” on page 160
¢ “Using the dump command to gather information” on page 161
& “General troubleshooting tips for using the GUI” on page 164
& “General troubleshooting tips for working with clones” on page 166
& “General troubleshooting tips for SnapManager” on page 167
¢ “Common error conditions” on page 168
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Questions to ask when you encounter a problem

Diagnosing
problems

160

Sometimes a problem might occur while you are using SnapManager. If that
happens, the following list of questions could help you resolve the issue:

*

Are the target database and the listener running?
To check this, log on with SQLPlus and do a select 1snrctl status.

You want to make sure that the database instance is registered with the
listener.

Is the storage visible and writable?

Use the commands df and sanlun lun show to see if the storage is visible.
If so, go to the directory and check the permissions on a new file in it to
make sure that you can write to the storage system.

Is the NetApp Host Agent configured and running?

The NetApp Host Agent is in /opt/NTAPagent/ntap agent. Stop the NetApp
Host Agent by entering:

ntap-agent stop

Then restart it by entering:

ntap-agent start

Can you run the smo check command?

This command checks to make sure that all the components of the
environment required to run SnapManager are set up correctly. It has the
format:

smo check -profile profile name [-quiet | -verbose]

For more information on this command, see “The smo check command” on
page 122.

Do you have the correct version of SnapManager?
Use the smo version command to check your version of SnapManager.
Is there information in the SnapManager log files that is useful?

SnapManager records all log entries and places them into one set of rotating
log files. It writes multiple operations to the same log file.

By default, the log files are in /opt/NetApp/smo/log.

Questions to ask when you encounter a problem



Using the dump command to gather information

Getting information  SnapManager can create a compressed log file containing all the information
using the dump about a specific backup. The information in the file includes:

command ¢ The steps performed
¢ How long they took
¢ What the outcome of each step was

¢ Any messages or warnings that occurred during the operation

If you encounter a problem with SnapManager that you cannot resolve, you can
send this file to NetApp Global Services for help.

You have the option of specifying the name of the backup when you perform a
dump operation. The only difference in the information that SnapManager
returns is that it only reports storage system information if you provide a name
(either the GUID or the label) for the backup.

Locating the dump When SnapManager performs a dump operation, it creates a file with the name of
file either:

¢ smo_dump_<id>.jar where <id> is either the GUID or backup label. You
must include either the -id backup-name or -label label-name option on the
command line to get the name in this format.

¢ smo_dump_results.jar SnapManager uses this format of the name when you
do not include either the GUID or backup label on the command line.

By default, SnapManager creates the dump file in the /tmp directory. To change
the location, edit the dumpDirectory key in the preferences.properties file.

Information SnapManager gathers information about the backup operation and your
included in the environment and places it in a jar file. You can use the jar command to extract
dump file information from the dump file.

Note

When you specify the dump operation, you have the option of supplying the
name of the backup. SnapManager only reports storage system information if
you provide either the GUID or the label for the backup.
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The dump file contains the following information:

L 2B 2R R IR 2EE 2R JEE JER JEE 2R 4

L 2R R R JER 2NN 2

Operating system version
Environment variables

Java version

SnapManager version
SnapManager preferences
SnapManager messages
log4j properties

SnapDrive version

NetApp Host Agent version
Oracle version

Storage system version for the storage system containing the backup (you
only get this information if you include the backup name when you execute
the dump operation)

Oracle oratab file

Oracle listener status

Oracle network configuration files (listener.ora and tnsnames.ora)
Profile descriptor

smo.log

ntap_agent.log

This section takes you though the basic steps of creating a dump file. For a syntax
example, see “Creating a dump file from the CLI” on page 163.

The basic steps for creating a dump file are as follows:

1. (Optional) Specify the name of the backup for which you want information.

This name can be either:
< The label you supplied when you created the backup
% The GUID

Specify the name of the profile from which the backup was created.

(Optional) Specify how you want SnapManager to handle messages. By
default, SnapManager displays the error and warning messages on the
console. To change this behavior, include either the -quiet option or the
-verbose option on the command line. For more information on these

Using the dump command to gather information



options, see “Common options for handling messages shown on the console”
on page 116.

Creatingadumpfile The smo dump command has the following general format:

from the CLI smo dump [-id backup_ guid | -label label_name]

-profile profile name
[-quiet | -verbose]

For details on the options and arguments used in this command, see “The smo
dump command” on page 125.
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General troubleshooting tips for using the GUI

Make sure you have
the correct version
of the JRE

The backups are
not visible in the
GUI

The profile create
operation fails

164

The SnapManager GUI requires that you have the Sun JRE 1.4.2 installed. You
must install this product before you can run the GUI.

A copy of this version of the JRE is included on the SnapManager CD. It is also
part of the software that is available for downloading from the SnapManager
page on the NOW site.

Symptom: When you restart the GUI and try to check the backups for a certain
profile, it looks as if all the backups have disappeared. All you see are the names
of the profiles.

Explanation: Each time you start a GUI session, you must authenticate the
profile. SnapManager does not display any information about the profile until
you authenticate it.

What to do: Right-click on the profile and select the Load Backup List option
from the pop-up menu. SnapManager displays the Profile Authentication dialog
box. Enter the database user name and password. Once you do this,
SnapManager displays the backup list.

You only need to authenticate the profile once during each GUI session.

Symptom: the profile create operation fails with the following error message:

Unable to run smo: There is no smo.jar in “/1ib”.

Explanation: This happens when someone restarts the NetApp Host Agent
with the wrong SnapManager installation directory.

What to do: You need to stop the NetApp Host Agent and then restart it with
the correct SnapManager installation directory.

Log in as root

Step Action

1 | Log on to the host as root.

General troubleshooting tips for using the GUI




Step Action

2 | Stop the NetApp Host Agent by entering the following command:

# ntap_agent stop

3 | Export the SnapManager installation directory. For example, if your
installation directory is /opt/Netapp/smo, you would enter:

# export SMODIR=/opt/NetApp/smo

4 | Restart the NetApp Host Agent by entering the following command:

# ntap_agent start
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General troubleshooting tips for working with clones

Avoid using a
duplicate SID for
the clone name

Clone attempt fails
saying mount point
is in use

166

If you have trouble creating a clone, make sure you are supplying a unique SID
for the clone.

SnapManager only supports cloning a database on the same host. Because Oracle
does not permit you to run two databases with the same SID simultaneously on
the same host, you must specify a new SID for the clone.

Symptom: The clone operation fails with a message saying that the mount path
you are using is already in use.

Explanation: SnapManager does not let you mount a clone over an existing
mount point. This means it is possible that an incomplete clone did not remove
the mount point.

What to do: Run the smo manage abort command with the clone SID as the
label. Doing this releases the resources so you can use them again.

For example, suppose you tried unsuccessfully to create a clone using the
following command:

$ smo clone -newSID racspcl -profile SMORMANDBASE -label CLONETP

You would then run the following smo manage remove command:

$ smo manage abort clone -label racspcl -profile SMORMANDBASE

You can use the 1s command with the mount point. If it no longer exists, you
should get a message saying “no such file or directory.”

General troubleshooting tips for working with clones



General troubleshooting tips for SnapManager

Backups registered = Symptom: The 1ist backup command that is part of RMAN does not display

in RMAN are not any of the backups that are registered with RMAN.
visible in the . ] )
backup list Explanation: SnapManager backups that are registered with RMAN don’t

display when you use the 1ist backup command.

What to do: Execute the list copy [...] command instead.
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Common error conditions

Error conditions

This section provides general information about the common types of error
messages that you may encounter. This chapter does not include information for
every component or error condition.

The following table provides information about the numerical ranges for the
different types of messages you might see with SnapManager.

Group Range Usage

ENVIRONMENT 1000-1999 Message used to log the state or issues with the operating
environment of SnapManager. These include messages
about systems that the SnapManager interacts with, such
as the host, the storage system, database, SnapDrive for
UNIX, and so on.

BACKUP 2000-2999 Messages associated with the database backup process.

RESTORE 3000-3999 Messages associated with the database restore process.

CLONE 4000-4999 Messages associated with the database clone process.

PROFILE 5000-5999 Messages associated with managing profiles.

MANAGE 6000-6999 Messages associated with managing backups.

VIRTUAL 17000-7999 Messages associated with the Virtual Database Interface.

DATABASE These messages deal with the interface from the product

INTERFACE to the various Oracle versions.

VIRTUAL 18000-8999 Messages associated with the Virtual Storage Interface.

STORAGE This deals with the interface from the product to the

INTERFACE various Data ONTAP and SnapDrive for UNIX versions.

REPOSITORY 9000-9999 Messages associated with the Repository interface.

METRICS 10000-10999 Messages associated with the size of the database backup,

the elapsed time to perform the backup, the time to restore
the database, the number of times a database has been
cloned, and so on.
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Group Range Usage

VIRTUAL HOST 11000-11999 Messages associated with the Virtual Host Interface. This

INTERFACE is the interface to the host operating system. It masks out
the differences between host platforms.

EXECUTION 12000-12999 Messages associated with the execution package,
including spawning and processing operating system
calls.

PROCESS 13000-13999 Messages associated with the process component of
SnapManager.

UTILITIES 14000-14999 Messages associated with SnapManager utilities, global
context, and so on.

DUMP 15000-15999 Messages associated with dump operations.
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