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Preface

About this guide

Audience

Is this the right
guide for you?

Preface

This guide describes how to install SnapManager® 1.5 for Microsoft® SQL
Server™ software and how to migrate, back up, and restore SQL Server
databases using SnapManager.

This guide does not explain how to install, configure, and use the SnapDrive™
features that enable you to create and connect to LUNS, which you must do
before you use SnapManager. For this information and details about how to
configure storage system volumes and enable storage system access, see the
ShapDrive 3.1 Installation and Administration Guide.

This guide does not cover basic system or network administration topics, such as
I P addressing, routing, and other network topology.

This guide isfor system and database administrators who possess a working
knowledge of SQL Server 2000 and Windows® 2000. The discussion assumes
familiarity with the following topics:

O SQL Server 2000 administration

Network functions and operations

Basic concepts for moving data over a network

Your operating system, network, and NetApp® storage system

FCP and iSCSI LUN access protocols

O o o o

Use the following table to determine which documents to read.

If you are... Then read...

Installing NetApp storage The document Data ONTAP™ product

systemsin an Ethernet documentation, which is delivered with

environment the storage system.

InstallingNetApp storage The document Data ONTAP 6.4 System

systemsin a Fibre Channel Administration Block Access

environment Management Guide, which is delivered
with the storage system.

XV



Typographic
conventions

Xvi

If you are...

Thenread...

Installing SnapManager on a
Windows 2000 system that is
connected to a NetApp storage
system and you plan to use Fibre
Channel Protocol (FCP) asthe 0
protocol for your LUN

This document.

The Host Bus Adapter Installation
and Setup Guide 1.0 for Fibre
Channel Protocol on Windows.

If SnapDrive is not aready installed,

read the following guidesin this
order before you install it:

a. TheHost Bus Adapter
Installation and Setup Guide 1.0
for Fibre Channel Protocol on
Windows.

b. The ShapDrive 3.1 Installation
and Administration Guide.

Installing SnapManager on a
Windows 2000 system that is
connected to a NetApp storage
system and you plan to use
iSCSI as the protocol for your
LUN

This document.
If SnapDrive is not aready installed,

read the ShapDrive 3.1 Installation
and Administration Guide first.

Using the SnapMirror® feature
in conjunction with
SnapManager

This document.

The Data ONTAP Data Protection
Guide for your version of Data
ONTAPR.

The following table describes the typographic conventions used in this guide.

Convention Type of information

Italic type

name of the host.

Words or characters that require special attention.

Placehol dersfor information you must supply. For example,
if the guide saysto enter thear p - d hostname command,
you enter the characters “arp -d” followed by the actual

Book titlesin cross-references.

Preface



Special messages

Preface

Convention

Type of information

Monospaced Command and daemon names.
font Information displayed on the system console or other
computer monitors.
The contents of files.
Bol d Words or characters you type. What you type is aways
nonospaced shown in lowercase | etters, unless you must typeit in
font uppercase letters.

This guide contains special messages that appear in the following circumstances:

Note

A note provides important information to help you install or operate your system

efficiently.

Caution

A caution contains instructions that keep you from damaging equipment,
crashing your system, or losing data.

Xvii
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Understanding SnapManager 1

This section provides an overview of how SnapManager 1.5 for Microsoft SQL
Server 2000 works. The following topics are covered:

O “Overview of SnapManager for Microsoft SQL Server” on page 2
0 “Termsand technologies’” on page 7

O “How SnapManager for Microsoft SQL Server works’ on page 11

Chapter 1: Understanding SnapManager 1



Overview of SnapManager for Microsoft SQL Server

New functionality
with this version

SnapManager provides an integrated data management solution for SQL Server
2000 that dramatically boosts the availability and reliability of SQL Server 2000
databases. This section explains briefly what SnapManager does and does not do
and describes its components. See the following topics for more information:

“New functionality with this version” on page 2

“What SnapManager does’ on page 3

“What SnapManager does not do” on page 3

“Where you install and run SnapManager” on page 4

“How you use SnapManager” on page 4

“ About the SnapManager graphical user interface” on page 5
“About the SnapManager command line interface” on page 6

O oo o oo dg

SnapManager 1.5 for Microsoft SQL Server 2000 enabl es the following new
features:

O  Increased maximum supported SQL Server configuration limits

0  Ability to store multiple databases on a LUN with the transaction logs for the
databases on another LUN

O  Multiple management groups for designating various levels of backup
retention: Standard, Daily, and Weekly

O Restore of individual databases when multiple databases share the same
LUN

O  Option to run acommand after a backup operation (typically used for
archiving purposes, including archiving via SnapVault™ software)

Backup naming conventions: generic naming and unique naming
SnapMirror update after operation

Task progress lists

Command line interface for backup and verification operations
Enhanced GUI

Unattended installation

O o oo o g

Overview of SnapManager for Microsoft SQL Server



What SnapManager
does

What SnapManager
does not do

Chapter 1: Understanding SnapManager

SnapManager provides rapid online backup and near instantaneous restoration of
SQL Server 2000 databases by using online Snapshot™ technology from
NetApp. SnapManager isnot a V SS requestor. It uses the Virtual Device
Interface (VDI) API to manage SQL Server 2000 backup and restore operations.

Data management: SnapManager supports the following data management
capabilities:

Migrating SQL Server databases to LUNs on NetApp storage systems
Backing up SQL Server databases from LUNs on NetApp storage systems
Verifying the backed-up SQL Server datafiles

Verifying the backed-up SQL Server transaction log files during backup
Managing the SnapManager backups

Restoring the SQL Server databases from previously created SnapM anager
backups

O o oo o g

Data archival for long-term or remote storage of backups: You can
use SnapManager to create offline archives of snapshots containing SQL Server
backup sets. Three different archive methods are supported:

O Manualy initiated archival using NDMP or the NetApp storage system's
dunp command
Manually initiated archival using a Windows backup utility
Automatic archival using the Run Command After Operation feature with
your backup operation

The SnapVault software can be used to archive backup sets.

The archival of SQL Server database backup sets using SnapManager is
described in Chapter 12, “ Archiving SnapManager Backups,” on page 239 and in
Chapter 13, “Performing Disaster Recovery with SnapManager,” on page 263.

Data replication for disaster recovery: When used with SnapMirror,
SnapManager provides the ability to automatically replicate databases stored on
the source volumeto its mirrored target volume situated locally or remotely. Data
replication using SnapManager with SnapMirror is described in Chapter 11,
“Replicating Backups to Mirrored Volumes,” on page 227 and in Chapter 13,
“Performing Disaster Recovery with SnapManager,” on page 263.

SnapManager 1.5 for Microsoft SQL Server 2000 does not support the following
USes:

0  SnapManager does not support Microsoft SQL Server 6.5, 7.0, or 2005.
O  SnapManager does not support SnapDrive versions prior to 3.1.



Where you install
and run
SnapManager

How you use

SnapManager

O  SnapManager does not create or restore backups of Microsoft SQL Server
2000 databases that are stored on storage devices that are provided by
companies other than NetApp.

O  SnapManager does not support filegroup backups or filegroup restores of
Microsoft SQL Server 2000 databases.

O  SnapManager is not capable of backing up or restoring SQL Server 2000
databases that are accessed via CIFS.

You can run SnapManager on your SQL Server 2000 server or on adifferent
Windows host system. When you run SnapManager on a different Windows
network host, it is called SnapManager remote administration.

Local administration: Typically, you install SnapManager on the same
Windows host system as your SQL Server 2000 server. System requirements for
a SnapManager local administration system are described in Chapter 2,
“Preparing to Install or Upgrade SnapManager,” on page 17.

Remote administration: If youinstall SnapManager on a different computer
remote from the SQL Server 2000 server, you can run SnapManager remotely to
perform any task you can on alocally installed SnapManager system.

System requirements for a SnapManager remote administration system are
described in Chapter 2, “Preparing to Install or Upgrade SnapManager,” on

page 17.

Remote verification: From aremote administration server that is configured
with SnapDrive and SQL Server 2000, you can also perform remote database
verification. Remote verification offloads the CPU-intensive database
verification operations that can affect the performance of your production SQL
Server 2000 server.

System requirements for a SnapManager remote administration system used for
remote verification are described in Chapter 2, “ Preparing to Install or Upgrade
SnapManager,” on page 17.

The setup and use of aremote verification server is described in Chapter 8,
“Backing Up Databases Using SnapManager,” on page 125.

The following steps describe atypical way to use SnapManager:

0  Afterinstalling SnapManager, you use the SnapManager Configuration
Wizard to dismount your SQL Server 2000 databases and move them to

Overview of SnapManager for Microsoft SQL Server



About the
SnapManager
graphical user
interface
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LUNs on a NetApp storage system. The Configuration Wizard ensures that
your SQL Server datais placed correctly.

O  After you configure the SQL Server databases on LUNS, you can use
SnapManager Backup to create backups of the data.

0 If the need arises, you can use SnapManager Restore to restore your SQL
Server databases from one of the backups.

O Using SnapManager’s backup facility to initiate SnapMirror through
SnapDrive, you can create mirror replications of these databases to be used
for various purposes, such as disaster recovery.

The SnapManager graphical user interface enables you to manage backup and
restore operations of SQL Server database files and transaction log files on
LUNSs. The user interface also enables you to schedul e backups and verify the
integrity of databasesin SnapManager backup sets. You can also use the
SnapManager user interface to administer SnapManager for SQL Server on
another SQL Server computer on the network. SnapManager includes the
following components.

SnapManager Configuration: Use the Configuration Wizard to detach your
SQL Server data and log files and move them from the local current disk to the
selected LUNS. It also reattaches the databases and creates Snaplinfo directories
for storing information about backed-up data sets and logs. The Configuration
Wizard also ensures a correct configuration for performing successful backup
and restores. More detailed information is provided in Chapter 5, “ Preparing to
Migrate SQL Server Databases,” on page 65 and in Chapter 6, “Using the
SnapManager Configuration Wizard,” on page 81.

SnapManager Backup: Use either the Backup Wizard or the Backup and
Verification tab to perform and schedule online full data and transaction log
backups. SnapM anager Backup also allows the database verification option to be
run as part of the backup operation. More detailed information is provided in
Chapter 7, “Understanding SnapManager Backup Sets,” on page 107 and in
Chapter 8, “Backing Up Databases Using SnapM anager,” on page 125.

SnapManager Restore: Use either the Restore Wizard or the SnapM anager
Restore tab for rapid recovery of an SQL Server database. The SnapM anager
Restore Wizard guides your selection of the particular backup to restore.
SnapManager also enables you to replay transaction log backups, which restore
your SQL Server database state. More detailed information is provided in
Chapter 9, “Restoring Databases Using SnapManager,” on page 187.



SnapManager Reports: Use the SnapManager Reports tab to access the
operational reports that SnapManager automatically creates for al log files,
database configurations and migrations, deleted snapshots, backups, and restores.
Each report is essentially a history file that includes step-by-step details of the
operation, the final status of the operation, and error messages for any errors
encountered during the operation. More detailed information is provided in
Chapter 10, “Managing SnapManager Operational Reports,” on page 221.

About the The SnapManager command line interface enables you to initiate a backup or
SnapManager verification job. The command supports al of the options available through the
command line Backup and Verification tab or the Backup Wizard in the SnapManager graphical
interface user interface.

6 Overview of SnapManager for Microsoft SQL Server



Terms and technologies

This section defines the terms and technol ogies referenced in this guide. Each
term or technology is described within a SnapM anager-specific context. See the
following topics for more information:

O “backup set” on page 7

“cluster group” on page 7

“database consistency checker (DBCC)” on page 7
“filegroups’ on page 8

“host system” on page 8

“log shipping” on page 8

“MSCS’ on page 8

“multiple instance cluster” on page 8
“quorum disk” on page 8

“recovery model” on page 9
“single-instance cluster” on page 9
“storage system” on page 9

“SQL Server 2000 on page 9

“SQL Server computer” on page 9
“system database” on page 10
“transaction log” on page 10

“user database” on page 10

o oooooooooooooo o

backup set All the data that SnapManager for Microsoft SQL Server 2000 requiresto
perform an individual restore operation.

cluster group A logical group of cluster resources that can be moved from one node to the other
while the nodes remain operational. The cluster group can be moved by the
administrator, or it can be moved as aresult of a cluster resource failure.

database The Microsoft SQL Server 2000 utility for finding and correcting problemsin the
consistency consistency of the database.
checker (DBCC)

Chapter 1: Understanding SnapManager 7



filegroups

host system

log shipping

MSCS

multiple instance
cluster

quorum disk

A group of filesin auser database that have a common logical identity.

A computer that accesses storage on a NetApp storage system.

A process that takes transaction logs from a primary SQL Server and applies
them sequentially on a scheduled basisto another SQL Server. In the event of a
failure, an application could be redirected to the other server, which would be
only dightly unsynchronized with the primary server or potentially up to date
with it, depending on when the |l ast transactions were applied. Log shipping isa
means of protecting organizationsin the event of alogical or physical system
failure.

Microsoft Cluster Services. Software that can be added to an SQL Server
computer to enable an SQL Server system to operate in standby mode for the
primary SQL Server system. SnapManager 1.5 for Microsoft SQL Server 2000
supports two-node clusters in a Windows 2000 Advanced Server environment
and up to four-node clustersin a Windows Server 2003 Enterprise Edition
environment. See also “cluster group” on page 7.

(Active/Active mode) refers to an MSCS cluster in which two or more SQL
Server instances are running on different nodesin the same cluster. Each instance
has its own disk resources that cannot be used by other instances. If one system
fails, the other system takes over its application services. See also “single-
instance cluster” on page 9.

A shared disk resource used by MSCS to keep track of cluster management
information, such as cluster resources and state. The quorum disk should not be
used for SQL Server files. When SQL Server databases are migrated to LUNsfor
use with SnapManager, a separate LUN is required for the quorum disk.

Terms and technologies



recovery model

single-instance
cluster

storage system

SQL Server 2000

SQL Server
computer

Chapter 1: Understanding SnapManager

The three distinct ways that you can recover your SQL Server environment in the
event of afailure. Each model addresses a different need for performance, disk
and tape space, and protection against data loss. The three models are
summarized as follows:

SIMPLE: You recover the most recent full backup and any differential backups
that might exist. Data can be recovered only to the last backup.

FULL: All operations are logged, including bulk operations and bulk loading of
data.

BULK_LOGGED: Certain database operations (including SELECT INTO,
BULK COPY/BCP, CREATE INDEX, WRITETEXT, and UPDATETEXT) are
logged minimally or not at all. Because the BULK_LOGGED recovery model
does not provide point-in-time recovery, therisk of datalossis higher than with
the FULL recovery model.

For more information, see your Microsoft SQL Server 2000 documentation.

(Active/Passive mode) refersto an MSCS cluster with SQL Server installed,
where only one active instance of SQL Server is owned by anode and all other
nodes of the cluster arein a standby state. See also “multipleinstance cluster” on

page 8.

Any NetApp storage system that supports FCP (Fibre Channel Protocol) and
iSCSI (SCSI over IP).

This guide refersto all NetApp storage products (filers, FAS appliances, and
NearStore systems) as NetApp storage systems. In other NetApp documentation,
the termsfiler and appliance have also been used to refer to NetApp storage
systems.

A Microsoft relational database system based on the client/server database
model.

The physical unit of hardware on which a Microsoft SQL Server 2000 database
system is running.



system database

transaction log

user database
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A set of five databases created when you install Microsoft SQL Server 2000. See
also “user database’ on page 10. The five system databases are described as
follows:

distribution database: A database on the Distributor that stores data for
replication, including transactions, snapshot jobs, synchronization status, and
replication history information. Only visibleif replication is turned on.

master database: Records the system-level information, SQL Server
initialization information, and configuration settings for SQL Server. This
database also records all login accounts, the existence of all other databases, and
the location of the primary file for all user databases.

tempdb database: Holds temporary tables and temporary stored procedures.
This database is also used for other temporary storage needs of SQL Server, such
asfor sorting data. A clean copy of the tempdb database is re-created at its
default size every time SQL Server is started.

model database: Servesas atemplate for all other databases on the system,
including the tempdb database. When a database is created, the first part of it is
created as a copy of the contents of the model database. The rest of the database
isfilled with empty pages. The model database must exist on the system because
it is used to re-create tempdb every time SQL Server is started. You can ater the
nodel database to include user-defined data types, tables, and so on. If you alter
themodel database, every database you create will have the modified attributes.

msdb database: Holdstablesthat SQL Server Agent uses for scheduling jobs
and alerts and for recording operators (those assigned responsibility for jobs and
aerts). This database also holds tables used for log shipping and
backup/recovery.

A filein the database that is used to record al modifications to the database.
Information about the transactions that perform modificationsis also kept in the
transaction log. The transaction log stores enough information to undo a
transaction (in case arollback is necessary) or to redo atransaction (in case a
transaction needs to be rolled forward).

A database created by an SQL Server user and used to store application data.
Most users connecting to instances of SQL Server reference user databases only,
not system databases. See also “ system database” on page 10.

Terms and technologies



How SnapManager for Microsoft SQL Server works

This section describes how SnapManager works with the other system
components. See the following topics for more information:

0 “System overview” on page 11

O “How SnapManager and SnapDrive work together” on page 12
0 “How SnapManager works with other backup methods’ on page 13
O “How SnapManager works with snapshots used as backups’ on page 14
0 “How the NetApp storage system safeguards data’ on page 15
System overview SnapManager isan SQL Server 2000-aware application that provides backup and

restore functionality in an SQL Server environment.

Relationship with other components of an SQL Server installation
backed by a NetApp storage system: Thefollowing illustration showsthe
relationship between NetApp storage systems, SnapDrive, and SnapManager 1.5
for Microsoft SQL Server 2000.

SnapManager for
SQL Server 2000

SnapDrive 3.1

iSCSI Or FCP

*
W

NetApp Storage System

Chapter 1: Understanding SnapManager 11



How SnapManager
and SnapDrive work
together
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Relationship with SQL Server components: SnapManager 1.5 for SQL
Server 2000 isinstalled on an SQL Server computer running Windows 2000
Server or Windows Server 2003. SnapManager is an SQL Server 2000-aware
application that uses the SQL Server VDI API and the SQL Distributed
Management Objects (SQL-DM O) to provide backup and restore functionality
inan SQL Server environment, as shown in the following illustration.

Windows Host

SnapManager for Microsoft
Microsoft SQL Server SQL Server

A A A
1 1
! 1
1 D
1 1
| \
1
! VDI AP
Y and
SnapDrive SQL-DMO
A
| FCP oriScCsl

Management APIs

-«—» Data flow

NetApp storage system
- - » Control PP gesy

SnapManager on Windows Server

SnapDrive integrates with the NTFS Windows file system and the Windows
Volume Manager to enable the management of the LUNs on a NetApp storage
system in a Windows environment. SnapDrive provides the underlying layer of
support for SnapManager by making these LUNs available aslocal disks on the
Windows host system.

How SnapManager for Microsoft SQL Server works



How SnapManager
works with other
backup methods

When to use SnapManager: Having SnapDrive installed on the SQL Server
isarequirement for using SnapManager. Once SnapDriveisinstalled and your
LUNSs are created, you can use SnapManager to migrate SQL Server databases
from local disk to LUN and perform backups and restores using Snapshot
technol ogy.

When to use SnapDrive: SnapDrive manages LUNs on a storage system,
making these disks appear available and as ordinary local disks on the Windows
2000 host server. This enables the server to interact with the LUNs as if they
were directly attached, physical disks. You can use SnapDrive to create, connect,
expand, and manage LUNSs. For information about how to perform these tasks
using SnapDrive, see the ShapDrive 3.1 Installation and Administration Guide.

NetApp recommends that you employ SnapManager technology as a
complement to conventional backup processes.

Supplementary backup archive: SnapManager backups are not intended to
replace data archiving schemes in place for long-term or permanent data
retention. Because SnapManager backups reside on primary disk, NetApp
recommends that you move your data to alternative medialocations, such asa
NearStore system or some other type of secondary storage media. NDMP or the
NetApp storage system dunp command are the most efficient methods for
creating archives of the LUN drivefiles.

Enterprise Manager backup utility: Because some types of third-party
backup applications truncate transaction |ogs and interfere with the SnapM anager
for SQL Server recovery process, you should not perform transaction log
backups with any application other than SnapManager for SQL Server.

What SnapManager does not back up: SnapManager does not back up al
the files commonly used by an SQL Server 2000 server. You can use NTBackup
(anative backup utility that ships with Windows) to back up the system state and
the file systems on hard disks connected to the SQL Server.

Note
You can use NTBackup to archive SnapManager backup setsto afile, instead of
using tape, and store that file on a storage system.

Chapter 1: Understanding SnapManager 13
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A snapshot is a point-in-time, read-only copy of an SQL database stored on a
storage system volume. SnapManager Backup uses snapshot functionality to
create real-time, online, read-only copies of the SQL database. Snapshots enable
you to restore your SQL database rapidly if you encounter data corruption or
other problems.

The following illustration provides an example of how snapshots work.

How Snhapshots work

(a) (b) (c)
Before After After block
Shapshot Shapshot updated
Active Active Active
file Snapshot file Snapshot file
system system system

K3
R
'
'
'

t \\\ // # ‘.‘t \\‘\
[allelfele]  [alEl[clle]l  [alle]fc][e]

Example: Suppose you take a snapshot of a file named file.txt that spans four
disk blocksin the active file system. Initially, the snapshot version of file.txt and
the version in the active file system are identical: the same blocks on disk store
both versions, so the snapshot version of file.txt consumes no additional disk
space.

Now suppose that you make a modification to file.txt that affects only one of the
four disk blocks. The new data cannot overwrite the original block because that
block is needed as part of the snapshot. So the new datais written to anew disk
block and the file'sinodes are updated accordingly. The active file system inodes
now reference the three original disk blocks that have not been modified since
the snapshot, plus the one new block. The snapshot inodes still reference the
original four blocks.

If you delete file.txt, the blocks holding its data are no longer part of the active
file system, but they are till part of the snapshot; deleting file.txt from the active
file system does not free any disk space until the snapshot is del eted.

How SnapManager for Microsoft SQL Server works



How the NetApp Under SnapManager, the SQL Server dataand log filesreside on aLUN created
storage system on the NetApp storage system and formatted with the New Technology File
safeguards data System (NTFS).

The NetApp storage system is avolume manager that stores LUNSs. The storage
systems use battery-protected nonvolatile RAM (NVRAM) to protect incoming
file system I/O operations. The contents of NVRAM are flushed to disk at regular
intervals—more frequently if the NVRAM fills up, even during periods of
inactivity. This ensures that the file system is always in a consistent state. The
storage system guarantees that the contents of NVRAM are aways written to
disk, even during a power failure.

Chapter 1: Understanding SnapManager 15
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Preparing to Install or Upgrade SnapManager 2

Before you begin installing SnapManager 1.5 for SQL Server, ensure that you
complete the prerequisite tasks described in this section.

O “What toread” on page 18

“Verifying Windows host system requirements” on page 19
“Verifying NetApp storage system requirements’ on page 25
“Preparing a Windows host system for SnapManager installation” on
page 27

o o o

Chapter 2: Preparing to Install or Upgrade SnapManager
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What to read

Reference
documents

For the most
current information

18

In addition to this guide, you should be familiar with the following guides and
have them at hand, available for reference during installation and administration.
All of the NetApp documents can be found on the NetApp on the Web (NOW)
site at http://now.netapp.com/NOW/knowledge/docs.

You should have the following documents readily available for reference.

For detailed infor mation about...

Read...

Configuring your NetApp storage
system

SnapDrive 3.1 Installation and
Administration Guide

Configuring your Windows host
system

Microsoft Windows documentation

Configuring SQL Server 2000 on
your Windows host system

Microsoft SQL Server 2000
documentation

Installing or upgrading SnapDrive

SnapDrive 3.1 Installation and
Administration Guide

The following documents contain the most current information about NetApp

products.

For current information about...

Read...

Compatible versions of SnapDrive,
SnapManager, and Data ONTAP

ShapManager and ShapDrive
Qualification Matrix

SnapDrive system requirements:
O Operating system
0 Hardware platform

SnapDrive 3.1 NOW Description
Page

0O Network
SnapManager for SQL Server system | ShapManager 1.5 for Microsoft SQL
requirements Server NOW Description Page

What to read




Verifying Windows host system requirements

In the most basic configuration, SnapManager is installed on the same Windows
host system as the Microsoft Windows 2000 SQL Server. In addition to this, you
caninstall SnapManager on one or more remote Windows hosts for remote
administration of the SQL Server 2000 server or for remote verification of the

databases contained in SnapManager backup sets.

The following topics describe the system requirements for all of the previously
listed configurations of SnapManager.

“Windows host system requirements’ on page 19
“SnapManager license requirement” on page 21
“SnapManager service account requirements” on page 21
“SnapDrive requirement” on page 22
“Requirements for a remote administration server” on page 23
“Requirements for aremote verification server” on page 23

0

O o o o o

Windows host
system

To run SnapManager, your system must meet the following requirements.

requirements

Windows host
component

Requirement if the host
system isrunning
Windows 2000 Server

Requirement if the host
system isrunning
Windows Server 2003

Operating system

One of the following:

O  Windows 2000 Server
with SP4

0  Windows 2000
Advanced Server with
SP4 (for MSCS
configurations)

One of the following:
0  Windows Server 2003
Standard Edition

0O  Windows Server 2003
Enterprise Edition (for
MSCS configurations)

Microsoft
Windows
hotfixes

See the SnapDrive
software system
requirements.

See the SnapDrive
software system
reguirements.

Chapter 2: Preparing to Install or Upgrade SnapManager
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Windows host
component

Requirement if the host Requirement if the host
system isrunning system isrunning
Windows 2000 Server Windows Server 2003

Microsoft SQL
Server 2000

One of the following editions of Microsoft SQL Server
2000

0  Standard Edition with SP3a
O Enterprise Edition with SP3a
Note

The preceding requirement does not apply to aremote
administration server.

SnapDrive

SnapDrive 3.1

Note
For aremote administration server, SnapDriveis
optional unless you intend to use the remote
administration server to remotely administer SnapDrive.

Licenses enabled

Depends on the type of SnapManager licensing
purchased:

0 If SnapManager islicensed per SQL Server, a
SnapManager license is required on the Windows
host system.

O If SnapManager islicensed per NetApp storage

system, a SnapManager license is required on the
storage system.

Other hardware
and software

See your SnapDrive documentation for complete details
about the following system requirements:

0 Host hardware platform
O LUN access protocol software

Note
The preceding requirements do not apply to aremote
administration server.

20
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SnapManager
license requirement

SnapManager
service account
requirements

Note
For the most current information about the Windows host system requirements,
see the SnapManager 1.5 for Microsoft SQL Server Description page on the
NetApp on the Web (NOW) site (http://now.netapp.com/NOW/software).

SnapManager 1.5 for Microsoft SQL Server 2000 requires that a SnapM anager
license be enabled on either the SQL Server or on the NetApp storage system.

Per-SQL Server license: Thislicenseisfor a specific SQL Server and
provides capacity-based utilization for enterprise accounts. Thistype of licenseis
also called aper-server license or aserver-side license. With server-side
licensing, no SnapManager license is required on the NetApp storage system.

Note
If you are using a per-server SnapManager license, you can enter the license key
while you areinstalling the SnapManager software (in the Customer Information
screen of the SnapManager software installation utility), or you can enter the
license key later, after SnapManager isinstalled (from the About SnapManager
dialog box).

Per-NetApp storage system license: Thislicenseisfor a specific NetApp
storage system and enables you to use SnapManager on the storage system with
any number of SQL Server instances and any database sizes. Thistype of license
isalso caled aper-filer license or afiler-sidelicense. If no server-sidelicenseis
detected, SnapManager checks the storage system for afiler-side license when a
SnapManager operation isinitiated. If afiler-side license is not enabled, the
SnapManager operation fails and an error is written to the Windows event log.

In order to run the SnapManager Backup and Restore functions, the
SnapManager service account must have sysadmin fixed server role privileges
on the SQL Server. Thisis usually addressed by giving the Windows user
account administrator rights on the SQL Server. You can meet this requirement
by adding the Windows domain account used by SnapManager to the system
administrator’s server role on the SQL Server.

SQL Server authentication: When using SQL Server authentication, the
SQL Server administrator must have sysadmin server role privileges on the
SQL Server instance. SnapManager for SQL Server requires that the database
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SnapDrive
requirement
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administrator have the required privileges to mount and dismount databases,
back up data and transaction log files, and restore those same files. The system
administrator role fulfills all these permissions requirements.

Windows authentication: When using Windows authentication, the
Windows account that you are logged onto the system with must have system
administrator privileges on the SQL Server. Thisaccount is presumably the
same account running SnapDrive. However, some organizations give different
categories of administrators different responsibilities and therefore different
levels of access. For example, one group of administrators might run
SnapManager to manage the SQL Server databases while another group of
administrators might run SnapDrive to manage the LUNS. In this case, separate
accounts would be used for SnapDrive and SnapM anager. The SnapM anager
server would still run under the SnapManager user account.

Note
A storage system administrator must perform and verify the configuration.

In a SnapManager configuration, SnapDrive is required on all Windows host
systems except those that are used exclusively as remote adminstration servers.

On the Microsoft SQL Server 2000 server: In order to use SnapManager
to migrate, back up, and restore SQL Server data, you must have SnapDrive
installed on the same machine and useit to create two or more dedicated LUNsto
hold the SQL Server data and log files and the SnapManager Snaplnfo directory
(the Snaplnfo directory and the transaction log files cannot be housed on the
same LUN).

Note
NetApp recommends a minimum of three LUNSs so that the data files for system
databases and user databases can be placed on separate LUNS.

For a remote administration server: The SnapManager installation
package enables you to install SnapManager on a Windows host system without
SnapDrive. This enablesyou to install SnapManager on aremote system that will
be used to administer the Microsoft SQL Server 2000 server that is running with
SnapManager. Aslong as this remote system will not be used to perform
database verification, SnapDrive is not required.
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Requirements for a
remote
administration
server

Requirements for a
remote verification
server

For a remote verification server: You can also install SnapManager on a
remote Windows host system for the purpose of offloading the CPU-intensive
database verification process. SnapDrive must be installed on thisremote system,
but you do not need to have LUNSs on that system. For installation details, see the
ShapDrive 3.1 Installation and Administration Guide.

Implications for your NetApp storage system: The NetApp storage
system used in your SnapManager environment must also be configured to meet
the SnapDrive license requirements. For information about compatible versions
of SnapManager, SnapDrive, and Data ONTARP, see the SnapManager and
ShapDrive Qualification Matrix on the NOW site. The system requirementsfor a
NetApp storage system used in a SnapManager environment are described in
“Verifying NetA pp storage system requirements’ on page 25.

You do not need to install an iSCSI driver or an HBA driver on this system.

0  SnapDrive does not need to be installed unless you want to use the remote
administration server to remotely administer SnapDrive.

O SnapManager must beinstalled.

Note
Some limitations apply to using SQL Server authentication as the security
authentication method to be used to establish the connection to a remote
administration server. For more information, see “ About SQL Server
authentication” on page 310.

Remote verification is performed using the same mechanisms used for local
verification, except that the verification is performed on a host that is different
from the SQL Server that initiated the backup. This s the reason that you need
SnapDrive and SnapManager installed on your remote verification server, aswell
as connectivity to the NetApp storage system (through FCP or iSCSI).

To run remote database consistency checks, your remote Windows system must
meet the following requirements:;

0 The appropriate LUN driver (iISCSI or FCP) must be installed.

O Theremote Windows system must have connectivity (iSCSI or FCP) to the
NetApp storage system.

O  SnapDrive must be installed.
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Caution
Do not try to connect the SQL Server’s LUNSs to the remote SQL Server.

SnapManager must be installed, but it does not need to be configured. You
must specify the user account that you use for the production SQL Server.

Microsoft SQL Server 2000 must be installed.

The SQL Server used for database verification cannot be avirtual SQL
Server. However, alocal SQL Server instance installed on one of the MSCS
nodes can be used for database verification.

Note
If you cannot use aremote SQL Server instance or alocal nonclustered SQL

Server instance as the verification server, you can select not to perform
database verification. Alternatively, you can select to verify only online
databases before and after backup.

Caution
Although it is possible to restore from an unverified backup, NetApp

strongly recommends that you restore only from verified backups.

The connectivity required to perform remote verification is shown in the
following illustration.

Volume
—
LUN 1
LUN 2
Remote
verificatior
Microsoft Snapshot server
o
N
(] ~Ferorscsr it ,
iL_ll FCPoriSCsI e =] FCP or iSCSI
NetApp

storage system
LAN
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Verifying NetApp storage system requirements

NetApp storage
system
requirements

About the
SnapManager
license requirement

The following topics describe the system requirements for the NetApp storage
systems used with SnapManager for Microsoft SQL Server.

O “NetApp storage system requirements’ on page 25
O “About the SnapManager license requirement” on page 25
0 “About the additional requirements’ on page 26

To be used with SnapManager, your NetApp storage system must meet the
following requirements.

Storage system
component Requirements
Data ONTAP See the ShapDrive 3.1 Installation and Administration
Guide for information about the SnapDrive software
reguirements.
SnapM anager A SnapManager licenseisrequired on the storage system
license only if you have licensed SnapManager on a per-storage-
system basis.
Additional All of the SnapDrive requirements that apply:
requirements 0  SnapRestore® feature
0 iSCSI and/or FCP protocols
O  SnapMirror license (if in use)
0 Preferred IP address (if multiple | P addresses)

If a SnapManager for Microsoft SQL Server licenseis not enabled on the SQL
Server 2000 server, a SnapManager license must be enabled on the NetApp
storage system.

After SnapManager has been installed, you can apply a server-side license key by
clicking the About button in the task bar.
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The NetApp storage system must a so be configured to meet the SnapDrive
requirements that apply.

SnapRestore: In order for SnapManager restore operations to work properly,
the SnapRestore feature of SnapDrive must be licensed on the NetApp storage
system that stores the SQL Server databases. For more information, see the
ShapDrive 3.1 Installation and Administration Guide.

iSCSI or FCP protocols: Theappropriate LUN access protocol software must
be installed on the NetApp storage system that stores the SQL Server databases.
For more information, see the SnapDrive 3.1 Installation and Administration
Guide.

SnapMirror: If you plan to use the SnapMirror® software in conjunction with
SnapManager, alicenseis required on both the source and target storage systems.
For more information, see the SnapDrive 3.1 Installation and Administration
Guide.

SnapDrive preferred IP address: If your NetApp storage system has
multiple | P addresses, configure the SnapDrive preferred |P address.

0  For SnapDrive 3.1, see the NetApp Knowledge Base article KB4350 on the
NOW site.

O  For newer versions of SnapDrive, see the SnapDrive documentation.
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Preparing a Windows host system for SnapManager installation

Before you install SnapManager on a supported Windows host system, complete
the following steps.

Step

Action

1

Back up your system resources using your current backup tool or
another industry standard backup utility.

a. Back up the operating system installed on the SQL Server,
including the system state, the boot and system drives, and
the registry.

b. Back up your SQL Server databases and transaction log
files.

C. Usethe NTBackup utility that is part of Windows 2000 to
create and maintain a current emergency repair disk (ERD).

Be sure you understand al the installation and configuration steps
needed to make SnapManager work in your particular environment.

0O If you plan to administer SnapManager for SQL server locally
from this host, then proceed directly to Step 3.

O  If you plan to administer SnapManager for SQL Server remotely
from this host, review “ Reguirements for aremote administration
server” on page 23 to determine your installation requirements.
SnapDrive will not need to beinstalled unlessyou want to usethe
remote administration server to remotely administer SnapDrive.

O If you plan to use SnapManager for SQL Server on this host only
to perform remote verification, then review “ Requirementsfor a
remote verification server” on page 23 to determine your
installation requirements.

If you need to install SnapDrive, but it is not yet installed, follow the
instructions in the ShapDrive 3.1 Installation and Administration
Guide.

Install SnapManager for SQL Server according to the instructionsin
Chapter 3, “Installing or Upgrading SnapManager,” on page 29.

Chapter 2: Preparing to Install or Upgrade SnapManager 27




28

Preparing a Windows host system for SnapManager installation



Installing or Upgrading SnapManager 3

The following sections describe the procedures for installing or upgrading to
SnapManager 1.5 for SQL Server and then starting the application for the first
time. Other sections pertain to tasks you might need to use at some point after
SnapManager has been installed.

Installing or upgrading to SnapManager 1.5 for SQL Server:

If you areinstalling SnapManager for the first time, go to one of the following
sections, depending on your target environment:

O “Installing SnapManager on a standalone Windows host system” on page 30
0 “Instaling SnapManager into an MSCS environment” on page 42

If an earlier version of SnapManager is currently installed, go to the following
section:

0 “Upgrading to SnapManager 1.5 on page 46

Note
After you have installed or upgraded to SnapManager 1.5, start the application
for the first time as described in Chapter 4, “ Starting SnapManager for the First
Time,” on page 61.

After SnapManager 1.5 for SQL Server has been installed:

If you want to remove al components of SnapManager, go to the following
section:

O “Uninstalling ShapManager” on page 53

Unlessit is specified for a particular upgrade path or for a particular
troubleshooting situation, you do not need to uninstall SnapManager before
reinstalling it or upgrading to a newer version.

Caution
If you plan to reinstall SnapManager later, be sure to record the drive letter
and path of your current Snaplnfo directories. After you reinstall
SnapManager, be sure to reconfigure SnapManager to use those same
Snaplnfo directory locations. This preserves SnapManager’s records of
backups taken before you uninstalled and reinstalled SnapManager.

If you need to reinstall SnapManager (in order to fix missing or corrupt files,
shortcuts, and registry entries), go to the following section:

0 “Reinstaling SnapManager” on page 59
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Comparison of the
two installation
modes

30

This section describes how to install SnapManager on a standalone Windows
host system used for any of the following purposes:

0  The production SQL Server computer
0 A remote administration server
0 A remote verification server

See the following topics for more information:

0 “Comparison of the two installation modes’ on page 30
O “Interactive installation mode” on page 31

0 “Unattended installation mode” on page 37

Note
You do not need to stop SQL Server instances before or during the SnapM anager
software installation process.

Related topics:
O “Verifying Windows host system requirements’ on page 19
0 “Instaling SnapManager into an MSCS environment” on page 42

The software installation utility for SnapManager can be run in either interactive
mode or unattended mode. These two modes are described in the following table.

SnapM anager installation mode

Feature Interactive Unattended
Access Require user interaction Allows automated
and accessto the graphical | installation by executing a
user interface script or command line
command
Minimum 0  Acceptance of the terms of the license agreement

requiredinput | o SnapManager service account
0 User name

0 Password
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SnapM anager installation mode

appears and prompts you to
choose whether you want
to reboot the target system.

Feature Interactive Unattended
Optional input O User name

O  Organization name

O  SnapManager server-side license key

O  SnapManager installation directory
SnapManager Displayed in the Displayed at the command
softwarelicense | instalation utility lineif you pass a specific
agreement parameter to the

installation utility

After the If asystem reboot is If asystem reboot is
installation required to activate new required to activate new
finishes software, a dialog box software, a dialog box

appears and prompts you to
choose whether you want
to reboot the target system.
You can override this
default behavior by
including an optional
command line parameter.

Interactive
installation mode

Note

To install SnapManager using the software installation utility in interactive
maode, complete the following steps.

You can also install SnapManager in unattended mode, as described in
“Unattended installation mode” on page 37. For a comparison of the two
installation modes, see “ Comparison of the two installation modes’ on page 30.
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Step | Action
1 | Install the software from CD-ROM or download it.

Caution

NetApp recommends that you do not use Terminal Servicesfor any

type of SnapManager administration because you might miss critical

information.

If... Then...

You are obtaining the Download the SnapManager package

software from the network | from the network, save it on the
Windows host system, then launch the
SnapManager installation package by
double-clicking it in your Windows
Explorer screen.
Result: The software installation
utility starts and opensto the Welcome
screen.

You areinstalling the Browse to the SnapManager

software from CD-ROM install ation package and double-click
set up. exe.
Result: The software installation
utility starts and opensto the Welcome
screen.

Welcome
2 | Inthe Welcome screen, click Next.
Result: The License Agreement screen appears.

32
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Step | Action

L icense agreement

3 | Read the license agreement.

If you accept the terms of the agreement, select the “| accept....”
option and then click Next.

Result: The Customer Information screen appears.

i'-‘%' SnapManager for Microsoft SQL Server - InstallShield Wizard
Customer Information

Flease enter your information,

User Marne:

Qrganization:

INetwork Appliance Inc,
License Type:
& Per Filer

" Per Server

License Key:

Installshisld

< Back. I Mext = I Cancel
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Step

Action

Customer infor mation

4

In the Customer Information screen, specify the user name, the
organi zation name, and the SnapManager license type.

a. Inthe User Name box, enter your user name.
b. Inthe Organization box, enter your organization name.

c. IntheLicense Type option, select your SnapManager
license type.

If you have a NetApp storage system-side license for
SnapManager, select Per Filer, and be sure that the
SnapManager system-side license is enabled on the NetApp
storage system.

If you have an SQL Server-side license for SnapManager,
select Per Server.

d. If you selected the Per Server license type, use the License
Key box to enter the license key for your server-side
license.

If you do not have alicense key, you can leave the License
Key box empty for now and enter your server-side license
key later from the SnapManager interface. To do this, first
go to the menu bar and select Help > About to open the
About SnapManager dialog box. From that dial og box, click
Update License to open the Update Server-Side License
dialog box and specify your license key.

Click Next.

Result: The Destination Folder screen appears.
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Step

Action

Destination folder

6

Note the full path of the folder in which SnapManager will be
installed. The default installation directory for SnapManager 1.5 for
Microsoft SQL Server is asfollows:

C.\ Program Fi | es\ Net App\ SnapManager for SQ Server\

Note
SnapManager 1.5 for Microsoft SQL Server isinstalled in adifferent
directory than SnapManager 1.0 for Microsoft SQL Server.

Optional. If you want to install SnapManager in adirectory other
than the default installation directory, do the following:

a. Click Change to open the Change Current Destination
Folder dialog box.

b. Browseto an alternate installation directory.

c. Click OK to close the dialog box.

The Destination Folder screen displays the new specified
installation directory path.

d. Record the newly specified installation directory path.

Click Next.

Result: The SnapManager Server ldentity screen appears.
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Step

Action

SnapM

anager server identity

In the Account box of the SnapManager Server Identity screen,

specify the user account you want to use to run SnapManager. This

account must meet the following requirements:

0  The account must have administrator privileges on the SQL
Server computer.

0 If you arerunning in Windows authentication mode, the account
must also have system administrator server privileges.

For moreinformation, see “ SnapManager service account
requirements’ on page 21.

If SnapDriveisinstalled and configured, the text box is prepopul ated
with the account that SnapDriveis configured for. Otherwise, browse
to locate and select the account name. The user account nameis
specified in either of the following formats:

0 DomainName\UserName

0 UserName@DomainName

10

In the Password box and in the Confirm Password box, enter the user
password.

1

Click Next.

Result: The Ready to Install the Program screen appears. All of the
installation specifications are complete.

Ready

toinstall the program

12

Optional. Review or change your current installation specifications
before proceeding by clicking Back.

13

To proceed with the installation using your current specifications,
click Install.

Result: Theinstallation process begins, and the Installing
SnapManager for SQL Server screen appears. The screen displays
the progress of the installation process.
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Unattended
installation mode

Step | Action

Installing SnapM anager for SQL Server

14 | Wait until the InstallShield Wizard Completed screen appears, then
click Finish to exit the software installation utility.

15 | Proceed to Chapter 4, “ Starting SnapManager for the First Time,” on
page 61.

This topic describes how to install SnapManager by running the software
installation utility from a command line. This enables you to install the
SnapManager software under the control of a script for an unattended
installation.

Note
You can also install SnapManager in interactive mode, as described in
“Interactive installation mode” on page 31. For a comparison of the two
installation modes, see “Comparison of the two installation modes’ on page 30.

How to invoke the software installation utility: The command name you
specify depends on the SnapManager installation media you will be accessing.

SnapM anager installation media Application nameto berun

Software CD set up. exe (located on the CD-
ROM)

Software package downloaded from | SMSQL1. 5. exe (the name of the
the network software package itself)

How to display the software license agreement: To display the
SnapManager software license agreement, enter the following command either
directly at the command line or through a script:

CommandName / v’ SHOWEULA=Yes /qgb”

where CommandName is either set up. exe or SMSQL1. 5. exe, depending on the
SnapManager installation media being used.
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Note
The SHOWEULA=Yes command argument cannot be used in combination with other
command line arguments.

How to start the unattended installation: Toinstall SnapManager in
unattended mode, enter the following command either directly at the command
line or through a script:

CommandName / v" [AGREETOLI CENSE={ Yes| No} ] [USERNAME=User Name]
[ COVPANYNAMVE=CompanyName] [I SX_SERI ALNUM=LicenseKey]

[I NSTALLDI R=InstallationDirectory] SVCUSERNAVE=Domain\UserName
SVCUSERPASSWORD=Password SVCCONFI RMUSERPASSWORD=Pass\Word
[REBOOT=0] [/L* TempDirPath\LogFileName] /gb”

The following table describes each of the parameters.

Command or Parameter Description

CommandName Either set up. exe or SMBQL1. 5. exe,
depending on the SnapM anager
installation media being used.

AGREETOLI CENSE={ Yes| No} Set this parameter to Yes only if you
have read and accept the terms of the
SnapManager software license
agreement. The installation will not
proceed unless you specify this
parameter with avalue of Yes.

If not specified, the default value No
isused, and the installation will not
proceed.

USERNAME=UserName Optional. If not specified, the default
valueisretrieved from the registry.

COVPANYNAMVE=CompanyName Optional. If not specified, the default
valueisretrieved from the registry.

| SX_SERI ALNUM=LicenseKey Optional. Only used to specify an
SQL server-side license for
SnapManager.
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Command or Parameter

Description

I NSTALLDI R=InstallationDirectory

Optional. If not specified, the default
installation directory is used:

C.\ Program Fi | es\ Net App\ SnapMva
nager for SQ Server\

SVCUSERNAMVE=Domain\User Name

SVCUSERPASSWORD=Password

SVCCONFI RMUSERPASSWORD=Password

The account from which
SnapManager isto be run. See
“SnapManager service account
requirements’ on page 21.

REBOOT=0

Optional.

After the installation finishes, the
installation utility automatically
reboots the Windows host system if
that is necessary in order to activate
updated software.

If you specify this option, however,
the system will not be rebooted.
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Command or Parameter

Description

/' L* TempDirPath\LogFileName

Optional.

If you specify this option, detailed
information about the installation
will be written to the specified log
file. Thisinformation can be used to
investigate details about how a
particular instance of SnapM anager
for Microsoft SQL Server is
installed.

The asterisk (“*") isawildcard
character that specifiesthat all of the
installation information (such as
status messages, nonfatal warnings,
and error messages) is to be logged.

TempDirPath isthe fully qualified
name of the directory in which the
installation log will be created or
overwritten.

LogFileName is the name of thefile
to which theinstallation information
will be written.

Examples: Consider the following two scenarios.

Installation
Details

Scenario 1

Scenario 2

Installationmedia
to be used

CD inserted into the CD- Installation package

ROM driveon E: \

downloaded to
C: \ Net App\ downl oads\

Service account

Account user name: MKTG2\ Adni ni st rat or

to be specified Account password: STeel
SnapM anager Filer-side Server-side (license key
license ABCDEFGHI JKLMN)
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For scenario 1, you would enter the following at the command line or from a
script:
E \setup. exe /v" AGREETCOLI CENSE=Yes
SVCUSERNAVE=MKTG2\ Admi ni st rat or SVCUSERPASSWORD=STeeL
SVCCONFI RMUSERPASSWORD=STeeL / gb"

For scenario 2, you would enter the following at the command line or from a
script:
C: \ Net App\ downl oads\ SMSQL1. 5. exe /v" AGREETOLI CENSE=Yes
SVCUSERNAVE=MKTG2\ Admi ni st rat or SVCUSERPASSWORD=STeeL
SVCCONFI RMUSERPASSWORD=STeeL | SX_SERI ALNUMFABCDEFGHI JKLIWN / gb"

General procedure: Toinstall SnapManager using the software installation
utility in unattended mode, complete the following steps.

Step | Action

1 | Accessthe command line of the target host system.

Note
You do not need to stop SQL Server instances before or during the
SnapManager software installation process.

2 | Atthe command line, either enter the command string or enter the
name of the script that executes the command string.

Result: The software installation utility installs the SnapManager
for Microsoft SQL Server software in the directory
C.\ Program Fi | es\ Net App\ SnapManager for SQ Server\.

3 | Proceed to Chapter 4, “ Starting SnapManager for the First Time,” on
page 61.
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Installing SnapManager into an MSCS environment

System
configurations for
SnapManager on a
Windows cluster

42

This section describes how to install SnapManager into an M SCS environment.

See the following topics for more information:

O “System configurations for SnapManager on a Windows cluster” on page 42
O “Disk requirements for SnapManager on a Windows cluster” on page 43

O “Installing SnapManager and creating a new Windows cluster” on page 44
Note

You do not need to stop SQL Server instances before or during the SnapM anager
software installation process.

Related topics:
0 “Verifying Windows host system requirements” on page 19
O “Installing SnapManager on a standalone Windows host system” on page 30

When installing SnapManager on an MSCS cluster, consider the following
system configuration requirements and limitations.

SnapManager must be installed on all nodes: SnapManager must be
installed on all nodes of the cluster so that SnapManager backup and restore
operations can be performed from any node.

Maximum cluster size: SnapManager supports a maximum cluster size of
two or four nodes, depending on the operating system.

Operating system Maximum cluster size

Windows 2000 Advanced Server Two nodes

Windows Server 2003 Enterprise Edition | Four nodes

Multiple-instance clusters: SnapManager supports multiple-instance
clusters, provided that the following additional system requirements are met:

O Eachinstance must have its own LUNSs that cannot be used by other
instances.

0 Eachinstance must be created in its own cluster group.

0 All LUNsassigned to a given instance must be in the cluster group for that
instance.
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Disk requirements
for SnapManager
on a Windows
cluster

In aclustered environment, SnapManager disk requirements vary, depending on
the cluster configuration.

Single-instance cluster example: In an Active/Passive two-node
configuration, there are two clustered nodes and one SQL Server instance. If the
active node (the node running SQL Server) fails, the cluster transfers the SQL
Server instance to the other (previously passive) node, which then becomes the
active node and takes over the LUNSs previously used by the failed node.

For asingle-instance SQL Server cluster, assuming that your SQL Server datais
on a shared resource, your disk requirements are the same as for a stand-alone
SQL Server system, with the addition of one LUN for the quorum disk. A
minimum of three LUNSs are required:

0O OneLUN for the databases
0O OneLUN for the Snaplnfo directory
O OneLUN for the quorum disk

Multiple-instance cluster example: In an Active/Active two-node
configuration, there are two clustered nodes and an SQL Server instance running
on each node. If one node fails, the other node takes over the SQL Server
instance running on the failed node. Because both nodes need to be able to run an
active SQL Server instance, each node requiresits own disks, as if it were a self-
contained, stand-alone system. In addition, one extraLUN is needed for the
guorum disk. Whether you use a hard disk or aLUN as the quorum disk, each
configuration requires a minimum of five disks used for the following purposes:
0 Fornode 1

O OneLUN to store the SQL Server 2000 databases

O OneLUN to store the Snaplnfo directory
0 For node 2

O OnelLUN to store the SQL Server 2000 databases

O OneLUN to store the Snaplnfo directory

O OneLUN or hard disk to be used as the quorum disk

Each node must be able to own all clustered disk resourcesin a cluster at any
given time.

For more information about M SCS clustering with SQL Server, see the SQL
Server 2000 Failover Clustering document at the following URL:
http://www.mi crosoft.com/sgl/techinfo/administration/2000.

Chapter 3: Installing or Upgrading SnapManager 43



Installing
SnapManager and
creating a new
Windows cluster

44

The following procedure assumes the following:

O  You have two Windows host systems that you are ready to configure into an
MSCS cluster.

Microsoft SQL Server 2000 is not yet installed on either system.
You will be using aLUN as the quorum disk.

To create the cluster and then install and configure SnapManager on the cluster,
complete the following steps.

Step

Action

1

Install one of the following operating systems on all nodes of the
cluster:

0O  Windows 2000 Advanced Server with SP4
O  Windows Server 2003 Enterprise Edition

See your Microsoft documentation for information on how to do this.

Install and configure SnapDrive and the MSCS cluster using the
detailed instructions in the ShapDrive 3.1 Installation and
Administration Guide.

Create a quorum disk.
See the ShapDrive 3.1 Installation and Administration Guide.

Configure MSCS.

See both the ShapDrive 3.1 Installation and Administration Guide
and your Microsoft documentation.

Create the shared disks that will be used as the physical disk
resources for the SQL Server instance.

See both the ShapDrive 3.1 Installation and Administration Guide
and your Microsoft documentation.

Install SQL Virtual Server on the MSCS cluster.

See your SQL Server documentation for information on how to do
this.
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Step

Action

Install and configure SnapManager for SQL Server on all nodes of
the cluster.

To do this, go to “Installing SnapManager on a standalone Windows
host system” on page 30, and use the procedures described in
“Interactive installation mode” on page 31.

Note
You do not need to stop SQL Server instances before or during the
SnapManager software upgrade process.

Start SnapManager (as described in Chapter 4, “ Starting
SnapManager for the First Time,” on page 61).

Run the Configuration Wizard (as described in Chapter 6, “Using the
SnapManager Configuration Wizard,” on page 81).

10

Perform atest move group across the nodes to verify that you have
your MSCS environment correctly configured.

Note

If an MSCS move group occurs during a SnapM anager operation (for example, if
the node that owns the resources fails), you need to restart the SnapManager user
interface and run SnapManager Backup.
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Upgrading to SnapManager 1.5

Pre-upgrade
checklist

46

This section contains procedures for upgrading to SnapManager 1.5 for
Microsoft SQL Server on a Windows host system that is running SnapM anager
1.0 for Microsoft SQL Server. See the following topics for more information:

0 “Pre-upgrade checklist” on page 46

O “Comparison of the two upgrade modes’ on page 47
O “Interactive upgrade mode” on page 47

0 “Unattended upgrade mode” on page 50

Note

You do not need to stop SQL Server instances before or during the SnapM anager
software upgrade process.

Before you upgrade from SnapManager 1.0 to SnapManager 1.5 for Microsoft
SQL Server, be sure that your Windows host systems and the NetApp storage
system are running the supported software versions as described in Chapter 2,
“Preparing to Install or Upgrade SnapManager,” on page 17.

The following paragraphs summari ze these software upgrade considerations.

Microsoft SQL Server 2000: SnapManager supports Microsoft SQL Server
2000 Enterprise Server. Therefore, be sure that SQL Server 2000 Ser vice Pack
Saisinstalled. Thisis described in “Verifying Windows host system
requirements’ on page 19.

SnapDrive: SnapManager 1.5 for Microsoft SQL Server is supported with
SnapDrive 3.1, whereas SnapManager 1.0 for Microsoft SQL Server is supported
with SnapDrive 3.1, as well as older versions. If SnapDrive 3.1 is not already
installed on your SQL Server computer, you will need to upgrade to that version.
For more details, see “ Verifying Windows host system requirements’ on page 19.

Note
If you are currently running an older version of SnapDrive and are using VL D-
typevirtual disks, you will need to convert your VLD-type virtual disksto

L UNs during the SnapDrive upgrade process. This processis described in the
ShapDrive 3.1 Installation and Administration Guide.
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Data ONTAP: If you need to upgrade SnapDrive on your Windows host
systems, be sure that your NetApp storage system is running a compatible
version of the Data ONTAP software. This processis described in “ Verifying

NetApp storage system requirements” on page 25.

For the latest information: For the most current information about
SnapManager and SnapDrive, see “ For the most current information” on

page 18. The listed documents (and all other NetA pp documents) are available at
the NOW site at http://now.netapp.com/NOW/knowledge/docs.

Comparison of the
two upgrade modes

The software installation utility for SnapManager can be run in either interactive
mode or unattended mode. These two modes are described in the following table.

Comparison

SnapM anager Upgrade Mode

Interactive

Unattended

Access

Require user interaction
and accessto the graphical
user interface

Allowsautomated upgrade
by executing a script or
command line command

SnapM anager
software license
agreement

Displayed in the software
installation utility.

Displayed at the command
line if you pass a specific
parameter to the
installation utility.

Interactive upgrade
mode

Note

To upgrade SnapManager using the software installation utility in interactive
mode, complete the following steps.

You can also upgrade SnapManager in unattended mode, as described in
“Unattended upgrade mode” on page 50. For a comparison of the two upgrade
modes, see “Comparison of the two upgrade modes’ on page 47.
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Step

Action

Exit SnapManager, if you have not already done so.

Note

You do not need to stop SQL Server instances before or during the
SnapManager software upgrade process.

If you have not already done so, back up system resources using an
industry standard backup utility.

a. Back up the operating system, including the system state,
the boot and system drives, and the registry.

b. Back up your SQL Server databases and transaction log
files.

c. Usethe NTBackup utility that is part of Windows 2000 to
create and maintain a current emergency repair disk (ERD).

If you have not already done so, verify that your host system meets
the minimum requirements.

Note

If the system is currently running SnapManager 1.0 for Microsoft
SQL Server 2000, you will need to upgrade your version of
SnapDrive.

For details, see “Verifying Windows host system regquirements” on
page 19.

If you have not already done so, verify that your NetApp storage
system meets the minimum requirements.

Note

If the Windows host system is currently running SnapManager 1.0
for Microsoft SQL Server 2000, you will need to upgrade your
version of Data ONTAP on the storage system to comply with the
newer version of SnapDrive on the Windows host system.

For details, see “Verifying NetApp storage system requirements’ on
page 25.
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Step

Action

Start the software installation utility for SnapManager from either the
SnapManager CD-ROM or from the network.

Caution
NetApp recommends that you do not use Terminal Services for any
type of SnapManager administration because you might miss critical
information.

If... Then...

You are obtaining the Download the SnapManager package
software from the network | from the network, save it on the SQL
Server, then launch the SnapManager
install ation package by double-
clicking it in your Windows Explorer
screen.

Result: The software installation
utility starts and opensto the Welcome

screen.

You areinstalling the Browse to the SnapManager

software from CD-ROM install ation package and double-click
set up. exe.

Result: The software installation
utility starts and opensto the Welcome

screen.

6 | Click Next.
Result: The Program Maintenance screen appears.

7 | Inthe Program Maintenance screen, leave the Repair/Upgrade option
selected and then click Next.
Result: The Ready to Install screen appears.

8 | Inthe Ready to Install screen, click Install.

Result: Theinstallation begins. When the installation is completed,
the Install Shield Wizard Completed screen appears.
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Step | Action

9 | IntheInstall Shield Wizard Completed screen, click Finish to exit the
software installation utility.

10 | Proceed to Chapter 4, “ Starting SnapManager for the First Time,” on
page 61.

This topic describes how to upgrade SnapManager by running the software
installation utility from a command line. This enables you to upgrade the
SnapManager software under the control or a script for an unattended upgrade.

Note
You can also install SnapManager in interactive mode, as described in
“Interactive upgrade mode” on page 47. For a comparison of the two installation
modes, see “Comparison of the two upgrade modes’ on page 47.

How to invoke the software installation utility: The command name you
specify depends on the SnapManager installation media you will be accessing.

SnapM anager I nstallation M edia Application Nameto be Run

Software CD set up. exe (located on the CD-
ROM)

Software package downloaded from | SMSQL1. 5. exe (the name of the
the network software package itself)

How to start the unattended installation: To install SnapManager in
unattended mode, enter the following command either directly at the command
line or through a script:

CommandName /v’ REI NSTALLMODE=vonus REI NSTALL=ALL [/L*
TempDirPath\LogFileName] /qb”

The following table describes each of the parameters.
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Command or Parameter

Description

CommandName

Either set up. exe or SMBQL1. 5. exe,
depending on the SnapM anager
installation media being used.

REI NSTALLMODE=vonus

Causes the software installation
utility to recache the new software
package.

REI NSTALL=ALL

Causes the software installation
utility to update all the software
components.

/ L* TempDirPath\LogFileName

Optional.

If you specify this option, detailed
information about the installation
will be written to the specified log
file. Thisinformation can be used to
investigate details about how a
particular instance of SnapM anager
for Microsoft SQL Server is
installed.

The asterisk (“*") isawildcard
character that specifiesthat al of the
installation information (such as
status messages, nonfatal warnings,
and error messages) should be
logged.

TempDirPath isthe fully qualified
name of the directory in which the
installation log will be created or
overwritten.

LogFileName is the name of thefile
to which the installation information
will be written.
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Examples: Consider the following two scenarios.

Installation
Details Scenario 1 Scenario 2
Installationmedia | CD inserted into the CD- Installation package
to be used ROM driveon E: \ downloaded to
C: \ Net App\ downl oads\

Installed version | SnapManager 1.0 for Microsoft SQL Server
of SnapManager

For scenario 1, enter the following at the command line;
E \setup. exe /v"REI NSTALLMODE=vonmus RElI NSTALL=ALL /gb"

For scenario 2, enter the following at the command line:

C: \ Net App\ downl oads\ SMSQL1. 5. exe /v" REI NSTALLMODE=vonus
REI NSTALL=ALL /gb"

General procedure: To install SnapManager using the software installation
utility in unattended mode, complete the following steps.

Step | Action

1 | Accessthe command line of the target host system.

2 | Exit SnapManager, if you have not already done so.

Note
You do not need to stop SQL Server instances before or during the
SnapManager software upgrade process.

3 | Atthe command line, either enter the command string or enter the
name of the script that executes the command string.

Result: The software installation utility installs the SnapManager
for Microsoft SQL Server software.

4 | Proceed to Chapter 4, “ Starting SnapManager for the First Time,” on
page 61.
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Uninstalling SnapManager

This section describes how to uninstall the SnapManager software. See the
following topics for more information:

0 “Beforeyou uninstall SnapManager” on page 53

O “Comparison of the two uninstallation modes’ on page 54

0 “Uninstalling SnapManager in interactive mode” on page 54
O “Uninstalling SnapManager in unattended mode” on page 56

Note
Unlessit is specified for a particular upgrade path or for a particular
troubleshooting situation, you do not need to uninstall SnapManager before
reinstalling it or upgrading to a newer version.

Related topics:

0 “Installing SnapManager on a standalone Windows host system” on page 30
O “Installing SnapManager into an MSCS environment” on page 42

0 “Upgrading to SnapManager 1.5” on page 46.

Beforeyou uninstall  If you have used SnapManager to manage your SQL Server databases and you
SnapManager plan toreinstall SnapManager later, be suretorecord thedriveletter and path
of the Snaplnfo directory locations before you uninstall SnapManager.

Single Snaplnfo directory: If you have set up asingle Snaplnfo directory for
all databases on this host, then record the drive letter and path of the LUN that
contains a single Snaplnfo directory for all SQL Server instances and their
associated databases.

Advanced Snaplinfo directories: If you have set up multiple Snapinfo
directories, then record the following information:

0 Thedrive letter and path of the LUN that contains the default Snaplnfo
directory for all SQL Server instances

O Thedriveletter and path of any LUN that contains the default Snaplnfo
directory for one or two LUNSs shared by multiple databases (if configured)

0 Thedriveletter and path of any LUN that contains the Snaplnfo directory for
an individual database (if configured)

SnapManager Reports records the current Snaplnfo directory locationsin the
most recent logs contained in the Backup folder and in the Config folder.
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After you reinstall SnapManager, be sure to reconfigure SnapManager with the
same Snaplnfo directory locations that were used by SnapManager previously.

Caution
If you configure SnapManager with different Snaplnfo directory locations than
used previously, then SnapManager will no longer have records of any backups
taken before the reinstall ation of SnapManager occurred. As aresult, your prior
backup sets could be invalidated or deleted the next time you perform a backup
operation.

The software installation utility for SnapManager can be run in either interactive
mode or unattended mode. These two modes are described in the following table.

SnapManager Uninstallation M ode

Comparison Interactive Unattended
Access | Require user interaction Allows automated
and accessto thegraphical | uninstallation by executing
user interface ascript or command line
command

Tool used | The Windows utility Add | The software installation
or Remove Programs (in utility for SnapManager
the Control Panel) for Microsoft SQL Server

Options | You can also remove the Reports directory.

To uninstall SnapManager for Microsoft SQL Server and all its components by
using the Windows Add or Remove Programs utility, complete the following
steps.

Note
You can also uninstall SnapManager in unattended mode, as described in
“Uninstalling SnapManager in unattended mode” on page 56. For a comparison
of the two uninstallation modes, see “ Comparison of the two uninstallation
modes’ on page 54.
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Step

Action

If SnapManager is running, close it now.

Note
You do not need to stop SQL Server 2000 or remove the SQL Server
databases from the LUNSs before you uninstall SnapManager. SQL
Server 2000 will continue to run during the uninstallation process
and after the uninstallation is completed.

In the Windows 2000 Server or Windows 2003 Control Panel, select
Add or Remove Programs, then select the entry for SnapManager for
Microsoft SQL Server.

Result: Both a Change button and a Remove button appear in that
entry.

Click one of the buttons, depending to what you want to remove.

If... Then...

You only want toremove | Click Remove.
the SnapM anager software
and |leave the Reports
folder

You want to remove both Do not click Remove. Instead, do the
the SnapManager software | following:

and the Reports folder )
a. Click Change.

b. Select the Remove Reports
option.

c. Click Remove.

At the prompt, click Yesto proceed with removing the SnapManager
software.

After the utility finishes removing SnapM anager from your
computer, close the Add or Remove Programs utility and then close
the Control Panel.
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Note
In acluster configuration, be sure to unintstall SnapManager from all nodes of
the cluster.

This topic describes how to uninstall SnapManager using the software
installation utility in unattended mode. This enables you to uninstall
SnapManager under the control of a script for an unattended uninstallation.

Note
You can also uninstall SnapManager in unattended mode, as described in
“Uninstalling SnapManager in interactive mode” on page 54. For a comparison
of the two uninstallation modes, see “ Comparison of the two uninstallation
modes’ on page 54.

How to invoke the software installation utility: The command name you
specify depends on the SnapManager installation media you will be accessing.

SnapManager Installation M edia Application Nameto be Run

Software CD set up. exe (located on the CD-
ROM)

Software package downloaded from | SMBQL1. 5. exe (the name of the

the network software package itself)

What to specify in the command line: Toinstall SnapManager in
unattended mode, enter the following command either directly at the command
line or through a script:
CommandName /v’ REMOVE=ALL [REMOVEREPORTFOLDER=1] [/L*
TempDirPath\LogFileName] /qb”

The following table describes each of the parameters.

Command or Parameter Description

CommandName Either set up. exe or SMBQL1. 5. exe,
depending on the SnapM anager
installation media being used.
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Command or Parameter

Description

REMOVE=ALL Causes the software installation
utility to remove SnapManager (as if
you selected the Remove option in
the Program Maintenance screen).

REMOVEREPCRTFOLDER=1 Optional. Causes the software

installation utility to remove the
report folder (asif you selected the
Remove Report Folder option in the
Remove the Program screen).

/ L* TempDirPath\LogFileName

Optional.

If you specify this option, detailed
information about the installation
will be written to the specified log
file. Thisinformation can be used to
investigate details about how a
particular instance of SnapM anager
for Microsoft SQL Server is
installed.

The asterisk (“*") isawildcard
character that specifiesthat all of the
installation information (such as
status messages, nonfatal warnings,
and error messages) should be
logged.

TempDirPath isthe fully qualified
name of the directory in which the
installation log will be created or
overwritten.

LogFileName is the name of thefile
to which the installation information
will be written.
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Examples: Consider the following two scenarios.

Installation
Details Scenario 1 Scenario 2
Instalationmedia | CD inserted into the CD- Installation package
to be used ROM driveon E: \ downloaded to

C: \ Net App\ downl oads\
SnapManager Filer-side Server-side (license key
license ABCDEFGHJI JKLIMN)

For scenario 1, enter the following at the command line;
E \setup. exe /v"'REMOVE=ALL /gb"

For scenario 2, enter the following at the command line:

C: \ Net App\ downl oads\ SM5QL1. 5. exe /v" REMOVE=ALL
REMOVEREPORTFOLDER=1 / gb"

General procedure: Toinstall SnapManager using the software installation
utility in unattended mode, complete the following steps.

Step | Action

1 | Accessthe command line of the target host system.

2 | Atthe command line, either enter the command string or enter the
name of the script that executes the command string.

Result: The software installation utility upgrades the SnapManager
for Microsoft SQL Server software.

3 | Proceed to Chapter 4, “ Starting SnapManager for the First Time,” on
page 61.

Note
Inacluster configuration, be sureto uninstall SnapManager from all nodes of the
cluster.

Uninstalling SnapManager



Reinstalling SnapManager

You can reinstall the same version of SnapManager on a Windows host system.
This option fixes missing or corrupt files, shortcuts, and registry entries.

For SnapManager 1.5 for Microsoft SQL Server, you can reinstall SnapManager
by using the same procedure that is used to either install or upgrade to this
version of SnapManager.

Note
You do not need to stop SQL Server instances before or during the SnapM anager
software reinstallation process.

If you did not uninstall SnapManager: Unlessit is specified for a
particular upgrade path or for a particular troubleshooting situation, you do not
need to uninstall SnapManager before reinstalling it or upgrading to a newer
version. See “Upgrading to SnapManager 1.5” on page 46.

If you uninstalled SnapManager: If you uninstalled SnapManager, then the
reinstallation procedure is identical to a new installation of the software.

For installation instructions, see the following topics:
0 “Instaling SnapManager on a standalone Windows host system” on page 30
O “Installing SnapManager into an MSCS environment” on page 42

If you had used SnapManager to manage your SQL Server databases before you
uninstalled the SnapM anager application, then be sure to configure SnapM anager
with the same Snaplnfo directory location or locations that were used by
SnapManager prior to the reinstallation.

Caution
If you configure SnapManager with different Snaplnfo directory locations than
used previously, then SnapManager will no longer have records of any backups
taken before the reinstallation of SnapManager occurred.

For more information, see “ Uninstalling SnapManager” on page 53.
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Starting SnapManager for the First Time 4

After you have installed or upgraded to SnapManager 1.5, start the application
for thefirst time, as described in this section.

Note

You must run SnapManager from the system console, not from a Terminal
Services client. NetApp recommends that you do not use Terminal Services for
any type of SnapManager administration because you might miss critical
information that is displayed only in pop-up dialog boxes at the system console.

To start SnapManager for the first time, complete the following steps.

Step | Action

1 | Start SnapManager 1.5 for Microsoft SQL Server. To do this, go to
the Start menu and select Program Files > SnapManager for SQL
Server.

If you have just upgraded to SnapManager 1.5 for Microsoft SQL
Server, SnapManager automatically connects to the default SQL
Server aready configured. Go to Step 3.

If you havejust installed SnapManager for thefirst time, the Connect
to SQL Server dialog box appears so that you can specify the default
SQL Server.

Connect to SOL Server... ] |

@ SOL Server name: I j

Connection

& Use Windows authentication

" Use SGL Server authentication

Login name : I

Password : I

Local Snaptdanager Server [dentity

CLPUES &dministrator LChange... |

Cancel |
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Step | Action

Specify the default SQL Server.

2 | Select the SQL Server you want to manage.

a. Inthe SQL Server box, specify the SQL Server you want to
manage.

b. Inthe Connection panel, choose the security authentication
method to be used to connect to the SQL Server.

c. Ifyouselected SQL Server authentication, you must aso
specify the login name and password.

d. Click OK.

For more detailed information, see “ Connecting to an SQL Server
instance” on page 310.

Result: SnapManager connects to the specified SQL Server, using
the specified security authentication method.

SnapM anager checksthe SQL Server 2000 version

3 | If SnapManager detects that the SQL Server does not have the
minimum service pack level required by SnapManager, an error
message dialog box appears.

If this occurs, see the “Windows host system requirements’ on

page 19 and note the requirements for Microsoft SQL Server 2000.

0  If you have adifferent SQL Server instance that has the
minimum service pack required by SnapManager, you can
connect to that instance instead.

a. Open the Connect to SQL Server dialog box. To do this,
select Action > Connect to Another SQL Server.

b. Returnto Step 2.

O Otherwise, close the SnapManager application, upgrade
Microsoft SQL Server 2000 as needed, then restart
SnapManager.
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Step

Action

SnapM

anager checksthe SnapDrive version.

If SnapManager detects that SnapDriveisinstalled but that itisa
version not supported with this version of SnapManager, awarning
dialog box appears.

If this occurs, see the “Windows host system requirements’ on
page 19 and note the requirements for Microsoft SQL Server 2000.
Close the SnapManager application, upgrade SnapDrive as needed,
then restart SnapManager.

SnapM

anager remindsyou to run the Configuration Wizard.

If, after connecting to an SQL Server, SnapManager detects that no
databases have been configured for use with SnapManager, a
message dialog box appears and prompts you to run the
Configuration Wizard.

Click OK.

Result: The message dialog box closes, and SnapManager
automatically launches the Configuration Wizard.

SnapManager Configuration Wizard ll

— Welcome to the SnapManager for
m SQL Server Configuration Wizard
Thiz wizard will help vou mave pour SOL Server 2000
databases to Metwork Appliance virtual disks.

To migrate the database, Snaphdanager will detach the
database, copy the databaze files to new location, then
re-attach the databaze. To move the system database, SOL
Server will be stopped and restarted accordingly.

Before you can migrate SOL Server databases, the databaze
to be migrated must not be in use. For infarmation on how to
make sure ugers are not connected to a database, see your
SOL Server documentation.

To continue, click Next.

< Back Mest »
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Step

Action

Plan your database migration before you run the Configuration Wizard.

7

For now, click Cancel to exit the Configuration Wizard without
specifying any database or LUN configuration information yet.

After you have planned your database migration (as described in
Chapter 5, “Preparing to Migrate SQL Server Databases,” on

page 65), start the Configuration Wizard manually and specify
database and LUN configuration details (as described in Chapter 6,
“Using the SnapManager Configuration Wizard,” on page 81).
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Preparing to Migrate SQL Server Databases 5

This section describes how to prepare to migrate your SQL Server 2000
databases to LUNSs so you can manage backup and restore operations using
SnapManager. The following topics are covered:

O “SQL Server configuration rules with SnapManager” on page 66
O “SQL Server configurations supported with SnapManager” on page 69
O “Assessing volumesize” on page 76

Related topics:
O Chapter 6, “Using the SnapManager Configuration Wizard,” on page 81

0 Appendix C, “Configuration Wizard Screens and Dialog Boxes,” on
page 335
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SQL Server configuration rules with SnapManager

Before you configure your SQL Server 2000 environment or migrate your
database and transaction filesto LUNS, read and understand the following topics:

0 “Maximum configurations supported by SnapManager” on page 66

O “SQL Server database configurations supported” on page 67

0 “SQL Server database configuration restrictions enforced” on page 67
O “SQL Server database configurationsto avoid” on page 68

Maximum The following table lists the maximum configuration capacities tested and
configurations supported for the SnapManager environment.
supported by
SnapManager Configuration Capacity Maximum
SQL Server instances per SQL Server computer 6
Databases per SQL Server instance
For one or two SQL Server instances per SQL Server computer 253
For three or more SQL Server instances per SQL Server 100
computer
Databases per SQL Server computer 600
Databases per LUN 100
Filegroups per database 10
Filegroups per SQL Server computer 600
Database files per SQL Server computer 1200
NetApp storage system volumes
That can be used to store a single database 8
That can be used to store LUNSs connected to an individual 12
SQL Server computer

Although SnapManager does not prevent you from creating configurations that
exceed these limits, such configurations are untested and unsupported. NetApp
strongly recommends that you do not exceed any of these limits.

66 SQL Server configuration rules with SnapManager



SQL Server
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supported

SQL Server
database
configuration
restrictions
enforced

This topic describes some basic SQL Server data configurations supported by
SnapManager. For more examples of supported configurations, see“SQL Server
configurations supported with SnapManager” on page 69.

Distributing the files of a database: You can spread the files belonging to
your database across multiple LUNs on different volumes. However, there are
restrictions on this configuration, as described on the following topics:

0 “SQL Server database configuration restrictions enforced” on page 67
O “SQL Server database configurationsto avoid” on page 68

Multiple databases sharing one or two LUNs: Multiple databases and all
their associated files and transaction logs can share one or two LUNS provided
that all files belonging to those databases are contained on that LUN or LUNSs.

O Anillustration of multiple databases sharing one LUN isshown in “Multiple
databases on one LUN" on page 70.

0  Anillustration of multiple databases sharing two LUNs is shown in
“Multiple databases sharing two LUNS’ on page 71.

In this configuration, all databasesin the shared LUN are backed up at the same
time. However, SnapManager enables you to restore any number of databases
from the backup set.

Before migrating your SQL Server 2000 databases to LUNS, note the following
restrictions enforced by the SnapManager Configuration Wizard.

All the files belonging to a single database: For any database that you
migrate to LUNsfor use with SnapManager, all of the files (the datafiles, as well
as the transaction log files) must be migrated to LUNSs.

Single database on multiple LUNs: The files belonging to an individual
database can be spread across two or more LUNS, aslong as those LUNSs are not
used for storing database files belonging to other databases.

No database files on the same LUN as the SnapInfo directory: The
Configuration Wizard does not allow you to migrate a database to the LUN on
which the SnapManager Snaplnfo directory resides.

No database files or Snapinfo directory on a SAN boot LUN: The
Configuration Wizard does not allow you to place database files, transaction log
files, or a Snaplnfo directory on a SAN boot LUN (aLUN configured as a boot
device for a SAN host).
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If you add more databases or move databases to different LUNswithout using the
Configuration Wizard, you can create an invalid configuration that could cause
SnapManager backup or restore operations to fail.

Note
Always run the Configuration Wizard after adding or moving SQL Server
databases. The Configuration Wizard ensures that the SQL Server databases are
stored in valid locations so that SnapManager backup and restore operations can
be completed successfully.

Before you migrate your SQL Server 2000 data files and transaction log files to
LUNSs, note the following restrictions against certain invalid configurations that
could be created outside of the SnapManager Configuration Wizard.

No other files on LUNs used by any database files: Do not manually
store any directories or files (including system paging files) on the LUNs used
for the SQL Server database files. These LUNSs should store only the SQL Server
database files (data files and transaction log files) that are placed there by the
SnapManager Configuration Wizard.

No other files on the LUN used by the Snaplinfo directory: Do not
manually store any directories or files on the LUN used by the Snaplnfo
directory. ThisLUN should store only the directories or filesthat are placed there
by the SnapManager Configuration Wizard.
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SQL Server configurations supported with SnapManager

Multiple databases
on different LUNs
within the same
volume

Theillustrationsin this section show the various ways you can place the data of
your SQL Server on NetApp storage system volumes.

The supported configurations are as follows:

“Multiple databases on different LUNs within the same volume’ on page 69
“Multiple databases on one LUN” on page 70

“Multiple databases sharing two LUNS" on page 71

“Single SQL Server and multiple storage system volumes’ on page 72
“Multiple SQL Servers and one storage system volume” on page 73

“Multiple SQL Server instances on the same storage system volume” on
page 74

“Multiple SQL Server file groups belonging to the same database on
different LUNS’ on page 75

O oo o o a

O

Note
If you change the database configuration after performing a SnapManager
backup, you might not be able to perform an up-to-the-minute restore using that
backup. Therefore, NetApp recommends that you perform abackup immediately
following any configuration changes.

The following supported configuration shows multiple SQL Server databases
sharing the same volume but residing on different LUNSs. Thisis the simplest
configuration, and it can be applied to an SQL Server that supports between 10
and 20 databases.

_________

1
1
= Data file 1 1
= _ _ :
|:| Transaction log file 1 ! LUN1
1
1
1
1

Data file 2

Microsoft SQL _ _
2000 Server Transaction log file 2

e e e e e e e e — = ”
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Multiple databases The following illustration shows multiple SQL Server databases and all their
on one LUN associated files and transaction logs on one LUN.

When an SQL server configuration has to access many small databases, several
databases must share a single LUN. The databases should be grouped according
to criteria, such as performance, acceptable downtime, or backup requirements.

_________

' Vol 1 )

1
= Data file 1 - |
= ; : ; .
|:| Transaction log file 1 . '
1 1
Data file 2 : LUN 1 '
Microsoft SQL . ' : |
2000 Server Transaction log file 2 !
1

NetApp Storage System

Note
In this configuration, all databases in the shared LUN are backed up at the same
time, even if certain databases have not been selected for the backup. However,
you have the option to select which databases you want to restore from a

multipl e-database backup.
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Multiple databases The following illustration shows an example of multiple SQL Server databases

sharing two LUNs and al their associated files and transaction logs sharing exactly two LUNs. The
database files cannot reside on any other LUNSs. This configuration requires a
third LUN for the SnaplInfo directory. The LUNS can be [ocated on the same or
different NetApp storage system volumes. The illustration shows an examplein
which each LUN islocated on a different volume.

— S voll %
= ' '
— Data file 1 ! !
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Transaction log file 3
Transaction log file 4 !
1
Snapinfo directory

—— e ———————

By placing the data files for multiple databases on one LUN and the transaction
logs for those databases on the other LUN, SQL database performanceis
improved by separating the random 1/O patterns of the data files from the
sequential 1/0 patterns of the transaction log files.

Note

If you choose to restore only a subset of the databases that reside on one or two
LUNSs shared by multiple databases, then a stream-based restore method is used
rather than the online snapshot restore method.
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Single SQL Server The following illustration shows a configuration in which an SQL Server

and multiple database's data and transaction log files reside on separate NetApp storage
storage system system volumes. Placing all transaction logs on one volume and using another
volumes volumefor all the database filesis partly due to performance. If the volume with

the datafilesfails, it is still possible to back up the log file, restore the last full
backup, and then apply all backed-up current transaction logs. This configuration
requires another volume for the Snaplinfo directory.

— ! Vol 1 '
= ! !
1= 3 1 f
[ J Data file 1 "4 LUN 1 !
Data file 2 X

1 : LUN 2|,
SQL Server i iy S— '
2000 instance Data file 3 'S LUN 3 :

1 1

NetApp
Storage
System

Transaction log file 1 !

Transaction log file 2

Transaction log file 3
~TLUN3

_________

Snaplinfo directory

_________

72 SQL Server configurations supported with SnapManager



Multiple SQL The following illustration shows multiple SQL Serverswith LUNs housing all

Servers and one the server’s data files and transaction log files on the same volume.

storage system
volume

When the SQL Server environment does not generate high 1/0 load, asingle

volume can optimize the use of disk and volume space. However, this
configuration has two disadvantages:

0 If thevolumefails, al databases are lost, including the current transaction

log files.

O  With asingle volume housing databases for multiple SQL Servers, thereis
an increased possibility of creating a busy snapshot.

For information about busy snapshots, see “Busy snapshot error prevents

deletion of backup set” on page 185.

Note

If your NetApp storage system is equipped with FlexVol ™ technol ogy

(available beginning with the Data ONTAP™ 7.0 release family of
software), you can minimize the risk of busy snapshots with this
configuration by configuring one FlexVol per SQL Server.

________

Vol

1
Data file 1 ! LUN 1
Transaction log file 1 . ]

——LUN 2
Data file 2 '

1

Transaction log file 2

Microsoft SQL
2000 Servers
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Multiple SQL Server  Thefollowing illustration shows a NetApp storage system volume with LUNs

instances on the containing the data files of multiple SQL Server instances residing on a storage
same storage system volume that is different from the volume on which the LUNs for the
system volume transaction log files reside.

Note

Using three volumes prevents the loss of the complete SQL Server environment
and makes it quicker to restore from archive if a volume goes offline.

_________

— ! Vol 1 '
= ! !
. 1 1

[ J Data file 1 : LUN 1 :
Data file 2 ' 1

oy : $LUN 2|,
SQL Server fil ' Cj 1
2000 instance Data file 3 '$LUN3 .

. 1 1

Data file 4 : 3LUN 4 ;

NetApp
Storage
System

Transaction log file 1

Transaction log file 2

Transaction log file 3

Transaction log file 4

74 SQL Server configurations supported with SnapManager



Multiple SQL Server  Thefollowing illustration shows multiple SQL Server file groups belonging to

file groups the same database residing on different LUNs within the same NetApp storage
belonging to the system volume.

same database on . . .
different LUNs Typical large data warehouse databases have very large fact tables, with atypical

sequential access pattern. When alarge table isin afile group with several files,
an SQL Server allocates the table across all files, which increases the 1/0 rate
when the table is accessed sequentially.
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Assessing volume size
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LUN size
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This section describes how to estimate the storage requirements on your NetApp
storage appliance.
0 “Storage system volume sizing requirements’ on page 76
O “LUN sizecaculations’ on page 76
0 “Overadl storage system volume requirements for transaction log” on
page 78
“Estimating the amount of space required for a transaction log” on page 78
“Initial sizing guidelines for new environments” on page 79

For additional details about how to evaluate your space requirements, see the
ShapDrive 3.1 Installation and Administration Guide.

In addition to the space required for your LUNS, free space on the NetApp
storage system volume is required to store data that changed between snapshots
and the active file system of the LUN. The storage system volume also requires
space to store metadata. Allowing for this additional space ensures that taking
multiple snapshots does not encroach on the LUN objects in the volume.

When you create storage system volumes to hold LUNS, you must take into
account the following SnapDrive requirements:

O To create snapshots, the volume storing the LUN must be at |east twice the
size of that LUN.

By extension, a NetApp storage system volume must have at least twice the
capacity of al the LUNs it contains.

0  Thevolume must have enough free space for the number of snapshots you
intend to keep online.
In sizing volumes, take into account how many day’s worth of snapshotswill
be online at the same time.

The first snapshot lock uses disk space equal to the LUN object sizeitself
(therefore, double the requirement). Additional snapshots increase the
amount of reguired disk space.

To ensure that you create volumes to meet these requirements, you must cal culate
the potential size of your LUNSs. The following formulas work best to calculate
both the SQL Server database size (LUN size) and the volume size.

Assessing volume size



Example: Given these requirements, the following parameters can be expressed
by the formula shown after them:

0

O
o
O

O

Theinitial database sizeis 100 GB.
The database growth rate is 10 percent per month.
The change rate of the current database is 15 percent per month.

The snapshot reguirement is four snapshots per day with atotal of 12
snapshots (three days worth of snapshots).

The default RAID group sizeis 72 GB x 9 drives.
The customer only wants to expand the volume every six months.

Performance is important for the customer, which wants to prevent the
volume from being fragmented over time and is willing to allocate 20
percent free space per disk drive.

Calculations:

1. The database size after growth is about 177 GB (rounded up to 180 GB for

the LUN size).

Note
If the database is growing by 10 percent per month, this does not mean that
the database is growing by the same 10 GB every month. Rather, the
database grows to about 110 GB in the first month (100 GB x 1.1) and 121
GB in the second month (110 GB x 1.1).

In general, the formulais as follows:

<projected future database size>=<present database size> x (<1 + <monthly
growth rate percentage in decimal >+<monthly change rate percentage

expressed in decimal >)<number of months>
Approximately 27 GB of the database changes per month after six months.

Minimum space requirements after six months are (180 GB x 2) + (0.15 GB
x 12) = 362 GB.

Note
You should round up the final space requirements listed in Step 1 to
determine the volume size you want to create. For example, round up 368.4
GB to 370 when you are creating your volume size.

A 72-GB disk drive has approximately 68 GB of usable volume space, and
because 20 percent is allocated for permanent free space, then only 54 GB is
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usable per disk drive. Therefore, 13 disk drives are needed for data and two
disk drives are needed for parity.

The NetApp storage system volume requirements for atransaction log require an
understanding of the following factors:

O Therate of transactions that modify database tables
0 Thesize of the transactions
0  Thefrequency of the transaction log backup

Note
The key to sizing correctly isto monitor usage over time.

Example: With atable that contains three columns with two indexes defined on
column one and column three, for each update operation that adds one data row,
there are at least three operations:

1. The actual update to the row (including any old data) is logged.
2. Anentry is created for the first index that needs to be updated.
3. Anentry isalso created for the second index that needs to be updated.

Note
There might be extra entries created if anew index page or data page needsto be
created to accommodate the row in the table.

The quantity of what islogged is dependent on the underlying table structure and
the database activity on the SQL Server.

If the database already exists, then the current transaction log size can be used as
is or the transaction log activities can be monitored from the performance
monitor with some SQL Server database metrics:

O Logfilesize(in KB)
0 Logfileused size (in KB)
O Log bytesflushed per second
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Initial sizing
guidelines for new
environments

If you have set up anew environment, you might want to consider the following
initial sizing guidelines and monitor the used size before and after the transaction
log is backed up.

Note
The following recommendations are al so applicable when you specify the size of

the Snaplnfo directory.

The recommendations are as follows:

0  The transaction log volume size should be 20 percent of the initial database
size.

O Theminimum transaction log sizeis 1 MB (default).
0  The maximum transaction log size is 100 MB.

Note
The insert, update, and delete functions will increase a transaction log file's size.
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Using the SnapManager Configuration Wizard 6

After you have created a plan for migrating your SQL Server 2000 data for use
with SnapManager, you can use the SnapManager Configuration Wizard to
configure basic SnapManager settings and migrate your SQL Server databases to
LUNSs for use with SnapManager. The following topics are covered:

O “How databases are stored on NetApp storage system volumes’ on page 82
0  “Understanding the Configuration Wizard” on page 83

0 “Migrating SQL Server databasesto LUNS’ on page 87
O

“Moving multiple Snaplnfo directories to a single Snaplnfo directory” on
page 102

“Migrating SQL Server databases back to local disks” on page 105

[

Note
You must run SnapManager from the system console, not from a Terminal
Services client. NetApp recommends that you do not use Terminal Services for
any type of SnapManager administration because you might miss critical
information that is displayed only in pop-up dialog boxes at the system console.

Related topics:
O Chapter 5, “Preparing to Migrate SQL Server Databases,” on page 65

0  Appendix C, “Configuration Wizard Screens and Dialog Boxes,” on
page 335
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How databases are stored on NetApp storage system volumes

During the data migration process, the Configuration Wizard enforces the
following rules for storing your SQL Server database files and transaction log
files on NetApp storage system volumes.

SQL Server database files: Database files that belong to more than one
database cannot share a LUN if all the database files do not reside on that LUN.

SQL Server transaction log files: Transaction logs can reside on the same
LUN that stores the datafiles, or they can reside on another LUN on the same or
different volume.

Snaplnfo directory: The Snaplnfo directory must reside on aLUN that is
different from the LUN on which the SQL Server datafiles and SQL Server
transaction logs reside.

Creating a Snaplinfo directory: When the Configuration Wizard is used to
migrate SQL Server databases from local disk to LUNS, it creates a Snapl nfo
directory that stores SnapManager information about the backup sets and the
backed-up transaction logs.

If you use the Configuration Wizard to move databases to LUNS, the wizard
performs the following tasks:

1. Detaches the selected databases.

0 Before the Configuration Wizard migrates SQL Server user databases
to LUNS, SnapManager detaches them. After the migration is complete,
the user databases are brought back online.

O  Whilethe Configuration Wizard is migrating SQL Server system
databases to LUNS, the SQL Server is stopped by SnapManager.

Note
Migrating SQL Server databases causes them to be taken offline during the
move operation.

2. Movesthe SQL Server database files and transaction log files to the correct
locations on the specified LUNSs.

3. Reattaches the databases.
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Understanding the Configuration Wizard

What the
Configuration
Wizard does

What the
Configuration
Wizard does not do

The primary function of the Configuration Wizard isto migrate SQL Server
databases on NetApp LUNSs so that they can be backed up and restored using
SnapManager. For more information, go to any of the following topics:

“What the Configuration Wizard does’ on page 83

“What the Configuration Wizard does not do” on page 83

“When to use the Configuration Wizard” on page 84

“Configuration Wizard screens’ on page 84

“ Settings configurable only with the Configuration Wizard” on page 86

O o o o g

The Configuration Wizard enables you to move your SQL Server databasesin
the following ways.

Type of Database Migration | Purpose

From local disk to LUN To enable management by SnapM anager
From LUN to LUN If resource management issues require this
From LUN to local disk If no longer managed using SnapM anager

You can choose whether you want to verify your migrated databases and, if you
are migrating your databases to LUNSs, whether you want to delete your original
databases after a successful migration.

The Configuration Wizard also guides you through several application settings.
These settings include setting up the Snaplnfo directory, enabling notification of
SnapManager events using e-mail, and enabling notification of SnapM anager
events using the NetApp storage system Syslog or the Autosupport feature.

Do not use the SnapManager Configuration Wizard to migrate replicated
databases or databases used in the replication process. For information about
configuring replication-specific databases, see your Microsoft SQL Server 2000
documentation.
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You can use the Configuration Wizard in the following situations.

For initial configuration: In order to use SnapManager to back up and restore
SQL Server databases, you must use the SnapManager Configuration Wizard to
migrate those databases from your SQL serversto the LUNs you configured on
your NetA pp storage system with SnapDrive. The Configuration Wizard al so sets
up a Snaplnfo directory that SnapManager uses to store information about the
backup sets and the backed-up transaction logs.

To view or change the database configuration: After theinitial
configuration, you can rerun the Configuration Wizard at any time to review or
make changes to your SQL Server database configuration.

To validate the database configuration: If you add more databases or
move databases to different LUNs without using SnapM anager, you must run the
Configuration Wizard in order to ensure that the databases are stored in valid
locations and to create a mapping between those databases and their respective
Snaplnfo subdirectories.

Brief descriptions of the Configuration Wizard screens are provided in the
following paragraphs.

Database Verification Server and Account Authentication: Usethis
screen to specify the SQL Server you want used to verify the SQL Server
databasesin your SnapManager backups.

Where to Move Databases: Use this screen to specify the databases (or
individua datafiles or transaction log files) you want to move and where you
want them moved.

Number of Databases that Can be Backed Up Concurrently: Usethis
screen to specify the maximum number of databases that can be backed up
concurrently and to choose whether you want to view and optionally change the
SQL Server “maximum worker threads’ parameter for each SQL Server
instance.

Modify SQL Server Max Thread Option: Usethis screen to view and
optionally change the maximum number of worker threads for each SQL Server
instance.

Note
If you choose to change the maximum number of worker threads, the affected
SQL Server instances will be rebooted after you complete the Configuration
Wizard sequence.
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Snaplinfo Directory Type: Use this screen to choose how you want the
Snaplnfo directory or directories configured.

O To specify asingle Snaplnfo directory for all SQL Server instances and their
associated databases, select the Single Snaplnfo Directory option. After you
click Next, the Specify a Single Snaplnfo Directory screen appears.

O To specify multiple Snaplnfo directories, select the Advanced Snaplnfo

Directories option. After you click Next, a sequence of screens appear:

O Whereto Put the Default Snaplnfo Directory for Each SQL Server
Instance
Use this screen to specify a default Snaplnfo directory for all the
databases owned by a specific SQL Server instance.

0O Whereto Put the Default Snaplnfo Directory for LUNSs Shared by
Multiple Databases

If you have multiple databases that reside on one or two LUNS, use this
screen to specify a common Snaplnfo directory location for those
databases.

0  Whereto Put the Snaplnfo Directory for Each Database
If you want the Snaplnfo directory for an individual database to be
stored on a LUN other than in the default location for that SQL Server
instance, use this screen to specify that information.

Database Migration Options: Use this screen to select options for the
database migration:

O Runthe DBCC command to verify your migrated databases.

0 Deletethe original database files after the migration finishes successfully.
Add Microsoft iSCSI Service Dependency: Use this screen to specify, on

a per-instance basis, whether the Microsoft iSCSI service should be a
dependency for the Microsoft SQL Server services.

Configure Automatic E-mail Notification: Use this screen to configure
automatic SMTP e-mail notification for event natification.

Configure SnapManager Event Logging to Filer Syslog and
Autosupport: Usethis screen to enable Syslog (NetApp storage system event
log) support and to enable Autosupport for SnapManager.
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The following table lists SnapManager database management settings that can be
configured or changed only through the Configuration Wizard. For each setting,
the table lists the name of the corresponding screen in the Configuration Wizard.

SnapM anager Setting

Configuration Wizard Screen

Database-L UN mapping

Where to Move Databases

Maximum worker threads for each
SQL Server instance

Modify SQL Server Max Worker
Thread Option

Snaplnfo directory location

Snaplnfo Directory Type
0  Single Snaplnfo Directory
O Advanced Snaplnfo Directories

Migration-specific options:
O Run DBCC before migration,
after migration, or both?

0 Delete original databases after
successful migration?

Database Migration Options

Microsoft iSCS| Service asa
dependency

Add Microsoft i SCSI Service
Dependency
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Migrating SQL Server databases to LUNs

This section contains procedures for using the Configuration Wizard to migrate
SQL Server databases. See the following topics for more information:

0 “Prerequisites for migrating databasesto LUNS" on page 87
O “Overview of the database migration procedure” on page 87
0 “Migrating databases to LUNs using the Configuration Wizard” on page 89

Prerequisites for Before you migrate your SQL Server databases, verify that your environment is
migrating in the proper state.

databases to LUNS 1 you must use SnapDrive to create the following LUNS:
O Oneor more LUNsfor the SQL Server 2000 database
O Oneor more LUNsfor the Snaplnfo files

For resource planning information, see Chapter 5, “Preparing to Migrate
SQL Server Databases,” on page 65. For detailed instructions for creating
LUNS, see the ShapDrive 3.1 Installation and Administration Guide.

O The databases to be migrated must not be in use. Thisincludes both system
databases and user databases.

For information about how to check that users are not connected to a
database, see your SQL Server documentation.

Overview of the The following steps summarize the migration of SQL Server 2000 database files:
database migration . ) , )
procedure 1. The operator uses the Configuration Wizard to specify the databases to be

migrated and the LUNs to which the databases are to be migrated.

Note
If the databases you intend to back up and restore using SnapManager are
already on LUNSs, and their configurations meet the requirements for
operating with SnapManager, then you do not need to migrate them. Instead,
use the Configuration Wizard only to set up the Snaplnfo directory. No
databases will be taken offline or copied.
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2. If you specified databases to be migrated to LUNS, the Configuration Wizard
doesthe following:

Note
Migrating SQL Server databases causes them to be taken offline during the
copy operation.

a. Detaches the specified databases.

b. Copiesthe databases to the specified LUNs and sets up a Snaplnfo
directory.

SnapManager detaches SQL Server user databases before migrating
themto LUNSs.

SnapManager also stops the SQL Server while migrating SQL Server
system databasesto LUNSs.

c. Attachesthe databases.

If a database copy or a database attach fails, SnapManager attaches the
original database file to the SQL Server.

d. Deletesthe old database files (if this was specified).

If a database copy or a database attach fails, SnapManager attaches the
original database file to the SQL Server.

3. The Configuration Wizard sets up the SnaplInfo directory structure per your
specifications;

0  Single Snaplnfo Directory: Specify one Snaplnfo directory for all SQL
Server instances and their associated databases.

O  Advanced Snaplnfo Directories: For each SQL Server instance, specify
adefault Snaplnfo directory for all the databases owned by that
instance.

If you have multiple databases that reside on one or two LUNS, specify
a common Snaplnfo directory for those databases.

If you want to place the Snaplnfo directory for anindividual database on
aLUN other than in the default location for that SQL Server instance,
the Configuration Wizard supports the creation of that Snaplnfo
directory as well.

4. The Configuration Wizard reminds the operator to immediately back up the
migrated databases.
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Migrating
databases to LUNs
using the
Configuration
Wizard

To migrate your SQL Server 2000 databases from local disk to LUNs or from one
LUN to another, compl ete the following steps.

Caution

After an SQL Server database has been migrated to LUNSs using SnapM anager,
do not use the Enterprise Manager—or any other utility outside of
SnapManager—to move any other datain the SQL Server system. Doing so
might prevent SnapManager from functioning correctly.

Step

Action

1

If you have not already done so, start the SnapManager for SQL
Server application. To do this, go to the Windows Start menu and
select Program Files > SnapManager for SQL Server.

Result: SnapManager for SQL Server main window opens.

Connect to SQL Server

2

If you want to view or change the SQL Server managed by
SnapManager, do this using the Connect to SQL Server dialog box.
To open the dialog box, go to the SnapManager menu bar and select
Action > Connect to adifferent SQL Server.

For moreinformation, see Appendix B, “ Configuring SnapM anager
Application Settings,” on page 307.

Start the Configuration Wizard

3 | Start the Configuration Wizard.
0O From the SnapManager Wizards tab, click Configuration
Wizard.
0  From the SnapManager menu bar, select Wizard > Configuration
Wizard.
Result: The Configuration Wizard islaunched and the Welcome
screen appears.
Welcome
4 | At the Configuration Wizard Welcome screen, click Next.

Result: The Database Verification Server and Account
Authentication screen appears.
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Step

Action

Database Verification Server and Account Authentication

5

Use the Database Verification Server and Account Authentication
screen to specify the SQL Server to be used to perform SQL Server
database verification and account authentication.

Note
NetApp recommends that, for optimal performance, you use an SQL
Server that is different from the verification server.

O If you want to specify the database verification server now,
select an SQL Server in the Verification Server list and choose
the security authentication method to be used to connect to that
server. If you choose SQL Server authentication, you must also
specify the login name and password. For a detailed description
of these specifications, see “Using the Database Verification
Server and Account Authentication screen” on page 336.

0 If you want to specify the database verification server |ater,

select the option labeled “ Select a verification server later using
the Options menu.” Later, when you are ready to select a
database verification server, you can do so by selecting Options
> Database Verification Settings to open the Verification
Settings dialog box. For adetailed description of the Verification
Settings dialog box, see Appendix B, “ Database integrity
verification options,” on page 315.

Click Next.

Result: The Where to Move Databases screen appears.
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Step | Action

Wher e to Move Databases

7 | Usethe Whereto Move Databases screen to specify the databases (or
individua datafiles or transaction log files) you want to move and
where you want them moved.

SnapManager Configuration Wizard y ﬂ
Where to move databases ——
Select a database to move to a LUMN. W

Select a database in the left pane, and a LUM in the Disk List, then click the <=> button ta
associate them.

Database | Disk. | - (ot Lt

- @ CLPUBS-WINSRVYRS UE :_
+/ ¥ DB _A Local € 22 | |[LnT: Filer:172.28.50.52 Yolume sme_vl
+ il master Local C Lo
+ il model Local C ::HE L
R —y P LI :

Databaze |ocation results:

Database | From | 1o [ Reconfigure |

- @ CLPUBS-WINSRVRS | Unda &l |
+ il DBL LUM L e
+ il DE2 LUM L d| Dietail... |
Help | Cancel |

Note

For moreinformation about any LUN in the Disk List, move the
mouse over the LUN name. This causes atooltip to appear and
display the |P address or host name of the NetApp storage system
and the name of the volume that houses the LUN.

From this screen, you can do any of the following:

O Migrate databases from local disk to LUNSs. For more detailed
information, see “Migrating SQL Server databases from local
disk to LUNS" on page 339.

0O Move databases from one LUN to another. For more detailed
information, see “Moving SQL Server databasesto different
LUNS’ on page 341.

O View the path of a database that resides on aLUN. For more

detailed information, see “Viewing the full path for a database
onaLUN” on page 344.
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Step

Action

Click Next.

Result: The Number of Databases that Can be Backed Up
Concurrently screen appears and displays the current value.

Number of Databasesthat Can be Backed Up Concurrently

9 | Usethe Number of Databases that Can be Backed Up Concurrently
screen to change the maximum number of databases that can be
backed up concurrently.

a. If you need to change the maximum number of databases
that can be backed up concurrently for each SQL Server
instance, change the value in the “Maximum databases...”
box. The default setting is 255 databases.

b. If you also want to view and optionally change the
maximum number of SQL Server worker threads for any
SQL Server instance, select the Modify SQL Server
“Maximum Worker Threads’ Parameter option. Thisoption
is deselected by default.

For more detailed information, see “Using the Number of Databases
that Can Be Backed Up Concurrently screen” on page 345.
10 | Click Next.

Result: The next screen that appears depends on whether you chose
to modify the SQL Server maximum number of worker threads
allowed.

If... Then...

You did not select the Modify | The Snapinfo Directory Type
SQL Server “Maximum screen appears. Go to Step 13.
Worker Threads’ Parameter

option

You selected the Modify SQL | The Modify SQL Server

Server “Maximum Worker Maximum Worker Threads
Threads’ Parameter option Parameter screen appears. Go to
Step 11.
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Step

Action

Modify SQL Server Maximum Worker Threads Parameter

1

Use the Modify SQL Server Maximum Worker Threads Parameter
screen to specify whether you want to modify the maximum number
of worker threads for any SQL Server instance. You have the
following options;

0 Leave the current maximum number of worker threads
unchanged for all SQL Server instances

0  Apply al of the recommended new values displayed in the New
Max Worker Threads column

0 Edit one or more of the recommended new values before
applying the changes

For more detailed information, see “Using the Modify SQL Server
Maximum Worker Threads Parameter screen” on page 347.

Note
If you choose to change the maximum number of worker threads for
any SQL Server instances, those instances will be restarted when you
click Finish in the Completing the Configuration Wizard screen.

12

After you have finished viewing and optionally changing this SQL
Server parameter, click Next.

Result: The Snaplnfo Directory Type screen appears.
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Step

Action

Snapl nfo Directory Type

13

Use the Snaplnfo Directory Type screen to choose how you want the
Snaplnfo directory or directories configured.

Note
By default, the Single Snaplnfo Directory option is selected. If
SnapManager was previously configured with multiple Snaplnfo
directories, the Snaplnfo Directory Type screen is displayed with the
Advanced Snaplnfo Directories option presel ected.

If you want to... Then do this...

Create one SnaplInfo directory | Go to Step 14.
for all SQL Server instances
and their associated databases
(including multiple databases
sharing one or two LUNS)

Create a different Snaplnfo Goto Step 18.
directory for each SQL Server
instance, or for multiple
databases sharing one or two
LUNS, or for each database in
an SQL Server instance

Move multiple Snaplnfo Go to Step 18.
directoriesto asingle directory

Specify a Single Snapl nfo Directory

14

Select the Single Snaplnfo Directory option, then click Next.
Result: The Specify a Single Snaplnfo Directory screen appears.

Note
For moreinformation about any LUN in the Disk List, move the
mouse over the LUN name. This causes atooltip to appear and
display the |P address or host name of the NetApp storage system
and the name of the volume that houses the LUN.
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Step

Action

15 | Usethe Specify a Single Snapinfo Directory screen to specify how
you want to create asingle Snaplnfo directory for all your databases.
For more detailed information, see “Using the Specify a Single
Snaplnfo Directory screen” on page 351.
Result: The Result Snaplnfo Directory field displays the mount
point for the newly specified Snaplnfo directory.
16 | Click Next.
Result: The Database Migration Options screen appears.
17 | Proceed to Step 25.
Whereto Put the Default Snaplnfo Directory for Each SQL Server
Instance
18 | Select the Advanced Snaplnfo Directories option, then click Next.

Result: The Where to Put the Default Snaplnfo Directory for Each
SQL Server Instance screen appears.

Note

For moreinformation about any LUN in the Disk List, move the
mouse over the LUN name. This causes atooltip to appear and
display the |P address or host name of the NetApp storage system
and the name of the volume that houses the LUN.
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19

Use the Where to Put the Default Snaplnfo Directory for Each SQL
Server Instance screen to create a default Snaplnfo directory for all
the databases owned by a specific SQL Server instance.

In subsequent screens, you will have the opportunity to override this
setting for specific cases:

O Multiple databases that share one or two LUNs

0 A single database

Note

You can also use this screen to change from multiple Snaplnfo
directoriesto a single Snaplnfo directory.

By default, the Snaplnfo directory nameis SMSQL_Snapl nf o.
However, you can specify a different Snaplnfo directory path by
using the Default Snaplnfo Property dialog box.

For more detailed information, see “Using the Where to Put the
Default Snaplnfo Directory for Each SQL Server Instance screen” on
page 353.

20

Click Next.

Result: The Where to Put the Default Snaplnfo Directory for LUNs
Shared by Multiple Databases screen appears.

Note
For moreinformation about any LUN in the Disk List, move the
mouse over the LUN name. This causes atooltip to appear and
display the |P address or host name of the NetApp storage system
and the name of the volume that houses the LUN.
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to Put the Default Snaplnfo Directory for L UNs Shared by
le Databases

21

If you have multiple databases that reside on one or two LUNSs, use
the Where to Put the Default Snaplnfo Directory for LUNs Shared by
Multiple Databases screen to specify a common Snaplnfo directory
location for those databases.

By default, the Snaplnfo directory nameis SMSQL_Snapl nf o.
However, you can specify a different Snaplnfo directory path by
using the Default Snaplnfo Property dialog box.

For more detailed information about using the Where to Put the
Default Snaplnfo Directory for LUNs Shared by Multiple Databases
screen, see “ Using the Where to Put the Default Snaplnfo Directory
for LUNs Shared by Multiple Databases screen” on page 356.

22

Click Next.

Result: The Whereto Put the Snaplnfo Directory for Each Database
screen appears.

Note
For moreinformation about any LUN in the Disk List, move the
mouse over the LUN name. This causes atooltip to appear and
display the |P address or host name of the NetApp storage system
and the name of the volume that houses the LUN.
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23

If you want to place the Snaplnfo directory for an individual database
on aLUN other than in the default location for that SQL Server
instance, use the Where to Put the Default Snaplnfo Directory for
Each Database screen to select the database and specify the Snaplnfo
directory location.

By default, the Snaplnfo directory nameis SMSQL_Snapl nf o.
However, you can specify a different Snaplnfo directory path by
using the Default Snaplnfo Property dialog box.

For more detailed information about using the Where to Put the
Default Snaplnfo Directory for Each Database screen, see “Using the
Where to Put the Snaplnfo Directory for Each Database screen” on
page 359.

24

Click Next.

Result: The Database Migration Options screen appears.

Note
The next time you run the Configuration Wizard, the Advanced
Snaplnfo Directories option will be preselected (in the Snaplnfo
Directory Type screen) if the previous configuration operation was
performed with two or more Snaplnfo directories.

Database Migration Options

25

Use the Database Migration Options screen to select options for the

database migration:

O  When you want to run the DBCC command to verify your
migrated databases

O  Whether you want to delete the original database files after the
migration finishes successfully

For a more detailed description, see “Using the Database Migration
Options screen” on page 362.

Migrating SQL Server databases to LUNs




Step

Action

26

Click Next.

Result: The next screen that appears depends on whether
SnapManager is installed in an MSCS environment or on a stand-
alone Windows host.

If... Then...
You are configuring The Configure Automatic Event
SnapManager in an MSCS Notification screen appears. Go to

environment -or- the Microsoft | Step 29.
iSCSI serviceisnot running on
the Windows host system

You are configuring The Add Microsoft iSCSI Service
SnapManager on astand-alone | Dependency screen appears.
Windows host system Proceed to Step 27.

Add M

icrosoft iISCSI Service Dependency

27

Use the Add Microsoft iSCSI Service Dependency screen to
optionally configure the Microsoft iSCSI service as a dependency for
the Microsoft SQL Server services on a particular SQL Server
instance.

For each SQL Server instance, if you are migrating databases to
LUNs accessed using the iSCSI protocol, then select the option to
ensure that the Microsoft iSCSI service will be added asa
dependency for the Microsoft SQL Server servicesin that instance.
Thiswill prevent Microsoft SQL Server from starting before the
Microsoft iISCS| service isready to accept connections.

Note

You can click Select All to select every option in thelist. You can
click Unselect All to clear every option.

28

Click Next.

Result: The Configure Automatic Event Notification screen
appears.
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Configure Automatic Event Notification

29

Use the Configure Automatic Event Notification screen to configure
the automatic event notification options for SnapManager:

0  Configure automatic SMTP e-mail notification for event
notification.

Enable Syslog (NetApp storage system event log) support.
Enable Autosupport for SnapManager.

Note
NetApp strongly recommends that you enabl e the automatic event
notification options.

After you complete the Configuration Wizard, you can also view or
change these settings by selecting Options > Notification Settings to
access the Auto Notification Settings dialog box. For more detailed
information, go to “ Event notification options’ on page 329.

Result: The Completing the Configuration Wizard screen appears.

Completing the Configuration Wizard

30

In the Completing the Configuration Wizard screen, click Finish to
close the Configuration Wizard so that you can begin the actual
database configuration process.

Note
If you chose to change the maximum number of worker threads for
any SQL Server instances (specified in the Modify SQL Server
Maximum Worker Threads Parameter screen), those instanceswill be
restarted when you click Finish.

Result: The Configuration Wizard closes, and the Configurator
Status dialog box appears.
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Configurator Status

31

To migrate your databases to the LUNSs you specified and to set up
the Snaplnfo directory as specified, click Start Now.

Result: The Configuration Wizard moves the databases and logs to
their specified LUNs and displays atask check-off list.

When the migration finishes successfully, SnapManager displays a
message dialog box. This message also reminds you to make a
backup immediately.

32

Click OK to close the dialog box.

33

Back up your databases immediately.

Any time you use the Configuration Wizard to move data from one
drive to another, backups perfomed prior to the move become
invalid. After you migrate your databases to anew LUN, perform an
immediate backup.
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Moving multiple Snaplinfo directories to a single Snaplinfo
directory

If you previously configured multiple Snaplnfo directories, you can rerun the
Configuration Wizard to move them to a single Snaplnfo directory.

The Configuration Wizard enables you to create multiple Snaplnfo directoriesin
the following ways:

0 A default Snapinfo directory per SQL Server instance
O A separate Snaplnfo directory for multiple databases on one or two LUNs
0 A different (nondefault) Snaplnfo directory for a database in an instance

If you currently have multiple Snaplnfo directories, you can choose to combine
them into asingle directory.

To change your configuration from multiple Snaplnfo directoriesto asingle
Snaplnfo directory for all SQL Server instances and associated databases,
complete the following steps.

Step | Action

1 | Start the Configuration Wizard, then step through the following
screens without specifying any configuration changes:

0 Database Verification Server and Account Authentication
0 Whereto Move Databases
O  Number of Databases that Can be Backed Up Concurrently
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Snapl nfo Directory Type

2

In the Snaplnfo Directory Type screen, select the Single Snaplnfo
Directory option, and then click Next.

Result: The Specify a Single Snaplnfo Directory screen appears.
Note that, in the Current Snaplnfo Directory list, all of the current
Snaplnfo directories are selected by default.

SnapManager Configuration Wizard i ﬂ
Specify a single snapinfo directory —
Setup a snapinfo directory for all databases. W

“Y'ou zelected to setup one single snapinfo directory for all databazes nning on this host.

Double click ta select a virual disk from the list, or click the <=> button to setup shapinfo
directary, or type a new snapinfo directory under "Result Snaplnfo Directory,

Current snapinfo directorny: Diisk list:
Item | Snaplnfo Path | Statuz I
CLPUBSMWI... [:ASMSOL_Snaplnfo alid
YDISK L: I:55M50L_Snaplnfo alid <=
WDISK T: I:NSMSAL_Shaplnfo “Walid -

Besult Snaplnfo Directory:
II:\SMSQL_SnapInfo

Cancel

Help |

Specify a Single Snapl nfo Directory

3

Inthe Disk List, select the LUN to which you want to move all the
Snaplnfo directories.

Note

For moreinformation about any LUN in the Disk List, move the
mouse over the LUN name. This causes atooltip to appear and
display the |P address or host name of the NetApp storage system
and the name of the volume that houses the LUN.
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Step

Action

4 | Click the move (<=>) button.
Result: The Result Snaplnfo Directory box displaysthe path for the
Snaplnfo directory. Note that the default directory name is
SMSQL_Snapl nfo.

5 | If youwant to specify a different location or name, modify the

information in the Result Snaplnfo Directory box.

Note
The Configuration Wizard will allow you to create the Snaplnfo
directory only in valid locations. For more information, see “ SQL
Server database configuration restrictions enforced” on page 67.

Complet

ethe Configuration Wizard

Step through the remaining screens of the Configuration Wizard
without specifying any further configuration changes:

0 Database Migration Options

O Add Microsoft iSCS| Service Dependency

O Configure Automatic Event Notification

In the Completing the Configuration Wizard screen, verify the
changes you specified, and then click Finish.

In the Configurator Status dialog box, click Start Now to close the
dialog box, and then begin the Configuration Wizard tasks you
specified.

When a message dialog box appears and notifies you that the
configuration changes were completed successfully, click OK to
close the dialog box.

10

Click Close to close the Configurator Status dialog box.
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Migrating SQL Server databases back to local disks

If, for any reason, you choose not to use SnapManager as your data management
tool, you can migrate your databases back to local disks.

To migrate your databases back to local disks, complete the following steps.

Step | Action

1 | From the SnapManager menu bar, select Options > Configuration
Wizard Options > Migrate Database(s) to Local Disk.

Result: A dialog box appears and informs you that the migrate back
to local disk feature has been enabled.

Note
By default, the Where to M ove databases screen of the Configuration
Wizard does not list any local drives unless you explicitly enable the
migration to local disk feature.

Click OK.

Launch the SnapManager Configuration Wizard.

Click Next at the Welcome screen.

a| |l wWw| DN

In the Where to Move Databases screen, select the database that you
want to move back to local disk from the Database L ocation Results
list.

0 To select multiple databases or files, select the first entry, and
then click and hold the Shift button on your keyboard while you
make additional selections.

O Toselect arange of databases or files, select thefirst entry in the
range, and then click and hold the Ctrl button on your keyboard
while you select the last entry in the range.

6 | Click Reconfigure.
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7 | Inthe database list, select the database or databases you just
reconfigured.

Note
In the “ Select a Database...” list, the Disk column for this entry lists
“Reconfig” instead of the LUN drive |etter.

8 | Inthe LUN list, select alocal drive, and then click the <=> button.

9 | Click Next.

10 | Inthe Where to Put the Default Snaplnfo Fle screen, click Next.

Note
Both Snaplnfo directories must remain on the LUNS on which you
placed them during the original migration. They cannot be moved to
local disk.

11 | Inthe Database Migration Options screen, click Next.

12 | Inthe Completing the Configuration Wizard screen, click Finish.

13 | Click Start Now to migrate your databases back to local disk.
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Understanding SnapManager Backup Sets 7

This section provides background information about SnapManager Backup and
SnapManager backup sets. The following topics are covered:

“How SnapManager Backup works” on page 108

“Types of backup operations performed using SnapManager” on page 110
“How SnapManager checks database integrity in backup sets’ on page 113
“How SnapManager backup data is organized” on page 115

“Ways to manage the number of backup sets kept onling” on page 120
“When to run a SnapManager backup” on page 123

O o oo o o

Chapter 7: Understanding SnapManager Backup Sets 107



How SnapManager Backup works

What SnapManager
Backup does

SnapManager
Backup
requirements and
limitations

108

SnapManager Backup uses snapshot functionality to create online, read-only
copies of the SQL Server data you specify. See the following topics for more
information:

O
o

“What SnapM anager Backup does” on page 108
“SnapManager Backup requirements and limitations” on page 108

SnapManager performs the following tasks when creating a backup:

1

2
3.
4

© © N o O

10.

Checks the SnapManager license

. Renames the most recent Snaplnfo directory (if necessary)

Renames the most recent snapshot (if necessary)

. Creates a new directory in the Snaplnfo directory for this backup

Note
During the backup process, SnapManager collects backup metadata that is
automatically archived to the Snaplnfo directory.

Creates a snapshot of the LUNSs containing the database files (if specified)
Backs up transaction logs (if specified)

Creates a snapshot of the LUN that contains the Snaplnfo directory
Verifies the databases in the snapshot of the LUN (if specified)

Deletes the oldest backup sets (if specified)

Deletes the oldest snapshot of the LUN that contains the Snaplnfo directory

Be aware of the requirements and limitations of SnapManager Backup:

0

To run SnapManager Backup, the account that SnapManager is using must
have a system administrator server role on the SQL Server.

If you rename the SQL database and then need to restore the database from a
backup set that was created before the database was renamed, you must
restore to a different and nonexistent database name.

How SnapManager Backup works



0 If you change the database configuration, any backups taken prior to the
configuration change are invalid. After you run the Configuration Wizard,
immediately take a backup to reflect the change in your configuration.

Caution
Inan SQL Server 2000 environment, you should only perform backups using the
SnapManager application. Taking snapshots from the NetApp storage system
console for backup using SnapManager is not supported and resultsin an
inconsistent snapshot image of online databases. However, you can use
SnapDrive to take snapshots of SQL Server databases, although you cannot
restore these snapshots using SnapM anager.
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Types of backup operations performed using SnapManager

Full database
backup

110

SnapManager supports two types of backup operations:
0  “Full database backup” on page 110

O “Transaction log backup” on page 112

Note

A transaction log backup can be included in afull database backup, or it can be
created as alog-only backup set.

A full database backup contains afull copy of the databases you select. The
method that SnapManager uses to create the backup depends on the databases
you select. One method involves copying the databases individually, while the
other method consists of creating snapshots of the databases. The method that
SnapManager usesto create a particular backup set has implications for how
SnapManager restores databases from that backup set. For moreinformation, see
“Creating a full database backup using SnapManager” on page 128 and “How
SnapManager Restore works’ on page 192.

Stream-based backup method: With thismethod, SnapManager createsthe
full database backup by streaming out the contents of the databases
individually. SnapManager uses the stream-based backup method if any of the
following criteria apply to the databases selected for the full database backup
operation:

0 Theseectionincludesany SQL Server system databases.

O Thesdectionincludes any SQL Server user databases that reside on the
same LUN as a system database.

Note
When you select a database for afull database backup, SnapManager
automatically selects all other databases that reside on the same NetApp
storage system volume. You can desel ect any of these databases, but—unless
the selected databases share one or two LUNs with other databases—
SnapManager asks you to confirm your selection; backing up only a subset
of the databases that reside on the same volume is not recommended.

All other database backups use the online snapshot backup method.

Types of backup operations performed using SnapManager



Full database stream-based backup files are named using the naming convention
date time databasename.f bk. Thisfileisequivalent to the. bak file directly
created by SQL Server 2000.

Online snapshot backup method: With this method, SnapManager creates
the backup by creating snapshots of the databases. SnapManager uses the
online snapshot backup method if all of the following criteria apply to the
databases selected for the full database backup operation:

0 The selection does not contain any system databases.

0 If selection includes user databases, none of those databases reside on the
same LUN as a system database.

Note
When you select a database for afull database backup, SnapManager
automatically selects all other databases that reside on the same NetApp
storage system volume. You can desel ect any of these databases, but—unless
the selected databases share the same one or two LUNs with other
databases—SnapManager asks you to confirm your selection; backing up
only asubset of the databases that reside on the same volume is not
recommended.

For adescription of the naming convention used by full database online snapshot
backup sets, see “ SnapManager backup set names” on page 117.

More about volume-wide backups: In avolume-wide backup, al of the
databases that reside on a single volume are backed up concurrently.

O If the databases reside on the same volume, only one backup snapshot is
created.

0  If the databases reside on multiple volumes, more than one snapshot is
created; the databases are grouped by volume and backed up in successive
order, one snapshot per volume.

Note
When a snapshot is taken of aLUN for a SnapManager backup, the entire
NetApp storage system volume is captured in that snapshot. However, that
backup isvalid only for that SQL host server where the backup was created. If
data from other SQL host servers reside on the same volume, it is not restorable
from that snapshot.

About SQL Server Enterprise Manager: Although SnapManager snapshot
full database backup files are viewable from the Enterprise Manager of your SQL
Server, you cannot perform any operations on them using the Enterprise
Manager.
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Transaction log
backup

112

A transaction log backup is arecord of the database changes that have occurred
since the last transaction log backup. SnapManager supports transaction log
backupsin order to provide a more granular level of database backup and to
recover the transactions committed since the most recent full backup.

File name and location: SnapManager creates a backup of atransaction log
by copying transaction log data to afile in the Snaplnfo directory. Transaction
log backup files are named using the following convention:

date time databasename.trb

Thisfileisequivalent tothe. t rn file directly created by SQL Server 2000. The
structure of the SnaplInfo directory is described in “How SnapManager backup
dataisorganized” on page 115.

Ways to start or schedule a transaction log backup: You can back up a
transaction log along with the database or alone.

O  SnapManager full database backups include the option to also back up the
associated transaction logs after the database snapshot backups finish. This
isdescribed in “Creating afull database backup using SnapManager” on
page 128.

O  SnapManager also provides the option to back up transaction logs only,
independent of the associated databases. Thisis described in “Creating a
transaction log backup using SnapManager” on page 147.

Note
It is recommended (however, not required) that you back up transaction logs

using SnapManager. You can use other types of transaction log backup solutions,
but do not mix that transaction log backup solution with SnapManager’s solution.

About SQL Server Enterprise Manager: Enterprise Manager detects
transaction log backups taken by SnapManager for Microsoft SQL Server and
restores the database to a further point in time by applying transaction log
backups in sequence. However, Enterprise Manager cannot restore full database
backups of snapshots taken by SnapManager for Microsoft SQL Server.
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How SnapManager checks database integrity in backup sets

Ways to separate
database

verification from
database backup

Options for when to
verify the databases
in abackup set

SnapManager uses the Database Consistency Checker (DBCC) utility to verify
the SQL databases in a backup set. DBCC is aMicrosoft SQL Server utility that
verifies page-level integrity of the databases. See the following topics for more
information:

0 “Ways to separate database verification from database backup” on page 113
O “Optionsfor when to verify the databases in a backup set” on page 113
0 “Optionsfor where to run the Microsoft DBCC command” on page 114

Caution
NetApp strongly recommends that you restore only from backups whose
databases have been verified. The SnapManager Restore tab lists the backups
that have been taken and the backup verification status of each. For more
information, see “Importance of verifying databases to be restored” on page 193.

Running database verification on a production SQL Server is CPU-intensive for
the host running the verification and also involves a substantial amount of
activity on the NetApp storage system. For thisreason, it can degrade SQL
Server response, particularly during work hours.

By default, a SnapManager full database backup operation runs DBCC
immediately after the backup is finished. However, SnapManager provides the
two options that enable you to separate the process of verification from the
backup itself: deferred database verification and remote database verification.

Deferred database verification: Instead of allowing afull database backup
to automatically verify the databases when the operation is finished, you can
disable that feature. You can then run a separate database verification operation
any time after the full database backup operation is finished.

Remote database verification: To prevent database verification from
affecting the performance of your production SQL Server computer, you can run
verification on another SQL Server computer.

You have the following options for when to verify the databases in your
SnapManager backup sets.
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Options for where
to run the Microsoft
DBCC command
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Automatically verify full database backup sets upon creation: By
default, SnapManager verifies the databases in a backup set at the time the
backup is created. Thisis simple and ensures that each database in the backup set
isverified. However, this method significantly increases the time required to
complete the backup. For a detailed description of how to start or schedule a full
database backup with automatic database verification, see” Creating afull
database backup using SnapManager” on page 128.

Explicitly start or schedule database verification only: With this
method, a single operation can be initiated to verify the databases contained in
one or more backup sets that have already been created. You can start the
verification immediately, or you can schedule the verification to occur at alater
time when it does not affect performance or delay later backups. For a detailed
description of how to start or schedule database verification, see “Performing
database verification using SnapManager” on page 162.

Note
If abackup set is needed for arestore before the verification has been completed,
you must either delay the restore for the verification or restore an unverified
backup.

Regardless of when you verify the databases in a backup set, the verification can
be done on the production SQL Server (the Windows host system running the
SQL Server instance used to create the databases) or on aremote verification
system (another SQL Server).

From the production SQL server: Inthe simplest SnapManager for SQL
Server configuration, verification is run from the production SQL Server.
However, because the Microsoft DBCC command used for the verification is
CPU-intensive, performing the verification on the production SQL Server host
system during peak usage could affect SQL Server performance.

From a remote verification server: Performing the verification on aremote
system minimizestheimpact of verification on SQL Server system resources and
backup schedule. The requirementsfor aremote verification server are described
in “Requirements for a remote verification server” on page 23. The procedure
specifying adifferent SQL Server astheremote verification server isdescribed in
“ Selecting the database verification server” on page 315.

Note
You cannot run database verification from avirtual SQL Server. For more
information, see “ Requirements for aremote verification server” on page 23.
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How SnapManager backup data is organized

SnapManager
backup sets

Snaplnfo directory

SnapManager backup datais stored in backup sets. See the following topics for
more information:

“SnapManager backup sets” on page 115

“Snaplnfo directory” on page 115

“Snaplnfo subdirectory names’ on page 116
“SnapManager backup set names” on page 117
“SnapManager snapshot naming conventions’ on page 118
“SQL Server database snapshot names’ on page 119
“Snaplnfo directory snapshot names’ on page 119

O oo o oo dg

A SnapManager backup set consists of al the data you would need to be able to
perform arestore, regardless of whether this data exists on the same LUNSs or
volumes. A backup set contains the following items:

O Volume-wide snapshot(s) of the LUNs that store the SQL Server databases
(SQL Server datafilesand SQL Server transaction log files)

O  The corresponding subdirectory under the Snaplnfo directory

The Snaplnfo directory stores information about the backup sets, copies of
transaction log files, and other data critical to the backup set. The location of this
directory is specified when you run the Configuration Wizard. By default, the
directory nameis SMSQL_Snapl nf o. However, you can specify a different
directory name.

Every time a SnapManager backup snapshot is created, SnapManager creates a
new backup set subdirectory under the Snaplnfo directory. SnapManager
populates this subdirectory with the transaction logs backed up as part of that
backup set, as well as the recovery information for that specific snapshot. A
complete backup set consists of this Snaplnfo subdirectory and the corresponding
snapshots of the LUNSs that store the SQL Server databases and transaction logs.

Note
The Snaplnfo directory cannot reside on the same LUN that stores the SQL
Server database files. See “ SQL Server database configurations to avoid” on

page 68.
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Snaplinfo
subdirectory names
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SnapManager backup set names identify the configuration of the backed-up

databases.

Configuration

Format of the Snaplnfo subdirectory name

Databases
belonging to
the SQL Server
default instance

The Snaplinfo directory nameisSQ.__ followed by the
SQL Server computer host name;

SQL__SglServerName

For example, the subdirectory for databases belonging to
the default instance of the SQL Server on the Windows
host system CLPUBS- W NSRVR3 would be named asfollows:

SQL__ CLPUBS- W NSRVR3

Databases
belonging to an
SQL Server
named instance

The Snaplinfo directory nameisSQ.__ followed by the
name of the SQL Server instance:

SQ.__InstanceName

For exampl e, the subdirectory for databases belonging to
the SQL Server instance | NST2 on the on the Windows host
system ENGR- W NSRVR7 would be named as follows:

SQL__INST2
Multiple The Snaplnfo directory name incorporates the drive letter
databases assigned to the LUN:
sharing one VDi sk__DrivelLetter
LUN -
For example, the subdirectory for al the databases sharing
one LUN on drive G\ would be named as follows:
VDisk__G
Multiple The Snaplnfo directory name incorporates both the drive
databases letters assigned to the two LUNS:
f]jrl\ll';g two VDi sk__FirstDriveletter& SecondDrivelLetter

For example, the subdirectory for al the databases sharing
thetwo LUNson driveF:\ and driveK: \ would be named
asfollows:

VD sk__F&K
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SnapManager

backup set names

SnapManager backup set names identify the configuration of the backed-up
databases. These names are displayed in the SnapManager Restore tab and in the
SnapManager Restore Wizard.

Configuration

Format of the backup set name

Databases
belonging to
the SQL Server
default instance

The backup set name is the same as the SQL Server
computer host name:

Sl ServerName

For example, a backup set for databases belonging to the
default instance of the SQL Server on the Windows host
system CLPUBS- W NSRVR3 would be named as follows:

CLPUBS- W NSRVR3

Databases
belonging to an
SQL Server
named instance

The backup set name is the name of the SQL Server
instance:

InstanceName

For example, a backup set for databases belonging to the
SQL Server instance | NST2 on the on the Windows host
system ENGR- W NSRVR7 would be named as follows:

I NST2
Multiple The backup set name incorporates the drive letter assigned
databases to the LUN:
sharing one VDi sk__DrivelLetter
LUN -
For example, abackup set for all the databases sharing one
LUN on drive G \ would be named as follows:
VDisk__G
Multiple The backup set name incorporates both the drive |etters
databases assigned to the two LUNSs;
f]jrl\ll';g two VDi sk__FirstDriveletter& SecondDrivelLetter

For example, a backup set for al the databases sharing the
two LUNson drive F:\ and driveK: \ would be named as
follows:

VD sk__F&K
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The snapshots created by SnapManager backup operations are automatically
named by Data ONTAP. The name of each snapshot created during a
SnapManager backup operation includes information that identifies the snapshot
contents.

SQL Server name: Database snapshot names and Snapl nfo directory snapshot
names include the name of the SQL Server for which the backup was taken
(indicated in this document by the variable Sgl ServerName).

Backup management group: Database snapshot names and Snaplnfo
directory snapshot names include the backup management group to which you
assigned the full database backup. SnapManager provides backup management
groups for designating various levels of backup retention: Standard, Daily, and
Weekly.

0 If you assign afull database backup to the Standard backup management
group, the snapshot names for the databases and Snaplnfo directory do not
include a backup management group name.

0 If you assign afull database backup to the Daily or Weekly management
groups, the snapshot names for the databases and Snapl nfo directory include
the name of the backup management group (indicated in this document by
the variable BackupMgmtGrp).

For more information about using backup management groups, see “Using
backup management groups in backup and verification” on page 173.

Most recent backup: SnapManager 1.0 for Microsoft SQL Server always
appended the string r ecent to the name of the most recently created snapshot.
Thiswasto allow external scripts, for example archive scripts, to be able to
identify and operate on the most recent snapshot. With the addition of the Run
Command After Operation feature in SnapManager 1.5 for Microsoft SQL
Server, appending r ecent isno longer necessary because the scripts can be
integrated into the backup process.

SnapManager 1.5 for Microsoft SQL Server offers two conventions for naming
backup snapshots:

O  Uniquebackup naming. The most recent snapshot name contains the
snapshot creation date and time (indicated by the variable date_time) instead
of the string r ecent . The most recent backup is identified by the snapshot
name with the most recent date and time.

0 Generic backup naming. The most recent snapshot name contains the
string r ecent instead of a date and timestamp. The most recent backup is
identified by the snapshot name that includes the string r ecent . Thisisthe
snapshot naming convention used by SnapManager 1.0 for Microsoft SQL
Server.

How SnapManager backup data is organized



SQL Server
database snapshot
names

Snaplnfo directory
snapshot names

The backup naming convention is selected in the Full Database Backup tab of the

Backup Setting dialog box. For information about using this dialog box, see

“Configuring the profile of afull database backup” on page 319.

For SQL Server database backups, snapshot names begin with the string

sql snap__.
Backup
management
group Format of the SQL Server database snapshot name
Standard Depending on the naming convention selected:
O sqglsnap__SglServerName _date time
O sql snap__SglServerName_recent
Daily or Depending on the naming convention selected:
Weekly 0 sql snap__SqlServerName_date time_BackupMgmtGrp

O sqglsnap__SglServerName_ recent

For Snaplnfo directory backups, snapshot names begin with the string

sqlinfo__.

Backup

management

group Format of the Snaplnfo directory snapshot name

Standard Depending on the naming convention selected:
O sqlinfo__SglServerName _date time
O sqglinfo_ SglServerName  recent

Daily or Depending on the naming convention selected:

Weekly 0 sqlinfo_ SglServerName date time BackupMgmitGrp
O sqglinfo__SglServerName_recent
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When planning your SnapManager backup schedules, you also need to manage
the number of snapshot-based backup sets that are stored online. See the
following topics for more information:

0 “Maximum number of snapshots per volume” on page 120

O “Automatic deletion of the oldest backups in a management group” on
page 120

0 “Explicit deletion of backup snapshots’ on page 122

The Data ONTAP software used with SnapManager 1.5 for Microsoft SQL
Server supports a maximum of 255 snapshots per NetApp storage system
volume. Snapshots not created by SnapManager also factor into this snapshot
count.

Because each SnapManager backup operation creates snapshots, a SnapM anager
backup operation will fail if you have already saved 255 database snapshots to
disk and have not removed any of the snapshots.

Note
Itispossiblefor the total number of snapshots on avolume to exceed the number
of SnapManager backups being retained. For example, if asingle volume
contains both the Snaplnfo directory and the SQL Server databases, each
SnapManager backup generates two snapshots on that volume.

To avoid reaching the limit of 255 snapshots per volume, delete your old
SnapManager backups when they are no longer needed. SnapManager provides
the following ways to manage and delete backups:

O  Automatic deletion

O Explicit deletion

These two methods are described in-depth in the following subsections.

When you start or schedule a SnapManager backup, you can also specify the
number of backups of that database to be retained for that backup management
group. After the backup is finished, SnapManager will automatically delete the
ol dest backups for that database in the specified backup management group,
retaining only the number of backups you want to preserve.

Ways to manage the number of backup sets kept online



This is the recommended method for managing the number of snapshots you
store on your system.

The procedural details are included in “Creating a full database backup using
SnapManager” on page 128 and “ Creating a transaction log backup using
SnapManager” on page 147. In summary, you can enable automatic deletion of
backups by specifying the “ Delete Oldest Backups In Excess Of” option in either
the Backup and Verification tab or one of the SnapManager Backup wizard
screens. If you select this option, then after the backup is finished, SnapManager
automatically deletes the oldest backups of the database from the same backup
management group so that only the number of backups you specify are
preserved.

For more information about backup management groups, see “ SnapM anager
snapshot naming conventions” on page 118 and “Using backup management
groups in backup and verification” on page 173.

Cases where additional backups are preserved: SnapManager does not
count backups that failed verification when counting the number of stored
backups. Therefore, more backups might be preserved than you specify in the
“Delete Oldest Backups In Excess Of” box.

For exampl e, suppose you are backing up databases A and B, which contain the
following backup sets:

SnapM anager backup set Description

Database A

sql snap__orbit3_11-23-2004_16. 21. 07 Old backup—good

sqlsnap__orbit3_recent Recent backup—good

Database B

sql snap__orbit3 11-23-2004_16. 21. 07 Old backup—good

sql snap__orbhit3__recent Recent backup—inconsi stent

Also suppose you have set the “Delete Oldest Backups in Excess Of” box to 1 to
preserve only one of each backup set, the most recent one.

In order to preserve one good backup for Database B, SnapManager will not
delete the snapshot sgl snap__orbit3_11-23-2004_16. 21. 07. Therefore, two
backups for Database B remain instead of one.

Chapter 7: Understanding SnapManager Backup Sets 121



Explicit deletion of
backup snapshots

122

Option to retain up-to-the-minute restore ability: If you delete backups
that are not the oldest backups in your backup list, and the corresponding
transaction logs are a so del eted, this makes the ol der remaining backups no
longer available for an up-to-the-minute restore. The reason is that the
transaction logs are no longer contiguous from the time when the older backup
was taken to the present time.

This can happen when you are deleting backups of a particular backup
management group.

SnapManager for Microsoft SQL Server enables you to preserve thelogsin this
case, thereby retaining the ability to use the older backupsin an up-to-the-minute
restore.

Note
If you know you will not need to perform an up-to-the-minute restore from the
older backups, then you should allow the logs to be deleted in order to free up
more space on the NetApp storage system holding the backups.

In addition to automatically deleting the oldest backup snapshots (an option that
you can select when you start or schedule a backup operation), you can explicitly
delete individual or multiple backup snapshots.

Explicit deletion of an individual backup: With this method, you delete
individual selected snapshots for either full database backups or transaction logs.
The procedures are described in “ Deleting a specific full database backup set” on
page 182 and “Deleting a specific transaction log backup” on page 183.

Explicit deletion of multiple backups: With this method, you select a
database to be deleted, the types of backup set components to be deleted (full
database backups, transaction logs only, or Snaplnfo directory backups), and the
type of backup management group to be deleted. The procedureis described in
“Deleting multiple backups’ on page 178.

Note
You can also explicitly delete the LUN snapshots that were created during a
restore operation. For a description of restore snapshots, see “How
SnapManager Restore works’ on page 192. For adescription of how to view and
del ete these snapshots, see “Deleting restore snapshots’ on page 217.

Ways to manage the number of backup sets kept online



When to run a SnapManager backup

Backing up
databases following
data migration

Besttime torun a
SnapManager
backup

Frequency of
backups

You need to balance frequency of backups against any overhead incurred by the
database verification process. In addition, you must ensure that no SnapM anager
operations overlap with each other. See the following topics for more
information:

“Backing up databases following data migration” on page 123
“Best time to run a SnapManager backup” on page 123
“Frequency of backups’ on page 123

“Recommendations for scheduling backups’ on page 124

O o o o

At the end of the SQL Server database and transaction log migration process, the
Configuration Wizard reminds you to make an immediate backup of the SQL
Server databases. Making an immediate backup of the SQL Server databasesis
critical because any previous non-SnapManager backups will no longer be valid.

To minimizetheimpact of a SnapManager backup on SQL Server client response
time, it isbest to run the SQL Server database integrity verification of a
SnapManager backup operation—the most CPU-intensive part of the backup—
during off-peak SQL Server usage hours, or from aremote machine. Typicaly,
off-peak times are between 6:00 p.m and 7:00 am.

Note
Network Appliance recommends that you run your database verification from a
remote server.

You do not have to perform multiple SnapManager full backups every day, but
the more you do, the fewer SQL Server transaction logs need to be played
forward at restore time. At aminimum, you should perform one SnapManager
full database backup every 24 hours.
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The more often you create SnapManager backups, the fewer SQL Server
transaction logs there are to be played forward at restore time, resulting in afaster
restore. However, for best results, observe the following recommendations for
scheduling backups and verifications:

0 Do not schedule any SnapManager operations to overlap each other. Only
one SnapManager operation can be running on the same machine at the same
time.

0 Do not schedule a backup to occur while a database verification is being
performed, even if the verification is performed on a remote verification
machine. This can result in abackup that cannot be deleted easily. For more
information about this problem, see “Busy snapshot error prevents deletion
of backup set” on page 185.

0 Do not schedule verifications on the SQL Server server during peak usage
hours. The verification process is CPU-intensive and could degrade SQL
Server performance if run on the SQL Server during peak usage hours.

One way to conform to the preceding recommendationsis to schedule your
backups to occur during peak usage hours, and then use the off-peak hoursto
perform database integrity verifications.

Note
If you are scheduling backups in a Windows cluster, schedul e them on only one
node. If the SQL Server virtual server fails over to another node, the node that
takes over that virtual server performs the backup as scheduled. If the entire node
fails, you need to set up the backup schedule again.

When to run a SnapManager backup



Backing Up Databases Using SnapManager 8

This section describes how to back up your SQL Server databases to
SnapManager backup sets and how to verify databases stored in those backup
sets. The following topics are covered:

“How SnapManager backup functions are accessed” on page 126

“Creating a full database backup using SnapManager” on page 128
“Creating a transaction log backup using SnapManager” on page 147

“What to do if a SnapManager backup operation fails’ on page 159
“Performing database verification using SnapManager” on page 162

“Using backup management groups in backup and verification” on page 173
“Explicitly deleting backup snapshots using SnapManager” on page 177

O oo o o o g

Note
You must run SnapManager from the system console, not from a Terminal
Services client. NetApp recommends that you do not use Terminal Services for
any type of SnapManager administration because you might miss critical
information that is displayed only in pop-up dialog boxes at the system console.

Related topics:
O Chapter 7, “Understanding SnapManager Backup Sets,” on page 107
0 Appendix D, “Tools for Managing Backup and Verification,” on page 363
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SnapManager
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To start or schedule a database backup or verification job, you can use either the
Backup and Verification tab or the SnapManager Backup wizard to specify the
details of the operation you want SnapManager to perform. Depending on the
specific parameters you choose, various default SnapManager settings for
backup operations and verification settings also comeinto play.

The following topics introduce the elements of the SnapManager graphical user
interface that are used to start or schedule a database backup or verification job:

“Backup and Verification tab” on page 126
“SnapManager Backup Wizard” on page 126
“Default backup settings” on page 127
“Default verification settings’ on page 127

O o o o

The SnapManager main window includes a Backup and Verification tab that you
can use to specify the job-specific parameters of a SnapManager backup
operation or database verification.

This tab can be used to start or schedule the following operations:

O “Full database backup using the Backup and Verification tab” on page 132

0 “Transaction log backup using the Backup and Verification tab” on page 150
0 “Database verification using the Backup and Verification tab” on page 164

An alternative to the Backup and Verification tab, the SnapManager Backup
Wizard guides you through the specification of the backup or verification
operation you want performed.

This wizard can be used to start or schedule the following operations:

O “Full database backup using the Backup Wizard” on page 137

0 “Transaction log backup using the Backup Wizard” on page 154

0 “Database verification using the Backup Wizard” on page 167
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Default backup The Backup Settings dialog box enables you to view or change the default
settings settings that pertain to SnapManager backup operations.

Various default values specified in this dialog box are used when you perform a
full database backup, atransaction log only backup, or a database verification in
unverified backup sets. Thisis described in the following topics:

0 “Information you need to specify for afull database backup” on page 128
O “Information you need to specify for atransaction log backup” on page 147
0 “Information you need to specify for a database verification” on page 162

For more information, see “ SnapManager backup options’ on page 319.

Default verification The Verification Settings dialog box enables you to view or change the default
settings settings that pertain to the verification of databases in SnapM anager backup sets.

Various default values specified in this dialog box are used when you perform a
full database backup or when you verify the databases in unverified backup sets.
Thisis described in the following topics:

O “Information you need to specify for afull database backup” on page 128
0 “Information you need to specify for a database verification” on page 162

For more information, see “ Database integrity verification options’ on page 315.
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SnapManager provides two ways for you to start or schedule afull database
backup: using the Backup Wizard or using the Backup and Verification tab. See
the following topics for more information:

0

o
O
o

“Information you need to specify for afull database backup” on page 128
“Full database backup using the Backup and Verification tab” on page 132
“Full database backup using the Backup Wizard” on page 137
“Concurrent backup of multiple databases’ on page 143

A full database backup operation is specified using a combination of parameters.

Job-specific parameters: Each time you start or schedule afull database
backup, you must specify the following information in either the Backup and
Verification tab or in the Backup Wizard.

0

Which databases you want to back up

When you select a database for afull database backup, SnapManager
automatically selectsall other databases that arelocated on the same NetApp
storage volume. For more information, see “ Full database backup” on

page 110. If you deselect any of these databases, and the selected databases
do not share the same one or two LUNs with other databases, SnapM anager
asks you to confirm your selection because it will cause SnapManager to
create the backup set using the stream-based backup method instead.

Note
The method that SnapManager uses to create a particular backup set has
implications for how SnapManager restores databases from that backup set.
For moreinformation, see “How SnapManager Restore works' on page 192.

When you select databases at the SQL Server instance level and one of the
selected databases cannot be backed up for an unexpected reason (such as
the database being offline or in aloading state at the time of the backup), the
full database backup operation will progress as follows:

O Thebackup report will include a message at the beginning of the
summary section that indicates that the backup was only partially
completed because one or more databases were skipped.

0 A warning event will be logged to the event log. The description field of
this event will contain the summary section of the report.

Creating a full database backup using SnapManager



0 If email notification is enabled, an e-mail notification will be sent to
the configured e-mail address.

0 Deletion of previously created backups will not proceed unless some of
the databases in the selected instance are located on local disk at the
time the backup is scheduled for execution at alater time.

If the databases on the LUNSs on NetApp storage volumes are moved to
local disk at alater time, the previously scheduled backup operation will
skip backup deletion. In this case, the backup operation will need to be
re-created and rescheduled in order for backup deletion to proceed for
future operations.

Note
For an an instance-level transaction-log-only backup operation in which
one of the selected databases cannot be backed up, the operation will
proceed in the same manner as described above.

O Which backup management group you want to assign to this backup

For details, see “Using backup management groups in backup and
verification” on page 173.

O  Whether you want to automatically run atransaction log backup after the full
database backup is finished

O  Whether you want to automatically delete the oldest full database backups
within this backup management group (recommended in order to manage the
number of snapshots)

For a description of this option, see “ Automatic deletion of the oldest
backups in a management group” on page 120.

0 If you choose to automatically delete the ol dest full database backups within
this backup management group: whether you also want to retain up-to-the-
minute restore ability for older full database backups in other backup
management groups
For a description of this option, see “ Option to retain up-to-the-minute
restore ability” on page 122.

0  Whether you want to perform a database integrity verification of the
snapshot after the full database backup is finished

Note
Although it is possible to restore from an unverified backup, NetApp
strongly recommends that you restore only from verified backups.

O  Whether you want to run acommand after the backup is complete (usually
done to archive backups)
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Thisfeatureistypically used to automatically archive a backup, as described
in“ Automatically archiving SnapManager backups using SnapVault” on
page 250.

If the volumes you are backing up to are SnapMirror sources: whether you
want the destination volumes to be updated after the full database backup is
finished

For more information about this option, see “ Replicating Backups to
Mirrored Volumes® on page 227.

Whether you want to run the backup now or schedule it for later

Note
If you want to schedule the backup to run later, you aso need to know the
job scheduling information.

Backup settings: Thefollowing list summarizes the backup settings that
pertain to full database backups.

0

Whether you want the database snapshots and Snaplnfo snapshots to be
named using generic (“__recent ") or unigque (timestamped) naming
conventions

For moreinformation, see * SnapManager snapshot naming conventions’ on
page 118.

Whether you want to verify the integrity of the live database before the
backup is performed and whether you want to verify the integrity of the live
database after the backup is performed

Note
Verifying the integrity of the live database is a time-consuming operation.
By default, neither of these optionsis selected.

The preceding options are configured using the Full Database Backup tab of the
Backup Settings dialog box, described in “ Configuring the profile of afull
database backup” on page 319.

The Backup Settings dialog box can be accessed from the Backup and
Verification tab, as well as from the Backup Wizard.

0

If you are using the Backup and Verification tab, you can open the Backup
Settings dialog box from the Options menu.

From within the Backup Wizard, you can open the Backup Settings dialog
box by clicking the Backup Settings button in the Advanced Backup Options
screen.
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Verification settings: The following list summarizes the settings that pertain
to database verification:

O  Which SQL Server isused to perform database verification

Thisis configured using the SQL Server tab of the Verification Settings
dialog box, described in “ Selecting the database verification server” on
page 315. If you will be specifying aremote verification server, be sureitis
set up properly, as described in “ Requirements for aremote verification
server” on page 23.

Note
Database verification is performed on a LUN backed up by snapshot. If you
create a snapshot of the same volume while a LUN backed by snapshot
exists, you create a“busy snapshot,” which might cause problems when you
attempt to delete some snapshots.

The following precautions will help you to avoid creating a busy snapshot:
0 Do not schedule backups while a verification isin progress.
0 Do not create snapshots at the volume or SnapDrive level.

For information about busy snapshots, see “Busy snapshot error prevents
deletion of backup set” on page 185.

0O  Which DBCC options are used to verify database backup snapshots

Thisis configured using the DBCC Optionstab of the Verification Settings
dialog box, described in “ Selecting DBCC options” on page 317.

The Verification Settings dialog box can be accessed from the Backup and
Verification tab, as well as from the Backup Wizard:

0 If you are using the Backup and Verification tab, you can open the
Verification Settings dialog box from the Options menu.

0  From within the Backup Wizard, you can open the Verification Settings
dialog box by clicking Database Verification Settingsin the View or Change
Database Verification Options screen.

Note
The View or Change Database Verification Options screen appears only if
you are specifying a Full database backup operation or a Verify most recent
snapshot backups operation; the SnapManager Backup Wizard does not
present this screen if you are specifying a“ Transaction log backup only”
operation.
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Full database To start or schedule afull database backup using the Backup and Verification tab,

backup using the complete the following steps.
Backup and , .
Verification tab With afull database backup, you can choose to also back up the associated

transaction logs after the database backup isfinished. If you want to back up only
transaction logs, see “Creating a transaction log backup using SnapManager” on
page 147.

Note
For alist of information you need to provide as you complete these steps, see
“Information you need to specify for afull database backup” on page 128.

Step | Action

1 | Inthe SnapManager main window, click the Backup and Verification
tab.

2 | Intheleft panel, select the databases for which you want to perform a
full backup.

When you select a database, SnapManager automatically selects all
other databases that reside on the same NetApp storage system
volume.

Note
You can deselect any automatically selected databases in order to
back up only a subset of the databases that share avolume, but thisis
not recommended. This choice has implications for how

SnapM anager restores databases from that backup set. For more
information, see “Full database backup” on page 110 and “How
SnapManager Restore works’ on page 192.

When you select databases at the SQL Server instance level,
SnapManager will report any offline databases as skipped in the
backup report. For more information, see “Information you need to
specify for afull database backup” on page 128.
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Step

Action

In the Types panel, select the Full database backup option.

Result: The Options subpanel provides a choice of backup options
that pertain to full database back up operations.
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In the Backup Management Group option, select the management
group for the backup you want to create: Standard, Daily, or Weekly.

For more information, see “ SnapManager snapshot naming
conventions’ on page 118 and “ Using backup management groupsin
backup and verification” on page 173.

If you want the database backup operation to be immediately
followed by atransaction log backup, select the “ Run transaction log
backup after full database backup” option.
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Step | Action

6 | If youwant to automatically delete older backups within the selected
backup management group, do the following:

a. Select the Delete Oldest Backups In Excess Of option.

b. Select the number of full database backupsyou want to keep.

Selecting this option enables you to manage the number of snapshots
for a given backup management group. For more information, see

“ Automatic deletion of the oldest backups in a management group”
on page 120.

7 | If you choose to automatically delete older backups within a backup
management group, you are also given the option to ensure that thisis
done without creating a break in the continuity of transaction logs
between the previous backup and the present time. By limiting the
automatic deletion of backupsin thisway, you retain the ability to use
the older backups in an up-to-the-minute restore.

To use this option, select the “ Retain up-to-the-minute restore ability
for older backupsin other management groups’ option.

For more information, see “ Automatic deletion of the oldest backups
in a management group” on page 120.

8 | If you want the full database backup to be followed by a database
verification, select the “Verify snapshot after backup (run DBCC)”
option. Otherwise, be sure to verify the backup later, as described in
Chapter 8, “Performing database verification using SnapManager,”
on page 162.

Note
Although it is possible to restore from an unverified backup, NetApp
strongly recommends that you restore only from verified backups.
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Step

Action

If you want to run a command after the backup finishes, select the
Run Command After Operation option. Thisisusually doneto
archive backups.

Note
If you select this option, SnapManager will prompt you for the details
when you are ready to start or schedule the backup operation.

10

If the databases reside on a SnapMirror source volume and you want
the destination volume to be updated after this backup finishes, select
the Update SnapMirror After Operation option.

Note
If you select the Update SnapMirror After Operation option and any
of the selected database files or associated Snaplnfo directories are
hosted on LUNSs that are not configured for SnapMirror replication,
only the databases housed on mirrored LUNs will be updated on the
SnapMirror destination volumes.

Backup now or schedulefor later?

1

You can either run the backup now or schedule it for later. Click one
of the following buttons:

O Backup Now
0 Schedule

12

If the Run Command After Operation dialog box appears, specify the
command and then Click OK to close the dialog box.

For details, see “Using the Run Command After Operation dialog
box” on page 370.

To completethis procedure by scheduling the backup:

13

If the Schedule Job dialog box appears, complete this procedure by
scheduling the backup.

For details, see* Scheduling a backup job or a database verification
job” on page 374.
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Step

Action

To completethis procedure by starting the backup:

14

If the Backup Status dialog box appears, do the following:

a. Read theitemsdisplayed in the Backup Task List. Thislist
will be used to show the progress of the backup operation
after you start it.

b. When you areready to start the backup operation, click Start
Now.

Result: The backup operation is performed, and each item in the
Backup Task List is checked off asthetask isfinished.

O You can toggle the Backup Status dialog box between two
different views—Backup Task List view and Backup Report
view—Dby using the Switch button on either view.

O The Backup Report view displays detailed progress information
as the backup progresses. You can also print this information by
using the Print Report button.

O  If the backup is successful, the Backup Task List view shows the
check-off list with the tasks completed.

O If Notification is enabled, e-mail is sent and the event is posted to
the Windows Application event |og.

Note
A SnapManager backup operation encompassing multiple databases
can fail if the SQL server is not configured with a sufficient number
of worker threads to support this operation. For more information, see
“Concurrent backup of multiple databases’ on page 143.
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Full database
backup using the
Backup Wizard

To start or schedule afull database backup using the Backup Wizard, complete
the following steps.

Note

For alist of information you need to provide as you complete these steps, see
“Information you need to specify for afull database backup” on page 128.

Step

Action

1

In the SnapManager for SQL Server main window, click the
SnapManager Backup Wizard icon.

Result: The SnapManager Backup Wizard starts and displays the
Welcome screen.

Welcome

2

Click Next.

Result: The Databasesto Back Up or Verify screen appears.

Databasesto Back Up or Verify

3

In the |eft panel, click to select the databases you want to back up.

When you select a database, SnapManager automatically selects all
other databases that reside on the same NetApp storage system
volume.

Note
You can deselect any automatically selected databases in order to
back up only a subset of the databases that share avolume, but thisis
not recommended. This choice has implications for how

SnapM anager restores databases from that backup set. For more
information, see “Full database backup” on page 110 and “How
SnapManager Restore works’ on page 192.

When you select databases at the SQL Server instance level,
SnapManager will report any offline databases as skipped in the
backup report. For more information, see “Information you need to
specify for afull database backup” on page 128.
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4 | Click Next.

Result: The Back Up or Verify Databases and Transaction Logs
screen appears.

Back Up or Verify Databases and Transaction L ogs

5 | Select the Back Up Databases and Transaction Logs option, and then
click Next.

Result: The Backup Type screen appears.

Backup Type

6 | Select the Full Database Backup option, and then click Next.

Result: The Backup Management Group screen appears.
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Backup Management Group

7 | Follow theinstructions in the remainder of the Backup Wizard
screens. The following screens enable you to specify the details of a
full database backup:

0 Backup Management Group

0 Back Up Transaction Log After Full Database Backup

O Deletethe Oldest Full Backups

0 Retain Up-to-the-Minute Restore Ability for Older Backups
Note

This screen appears only if you selected the Delete the Oldest
Backups option in the previous screen.

O Veify the Databases in this Backup

Note
To view or change the verification settings, click Verification
Settings.

O View or Change Verification Settings

Note
This screen appears only if you chose to automatically verify the
databases as soon as the backup is created.

Advanced Backup Options
Option to Perform SnapMirror Update After Operation
Note

This screen appearsonly if any SQL Server databases or
Snaplnfo directories reside on a SnapMirror source volume.

O RunaCommand After the Operation

For alist of information you need to provide, see “Information you
need to specify for afull database backup” on page 128.
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When to Run this Operation

8 | The When to Run this Operation screen prompts you to choose
whether you want the operation to be performed now or scheduled for

alater time,

If you want to... Then...

Run the backup now Goto Step 9.
Schedul e the backup for Goto Step 12.
later

To run the backup now:

9 | If you want to run the backup now, do the following:
a. Leavethe Now option selected.
b. Click Next.

Result: The Completing the Backup Wizard screen appears and
displays the backup settings you have selected.

10 | After you verify that all the settingsin the window are correct, go to
the Completing the Backup Wizard dialog box and click Finish.

Result: The Backup Wizard closes and the Backup Status window
appears and displays aBackup Task List that will be used to show the
progress of the backup operation after you start it.
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11 | Inthe Backup Status window, click Start Now.

Result: The backup is performed and the snapshot is written to the
volume.

O The Backup Status dialog box appears and displays a Backup
Task List that will be used to show the progress of the backup
operation after you start it.

O SnapManager Backup completes each task and checksit off on
the list shown in the Backup Task List view.

O You can switch back and forth between the task check-off list and
the progress report using the Switch buttons on either view.

O  If the backup is successful, the Task window shows the check-off
list with the tasks completed.

O If Notification isenabled, e-mail is sent and the event is posted to
the Windows Application event |og.

Note
A SnapManager backup operation encompassing multiple databases
can fail if the SQL server is not configured with a sufficient number
of worker threads to support this operation. For more information, see
“Concurrent backup of multiple databases’ on page 143.

To schedule the backup for later:

12 | If you want to schedule the backup for later, do the following:
a. Select the Later option.
b. Inthe Job Name box, enter aname for this job.

c. If youwant thisjob name to overwrite ajob of the same
name (if it exists), select the Replace Job if Exists option.

d. Click Next.

For more information, see “ Scheduling a backup job or a database
verification job” on page 374.

Result: The Select the Scheduling Service screen appears.
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Step

Action

13

In the Select the Scheduling Service screen, do the following:

a. Choose either the SQL Server Agent or the Windows Task
Scheduler.

For more information, see “ Scheduling a backup job or a
database verification job” on page 374.

b. Click Next.

Result: The Completing the Backup Wizard screen appears and
displays the backup settings you have selected.

14

After you verify that all the settings in the window are correct, go to
the Completing the Backup Wizard dialog box and click Finish.

Result: The selected scheduler displays a dialog box.

O  If you chose to schedul e the backup job using the SQL Server
Agent, the Properties dialog box appears.

0  If you chose to schedule the backup job using the Windows Task
Scheduler, the Schedule Job dialog box appears.

15

To schedule the job and close the Backup Wizard, do the following:
a. Specify the details of the job.
b. Click OK.
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Concurrent backup  When attempting to back up multiple databases concurrently, the operation might
of multiple fail due to lack of a sufficient number of worker threads.

databases . . . .
Symptom: The backup failure is accompanied by one of the following error

messages.
0 VD backup threads backup preparation failed.
0O Error code 0xc00408d1

The nunber of databases selected for concurrent backup exceeds
the maxi mum nunber of SQ server worker threads that are

avai | abl e on the SQL server ServerNameto performthis backup.
Pl ease increase the nunber of worker threads for SQ server
ServerNameto be greater than the sumof the worker thread
required to service SQ client and the nunber of databases
connected to SQ server ServerName, which are sel ected for
concurrent backup. Using Enterprise Manager, the maxi mum nunber
of worker threads can be configured fromthe Processor tab in
the properties window for the SQ server ServerName.

Workaround 1: Decrease the number of databases being backed up
concurrently.

Workaround 2: Increase the maximum number of worker threads for this SQL
Server.

Workaround procedure: To implement either or both of the preceding
workarounds, complete the following steps.

Step | Action

1 | Start the Configuration Wizard, then step through the following
screens without specifying any configuration changes:

0 Database Verification Server and Account Authentication
0O Whereto Move Databases
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Step

Action

Number of Databasesthat Can be Backed Up Concurrently

2

If you want to decrease the maximum number of databases that can
be backed up concurrently for each SQL Server instance (as
described in Workaround 1), decrease the value in the “Maximum
databases...” box in the Number of Databases that Can be Backed Up

Concurrently screen.

For more detailed information, see “ Using the Number of Databases
that Can Be Backed Up Concurrently screen” on page 345.

If you want to increase the maximum number of SQL Server worker
threads (as described in Workaround 2), select the Modify SQL
Server “Maximum Worker Threads Parameter” option in the Number
of Databases that Can be Backed Up Concurrently screen.

For more detailed information, see “Using the Number of Databases
that Can Be Backed Up Concurrently screen” on page 345.

Click Next.

The next screen that appears depends on whether you selected the
Modify SQL Server “Maximum Worker Threads’ Parameter option.

If...

Then...

You did not select the Modify
SQL Server “Maximum
Worker Threads’ Parameter
option

The Snaplnfo Directory Type
screen appears. Go to Step 7.

You selected the Modify SQL
Server “Maximum Worker
Threads’ Parameter option

The Modify SQL Server
Maximum Worker Threads
Parameter screen appears. Go to
Step 5.
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Modify SQL Server Maximum Worker Threads Parameter

5 | Usethe Modify SQL Server Maximum Worker Threads Parameter
screen to specify whether you want to modify the maximum number
of worker threads for any SQL Server instance. You have the
following options;

0 Leave the current maximum number of worker threads
unchanged for all SQL Server instances

0  Apply al of the recommended new values displayed in the New
Max Worker Threads column

0 Edit one or more of the recommended new values before
applying the changes

For more detailed information, see “Using the Modify SQL Server
Maximum Worker Threads Parameter screen” on page 347.

Note
If you choose to change the maximum number of worker threads for
any SQL Server instances, those instances will be restarted when you
click Finish in the Completing the Configuration Wizard screen.

6 | After you have finished viewing and optionally changing this SQL
Server parameter, click Next.

Result: The Snaplnfo Directory Type screen appears.
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Complete the Configuration Wizard

7 | Step through the remaining screens of the Configuration Wizard
without specifying any further configuration changes:
0  Snaplnfo Directory Type
O  Either of the following sequence of screens, as applicable:
0  Specify a Single Snaplnfo Directory
0  Whereto Put the Default Snaplnfo Directory for Each SQL
Server Instance

Where to Put the Default Snaplnfo Directory for LUNS
Shared by Multiple Databases

Where to Put the Snaplnfo Directory for Each Database
Database Migration Options
O Add Microsoft iSCSI Service Dependency
Configure Automatic Event Notification

8 | Inthe Completing the Configuration Wizard screen, verify the
changes you specified and then click Finish.

9 | Inthe Configurator Status dialog box, click Start Now to close the
dialog box and begin the Configuration Wizard tasks you specified.

10 | When amessage dialog box appears and notifies you that the
configuration changes completed successfully, click OK to close the
dialog box.

11 | Click Closeto close the Configurator Status dialog box.
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Creating a transaction log backup using SnapManager

Information you
need to specify for
atransaction log
backup

SnapManager provides two ways for you to start or schedule a transaction log
backup: using the SnapManager Backup Wizard or using the Backup and
Verification tab. See the following topics for more information:

0 “Information you need to specify for atransaction log backup” on page 147
O “Transaction log backup using the Backup and Verification tab” on page 150
0  “Transaction log backup using the Backup Wizard” on page 154

Note
The topicsin this section describe how to start or schedule a SnapManager
backup of SQL Server transaction logs only. If you want to back up transaction
logs as a follow-on task to a successful full database backup, see “Creating afull
database backup using SnapManager” on page 128.

A backup of only transaction logsis specified using acombination of parameters.

Job-specific parameters: Each time you start or schedule atransaction log
only backup, you must specify the following information in either the Backup
and Verification tab or in the Backup Wizard.

O  Which databases you want to back up

When you select databases at the SQL Server instance level and one of the
selected databases cannot be backed up for an unexpected reason (such as
the database being offline or in aloading state at the time of the backup), the
transaction-log-only backup operation will progress as follows:

O Thebackup report will include a message at the beginning of the
summary section that indicates that the backup was only partially
completed because one or more databases were skipped.

0 A warning event will be logged to the event log. The description field of
this event will contain the summary section of the report.

o If email notification is enabled, an e-mail notification will be sent to
the configured e-mail address.

0 Deletion of previously created backups will not proceed unless some of
the databases in the selected instance are located on local disk at the
time the backup is scheduled for execution at alater time.

If the databases on the LUNs on NetApp storage volumes are moved to
local disk at later time, the previously scheduled backup operation will
skip backup deletion. In this case, the backup operation will need to be
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re-created and rescheduled in order for backup deletion to proceed for
future operations.

Note
For an an instance-level full database backup operation in which one of the
selected databases cannot be backed up, the operation will proceed in the
same manner as described above.

Whether you want to automatically del ete the oldest transaction log backups
(recommended in order to manage the disk space occupied by the Snaplnfo
directory)

For a description of this option, see “ Automatic deletion of the oldest
backups in a management group” on page 120.

Whether you want to run acommand after the backup is complete (usually
done to archive backups)

This feature istypically used to archive the backup, as described in

“ Automatically archiving SnapManager backups using SnapVault” on
page 250.

If the transaction logs you are backing up are for databases and related
Snaplnfo directories that are located on SnapMirror sources: whether you
want the destination volumes to be updated after the transaction log backup
isfinished

For more information about this option, see “ Replicating Backups to
Mirrored Volumes® on page 227.

Whether you want to run the backup now or schedule it for later
Note

If you want to schedule the backup to run later, you aso need to know the
job scheduling information.

Backup settings: Thefollowing list summarizes the backup settings that
pertain to transaction log only backups. These settings enable tasks that can be
performed after the transaction log backup finishes successfully.

0

Whether you want to create a snapshot of the LUN that contains the
Snaplinfo directory

If you create a snapshot of the Snaplnfo directory after the backup is
finished: whether you also want to delete the oldest Snaplnfo directory
snapshots and retain only a certain number of the most recent snapshots

Selecting this option enables you to manage the number of Snaplnfo
snapshots.
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O  Whether you want to truncate the transaction log itself by removing any
inactive entries (transaction already committed to the database)

Selecting this option enables you to manage the size of the transaction log.

The preceding options are configured using the Transaction Log Backup tab of
the Backup Settings dialog box, described in “ Configuring the profile of a
transaction log backup” on page 321.

The Backup Settings dialog box can be accessed from the Backup and
Verification tab, as well as from the Backup Wizard.

0 From within the Backup Wizard, you can open the Backup Settings dialog
box by clicking the Backup Settings button in the Advanced Backup Options
screen.

0 If you are using the Backup and Verification tab, you can open the Backup
Settings dialog box from the Options menu.

For more details, see “Configuring the profile of atransaction log backup” on
page 321.
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To start or schedule a backup of only transaction logs using the Backup and
Verification tab, complete the following steps. If you want to automatically back
up transaction logs after afull database backup is finished, see “ Creating afull
database backup using SnapManager” on page 128 instead.

Note
For alist of information you need to provide as you complete these steps, see
“Information you need to specify for atransaction log backup” on page 147.

Step | Action

1 | Inthe SnapManager main window, click the Backup and Verification
tab.

2 | Intheleft panel, select the databases you want to back up.

Note
Depending on your configuration, selecting one database might cause
other databases to be automatically selected.

When you select databases at the SQL Server instance level,
SnapManager will report any offline databases as skipped in the
backup report. For more information, see “Information you need to

specify for atransaction log backup” on page 147.
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Step

Action

In the Types panel, select the Transaction log backup option.

Result: The Options subpanel provides a choice of backup options
that pertain to backing up only transaction logs.
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If you want the transaction log backup to be followed by a
verification, select the“ Verify Log Backup upon Completion” option.

If you want to automatically delete older transaction log backups,
select the “ Delete Oldest Backups In Excess Of” option and select the
number of transaction log backups you want to keep.

Selecting this option enables you to manage the number transaction
log backups.

If you want to run a command after the backup finishes, select the
Run Command After Operation option. Thisisusually doneto
archive backups.

Note
If you select this option, SnapManager will prompt you for the details
when you are ready to start or schedule the backup operation.
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Step

Action

Backup now or schedulefor later?

7 | You can either run the backup now or scheduleit for later. Click one
of the following buttons;
O Backup Now
O Schedule

8 | If the Run Command After Operation dialog box appears, specify the

command, and then Click OK to close the dialog box.

For details, see “Using the Run Command After Operation dialog
box” on page 370.

To completethis procedure by scheduling the backup:

9

If the Schedule Job dialog box appears, complete this procedure by
scheduling the backup.

For details, see “ Scheduling a backup job or a database verification
job” on page 374.
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To completethis procedure by starting the backup:

10 | If the Backup Status dialog box appears, do the following:

a. Read theitemsdisplayed in the Backup Task List. Thislist
will be used to show the progress of the backup operation
after you start it.

b. When you areready to start the backup operation, click Start
Now.

Result: The backup operation is performed, and each item in the
Backup Task List is checked off asthetask isfinished.

O You can toggle the Backup Status dialog box between two
different views—Backup Task List view and Backup Report
view—Dby using the Switch button on either view.

O The Backup Report view displays detailed progress information

as the backup progresses. You can also print this information by
using the Print Report button.

O  If the backup is successful, the Backup Task List view shows the
check-off list with the tasks completed.

O If Notification is enabled, e-mail is sent and the event is posted to
the Windows Application event |og.
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To start or schedule a backup of only transaction logs using the Backup Wizard,
complete the following steps.

Note
For alist of information you need to provide as you complete these steps, see
“Information you need to specify for atransaction log backup” on page 147.

Step | Action

1 | Inthe SnapManager for SQL Server main window, click the
SnapManager Backup Wizard icon.

Result: The SnapManager Backup Wizard starts and displays the

Welcome screen.
Welcome
2 | Click Next.

Result: The Databasesto Back Up or Verify screen appears.

Databasesto Back Up or Verify

3 | Intheleft panel, click to select the databases you want to back up,
then click Next.

When you select databases at the SQL Server instance level,
SnapManager will report any offline databases as skipped in the
backup report. For more information, see “Information you need to
specify for atransaction log backup” on page 147.

Result: The Back Up or Verify Databases and Transaction Logs
screen appears.

Back Up or Verify Databases and Transaction L ogs

4 | Select the Back Up Databases and Transaction logs option, and then
click Next.

Result: The Backup Type screen appears.
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Step | Action
Backup Type
5 | Select the Transaction Log Backup Only option, and then click Next.
Result: The Delete the Oldest Transaction Log Backups screen
appears.
Delete the Oldest Transaction L og Backups

Follow the instructions in the remainder of the Backup Wizard
screens. The following screens enable you to specify the details of a
transaction log backup only:

0 Deletethe Oldest Transaction Log Backups
O Verify the Transaction Logs in this Backup

Note
To view and change the verification settings, click Verification
Settings.

Advanced Backup Options
Option to Perform SnapMirror Update After Operation
Note

This screen appearsonly if any SQL Server databases or
Snaplnfo directories reside on a ShapMirror source volume.

0O RunaCommand After the Operation

For alist of information you need to provide, see “Information you

need to specify for atransaction log backup” on page 147.
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When to Run this Operation

7 | The When to Run this Operation screen prompts you to choose
whether you want the operation to be performed now or scheduled for

alater time,

If you want to... Then...

Run the backup now Goto Step 8.
Schedul e the backup for Goto Step 11.
later

To run the backup now:

8 | If you want to run the backup now, do the following:
a. Leavethe Now option selected.
b. Click Next.

Result: The Completing the Backup Wizard screen appears and
displays the backup settings you have selected.

9 | After you verify that all the settingsin the screen are correct, click
Finish.

Result: The Backup Wizard closes and the Backup Status window
appears and displays aBackup Task List that will be used to show the
progress of the backup operation after you start it.
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10 | In the Backup Status window, click Start Now.

Result: The backup is performed and the snapshot is written to the
volume.
O The Backup Status dialog box appears and displays a Backup

Task List that will be used to show the progress of the backup
operation after you start it.

O SnapManager Backup completes each task and checksit off on
the list shown in the Backup Task List view.

O You can switch back and forth between the task check-off list and
the progress report using the Switch buttons on either view.

O  If the backup is successful, the Task window shows the check-off
list with the tasks completed.

O If Notification isenabled, e-mail is sent and the event is posted to
the Windows Application event |og.

To schedule the backup for later:

11 | If you want to schedule the backup for later, do the following:
a. Select the Later option.
b. Inthe Job Name box, enter aname for this job.

c. If youwant thisjob name to overwrite ajob of the same
name (if it exists), select the Replace Job if Exists option.

d. Click Next.

For more information, see “ Scheduling a backup job or a database
verification job” on page 374.

Result: The Select the Scheduling Service screen appears.
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Step

Action

12

In the Select the Scheduling Service screen, do the following:

a. Choose either the SQL Server Agent or the Windows Task
Scheduler.

For more information, see “ Scheduling a backup job or a
database verification job” on page 374.

b. Click Next.

Result: The Completing the Backup Wizard screen appears and
displays the backup settings you have selected.

13

After you verify that all the settings in the window are correct, go to
the Completing the Backup Wizard dialog box and click Finish.

Result: The selected scheduler displays a dialog box.

O  If you chose to schedul e the backup job using the SQL Server
Agent, the Properties dialog box appears.

0  If you chose to schedule the backup job using the Windows Task
Scheduler, the Schedule Job dialog box appears.

14

To schedule the job and close the Backup Wizard, do the following.
a. Specify the details of the job.
b. Click OK.
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What to do if a SnapManager backup operation fails

Snapshot limit
reached

If your SnapManager backup fails, check the backup report for details about what
SnapManager was trying to do when the failure occurred. SnapManager reports
are described in Chapter 10, “Managing SnapManager Operational Reports,” on
page 221.

You can also review the following list of common backup failures:

“Snapshot limit reached” on page 159

“Snaplnfo directory being accessed” on page 160

“Snaplnfo directory out of space” on page 160

“Data does not match” on page 160

“Snapshot already exists’ on page 160

“SnapManager server initialization failed” on page 161

O oo o o g

If any of the volumes containing the LUNSs being backed up reach the snapshot
limit of 255—whether those snapshots were created by SnapManager or not—
SnapManager backup fails. For more information about the snapshot limit, see
“Maximum number of snapshots per volume” on page 120.

Backup snapshots can be automatically deleted: To avoid reaching the
per-volume snapshot limit in the future, you can automatically delete the oldest
backup snapshots in a backup management group. Automatic backup deletion is
performed only after a backup finishes successfully. For more information, see
“Automatic deletion of the oldest backups in a management group” on page 120.

Backup snapshots can be explicitly deleted: Backup snapshots can also
be explicitly selected for deletion. For a description of the snapshot naming
convention, which helpsidentify the snapshot contents, see “ SnapManager
snapshot naming conventions” on page 118. For more information, see
“Explicitly deleting backup snapshots using SnapManager” on page 177.

Restore snapshots can be explicitly deleted: For adescription of restore
snapshots, see “How SnapManager Restore works” on page 192. For a
description of how to view and delete these snapshots, see “Deleting restore
snapshots’ on page 217.

Note
SnapManager displays restore snapshots only in the Delete Backups dialog box
when the Delete Snapshot of LUNSs Created During Restore option is selected.
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Snaplnfo directory
out of space

Data does not
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160

Because a SnapManager backup might include renaming a Snapl nfo subdirectory
and Windows does not allow a directory name to be changed whileit is being
accessed, accessing the Snaplnfo directory with atool such as Windows Explorer
could cause the backup to fail. Make sure that you do not hold any exclusive
access to the Snaplnfo directory on the SQL Server host system while abackupis
progress.

Expand the LUN that contains the Snaplnfo directory.

Note
When you expand a LUN, make sure that sufficient space remains in the volume
for snapshot creation, so that SnapManager can continue to function correctly.
For more information about volume sizing, see “ Assessing volume size” on

page 76.

This error occurs if you made changesto your SQL Server database
configuration after SnapManager was started. Any of the following actions will
refresh your SnapManager view:

O PressF5 on your keyboard.

0  From the SnapManager main window, select Action > Refresh SQL Server
Configuration.

0 Restart SnapManager.

Either of the following circumstances might cause this error to occur:

0 The system clock on the host running SnapM anager might not be
synchronized with the clock on the NetApp storage system. These two
clocks must be synchronized in order for SnapDrive to function correctly.
For moreinformation, see the Data ONTAP Software Setup Guide for your
version of Data ONTAP.

O If aSnapMirror replication is running when you attempt to initiate a
SnapManager backup, the backup can fail. You can avoid this problem by
making sure that any SnapMirror replications have enough time to finish
before you initiate another SnapManager backup.

What to do if a SnapManager backup operation fails



SnapManager Either of the following circumstances might cause this error to occur:

server initialization 5 voy have exited the SnapManager application, but one or both of the
failed following processes are still running:

O SnapMyrSgl. exe
O SnBqgl Srvr. exe

To correct this problem, terminate any orphaned SnapManager processes.
This can be done using the Windows Task Scheduler.

O The permissions associated with the SnapManager service account, or the
service account itself, have been changed. In this case, SnapManager might
not function correctly.

For information about the SnapManager service account regquirements, see
“SnapManager service account requirements’ on page 21.
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Information you
need to specify for
a database
verification

162

If you created a snapshot full database backup without automatically verifying
the databases at the time the backup was created, you can verify the databasesin
that backup as a separate operation. See the following topics for more
information:

0 “Information you need to specify for a database verification” on page 162
0 “Database verification using the Backup and Verification tab” on page 164
0 “Database verification using the Backup Wizard” on page 167

Note
If you attempt to perform a database verification (or a backup with database
verification) when SnapManager is running from a Terminal Services client
instead of from a system console, the operation will fail.

A database integrity verification job is specified using a combination of
parameters.

Job-specific parameters: Each time you start or schedule a database
verification, you must specify the following information in either the Backup
Wizard or in the Backup and Verification tab.

O The databases for which you want to verify any unverified backup snapshots

O Within the selected databases: the backup management groups for which you
want to verify any unverified backup snapshots

For more information, see“ Using backup management groupsin backup and
verification” on page 173.

0 For the selected databases and backup management groups: the number of
unverifed backup snapshots you want to verify

Note
If you request verification of a greater number of unverified snapshots than
specified by your database and backup management group selections, the
verification will proceed, and therefore all backups will be verified.

O  Whether you want to run acommand after the backup is complete (usually
done to archive backups)

Thisfeatureistypically used to automatically archive a backup, as described
in“ Automatically archiving SnapManager backups using SnapVault” on
page 250.
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0  If the volumes you are backing up to are SnapMirror sources: whether you
want the destination volumes to be updated after the database verification is
finished
Note
The result of the database verification operation (the database integrity
status) is written to the backup set, in the Snaplnfo directory. By replicating
the backup set to the mirrored volume, this statusinformation is kept current
on the mirrored volume.

For moreinformation, see “ Replicating Backups to Mirrored Volumes® on
page 227.

0  Whether you want to run the verification now or scheduleit for later

Note
If you want to schedule the verification to run | ater, you also need to know

the job scheduling information.

Verification settings: The following list summarizes the settings that pertain
to database verification:

O  Which SQL Server isused to perform database verification

Thisis configured using the SQL Server tab of the Verification Settings
dialog box, described in “ Selecting the database verification server” on
page 315. If you will be specifying aremote verification server, be sureitis
set up properly, as described in “ Requirements for aremote verification
server” on page 23.

Note
Whether you run database verification either remotely or locally, the
verification is performed on a LUN backed by snapshot. If you take a
snapshot of the same volume while a LUN backed by snapshot exists, you
create a “ busy snapshot,” which might cause problems when you attempt to
delete some snapshots. For this reason, you must be careful not to schedule
backups while a verification isin progress. For information about busy
snapshots, see “Busy snapshot error prevents deletion of backup set” on
page 185.

0O  Which DBCC options are used to verify database backup snapshots

Thisis configured using the DBCC Optionstab of the Verification Settings
dialog box, described in “ Selecting DBCC options” on page 317.

The Verification Settings dialog box can be accessed from the Backup and
Verification tab, as well as from the Backup Wizard.
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0 If you are using the Backup and Verification tab, you can open the
Verification Settings dialog box from the Options menu.

0  From within the Backup Wizard, you can open the Verification Settings
dialog box by clicking Database Verification Settingsin the View or Change
Database Verification Options screen.

Note
The View or Change Database Verification Options screen appears only if
you are specifying a Full database backup operation or a Verify most recent
snapshot backups operation; the SnapManager Backup Wizard does not
present this screen if you are specifying a“ Transaction log backup only”

operation.
Database To start or schedule database verification, complete the following steps from the
verification using production SQL Server host system (not from the remote verification server).
the Backup and
Verification tab Note

Whether you run verification remotely or locally, the verification is performed on
aLUN backed by snapshot. If you take a snapshot of the same volume while a
LUN backed by snapshot exists, you create a “busy snapshot,” which might
cause problems when you attempt to del ete some snapshots. For this reason, you
must be careful not to schedule backups while a verification isin progress. For
information about busy snapshots, see “Busy snapshot error prevents del etion of
backup set” on page 185.

Step | Action

1 | Onthe production SQL server, click the Backup and Verification tab.

2 | Intheleft panel, select the databases you want to verify.

Note
Depending on your configuration, selecting one database might cause
other databases to be automatically selected.
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Step | Action

3 | Inthe Types panel, select the Verify Databases and Transaction Logs
in the Most Recent Unverified Backups option.

Result: The Options subpanel provides a choice of backup options
that pertain verifying the unverified backup snapshots.

& snapManager for SOL Server - [CLPUBS-WINSRYR3] =101 x|

Action Edit View Wizard Options Help

B e
ﬁ% SnapManager Wizards I% Backup and Yerification I&B SnapManager Restore I% SnapManager Repotts
Click to select the check box for databases that you want to back up.  “erification Server  CLPUBS WINSRWR3
0] o] CLPUBSWINSRYR3 | [Item | Detai |
ﬁ | ]

B_A [LUM L) Name DBT [LUNT:)
J PRIMARY “irbual Digk Filer -1 172.28.60.62

7 U:\Pragram Files\Microsoft ¢ Wirtual Disk Volume -1 sme_wal2
1 DBY [LUN T2 Database Snaplnfo NAA
@ DBZ[LUN T2
=gl DBI[LUN T2
g DB4[LUN T2
master [ C:)
model (C]
L (A rmedh 101 _lLI
[V | D
—Type
o=, Ful database backup  ( Transaction log backup ' Merify [run DBCC] most recent unverlied snapshat backup(s] onl:
""E -~ Option:
Number of snapshots to verify: 5 'I
Backup management group: lm
I™ Bun command after operation Werify Mow.
™| Update Sriaphinor after operation
Schedule.. |
For Help, press F1 ey

4 | Select the number of the most recent unverified backups you want to
verify.

Note
Only unverified backups are counted. For example, if you select 2,

and all of the databases contained in the most recent backup have
already been verified, then SnapManager verifies the databasesin the
two previous backups.

5 | Inthe Backup Management Group option, select the backup
management group of the backups you want to verify.

If you want to verify the most recent backups regardless of their
backup management group, select All.
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Step

Action

If you want to run a command after the database verification finishes,
select the Run Command After Operation option. Thisisusually done
to archive backups.

Note
If you select this option, SnapManager will prompt you for the details
when you are ready to start or schedule the verification operation.

If your volume is a SnapMirror source volume and you do not want
the destination volume to be updated after this verification is
complete, clear the Update SnapMirror After Operation option.

Note
The result of the database verification operation (the database
integrity status) iswritten to the backup set, in the Snaplnfo directory.
By replicating the backup set to the mirrored volume, this status
information is kept current on the mirrored volume.

Verify

now or schedulefor later?

You can either run the verification now or schedule it for later. Click
one of the following buttons:

O Verify Now
0 Schedule

If the Run Command After Operation dialog box appears, specify the
command and then Click OK to close the dialog box.

For details, see “Using the Run Command After Operation dialog
box” on page 370.

To completethis procedure by scheduling the verification:

10

If the Schedule Job dialog box appears, complete this procedure by
scheduling the backup. For details, see“ Scheduling abackup job or a

database verification job” on page 374.
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Step | Action

To completethis procedure by starting the verification:

11 | If the Backup Status dialog box appears, do the following:

a. Read theitemsdisplayed in the Backup Task List. Thislist
will be used to show the progress of the verification
operation after you start it.

b. When you are ready to start the verification operation, click
Start Now.

Result: Theverification operation is performed, and eachiteminthe
Backup Task List is checked off asthetask isfinished.

O You can toggle the Backup Status dialog box between two
different views—Backup Task List view and Backup Report
view—Dby using the Switch button on either view.

O The Backup Report view displays detailed progress information

asthe verification progresses. You can a so print thisinformation
by using the Print Report button.

O  If the backup is successful, the Backup Task List view shows the
check-off list with the tasks completed.

O If Notification is enabled, e-mail is sent and the event is posted to
the Windows Application event |og.

Database To start or schedule a database verification using the Backup Wizard, complete
verification using the following steps.

the Backup Wizard
Note

For alist of information you need to provide as you complete these steps, see
“Information you need to specify for a database verification” on page 162.

Step | Action

1 | Inthe SnapManager for SQL Server main window, click the
SnapManager Backup Wizard icon.

Result: The SnapManager Backup Wizard starts and displays the
Welcome screen.
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Step | Action

Welcome

2 | Click Next.

Result: The Databasesto Back Up or Verify screen appears.

Databasesto Back Up or Verify

3 | Intheleft panel, click to select the databases you want to back up,
then click Next.

Result: The Back Up or Verify Databases and Transaction Logs
screen appears.

Back Up or Verify Databases and Transaction L ogs

4 | Specify the number of database backup snapshots you want to verify.
a. Select the “Verify Database in the” option.

b. Inthe“most recent unverified backups’ option, select the
number of database backup snapshots to verify.

c. Click Next.

Result: The Backup Management Group screen appears.
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Backup Management Group

5 | Follow the instructions in the remainder of the Backup Wizard
screens. The following screens enable you to specify the details of a
database verification:

0 Backup Management Group

O View or Change Verification Settings

O Advanced Backup Options

O Option to Perform SnapMirror Update After Operation
Note

This screen appearsonly if any SQL Server databases or
Snaplnfo directories reside on a SnapMirror source volume.

0O RunaCommand After the Operation

For alist of information you need to provide, see “Information you
need to specify for a database verification” on page 162.

When to Run this Operation

6 | The When to Run this Operation screen prompts you to choose
whether you want the operation to be performed now or scheduled for

alater time.
If you want to... Then...
Run the database Goto Step 7.

verification now

Schedul e the database Go to Step 10.
verification for later
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Action

Torun

the database verification now:

7

If you want to run the database verification now, do the following:
a. Leavethe Now option selected.
b. Click Next.

Result: The Completing the Backup Wizard screen appears and
displays the database verification settings you have selected.

After you verify that all the settingsin the window are correct, go to
the Completing the Backup Wizard dialog box and click Finish.

Result: The Backup Wizard closes and the Backup Status window
appears and displays aBackup Task List that will be used to show the
progress of the database verification operation after you start it.

In the Backup Status window, click Start Now.

Result: The database verification is performed.

0O The Backup Status dialog box appears and displays a Backup
Task List that will be used to show the progress of the backup
operation after you start it.

O SnapManager Backup completes each task and checks it off on
the list shown in the Backup Task List view.

O  You can switch back and forth between the task check-off list and
the progress report using the Switch buttons on either view.

O If theverification is successful, the Task window shows the
check-off list with the tasks compl eted.

0 If Notification is enabled, e-mail is sent and the event is posted to
the Windows Application event log.
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Action

To schedule the database verification for later:

10

If you want to schedule the database verification for later, do the
following:

a. Select the Later option.
b. Inthe Job Name box, enter aname for this job.

c. If youwant thisjob nameto overwrite ajob of the same
name (if it exists), select the Replace Job if Exists option.

d. Click Next.

For more information, see “ Scheduling a backup job or a database
verification job” on page 374.

Result: The Select the Scheduling Service screen appears.

1

In the Select the Scheduling Service screen, do the following:

a. Choose either the SQL Server Agent or the Windows Task
Scheduler.

For more information, see “ Scheduling a backup job or a
database verification job” on page 374.

b. Click Next.

Result: The Completing the Backup Wizard screen appears and
displays the backup settings you have selected.

12

After you verify that all the settingsin the window are correct, go to
the Completing the Backup Wizard dialog box and click Finish.

Result: The selected scheduler displays a dialog box.

0 If you chose to schedule the backup job using the SQL Server
Agent, the Properties dialog box appears.

O If you chose to schedule the backup job using the Windows Task
Scheduler, the Schedule Job dialog box appears.
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Step

Action

13

To schedule the job and close the Backup Wizard, do the following.
a. Specify the details of the job.
b. Click OK.
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Using backup management groups in backup and verification

When you create afull database backup, you have the option to assign it to one of
the backup management groups. The database snapshot names and Snaplnfo
directory snapshot names reflect the management group to which you assigned
the backup. The purpose of backup management groupsisto enable you to
designate various levels of backup retention. See the following topics for more
information:

0 “How abackup is assigned a backup management group” on page 173

O “How backup management groups are used” on page 174

0 “Changing the backup management group of an existing backup set” on
page 175

How a backup is When you create a backup, you can assign it to any one of the SnapM anager
assigned a backup backup management groups:
management group 5 Standard

0 Daly
O  Weekly

When you start or schedule a full database backup, the Backup Wizard and the
Backup and Verification tab prepopul ate the backup management group selection
field with the Standard group.

For more information about starting or scheduling afull database backup, seethe
following topics:

O “Information you need to specify for afull database backup” on page 128
0 “Full database backup using the Backup and Verification tab” on page 132
O “Full database backup using the Backup Wizard” on page 137

Note
The choice of backup management group—combined with the backup snapshot
naming convention selected (unique or generic)—affects the name assigned to
the backup snapshot. The name of each snapshot created during a SnapM anager
backup operation includes information that identifies the snapshot contents. This
is described in “ SnapManager snapshot naming conventions” on page 118.
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The primary purpose of backup management group is to facilitate a database
backup strategy. Backup management groups are used to determine which
backups are targeted for automatic deletion of older backups, database
verification for unverified backup snapshots, and explicit deletion of backups.

Note
The backup management group neither depends on nor enforces how often
backups are performed. Backup management groups are only a backup labeling
convention that you can assign to a backup set.

Options for a backup: When you run or schedule a backup, you can specify
how many of the most recent backups you want to retain. Only backups of the
specified backup management group are deleted. The procedural details are
included in “Creating a full database backup using SnapManager” on page 128.

Options for a database verification: When you run or schedule a database
verification separate from the full database backup operation, you can limit the
backups you want to verify by specifying a particular backup management group.
The procedural details are included in “Performing database verification using
SnapManager” on page 162.

Options for an explicit deletion of multiple backup snapshots: When
you explicitly delete multiple backups, you can specify that only backups
belonging to a certain backup management group be deleted. The procedural
details are included in “ Deleting multiple backups’ on page 178.

Backup example using backup management groups: Suppose your
company wants to take regular backups between 7:30 am. and 7:30 p.m. You
want to keep the last backup of the day and retain it for afew weeks, and you
want to keep one backup per week for several months for archiving.

To achieve this using backup management groups, you could use the Standard
backup management group for the backups during the day, and use a separate
backup job to create one backup in the Daily management group at the end of the
day. Then, once aweek, you could use another job to create a backup in the
Weekly backup management group.

You could then decide how many backups to retain independently for each
backup management group. For example, you could keep 10 Standard backups,
seven Daily backups (one week’sworth), and four Weekly backups (one month’'s
worth).

If your Daily or Weekly backup job failed for any reason, you could promote the
most recent successful Standard backup to replace the Daily or Weekly backup
by changing its backup management group.
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Changing the Use the Change Backup Management Group dialog box to change the backup
backup management group to which the selected backup set belongs.

management group
of an existing
backup set

Note

To change the backup management group of an existing backup set, complete the
following steps.

You cannot change the backup management group of the most recent backup sets
that were created using the Generic naming convention.

Step

Action

1

In the SnapManager main window, click the SnapManager Restore
tab.

In the left panel, locate the backup set whose management group you
want to change.
0  Database snapshots (Standard group)
sql snap__sglservername_date time
sql snap__ sglservername__r ecent
0 Database snapshots (Daily or Weekly group)
sql snap__sglservername_date time _backupmgmtgroup
sql snap__sqglservername__recent __backupmgmtgroup
O Snapshots of multiple databases on one or two LUNSs
VDi sk__Driveletter

VDi sk__FirstDriveletter& SecondDrivelLetter

Right-click on the backup set name to open a context menu, then
select Change Management Group.

Result: The Change Backup Management Group dialog box
appears and displays the following information:

0 The database name/LUN

O The snapshot name

0  The backups sharing this snapshot

0  The current management group
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4 | Carefully review the backups listed in the Backups Sharing This
Snapshot list.

Note
The backup management group for al these backupsis changed if
you compl ete this operation. Thisis because they share a common
snapshot.

5 | Inthe New Management Group list, select the backup management
group you want to change to.

Note
When you change a backup’s backup management group, you also
change that backup’s name, because the name includes the backup
management group.

6 | Click OK.

Result: The backup management group for this backup and all
backups listed in the All Backups Sharing This Snapshot list is
changed.

Note
The report for the backup management group change isin the
Miscellaneous report directory.
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Explicitly deleting backup snapshots using SnapManager

You can automatically delete older snapshots by specifying the “ Delete Oldest
Backups In Excess Of” option in the SnapManager backup facility. Thisisthe
recommended method for managing the number of snapshots stored. For more
information, see “ Automatic deletion of the oldest backups in a management
group” on page 120.

You can also explicitly select the backup sets that you want to delete. For more
information, see the following topics:

“Understanding explicit deletion of backup snapshots’ on page 177
“Deleting multiple backups’ on page 178

“Deleting a specific full database backup set” on page 182
“Deleting a specific transaction log backup” on page 183

“Busy snapshot error prevents deletion of backup set” on page 185

A A

Related topics:
O “Ways to manage the number of backup sets kept onlineg” on page 120
O “Deleting restore snapshots’ on page 217

Understanding SnapManager provides three ways for you to explicitly delete backup snapshots.
explicit deletion of
backup snapshots If you want to delete... Then usethis method...

Multiple database snapshots In the Delete Databases dialog box,

select the databases, the database
component types, and the backup
management group (Standard, Daily,
Weekly, or All).

A specific full database backup set | In the SnapManager Restore tab,
select the full database backup set
you want to delete.

A specific transaction log backup | In the SnapManager Restore tab,
select the transaction log backup you
want to delete.
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Each of the explicit deletion methods enables you to view detailed information
about your selection before you proceed with the operation.

Deleting multiple You can delete multiple backups for a specified group of databases by choosing
backups which backup snapshots you want to delete and whether you want to also delete
LUN snapshots created during the restore (if applicable).

Information you need to specify to delete multiple backups: An
explicit deletion of multiple backups is specified using the following parameters.

0  The backup snapshots you want to delete
O The databases for which you want to delete backups

0  The backup set components you want to delete: Complete backup sets,
transaction log backups only, or Snaplnfo snapshots only

O  The backup management group for which you want to delete backups:
Standard, Daily, Weekly, or All

0  Thenumber of backupsto delete: All the backups in the specified
management group —or— only the oldest backups, retaining only the
number of backups specified

O  Whether you want to also delete LUN snapshots created during the restore

Procedure: To delete backups for a particul ar database set and backup
management group, complete the following steps.
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Step

Action

In the SnapManager main window, go to the menu bar and select
Action > Delete Backup.

Result: The Delete Backups dialog box appears. The Delete backups
option isselected by default, and the Backupsto Delete panel displays
options pertaining to deleting backup snapshots.

Delete backups 3 |

— Delete operation option
—{* Delete backups

E‘D 8 ELPUBS'WWSHVH:;I Backup component: IBaCkup Diata Sets 'l

- g DB_A LM L)

D@ DB [LUN T:) Management group: IStandard 'l
|:| @ DB2Z [LUN T:] [V Retain up-to-the-minuite restore abiliy for older
o] gl DB (LUMN T:] backups in other backup management groups.

DE4[LUNT)

25
(-] (2 master [ C:) -
| _>l_I

1

" Delete snapshot of LNz created during restore

— Backups to delete
: Delete Previ | Hel |
% Delete oldest backup in excess of I? 'l SEDEEE el
" Delete all backups in specified management group Delete | Close |

In the database tree, select the databases for which you want to delete
backup snapshots.

The Backup Component option narrows the scope of the deletion by
specifying the type of backup components to be deleted.

Thisoption is set to Backup Data Sets by default, but you can narrow
this selection to transaction log backups only or to Snaplnfo
snapshots only.

The Management Group option further narrows the scope of the
deletion by specifying the backup management group to be deleted.

Thisoption is set to Standard by default, but you can change it to
Daily, Weekly, or All.
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Step | Action

5 | If you want to retain up-to-the-minute restore ability for older
backups in other backup management groups, leave that option
selected.

O If you select this option, transaction logs will be deleted only

from the specified backup management group; transaction logs
will not be deleted from other backup management groups.

O If you clear this option, transaction logs will be deleted from
other backup management groups.

6 | By default, only backups containing all of the selected databases will
be deleted. You can override this behavior—for this particular backup
deletion operation only—by using the Advanced button.

If you want to... Then...
Delete only backups Goto Step 9.
containing all of the selected

databases

Delete backups containing Goto Step 7.
any one or more of the
selected databases

7 | Click Advanced.

Result: The Advanced Options dialog box appears.

8 | Click OK to apply your change and close the dialog box.

Note
For this backup deletion operation only, multiple backup deletions
will delete backups containing any one or more of the selected
databases.
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Step | Action

9 | Specify which snapshots you want to delete.

If you want to...

Then...

Delete only the oldest
restore snapshots

1. Select the Delete Oldest
Snapshots In Excess Of option.

2. Specify how many of the newest
restore snapshots you want to
preserve.

Delete dl the restore
snapshots

Select the Delete All Snapshots
Created During Restore option.

10 | You can delete the selected restore snapshots immediately, or you can
first view the list of restore snapshots that are targeted for del etion.

If you want to... Then...

View thelist of restore Goto Step 11.
snapshots that would be

deleted

Delete the restore snapshots | Click Delete.

Result: Therestore snapshots
identified by your selections are
deleted. When the deletion is
complete, a status message is
displayed. You have completed this
procedure.

11 | Click Delete Preview.

Result: The Delete Backup Data Set Preview dialog box appears.
After amoment, the dialog box displays a count and list of the restore
snapshots identified for deletion.

If you want to view areport, click Show Report.
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Deleting a specific
full database
backup set

182

Step

Action

12

Based on the list displayed in the Delete Backup Data Set Preview
dialog box, you can cancel the delete operation or proceed with the
delete operation.

If you want to... Then...

Cancel the operation 1. Click Closeto close the Delete
Backup Data Set Preview dialog
box.

2. Click Closeto close the Delete

Backups dialog box.
Delete the restore snapshots 1. Click Closeto close the Delete
listed in the preview Backup Data Set Preview dialog
box.

2. Click Delete on the Delete
Backups dialog box.

You can delete a specific full database backup set selected in the SnapManager
Restore tab.

Information needed to delete a full database backup set: To select a
full database backup for explicit deletion, select the backup set in the

SnapManager Restore tab.
Procedure: To delete a specific full database backup, complete the following
steps.
Step | Action
1 | Inthe SnapManager main window, click the SnapManager Restore
tab.
2 | Inthe database tree in the left panel, select the full database backup

snapshot you want to delete.

Result: Theright panel displays detailed information about the
selected full database backup set.
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Step | Action

3 | Inthe SnapManager main window, go to the menu bar and select
Action > Delete Full Database Backup.

Result: The Delete Snapshot dialog box appears and displays
information about the selected snapshot, as well asalist of all
database backup sets that share the same snapshot.

x
Snapshot Mame: Isqlsnap_ELPUBS-W’INSHVH 3_12-06-2004_09.27.56
Databasze Mame: IDB_A
Yirtual Disk(s): |u
Snaplnfo Snapshot: Isqlinfo_ELPUBS-W'INSF!VF! 3 12-06-2004_03.27 56

Snaplnfo Virtual Disk: II

‘warning: Backup(z] sharing thiz snapshot on ather virtual dizk(z] will alzo be deleted!

Backup(z] Sharing thiz Snapshat:

[atabasze | irtual Digk | Snaplnfo Path | Server |
DBl T 45500 SnaplnfotWDl..  CLPUBS-WI..
DB2 T 45MS0L_SnaplnfotWDl..  CLPUBSWI..
DE3 T 45MS0L_SnaplnfotWDl..  CLPUBSWI..
DE4 T 45MS0L_SnaplnfotWDl..  CLPUBSWI..
Marthuind 5 INSMSOL_ShaplnfobS0...  CLPUBSMWI...

Cancel |

4 | Click OK to delete the selected snapshot.

Result: A message dialog box asks you to confirm that you want to
proceed with deleting the snapshot.

5 | Click OK to confirm that you do in fact want to delete the selected
snapshot.

Result: The message dialog box closes, the Delete Snapshot dialog
box closes, and SnapManager del etes the selected snapshot.

Deleting a specific You can delete a specific transaction |og backup selected in the SnapManager
transaction log Restore tab.
backup
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Note
NetApp recommends that you do not delete a transaction log backup because
doing so will prevent you from performing an up-to-the-minute restore of the
database using that backup set.

Information needed to to delete a transaction log backup: To select a
transaction log backup for explicit deletion, select the log backup in the
SnapManager Restore tab.

Procedure: To delete a specific full database backup, complete the following
steps.

Step | Action

1 | Inthe SnapManager main window, click the SnapManager Restore
tab.

2 | Inthe database tree in the left panel, select the full database backup
snapshot associated with the transaction log backup you want to
delete.

Result: Theright panel displays detailed information about the
selected full database backup set.

3 | Intheright panel, select the transaction log backup you want to
delete.

4 | In the SnapManager main window, go to the menu bar and select
Action > Delete Transaction Log Backup.

Result: The following message dialog box appears.
i

WARNING: It is not recommended ko delete log backup individually!
! Are you sure you wank to delete the Following transaction log backup?

Host Mame: CLPUBS-WINSRYRS

Server Mame: CLPUBS-WINSRYRS

Database Mame: DE_A

Log Backup Time: 12-07-2004_12.00,00

Log Backup File Path:

I:\5MS0L_SnapInfolSoL_ CLPUBS-WINSRYR3\DE_ DE_A\LogBackupilZ2-07-2004_12,00.00__DE_A.TRE
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5 | Click Yesto close the message dialog box and proceed with deleting
the selected snapshot.

Result: Another message dialog box asks you to confirm that you
want to proceed with deleting the snapshot.

6 | Click OK to confirm that you do in fact want to delete the selected
snapshot.

Result: The message dialog box closes, the Delete Snapshot dialog
box closes, and SnapManager del etes the selected snapshot.

Busy snapshot If you attempt to delete a backup and SnapManager displays an error message
error prevents stating that the snapshot is busy and cannot be deleted, you have a backup that
deletion of backup was taken of aLUN backed by another snapshot.

set

Definition of a busy snapshot: A snapshot isin abusy state if there are any
LUNSsbacked by datain that snapshot. The snapshot contains data that is used by
the LUN. These LUNSs can exist either in the active file system or in some other
snapshot. For more information about how a snapshot becomes busy, see the
System Administration Block Access Management Guide for your version of Data
ONTAP

If you attempt to delete a busy snapshot: If you initiate a backup when a
LUN backed by snapshot exists, the result is a snapshot that cannot be deleted; if
you do attempt to delete the snapshot, the following events occur:

O  SnapManager displays a“busy snapshot” error message.
O  SnapDrive logs event 249 in the Windows application event log.

To check whether you have a busy snapshot: There are two ways to
determine whether you have a busy snapshot:

O View your snapshotsin FilerView.
0 Usethefollowing filer command to list the busy snapshots.
snap |ist usage VolumeName BusyShapshotName

The full description of the preceding command syntax is described in the
Command Reference for your version of Data ONTAP.
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To delete a busy snapshot: Delete the more recently taken backup, then
delete the older backup. For more information about deleting a busy snapshot,
see the System Administration Block Access Management Guide for your version
of Data ONTAP.

To avoid this situation in the future: Avoid performing SnapManager

backups while you have any LUNSs backed by snapshots.

0 During adatabase verification, aLUN in snapshot is mounted and the
DBCC utility is run against the database. For this reason, it isimportant to
carefully plan your SnapManager backup and verification schedules. See
“Recommendations for scheduling backups’ on page 124.

O Whilearchiving from a LUN backed by a snapshot, avoid performing a
SnapManager backup.
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Restoring Databases Using SnapManager 9

This section describes how to recover your SQL Server databases from
SnapManager backup sets. The following topics are covered:

“SQL Server 2000 recovery models’ on page 188
“Understanding SnapManager Restore” on page 190
“Types of SnapManager restore operations’ on page 195
“Choosing the type of restoreto perform” on page 197
“Performing arestore” on page 199

“Managing databases mounted at or restored to alternate locations’ on
page 214

“Deleting restore snapshots” on page 217

O o oo o o

[

Note
You must run SnapManager from the system console, not from a Terminal
Services client. NetApp recommends that you do not use Terminal Services for
any type of SnapManager administration because you might miss critical
information that is displayed only in pop-up dialog boxes at the system console.
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supported by
SnapManager
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SnapManager 1.5 for SQL Server supports all three types of SQL Server
recovery models. See the following topics for more information:

0 “Recovery models supported by SnapManager” on page 188
O “Implications for SnapManager operations’” on page 189

SnapManager for SQL Server supports all three types of SQL Server recovery
models:

0 SIMPLE
0 FULL
0 BULK_LOGGED

The SQL Server database administrator can assign each database a different
recovery model, but specific recovery models are assigned to each database type
by default.

SQL Server system database type Default recovery model
master SIMPLE

tempdb SIMPLE

model FULL

msdb SIMPLE

distribution FULL

The recovery model defines the fault tolerance level of your SQL Server
environment. For more information about SQL Server recovery models, see the
following resources:

0  The description of “recovery model” on page 9
O Your Microsoft SQL Server 2000 documentation
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Implications for The recovery model of an SQL Server database aff ects SnapManager operations,
SnapManager as described in the following paragraphs.

operations )
SIMPLE recovery model: When the SIMPLE recovery model is used,

transaction logs cannot be backed up.

FULL recovery model: When the FULL recovery model is used, you can
restore a database to its state at the point of failure. This entails the following
sequence;

1. Back up the current active transaction log (if possible).

2. Restore the most recent database backup without recovery.

3. Restore each transaction log backup since the last restored backup.

4. Restore the transaction log backup of the currently active transaction log.

BULK_LOGGED recovery model: When the BULK_LOGGED recovery
model is used, you need to manually redo bulk operations under the following
circumstances:

0 Beforeyou can perform afull database backup
O Before you can perform atransaction log backup
O If the database fails
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Understanding SnapManager Restore

What SnapManager
Restore does

190

SnapManager Restore restores the SQL Server databases you select. The LUNs
containing the selected SQL Server’s databases are restored from the backup. For
more information, see the following topis:

0 “What SnapManager Restore does’ on page 190

O “How SnapManager Restore works” on page 192

0 “Importance of verifying databases to be restored” on page 193

Related topics:
0 “Typesof SnapManager restore operations’ on page 195
0 “Choosing the type of restore to perform” on page 197

SnapManager Restore enables you to restore databases from a SnapManager
backup set, from an archive, or from an online database on the same or different
SQL Server instance.

Restore from a SnapManager backup set: You can restore databasesfrom
a backup set created for the same SQL Server instance or created for a different
instance. You can restore to the following types of destinations:

0 Theoriginal database location—to the same database names and on the
same SQL Server instance

O  Analternate database | ocation—to different database names or on adifferent
SQL Server instance on the same or different SQL Server computer (using a
writable snapshot)

Restoring to an alternate location using writable snapshot: You can
restore to atemporary, alternate location. The database is mounted at an alternate,
temporary location, and the transaction logs are applied. Therefore, the datais
current.

Torestore to an alternate database |l ocation using the Backup and Verification tab,
select the Restore to Alternate Location using Writable SnapShot option.

To restore asingle database to an alternate database |ocation using the Backup
Wizard, select the Restore to Alternate L ocation using Writable SnapShot option
in the Where the Backup Will Be Restored screen.

To restore multiple databases to alternate database locations using the Backup
Wizard, select the Restore to Alternate Locations using Writable SnapShots
option in the Database Restore Target Location screen.
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Note
You can also mount a database without restoring it. The database is mounted at
an alternate, temporary location, but the transaction logs are not applied.
Therefore, the dataiis not current. This feature can be used to view the layout of
the data. For more information, see “Mounting and attaching a database” on
page 214.

A database restored to or mounted at atemporary, alternate location islisted in
the Backup and Verification tab with the following label:

SnapLUN

If the database name already exists on the server, the database is listed using the
following naming convention:

databasename__Mount

SnapManager uses this naming convention for databases that have been restored
to aternate locations as well as for databases that are only mounted at alternate
locations.

Caution
If you have mounted a database to a temporary, aternate location, you must
detach the database and dismount the snapshot LUNs when you have finished
viewing the data or the layout of the data. If you fail to do this, you might
encounter a busy snapshot when you attempt to del ete the snapshot.

To detach the database and unmount the snapshot, use the Detach Database and
Dismount Snapshot LUN(s) command. For more information, see “ Detaching a
database and dismounting snapshot LUNS’ on page 216.

Restore an online database as a new database: You can also use
SnapManager Restore to restore an online database as a new database on the
same or different SQL Server instance.

Restore from an archive of SnapManager backup sets: You can aso
use SnapManager Restore to restore databases from offline archives of snapshots
containing SnapManager backup sets.

O  For detailed information about creating offline archives of snapshots
containing SnapManager backup sets, see Chapter 12, “ Archiving
SnapManager Backups,” on page 239.

0  For information about recovering SQL Server databases from archives, see
Chapter 13, “Performing Disaster Recovery with SnapManager,” on
page 263.
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How SnapManager The following table summarizes the tasks that SnapManager performs when

Restore works restoring databases from a backup set.
Task | Description
1 | SnapManager Restore checks the SnapManager license.

SnapManager Restore restores the databasesresiding onthe LUN ina
selected backup set to the active file system.

O

If you are restoring from a backup set that contains all of the
databases that reside on the same NetApp LUN, the online
snapshot restore method is used.

The copy-based restore method is used if any of the following
conditionsistrue:

O You arerestoring from a backup set that contains only a
subset of the databases that reside on the same NetApp LUN
(not recommended).

O You select only a subset of the databases contained in the
backup set.

0 A new database was added to the same LUN after the
backup was created.

O Thebackup was split when the number of databases sharing
one or two L UNs exceeds the maximum concurrent database
setting.

For more information, see “Using the Number of Databases
that Can Be Backed Up Concurrently screen” on page 345.

A restore operation that uses a stream-based backup set would
require that the databases be restored individually, using a
stream-based restore method rather than the online snapshot
restore method.

Note
Depending on the composition of the backup set, a stream-based
restore could require additional time and free space on the
NetApp storage system as compared to an online snapshot
restore.

For adescription of the two methods of creating full database
backups, see “Full database backup” on page 110 and “ Creating afull
database backup using SnapManager” on page 128.
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Importance of
verifying databases
to be restored

Task | Description

3 | If the database hastransaction log backups, SnapManager Restore can
apply the transaction log backups (if necessary).

4 | Depending on the database restore option selected, SnapM anager
Restore performs a point-in-time restore or an up-to-the-minute
restore.

Restore snapshots: Every time you perform arestore operation using
SnapManager, SnapManager first creates a snapshot on each NetApp storage
system volume that contains files for the databases you will be restoring. That
way, in the unlikely event that a catastrophic failure occurs during arestore, you
have recent snapshots of the LUNSs that can be used to re-create those databases
asthey existed prior to the start of the failed restore operation.

The restore snapshots are created with file name that contain the prefix
rstrsnap.

After you verify that arestore was completed successfully and you are satisfied
with the results, you can delete the restore snapshot. For details, see “ Deleting
restore snapshots’ on page 217.

Resources in a Windows cluster: In aWindows cluster, all resources that
aredirectly or indirectly dependent on the LUN that isto be restored are taken

offline, aswell asthe LUN itself. This means that the entire SQL Server virtual
server is offline.

If acluster group move operation occurs during the restore operation (for
example, if the node that owns the resources goes down) you must restart the
SnapManager user interface and the restore operation.

Transaction log restore operations: A SnapManager transaction log
restore uses the SQL recovery process to play forward transactions from the log
backup into the restored database.

The database verification process protects you from restoring a backup that
contains any physical-level corruption. Physical-level database corruption can
occur silently in SQL Server databases. The only way to know whether a
particular database backup incurred physical-level corruption isto run database
verification on that backup.
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Before allowing a restore operation to proceed, SnapManager enables you to
check that the selected backup set was verified through the use of DBCC
CHECKDB.

Backup verification status: SnapManager Restore shows you alist of the
backups that have been taken. For each backup, the date and time of the backup
isdisplayed, aswell asanicon that indicates the backup verification status.

I con description Backup verification status

Green-circled black | The databases in this backup have been verified.
check mark

Yellow-circledblack | The databasesin this backup have not been verified.
question mark

Note
If you select a database on which a consistency check has not been run
successfully, SnapManager prompts (but does not require) you to run DBCC
before performing a restore. Running database consistency checking as part of
recovery increases the time the recovery takes.
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Types of SnapManager restore operations

You can use SnapManager to perform either of the following types of restore
operations:;

0 “Up-to-the-minute restore” on page 195
O  “Point-in-time restore’ on page 196

Related topics:
O “Understanding SnapManager Restore” on page 190
0 “Choosing the type of restore to perform” on page 197

Up-to-the-minute In an up-to-the-minute restore, databases are recovered up to the point of failure.
restore SnapManager accomplishes this by performing the following sequence:

1. Thelast active transaction log is automatically backed up.
2. The databases are restored from the full database snapshots you select.

3. All the transaction logs that were not committed to the databases, from the
time the backup set was created up to the most current time, are played
forward and applied to the databases (if selected).

Note
This includes transaction logs from the backup sets, as well as the existing
transaction logsin the transaction log directory. A contiguous set of
transaction logsis required for an up-to-the-minute restore to succeed.

This option is selected by default both the Restore Wizard and the SnapM anager
Restore tab. For information about choosing the restore type, see “Choosing the
type of restore to perform” on page 197.

Example: Suppose you run SnapManager Backup every day at noon, and on
Wednesday at 4 p.m. you decide to restore from a previous backup. For some
reason, the backup set from Wednesday lunchtime failed verification, so you
decide to restore from the Tuesday lunchtime backup. After that backup is
restored, all the transaction logs are played forward and applied to the restored
databases, starting with those that were not committed when you created
Tuesday’s backup set and continuing through the latest transaction log written on
Wednesday at 4 p.m.
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Point-in-time
restore

196

In apoint-in-time restore, databases are restored only to a point-in-time from the
past. If you choose not to apply any transaction log backup sets, the transaction
logs beyond the point-in-time that exist in the transaction log directory belonging
to the restored database are removed.

You can also choose to apply a contiguous set of transaction log backup sets. If
you apply transaction log backup sets, you can also specify aparticular date and
time at which you want to stop the application of backed up transactions. To do
this, you specify a date and time within the available range and SnapM anager
will roll back any transactions that were not committed prior to that point in time.
You can use this method to restore databases back to apoint in time before a
corruption occurred. For more information about choosing the restore type, see
“Choosing the type of restoreto perform” on page 197.

Example: Suppose you take full database backups once at midnight and a
transaction log backup every hour. The database crashes at 9:45 am, but you still
back up the transaction logs of the failed database. You can choose from among
three point-in-time restore scenarios.

1. Restore the full database backup taken at midnight and accept the loss of the
database changes made afterward.

2. Restore the full database backup and apply all the transaction log backups
until 9:45 am.

3. Restore the full database backup and apply transaction log backup sets.
Specifying the time you want the transactions to restore from the last set of
transaction log backups.

In this case, you would calculate the date and time where a certain error was
reported. Any transactionsthat were not committed prior to the date and time
specified in the Rest or e command are rolled back.

Note
You can use this method to restore the database up to a point where you think
corruption occurred, or to recover from an accidental database or table
deletion.
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Choosing the type of restore to perform

Capabilities

Requirements and
limitations

Point-in-time
restore from the
most recent backup

Use following general guidelines to help you decide whether to use a point-in-
time restore or an up-to-the-minute restore:

0 “Capabilities” on page 197
O “Requirements and limitations” on page 197
0 “Point-in-time restore from the most recent backup” on page 197

Related topics:
0 “Understanding SnapManager Restore” on page 190
O “Typesof SnapManager restore operations’ on page 195

Often you can choose arestore type based on the particular restore capabilities
needed.

0 If youwant to roll forward all the transactions up to the most current time,
use an up-to-the-minute restore.

O If you want to recover the databases as they were at a particular point in
time, for example, at the point when the most recent backup was created, use
a point-in-time restore.

Before choosing arestore type, be aware of the requirements and limitations of
each.

0 For to an up-to-the-minute restore to succeed, a contiguous set of all required
transaction log backups must be in the Snaplinfo folder.

O  After apoint-in-time restore of a backup that is not the most recent one, all
existing backups become point-in-time restorable only. Backups created
after the restore will be available for up-to-the-minute restores.

Use caution when selecting a point-in-time restore from the most recent backup.

After a point-in-time restore of the most recent backup, you can still perform an
up-to-the-minute restore from any backup, including the most recent backup.
However, any transactions that occurred between when you created the last
backup and before you performed the point-in-time restore will not be restored.
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The reason for thisisthat when you perform the point-in-time restore, the
transaction logs containing transactions recorded after the selected backup are
removed.
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Performing a restore

You can restore SQL Server databases from a SnapManager backup in two ways:
using the SnapManager Restore tab or using the SnapManager Restore Wizard.
See the following topics for more information:

“Preparing to perform arestore operation” on page 199
“Information you need to perform arestore” on page 200
“Restoring using the SnapManager Restore tab” on page 202
“Restoring using the SnapManager Restore Wizard” on page 209

O o o o

Related topics:

O “Managing databases mounted at or restored to alternate locations’ on
page 214

0 “Deleting restore snapshots’ on page 217

Preparing to Preparing to restore from a SnapManager backup set: Before you
perform arestore restore from a SnapManager backup set, review the following checklist:
operation 0 The SQL Server must be online and running before a SnapManager Restore

can take place. This applies to both user database restore operations and
system database restore operations.

0 Besurethat the target databases are detached or in a suspect state.

Note
You can perform arestore of the SQL Server databases with the databases
online, but this requires that the online restore option be enabled. To view or
change this option and other options pertaining to the SnapManager restore
operation, go to the SnapManager main window and select Options >
Restore Settings.

Follow these guidelines when restoring a SnapManager backup set:

O Although not necessary, it is recommended that you always restore from the
most recent snapshat, sql snap__ SglServerName r ecent , where
Syl ServerName is the host name of the SQL Server.

0 If you rename a database, make sure that you back it up as soon as possible.
Note

If you use SnapManager to restore a backup that is not the most recent one, that
backup’s sequential backup sets are till available for future restore.
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Preparing to restore an online database as a hew database: Youmust
detach the online database before you begin restoring it as a new database on the
same or different SQL Server instance.

A SnapManager backup set restore operation is specified using a combination of
parameters.

Job-specific parameters: Each time you restore a SnapManager backup set,
you must specify the following information in either the SnapManager Restore
tab or in the Restore Wizard:

0

Backup set from which the databases are to be restored

You can select an unverified backup set, but SnapManager will ask you to
confirm your selection. NetApp strongly recommends that you restore only
from verified backup sets.

If for some reason you do not have a verified backup set avail able when you
need to perform arestore and you do not want to wait for averification to be
completed before you perform the restore, you might find it necessary to
restore directly from an unverified backup set.

Note
NetApp recommendsthat, if you must restore from an unverified backup set,
you perform an up-to-the-minute restore operation. Thisway, if you
discover later that the backup set was corrupted, you can restore the database
from adifferent backup set.

Databases to be restored from the backup set:
0  All databasesin the backup set (the default setting)
O A subset of the databases in the backup set

To choose only a subset of the databases in the selected backup set, highlight
any database in the right pane and then select the Unselect All Databases and
Logs item from the context menu. This deselects all databases in the backup
set. You can then choose the individual databases that you want to restore.

Database target:

0  Original database (the default setting)

O A database of adifferent name

SQL Server instance to which the backup set is to be restored:
O Origina SQL Server (the default setting)

0 A different SQL Server (only on the same host)
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0 Restoretype:
O  Up-to-the-minute (the default setting)
0 Point-in-time
For more information about the restore types, see “ Types of SnapManager

restore operations’ on page 195. For more information about choosing a
restore type, see “Choosing the type of restore to perform” on page 197.

Note
You cannot restore multiple databases with different restore optionsin a
single restore operation.

O Restorelocation:

O Origina database (the default setting)

O  Alternate location using a writable snapshot

The transaction log backup sets to be restored

The state to which the databases are to be set after the restore operation

finishes

O For asingle-database restore operation, thisis configured in the Restore
Options dialog box, described in “ Specifying the post-restore state of a
single database” on page 381.

0  For amultiple-database restore operation, thisis configured in the
Multiple Database Restore Options dial og box, described in “ Specifying
the post-restore state of multiple databases’ on page 385.

Verification settings: Thefollowing list summarizes the settings that pertain
to database restore operations:
O  Which SQL Server isused to perform database verification

Thisis configured using the SQL Server tab of the Verification Settings
dialog box, described in “ Selecting the database verification server” on
page 315.

0O  Which DBCC options are used to verify database backup snapshots
Thisis configured using the DBCC Optionstab of the Verification Settings
dialog box, described in “ Selecting DBCC options’ on page 317.

The Verification Settings dialog box can be accessed from the SnapM anager

Restore tab, as well as from the Restore Wizard.

O If you are using the SnapManager Restore tab, the Verification Settings
dialog box opens automatically after you click Verify Now.
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0 From within the Restore Wizard, you can open the Verification Settings
dialog box by clicking Database Verification Settingsin the “View or
Change Database Verification Options’ screen.

Restore settings: Thefollowing restore settings determine how SnapManager
isto restore database backup snapshots:

0 Recover databases without restoring at the end of the restore, if needed

O Restore databases even if existing databases are online

0 Retain SQL database replication settings

These settings are configured using the Restore Settings dialog box, described in
“Configuring the profile of arestore operation” on page 324.

To restore an SQL Server database from a backup set using the SnapManager
Restore tab, complete the following steps.

Step | Action

1 | Review thelistin“Information you need to perform arestore” on
page 200.

2 | Make surethat all Explorer windows are closed on the SQL Server
2000 server running SnapM anager.

3 | Disable any SnapManager operations that are scheduled to run
against the SQL Server data you are restoring, including any jobs
scheduled on remote management or remote verification servers.
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Step | Action

4 | Inthe SnapManager main window, click the SnapManager Restore
tab.

Result: Thetab enablesyou to navigate the backup sets from which
you can select databases to be restored.
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5 | Intheleft panel, double-click to select the backup set from which
you want to restore.

Result: The Selected Backup for Restore field displays the backup
set you selected to be restored.
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Step

Action

If you selected a multiple-database backup set, you can follow these
steps to select only a subset of the databases:

a. Intheright panel, highlight any database.

b. Right-click to open the context menu, then select Unselect
All Databases and Logs to deselect al of the databases in

the backup set.
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c. Toselectanindividual database in the backup set, click to
select that database in the right panel.

Result: Only the selected databases will be restored from the
backup sets you specified.
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Step | Action

7 | If you arerestoring a single database that you want to restore to a
database other than the original database, follow these steps:

a. Click“...” totheright of the Restore as Database box.

The “Individual Database Restore As...” dialog box
appears.

b. Inthe Restore as Database box, enter the database name to
which you want the backup restored. This database name
must not already exist on the SQL Server instance to which
you will be restoring the database.

c. Click OK to apply your change and close the dial og box.

8 | If you want to restore to an SQL Server other than the original,
follow these steps:

a. Click“...” totheright of the “Restore to Server (instance)”
box.

The “ Select SQL Server to Restore...” dialog box appears.

b. Select the SQL Server to which you want to restore the
database.

c. Click OK to apply your change and close the dial og box.
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Step | Action

9 | If you are restoring asingle database and you want to perform a
point-in-time restore, do the following:

a. Select the Point in Time Restore option.
The Point in Time Restore dialog box appears.

b. InthePoint in Time Restore dialog box, specify the date
and time after which transaction logs will not be applied to
the restored database.

c. Click OK to apply your change and close the dial og box.

If you want to view or change the date and time for the
point-in-time restore, click “...” to the right of the “Paint in
Time Restore” box.

Note
A point-in-time restore will halt the restoration of transaction log
entries that were recorded after the specified date and time.

10 | If you are restoring multiple databases and you want to perform a
point-in-time restore of all of the databases to the point in time
when the backup was created, do the following:

a. Select the Point in Time Restore option.

A message dialog box appears and prompts you to confirm
that you want to restore all the selected databases to the
point in time when the backup was created.

b. Inthe message dialog box, click Yes.
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Step

Action

If you are restoring multiple databases and you want to perform a
point-in-timerestore of al of the databases to the point in time when
the backup was created followed by atransaction log restore, do the
following:

a. Select the Point in Time Restore option.

A message dialog box appears and prompts you to confirm
that you want to restore all the selected databases to the
point in time when the backup was created.

b. Inthe message dialog box, click No.

Another message dialog box appears and prompts you to
confirm that you want to restore all the selected databasesto
the point in time when the backup was created and then also
restore from a transaction log backup.

c. Inthe message dialog box, click Yes.
The Point in Time Restore dialog box appears.

d. InthePointin Time Restore dialog box, specify the date
and time after which transaction logs are not to be applied to
the restored databases.

e. Click OK to apply your change and close the dialog box.

If you want to view or change the date and time for the
point-in-time restore, click “...” to the right of the Point in
Time Restore box.

12

If you want to restore the databases to an alternate location using a
writable snapshot, select the Restore to Alternate Location Using
Writable SnapShot option.

For more information, see “ Restore from a SnapM anager backup set”
on page 190.
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13 | Click Restore to open a dialog box that enables you to finish
specifying the restore operation.

Note
A different the dialog box will appear, depending on whether you are
restoring a single database or multiple databases.

If... Then...

You arerestoring asingle | The Restore Options dialog box
database appears.

For detailed instructions, see

“ Specifying single-database recovery
state from the SnapManager Restore
tab” on page 381.

You arerestoring multiple | The Multiple Databases Restore
databases Option dialog box appears.

For detailed instructions, see

“ Specifying multiple-database
recovery state from the SnapManager
Restore tab” on page 385.

Result: The Restore Status dialog box appears and displays the
Restore Task List, which will be used to show the progress of the
restore operation after you start it.
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Step

Action

14

To start the restore operation, click Start Now.

Result: SnapManager beginsto restore your databases from the
backup you selected. SnapManager Restore compl etes each task and
checksit off the list shown in the Restore Task List view.

You can switch back and forth between the task check-off list and the
progress report using the Switch buttons on either window.

If the restore is successful, the Task window shows the check-off list
with the tasks completed, and a dialog box reports that the restore
was successful.

Note
If Notification is enabled, e-mail is sent and the event is posted to the
Windows event log.

15

After all the restore tasks are finished, click OK.

Result: Your restoreis now complete and your SQL Server 2000
server comes back online.

16

After the restoreis finished, you can optionally perform a
SnapManager backup and verification to verify that your restored
database is free of physical-level corruption.

Restoring using the  To restore an SQL Server database from a backup set using the SnapManager
SnapManager Restore Wizard, complete the following steps.

Restore Wizard

Step

Action

1

Review thelist in “Information you need to perform arestore” on
page 200.

Make sure that all Windows Explorer windows are closed on the
SQL Server 2000 server running SnapM anager.

Disable any SnapManager operations that are scheduled to run
against the SQL Server data you are restoring, including any jobs
scheduled on remote management or remote verification servers.
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Step

Action

To launch the SnapManager Restore Wizard, go to the SnapManager
menu bar and select Wizard > SnapManager Restore.

Result: The SnapManager Restore Wizard appears and displays the
Welcome screen.

Welcome

5

Click Next.

Result: The Which SQL Server Created the Backups screen
appears.

Which

SQL Server Created the Backups

Follow the instructionsin the initial Restore Wizard screens.
O  Which SQL Server Created the Backups
O SQL Server Where the Backups were Created

Note

This screen appears only if you selected the Restore from
Another SQL Server Backup option.

For alist of information you need to provide, see “Information you
need to perform arestore” on page 200.

Single-

database backup set or multiple-database backup set?

The sequence of Restore Wizard screens varies, depending on
whether you choose to restore from a single-database backup set or
from a multiple-database backup set.

If... Then...

You are restoring from a Goto Step 8.
single-database backup set

You are restoring from a Go to Step 10.
multiple-database backup
set

Performing a restore



Step | Action

Restoring from a single-database backup set

8 | Follow the instructions in the Restore Wizard screens:
0 Backup to Restore

In the left panel, expand the list, then double-click to select the
single-database backup set from which you want to restore. In
the right panel, you can desel ect or reselect transaction log
backups.

0 Restore Transaction Log Backup

Note
This screen appearsonly if you selected transaction log backups.
If you do not want to restore transaction log backups, then click
Back, and deselect the transaction log backups.

0 Typeof Restore
Select either Up-to-the-Minute restore or Point-in-Time restore.
0 Database State after the Restore
For detailed instructions, see“ Specifying single-database
recovery state from within the Restore Wizard” on page 382.
Restored Database Name
SQL Server Where the Backup Will Be Restored

If you want to restore the database to an aternate location using
awritable snapshot, select the Restore to Alternate Location
using Writable SnapShot option. For more information, see
“Restore from a SnapManager backup set” on page 190.

O Verify the Database in this Backup

Note
This screen appears only if you selected a backup that contains
an unverified database.

0 Advanced Restore Options

For alist of information you need to provide, see “Information you
need to perform arestore” on page 200.

Result: After you click Next, the Completing the Backup Wizard
screen appears and displays the restore settings you have selected.
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9 | Goto Step 11.

Restoring from a multiple-database backup set

10 | Follow theinstructionsin the remainder of the Restore Wizard
screens:
O Backup to Restore

In the left panel, expand the list and then double-click to select
the multiple-database backup set from which you want to
restore.
O Restore Databases and Transaction Logs
0 By default, al databases and transaction log backups are
selected. To deselect or reselect al transaction log backups,
click Select All or Unselect All.

O If you want to perform a point-in-time restore, select the
Point in Time Restore option.

0 Database State after the Restore
For detailed instructions, see “ Specifying multiple-database
recovery state from within the Restore Wizard” on page 387.
O Restore a Database as a New Database
0 Database Restore Target Location

If you want to restore the databases to an alternate location using
awritable snapshot, select the Restore to Alternate Location
using Writable SnapShot option. For more information, see
“Restore from a SnapManager backup set” on page 190.

O  Verify the Databases in this Backup

Note
This screen appears only if you selected a backup that contains
an unverified database.

0 Advanced Restore Options

For alist of information you need to provide, see “Information you
need to perform arestore” on page 200.

Result: After you click Next in the Advanced Restore Options
screen, the Compl eting the Backup Wizard screen appears and
displays the restore settings you have selected.
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Action

Completing the Restore Wizard

1

After you verify that all the settings in the screen are correct, click
Finish.
Result: The Restore Wizard closes and the Restore Status dialog

box appears and displays the Restore Task List, which will be used to
show the progress of the restore operation after you start it.

Restore Status

12

To start the restore operation, click Start Now.

Result: SnapManager beginsto restore your databases from the
backup you selected. SnapManager Restore compl etes each task and
checksit off on the list shown in the Restore Task List view.

You can switch back and forth between the task check-off list and the
progress report using the Switch buttons on either window.

If the restore is successful, the Task window shows the check-off list
with the tasks completed, and a dialog box reports that the restore
was successful.

Note
If Notification is enabled, e-mail is sent and the event is posted to the
Windows event log.

13

After the restoreis complete, click OK to close the dialog box.

Result: Your restoreis now complete and your SQL Server 2000
server comes back online.

14

After the restoreis finished, you can optionally perform a
SnapManager backup and verification to verify that your restored
databaseis free of physical-level corruption.
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Managing databases mounted at or restored to alternate

locations

SnapManager supports the ability to mount a database without restoring it. See
the following topics for more information:

O “Mounting and attaching a database” on page 214
0 “Detaching a database and dismounting snapshot LUNS’ on page 216

Mounting and You can mount a database without restoring it. The database is mounted at an
attaching a alternate, temporary location, but the transaction logs are not applied. Therefore,
database the datais not current. This feature can be used to view the layout of the data.

To mount a database without restoring the data, complete the following steps.

Step

Action

In the SnapManager main window, click the Restore tab.

In the left panel of the Restore tab, expand the list and then double-
click to select the database that you want to mount.

In the menu bar, select Action > Mount & Attach Db.

Result: The Mount Snapshot and Attach Database dial og box
appears.

You have the option to verify the selected databases.

If... Then...

You do not want to verify | Leavethe Run DBCC CHECKDB
the database option unselected, then go to Step 7.

You want to verify the Goto Step 5.
database

Select the Run DBCC CHECKDB option.

214
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6 | If youwant to leave the databases attached after the DBCC
CHECKDB utility has finished, then also select the Leave database
attached after DBCC option.

Note
If you select this option, you will need to explicitly detach and
dismount the snapshots after completing your task or test. Thisis
described in “ Detaching a database and dismounting snapshot
LUNS’ on page 216. If you do not detach the databases and dismount
the snapshot LUNS, you might encounter a busy snapshot when you
attempt to delete the snapshot.

7 | Click OK to close the message dialog box and proceed with
mounting the databases.

Result: The Restore Status dialog box appears.

8 | Click Start Now to proceed with mounting the database.

Result: SnapManager begins to mount your databasesto a
temporary, aternate location. SnapManager Restore completes each
task and checksit off the list shown in the Restore Task List view.

You can switch back and forth between the task check-off list and the
progress report using the Switch buttons on either window.

If the databases are successfully mounted, the Task window shows
the check-off list with the tasks completed, and a dialog box reports
that the restore was successful.

9 | Click OK to close the message dialog box.

Result: A database restored to or mounted at atemporary, alternate
location islisted in the Backup and Verification tab with the
following label:

SnapLUN

If the database name already exists on the server, the database is
listed using the following naming convention:

databasename__ Mount
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Detaching a
database and
dismounting
snapshot LUNs

216

If you have mounted a database to atemporary, aternate location (described in
“Restoring to an alternate location using writable snapshot” on page 190 and in
“Mounting and attaching adatabase” on page 214), you must detach the database
and dismount the snapshot LUNs when you have finished viewing the layout of
the data. If you fail to do this, you might encounter a busy snapshot when you
attempt to delete the snapshot.

To explicitly detach a database and dismount the snapshot LUNs, complete the
following steps.

Step | Action

1 | Inthe SnapManager main window, click the Backup and Verification
tab.

2 | Intheleft panel of the Backup and Verification tab, expand the list
and then select the database snapshot that you have explicitly
mounted at a temporary location.

The temporarily mounted databases will be listed in the Backup and
Verification tab with the following label to the right of the database
name:

SnapLUN

3 | Click and hold the right mouse button to open the context menu, then
select Detach Database and Dismount Snapshot LUN(S).

Note
The Detach Database and Dismount Snapshot LUN(S) optionis
grayed out and not selectable if the database restored to the alternate
location using awritable snapshot is in the Loading state.

Result: A message dialog box displaysawarning that this operation
might take some time and asks you to confirm that you want to
proceed.

4 | Click OK to close the message dialog box and proceed with the

operation.
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Deleting restore snapshots

To explicitly delete the oldest LUN snapshots created during previous restore
operations, complete the following steps.

Step

Action

1

In the SnapManager main window, go to the menu bar and select
Action > Delete Backup.

Result: The Delete Backups dialog box appears.

Note
You can aso use the Delete Backups dialog box to explicitly delete
backup snapshots. For details, see “Explicit deletion of backup
snapshots’ on page 122.

Select the Delete Snapshot of LUNSs Created During Restore option.

Result: The Snapshotsto Delete panel displays options pertaining to
deleting restore snapshots.

Specify which snapshots you want to delete.

If you want to... Then...

Delete only the oldest 1. Select the Delete Oldest
restore snapshots Snapshots In Excess Of option

2. Specify how many of the newest
restore snapshots you want to

preserve.
Delete all therestore Select the Delete All Snapshots
snapshots Created During Restore option.
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Step

Action

4 | You can proceed with the delete operation immediately, or you can
view the list of restore snapshots currently selected for deletion.
If you want to... Then...
View thelist of restore Goto Step 5.
snapshots that would be
deleted
Delete the restore snapshots | Click Delete.
Result: Therestore snapshots
identified by your selections are
deleted. When the deletion is
complete, a message dialog box
appears. You have completed this
procedure.
5 | Click Delete Preview.

Result: The Delete Backup Data Set Preview dialog box appears.
After amoment, the dialog box displays a count and list of the restore
snapshots identified for deletion.

If you want to view areport, click Show Report.

Deleting restore snapshots




Step | Action

6 | Based on the contents of the preview list, you can either cancel the
operation or proceed.

If you want to... Then...

Cancel the operation 1. Click Closeto close the Delete
Backup Data Set Preview dialog
box.

2. Click Closeto close the Delete

Backups dialog box.
Delete the restore snapshots 1. Click Closeto close the Delete
listed in the preview Backup Data Set Preview dialog
box.

2. Click Delete on the Delete
Backups dialog box.
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Managing SnapManager Operational Reports 10

This section describes the reports that SnapM anager automatically creates for
every operation performed. The following topics are covered:

O “Understanding the SnapManager Reports tab” on page 222
0 “Viewing a SnapManager report” on page 223
O “Printing a SnapManager report” on page 224
O “Deleting SnapManager reports’ on page 225

Related topics:
O “SnapManager report directory options’ on page 327

Note
You must run SnapManager from the system console, not from a Terminal
Services client. NetApp recommends that you do not use Terminal Services for
any type of SnapManager administration because you might miss critical
information that is displayed only in pop-up dialog boxes at the system console.
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Understanding the SnapManager Reports tab

222

Use the SnapManager Reports tab to access the operational reports that are
automatically created for SnapManager configuration, backup, restore, backup
set deletion, and other miscellaneous operations. Each report isalog file that
includes step-by-step details of the operation, the final status of the operation,
and any error messages encountered during the operation.

The SnapManager Reports tab consists of anavigation panel and adisplay
panel. The navigation panel contains atree structure that enables you to navigate
the folder sinto which the individual reports are organized. Each report isalog
filethat is named in the format mm-dd-yyyy hh.mm.ss that serves to timestamp
the creation of the report. Note that hh represents the hour expressed in military
time. The display area displays the contents of the selected log file.

The following paragraphs describe the folders that contain the SnapM anager
reports.

Backup: Containsalog file for every backup set (full database backup or
transaction log backup) created by SnapManager.

Config: Containsalog file for each time SnapManager is used to migrate a
database from alocal disk to aLUN or from one LUN to another.

Delete Snapshot: Containsalog for every backup set deleted for an SQL
Server that is configured using SnapManager.

Miscellaneous: Containslogs for miscellaneous SnapManager operations,
such as modifying the backup management group of a backup set, detaching the
database on a snapshot-backed LUN, or dismounting a database and detaching
underlying snapshot LUNS.

Restore: Containsalog for every restore operation (whether it is a stream-
based restore, a copy-based restore, or an online snapshot restore) performed on
an SQL Server that is configured using SnapManager.

Note
If you are running SnapManager in a Windows cluster, the SnapManager Reports
tab could contain additional folders.
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Viewing a SnapManager report

To view a SnapManager report, complete the following steps.

Step | Action

1 | Inthe SnapManager main window, click the SnapManager Reports
tab.

2 | Inthe navigation panel, click to expand the appropriate reports folder
and select the report you want to display in the display panel.

The following illustration shows a report for a SnapManager backup operation.
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Printing a SnapManager report

Sending a
displayed report to
a printer

Printing a report
using Notepad

224

SnapManager provides two ways to print reports, as described in the following

sections.

To send a displayed report to the printer, complete the following steps.

Step | Action
1 | Inthe SnapManager main window, click the SnapManager Reports
tab.
2 | Inthe navigation panel, click to expand the appropriate reports folder
and select the report you want to print.
3 | Inthedisplay pandl, right-click anywhere within the displayed report

to open a context menu, then select Print.

To print areport using Notepad, complete the following steps.

Step

Action

1

In the SnapManager main window, click the SnapManager Reports
tab.

In the navigation panel, click to expand the appropriate reports
folder, right-click on the report name to open a context menu, then
select Open with Notepad.

From within Notepad, go to the menu bar and select File > Print.

Printing a SnapManager report




Deleting SnapManager reports

To delete an individual report or all reports from a current SnapManager reports
folder, complete the following steps.

Step | Action

1 | Inthe SnapManager main window, click the SnapManager Reports
tab.

2 | Inthe navigation panel, click to expand the appropriate reports
folder.

3 | Specify the report or reports that you want to delete.

If you want to... Then...

Delete dl thereportsin a Right-click on thereport folder to open
folder a context menu, then select Delete All
Reports.

Delete an individual report | Right-click on theindividual report
name to open a context menu, then
select Delete Report.

Result: A confirmation dialog box appears.

4 | To closethe dialog box and proceed with deleting the individual
report or all the reports in the folder (as specified), click Yes.
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Replicating Backups to Mirrored Volumes 11

This section discusses how SnapManager can use the Data ONTAP SnapMirror
feature to replicate SQL Server database backups to mirrored volumes for data
protection and disaster recovery. The following topics are covered:

O “Understanding SnapM anager backups with SnapMirror updates’ on
page 228

“Minimizing your exposure to loss of data’ on page 231

“Scheduling SnapManager backups with SnapMirror replication” on
page 235

Related Topics:

O Chapter 8, “Backing Up Databases Using SnapManager,” on page 125

0 Chapter 13, “Performing Disaster Recovery with SnapManager,” on
page 263

For more information about SnapMirror: See the documents listed in the
following table.

For information about... Seethisdocument
Using SnapMirror on a NetApp Data ONTAP Data Protection Guide
storage system for your particular version of Data
0 Datareplication using ONTAP
SnapMirror
O  What mirror volumes are and
how they work
O  Configuring SnapMirror for use
with SnapDrive

0O How to create a SnapMirror
destination volumefor replicating

LUNs
Using SnapMirror through SnapDrive | SnhapDrive 3.1 Installation and
0 Reasonsfor using SnapMirror Administration Guide
replication

0 HowtoconnecttoaLUNina
SnapMirror destination volume

0 How to configure the SnapMirror
relationship for SnapDrive
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Understanding SnapManager backups with SnapMirror updates

What SnapMirror
does

How SnapManager
uses SnapMirror

228

SnapMirror can be used to replicate SnapManager backups of your SQL Server
database to mirrored volumes on aremote NetApp storage system. Thisis
described in the following topics:

0 “What SnapMirror does’ on page 228
O “How SnapManager uses SnapMirror” on page 228
O “Processoverview” on page 230

SnapMirror creates replicas of NetApp storage system volumes that host LUNS.
SnapMirror can asynchronously mirror a snapshot of data on a source volume to
one or more volumes configured as destinations of the source volume. The data
stored in amirror on a destination volume can be accessed through SnapDrive.

Note
Because amirror is volume wide, it includes snapshots of any other data sets
contained on the source volume.

SnapMirror updates the destination volume(s) to reflect incremental changes on
the source volume. As aresult, adestination volumeis an online, read-only copy
of the source volume at the time of the most recent replication. This data can be
used for disaster recovery, offloading tape backup, read-only data distribution,
testing on nonproduction storage systems, or online data migration.

A SnapMirror destination volume can reside on the same NetApp storage system
as the source volume or a different storage system. For disaster recovery
purposes, the destination volume generally resides on a different storage system
that is also geographically remote from the storage system containing the source
volume. For other purposes, the source and destination volumes might exist on
the same storage system.

SnapManager backs up your SQL Server data by creating snapshots of the
databases and transaction logs. SnapMirror can be used to replicate the volumes
that host the snapshots to mirrored volumes on a remote storage system.

SnapMirror replication for SnapManager is volume replication: When
you use SnapMirror to replicate SnapManager backups, you can replicate only
volumes, not gtrees. SnapManager does not support SnapMirror gtree
replication.
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Backup snapshots can trigger SnapMirror updates: SnapManager
Backup uses snapshot functionality to back up your SQL Server datato a storage
system volume managed by SnapDrive. If the volume has been configured as a
SnapMirror source volume with one or more appropriately configured
destination volumes, then—upon successful completion of a snapshot backup
operation—SnapManager can send a request to SnapDrive to initiate a
SnapMirror update of each destination volume.

All three types of SnapManager Backup operations can be configured to trigger
SnapMirror updates:

O Full database backup, with or without transaction log backup or database
verification
Transaction log backup only
Database verification only

Note
The result of the database verification operation (the database integrity

status) is written to the backup set, in the Snaplnfo directory. By replicating
the backup set to the mirrored volume, this statusinformation is kept current
on the mirrored volume.

SnapMirror replication for ShapManager is asynchronous: Whenitis
configured directly on the NetApp storage system, SnapMirror can be used to
perform synchronous replication or asynchronous replication.

When you use SnapMirror to replicate SnapManager backups, however, the
replication is performed asynchronously. That is, changes made to the databases
between SnapManager backups are not replicated in the SnapMirror destination
volume. Therefore, any restore from the destination volume would restore the
databases to their state at the time of the last SnapManager backup; subsequent
changes to the database that occurred on the source volume after the most recent
SnapMirror replication update will not be available if a catastrophic failure
occurs before the next update of the SnapMirror destination volume.

A subsequent section, “Minimizing your exposure to loss of data’ on page 231,
discusses ways to minimize this exposure to data loss.

SnapMirror scheduling: When it is configured directly on the NetApp
storage system, SnapMirror uses its own replication schedule as configured by a
Data ONTAP administrator.

When SnapMirror is used by SnapM anager, however, the SnapMirror replication
schedule must be disabled on the storage system; SnapMirror updates are instead
initiated by SnapDrive upon the compl etion of a SnapManager backup operation.
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230

A subsequent section, “ Scheduling SnapManager backups with SnapMirror
replication” on page 235, describes how to do this plus other stepsin the process.

If your SQL Server databases reside on a NetApp Storage system volume that is
configured as a SnapMirror source volume, then the SnapMirror destination
volumeis optionally updated after the SnapManager backup operation finishes.

The following sequence provides an overview of how SnapMirror destination
replication works.

1. A SnapManager backup isinitiated.

2. SnapManager completes all snapshots required for the backup, then requests
a SnapMirror volume update through SnapDrive.

3. If any volume whose data is captured in the backup is a SnapMirror source
volume, SnapDrive requests information about all SnapMirror destination
volumes of that source volume.

4. SnapDrive sends a SnapMirror destination update request to all the related
destination volumes.

5. SnapMirror updates the destination volumes to reflect incremental changes
to the source volume.

In SnapManager 1.0 for Microsoft SQL Server, a SnapMirror update was
initiated for each snapshot as it was taken. This approach resulted in redundant
mirror updates. With SnapManager 1.5 for Microsoft SQL Server, the
SnapMirror update is delayed until Snap Manager explicitly requests it of
SnapDrive after the SnapManager backup is complete.
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Minimizing your exposure to loss of data

Goal: More frequent
mirror updates with
minimial snapshot
overhead

Supplemental
replication using
rolling snapshots

The following topi cs discuss methods for minimizing the exposure to loss of data
when using automatic SnapMirror updates of SnapManager backup sets:

0 “Goa: More frequent mirror updates with minimial snapshot overhead” on
page 231

“ Supplemental replication using rolling snapshots’ on page 231

“Scheduling considerations for supplemental mirroring of the transaction
logs’ on page 233

As described in “ SnapMirror replication for SnapManager is asynchronous’ on
page 229, changes to the database that occurred on the source volume after the
most recent SnapMirror replication update would not be on the destination
volume if the source volume were to be lost.

Oneway to trigger more frequent SnapMirror updates would be to smply use
SnapManager to schedule more frequent snapshots of the LUNSs containing the
transaction logs. Increasing the frequency of SnapManager backup operations,
though, increases the difficulty of managing the number of online snapshot
backup sets that are stored online at your primary site. Thisis described in
“Maximum number of snapshots per volume” on page 120.

As an dternative to increasing the frequency of SnapManager backups, you can
use SnapDrive to initiate additional, more frequent SnapMirror replication
updates. When SnapMirror replication is initiated directly from the SnapDrive
command line, as opposed to using the SnapMirror replication schedule or using
SnapManager backups to automatically trigger SnapMirror updates, you can
better manage the overhead that is incurred by creating additional snapshots on
the primary site.

When you use SnapDrive to initiate SnapMirror replication, specia snapshots
called rolling snapshots are used. These snapshots are created for the sole
purpose of SnapMirror replication. You can use the rolling snapshot capability of
SnapDrive to supplement the automatic mirroring of SnapManager backup
snapshots with additional, more frequent SnapMirror replication updates of all of
your SQL Server databasefilesor just the transaction log. Exposure to data
loss is minimized by narrowing the window during which data can be lost (from
the time of the most recently completed SnapM anager backup and mirrored
snapshot to the time of failure).
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Advantages of SnapDrive rolling snapshots: Using SnapDrive rolling
snapshots to augment your SnapMirror replication schedule for SnapM anager
offersthe following advantages over increasing SnapManager backup
operations:

O Fewer snapshots are retained.
A maximum of two rolling snapshots are retained at any time.
0O Fewer SnapManager backups are required.

NetApp recommends against taking SnapManager backups every few
minutes. Doing so can result in overlapping SnapManager operations, as
well asincreased difficulty in managing the large number of resulting
backups.

For details about rolling snapshots, see the ShapDrive 3.1 Installation and
Administration Guide.

Rolling snapshots of all database files: When all the LUNs utilized by
any database file are located in asingle NetApp storage system volume, replicate
all of the database files more frequently. This offers the following additional
advantages:

0  Combined with automatic SnapM anager backup set replication, this narrows
the window during which transactions can be lost.

0 By replicating the entire database, you can quickly recover from site failure
by attaching to the database on the remote site.

O When all database files are placed in asingle volume, all fileswill be at the
same consistency point. Therefore, when the database is attached, it will
automatically recover the most recently committed transactions.

If you augment your SnapManager backup schedule with supplemental
SnapMirror replications of al database files, be aware of the following data
recovery consideration: If the disaster on the main site has created a suspect
database, then the database must be restored from backup, but the transaction log
must be backed up using SnapManager before it is restored.

Rolling snapshots of only the transaction log: In situationswhereitis
not always practical to replicate all database files, replicate only the transaction
log more frequently (by replicating the LUN where the logs are stored). This
offers the following advantages:

O By supplementing SnapMirror updates by using SnapDriveto initiate
frequent updates to the transaction log, you can restore the databases up to
the point of the most recent successful SnapMirror replication. First, you
restore the databases from the replicated backup set on the SnapMirror
destination volume. Then you can use the replicated LUN to replay any
transaction logs that were generated or changed after that mirrored backup.
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0 Fewer changes are made to the SQL Server data between replications, as
compared to increasing the frequency of mirrored SnapManager backups.
This enables you to keep your destination volume effectively more current
without running the risk of overlapping your SnapManager operations.

To increase the frequency of the transaction log updates, use the SnapDrive
command line interface tool sdcl i to schedule the additional SnapMirror
replication updates through the Windows Task Scheduler, specifying
supplemental replication of the LUN where the transaction logs are stored.

If you augment your SnapM anager backup schedule with supplemental
SnapMirror replications of only the transaction log, be aware of the following
datarecovery considerations:

O The databases must restored from a backup set.

0  If the SQL Server on the primary site is available, then SnapManager will
request that SQL Server instance to back up the transaction log.

O If the SQL Server on the primary site is not available, then the following
activities must be completed before the databases can be restored:

0 The database must be attached.
O Thetransaction log must be backed up.

If you plan to augment your SnapM anager backup schedule with supplemental
SnapMirror replications of the transaction logs, your backup schedul e requires
additional planning.

Allow time for the backup to finish: Design your backup schedule so that a
SnapMirror replication is not scheduled to start until the SnapManager backup
operation has finished. Note that all three types of SnapManager Backup
operations can be configured to trigger SnapMirror updates:

O Full database backup, with or without transaction log backup or database
verification

0  Transaction log backup only

0 Database verification only

NetApp recommends that, at a minimum, the actual SnapManager backup
operation be allowed to finish before the SnapMirror updateis initiated.

Allow time for the previous replication to finish: Besurethat theinterval
between SnapMirror replications allows enough time for the previous replication
to finish.
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Example of a backup and replication schedule: Thefollowing table
shows an example of a schedule documenting the additional intervals when the
volume containing the transaction logs is replicated.

O  SnapMirror replication is scheduled to occur 30 minutes after the
SnapManager backup begins. You might need to adjust this delay in order to
allow enough time for your specific backup configuration to finish.

O Itisassumed that the 60-minute interval between each replication of the
transaction logs allows enough time for the previous replication to finish.

Regularly scheduled Supplemental SnapMirror replication
SnapM anager backup of transaction logs

7:00 am. 7:30 am.
8:30am.
9:30 am.

10:30 am.

11:30 am.

12:30 p.m.

1:00 p.m. 1:30 p.m.
2:30 p.m.
3:30 p.m.
4:30 p.m.
5:30 p.m.
6:30 p.m.
7:30 p.m.
8:30 p.m.
9:30 p.m.

10:00 p.m. 10:30 p.m.
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Scheduling SnapManager backups with SnapMirror replication

When you specify afull database backup operation or a database verification
operation for databases that reside on avolume that is a SnapMirror source
volume, SnapManager automatically provides you with the option to
automatically perform a SnapMirror update after the operation finishes
successfully.

Related topics:

O “Creating afull database backup using SnapManager” on page 128

0 “Performing database verification using SnapManager” on page 162

0 “Scheduling a backup job or a database verification job” on page 374

To schedule a one-time SnapManager backup with SnapMirror replication,
complete the following steps.

Step | Action

1 | Ensurethat SnapDriveis properly licensed for use with SnapMirror.

Thisisdescribed in the ShapDrive 3.1 Installation and
Administration Guide.

2 | Configure SnapMirror on both the source volume to be replicated
and its destination volumes.

Thisis described in the ShapDrive 3.1 Installation and
Administration Guide.
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Step

Action

Disable the SnapMirror replication schedule on the NetApp storage
system so that SnapDrive will monitor when a snapshot istaken, and
then initiate areplication in response.

To do this, modify the schedule parameter (in the
letc/snapnirror. conf fileorin storage system view mode) to
indicate to SnapMirror on the storage system that no schedule is set.
Use“- - - -” asthe nonschedul e time.

Note
It is possible to set the SnapMirror update schedule elsewhere—in
the SnapMirror / et ¢/ snapni rror. conf file onthe NetApp storage
system. However, when SnapMirror is used by SnapManager, you
must rely on the SnapManager backup schedule to drive the
SnapMirror replication updates.

For more detailed information, see the ShapDrive 3.1 Installation
and System Administration Guide and the Data ONTAP Data
Protection Guide.

Begin specifying the full database backup operation or the database
verification operation.

O  You can use either the Backup and Verification tab or the
Backup Wizard to specify the details of the operation.
Be sure to enable the SnapMirror option.
Be sure to schedule the operation rather than start it
immediately.
0  If you are using the Backup and Verification tab, click
Schedule instead of Backup Now or Verify Now.

O If you are using the Backup Wizard, deselect the Now
option in the When to Run this Operation screen.
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Step | Action

5 | Usethe Schedule dialog box to specify when you want this mirrored
backup operation to be run.

If you plan to augment this SnapManager backup schedule with
supplemental SnapMirror replications of the transaction logs, be sure
to follow the guidelinesin “ Scheduling considerations for
supplemental mirroring of the transaction logs’ on page 233.

For moreinformation about using the Schedule dialog box in
general, see “ Scheduling abackup job or a database verification job”
on page 374
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Archiving SnapManager Backups 12

This section describes how to create offline archives of snapshots containing
SnapManager backup sets. The following topics are covered:

O “Understanding SnapM anager backup set archival” on page 240

0 “Choosing the best way to archive” on page 242

0 “Archiving SnapManager backups using NDMP or dump” on page 243
O

“Archiving SnapManager backups using a Windows backup utility” on
page 246

0 “Automatically archiving SnapManager backups using SnapVault” on
page 250

Related topics:

O Chapter 8, “Backing Up Databases Using SnapManager,” on page 125

0 Chapter 13, “Performing Disaster Recovery with SnapManager,” on
page 263
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Understanding SnapManager backup set archival

The following topics provide background information about archiving
SnapManager backup sets:

“Why organizations archive data’” on page 240

“Importance of archiving acomplete backup set” on page 240
“Archiving individual databasesis not recommended” on page 241
“ Scheduling SnapManager backups for archiving” on page 241
“Guidelines for archiving SnapManager backup sets” on page 241

O o o o o

Why organizations Organizations archive data for many reasons, central of which is disaster

archive data recovery. Archiving data enables an organization to create a complete copy of a
collection of data suitable for bringing back online at some future date. Whereas
backup is concerned with users accidentally destroying files or individual
hardware components failing, disaster recovery addresses recovery from events
that might disable an entire building or geographical area.

Organizations also archive data for purposes other than disaster recovery. Space
constraints often require that older data be archived. Reasons that organizations
archive and restore data are as diverse as their businesses. Some organizations
restore data for use in historical analysis, and some restore data for usein
litigation.

Note
A complete disaster recovery backup strategy must also include system-level
backups of the SQL Server.

Importance of Archived data might be used to completely re-create your SQL Server databases.
archiving a For this reason, it isimperative that you archive an entire SnapManager backup
complete backup set. A SnapManager backup set consists of the snapshots of the LUNSs that store
set the SQL Server databases and the Snaplnfo directory that is created as part of the

backup operation:

O SQL Server database snapshots

O SQL Server transaction log snapshots
O  Snaplnfo directory snapshot
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Scheduling
SnapManager
backups for
archiving

Guidelines for
archiving
SnapManager
backup sets

All of the above components must be archived for you to successfully recover
and implement a point-in-time restore.

Archiving individual databases from SnapManager backups that contains
multiple databases is not recommended. This task requires a full understanding
of the snapshot naming conventions used by SnapManager for Microsoft SQL
Server and should not be attempted without knowing which snapshots contain the
appropriate databases and transaction logs for a given point in time. Archiving
complete SQL Server backup sets is recommended.

Scheduling SnapManager backups for archiving must take into consideration
many factors, including the following:

0  Archive method used

Service Level Agreements for disaster recovery
Number of SnapManager backups performed per day
SQL Server client activity schedules

Backup verification time

O o o o

Follow these guidelines when you archive SnapManager backup sets:
0 Dedicate your storage system volumesto individual hosts.

0  Archive only verified backups. If you are not sure whether a backup is
verified, you can use the SnapManager Restore tab to check; abackup with a
green check mark is verified.

O Create an archive of the most recent backup. For detailed information, see
“SnapManager snapshot naming conventions’ on page 118.

0  LUNSs cannot be archived using the CIFS or NFS protocols. Use the storage
system’s dunp command or an NDM P backup application to archive LUNS.
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Choosing the best way to archive

242

Although all the data required to create an archive is on the storage system, it is
not necessarily efficient to back up both of the required archive components
using the same backup method. Figuring out exactly how best to tackle the task
of archiving depends on the specific environment.

The LUN object that you want to archive is captured in a snapshot located on the
storage system. The object can be backed up directly from the storage system
using the storage system’s dunp command, backed up directly from the storage
system using the NDMP protocol, or even copied out to a NetApp NearStore®
storage system.

When backing up the specific Snaplnfo subdirectory that corresponds to the
desired full database backup set, the required datais actualy in the active file
system of amounted LUN (whichisin the storage system's active file system).
There are two ways to back up this particular information.

Using a Windows based backup application, such as the NTBackup utility that
shipswith Windows, back up the specific directory to atape device or to afileon
aNearStore storage system, for example. Neither an NDM P-based backup or the
storage system’s dunp command can back up this data from the SQL Server’s
activefile system.

Another, and much less efficient, method to back up the Snapinfo information is
to back up the entire LUN object as captured in a snapshot on the storage system.
Doing thisis very similar to the method used to back up the LUN object
containing the database files. The disadvantage to backing up the LUN object for
the Snaplnfo directory is that the backup size isthat of the entire LUN object
itself (the entire LUN—no matter how much or how little data is contained
within).

It isimportant to back up a LUN object that isin a snapshot created by
SnapManager. Because LUNSs from multiple hosts can be stored on the same
storage system volume, only LUNSs that belong to the host that created the
SnapManager snapshot are consistent. All LUNs within the snapshot that belong
to other hosts are not consistent.

Choosing the best way to archive



Archiving SnapManager backups using NDMP or dump

About this method

You can use NDMP or the NetApp storage system’s dunp command to archive
the LUNSs containing the SQL Server data and the Snaplinfo directory directly
from the storage system to the archive medium. NDMP and the dunp command
are the most efficient methods for creating archives of the LUN drivefiles. See
the following topics for more information:

0 “About this method” on page 243
O “Guidelinesfor archiving using NDMP or the dump command” on page 244
0 “Procedure for archiving using NDMP or the dump command” on page 245

When you use NDMP or the NetApp storage system’s dunp command to archive
your SnapManager backups, you archive each LUN that contains data for that
backup set. This method enables you to archive your SnapManager backup sets
without involving SQL Server at all. Snapshots are taken of the LUNSs, then
copied to the archive medium and del eted.

This archive method is represented by the following illustration.

Volume

SQL Server Ej Backup

computer il Snapshot server
P Y
mEm L

Tape Filer

LAN

Archiving using NDMP or dump

For more information about backing up NetApp storage system data to tape, see
the System Administration Data Protection Guide for your version of Data
ONTAP.
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Advantages: Using NDMP or dunp to archive SnapManager backups provides

these advantages:

O Because this method does not rely on mounting a snapshot, it does not risk
the creation of busy snapshots.

0  Because this method archives the entire raw LUN, restoring issimply a
matter of replacing the LUNSs.
Note
Inthis case, you need to run SnapManager in “restore from archive mode” to
perform the restore operation. Thisis described in “Recovering SQL Server
datausing archives’ on page 277.

O If your archive procedure does not send the data over the network, this

method can be significantly faster than other methods.

Disadvantages: The advantages of using NDMP or dunp to archive
SnapManager backups must be weighed against these disadvantages:

0

Because you are archiving raw LUNS, the entire LUN containing the SQL
Server datais archived, so you archive more data than you need.

Note
If archiving extradatais undesirable, you can use NTBackup or another
Windows backup utility to back up the corresponding Snaplnfo directory.
This must be coordinated so that the two pieces of the archive are kept
together for later retrieval.

If you archive the Snaplnfo directory separately, you must ensure that you
get both required components from different |ocationsinto the same archive.

When archiving using NDMP or dunp, follow these guidelines:

0

When using the NDM P- or dunp-based archive method, back up the database
LUN at the following location.

Ivol /MolumeName/. snapshot /sql snap_ HostName _r ecent /FileName

sql snap__HostName__recent isthe name of the snapshot you want to
archive.

Whether the LUN object was archived using the dunp command on the
storage system or through NDM P, backing up the Snaplnfo directory can be
a separate process. Although the entire LUN where the Snaplnfo directory
resides can be backed up as awhole, you back up more than you need to;
therefore, this method is not very efficient. Backing up the LUN object that
contains the Snaplnfo directory (this filename is different from the filename
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for the LUN that contains the databases) can be done in the same way as
backing up the LUN objects for the database disks, as described in the
previous two points.

It is more efficient to back up only that which you need, directly from the

SQL Server.
Procedure for To back up directly from the SQL Server, complete the following steps.
archiving using
NDMP or the dump Step | Action

command

1 | Ensurethat the LUN is shared.

Note
LUNSs are not shared by defaullt.

2 | Back up the LUN objects associated with the drive | etters that
correspond to the database and Snaplnfo directory.

3 | Back up the LUN object corresponding to the drive letter where the
Snaplinfo directory islocated.
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Archiving SnapManager backups using a Windows backup utility

The following topics discuss archiving SnapManager backups using a Windows
backup utility:

0 “About this method” on page 246
O “Usage example” on page 247

About this method When you use a Windows backup utility to archive your SnapManager backups,
you mount the LUNSs backed by the backup snapshot you want to archive, and
then use NTBackup or another Windows backup utility to copy the archive data
to your archive medium. In this case, the NTFS datais backed up, rather than the
raw LUNSs.

This archive method is represented by the following illustration.

Volume
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o=
LUN 2
SQL Server SQL Server
computer Snapshot
LUN backed
by snapshot /_\ /_\
l MR
: j =L | Filer
i NTFSdata | __
LAN :
Y
- 0
Backup NearStore
server .bks file

Archiving using Windows backup utility
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Usage example

Note
The LUN does not need to be mounted on the SQL Server computer; another
network host system that is running SnapDrive can be used for this function.

Components that must be included in the archive: The archive must

include the following two components:;

0  The Snaplnfo directory asit was backed up directly from the SQL Server
computer

O The SQL Server data as extracted from the LUN backed by snapshot

Advantages: Using a Windows backup utility to archive SnapManager
backups provides these advantages:

0 Becauseyou are archiving NTFS data, not raw LUNS, you can archive
exactly the data that you need, and no more.

O The procedures and tools used for this method are probably familiar and
available to you.

Disadvantages: The advantages of using a Windows backup utility to archive
SnapManager backups must be weighed against these disadvantages:

O Because this method relies on mounting a snapshot, you must be careful to
avoid scheduling any backups while the archiving is performed. Thisis
because creating a snapshot of a mounted snapshot results in a snapshot that
cannot be deleted. For more information about busy snapshots, see “Busy
snapshot error prevents deletion of backup set” on page 185.

0 You must make sure that you get both required components from different
locations into the same archive. Both components must correspond to the
same backup set.

The following example illustrates one way to use a Windows backup utility to
archive your SnapManager backup sets using a script.

1. Mount a snapshot of the LUNSs that contain the SQL Server databases
2. Back up the databases using NTBackup.
3

. Dismount the LUNSs.

e

Back up the Snaplnfo directory.

Assumptions: Thisexampleis based on the following assumptions, which you
might need to alter for your environment:

0  Thescript isrun on the computer running SQL Server and SnapManager.
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0 Thedriveletter for the SQL Server database isS: .
The snapshot is mounted as drive V: .

The drive letter used for the LUN mount must be available when the script is
run.

Script: The sample script Sanpl eScri pt . t xt contains the following lines:

REM Mount a LUN backed by the snapshot of the SQL Server database
REM as drive letter V:\.

sdcli snap mount -k s -s %4 -d v

REM Use NTBackup to back up the database files. The path to the
REM dat abases in your environnent might be different. The /N and /D
REM options are included to nane the tape and add a descri ption.

nt backup backup "V:\Program Fi | es\ MSSQ.\ sql dbdata" /N % /D %

REM Di smount the snapshot nounted as drive letter V:\. The -f
REM option causes the drive letter to be forcefully disconnected.

sdcli snap unmount -d v -f

REM Use NTBackup to back up the Snaplnfo directory. The nedia is
REM appended so as not to overwite the database backup.

nt backup backup 93 /T% /A

Invoking the script and passing parameters: Use the SnapManager Run
Command After Operation feature to invoke the script as follows.

C:\ SnapManager Scri pt s\ Sanpl eScript.txt $Sqgl Snapshot $Snapl nf oNane
$Snapl nf oPat h

The three command line parameters ($Sgl Snapshot , $Snap! nf oNane, and
$Snapl nf oPat h) correspond with the script variables (%4, %2, and 9%8), as
summarized in the following table.

Variable

Script | Command line | Sample value passed to the script

%4 $Sql Snapshot sgl snap__W nsrvr2__recent

%R $Snapl nf oName | W NSRVR2__recent
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Variable

Script

Command line

Samplevalue passed to the script

8

$Snapl nf oPat h

I :\ Net App SnapManager\ Snapl nf o\
SQL__ W NSRVR2\ DB__Nor t hwi nd

For more information about the Run Command After Operation feature, see

“Using the Run Command After Operation feature” on page 364.
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Automatically archiving SnapManager backups using SnapVault

250

SnapManager 1.5 for Microsoft SQL Server includes the ability to automatically
run acommand or script after a backup or verification operation isfinished. This
feature, called Run Command After Operation, enables you to specify that a
particular SnapManager Backup operation is to automatically run a script when
the backup is finished. The specification includes any command line parameters
that can be inserted based on the components of the backup or verification. A
typical use for thisfeature, called Run Command After Operation, isto run a
script that automatically archives abackup at the timeit is created.

You can use SnapVault to automatically archive SnapManager backups sets. See
the following topics for more information:

“Overview” on page 251

“Configuration example” on page 252

“1. Configure LUNSs on the SnapVault primary storage system” on page 252
“2. ldentify the SnapManager backup set you want to archive” on page 253
“3. Configure SnapVault” on page 253

“4, Use SnapManager to trigger updates to the secondary storage” on
page 257

“Multiple primary storage filers pointing to a single secondary storage
system” on page 259

“Multiple SQL file groups belonging to the same database” on page 260
“Verifying databases using SnapManager” on page 260

“Avoiding busy snapshots’ on page 261

“If the script islocated on a UNC path” on page 261

O O oo o o g

O o o o

Related topics:

0 “Restoring a NetApp storage system volume using SnapManager backups
archived with SnapVault” on page 282

0 “Using the Run Command After Operation feature” on page 364
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Overview The following paragraphs summarize how SnapManager backups can be
archived using SnapVault.

Initiate SnapVault updates from SnapManager backups: Archiving
SnapManager backups using SnapVault can be summarized as follows:

O  SnapManager is used to perform afull database backup and verify the
databasesin that backup set.

Note
Only backup sets that have been verified should be archived.

The operation is specified with the Run Command After Operation option
selected.

0  SnapVault, under the control of the script launched at the end of the
SnapManager full database backup operation, is used to transfer the
specified backup set from a SnapManager-initiated snapshot on the primary
storage system to a SnapVault-managed snapshot on the secondary storage
system.

SnapVault is used to manage backup retention of the archives on the secondary
storage volume.

In the event of acatastrophic failure of your SQL Server environment, SnapVault
can be used to recover the LUNSs, and then SnapManager can be used to restore
your SQL Server databases from these SnapVault archives.

Planning considerations: Be aware of the following considerations:

O Any changesto the SQL Server databases which occur after the most
recently vaulted backup set cannot be recovered from these archives.

0O  SnapManager backups created prior to the restore from archive cannot be
restored. However, you will be able to restore from other SnapVault archived
backups and from any SnapManager backups created after the restore from
archive.

O It might not be practical to archive every SnapManager snapshot. Consider
archiving only the last backup of the day or the last backup of the week.

Supporting documents: Have the following documents available:

O SnapDrive 3.1 Installation and Administration Guide

0 Data ONTAP Data Protection Guide for your version of Data ONTAP
Refer to this document for the following information:
0  Syntax of the various filer commands described in this section
O  Procedure for configuring remote shell (rsh) connection
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In this example, there are two SQL Server computers sharing the same primary
storage. A simple database layout is assumed, where the database and associated
log files reside on the same LUN.

Primary storage system: The primary storage systemisnamedfiler_pri,
and it contains two storage volumes, Srv1 and Srv2. These storage volumesin
turn contain gtrees named db1 and db2, respectively.

Secondary storage system: The secondary storage system is named
filer_sec,andit containsasingle storage volume, sv_SQL.

During the SnapVault update, the two qgtrees in the primary storage volumes will
be coalesced on the secondary storage volume.

Use SnapDriveto create the LUNsin gtrees (rather than directly intheroot of the
volume) on the primary storage system. You only need to create the gtrees on the
primary storage system. Later, when you initialize the SnapVault backup
relationship, SnapVault will automatically create the gtrees on the secondary
storage system.

Because a single volume on the secondary storage can be the secondary storage
for severa primary storage systems, the root of the volume on the secondary
storage will contain the replicated gtrees from al of the primary storage sources
that are configured to use it. When planning the disk configuration of the
secondary storage device, minimize any confusion by assigning gtree names that
are both descriptive and unique. Consider using gtree names with the following
naming conventions.

0 SQLServerName DatabaseName

Examples: sgl _srvr_dbl, sgl _srvr_db2, or sql _srvr_db3_and_4.
0O SQLServerName InstanceName DatabaseName

Example: sqgl _srvr_instance2_db5
0 SQLServerName snapinfo

Example: sqgl _srvr_snapinfo
A SnapVault restore operation restores the entire gtree. As aresult, a SnapVault
restore operation will cause any other data that might be on the primary storage
system gtree to be overwritten with the data from the SnapVault secondary
storage system. For example, if multiple databases share the same LUN, a
SnapVault recovery will restore both databases. The sameis trueif multiple
databases are located on their own individual LUNS and share the same qtree.

The Snaplnfo directory should be on its own LUN, and thisLUN should be inits
own gtree.
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2. ldentify the
SnapManager
backup set you
want to archive

3. Configure
SnapVault

In order to perform arestore from archive using SnapManager for SQL Server,
you will need a backup set as created by SnapManager. In the context of
SnapVault, this means the following:

1. The LUN containing the database (or databases) as captured by
SnapManager for SQL Server in the snapshots named:

sql snap__ QL ServerName_dd-mm-yyyy hh.mm.ss
Example:
sql snap__sql srvr1_11-29-2004_03. 16. 32

2. The LUN containing the database |og files as captured by SnapManager for
SQL Server in the snapshots named:

sql snap__ QL ServerName_dd-mm-yyyy hh.mm.ss
Example:
sql snap__sql srvr1_11-29-2004_03. 16. 32

3. TheLUN containing the Snaplnfo directory as captured by SnapManager for
SQL Server in the snapshot named:

sqglinfo__ SQLServerName_dd-mm-yyyy hh.mm.ss
Example:
sqlinfo__sqlsrvrl_11-29-2004_03. 16. 32

Note
Because thisis arestore from archive operation, it is a point-in-time restore.

After the gtrees and LUNSs have been created on the primary storage system, you
are ready to configure SnapVault. There are three parts to configuring SnapVault:

0 “a Enable SnapVault on both storage systems” on page 253

O “b. Initialize the SnapVault relationship and perform a baseline data
transfer” on page 254

0 “c. Createthe SnapVault retention policy” on page 255

a. Enable SnapVault on both storage systems: Complete the following
steps.

Note
For a complete description of the syntax of the filer commands in this procedure,
see the SnapVault section in the Data ONTAP Data Protection Guide.
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Step

Action

Designate one storage system as the SnapVault primary storage and
one as the secondary storage, then license each system accordingly
using the following filer command:

license add [sv_ontap_pri |sv_ontap_sec ] = LicenseKey

Example:

filer_pri>license add sv_ontap_pri=1234567
filer_sec> license add sv_ontap_sec=2345678

Enable SnapVault on both storage systems by using the following
filer command:

options snapvaul t.enabl e on

Example:

filer_pri> options snapvault.enable on
filer_sec> options snapvaul t.enable on

Configure access between the two storage systems by using the
following filer command:

options snapvaul t.access host =SnapVaultFilerName

Example:

filer_pri> options snapvaul t.access host=filer_sec
filer_sec> options snapvaul t.access host=filer_pri

Designate a volume on the secondary storage system as the
destination for the transfers.

If necessary, create a new volume by using the storage system'’s
command line or FilerView.

b. Initialize the SnapVault relationship and perform a baseline data
transfer: Complete the following steps.
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Step | Action

1 | Initialize the SnapVault relationship between the two storage systems
by specifying the gtrees whose data you want transferred from the
primary storage system to the SnapVault secondary storage device.

Note
During the baseline transfer, SnapVault will automatically create the
gtrees on the secondary storage volume. If you manually created
gtrees on the secondary storage volume, delete those gtrees before
initializing the relationship; otherwise, the operation will fail.

2 | Trigger the basdline transfer by performing a complete (baseline)
transfer of data from the primary storage system to the secondary
storage system.

Both of the preceding steps are accomplished using the following filer command:

snapvault start [-k kbs] [-t n] -S PrimaryFilerName:PrimaryQtreePath
[sec_host:] /vol /SecondaryVolumeName/SecondaryQtreePath

For a complete description of the command syntax, see the SnapVault section in
the Data ONTAP Data Protection Guide.

The following commands are an example of the commands that would be used to
initialize the SnapVault relationship in the configuration example.

snapvault start -S filer_pri:/vol/Srvril/dbl
filer_sec:/vol/sv_SQ/Srvrl dbl

snapvault start -S filer_pri:/vol/Srvr2/dbl
filer_sec:/vol/sv_SQ/Srvr2_dbl

snapvaul t start -S filer_pri:/vol/Srvrl/ Snaplnfo
filer_sec:/vol/sv_SQ/Srvrl_snapinfo

snapvault start -S filer_pri:/vol/Srvr2/Snaplnfo
filer_sec:/vol/sv_SQ/Srvr2_snapinfo

c. Create the SnapVault retention policy: Create the SnapVault retention
policy by issuing the following filer command at the storage system console.

snapvaul t snap sched volume name snap_name schedule spec

For a complete description of the command syntax, see the SnapVault section in
the Data ONTAP Data Protection Guide.

Chapter 12: Archiving SnapManager Backups 255



256

Thefollowing sample commands direct SnapVault to create aretention policy for
two different SQL databases that are located on different servers and configured
to use the same secondary storage volume named sv_SQL.

snapvault snap sched sv_SQ sql snap_srvrl 6@
snapvaul t snap sched sv_SQ sql snap_srvr2 8@

The prefix for thefirst server issgl snap_dbl and the retention level is six
snapshots. The prefix for the second server issql snap_db2 and the retention
level is eight snapshots.

Note
It isimportant to specify a snapshot name with all lowercase characters.
SnapDrive creates snapshot names using lowercase characters and expects that
any snapshot you connect to also be in lowercase. If the snapshot namein the
retention policy is created with mixed or uppercase, SnapDrive will not be ableto
mount the LUN in this snapshoat.

It isimportant to specify the schedule_spec as shown in the preceding example.
In particular, the @ indicates that thisis aretention policy rather than a schedule
of snapshots. The SnapVault updates will be driven by SnapManager rather than
by the SnapVault snapshot update schedule. The result will be a set of snapshots
named as follows, with the newest snapshot having the lowest-numbered suffix:
sql snap_srvr1. 0 <newest >
sgl snap_srvrl.1
sqgl snap_srvrl.2
sql snap_srvrl.3
sql snap_srvrl. 4
sql snap_srvr1.5 <ol dest>
sql snap_srvr2.0 <newest >
sql snap_srvr2.1
sqgl snap_srvr2. 2
sqgl snap_srvr2.3
sql snap_srvr2. 4
sql snap_srvr2.5
sql snap_srvr2.6

7

sqgl snap_srvr2. 7 <ol dest >
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4. Use After the SnapVault relationship has been configured and a retention policy

SnapManager to defined, SnapManager can be used to trigger the SnapVault updates.

trigger updates to SnapManager can be configured to run a command or script after a backup and
the secondary then passit variables that correspond to the required snapshot names described
storage previously.

Procedure: To use SnapManager to trigger updates to the secondary storage,
complete the following steps.

Step | Action

1 | Configure SnapManager to use a unique snapshot name rather than
the generic “_recent” name.

To do this, use the Backup Settings dialog box. For details, see
“Configuring the profile of afull database backup” on page 319.

2 | Start or schedule afull database backup, being sureto select the Run
Command After Operation option.

Result: When you start or schedul e the backup operation, the Run
Command After Operation dialog box appears.

Chapter 12: Archiving SnapManager Backups 257



258

Step

Action

In the Run Command After operation dialog box, specify the
following information;
0  The name of the host system on which the command or script
resides
The full path to the command or script
The variables that you want to pass to the command or script

Populate the Command Arguments box with the following
SnapManager variables in the order indicated:

a. $Sgl Snapshot

This variable represents the name of the “sgl snap__ "
snapshot that contains the database and transaction log
LUNSs.

b. $InfoSnapshot

”

The variable represents the name of the“sql info__
snapshot that contains the Snaplnfo directory.

For details, see “Using the Run Command After Operation feature”
on page 364.

Note
The SnapVault updates and the archival snapshots that are triggered
by the command or script will not finish right away, even though the
script itself does. Similarly, arestore operation is not instantaneous.
For this reason, it isimportant to monitor the SnapVault status
regularly to track its progress and successful completion.

Understand and use the following commands on the NetApp storage
system to monitor the SnapVault status:

snapvaul t status
snap list -q
snap list -0

These commands are documented in the SnapVault section of the
Data ONTAP Data Protection Guide.

The following sample script can be used to perform the SnapVault updates.

Automatically archiving SnapManager backups using SnapVault



Multiple primary
storage filers
pointing to a single
secondary storage
system

Note
This script requires aremote shell (rsh) connection to the secondary storage
system. The SnapManager Server |dentity account is the account for which you
need to configure rsh privileges. Consult the Data ONTAP Data Protection
Guide for details on configuring rsh. When scheduling a backup job in
SnapManager with the Run Command After Operation option, be sure to specify
the same username and password for the scheduled job.

Sample script: The following script requests SnapVault updates for the gtrees
in volume sv_SQ. on the secondary storage and then requests an archival
snapshot for the retention policy you set up. In this case, sql snap_srvr1 isthe
snapshot name prefix corresponding to the retention policy. In this example, the
complete command line syntax is shown, but the command can be shortened
slightly for the purpose of simplicity by omitting the secondary filer's name
(“filer_sec:”) from the secondary gtree path. SnapVault will queue up the
transfers and subsequent archival snapshot so that the script will finish quickly,
even though the transfer might not finish right away. The sample script assumes
that the database and | og files reside in the same gtree (whether onthe same LUN
or different LUNsin the same gtree).

REM Begi n sanpl e scri pt

REM Updat e SnapVault secondary usi ng $Sql Snapshot

rsh filer_sec snapvault update -s %
filer_sec:/vol/sv_SQ/Srvrl dbl

REM Updat e SnapVault secondary usi ng $I nf oSnapshot

rsh filer_sec snapvault update -s %%
filer_sec:/vol/sv_SQ/Srvrl snapinfo

REM Creat e snapshot to archive the above transfers

rsh filer_sec snapvault snap create sv_SQ sql snap_srvrl
REM End sanpl e scri pt

SnapVault snapshots are queued so that a failure to create one archival snapshoat,
where multiple primary storage filers point to a single secondary system, will
cause subsequent archival snapshots not to finish.

By design, SnapVault operates on avolume-wide unit. All the SnapVault gtrees
in a secondary volume must follow the same backup schedule, and volume-wide
snapshots are coal esced and shared among all the SnapVault gtreesin the
volume. SnapVault makes every possible effort to avoid creating
backup/archival snapshots of the configured gtrees when the gtrees are in an
unstable or transitioning state, such as when atransfer isin progress.
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The backup schedules of the SnapVault gtreesin a secondary volume are
inextricably tied together. When SnapVault performs backupsto all or a subset of
these gtrees, some transfers might finish faster than others. However, al gtrees
must wait until the entire group finishes and the datais captured and made visible
in a snapshot before any further updates can begin.

Because SnapVault backup schedules are set on a volume basis, you should
aggregate SnapVault gtreesinto different volumes, grouped by the desired
backup policy and schedule. NetA pp recommends that you do not group gtrees
with slow data change rates or fast update cycles in the same volume as gtrees
with high data change rates or slow update cycles. Thereason isthat all the
SnapVault gtrees in the volume are able to update only as frequently as the gtree
that takes the longest amount of time to update.

With the advent of open-systems SnapVault primaries, many users have started
using SnapVault to back up remote offices over the WAN. When the amount of
data change spikes, these long-distance updates can take considerably longer to
finish, and this condition prevents multiple updates to other gtrees in the volume
during that time.

In order to avoid having long-running transfers block updates to other SnapVault
secondary gtrees, avoid grouping SnapVault secondary gtrees with vastly
different average transfer lengths into the same secondary volume.

Datafilesfor each file group can be located on different LUNSs. These LUNS
should be located in the same gtree rather than each LUN located in its own
gtree. Thisway, only a single SnapVault relationship needs to be configured for
the database as a whole. Configuring each LUN inits own gtreeis not
recommended because it would necessitate one SnapVault relationship for each
gtree. For example, if one SnapVault relationship is unsynchronized or fails for
any reason, then the database cannot be restored.

SnapManager for SQL Server does not support backup or restore at the file group
level.

SnapManager cannot be configured to perform database verification directly on
the secondary storage. Verification operations must occur for databases residing
on the primary storage.
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Avoiding busy Use caution when planning the archive schedule and mounting snapshots,

snapshots because it is possible to create busy snapshots. Thisis described in “Busy
snapshot error prevents deletion of backup set” on page 185. For more
information about busy snapshots, see the ShapDrive 3.1 Installation and
Administration Guide.

If the scriptis If SnapManager is running on a Windows Server 2003 system, be aware that the

located on a UNC default Enhanced Internet Explorer Security Configuration in Windows Server

path 2003 prevents SnapManager for Microsoft for SQL Server from running scripts
located at a UNC path.

Windows Server 2003 ships with Internet Explorer's Enhanced Internet Explorer
Security Configuration enabled. This setting isrestrictive and prevents batch files
located on a network share from running. The network |ocation should be added
to Internet Explorer'slist of trusted sites. This procedureisdescribed in“Running
ascript from a UNC path on a Windows Server 2003 system” on page 372.
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Performing Disaster Recovery with SnapManager 13

This section describes how to recover from catastrophic loss of an SQL Server in
a SnapManager for SQL Server environment. The following topics are covered:

“Guides you should read and have at hand” on page 264
“Preparing for disaster recovery” on page 265

“Backing up your SQL Server environment” on page 267
“Replicating your SQL Server environment” on page 268
“Restoring your SQL Server environment” on page 270
“Recovering SQL Server data using SnapMirror” on page 273
“Recovering SQL Server data using archives’ on page 277

“Restoring a NetApp storage system volume using SnapManager backups
archived with SnapVault” on page 282

“Recovering afailed SQL Server computer” on page 289

O “Recovering both afailed NetApp storage system and afailed SQL Server
computer” on page 292

0 “Restoring from other SQL Server backups’ on page 294

O 0o oo oo o g

[

Related topics:
O Chapter 11, “Replicating Backups to Mirrored Volumes,” on page 227
0  Chapter 12, “Archiving SnapManager Backups,” on page 239
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Guides you should read and have at hand

In addition to this guide, you should be familiar with the following guides and
have them at hand, available for reference during disaster recovery:

For information about... See thisdocument

Microsoft Windows 2000 Microsoft Windows 2000 documentation
Preparing for loss of an SQL 0O Microsoft SQL Server 2000
environment in the event of Administrator’s Companion

disaster 0  Microsoft SQL Server 2000

Operations Guide

0 Any related Microsoft Windows
2000 documentation

Data ONTAP Data ONTAP SAN System Administrator’s
Guide for your version of Data ONTAP

SnapMirror Data ONTAP Data Protection Guide for
your version of Data ONTAP

Connecting to and using the ShapDrive 3.1 Installation and

LUNs Administration Guide
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Preparing for disaster recovery

Recommendations
for disaster
recovery
preparation

Components
required to recover
your SQL Server

The following topics discuss preparation for disaster recovery:

0 “Recommendations for disaster recovery preparation” on page 265
O “Components required to recover your SQL Server” on page 265
0 “Methodsfor getting SQL Server data off site” on page 266

Preparing for disaster ahead of timeiskey to recovering fromit. The first stepsto
recovery from catastrophic failure of an SQL Server should take place long
before the event occurs. Every environment and site is unique, and every
company has different requirements that depend on the critical nature of the data
stored. Taking these differences into account, consider the following general
disaster recovery preparation recommendations:

O Locate the archive media, such as a NearStore system, off site or at aremote
location.

0 Establish apolicy of redundant knowledge by ensuring that more than one
person knows how to restore the system.

O Maintain detailed records and change logs and ensure that they are always
available.

0  Perform mock disaster recovery processes on your nonproduction SQL
Servers to become acquainted with real-life situations.

To be able to reconstruct your SQL Server environment after a catastrophic
failure, you recover the following three components:

Windows environment: You can either back up or replicate your Windows
environment. For more information about backing up your Windows
environment, see “Backing up your Windows environment” on page 267.

SQL Server: Back up your SQL Server. For more information about backing
up your SQL Server, see “Backing up your SQL Server” on page 267.

SQL Server databases: You use SnapManager to create backups of your
SQL Server data, then move that data off site, either by archiving those backups
or using SnapMirror to mirror them to another filer at aremote site.
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Choose from among the following methods for getting your SQL Server data
offsite in preparation for disaster recovery:

O Use SnapMirror to mirror your NetApp storage system data to a storage
system in another location. For more information, see Chapter 11,
“Replicating Backups to Mirrored Volumes,” on page 227.

0  Archivethe datato physical media, such as tapes, and store that media
offsite. For more information, see Chapter 12, “ Archiving SnapM anager
Backups,” on page 239.

0  Automatically archive SnapManager backups using SnapVault. For more
information, see “Automatically archiving SnapManager backups using
SnapVault” on page 250.

The following table summarizes advantages and disadvantages of each method.

Method to get SQL

Server data off site Advantages Disadvantages
Using SnapMirror O Restoring from a O  Anocther NetApp storage
SnapMirror destination is systemisrequired in the
significantly faster than remote location.
restoring from tape. O WAN connectivity to the
0 Thedestination can be remote location is required.
updated more frequently
than by using tape, resulting
in more current archives.
Archiving SnapM anager O Therequired equipment O Restoring from tapeis
backups might already be available significantly slower than
and in use. restoring from aNetApp
storage system.
O Tapes must be stored and
managed.
Archiving SnapM anager 0 Restoring fromaSnapVault | 0  Another NetApp storage
backups using SnapVault archiveisfaster than systemisrequired in the
archiving from tape. remote location.
O Thedestination can be O  WAN connectivity is
updated more frequently required.
than by using tape. 0 Recovery requiresdatato be

replicated back to the
original NetApp storage
system.
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Backing up your SQL Server environment

Backing up your
Windows
environment

Backing up your
SQL Server

The following topics describe backing up your SQL Server environment:
0  “Backing up your Windows environment” on page 267
O “Backing up your SQL Server” on page 267

SnapManager, the SQL Server, and the NetA pp storage systems are dependent on
the Windows environment. Before you can use any of the processesin this
section, the Windows environment must be completely restored. Therefore, itis
important that you back up your Windows environment so that you can restore
the same state as part of the recovery process.

To back up your Windows environment, you must complete, at a minimum, the
following high-level process.

Step | Action

1 | Back upyour SQL Server, including your Windows operating system
and any applications running concurrently with the SQL Server.

2 | Useyour backup utility to create and maintain a current emergency
repair disk (ERD).

To ensure that you back up al the required components on your SQL Server,
follow the process outlined in the appropriate Microsoft document:

0  Microsoft SQL Server 2000 Administrator’s Companion
O Microsoft SQL Server 2000 Operations Guide
0  Any related Microsoft Windows 2000 documentation
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Replicating your SQL Server environment

The following topics describe replication of your SQL Server environment:
0 “Reason to replicate your SQL Server environment” on page 268
0 “Example of areplicated site” on page 268

Reason to replicate  If you want the ability to recover from atotal site outage in a minimum amount

your SQL Server of time, you can replicate your SQL Server environment to aremote site. Then, if

environment the primary siteis destroyed, you can re-create your SQL Server environment on
the replicated site.

Example of a The following illustration shows atypical SQL Server site replication.
replicated site

Primary Site Replicated Site

Standby
SQL Server Active Directory SQL Server Replicated
computer Domain Controller computer AD/DC
o O d O
LAN LAN

Mirrored
SQL Server data

]
SnapMirror

L
B2

SnapMirror

source volume _SnapMirror
destination volume

Example Site Replication

Note the following facts about this site configuration:

O  The Windows environment (Active Directory, Domain Controller, and so
on) isreplicated through the Wide Area Network (WAN) to the replicated
site.
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For more information about replicating your Windows environment and
using areplicated environment to recover from a disaster, see your Windows
documentation.

O The SQL Server data on thefiler ismirrored using SnapMirror to afiler on
the replicated site.
For more information about setting up SnapMirror, see your Data ONTAP
System Administration Data Protection Guide.

O Thestandby SQL Server is configured identically to your primary SQL
Server, except that it has a different name than the primary SQL Server.

Chapter 13: Performing Disaster Recovery with SnapManager 269



Restoring your SQL Server environment

SQL Server
environment
recovery processes

Rules and
guidelines for
disaster recovery

270

The following topics describe the recovery from catastrophic loss of an SQL
Server environment that integrates SnapManager and NetApp storage systems:

O “SQL Server environment recovery processes’ on page 270
0 “Rulesand guidelines for disaster recovery” on page 270
O “Which recovery procedure to use” on page 271

Recovery from catastrophic loss of an SQL Server environment that integrates
SnapManager and NetApp storage systems is outlined in the following process.

Recovering the Windows environment: All proceduresin this document
assume that you already recovered your Windows environment.

For more information about recovering your Windows environment, see the
Microsoft documentation listed in “ Guides you should read and have at hand” on
page 264.

Recovering the SQL Server: Thisprocessis performed using the backup
application you used to back up the SQL Server.

Recovering the SQL Server databases: This processis performed using
SnapManager.

Before you create a disaster recovery plan using SnapManager, be sure that you
understand the following rules and guidelines.

Disaster recovery using SnapMirror replication: Thefollowingrulesand

guidelines apply to disaster recovery using SnapMirror replication of

SnapManager backups:

0 InaSnapMirror configuration, you can use an up-to-the-minute restore
operation to restore your databases to the point in time of the last complete
backup set that was replicated.

O Inorder to be able to perform an up-to-the-minute restore in a SnapMirror
configuration, you would need to have incorporated supplemental rolling
snapshots in conjunction with more frequent mirroring of transaction logs.

Thisisdescribed in “Minimizing your exposure to loss of data” on page 231.
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Which recovery
procedure to use

Disaster recovery using archives: Thefollowing rules and guidelines
apply to disaster recovery using archived snapshots containing SnapM anager
backup sets:

0

Successful disaster recovery from an archive requires that the archive
contains an entire SnapManager backup set. A SnapManager backup set
consists of the snapshots of the following items:

0  Snapshots of the LUNs on which the datafiles reside

O  Snapshots of the LUNSs on which the transaction log files reside

O  Snapshots of either the related Snaplinfo directories or the LUNs on
which the related Snaplnfo directoriesreside

When using SnapManager to restore databases from an archive, the LUN
files from the archive must be restored into their original location in the
active file system of the NetApp storage system’s volume.

General rules and guidelines: The following rules and guidelines apply to
both types of disaster recovery methods:

0

The drive letters assigned to the LUNSs that are restored must be the same
drive letters that were used when the archive was created.

You cannot recover a LUN or transaction logs into a read-only file system,
such as a snapshot.

For SnapManager Restore to work properly, SnapManager and SnapRestore
must be licensed on the NetApp storage system that stores the SQL Server
databases.

The recovery processesin this guide do not address a large-scale disaster in
which supporting Windows infrastructure, such as Active Directory and

DNS, isdamaged or lost. Before attempting recovery of the SQL Server or
the NetApp storage system, you must recover the supporting infrastructure.

You can use the following table to determine which recovery process most

closely matches your needs.
If... Then use...
You want to recover SQL Server “Recovering SQL Server data using
databases from a SnapMirror SnapMirror” on page 273
destination volume
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If...

Then use...

Your SQL Server computer is
onlineand you want to recover SQL
Server databases from archive

“Recovering SQL Server data using
archives’ on page 277

Your NetApp storage system
volume hasfailed or been destroyed
and you used SnapVault archiving

“Restoring a NetApp storage system
volume using SnapManager backups
archived with SnapVault” on page 282

Your SQL Server computer has
failed or been destroyed

“Recovering afailed SQL Server
computer” on page 289

Both your SQL Server computer
and your NetApp storage system
have failed and you want to recover
on the same hardware

“Recovering both afailed NetApp
storage system and afailed SQL
Server computer” on page 292
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Recovering SQL Server data using SnapMirror

This procedure describes how to recover LUNs from afailed volume on a
NetApp storage system or afailed NetApp storage system using SnapMirror.
These LUNs contain the snapshots of the databases to be restored.

You can configure SnapMirror to use a destination volume on the same storage
system or adifferent, remote storage system. Whether the destination volume is
on the same storage system as the failed volume or a different one, the procedure
you follow to recover islargely the same.

Step | Action

1 | If the same SQL Server isgoing to be used and you will be
recovering user databases only, stop the SQL Server.

2 | Make note of the current drive letters for each LUN. You need to
know these letters later in the procedure.

3 | Disconnect al LUNsthat are being used by the SQL databases and
Snaplnfo directories.

4 | Use SnapDrive to connect to each LUN in the mirrored volumes.

Note
Use the same drive letter for connecting to the mirrored LUNSs that
were used on the source volume.

Result: SnapDrive will break the mirror and perform asinglefile
SnapRestore (SFSR) of the LUN using the most recent snapshot
generated by SnapDrive or SnapManager.

5 | Use Enterprise Manager to attach the database located on the LUNs
in the SnapMirror destination volume.

If... Then...
You succeeded in Complete this procedure as described
attaching the database in Step 6.

Itisnot possibleto attach | Complete this procedure as described
the database beginning with Step 7.
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Step

Action

If you attached the database on the SnapMirror destination volume

6

Run SnapManager and use the newest full database backup to
perform either an up-to-the-minute restore or a point-in-time restore.
0  For an up-to-the-minute restore, SnapManager will

automatically back up the last active transaction log before
performing the restore.

0 For apoint-in-time restore, you can select the backup set, a
combination of transaction log backups to be restored, or both.
For moreinformation, see the following topics:

0  For information about identifying the most recent full database
backup, see “ SnapManager backup set names’ on page 117.

0  For information about identifying the transaction logs, see
“Snaplnfo subdirectory names’ on page 116 and “ Transaction
log backup” on page 112.

0O For information about performing a restore operation, see
“Performing arestore” on page 199.

The procedure is now finished.
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Step | Action

If you did not attach the database on the SnapMirror destination volume

7 | If itisnot possible to attach the database on the SnapMirror
destination volume, then—in order to reduce theloss of data—ensure
that the last active transaction log of the database will be
automatically backed up by SnapManager Restore.

O SeeMicrosoft KB article 253817, “HOW TO: Backup the Last
Transaction Log When the Master and the Database Files Are
Damaged.” This article describes how you can back up the
currently active transaction log even if the SQL Server 2000
database file is damaged, provided that the transaction log file is
still accessible.

0 Usethe Microsoft KB article as ageneral guide for gaining
access to the last active transaction log of the database on the
SnapMirror destination volume. While referring to the stepsin
that article, observe the following key points:

O  When you create asimilar database that contains the same
number of data and transaction log files as the original
database on the SnapMirror destination volume, you are
creating the database you will be restoring using
SnapManager.

O Instead of using the SQL Server Backup Log command to
back up the transaction log (as described in the Microsoft
article), proceed to the next step (in this procedure).

For information about identifying the transaction logs, see
“Snapl nfo subdirectory names” on page 116 and “ Transaction
log backup” on page 112.

Caution
Do not use Enterprise Manager to back up the last active transaction
log. Dueto file formatting differences between SnapManager
backups and Enterprise Manager backups, SnapManager cannot
perform arestore operation using transaction logs that were backed
up using Enterprise Manager.
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Step | Action

8 | Run SnapManager and use the newest full database backup to
perform either an up-to-the-minute restore or a point-in-time restore
to the new database you created in the previous step.

SnapManager Restore will automatically back up the last active
transaction log before actually performing the restore portion of the
operation.

For information about identifying the most recent full database
backup, see “ SnapManager backup set names’ on page 117.

For information about performing a restore operation, see
“Performing arestore” on page 199.
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Recovering SQL Server data using archives

System
prerequisites

Information needed

The following topics describe recovery of SQL Server data using archives:
0 “System prerequisites’ on page 277

O “Information needed” on page 277

0  “Procedure summary” on page 278

O “Procedure details” on page 278

In order to restore SQL Server databases from archives, the following
prerequisites must be met.

NetApp storage system: The storage system must be up and running and
ready for datato be restored.

Backup media: The backup media must be available and ready to be used for
restore.

Database: If the database is still mounted, it must be detached using the SQL
Server Enterprise Manager.

Windows 2000 Server or Windows Server 2003: The Windows system
and al servicesrequired by the SQL Server must be restored. SnapManager, the
SQL Server, and the NetApp storage systems are dependent on the Microsoft
Windows 2000 infrastructure elements such as DNS and Active Directory.

LUNSs: The LUNs must be disconnected from the Windows host machines.

Before you begin restoring your SQL Server databases from archive, you will
need the following information.

Backup and restore method: You need to be familiar with the backup and
restore method you are using (either the storage system dunp command or an
NDM P-based backup). See the product documentation specific to the backup
application.

Supporting documentation: Have the supporting documentation for
SnapDrive, Data ONTAP, and your backup application available for reference.

LUN drive letters: You need to know the original drive letters used by the
LUNs because LUN objects restored from archive must be reconnected using the
same drive letters.
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The following steps represent a high-level overview of the restore from archive
process.

1. Recover the archived LUNSs containing the full backup dataset to the active
file system of the NetApp storage system.

2. Reconnect the LUNsto the original drive letters.

3. Launch SnapManager for SQL in the restore from archive mode and perform
arecovery operation using the most recent backup. To do this, start the
application from acommand line using either of the following command line
options:

O -restorearchive
O /restorearchive

Example:

C.\ Program Fi | es\ Net App\ SnapManager for SQ
Server\ SnapManager . exe -restorearchive

To restore the SQL databases from an archive of a SnapManager backup set,
complete the following steps.

Step | Action

1 | Using your backup application, restore the LUN object for the
databases back into the active file system on the storage system.

Note
If the LUN object containing the Snaplnfo directory was backed up
(versus only the directory), restore that as well. Consult your backup
application’s documentation for further details.

2 | On the Windows 2000 Server or Windows Server 2003 host system,
reconnect the restored LUN objects with the SnapDrive MM C
interface using the original drive letters. Consult the SnapDrive
documentation for details. Ensure that the LUNs are accessible on the
hosting SQL Server.
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Step | Action

3 | If the specific Snaplnfo directory was backed up directly from the
active file system of the SQL Server, restore it using your backup
application. This directory can be stored anywhere on the Windows
host machine or the storage system aslong asit is accessible from the
SQL Server.

Note
For better protection, restore thisinformation to the active file system
on the storage system, however, a share might need to be created and
adrive letter mapped so that the directory can be accessed. If the
Snaplnfo information is backed up as the LUN object, this step can
be skipped. See your backup application’s documentation for specific
details about how to restore data.
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Step

Action

Launch SnapManager for Microsoft SQL Server from the command
line using the optional command-line switch - r est or ear chi ve or
/rest or ear chi ve.

Example;

C.\ Program Fi | es\ Net App\ SnapManager for SQ
Server\ SnapManager . exe -restorearchive

Using this command line option brings up SnapManager in amode
that enablesthe restore from archive procedure to work. It allowsyou
to specify adifferent Snaplnfo directory and also prevents a
SnapRestore operation. It assumes you restored the LUN yourself.

Results: Immediately upon launch, SnapManager displays a special
Restore from Archive dialog box.

Restore from Archive E ll

_ For a restore from archive, please restore the archived Snaplnfo subdirectary to a temparary
location. This Snaplnfo directory must be part of the zame backup set az the restored wirtual
dizk that containg the Exchange databases.

The restored Snaplnfo directory must have the snapinfa file [Snaplnfo__date_time.sme] directly in
itz root, and the EDBheader and Logs directories for Exchange 2000, Exchange 2003 on
‘windows 2000, or xml files for Exchange 2003 on Windows 2003,

Fleaze enter a Exchange server name where the archived backup was originally created.

Backup Exchange Server: CLPUBSWINSRAYR3 j

Fleaze enter the path to the Snaplnfo directory in the temporary location for archived backup
et that will be restared.

If the required Snaplnfo subdirectorny already exists on the spstem, it may be uged [shown az the
default path). In this case, restoring the Snaplnfo subdirectory from archive iz not required.

Snaplnfo Directory Path:
I:5\Metdpp Snapk anageriSnaplnfolEXCH__CLPUBS-WINSRYR3\SG__First Storage Gro j

Browse. .. |

press F5 [Refresh] to open this window again.

To restore additional st

Cancel |
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Step | Action

5 | Follow the directions in the Restore from Archive dialog box and
browse to the specific Snaplnfo subdirectory containing the required
datafiles.

Note
The process only functions properly if the correct directory is
selected. Within the directory, you see afew files. Click OK to
proceed to the next step. If you accidentally close the Restore from
Archive dialog box, you can launch it again by selecting View >
Refresh or by pressing the F5 function key on your keyboard.

6 | After the correct Snapinfo directory is selected, SnapM anager
presents you with the standard SnapManager Restore dialog box.

7 | Select the most recent backup by double-clicking it.

8 | Click Start Restore to begin the point-in-time restore process.

9 | Verify the database data updated by the point-in-time restore
operation.

10 | Exit SnapManager for Microsoft SQL Server.
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Restoring a NetApp storage system volume using SnapManager
backups archived with SnapVault

The following topics describe restoring a NetApp storage system volume from
SnapManager backups archived with SnapVault:

O “Procedure details’ on page 282
0 “Monitoring the SnapVault status’ on page 288

0 “Multiple databases archived across multiple gtreesin avolume” on
page 288

Procedure details In order to perform arestore, complete the following steps for each gtree you
want to restore. You need to do this only for the gtrees where the LUNS
containing the database files and transaction logs resided.

Step | Action

1 | Using the SQL Server Enterprise Manager, detach the failed
databases to be recovered from archive.

2 | If the source LUNSs for the failed databases are still online and
mapped on the primary storage, do the following:

a. Notethe LUN drive letter assignments.

b. Unmap the LUNs using FilerView or thel un command on
the storage system console.

c. Destroy the LUNsusing FilerView or thel un command on
the storage system console.

Do not deletethe Snaplnfo LUNSs.

d. InMSCS configurations, remove any cluster resource
dependenies you might have configured on these LUNSs.
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Step | Action

3 | Deletethe source gtrees where the LUNS once resided.

Qtrees are deleted the same way aregular folder is, using Windows
Explorer. The primary storage volume should have a share created on
it. You can browse to the share viaa UNC path or by mapping adrive
letter to it. The gtrees will look like regular folders under the root of
the volume (share).

4 | Run the Computer Management MMC, then right click on the Disk
Management icon and select Rescan Disks. Thiswill clear out any
drive letters that might remain from the disconnected LUNS.
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Step | Action

5 | Perform a SnapVault restore using the snapvaul t restore
command, specifying one of the archived snapshots as the source.
Restore only the gtrees that contain the databases and transaction
logs that you want to restore.

Note
SnapVault restores entire qgtrees; therefore, any datain the same gtree
asthe desired LUN will also be overwritten.

Following is an example where the snapshot sql snap_srvr1.0 on
the SnapVault secondary storage system is used to recover the gtree
dbl on the primary storage systemfiler_pri .

Snapvault restore -s sqlsnap_srvrl.0 -S
filer_sec:/vol/sv_SQ/Srvrl dbl filer_pri:/vol/Srvrl/dbl

Caution
Do not perform a SnapVault restore of the gtree where the Snaplnfo
LUN resides. Instead, you will mount the LUN in snapshot on the
secondary storage system in a subsequent step. The reason for doing
thisisthat performing arestore of the Snapinfo LUN on the primary
storage will overwrite all Snaplnfo datafor all other databases on the
SQL Server, whether part of the same backup set or not. Thiswill
overwrite newer backup sets for al of the databases on the SQL
Server, and you could experience an inability to restore backup sets
that were not part of this restore.

Note
You can monitor the status of the recovery transfer by issuing the
snapvaul t status command at the storage system console. When
the recovery transfer is complete, its status will be listed as “Br oken-
of f” by thesnapvaul t status command. This does not necessarily
indicate that the transfer was successful, only that it is complete. Any
errors encountered by SnapVault will be posted directly to the storage
system console.
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Step

Action

Reinitialize the original SnapVault relationship.

This can be done by issuing acommand similar to command used to
create therelationship in earlier steps.

snapvault start -r -Sfiler_pri:/vol/Srvrl/dbl
filer_sec:/vol/sv_SQ/Srvrl dbl

SnapVault does not automatically delete the residual snapshot that
was used for the restore, but it isrequired to be in place for this step.
It is the only common snapshot and is the basis of restarting the
relationship.

Delete the residual snapshot Ieft by the SnapVault restore operation.

Do thisusing FilerView or by using the snap del et e command at
the primary storage system console. The residual snapshots are
distinguished by the following syntax:

primary host (nvram.id)_vol 1l nytree-dst.2

Using FilerView or thel un command on the storage system console,
unmap the newly restored LUNS.

Run the Computer Management MMC, then right click on the Disk
Management icon and select Rescan Disks. Thiswill clear out any
mappings from the newly restored LUNS. This step is intentionally
performed twice in this procedure.

10

Use SnapDrive to reconnect to the newly restored LUNSs.
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Step | Action

11 | Use SnapDrive to connect to the Snapinfo LUN. This LUN needsto
be connected on the secondary storage system, using the same
snapshot as was used to restore the LUNSs in the previous step.

Care should be taken to keep this LUN mounted for aslittle time as
possible. If asnapshot is created on the secondary storage volume
while the LUN backed by snapshot is mounted, it will create a* busy
snapshot.” The chances of this are increased in configurations where
asingle secondary storage volumeis used to coal esce snapshots from
nuMerous primary storage gtrees.

Note
On Windows Server 2003 Enterprise systems, check to make sure
that all of the restored LUNSs are writable by creating and then
deleting atemporary file or folder. If you find that one or more LUNSs
are write-protected, use the SnapDrive MMC to disconnect those
LUN again. Reconnect to them a second time using the same drive
letter.

12 | Exit SnapManager if it is running, then restart it from the command
line using the optional command-line switch - r est or ear chi ve or
/rest or ear chi ve.

Example:

C.\ Program Fi | es\ Net App\ SnapManager for SQ
Server\ SnapManager . exe -restorearchive

Using this command line option brings up SnapManager in amode
that enables the restore-from-archive procedure to work.
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Step

Action

13

In the Restore from Archive window, enter or browse to the Snaplnfo
directory corresponding to the latest backup for the first storage
group you wish to restore. Thiswill be located on the LUN backed
by snapshot on the secondary storage volume, which you connected
to in the previous step.

If you have multiple instances or databases to restore from the same
backup set, you might need to restore them one at atime. Wait until
the first restore finishes, then press the F5 key to open the Restore
from Archive window again. This enables you to specify the
Snaplnfo directory for the next database or instance. Be sure to select
the directory corresponding to the most recent backup in that archive
set.

Note
If thisis a disaster recovery scenario and the LUN on the primary
storage system containing the Snaplnfo directory was lost, the LUN
will need to be re-created using SnapDrive before SnapManager can
be used to perform the restore. Create the LUN using the same drive
letter that the original LUN had.

14

Perform a point-in-time restore.

15

Verify the database data updated by the point-in-time restore
operation.

16

Exit SnapManager.

17

Disconnect the Snaplnfo LUN in snapshot on the secondary storage.

18

Launch SnapManager again, thistime without the - r est or ear chi ve
command line option, and then perform a backup immediately.

19

After adatabase has been restored from archive, previously created
backups will no longer be available. These orphaned SnapManager
snapshots will need to be deleted manually using FilerView or the
storage system console. Ensure that they do not belong to any other
backup sets by comparing the time stamps in the snapshot namesto
the time stamps on backups that might still be valid for any storage
groups that were not restored from archive.
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Monitoring the The SnapVault updates and the archival snapshots that are triggered by the script

SnapVault status (described in “4. Use SnapManager to trigger updates to the secondary storage”
on page 257) will not finish right away, even though the script itself does.
Similarly, arestore operation is not instantaneous. For this reason, it isimportant
to understand and regularly use the following commands on the storage system to
monitor the SnapVault status:

snapvaul t status
snap list -q
snap list -0

These commands are documented in the SnapVault section of the Data ONTAP
Data Protection Guide.

Multiple databases In cases where more than one database needs to be restored from archive and not

archived across all of the databases were captured in the same archival snapshot on the SnapVault

multiple qtrees in a  secondary storage volume, you can still perform the restore. This might be the

volume case if SnapManager was configured to back up just one database in a particul ar
backup or if one of several SnapVault gtree relationshipsin a particular archive
snapshot was not up to date.

The way to proceed is to restore one database at atime. Use the preceding
instructions to restore the newest gtree you have available corresponding to the
database or databases. Then perform a SnapManager "restore from archive”
operation. After the first database or databases have been restored, repeat the
process for the next set, using the next newest archival snapshot for the restore.
Perform another SnapManager "restore from archive" operation.
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Recovering a failed SQL Server computer

To recover afailed SQL Server computer, you must use NTBackup or a third-
party backup and restore application, relying on its documentation for direction.

Existing backups This scenario assumes that backups of the SQL Server computer were made; it
also assumes that the most recent backup includes the system state of the SQL
Server just beforethe disaster occurred. At a minimum, the following data should
be captured on the backup media:

O SQL Server data
O  Any dynamic data on the SQL Server
0 Datathat isdifficult or impossible to re-create

Examplesinclude custom scripts, Web pages, and other mission-critical
data.

O  Windows backup set: boot partition, system partition, and system state.
O  Windows system state

O  Windows 2000 registry

0O Windows 2000 boot files

0  Windows 2000 protected operating system files

0  Cluster service registry checkpoints and quorum disk resource data (if you
are running cluster service)

Requirements for If you are restoring to a different server, the server hardware must be identical to
restoring to a the original server, including the interface cards, hard drives, and firmware
different server versions. See the Disaster Recovery for Microsoft SQL Server 2000

documentation for additional information.
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Procedure To recover afailed SQL Server computer, complete the following steps.

Step Action

1 | Ensure that the storage system is online and that the volumes
containing the LUN objects are available over the CIFS protocaol.

See the Data ONTAP System Administrator’s Guide for your version
of Data ONTARP for details about general storage system
administration.

2 | Perform afull restore of the SQL Server computer, without the SQL
Server databases, using NTBackup or the third-party backup
application you used to create the backup.

See the documentation for your backup software and the disaster
recovery for Microsoft SQL Server 2000 documentation.

3| If... Then...
Your backup software was Continue with Step 4.
configured to back up
SnapDrive
Your backup software was not Reinstall the same version of
configured to back up SnapDrive used before the
SnapDrive disaster occurred.

See the ShapDrive 3.1
Installation and Administration
Guide for information about
installing and configuring
SnapDrive.

4 | Using the SnapDrive MMC, connect the LUNS or ensure that they
are connected, and ensure that you are using the same drive letters
used before the disaster.
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Step Action

S | If...

Then...

Your backup software is
configured to back up the entire
SQL Server computer lessthe
databases

Perform a complete recovery of
your SQL Server computer using
the same backup application.
Databases are |ater restored with
SnapManager.

You are not backing up the SQL
Server computer other than
using SnapManager to back up
the databases

Reinstall the SQL Server
software and apply any necessary
service packs.

6 | Launch SnapManager and run the SnapManager Configuration
Wizard to ensure that the correct configuration is used.

If necessary, modify the configuration so that it exactly matches the
configuration before the failure.

page 187.

7 | Restore the most recent backup using SnapManager Restore. Do not
select the Point-in-Time restore option.

See Chapter 9, “Restoring Databases Using SnapManager,” on

8 | Confirm the operation of the SQL Server.
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Recovering both a failed NetApp storage system and a failed
SQL Server computer

If both the storage system and the SQL Server computer fail, in most cases you
should recover the storage system first so that the data—or the space to recover
the data—is available.

Successful recovery of the SQL Server computer depends on the existence of the
following components:

0 Archives of the SnapManager backup sets containing all the LUN objects

Note
For detailed information describing how to prepare for the loss of an SQL
Server environment in a disaster, see the Microsoft SQL Server 2000
Administrator’s Companion or the Microsoft SQL Server 2000 Operations
Guide.

O  Recent, usable backups of the SQL Server 2000 databases contained in the
restored backup sets

The recovery procedure in this section is a guideline. For compl ete information
about how to recover an SQL Server and NetApp storage system, read the
Microsoft SQL Server 2000 documentation detailing how to recover SQL Server
2000, as well as the appropriate Data ONTAP documentation.

To recover both the storage system and the SQL Server, complete the following
steps.

Step Action

1 | Recover the storage system and bring it online.

See the Data ONTAP System Administrator’s Guide for your version
of Data ONTAP for information and the Data ONTAP System
Administration Data Protection Guide for instruction.
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Step Action

2 | Unlessyou are restoring from atape, perform the following steps:

a. Install Windows 2000 and load all of the appropriate
service packs.

b. Install SQL Server 2000 and load the same service pack
that was on the system prior to the crash.

c. Install SnapDrive and connect to the same drive letters that
your LUNs were connected to prior to the crash.

d. Assuming you backed up your system databases, install
SnapManager for SQL Server and migrate your system
databases to the same LUNSs that they were migrated to
prior to the crash.

3 | Using SnapManager for SQL Server, recover your SQL Server
system databases (master and msdb) from the archived LUN. See
“Recovering SQL Server data using archives’ on page 277.

4 | Using SnapManager for SQL Server, recover the user databases.
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Restoring from other SQL Server backups

294

To restore databases to this SQL Server using backup sets created for other SQL
Servers, complete the following steps.

Step

Action

If the source LUNSs for the failed databases are still online and
mapped on the primary storage, do the following:

a. Notethe LUN drive letter assignments.

b. Unmap the LUNs using FilerView or thel un command on
the storage system console.

c. In MSCS configurations, remove any cluster resource
dependenies you might have configured on these LUNSs.

On the Windows 2000 Server or Windows Server 2003 host system,
reconnect the restored LUN objects with the SnapDrive MMC
interface using the original drive letters.

Consult the SnapDrive documentation for details. Ensure that the
LUNSs are accessible on the hosting SQL Server.

Use Enterprise Manager to attach the database located on the LUNS.

If... Then...

You succeeded in attaching the | Complete this procedure as
database described beginning with Step 4.

It is not possible to attach the Complete this procedure as
database described beginning with Step 10.

If you attached the database

Start the SnapManager for Microsoft SQL Server application.

Click to activate the SnapManager Restore tab.

Go to the menu bar and select Action > Restore from Other SQL
Server Backups.

Result: The Restore from Backup dialog box appears.
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Step Action

7 | Inthe Backup Server Name box, select the SQL Server whose
backup sets you want to use to restore databases to this SQL Server.

8 | Inthe Snaplnfo Directory Path box, enter or browse to the name of
the Snaplnfo directory for those backup sets.

Note
Leave the “Use this Server’s Snaplnfo Directory” option deselected.

Result: The SnapManager Restore tab is updated to list the backup
sets for the other SQL Server you specified.

9 | Usethe SnapManager Restore tab to use the newest full database
backup to perform either an up-to-the-minute restore or a point-in-
time restore.

O  For an up-to-the-minute restore, SnapManager will
automatically back up the last active transaction log before
performing the restore.

0 For apoint-in-time restore, you can select the backup set, a
combination of transaction log backups to be restored, or both.

For more information, see the following topics:

0  For information about identifying the most recent full database
backup, see “ SnapManager backup set names’ on page 117.

0 For information about identifying the transaction logs, see
“Snaplnfo subdirectory names’ on page 116 and “ Transaction
log backup” on page 112.

0  For moreinformation about performing a restore operation
using the SnapManager Restore tab, see “ Restoring using the
SnapManager Restore Wizard” on page 209.

The procedure is now finished.
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If you did not attach the database

10 | If itis not possible to attach the database, then—in order to reduce
the loss of data—ensure that the last active transaction log of the
database will be automatically backed up by SnapManager Restore.

O SeeMicrosoft KB article 253817, “HOW TO: Backup the Last
Transaction Log When the Master and the Database Files Are
Damaged.” This article describes how you can back up the
currently active transaction log even if the SQL Server 2000
database file is damaged, provided that the transaction log fileis
still accessible.

0 Usethe Microsoft KB article as a general guide for gaining
access to the last active transaction log of the database. While
referring to the stepsin that article, observe the following key
points:

O  When you create a similar database that contains the same
number of data and transaction log files as the original
database , you are creating the database you will be
restoring using SnapManager.

O Instead of using the SQL Server Backup Log command to
back up the transaction log (as described in the Microsoft
article), proceed to the next step (in this procedure).

For information about identifying the transaction logs, see
“Snapl nfo subdirectory names” on page 116 and “ Transaction
log backup” on page 112.

Caution
Do not use Enterprise Manager to back up the last active transaction
log. Due to file formatting differences between SnapM anager
backups and Enterprise Manager backups, SnapManager cannot
perform arestore operation using transaction logs that were backed
up using Enterprise Manager.

11 | Start the SnapManager for Microsoft SQL Server application.

12 | Click to activate the SnapManager Restore tab.
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Action

13

Go to the menu bar and select Action > Restore from Other SQL
Server Backups.

Result: The Restore from Backup dialog box appears.

14

In the Backup Server Name box, select the SQL Server whose
backup sets you want to use to restore databases to this SQL Server.

15

In the Snapinfo Directory Path box, enter or browse to the name of
the Snaplnfo directory for those backup sets.

Note

Leave the “Use this Server’s Snaplnfo Directory” option deselected.

Result: The SnapManager Restore tab is updated to list the backup
sets for the other SQL Server you specified.

16

Use the SnapManager Restore tab to select the newest full database
backup, and then perform either an up-to-the-minute restore or a
point-in-time restore to the new database you created in Step 10.

SnapManager Restore will automatically back up the last active
transaction log before actually performing the restore portion of the
operation.

For information about identifying the most recent full database
backup, see “ SnapManager backup set names’ on page 117.

For information about performing a restore operation, see
“Performing arestore” on page 199.
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SnapManager Command-Line Reference A

This section describes the SnapManager 1.5 for Microsoft SQL Server operations
you can execute using the SnapManager command-line functionality. The
following topics are covered:

O “Guidelines for using the command-line tool” on page 300
0O “SmSqIBi syntax” on page 301
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Guidelines for using the command-line tool

300

Observe the following guidelines when using the SnapManager command-line
feature:

0

All parameters and options are case-insensitive. For example, using the
option - Dai | y will achieve the same results as using dai | y.

Some of the options must be invoked in a particular order. For best results,
use the order given in the synopsis for al options.

When a parameter value string contains spaces, be sureto encloseit in
double quotes. For example, use “First Backup Set” rather than Fi r st
Backup Set.

When a parameter has a variable number of input values, it beginswith a
“count” value that you use to indicate how many values will be included in
the parameter. If you specify a number different from the number of values
included in the parameter, the command fails.
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SmSqIBi syntax

Name SmSglBi—Command for accessing SnapManager backup functionality.
Description This command enables you to initiate a backup or verification job, with all of the

options available through the Backup Wizard or Backup and Verification tab in
the SnapManager graphical user interface. This feature enables you to create
scripts to invoke SnapManager functionality without having to use the
SnapManager graphical user interface.

Synopsis Snql Bi - H SglServerHostName [- U UserName - P Password)]
- S Ingtance - C NumberOfDatabases DatabaseNamel.ist
[-S Instance - C NumberOfDatabases DatabaseNameList] [OptionsList]

Required The following parameters are required.
parameters

Switch Description

-H You must use the following option to specify the SQL Server
computer on which the SQL Server instances reside:

-H SglServerHostName [- U UserName - P Password)]

Syl ServerHostName is the host name of the computer on which
the SQL Server instances are running.

UserNameisthe SQL Server account name (specified if the SQL
Server computer is accessed using a different account from that
used to access the production SQL Server).

Password is the SQL Server account password (specified if the
SQL Server computer is accessed using a different account from
that used to access the production SQL Server).
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Switch Description

-S You must use the following option to specify the databases or
transaction logs you want to back up or verify:

- S Instance - C NumberOfDatabases [Databasel.ist]

Instance is the host name of the SQL Server instance that owns
the databases or transaction logs you want to back up or verify.

Number OfDatabases is the number of databases to be backed up
or verified. If you specify 0, then all databases that have valid
configurationsin that SQL Server instance will be backed up or
verified and the database snapshot names do not need to be
specified.

DatabaseNameL.ist isthe list of database snapshot names. The
names are separated by single spaces. Specify thislist only if you
are selecting specific databases in the SQL Server instance (that
is, if you are specifying a value greater than zero for the
parameter Number OfDatabases).

Note
Repeat this option as many times as needed to specify all
databases or transaction logs you want to back up or verify.

Optional The OptionsList shown in the synopsis for this command consists of any valid
parameters combination of the following parameters.

Option Description

-A If the operation includes database or transaction log verification,
use this option if you want to specify that the databases are to be
attached after the verification finishes.

-A If the operation includes database or transaction log verification,
use this option if you want to specify that the operation isto
include all backup management groups (Daily and Weekly).
Compare with the - Dai | y and - Weekl y options.
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Option

Description

If the operation includes database or transaction log backup, use
the following option if you want to delete the oldest database
backups or transaction log backups:

- D Number OfBackups
Number OfBackups is the number of database backups or

transaction log backups to be retained after the oldest backups are
del eted.

-Daily

If the operation includes database or transaction log verification,
use this option if you want to specify that you only want to verify
the backups assigned to the Daily backup management group.
Compare with the - Wekl y, and - Al | options.

If the operation is full database backup, use this option if you
want to specify that you also want the transaction logs to be
backed up after the database backups finish.

Note
If you want to back up transaction logs only, usethe - L option
instead.

If the operation is abackup of the transaction log only (that is, if
the- L optionisspecified), usethis option if you want to create a
snapshot of the Snaplnfo directory after the backup finishes.

If you use this option with an operation that includes transaction
log backup, you can also use the - K option (delete the ol dest
Snaplnfo directory snapshots).

If the operation is abackup of the transaction log only (that is, if
the- L option is specified), use the following option if you want
to delete the oldest Snaplnfo directory snapshots:

- K Number OfSnapl nfoShapshotsToKeep

Number Of Shapl nfoSnapshotsToKeep is the number of Snaplnfo
directory snapshots to keep.

Thisoptionis not valid unless you also specify the-J option
(create a snapshot of the Snaplnfo directory after the backup
finishes).
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Option

Description

If you want to perform only a transaction log backup, use this
option.

Note
If you want to perform afull database backup followed
immediately by atransaction log backup, use the - G option
instead.

If you want to perform only verification of the most recent
unverified backup snapshots (no database or transaction log
backup), use the following option:

- M Number OfBackupShapshotsToVerify

Number OfBackupShapshotsToVerify is the number of backup
snapshots you want to verify.

If you want to perform atransaction log only backup followed by
abackup verification, usethe - L option (back up transaction log
only) instead. To include backup verification as part of a
backup, usethe-Dai | y, - ekl y, or - Al | option; do not use the
- M option.

If you want to perform afull database backup (with or without a
transaction log backup) followed by a backup verification, do not
use either the- L option or the - M option. To include backup
verification as part of a backup, use the - Dai | y, - Weekl y, or -
Al | option; do not usethe - M option.

If the operation includes database or transaction log verification,
use this option if you do not want the snapshots verified after the
backups finish.

Note
When performing a backup from the command line using

Smql Bi , the default behavior isto verify snapshots after the
backup finishes; the - N option can be used to disable this.
Conversaly, when performing a backup using the Backup Wizard
or the Backup and Verification tab in the SnapManager graphical
user interface, verification of backupsisnot performed unlessthe
“Verify snapshot after backup (run DBCC)” option is enabled.

SmSq|IBi syntax



Option

Description

If the operation is a backup of the transaction log only (that is, if
the- L optionis specified), use this option if you want to remove
inactive entries from the transaction logs.

If the operation includes database or transaction log verification,
use this option if you want to specify that a different SQL Server
be used to run the DBCC utility:

- Q VerificationServer [-1  UserName - W Password]
\erificationServer is the host name of the verification server.

UserName isthe SQL Server account name (specified if the
verification server isto be accessed using a different account
from that used to access the production SQL Server).

Password is the SQL Server account password (specified if the
verification server isto be accessed using a different account
from that used to access the production SQL Server).

If the operation is afull database backup in which you will be
deleting the oldest full database backups (that is, for afull
database backup that includesthe option - D Number OfBackups),
use this option if you want to retain up-to-the-minute restore
ability for older backups in other management groups.

- Recent

If the operation includes database backup, use this option if you
want the database backup snapshots and Snaplnfo backup
snapshots to be named using the generic naming convention. If
you do not use this option, unique naming convention
(timestamped) is used. For more information, see “ SnapM anager
snapshot naming conventions” on page 118.
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Option

Description

-RS

If you want to run acommand after the operation finishes, usethe
following option:;

-RS RCServer - RP CommandPath - RA ArgumentList

RCServer isthe host name of the SQL Server on which the
command is to be run.

CommandPath is the full path to the program or script that you
want to run.

ArgumentList is the string of SnapManager operation-specific
information to be passed to your program or script. For details,
see “Command arguments pass information to your program or
script” on page 366.

-UM

If the operation uses backups that reside on volumes configured
as SnapMirror sources, use this option if you want to update the
SnapMirror destination after the backup or verification
operations finish.

-\W\eekl y

If the operation includes database or transaction |og verification,
use thisoption if you want to specify that you only want to verify
the backups assigned to the Weekly backup management group.
Comparewiththe-Daily and - Al | options.

If the operation includes database backup, use this option if you
want to verify the live database before the backups are
performed.

If the operation includes database backup, use this option if you
want to verify the live database after the backups are performed.
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Configuring SnapManager Application Settings B

This section describes SnapM anager application settings that can be configured
or changed at any time after SnapManager has been installed. The following
topics are covered:

“Overview of SnapManager application settings’ on page 308
“Connecting to an SQL Server instance” on page 310
“Changing the SQL Server user account” on page 313
“Database integrity verification options’ on page 315
“SnapManager backup options” on page 319

“SnapManager restore options’ on page 323

“Run Command After Operation default settings” on page 325
“SnapManager report directory options’ on page 327

“Event notification options’ on page 329

O o oo oooo o

Note
You must run SnapManager from the system console, not from a Terminal
Services client. NetApp recommends that you do not use Terminal Services for
any type of SnapManager administration because you might miss critical
information that is displayed only in pop-up dialog boxes at the system console.

This section does not describe the following topics:

O  Settingsthat can be configured only with the Configuration Wizard

0  Settingsthat are specific to the context of a particular backup or a database
verification operation

Thisinformation is described in other, related topics in this guide.

Related topics:
0 “Settings configurable only with the Configuration Wizard” on page 86
O Appendix D, “Tools for Managing Backup and Verification,” on page 363
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Overview of SnapManager application settings

The following table lists SnapManager application settings that can be
configured or changed at any time after SnapManager has been installed. Shaded
rows indicate that the settings can also be configured using the Configuration
Wizard.

Application Setting How the Setting can be Accessed

SQL Server to be managed® 0 Action menu
0 Tool bar button

SnapManager server identity O Options menu
Connect to SQL Server dialog box

O

Database verification settings Options menu
Tool bar button
Backup Wizard

Verification Wizard

O o o o

Backup settings Options menu
Tool bar button
Backup Wizard

Backup and Verification tab

O o o o

Restore Settings Options menu
Tool bar button
Restore Wizard

SnapManager Restore tab

O o o o

[

Run Command After Options menu

Operation® O Within the context of abackup or
database verification operation:

0 Backup Wizard
O Backup and Verification tab

Report directory Options menu

Event notification settings Options menu
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1. Thefirst time you start SnapManager, the application automatically
opens this dialog box to prompt you for this setting. See Chapter 4,
“Starting SnapManager for the First Time,” on page 61.

2. Fromthe Configuration Wizard, you can specify only the verification
server and security authentication method. In order to access other
verification settings (the DBCC Options), you must open the
Verification Settings dialog box.

3. When the Run Command After Operation dialog box is opened from
the Actions menu, only the default settings can be viewed or
configured. See “ Run Command After Operation default settings’ on
page 325. However, from within the context of a specific operation,
the default settings are presented and then can be modified for this
operation only. As an option, the default settings can be updated. See
“Using the Run Command After Operation dialog box” on page 370.
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Connecting to an SQL Server instance

About the Connect
to SQL Server
dialog box

About SQL Server
authentication

310

Use the Connect to SQL Server dialog box to connect to the SQL Server you
want to manage and specify the security authentication method to be used to
establish the connection.

0  “About the Connect to SQL Server dialog box” on page 310
O “About SQL Server authentication” on page 310
0 “Connecting to a SQL Server” on page 311

If adefault SQL Server has not yet been specified, SnapManager automatically
opens the dialog box when you start the application. You will not be able to
proceed with using SnapManager until you successfully connect to an SQL
Server.

O  When you specify or change the settings in this dialog box, SnapManager
immediately connects to the specified SQL Server using the specified
security authentication method. These settings remain in effect as the default
settings until or unless you change them.

0  Whenever the SnapManager application is started, it automatically connects
to the default SQL Server using the default security authentication method.

If at alater time you want to manage a different SQL Server, you must explicitly
open the dialog box to change the default settings.

The same SQL Server user name and password with sysadmin server role
privileges should be present in all SQL Server instances.

The following limitations apply to using SQL Server authentication.

While creating a scheduled backup or verification job: SnapManager
prevents you from creating a scheduled backup or verification job using any of
the following types of SQL Server Agent:

O An SQL Server Agent running as a cluster resource
0 AnSQL Server Agent running on a remote computer
O An SQL Server Agent running under the local system account

When using SQL Server authentication: When SQL Server authentication
is used, SnapManager encrypts the SQL Server account password using the
specified Windows account credentials.

Connecting to an SQL Server instance



0 Incaseof SQL Server Agent jobs, SnapManager will fail to decrypt the SQL
Server account password if the Windows account under which the SQL
Server Agent service runsis changed.

O  In case of Windows Scheduled Task jobs, SnapManager will fail to decrypt
the SQL Server account password if thetask “Run As’ account is changed at

alater time.
Connecting to a To use the Connect to SQL Server dialog box, complete the following steps.
SQL Server
Step | Action
1 | Open the Connect to SQL Server dialog box.

0

If the default SQL Server has not yet been specified,
SnapManager automatically opens the dialog box when you start
SnapManager.

In this case, the SQL Server box is empty.

If SnapManager is already connected to the default SQL Server,
open the dialog box explicitly. To do this, go to the menu bar and
select Action > Connect to Another SQL Server.

In this case, the SQL Server box displays the name and
connection authentication type of the currently connected SQL
Server.

In the SQL Server box, specify the SQL Server computer instance
you want to manage.

0

If you want to connect to the single SQL Server instance on the
local host, select [1 ocal ] .

Otherwise, select the name of the SQL Server or SQL Server
instance you want to manage.

Appendix B: Configuring SnapManager Application Settings 311



312

Step

Action

In the Connection panel, choose the security authentication method
to be used to connect to the SQL Server.

O  Windows authentication
O SQL Server authentication

If you choose Windows authentication mode (the default selection),
users with avalid Windows account can log in to Microsoft SQL
Server without supplying a user name and password. Windows
Authentication relies on the user being authenticated by the operating
system and takes advantage of Windows user security and account
mechanisms.

Note
Windows Authentication is the authentication mode recommended
by Microsoft.

If you selected SQL Server authentication, you must also specify the
login name and password.

For moreinformation, see “ SnapManager service account
requirements’ on page 21.

If you want to connect to the SQL Server using a different user
account, click Change to open the Server Identity dialog box.

For moreinformation, see “ Changing the SQL Server user account”
on page 313.

Click OK.

Result: The Connect to SQL Server dialog box closes, and
SnapManager connects to the specified SQL Server using the
specified security authentication method.

Note
Thiswill change only the SnapManager server identity on the current
machine and will not change the SnapManager server identity on the
remote host.
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Changing the SQL Server user account

You can change the SnapManager service account used to run SnapM anager
backup and restore operations.

To change the SnapManager service account used to run SnapManager backup
and restore operations, complete the following steps.

Step

Action

1

Open the Local SnapManager Server Properties dialog box. There
aretwo waysto do this:

0  From the SnapManager main window, go to the menu bar and
select Options > Run SnapManager As.

O From the Connect to SQL Server dialog box, click Change.

Result: The Loca SnapManager Server Properties dialog box
appears and displays the name of the current SnapManager account
for this SQL Server instance.

Select the SnapManager service account that you want to use to run

SnapManager on this system:

O If you want to change the SnapManager service account on this
instance, select the The Launching User option.

0 If you want to make SnapManager accessible from aremote

SQL Server instance or within an M SCS environment, select the
This User option. This option is selected by default.

If you select the This User option, also do the following:

a. Either enter the user account in the User box in
DomainName\User Name format or click Browse to select
the domain and user name.

b. Inthe Password and the Confirm Password boxes, enter the
password for this user account.
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Step | Action

4 | Click OK.

This change will not take effect until you exit this SnapManager
session and any currently running SnapM anager jobs have
completed. After you start a new SnapManager session, any
SnapManager operations, such as backup and restore, will run under
this newly specified account.
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Database integrity verification options

Use the Verification Settings dialog box to specify the verification server and
configure database verification options. See the following topics for more
information:

0 “Selecting the database verification server” on page 315
O “Selecting DBCC options’ on page 317

Selecting the To view or change the verification server, complete the following steps from the
database production SQL Server and not from aremote verification server.

verification server

Step

Action

1

If you will be specifying aremote verification server, be sureit is set
up properly, as described in “ Requirements for aremote verification
server” on page 23.

From the production SQL Server (and not from aremote verification

server), open the Verification Settings dialog box.

0 From the SnapManager menu bar, select Options > Database
Verification Settings.

0  From the SnapManager tool bar, click the Verification Settings
icon.

0O Fromthe Backup Wizard, go to the View or Change Verification
Settings screen, and then click Verification Settings.

0  From the Restore Wizard, go to the Verify the Databasesin this
Backup screen, and then click Verification Settings.

Result: The Verification Settings dialog box appears. The SQL
Server tab is active by default and displays the host name of the
current verification server.

In the SQL Server box, specify the SQL Server instance you want to
use as the database verification server.

Note
If you plan to specify aremote verification server, ensure that the
server is set up properly, as described in “ Requirements for aremote
verification server” on page 23.
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Step

Action

In the Connection panel, choose the security authentication method
to be used to connect to the SQL Server.

O  Windows authentication
O SQL Server authentication

If you choose Windows authentication mode (the default selection),
users with avalid Windows account can log in to Microsoft SQL
Server without supplying a user name and password. Windows
Authentication relies on the user being authenticated by the
operationg system and takes advantage of Windows user security and
account mechanisms.

Note
Windows Authentication is the authentication mode recommended
by Microsoft.

If you selected SQL Server authentication, you must also specify the
login name and password.

For moreinformation, see “ SnapManager service account
requirements’ on page 21.

Click OK.
Result: The Verification Settings dialog box closes.

Note
From now on, until you change these settings, database verification
isrun from the SQL Server you selected using the options you
specified.

Database integrity verification options



Selecting DBCC To specify which DBCC options are used to verify database backup snapshots,
options complete the following steps.

Step | Action

1 | Open the Verification Settings dialog box.

0  From the SnapManager menu bar, select Options > Database
Verification Settings.

0  From the SnapManager tool bar, click the Verification Settings
icon.

0 Fromthe Backup Wizard, go to the View or Change Verification
Settings screen, and then click Verification Settings.

0  From the Restore Wizard, go to the Verify the Databasesin this
Backup screen, and then click Verification Settings.

Result: The Verification Settings dialog box appears. The SQL
Server tab is active by default and displays the host name of the
current verification server.

2 | Click the DBCC Options tab.

Result: The DBCC Options tab displays the currently selected
DBCC options.

3 | Inthe DBCC Options panel, select all of the options you want to use:
NO NDEX

ALL_ERRORMBGS

NO_| NFOVBGS

TABLOCK

PHYSI CAL_ONLY

A A

For more information about these options, see your Microsoft SQL
Server 2000 documentation.

Note
By default, none of these optionsis selected.

4 | By default, the database is detached after the DBCC utility finishes.
If you want the database | eft attached, select the Leave Database
Attached After Verification option.
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Step | Action

5 | Click OK.
Result: The Verification Settings dialog box closes.

Note
From now on, until you change these settings, verification is run
from the remote system you selected using the options you specified.
It does not run on the system from which you opened the Verification
Settings dialog box.
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SnapManager backup options

Use the Backup Settings dialog box to configure default settings for
SnapManager backup operations. See the following topics for more information:

0  “Configuring the profile of afull database backup” on page 319
O “Configuring the profile of atransaction log backup” on page 321

Configuring the To configure the profile of afull database backup, complete the following steps.
profile of a full
database backup Note

For acomplete list of parameters that are applied to afull database backup
operation, see “Information you need to specify for afull database backup” on
page 128.

Step | Action

1 | Open the Backup Settings dialog box.

0  From the SnapManager menu bar, select Options > Backup
Settings.
From the SnapManager tool bar, click the Backup Settingsicon.

From the Backup Wizard, go to the Other Options screen and
then click Backup Settings.

Result: The Backup Settings dialog box appears. The Full Database
Backup tab is active by default and displays the current settings.

2 | Inthe Maximum Databases to Back Up Concurrently box, specify
the maximum number of databases that can be backed up
concurrently.

The default value is 255. However, this value can also be configured
in the Configuration Wizard.
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Step

Action

In the “ Select a backup naming convention...” panel, specify the
naming convention you want used to form database backup snapshot
names and Snaplnfo directory snapshot names.

O If you want the most recent backup to be identified by the
snapshot name that includes the string r ecent , select the “Use
Generic...” option.

This option is selected by default.
O If you want all snapshot names—even for the most recent

backup—to contain the snapshot creation date and time, select
the Use Unique option.

This s the snapshot naming convention used by SnapManager
1.0 for Microsoft SQL Server.

For more detailed information, see “ SnapManager snapshot naming
conventions” on page 118.

In the “ Select run verification with live database” panel, select
whether you want to run verification against the live database before
the backup, after the backup, or both before and after the backup.

a. If youwant to run the DBCC utility against the live
database before the database is backed up, select the Run
DBCC Physica Integrity Verification Before the Backup
option.

b. If youwant to run the DBCC utility against the live
database after the database is backed up, select the Truncate
Committed Transactions in the Transaction Log option.

Note
By default, both options are not selected because database
verification is atime-consuming activity.

To apply your changes and close the dialog box, click OK.

Result: The new settings will be applied to all subsequent full
database backups.
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Configuring the
profile of a
transaction log
backup

To configure the profile of atransaction log backup, complete the following

steps.
Note

For acomplete list of parameters that are applied to a transaction log backup
operation, see “Information you need to specify for atransaction log backup” on

page 147.

Step

Action

Open the Backup Settings dialog box.

0  From the SnapManager menu bar, select Options > Backup
Settings.
From the SnapManager tool bar, click the Backup Settingsicon.
From the Backup Wizard, go to the Other Options screen and
then click Backup Settings.

Result: The Backup Settings dialog box appears. The Full Database
Backup tab is active by default.

In the dialog box, click the Transaction Log Backup tab.

Result: The Transaction Log Backup tab displays the current
settings.

If you want to create a snapshot of the Snaplnfo subdirectory for this
backup after the backup finishes, select the “ Create Snapshot...”
option.

If you create a snapshot of the Snaplnfo subdirectory for this backup
after the backup finishes, you also have the option to automatically
delete the oldest snapshots of the Snaplnfo subdirectory for this
backup.

To choose this, do the following:
a. Select the“Delete Oldest Snapshots...” option.

b. Select the number of snapshots you want to retain.

If you want to remove inactive entries from the transaction log, select
the “Remove Inactive Entries...” option.
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Step | Action

6 | To apply your changes and close the dialog box, click OK.

Result: The new settings will be applied to all subsequent full
database backups.
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SnapManager restore options

Use the Restore Settings dialog box to configure default settings for
SnapManager restore operations. See the following topics for more information:

0 “Understanding the restore options” on page 323
O “Configuring the profile of arestore operation” on page 324

Understanding the The following table describes each of the database restore options.
restore options

Restore option Description

Recover database without If you select this option, then—if the
restoring at the end of restoreif | databaseisnotinafully operational state—
needed SnapManager will omit the restore

operation and instead recover the database
toits previous state.

By default, this option is not selected.

Restore databases even if If you select this option, then—if an
existing databases are online existing databaseis online at the time of the
restore operation—SnapManager will
proceed with the restore operation and
overwrite the existing database.

By default, this option is not selected.

Retain SQL database If you are restoring databases for an SQL
replication settings Server instance that is acting as a Publisher
or as a Subscriber in areplication topol ogy,
select thisoption if you want thereplication
relationship to be retained after the
SnapManager restore operation finishes.

By default, this option is not selected.
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Configuring the
profile of a restore
operation

324

To configure the profile of arestore operation, complete the following steps.

Note

For acomplete list of parameters that are applied to a database restore operation,
see “Information you need to perform arestore” on page 200.

Step

Action

1

Open the Restore Settings dialog box.

0  From the SnapManager menu bar, select Options > Restore
Settings.
From the SnapManager tool bar, click the Restore Settingsicon.

From the Restore Wizard, go to the Other Options screen and
then click Restore Settings.

Result: The Restore Settings dialog box appears. The Restore
Options tab is active by default.

Select any combination of the restore options you want to use:

O Recover database without restoring at the end of restore if
needed

O Restore databases even if existing databases are online
O Retain SQL database replication settings

These options are described in “ Understanding the restore options”
on page 323.

Click OK to apply your changes and close the dialog box.

Result: The new settings will be applied to all subsequent database
restore operations.
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Run Command After Operation default settings

You can configure default values that you want used to prepopulate the Run
Command After Operation dialog box when it is opened from either the Backup
and Verification tab or the Backup Wizard.

Related topics:

0 “Archiving SnapManager backups using a Windows backup utility” on
page 246

0 “Automatically archiving SnapManager backups using SnapVault” on
page 250

O “Using the Run Command After Operation dialog box” on page 370

To use the Run Command After Operation dialog box to configure default
settings, complete the following steps.

Step | Action

1 | Open the Run Command After Operation dialog box from the Option
menu. To do this, select Options > Default Run Command After
Operation.

2 | Inthe* Specify acomputer where...” box, enter or browse to the name
of the host on which your program or script resides.

3 | Inthe* Specify thefull path...” box, browse to your program or script.
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Step

Action

Form the command input string in the Command Arguments box. You
can do this using any combination of the following methods:

O Toenter text directly into the Command Arguments box, click in
the box and type the desired text.

O To enter a SnapManager variable into the Command Arguments
box, do the following:

a. If necessary, click in the Command Arguments box to
position the cursor.

b. Inthe SnapManager Variables list, select the variable you
want to enter.

For more information, see “ Command arguments pass
information to your program or script” on page 366 and
“Command arguments are operation specific’” on page 367.

c. Click Select.

Note
Both the $Snapl nf oPat h and $LogBackupFi | e variables are
automatically enclosed within double quotes so that the actual path
name can contain spaces without affecting the script invocation on the
Windows command line. If you do not want the double quotes to
appear in your command line, remove them from the Command
Arguments field in the Run Command After Operation dialog box.

Repeat Step 4 as needed until the Command Arguments box contains
the arguments you want to pass to your program or script.

Click OK to apply your changes and close the Run Command After
Operation dialog box.

Result: Whenever the Run Command After Operation dialog box is
opened from either the Backup and Verification tab or the Backup
Wizard, the boxes will be prepopulated with the values you specified
as default settings.

Run Command After Operation default settings




SnapManager report directory options

Default report
directory

Reasons to change
the report directory

Use the SnapManager Report Directory Setting dialog box to configure the
location of the SnapManager report files. For more information, see any of the
following topics.

0 “Default report directory” on page 327

O “Reasonsto change the report directory” on page 327

0 “Accessing reports created in a previous directory” on page 328

O “Using the Report Directory Setting dialog box” on page 328

Related topics:
O Chapter 10, “Managing SnapManager Operational Reports,” on page 221

By default, the SnapManager reports are stored in a subdirectory named Repor t
under the directory in which the SnapManager applicationisinstalled. If you
installed SnapManager in its default installation directory, then the default report
directory path is asfollows:

C.\ Program Fi | es\ Net App\ SnapManager for SQ Server\Report

Reasons for changing the location of the SnapManager report directory are
described in the following paragraphs.

Limited space: If you find you have limited space in the current report
directory, you can change the report directory to adifferent location that has more
available disk space.

Clustered environment: If you are running SQL Server 2000 and
SnapManager in an MSCS cluster, storing the SnapManager reportsin the default
location (in adirectory named Repor t under the SnapManager installation
directory) would not allow the report directory to be shared between the nodesin
the cluster. Furthermore, you would not see the same reports from different
nodes.

To avoid these problems, you can move the report directory to a disk that belongs
to the same group as your SQL Server virtual server. This needsto be performed
from every SnapManager node.
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Accessing reports If you change the name or location of the SnapManager report directory, you
created in a cannot use the SnapManager Reports tab to view or print any reports that were
previous directory created in that report directory.

However, assuming the previous report directory was not explicitly changed or
removed, any reports created in that directory are still accessible. In order to view
or print those older reports, you must change the report directory back to its
previous location.

Using the Report Use the Report Directory Setting dialog box to view and change the directory
Directory Setting where your SnapManager reports are stored.
dialog box

Step | Action

1 | From the SnapManager menu bar, select Options > Report Directory
Setting.

Result: The Report Directory dialog box appears and displays the
current location of the report directory.

2 | Specify the new location for the report directory.

Caution
Do not use adisk that contains SQL Server or SnapManager data for
the report directory; it is restored from snapshot when you perform a

SnapManager Restore.

If... Then...

You know the full Click in the Report Directory box and
directory path name modify the path name.

You prefer to browsetothe | Click Browseto use a browse dialog
new location box to select the new location.

3 | To apply your changes and close the Report Directory Setting dialog
box, click OK.

4 | To refresh the information displayed in the SnapManager Reports
tab, go the SnapManager menu bar and select View > Refresh.
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Event notification options

You can use either the Configuration Wizard or the Auto Notification Settings
dialog box to enable and configure the SnapManager event naotification services.
See the following topics for more information:

0 “Understanding SnapManager event notification options” on page 329
O “Using the Auto Notification Settings dialog box” on page 330

Understanding The following event notification options can be configured from either the
SnapManager event  Configuration Wizard or from the Auto Notification Settings dialog box.

notification options ) L .
SnapManager e-mail notification: SnapManager can notify you through e-

mail (using SMTP) about the success or failure of the following types of events:
O  SnapManager backup

0 Database integrity verification

O SnapManager restore

O SnapManager configuration

SnapManager event logging: If Autosupport is enabled on the NetApp
storage system, SnapManager events and errors can be forwarded to the storage
system event log.

Autosupport notification: If Autosupport is enabled on both the NetApp
storage system and SnapManager, NetApp technical support receives automatic
e-mail notification about any SnapManager or NetApp storage system problems
that might occur.

The Autosupport daemon monitors the NetApp storage system’s operations and
sends automatic messages to NetApp technical support to alert technical support
to potential storage system problems. If necessary, NetApp technical support
contacts you at the e-mail address that you specified to help resolve a potential
system problem. The Autosupport daemon is enabled by default on the storage
system. For additional information, see the Data ONTAP 6.5 System
Administration Block Access Management Guide.
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Using the Auto
Notification
Settings dialog box

330

To configure automatic event notification settings for SnapM anager, compl ete
the following steps.

Step

Action

1

From the SnapManager menu bar, select Options > Natification
Settings.

Result: The Auto Notification Settings dialog box appears.

Note
The Configuration Wizard presents the same options in the
Configure Automatic Event Notification screen.

Configure E-mail Notification

2

Optional. To enable e-mail notification, select the Send Email
Notification option.

By default, the automatic e-mail notification feature is disabled.

Note
SnapManager relies on and requires an external mail host at your site
to send mail. The mail host is a host that runs a mail server that
listens on the SMTP port (25).

Event notification options




Step | Action

3 | Inthefour text boxesin the top half of the tab, enter the following
information.

SMTP Server: The host name or the | P address of the SMTP e-mail
server or gateway to be used.

From: The e-mail address of the sender of the notification. By
default, the name SMSQLAut oSender is used. To specify a sender
other than the default, use one of the following formats:

0  SenderAlias<Sender Name@Sender Domain.cont

O SenderAlias

0  SenderName@SenderDomain.com

To: Thee-mail address of the recipient to whom the notificationisto
be sent. For more than one recipient, use a semicolon (;) to separate
the addresses.

Subject: The text to be appended to the following standard subject
line, which isincluded in al notification messages:

Backup status at mm dd yyyy-hh.mm.ss from
MachineName

By default, SnapManager for SQL Server is used for the appended
subject string.

4 | Click Advanced.

Result: The Advanced Event Notification Settings dialog box
appears.

Configure Advanced E-mail Notification Settings

5 | Inthe Operation Type panel, select all of the SnapM anager operation
types for which you want e-mail notifications sent:

0 Backup & Verification
O Restore
0  Configuration
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Step

Action

6 | Inthe E-mail Message Content panel, select one of the following

types of body messages to include in the body of the e-mail:

0  Send operation results summary
Note
If you choose to send the operational results in summary format
rather than in verbose format, you can also select the Include
SnapManager Operation Report as an Attachment option.

O  Send verbose operation results

7 | Click Apply to commit your settings.

8 | Click Advanced to open the Advanced E-mail Notifications Settings
dialog box. To configure the SMTP mail notification settings, select
either or both of the following two options:

0  Only send notification when operation fails
Specifies that you want e-mail notification sent only when a
backup process or a verification process fails (off by default).
O Include SnapManager operation report as attachment
Specifies that you want the status report to be attached to the e-
mail notification (off by default).

9 | Click OK to apply your settings and close the Advanced Email

Notification Settings dialog box.
10 | Click Send aTest Email.

Result: SnapManager sends the e-mail notification, using the
settings you specified, and displays a notification.

Configure Event Logging and Autosupport

11 | To enable forwarding of SnapManager events and errors to the
NetApp storage system event log, select the Log SnapManager
Eventsto Filer Syslog option.

12 | If SnapManager event logging is enabled, you can also enable

automatic e-mail notification about any SnapManager or NetApp
storage system problems to NetApp technical support. To do this,
select the Send Autosupport Notification option.

Event notification options



Step | Action
13 | Click OK.
Note

If you are using the Configuration Wizard instead of the Auto
Notification Settings dialog box, click Next.
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Configuration Wizard Screens and Dialog Boxes C

This section describes the Configuration Wizard screens and dialog boxes. The
following topics are covered:

O “Using the Database Verification Server and Account Authentication
screen” on page 336

“Using the Where to Move Databases screen” on page 338

“Using the Number of Databases that Can Be Backed Up Concurrently
screen” on page 345

O “Using the Modify SQL Server Maximum Worker Threads Parameter
screen” on page 347

“Using the Specify a Single Snaplnfo Directory screen” on page 351

“Using the Where to Put the Default Snaplnfo Directory for Each SQL
Server Instance screen” on page 353

0 “Using the Where to Put the Default Snaplnfo Directory for LUNS Shared
by Multiple Databases screen” on page 356

O “Using the Where to Put the Snaplnfo Directory for Each Database screen”
on page 359

0 “Using the Database Migration Options screen” on page 362

o O

Related topics:
O Chapter 5, “Preparing to Migrate SQL Server Databases,” on page 65
0 Chapter 6, “Using the SnapManager Configuration Wizard,” on page 81
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Using the Database Verification Server and Account
Authentication screen

Use the Database Verification Server and Account Authentication screen to
specify the SQL Server you want to use to perform database integrity verification
and the security authentication method to be used to establish the connection to
this server.

Related topics:

0 “How SnapManager checks database integrity in backup sets’ on page 113
O “Migrating SQL Server databasesto LUNS’ on page 87

0 “Using the Database Migration Options screen” on page 362

To to specify the SQL Server you want used to verify the SQL Server databases
in your SnapManager backups, compl ete the following steps from within the
Database Verification Server and Account Authentication screen of the
Configuration Wizard.

Step | Action

1 | If you want to defer specification of the database verification server
(or if you do not plan to perform database verification at all), do the
following:

a. Select the“Select averification server later using the
Options menu” dialog box.

b. Click Next.
c. Goto Step 5.

Later, if you want to specify a verification server outside of the
Configuration Wizard, go to the menu bar and select Options >
Database Verification Settings. For a detailed description of the
Verification Settings dialog box, see Appendix B, “ Configuring
SnapManager Application Settings,” on page 307.
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Step | Action

2 | Otherwise, to specify averification server now, go to the Verification
Server field and select the SQL Server instance you want to use to
perform database integrity verification.

Note
NetApp recommends that, for optimal performance, you use a
different SQL Server asthe verification server.

If thisis a M SCS environment, you cannot select an SQL Virtua
Server as the database verification server.

3 | Inthe Connection panel, choose the security authentication method
to be used to connect to the SQL Server.

0 Windows authentication
O SQL Server authentication

If you choose Windows authentication mode (the default selection),
users with avalid Windows account can log in to Microsoft SQL
Server without supplying a user name and password. Windows
Authentication relies on the user being authenticated by the operating
system and takes advantage of Windows user security and account
mechanisms.

Note
Windows Authentication is the authentication mode recommended
by Microsoft.

4 | If you selected SQL Server authentication, you must also specify the
login name and password.

For moreinformation, see “ SnapManager service account
requirements” on page 21.

5 | Click Next.

Result: The Configuration Wizard proceeds to the Where to Move
Databases screen.
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Using the Where to Move Databases screen

Viewing the current
locations of SQL
Server databases

338

Use the Where to Move Databases screen to view the current configurations of
the databases and to optionally specify how you want to move these databases.
See the following topics for more information:

“Viewing the current locations of SQL Server databases’ on page 338
“Migrating SQL Server databases from local disk to LUNS’" on page 339
“Moving SQL Server databasesto different LUNS’ on page 341
“Viewing the full path for a database on a LUN” on page 344

O o o o

Related topics:

O “SQL Server configuration rules with SnapManager” on page 66

O “SQL Server configurations supported with SnapManager” on page 69
O “Migrating SQL Server databasesto LUNS’ on page 87

The Where to Move Databases screen contains the following information.

Databases on local disks: Thelist in the upper |eft portion of the screen
displays the names of the SQL Server databases that reside on local disks. A
database would appear in thislist for one of the following reasons:

0 The database does not reside on LUNSs.

O Thedatabase resides on LUNS, but it does not meet the requirement for
operating with SnapManager.

0 Some of thefiles of the database reside on LUNSs, and other files of the
database reside on local disks.

Note
To expand adatabase in order to expose the data files and transaction log file,
click the “+” next to the database name.

LUNs on the NetApp storage system: Thelist in the upper right portion of
the screen lists the LUNS on the NetApp storage system. For more information
about any LUN in the Disk List, move the mouse over the LUN name. This
causes a tooltip to appear and display the | P address or host name of the NetApp
storage system and the name of the volume that houses the LUN.
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Databases on LUNSs: Thelist in the lower left portion of the screen liststhe
SQL Server databases that have been migrated to LUNSs. A database would
appear in thislist for one of the following reasons:

O The database has been migrated to the LUN using the SnapManager
Configuration Wizard.

0  Thedatabase has been created on the LUN or moved to the LUN using some
other SQL Server database utility, such as Enterprise Manager, and the
configuration meets the requirements for operating with SnapManager.s

Note
To expand adatabase in order to expose the data files and transaction log files,
click the “+” next to the database name.

Migrating SQL To move SQL Server databases from alocal disk to LUNSs, complete the
Server databases following steps from within the Where to Move Databases screen of the
from local disk to Configuration Wizard.
LUNs

Step | Action

1 | If you planto place the SQL Server transaction log files on the same
LUNs asthe SQL Server datafiles, go to Step 4.

Preparing to place data files and log files on different L UNs.

2 | Check that there are enough LUNs available for you to place the data
files and transaction log files on different LUNS.

If there are not enough LUNSs available, then do the following:
a. Click Cancel to exit the Configuration Wizard.
b. Use SnapDrive to create new LUNS.
c. Re-attempt the SQL Server database migration.

3 | Gotothelistinthe upper |eft pane and expand the view for the
database you want to migrate. Thisisdone by clicking the"+" next to
the database name.
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Assign databasesto a L UN.

4 | Inthe upper list, select the databases (or individual datafiles or
transaction log files) that you want to migrate.

To select a single database: Click to select the database name.

To select arange of databases: Select thefirst databasein the
range and then press and hold the Shift key on your keyboard while
you select the last database in the range.

To select multiple databases: Select the first database and then
press and hold the Ctrl key on your keyboard while you select
additional databases.

To place data files and log files on different LUNs: (for a
configuration consisting of one or more databases sharing two LUNS,
create two mappings.

0 Inone mapping, select only datafiles and map them to a LUN.

O  Inthe other mapping, select only transaction log files and map
them to adifferent LUN.

Note
You will need repeat this sequence (Step 4 through Step 6) in
order to create the second mapping.

To select multiplefiles, select thefirst file and then press and hold
the Ctrl key on your keyboard while you select additional files.

5 | IntheDisk Ligt, select the LUN to which you want to migrate the
selected databases or files.

Note
For moreinformation about any LUN in the Disk List, move the
mouse over the LUN name. This causes atooltip to appear and
display the |P address or host name of the NetApp storage system
and the name of the volume that houses the LUN.

6 | Click the move (<=>) button.

Result: The lower list is updated to include the new mapping.
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If you

need to undo any database-L UN assignments:

7

The Where to Move Databases screen supports two types of undo
operations:;

0  Toundo aparticular mapping in the “ Database valid/change
location...” list, select the mapping in the lower list and then
click Reconfigure.

The selected database (or individual datafile or transaction log
file) isreturned to thelist of unconfigured databases in the upper
list.

0  Toundo all changes made during this session in the Where to
Move Databases screen, click Undo All.

Moving SQL Server  To change the location of a database already associated with a LUN, complete

databases to the following steps from within the Where to Move Databases screen of the
different LUNs Configuration Wizard.
Step | Action
1 | If you plan to move entire databases (as opposed to moving the SQL

Server transaction log files separately from the SQL Server data
files), go to Step 4.

Prepar

ing to move log files separately from the data files

Check that there are enough LUNSs available for you to move the
transaction log files separately from the data files.

If there are not enough LUNSs available, then do the following:
a. Click Cancel to exit the Configuration Wizard.

b. Use SnapDrive to create new LUNS.

c. Re-attempt the SQL Server database migration.
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3 | Expand both of the database lists so that the data files and transaction
log filesarevisible.

a. Gotothe upper left list and expand the view for the
database you want to migrate. Thisis done by clicking the
"+" next to the database name.

b. Gotothelower lef t list and expand the view in order to
expose thedatafiles and transaction log filesin their present
locations.

Result: Now you can associate the data files and transaction log
filesindividually with aLUN.

Move databases to different LUNS

4 | Inthelower left list, highlight the mapping you want to change, then
click Reconfigure.

Result: The mapping is removed from the lower left list. The
database (or individual datafile or transaction log fil€) is returned to
the upper left list, and you can reassociate it with any available LUN.
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5 | Inthe upper left list, select the database (or individual datafile or
transaction log file) that you just removed from the lower left list.

To select a single database: Click to select the database name.

To select arange of databases: Select thefirst databasein the
range and then press and hold the Shift key on your keyboard while
you select the last database in the range.

To select multiple databases: Select the first database and then
press and hold the Ctrl key on your keyboard while you select
additional databases.

To place data files and log files on different LUNs: (for a
configuration consisting of one or more databases sharing two LUNS,
create two mappings.

0 Inone mapping, select only datafiles and map them to a LUN.

O  Inthe other mapping, select only transaction log files and map
them to adifferent LUN.

Note
You will need repeat this sequence (Step 5 through Step 7) in
order to create the second mapping. s

To select multiplefiles, select thefirst file and then press and hold
the Ctrl key on your keyboard while you select additional files.

6 | Inthe Disk List, select the LUN to moveit to.

7 | Click the move (<=>) button.

Result: Thelower left list is updated to include the newly specified
mapping.
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Viewing the full To view thefull path for a database (or individua datafile or transaction log fil€e)
path for a database  that has been migrated to a LUN, complete the following steps from within the
on aLUN Where to Move Databases screen of the Configuration Wizard.

Step | Action

1 | If you plan to view the path of an entire database (as opposed to an
individua datafile or transaction log files), go to Step 3.

2 | Gotothelower left list and expand the view in order to expose the
datafiles and transaction log files.

Result: Now you can view the datafiles and transaction log files
individually with aLUN.

3 | Inthelower left list, select the database component and then click
Details.

Result: The Database Properties dialog box opens and displays the
path information
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Using the Number of Databases that Can Be Backed Up
Concurrently screen

Implications of the
maximum number
of databases that
can be backed up
concurrently

Changing the
maximum number
of databases that
can be backed up
concurrently

Appendix C: Configuration Wizard Screens and Dialog Boxes

Use the Number of Databases that Can be Backed Up Concurrently screen to
view and change the maximum number of databases that can be backed up
concurrently. For more information, go to any of the following topics:

O “Implications of the maximum number of databases that can be backed up
concurrently” on page 345

0 “Changing the maximum number of databases that can be backed up
concurrently” on page 345

Related topics:

0 “SQL Server configuration rules with SnapManager” on page 66

O “SQL Server configurations supported with SnapManager” on page 69
0 “Migrating SQL Server databasesto LUNS’ on page 87
O

“Using the Modify SQL Server Maximum Worker Threads Parameter
screen” on page 347

By default, SnapManager backs up all databases on the same NetApp storage
system volume concurrently. To limit the system resource used by SQL Server
during SnapManager snapshot backup, you can limit the number of databases
that can be backed up concurrently.

Note

Limiting the number of databases can be backed up concurrently may increase
the number of snapshots that are required to backup all of the databases. In the
case of multiple databases sharing one or two LUNS, if the number of databases
allowed to be backed up concurrently is less than the actual number of databases
that share the LUNS, then the backup will be split. In this case, a copy-based
restore method will be used to restore from this backup set.

To change the maximum number of databases that can be backed up
concurrently, complete the following steps from within the Number of Databases
that Can Be Backed Up Concurrently screen of the Configuration Wizard.
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Note

The maximum number of databases allowed per backup can also be configured
using the Backup Setting dialog box. See “ Configuring the profile of afull
database backup” on page 319.

Step | Action

1 | To change the maximum number of databases that can be backed up
concurrently, type anew value in the text box labeled Maximum
Databases to be Snapshot Backed up in Parallel.

The default value is 255.

2 | If you want to modify the maximum number of SQL Server worker
threads, select the Modify SQL Server “Maximum worker threads’
parameter option. This option is deselected by default.
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Using the Modify SQL Server Maximum Worker Threads
Parameter screen

Calculating the
maximum worker
threads for an SQL
Server instance

Viewing the SQL
Server maximum
worker thread
information

Use the Modify SQL Server Maximum Worker Threads Parameter screen to

view and change the maximum number of worker threads allowed per SQL

Server instance. For more information, go to any of the following topics:

O “Cdculating the maximum worker threads for an SQL Server instance” on
page 347

O “Viewing the SQL Server maximum worker thread information” on
page 347

0 “Changing the maximum worker threads for an SQL Server instance” on
page 348

Related topics:

O “SQL Server configuration rules with SnapManager” on page 66

O “SQL Server configurations supported with SnapManager” on page 69
O “Migrating SQL Server databasesto LUNS’ on page 87
O

“Using the Number of Databases that Can Be Backed Up Concurrently
screen” on page 345

SQL Server uses extraworker threads to perform a snapshot-based database
backup. In order to back up multiple databases on asingle SQL Server instance
concurrently, you might need to increase the maximum number of worker threads
allowed for that SQL Server instance. If an SQL Server instance has more than
255 databases, NetApp recommends that you increase the default setting.

The Modify SQL Server Max Thread Option screen displays the following
information about each SQL Server instance.

SQL Server Instance: This column displays the name of the SQL Server
instance.

Current Max Worker Threads: This column displays the current maximum
number of worker threads configured for this SQL Server instance.
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Changing the
maximum worker
threads for an SQL
Server instance

348

New Max Worker Threads: This column displays the recommended
maximum number of SQL Server worker threads for this SQL Server instance.
Thisvalueis calculated based in part on the maximum number of databases that
can be backed up concurrently.

The maximum number of databases that can be backed up concurrently is
configured in a previous screen of the Configuration Wizard. For more
information, see “Using the Number of Databases that Can Be Backed Up
Concurrently screen” on page 345.

To change the maximum number of worker threads allowed by an SQL Server
instance, compl ete the following steps from within the Modify SQL Server
Maximum Worker Threads Parameter screen of the Configuration Wizard.

Note
If you choose to change the maximum number of worker threads for any SQL
Server instances, those instances will be restarted when you click Finish in the
Completing the Configuration Wizard screen.

Step | Action

1 | Notethe valuesdisplayed for each SQL Server instancein thelist.

0 The Current Max Worker Threads column of the this screen
displays the current setting for each SQL Server instance.

0 The New Max Worker Threads column of this screen displays
the recommended setting for each SQL Server instance as
determined by the maximum number of databases that can be
backed up concurrently.

2 | Before proceeding, note the “ Apply new maximum worker thread
value for each instance” option. This option is selected by default.

If you leave this option selected when you click Next, the valuesin
the NewMax Worker Threads column will be applied to the SQL
Server instances after you compl ete the Configuration Wizard
sequence. Every affected SQL Server instance will be restarted in
order for the new parameter value to take effect.

Using the Modify SQL Server Maximum Worker Threads Parameter screen



Step

Action

Choose whether you want to modify the maximum SQL Server
worker threads as indicated by the values in the New Max Worker

Threads column.

If...

Then...

You want to leave the current
values unchanged for al of the
SQL Server instances

1. Deselect the “Apply new
maximum worker thread
value for each instance’
option.

2. Click Next.

Result: The SQL Server values
will not be modified, and you have
finished this procedure; the
Snaplinfo Directory Type screen

appears.

You want to apply the
recommended values for al of
the SQL Server instances

1. Leavethe“Apply new
maximum worker thread
value for each instance’
option selected

2. Click Next.

Result: Thevaueswill be
modified, and you have finished
this procedure; the Snaplnfo
Directory Type screen appears.

You want to edit the
recommended value for one or
more of the SQL Server
instances before applying the
changes

1. Leavethe“Apply new
maximum worker thread
value for each instance’
option selected.

2. Proceed to Step 4.
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Step | Action

4 | Select the SQL Server instance whose recommended maximum
worker thread count you want to modify, then click Edit New Value.

Result: The Set Up SQL Server Maximum Worker Threads dialog
box appears.

Setup SQLServer Maximum Worker Threads... ll

SOL Server Instance Mame: IELPUBS-W'INSF!VF!S

Current Maximum orker Threads: |255

Mews Maximumn Worker Threads: |255

[~ Set this maximum worker threads for all SOL Server instances.

Cancel |

5 | Inthe New Maximum Worker Threads box, enter the new value.

6 | You can apply this changeto al SQL Server instances, or you can

make this change individually for other SQL Server instances.

0 If youwant to apply this change to all SQL Server instances,
select the option labeled “ Set the maximum worker threads for
al SQL Server instances.”

O If you want to modify the maximum worker thread count for
another individual SQL Server instance, go to Step 1.

7 | Click OK to close the dialog box.

Result: Inthe Modify SQL Server Maximum Worker Threads
Parameter screen, the value New Max Worker Threads column is
updated to reflect the new setting you specified.

Note
The instances whose values you modified will be restarted when you
click Finish in the Completing the Configuration Wizard screen.

8 | If you want to modify the maximum SQL Server worker threads for
another SQL Server instance, repeat Step 4 through Step 7.

350 Using the Modify SQL Server Maximum Worker Threads Parameter screen



Using the Specify a Single SnapiInfo Directory screen

Use the Specify a Single Snaplnfo Directory screen to create one Snaplnfo
directory for all SQL Server instances and their associated databases.

Related topics:
0 “SQL Server configuration rules with SnapManager” on page 66

O o o o

“How databases are stored on NetApp storage system volumes’ on page 82
“Migrating SQL Server databasesto LUNS’ on page 87

“How SnapManager backup datais organized” on page 115

“Using the Where to Put the Default Snaplnfo Directory for Each SQL

Server Instance screen” on page 353

To create a default Snaplnfo directory for al the databasesin an SQL Server
instance, compl ete the following steps from within the Specify a Single Snaplnfo
Directory screen of the Configuration Wizard.

Step

Action

1

Inthe Disk List, locate the LUN on which you want the single
Snaplinfo directory to reside.

Note
The Configuration Wizard will allow you to create the Snaplnfo
directory only in valid locations. For more information, see “ SQL
Server database configuration restrictions enforced” on page 67.
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Step | Action

2 | Useany of the following methods to specify the location for the
Snaplnfo directory:

0 Select the LUN inthe Disk List, and then click the move (<=>)
button.

Double-click the LUN in the Disk List.

Type the full path name of the Snaplinfo directory in the Result
Snaplnfo Directory box.

Note
For moreinformation about any LUN in the Disk List, move the
mouse over the LUN name. This causes atooltip to appear and
display the |P address or host name of the NetApp storage system
and the name of the volume that houses the LUN.

Result: The Result Snaplnfo Directory box displaysthe path for the
Snaplnfo directory. Note that the default directory name is
SMSQL_Snapl nfo.

3 | If youwant to specify adifferent location or name, modify the
information in the Result Snaplnfo Directory box.

Note
The Configuration Wizard will allow you to create the Snaplnfo
directory only in valid locations. For more information, see “ SQL
Server database configuration restrictions enforced” on page 67.
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Using the Where to Put the Default Snapinfo Directory for Each
SQL Server Instance screen

Use the Where to Put the Default Snaplnfo Directory for Each SQL Server
Instance screen to create a default Snaplnfo directory for al the databasesin an
SQL Server instance.

Related topics:

0  “Using the Where to Put the Default Snaplnfo Directory for LUNs Shared
by Multiple Databases screen” on page 356

“Using the Where to Put the SnapInfo Directory for Each Database screen”
on page 359

“SQL Server configuration rules with SnapManager” on page 66

“How databases are stored on NetApp storage system volumes’ on page 82
“Migrating SQL Server databasesto LUNS’ on page 87

“How SnapManager backup data is organized” on page 115

O

O o o o

To create a default Snaplnfo directory for al the databasesin an SQL Server
instance, complete the following steps from the Where to Put the Default
Snaplnfo Directory for Each SQL Server Instance screen of the Configuration
Wizard.

Note
Later, in the Where to Put the Snaplnfo Directory for Each Database screen, you
will have the opportunity to override this setting for any individual database.

Step | Action

1 | Inthe unlabeled list, expand an SQL Server instance.

2 | Inthe Disk List, select the LUN on which you want to create the
default Snaplinfo directory for thisinstance.

Note
For moreinformation about any LUN in the Disk List, move the

mouse over the LUN name. This causes atooltip to appear and
display the |P address or host name of the NetApp storage system
and the name of the volume that houses the LUN.
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Step | Action

3 | Click the move (<=>) button.

Result: The Default SQL Server Snaplnfo Directory Path List
displays the path for the Snaplnfo directory.

Note
The Configuration Wizard will alow you to create the Snaplnfo
directory only in valid locations. For more information, see “ SQL
Server database configuration restrictions enforced” on page 67.

4 | If you want to unmap the SnaplInfo directory for a SQL Server
instance, do the following.

a. Inthe Default SQL Server Snaplnfo Directory Path List,
select the SQL Server instance.

b. Click Reconfigure.

Result: The LUN isremoved from the Default SQL Server
Snaplnfo Directory Path List. The LUN isreturned to thelist of
unconfigured database LUNS, and you can reassociate its Snaplnfo
directory with any available LUN.
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Step | Action

steps.

path.

Note

a. Inthe Default SQL Server Snaplnfo Directory Path List,
select the SQL Server instance for which you want to
change the location or name of the SnaplInfo directory.

b. Click Details.

The Default Snaplnfo Property dialog box appears and
displays the current location specified for the Snaplnfo
directory for the selected SQL Server instance.

c. Inthe New SnapInfo Directory Path box, enter the new

d. Click OK.

The dialog box closes, and the To column of the Default
SQL Server Snaplnfo Directory Path List displays the
updated path information.

5 | By default, the Snaplnfo directory name is SMSQ._Snapl nf o. If you
want to specify adifferent location or name, complete the following

The Configuration Wizard will alow you to create the Snaplnfo
directory only in valid locations. For more information, see “ SQL
Server database configuration restrictions enforced” on page 67.
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Using the Where to Put the Default Snapinfo Directory for LUNs
Shared by Multiple Databases screen

If you have multiple databases that reside on one or two LUNS, use the Where to
Put the Default Snaplnfo Directory for LUNSs Shared by Multiple Databases
screen to specify a common Snaplnfo directory for those databases.

Related topics:

0 “Using the Where to Put the Default Snaplnfo Directory for Each SQL
Server Instance screen” on page 353

O

“Using the Where to Put the SnapInfo Directory for Each Database screen”

on page 359

O o o o

“SQL Server configuration rules with SnapManager” on page 66

“How databases are stored on NetApp storage system volumes’ on page 82
“Migrating SQL Server databasesto LUNS’ on page 87

“How SnapManager backup data is organized” on page 115

To create acommon Snaplnfo directory for multiple databases that share one or
two LUNSs, complete the following steps from the Where to Put the Default
Snaplnfo Directory for LUNs Shared by Multiple Databases screen of the
Configuration Wizard.

Step

Action

1

Intheunlabeled list, select the LUN or LUNSsthat you want to map to
a shared Snaplnfo directory

In the Disk List, select the LUN to moveit to.

Click the move (<=>) button.

Result: The Virtual Disk Snaplnfo Directory Path List displaysthe
updated path information. The Snaplnfo directory for the databases
sharing the selected LUN or LUNswill be stored at this location
rather than at the default location for the SQL Server instance.

Note
The Configuration Wizard will allow you to create the Snaplnfo
directory only in valid locations. For more information, see “ SQL
Server database configuration restrictions enforced” on page 67.
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Step | Action

4 | If you want to unmap the Snaplnfo directory for multiple databases
that share one or two LUNS, do the following.

a. Inthe Virtua Disk Snaplnfo Directory Path List, select the
shared LUN.

b. Click Reconfigure.

c. If the databases share a second LUN, repeat the preceding
steps.

Result: The LUN isremoved from the Virtual Disk Snaplnfo
Directory Path List. The LUN is returned to the list of unconfigured
database LUNS, and you can reassociate its Snaplnfo directory with
any available LUN.
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Step | Action

5 | By default, the Snaplnfo directory name is SMSQ._Snapl nf o. If you
want to specify adifferent location or name, complete the following
steps.

a. Inthe Virtua Disk Snaplnfo Directory Path List, select the
LUN or LUNsfor which you want to change the location or
name of the Snaplnfo directory.

b. Click Details.

The Default Snaplnfo Property dialog box appears and
displays the current location specified for the Snaplnfo
directory for the databases that share the selected LUN or

LUNSs.

c. Inthe New Snapinfo Directory Path box, enter the new
path.

d. Click OK.

The dialog box closes, and the To column of the Virtual
Disk Snaplnfo Directory Path List displaysthe updated path
information.

Note
The Configuration Wizard will alow you to create the Snaplnfo
directory only in valid locations. For more information, see “ SQL
Server database configuration restrictions enforced” on page 67.
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Using the Where to Put the Snaplinfo Directory for Each Database
screen

In the Where to Put the Snaplnfo Directory for Each Database screen, you
specify adefault Snaplnfo directory location to be used by all the databasesin a
selected SQL Server instance. If you want to specify adifferent Snaplinfo
directory location for an individual database, use the Where to Put the Snaplnfo
Directory for Each Database screen to specify the location for that Snaplnfo
directory.

Related topics:

0 “Using the Where to Put the Default Snaplnfo Directory for Each SQL
Server Instance screen” on page 353

“Using the Where to Put the Default Snaplnfo Directory for LUNSs Shared
by Multiple Databases screen” on page 356

“SQL Server configuration rules with SnapManager” on page 66

“How databases are stored on NetApp storage system volumes’ on page 82
“Migrating SQL Server databasesto LUNS’ on page 87

“How SnapManager backup data is organized” on page 115

O

O o o o

To create a Snaplnfo directory for a specific database, complete the following
steps from the Customize Snaplnfo Directory (Per Database) screen of the
Configuration Wizard.

Step | Action

1 | Inthe unlabeled list, select the individual database that you want to
map to a dedicated Snaplnfo directory.

2 | IntheDisk Ligt, select the LUN on which you want to create the
Snaplnfo directory for the database.
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Step | Action

3 | Click the move (<=>) button.

Result: The Database Snaplnfo Directory Path List displaysthe
location at which the Snaplnfo directory will be created. The
Snaplnfo directory for the selected database will be stored at this
location rather than at the default location for the SQL Server
instance.

Note
The Configuration Wizard will alow you to create the Snaplnfo
directory only in valid locations. For more information, see “ SQL
Server database configuration restrictions enforced” on page 67.

4 | If you want to unmap the Snaplinfo directory for an SQL Server
database, do the following.

a. Inthe Database Snaplnfo Directory Path List, select the
SQL Server database.

b. Click Reconfigure.

Result: The mapping is removed from the Database Snaplnfo
Directory Path List. The SQL Server instance isreturned to thelist of
unconfigured SQL Server databases, and you can reassociate its
Snaplnfo directory with any available LUN.
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Step | Action

5 | By default, the Snaplnfo directory name is SMSQ._Snapl nf o. If you
want to specify adifferent location or name, complete the following
steps.

a. Inthe Database Snaplnfo Directory Path List, select the
database for which you want to change the location or name
of the SnaplInfo directory.

b. Click Details.

The Default Snaplnfo Property dialog box appears and
displays the current location specified for the Snaplnfo
directory for the selected database.

c. Inthe New SnapInfo Directory Path box, enter the new
path.

d. Click OK.

The dialog box closes, and the To column of the Database
Snaplnfo Directory Path List displays the new location for
the Snaplnfo directory for the selected database.

Note
The Configuration Wizard will alow you to create the Snaplnfo
directory only in valid locations. For more information, see “ SQL
Server database configuration restrictions enforced” on page 67.
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Using the Database Migration Options screen

362

Use the Database Migration Options screen to specify when you want to run the
DBCC command to verify your migrated databases. Additionally, you can
choose to delete the original database files after the migration operation finishes
successfully.

Related topics:
O “How SnapManager checks database integrity in backup sets’ on page 113
0 “Migrating SQL Server databasesto LUNS’ on page 87

O “Using the Database Verification Server and Account Authentication
screen” on page 336

To specify database migration options, complete the following steps from the
Database Migration Options screen of the Configuration Wizard.

Step | Action

1 | Select the options that specify when you want to run the DBCC
command to verify your migrated databases:

a. If youwant to verify the databases before the migration
begins, select the Run DBCC Physical Integrity Verification
Before Migration option.

This option is selected by default.

b. If you want to verify the databases after the migration
finishes, select the Run DBCC Physical Integrity
Verification After Mmigration option.

This option is deselected by default.

2 | If you want to delete the original database files after the migration
operation finishes successfully, select the Delete Copy of Migrated
Database at Original Location option.

Thisoption is selected by default.
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Tools for Managing Backup and Verification D

This section describes SnapM anager tools that can be used when managing
backup and database verification operations and that can only be accessed within
the context of abackup or a database verification operation. The following topics
are covered:

0 “Using the Run Command After Operation feature” on page 364
0 “Scheduling a backup job or a database verification job” on page 374

Note
Other SnapManager application settings can be configured or changed any time

after SnapManager has been installed. These settings are described in a different
section.

Related topics:
0  Chapter 7, “Understanding SnapManager Backup Sets,” on page 107
O Chapter 8, “Backing Up Databases Using SnapManager,” on page 125
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Using the Run Command After Operation feature

How you can launch
your own program
or script

364

SnapManager 1.5 for Microsoft SQL Server includes the ability to automatically
run your own program or script after a backup or database verification operation
finishes. Thisfeature, called Run Command After Operation, istypically used to
automatically archive a backup. See the following topics for more information:

O
o

O o o o

“How you can launch your own program or script” on page 364

“Command arguments pass information to your program or script” on
page 366

“Command arguments are operation specific” on page 367
“How to open the Run Command After Operation dialog box” on page 369
“Using the Run Command After Operation dialog box” on page 370

“Running a script from a UNC path on a Windows Server 2003 system” on
page 372

When you start a SnapManager backup or database verification operation, you
have the option to automatically run acommand after the operation is finished. If
you choose this option, you will be prompted to specify the following
information before the backup or database verification operation can begin:

1. The host system from which the command isto be run

2. Thefull path of the command that you want SnapManager to run after the

backup or database verification is finished

Any parameters that are to be passed to the command

Because the command (your own program or script) isinvoked from within
the context of a specific backup or database verification, you can pass the
command information about the components of that operation.

In your script, any occurrence of the text string %4 corresponds to the first
parameter passed; the text string %2 corresponds to the second parameter,
and so on.

After you have finished specifying the command and parameters, you can start
the backup or database verification operation.
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Note
The command or script isrun only after a successful backup or verification. If the

backup is not completed successfully, or if the verification fails, the command or
script is not run.
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Command The Run Command After Operation feature supports the following variables,

arguments pass which can pass operation-specific information to your program or script.
information to your
program or script Variable Description

$Sql Snapshot Expandsto the name of an SQL Server database snapshot.
Examples:

sql snap__winsrvr2__01-31-2005_15. 03. 09
sql snap__wi nsrvr2__recent

Note
The number of database snapshotsin a SnapM anager
backup set depends on the number of volumes used to
store the databases included in the backup.

$I nf oSnapshot Expands to the name of a Snaplnfo directory snapshot.
Examples:

sqlinfo__wnsrvr2__01-31-2005_15. 03. 09
sqlinfo__w nsrvr2__recent

$Snapl nf oNane Expands to the name of the Snaplnfo directory.
Examples:

W NSRVR2__recent
W NSRVR2_11-23-2004_16.21.07__Daily

Note
If you use this variable, you must also provide the correct
path to the directory.

$Snapl nf oPat h Expands to the name of the Snaplnfo subdirectory.

Example:

I :\ Net App SnapManager\ Snapl nf o\
SQ.__ W NSRVR2\ DB__Nort hwi nd
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Command
arguments are
operation specific

Variable Description

$LogBackupFi | e | Expands to the full path name of the transaction log
backup file.

Example:

I :\ Net App SnapManager\ Snapl nf o\
SQ._ WNSRVR2\ DB__Nort hwi nd\ LogBackup\ 11-01-
2004 13.34.59  Northwi nd. TRB

Note
Both the $Snapl nf oPat h and $LogBackupFi | e variables are automatically
enclosed within double quotes so that the actual path name can contain spaces
without affecting the script invocation on the Windows command line. If you do
not want the doubl e quotes to appear in your command line, remove them from
the Command Arguments field in the Run Command After Operation window.

Each SnapManager operation that supports the Run Command After Operation
feature (full backup, transaction log backup, and database verification) parses
only the variables that apply to the operation as you have specified it.

The following table shows which of the command variables are available to the
Run Command After Operation feature, depending on which SnapManager
operation is used to invoke the feature.

SnapManager operation that isused to invokethe
Run Command After Operation feature
Transactionlog | Verification of
Variable Full backup?! backup full backup?
$Sql Snapshot Parsed — Parsed
$I nf oSnapshot Parsed Parsed —
$Snapl nf oNane Parsed — Parsed
$Snapl nf oPat h Parsed Parsed Parsed
$LogBackupFi | e Parsed® Parsed —
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1. Full backup: In the case of multiple databases, repeat the arguments
passed for each database included in the backup.

2. Verification of full backup: In the case of multiple databases, repeat
the arguments passed for each database included in the verification.
Additionally, variables are parsed and replaced with the most recent
backup that is verified as part of thisjob.

3. Full backup with the Run Transaction Log Backup option selected:
The $LogBackupFi | e variableis parsed only when the transaction
logs are backed up after full backup.
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How to open the There are two ways to open the Run Command After Operation dialog box while

Run Command starting or scheduling a backup or database verification operation.
After Operation e
dialog box From the Backup and Verification tab: To open the Run Command After

Operation dialog box while specifying an operation in the Backup and
Verification tab, complete the following steps.

Step | Action

1 | Specify afull database backup, a transaction log backup, or a
database verification.

2 | Select the Run Command After Operation option.

3 | Click Backup Now or Verify Now.

Result: The Run Command After Operation dialog box appears and
displays the current default settings.

From the Backup Wizard: To open the Run Command After Operation
dialog box while specifying an operation in the Backup Wizard, complete the
following steps.

Step | Action

1 | Step through the wizard screens to specify afull database backup, a
transaction log only backup, or a database verification.

2 | Inthe Run a Command After the Operation screen, do the following:

a. Select the option labeled “ Yes, run a command after this
operation.”

b. Click Next.

Result: The Run Command After Operation dialog box appears and
displays the current default settings.

Note
If you want to simply change the default values specified in the Run Command
After Operation dialog box—without starting or scheduling a database backup,
transaction log only backup, or database verification—you can open the Run
Command After Operation dialog box from the Option menu. Thisis described
in “Run Command After Operation default settings’ on page 325.
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Using the Run
Command After
Operation dialog
box

370

From within the context of a SnapManager backup or verification operation, you
can use the Run Command After Operation dialog box to do the following:

O  Specify the details of the command:
0  The computer where you want to run the command (your own program
or script)
The full path to the command

The sequence of SnapManager variables that you want to passto the
command

0  Specify whether you want to save the current settings as the default settings

Note
If you want to simply change the default values specified in the Run Command
After Operation dialog box—without starting or scheduling a database backup,
transaction log only backup, or database verification—you can open the Run
Command After Operation dialog box from the Option menu. Thisis described
in “Run Command After Operation default settings’ on page 325.

To use the Run Command After Operation dialog box, complete the following
steps.

Step | Action

1 | Open the Run Command After Operation dialog box. For details, see
“How to open the Run Command After Operation dialog box” on
page 369.

2 | Inthe* Specify acomputer where...” box, enter or browse to the name
of the host on which your program or script resides.

3 | Inthe* Specify thefull path...” box, browse to your program or script.
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Step | Action

4 | Form the command input string in the Command Arguments box. You
can do this using any combination of the following methods:

O Toenter text directly into the Command Arguments box, click in
the box and type the desired text.

O To enter a SnapManager variable into the Command Arguments
box, do the following:

a. If necessary, click in the Command Arguments box to
position the cursor.

b. Inthe SnapManager Variables list, select the variable you
want to enter.

For more information, see “ Command arguments pass
information to your program or script” on page 366 and
“Command arguments are operation specific’” on page 367.

c. Click Select.

Note
Both the $Snapl nf oPat h and $LogBackupFi | e variables are
automatically enclosed within double quotes so that the actual
path name can contain spaces without affecting the script
invocation on the Windows command line. If you do not want the
double quotes to appear in your command line, remove them
from the Command Argumentsfield in the Run Command After
Operation dialog box.

5 | Repeat Step 4 as needed until the Command Arguments box contains
the arguments you want to pass to your program or script.

6 | If you want to save the current settings as the new default values,
select the Save as default option.

7 | Click OK to apply your changes and close the Run Command After
Operation dialog box.
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Running a script
from a UNC path on
a Windows Server
2003 system

372

If SnapManager is installed on a Windows Server 2003 system, then attempting
to launch a script from a UNC (Uniform Naming Convention) path might cause
SnapManager to hang. If this occurs, the log file shows no indication of the
failure other than it is missing the last line of text: “ The specified command has
been launched successfully.”

Windows Server 2003 ships with Internet Explorer's Enhanced Internet Explorer
Security Configuration enabled. This setting isrestrictive and prevents batch files
located on a network share from running. The network location will need to be
added to Internet Explorer'slist of trusted sites.

To run ascript from aUNC path on aWindows Server 2003 system, compl ete the
following steps.

Step | Action

1 | Log into the Windows Server 2003 system that will be running the

script.

O  Thissystem can be the same system that is running
SnapManager, or it can be a different server.

O You must log on using the same user account that SnapM anager
is configured to use.

For moreinformation, see “ SnapManager service account
requirements’ on page 21.

2 | Launch Internet Explorer.

3 | Inthe menu bar, select Tools > Internet Options.

Result: The Internet Options dialog box appears.

4 | Inthe Internet Options dialog box, do the following:
a. Select the Security tab.

b. Inthe Security tab, select the Local intranet icon, and then
click Sites.

Result: The Local Intranet dialog box appears.
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Step

Action

Inthe Local Intranet dialog box, do the following:

a. Inthe“Add this Web site to the zone" box, enter the host
name of the machine from where the script will be
launched.

b. Click Add.
Result: The host nameis added to the Web Sites list.

Click Closeto close the Local Intranet dialog box.

Click OK to close the Internet Options dialog box.

To verify your changes, browse to the network location where the
script resides and launch the script.

Result: The script should now run normally without security
prompts.

Note
Although the script should run, it might actually fail to complete
properly because the SnapManager variables are not be passed to the
script in this test.
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Scheduling a backup job or a database verification job

Choosing a
schedule service

Using the Schedule
Job dialog box

374

When you specify a SnapManager backup or SnapManager verification
operation, you can start the operation immediately or you can schedule the
operation to run at alater time. This topic describes how to schedule a backup or
verification job for alater time. See the following topics for more information:

0 “Choosing a schedule service” on page 374
0 “Using the Schedule Job dialog box” on page 374

Related topics:

O “Creating afull database backup using SnapManager” on page 128

0 “Creating atransaction log backup using SnapManager” on page 147
0 “Performing database verification using SnapManager” on page 162

You can use either of the following schedule services to schedule a backup or
database verification:

O SQL Server Agent
0 Windows Scheduled Task Wizard

Note
Some limitations apply to using SQL Server authentication as the security
authentication method to schedule the job. For more information, see “ About
SQL Server authentication” on page 310.

Use the Schedule Job dialog box to schedule a backup operation or a database
verification operation. The Schedule Job dialog box opens automatically when
you finish specifying the backup or verification operation if you have chosen the
option to schedule the operation to be run at alater time.

To use the Schedul e Job dialog box, complete the following steps from either the
Backup and Verification tab or from the Backup Wizard after you have specified
the details of the backup or verification operation.
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Step | Action

1 | Click Schedule.

2 | If the Run Command After Operation dialog box appears, specify the
command and then Click OK to close the dialog box.

For more information, see “ Using the Run Command After Operation
dialog box” on page 370.

Result: The Schedule Job dialog box appears.

3 | Inthe Schedule Job Name box, enter aname for your backup job.

4 | Specify what you want to do if a scheduled job of the same name
already exists.

If you want to... Then...

Overwrite the existing job Select the Replace Job if Exists
with this one option.

Be prompted to specify a Do not select the Replace Job if
different name Exists option.

5 | Inthe Select the Scheduling Service to Create Job panel, select the
schedule service you want to use.

Note
If you select SQL Server Agent and the service is stopped,
SnapManager will automatically start the SQL Server Agent service

for you.

If... Then...

You want to use the SQL Select the Replace Job if Exists
Server Agent option, then proceed to Step 6.

You want to use the Select the Windows Scheduled Task
Windows Scheduled Task option, then proceed to Step 10.
Wizard
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Step

Action

Using the SQL Server Agent

6

In the Server Name box, specify the name of the SQL Server instance
that you want to use to run this job.

If... Then...

You know the server name Click in the Server Name box and
enter the server host name.

You prefer to browsetothe | Click Browse to use abrowse dialog
server name box to select the server host name.

Click OK.

Result: The Properties dialog box appears for the job you are
specifying. Thisisan SQL Server Agent dialog box.

In the Properties dialog box, specify the parameters of your job
schedule:

O Whenthejobistorun
0 If you want the job to repeat, at what frequency

Click OK to close the Properties dialog box.

Result: The backup job will run at the times you specified in the
Properties dialog box. The backup scheduling process is compl ete.

Using the Windows Scheduled Task Wizard

10

In the Run As box, specify the SnapManager service account that you
want to use to run the Windows Scheduled Task Wizard for this job.

If... Then...

You know the domain and Click in the Run Asbox and enter the
user name account name.

You prefer to browsetothe | Click Browse to use a browse dialog
account name box to select the account name.

11

In the Password box and again in the Confirm password box, enter the
password for this user.
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Step | Action

12 | Click OK.

Result: The Schedule Job appears with the Schedule tab selected.
ThisisaWindows dialog box.

13 | Inthe Windows dialog box, specify the parameters of your job
schedule:

O Whenthejobistorun
O If you want the job to repeat, at what frequency

For information about using this Windows dialog box, see your
Microsoft Windows documentation.

14 | Click OK.

Result: The backup job will run at the times you specified in the
Schedule Job window. The backup scheduling process is compl ete.

Note
You can use the Control Panel to modify the schedule or cancel the
scheduled job.

Appendix D: Tools for Managing Backup and Verification 377



378 Scheduling a backup job or a database verification job



Configuring Post-Restore Database Recovery E

When you specify a database restore operation, you have several choices for the
states in which you want the restored databases to be | eft after the operation
finishes. This section describes these choices. The following topics are covered:

O “Understanding post-restore database recovery states’ on page 380
0  “Specifying the post-restore state of a single database” on page 381
O “Specifying the post-restore state of multiple databases’ on page 385

Related topics:
O “Restoring using the SnapManager Restore Wizard” on page 209
0 “Restoring using the SnapManager Restore tab” on page 202
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Understanding post-restore database recovery states

The following table describes the post-restore database states from which you
can choose.

Database state Description

Operational All of the following apply:
O No additional transaction logs can be restored.
0 Thedatabase isready to use.

This database state is selected by default.

Non-Operational | Additional transaction logs can be restored.

Read-Only All of the following apply:
O Additional transaction logs can be restored.

0 Theundo file enabled. If additional transaction logs
arerestored, any changes can be rolled back in case
the restoration of the transaction log is unsuccessful.
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Specifying the post-restore state of a single database

Specifying single-
database recovery
state from the
SnapManager
Restore tab

When specifying a single-database restore operation, you can choose the state
that you want the database to be | ft in after the restore operation finishes. Seethe
following topics for more information:

0 “Specifying single-database recovery state from the SnapManager Restore
tab” on page 381

O “Specifying single-database recovery state from within the Restore Wizard’
on page 382

If you are performing a multiple-database restore operation, see “ Specifying the
post-restore state of multiple databases’ on page 385.

Related topics:

O “Understanding SnapManager Restore” on page 190

0 “Performing arestore” on page 199

When using the SnapManager Restore tab to restore a single database, you use
the Restore Option dialog box to specify the state in which the database isto be
|eft after the restore operation finishes.

To specify the database post-restore state for a single-database restore operation
started using the SnapManager Restore tab, complete the following steps.

Step | Action

Open the Restore Option dialog box.

1 | From the SnapManager Restore tab, open the Restore Option dialog
box.

a. Specify asingle-database restore operation.

Thisisdescribed in “Restoring using the SnapM anager
Restore tab” on page 202.

b. Asdescribed in Step 13 of that procedure, click Restore
when you are ready to start the restore operation.

Result: The Restore Option dialog box appears and prompts you to
select the post-backup state for the database.
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Step | Action

Specify the post-restore database state.

2 | Select the state that you want the database to be |eft in after the

restore operation finishes:

0 Leave database operational, but unavailable for restoring
additional transaction logs.

O Leave database nonoperational, but available for restoring
additional transaction logs.

0 Leave database in read-only mode and available for restoring
additional transaction logs.

For descriptions of these options, see “ Understanding post-restore

database recovery states’ on page 380.

3 | If you selected “Leave database read-only and able to restore
additional transaction logs,” you must also specify the undo file.

You can either type the file namein the Undo File box or click “..."” to
browse to the file.

4 | Click OK to close the dialog box.

Start the single-database restore oper ation.

5 | Continuewith Step 14 in the procedure described in “ Restoring using
the SnapManager Restore tab” on page 202.

Specifying single- When using the Restore Wizard to restore a single database, you use the Database
database recovery State After the Restore screen to specify the state that you want the database to be
state from within left in after the restore operation finishes.

the Restore Wizard , . )
To specify the database post-restore state for a single-database restore operation

started using the Restore Wizard, complete the following steps.
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Step | Action

Open the Database State After the Restore screen.

1 | Step through the Restore Wizard screens, specifying asingle-
database restore operation, until you reach the Database State After
the Restore screen.

Thisis described in “Restoring using the SnapManager Restore
Wizard” on page 209. Step 6 of that procedure lists the names of the
Restore Wizard screens.

Result: The Database State After the Restore screen promptsyou to
choose the post-backup state for the databases.

Specify the post-restore database state.

2 | Inthe Database State After the Restore screen, select the state that

you want the database to be |eft in after the restore operation is

finished:

O Leave databases operational, but unavailable for restoring
additional transaction logs.

0 Leave database nonoperational, but available for restoring
additional transaction logs.

O Leave database in read-only mode and available for restoring
additional transaction logs.

For descriptions of these options, see “Understanding post-restore
database recovery states’ on page 380.

3 | If you selected the “ L eave database nonoperational...” option or the
“L eave database read-only...” option, you must a so specify the undo
file.

You can either type thefile namein the Undo Filebox or click “...” to
browse to thefile.

4 | To apply your settings and proceed to the next screen of the Restore
Wizard, click Next.

Result: The Restore wizard displays the Restored Database Name
screen.
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Step | Action

Finish specifying the single-database restore oper ation.

5 | Continue with Step 6 in the procedure described in “Restoring using
the SnapManager Restore Wizard” on page 209.
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Specifying the post-restore state of multiple databases

When specifying amultiple-database restore operation, you can choose the states
that you want each of the databases to be left in after the restore operation
finishes. See the following topics for more information:

0 “Specifying multiple-database recovery state from the SnapManager Restore
tab” on page 385

O “Specifying multiple-database recovery state from within the Restore
Wizard” on page 387

If you are performing a single-database restore operation, see “ Specifying the
post-restore state of asingle database” on page 381.

Related topics:

O “Understanding SnapManager Restore” on page 190

0 “Performing arestore” on page 199

Specifying multiple-  When using the SnapManager Restore tab to restore multiple databases, you use
database recovery the Multiple Databases Restore Option dialog box to specify the statesin which

state from the the databases are to be | eft after the restore operation finishes.
SnapManager . . .
Restore tab To specify database recovery states for a multiple-database restore operation

started using the SnapManager Restore tab, complete the following steps.

Step | Action

Open the Multiple Databases Restore Options dialog box.

1 | From the SnapManager Restore tab, open the Multiple Databases
Restore Options dial og box.

a. Specify amultiple-database restore operation.

Thisisdescribed in “Restoring using the SnapM anager
Restore tab” on page 202.

b. Asdescribed in Step 13 of that procedure, click Restore
when you are ready to start the restore operation.

Result: The Multiple Databases Restore Optionsdialog box appears
and prompts you to choose the post-backup state for the databases.
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Step | Action

Specify the post-restore database state.

2 | Select the state that you want the database to be |eft in after the

restore operation finishes.

0 Leave databases operational. No additional transaction logs can
be restored.

O Leave databases nonoperational but able to restore additional
transaction logs.

O Leave databases read-only and able to restore additional
transaction logs.

For descriptions of the database recovery states, see “Understanding
post-restore database recovery states’ on page 380.

If... Then...

All the databases areto be | Leave the“Leave databases
operational operational...” option selected.

All of the databases areto | Select the “Leave databases
be nonoperational nonoperational...” option.

Some of the databases are 1. Select the “Leave databases
to be operational, and operational...” option.
other databases are to be

, 2. Inthe databaselist in the middle
nonoperational

of the dialog box, deselect any
databases that are to be
operational.

All the databases areto be | Select the “ L eave databases read-
read-only only...” option.

3 | If you selected the “ L eave databases nonoperational...” option or the
“L eave databases read-only...” option, you must also specify the
directory that contains the undo file.

You can either type the directory name in the Undo File box or click
“..." to browse to the directory.
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Step | Action

Confirm restore options.

4 | Click to activate the Confirm Restore Options Sel ected tab.

Result: The Confirm Restore Options Selected tab displays the
restore options currently in effect.

5 | Review all of the restore options shown in the tab.

If you want to... Then...
Modify any of the Click Cancel to close the dialog box.
currently specified restore

Modify any restore options (as
described in “ Restoring using the
SnapManager Restore tab” on

page 202) before proceeding with the
restore operation.

options

Proceed with the restore Click OK to close the dialog box.
operation with the
currently specified restore
options

Start the multiple-database restor e oper ation.

6 | Continuewith Step 14 in the procedure described in “ Restoring using
the SnapManager Restore tab” on page 202.

Specifying multiple-  When using the Restore Wizard to restore multiple databases, you use the
database recovery Database State After the Restore screen to specify the state that you want the
state from within database to be | eft in after the restore operation finishes.

the Restore Wizard ) )
To specify the database post-restore state for a multiple-database restore

operation started using the Restore Wizard, complete the following steps.
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Step | Action

Open the Database State After the Restore screen.

1 | Step through the Restore Wizard screens, specifying a multiple-
database restore operation, until you reach the Database State After
the Restore screen.

Thisis described in “Restoring using the SnapManager Restore
Wizard” on page 209. Step 6 of that procedure lists the names of the
Restore Wizard screens.

Result: The Database State After the Restore screen promptsyou to
choose the post-backup state for the databases.
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Step

Action

Specify the post-restore database state.

2

Select the state that you want the database to be |eft in after the

restore operation finishes.

0 Leave databases operational. No additional transaction logs can

be restored.

O Leave databases nonoperational but able to restore additional

transaction logs.

O Leave databases read-only and able to restore additional

transaction logs.

For descriptions of the database recovery states, see “Understanding

post-restore database recovery states’ on page 380.

If...

Then...

All the databases are to be
operational

Leave the “Leave databases
operational...” option selected.

All of the databases are to
be nonoperational

Select the “ L eave databases
nonoperational...” option.

Some of the databases are
to be operational, and
other databases are to be
nonoperational

1. Select the “Leave databases
operational...” option.

2. Inthedatabaselist in the middle
of the dialog box, deselect any
databases that are to be
operational.

All the databases are to be
read-only

Select the “ L eave databases read-
only...” option.

If you selected the “ L eave databases nonoperational...” option or the

“L eave databases read-only...” option, you must also specify the
directory that contains the undo file.

You can either type the directory name in the Undo File box or click

“..." to browse to the directory.
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Step | Action

4 | To apply your settings and proceed to the next wizard screen, click
Next.

Result: The Restore Wizard displays the Restored Database Name
screen.

Finish specifying the single-database restore oper ation.

5 | Continue with Step 6 in the procedure described in “Restoring using
the SnapManager Restore Wizard” on page 209.
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