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Copyright and trademark information

Copyright information

Copyright © 1994-2007 Network Appliance, Inc. All rights reserved. Printed in the U.S.A.
Copyright © 1998-2001 The OpenSSL Project. All rights reserved.

No part of this document covered by copyright may be reproduced in any form or by any
means—graphic, electronic, or mechanical, including photocopying, recording, taping, or
storage in an electronic retrieval system—without prior written permission of the copyright
owner.

Portions of this product are derived from the Berkeley Net2 release and the 4.4-Lite-2 release,
which are copyrighted and publicly distributed by The Regents of the University of California.

Copyright © 1980-1995 The Regents of the University of California. All rights reserved.

Software derived from copyrighted material of The Regents of the University of California and
Carnegie Mellon University is subject to the following license and disclaimer:

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

Redistributions of source code must retain the above copyright notices, this list of conditions,
and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notices, this list of
conditions, and the following disclaimer in the documentation and/or other materials provided
with the distribution.

All advertising materials mentioning features or use of this software must display the following
acknowledgment:

This product includes software developed by the University of California, Berkeley and its
contributors.

Neither the name of the University nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS “AS IS”
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA,
OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

The name and trademarks of copyright holders may NOT be used in advertising or publicity
pertaining to the software without specific, written prior permission. Title to copyright in this
software and any associated documentation will at all times remain with copyright holders.

Software derived from copyrighted material of Network Appliance, Inc. is subject to the
following license and disclaimer:
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Network Appliance reserves the right to change any products described herein at any time, and
without notice. Network Appliance assumes no responsibility or liability arising from the use of
products described herein, except as expressly agreed to in writing by Network Appliance. The
use and purchase of this product do not convey a license under any patent rights, trademark
rights, or any other intellectual property rights of Network Appliance.

The product described in this manual may be protected by one or more U.S.A. patents, foreign
patents, or pending applications.

RESTRICTED RIGHTS LEGEND: Use, duplication, or disclosure by the government is
subject to restrictions as set forth in subparagraph (c)(1)(ii) of the Rights in Technical Data and
Computer Software clause at DFARS 252.277-7103 (October 1988) and FAR 52-227-19 (June
1987).

Portions Copyright © 2003 Boost software. All rights reserved. Boost Software License—
Version 1.0—August 17th, 2003

Permission is hereby granted, free of charge, to any person or organization obtaining a copy of
the software and accompanying documentation covered by this license (the “Software”) to use,
reproduce, display, distribute, execute, and transmit the Software, and to prepare derivative
works of the Software, and to permit third-parties to whom the Software is furnished to do so,
all subject to the following:

The copyright notices in the Software and this entire statement, including the above license
grant, this restriction and the following disclaimer, must be included in all copies of the
Software, in whole or in part, and all derivative works of the Software, unless such copies or
derivative works are solely in the form of machine-executable object code generated by a source
language processor.

THE SOFTWARE IS PROVIDED “AS IS,” WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE AND NON-
INFRINGEMENT. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR ANYONE
DISTRIBUTING THE SOFTWARE BE LIABLE FOR ANY DAMAGES OR OTHER
LIABILITY, WHETHER IN CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT
OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS
IN THE SOFTWARE.

Copyright © 1994 The Regents of the University of Michigan. All rights reserved.

Redistribution and use in source and binary forms are permitted provided that this notice is
preserved and that due credit is given to the University of Michigan at Ann Arbor. The name of
the University may not be used to endorse or promote products derived from this software
without specific prior written permission. This software is provided “as is” without express or
implied warranty.

Copyright © 1979, 1980, 1983, 1986, 1988-1989, 1991, 1992-1994 The Regents of the
University of California. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.
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All advertising materials mentioning features or use of this software must display the following
acknowledgement:

This product includes software developed by the University of California, Berkeley and its
contributors.

Neither the name of the University nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS “AS IS,”
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA,
OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

Portions of the software were created by Netscape Communications Corp.

The contents of those portions are subject to the Netscape Public License Version 1.0 (the
“License”); you may not use those portions except in compliance with the License. You may
obtain a copy of the License at http://www.mozilla.org/NPL/.

Software distributed under the License is distributed on an “AS IS” basis, WITHOUT
WARRANTY OF ANY KIND, either express or implied. See the License for the specific
language governing rights and limitations under the License.

The Original Code is Mozilla Communicator client code, released March 31, 1998.

The Initial Developer of the Original Code is Netscape Communications Corp. Portions created
by Netscape are Copyright © 1998 Netscape Communications Corp. All rights reserved.

Copyright © 1998-2001 Ralf S. Engelschall. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the
following acknowledgment:

“This product includes software developed by Ralf S. Engelschall
<rse @engelschall.com> for use in the mod_ssl project (http://www.modssl.org/).”

4. The name “mod_ssl” must not be used to endorse or promote products derived from this
software without prior written permission. For written permission, please contact
rse@engelschall.com.

5. Products derived from this software may not be called “mod_ssl” nor may “mod_ssl”
appear in their names without prior written permission of Ralf S. Engelschall.
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6. Redistributions of any form whatsoever must retain the following acknowledgment:

“This product includes software developed by Ralf S. Engelschall
<rse @engelschall.com> for use in the mod_ssl project (http://www.modssl.org/).”

THIS SOFTWARE IS PROVIDED BY RALF S. ENGELSCHALL “AS IS,” AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL RALF S. ENGELSCHALL OR HIS
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA,
OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

Copyright © 1998-2002 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the
following acknowledgment:

“This product includes software developed by the OpenSSL Project for use in the
OpenSSL Toolkit. (http://www.openssl.org/)

4. The names “OpenSSL Toolkit” and “OpenSSL Project” must not be used to endorse or
promote products derived from this software without prior written permission. For written
permission, please contact openssl-core @openssl.org.

5. Products derived from this software may not be called “OpenSSL” nor may “OpenSSL”
appear in their names without prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment:

“This product includes software developed by the OpenSSL Project for use in the
OpenSSL Toolkit (http://www.openssl.org/).”

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS,” AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA,
OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.
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This product includes cryptographic software written by Eric Young (eay @cryptsoft.com).
This product includes software written by Tim Hudson (tjh@cryptsoft.com).

Copyright © 1995-1998 Eric Young (eay @cryptsoft.com). All rights reserved.

This package is an SSL implementation written by Eric Young (eay @cryptsoft.com). The
implementation was written so as to conform with Netscape's SSL.

This library is free for commercial and noncommercial use as long as the following conditions
are adhered to. The following conditions apply to all code found in this distribution, be it the
RC4, RSA, lhash, DES, etc., code; not just the SSL code. The SSL documentation included with
this distribution is covered by the same copyright terms except that the holder is Tim Hudson
(th@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be
removed. If this package is used in a product, Eric Young should be given attribution as the
author of the parts of the library used. This can be in the form of a textual message at program
startup or in documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the
following acknowledgment; The word 'cryptographic' can be left out if the routines from
the library being used are not cryptographic-related:

“This product includes cryptographic software written by Eric Young
(eay @cryptsoft.com).”

4. If you include any Windows-specific code (or a derivative thereof) from the apps directory
(application code), you must include an acknowledgment:

“This product includes software written by Tim Hudson (tjh@cryptsoft.com).”

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS IS,” AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA,
OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

The license and distribution terms for any publicly available version or derivative of this code
cannot be changed. That is, this code cannot simply be copied and put under another distribution
license (including the GNU Public License).

Portions of this product are Copyright © 1995 Tatu Ylonen <ylo@cs.hut.fi>, Espoo, Finland.
All rights reserved.

Copyright and trademark information



This file is part of the OpenSSH software, which contains no GPL code. All components of this
software are under a BSD license or a license more free than that.

Copyright and trademark information

1. The code I have written for this software can be used freely for any purpose. Any derived

versions of this software must be clearly marked as such, and if the derived work is
incompatible with the protocol description in the RFC file, it must be called by a name
other than “ssh” or “Secure Shell.” However, I am not implying to give any licenses to any
patents or copyrights held by third parties, and the software includes parts that are not
under my direct control. As far as I know, all included source code is used in accordance
with the relevant license agreements and can be used freely for any purpose (the GNU
license being the most restrictive); see below for details:

[Editor's Note: None of the software components he lists are still relevant; all these
restrictively licensed software components have been removed from OpenSSH.]

- RSA [No longer included, found in the OpenSSL library]

- IDEA [No longer included, its use is deprecated]

- DES [Now external, in the OpenSSL library]

- GMP [No longer used, and instead BN code is called from OpenSSL]
- ZIlib [Now external, in a library]

- The make-ssh-known-hosts script [No longer included]

- TSS [No longer included]

- MD5 [Now external, in the OpenSSL library]

- RC4 support [Replaced by ARC4 support from OpenSSL]

- Blowfish [Now external, in the OpenSSL library]

Note that any information and cryptographic algorithms used in this software are publicly
available on the Internet and at any major bookstore, scientific library, and patent office
worldwide. More information can be found, for example, at “http://www.cs.hut.fi/crypto”.
The legal status of this program is some combination of all these permissions and
restrictions. Use only at your own responsibility. You will be responsible for any legal
consequences yourself; I am not making any claims whether possessing or using this is
legal or not in your country, and I am not taking any responsibility on your behalf.

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO
WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY
APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING, THE
COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM “AS
IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE
ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS
WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE
COST OF ALL NECESSARY SERVICING, REPAIR, OR CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY
MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE
LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL,
INCIDENTAL, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS
OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED
BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE
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WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

. The 32-bit CRC implementation in crc32.c is due to Gary S. Brown. Comments in the file

indicate it may be used for any purpose without restrictions:

Copyright © 1986 Gary S. Brown. All rights reserved. You may use this program, or
code or tables extracted from it, as desired without restriction.

. The 32-bit CRC compensation attack detector in deattack.c was contributed by CORE SDI

S.A. under a BSD-style license. Ariel Futoransky <futo@core-sdi.com>.
<http://www.core-sdi.com>.

Cryptographic attack detector for ssh - source code
Copyright © 1998 CORE SDI S.A., Buenos Aires, Argentina. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that this copyright notice is retained.

THIS SOFTWARE IS PROVIDED “AS IS,” AND ANY EXPRESS OR IMPLIED
WARRANTIES ARE DISCLAIMED. IN NO EVENT SHALL CORE SDI S.A. BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY
OR CONSEQUENTIAL DAMAGES RESULTING FROM THE USE OR MISUSE OF
THIS SOFTWARE.

. ssh-keygen was contributed by David Mazieres under a BSD-style license.

Copyright © 1995, 1996 by David Mazieres <dm @lcs.mit.edu>. All rights reserved.

Modification and redistribution in source and binary forms is permitted provided that
due credit is given to the author and the OpenBSD project by leaving this copyright notice
intact.

. The Rijndael implementation by Vincent Rijmen, Antoon Bosselaers and Paulo Barreto is

in the public domain and distributed with the following license:
@version 3.0 (December 2000)
Optimised ANSI C code for the Rijndael cipher (now AES)
@author Vincent Rijmen <vincent.rijmen@esat.kuleuven.ac.be>
@author Antoon Bosselaers <antoon.bosselaers @esat.kuleuven.ac.be>
@author Paulo Barreto <paulo.barreto @terra.com.br>
This code is hereby placed in the public domain.

THIS SOFTWARE IS PROVIDED BY THE AUTHORS “AS IS,” AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHORS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

. One component of the ssh source code is under a 4-clause BSD license, held by the

University of California, since we pulled these parts from original Berkeley code. The
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Regents of the University of California have declared that term 3 is no longer enforceable
on their source code, but we retain that license as is.

Copyright © 1983, 1990, 1992, 1993, 1995 The Regents of the University of California.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the
following acknowledgement:

“This product includes software developed by the University of California, Berkeley
and its contributors.”

4. Neither the name of the University nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS “AS
IS,” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

. Remaining components of the software are provided under a standard 2-term BSD license

with the following names as copyright holders:
Markus Friedl

Theo de Raadt

Niels Provos

Dug Song

Aaron Campbell

Damien Miller

Kevin Steves

Daniel Kouril

Per Allansson

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.



2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR “AS IS,” AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA,
OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT
OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

Data Tips portion of the code made available under a BSD license. Copyright © 2002-2006, S.
Kelvin, all rights reserved.

LicenseXStream is open source software, made available under a BSD license. Copyright ©
2003-2005, Joe Walnes, all rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

Neither the name of XStream nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND
CONTRIBUTORS “AS IS,” AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS
BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT
OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

License Agreement for Commercial Use of Synthetica Look and Feel Software

This Agreement (“License”) is between JAVASOFT Software Engineering, a German company
(“Licensor”), and the customer (“Licensee”) identified on the electronic order form submitted
on behalf of Licensee (the “Order Form”). In consideration of the mutual promises, covenants,
and conditions contained herein, the sufficiency of which is hereby acknowledged, the parties
agree as follows:

1. License Grant. “Licensed Software” means a complete and unchanged copy of the object
code version of the Synthetica software identified in the Order Form and posted on a
download page of the Synthetica web site (the “Download Page”) made available to
Licensee immediately after payment as provided in Section 4. Subject to payment and the
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other terms and conditions hereof, Licensor grants to Licensee a limited, non-exclusive
and non-transferable right to:

(a) make one copy of the Licensed Software for each license purchased (each, a “Licensed
Copy™);

(b) compile and/or link each Licensed Copy to one copy of the Licensee software
identified in the Order Form (the “Licensee Application”) without modifying the Licensed
Software (each, an “Integrated Product”); and

(c) load and use the Licensed Copy portion of an Integrated Product on unlimited
machines or instruments in the operating system environment(s), and on the hardware
platform(s) specified in the Order Form, and solely for running the Licensee Application.
“Use” means operation by one person for internal business purposes in accordance with
the terms and conditions hereof. Licensed

Copies shall be deemed accepted by Licensee immediately upon download. Licensee may
make one additional copy of each Licensed Copy for backup and archival purposes only.

. Transfer. Only after Licensee has linked or compiled a Licensed Copy as permitted in

Section 1, Licensee may transfer to a third party (the “Transferee”) the right to use such
copy as described in Section 1. As a condition to any such transfer: (a) Licensee must
deliver the Licensed Copy and any backup copy to the Transferee along with a copy of this
License (including the Sales Order); and (b) the Transferee must accept the terms and
conditions of this License. Any and all of Licensee's rights to a Licensed Copy shall
terminate upon transfer of the right to use such copy. A Transferee's rights are limited to
the use rights described in Section 1(c), and do not include the linking, compilation, or
copying rights (except for backup and archival copies) described in Section 1. If you did
not purchase this License directly from Licensor, then you are a Transferee. Licensee and
any Transferee must comply with all applicable export laws and regulations.

. Restrictions. Licensee may use the Licensed Software only as expressly provided in

Section 1. Without limiting the foregoing, Licensee shall not: (a) lease, license, use, make
available, distribute, or modify all or any part of the Licensed Software to any third party,
except as otherwise expressly permitted herein;

(b) use the Licensed Software to operate in or as a time-sharing, outsourcing, service
bureau, application service provider, or managed service provider environment; (c) lease,
license, use, make available, or distribute the Licensed Software as a general Look and
Feel, as a stand-alone application, or with applications other than the Licensee Application
under this License; (d) copy the Licensed Software onto any public or distributed network;
(e) distribute Integrated Products pursuant to a public or open source license; (f) port the
Licensed Software to any operating system other than as described in the Order Form; or
(g) change any proprietary rights notices which appear in the Licensed Software. Except
as otherwise provided in Section 2, the rights granted to Licensee herein are rights that
may be exercised solely by Licensee.

. Proprietary Rights. Licensee agrees that the copyright, patent, trade secrets, and all other

intellectual proprietary rights of whatever nature in the Licensed Software and related
documentation, including derivative works, are and shall remain the exclusive property of
Licensor and any third-party suppliers. Nothing in this License should be construed as
transferring any aspects of such rights to Licensee or any third party. Licensor reserves any
and all rights not expressly granted herein.

. Disclaimer of Warranties. THE LICENSED SOFTWARE IS LICENSED “AS IS,”

WITHOUT ANY WARRANTIES WHATSOEVER. LICENSOR EXPRESSLY
DISCLAIMS, AND LICENSEE EXPRESSLY WAIVES, ALL WARRANTIES,
WHETHER EXPRESS OR IMPLIED, INCLUDING WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, NON-
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INFRINGEMENT, SYSTEM INTEGRATION, NON-INTERFERENCE, AND
ACCURACY OF INFORMATIONAL CONTENT. LICENSOR DOES NOT WARRANT
THAT THE LICENSED SOFTWARE WILL MEET LICENSEE'S REQUIREMENTS
OR THAT THE OPERATION OF THE LICENSED SOFTWARE WILL BE
UNINTERRUPTED OR ERROR-FREE, OR THAT ERRORS WILL BE CORRECTED.
THE ENTIRE RISK OF THE LICENSED SOFTWARE'S QUALITY AND
PERFORMANCE IS WITH LICENSEE. Without limiting the generality of the foregoing
disclaimer, Licensee acknowledges that the Licensed Software is not specifically
designed, manufactured, or intended for use in the planning, construction, maintenance,
control, or direct operation of nuclear facilities, aircraft navigation, control, or
communication systems, weapons systems, or direct life support systems.

Indemnification. Licensee hereby indemnifies and agrees to defend Licensor against any
and all damages, judgments, and costs (including reasonable attorneys' fees) related to any
claim based upon: (a) an allegation that the Licensee Application infringes the intellectual
property of a third party; (b) use of the Licensed Software in a manner prohibited under
this License or in a manner for which the Licensed Software was not designed; (c)
integration or use of the Licensed Software with the Licensee Application (where use of
the Licensed Software alone would not infringe); (d) changes made by Licensee to the
Licensed Software (where use of unmodified Licensed Software would not infringe); (e)
changes made, or actions taken, by Licensor upon Licensee's direct instructions; or (f)
bodily injury, property damage, or any other damage or injury due to the use or inability to
use an Integrated Product.

Limitation of Liability. LICENSOR SHALL HAVE NO LIABILITY WITH RESPECT
TO ITS OBLIGATIONS UNDER THIS AGREEMENT OR OTHERWISE FOR
CONSEQUENTIAL, EXEMPLARY, SPECIAL, INDIRECT, INCIDENTAL, OR
PUNITIVE DAMAGES, INCLUDING (WITHOUT LIMITATION) ANY LOST
PROFITS OR LOST SAVINGS (WHETHER RESULTING FROM IMPAIRED OR
LOST DATA, SOFTWARE, OR COMPUTER FAILURE OR ANY OTHER CAUSE),
EVEN IF IT HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
NOTWITHSTANDING ANY OTHER PROVISION IN THIS AGREEMENT, THE
LIABILITY OF LICENSOR FOR ANY REASON AND UPON ANY CAUSE OF
ACTION SHALL BE LIMITED TO THE AMOUNT PAID TO LICENSOR BY
LICENSEE UNDER THIS AGREEMENT. THIS LIMITATION APPLIES TO ALL
CAUSES OF ACTION IN THE AGGREGATE, INCLUDING (WITHOUT
LIMITATION) BREACH OF CONTRACT, BREACH OF WARRANTY,
NEGLIGENCE, MISREPRESENTATIONS AND OTHER TORTS. THE PARTIES
AGREE THAT THE REMEDIES AND LIMITATIONS HEREIN ALLOCATE THE
RISKS BETWEEN THE PARTIES AS AUTHORIZED BY APPLICABLE LAWS. THE
LICENSE FEES ARE SET IN RELIANCE UPON THIS ALLOCATION OF RISK AND
THE EXCLUSION OF CERTAIN DAMAGES AS SET FORTH IN THIS
AGREEMENT.

Foxtrot portion Copyright © 2002-2005, Simone Bordet & Marco Cravero, all rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

*

*

Redistributions of source code must retain the above copyright notice, this list of
conditions, and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of
conditions, and the following disclaimer in the documentation, and/or other materials
provided with the distribution.

Neither the name of Foxtrot nor the names of the contributors may be used to endorse or
promote products derived from this software without specific prior written permission.
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THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND
CONTRIBUTORS “AS IS,” AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

JavaHelp Copyright © 1994-2006 Sun Microsystems, Inc., All rights reserved.
Binary Code License Agreement

1. LICENSE TO USE. Sun grants you a non-exclusive and non-transferable license for the
internal use only of the accompanying software and documentation and any error
corrections provided by Sun (collectively “Software”), by the number of users and the
class of computer hardware for which the corresponding fee has been paid.

2. RESTRICTIONS. Software is confidential and copyrighted. Title to Software and all
associated intellectual property rights is retained by Sun and/or its licensors. Except as
specifically authorized in any Supplemental License Terms, you may not make copies of
Software, other than a single copy of Software for archival purposes. Unless enforcement
is prohibited by applicable law, you may not modify, decompile, or reverse engineer
Software. You acknowledge that Software is not designed, licensed, or intended for use in
the design, construction, operation, or maintenance of any nuclear facility. Sun disclaims
any express or implied warranty of fitness for such uses. No right, title, or interest in or to
any trademark, service mark, logo, or trade name of Sun or its licensors is granted under
this Agreement.

3. LIMITED WARRANTY. Sun warrants to you that for a period of ninety (90) days from
the date of purchase, as evidenced by a copy of the receipt, the media on which Software is
furnished (if any) will be free of defects in materials and workmanship under normal use.
Except for the foregoing, Software is provided “AS IS”. Your exclusive remedy and Sun’s
entire liability under this limited warranty will be at Sun’s option to replace Software
media or refund the fee paid for Software.

4. DISCLAIMER OF WARRANTY. UNLESS SPECIFIED IN THIS AGREEMENT, ALL
EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS, AND WARRANTIES,
INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR
A PARTICULAR PURPOSE, OR NON-INFRINGEMENT ARE DISCLAIMED,
EXCEPT TO THE EXTENT THAT THESE DISCLAIMERS ARE HELD TO BE
LEGALLY INVALID.

5. LIMITATION OF LIABILITY. TO THE EXTENT NOT PROHIBITED BY LAW, IN NO
EVENT WILL SUN OR ITS LICENSORS BE LIABLE FOR ANY LOST REVENUE,
PROFIT, OR DATA, OR FOR SPECIAL, INDIRECT, CONSEQUENTIAL,
INCIDENTAL, OR PUNITIVE DAMAGES, HOWEVER CAUSED, REGARDLESS OF
THE THEORY OF LIABILITY, ARISING OUT OF OR RELATED TO THE USE OF
OR INABILITY TO USE SOFTWARE, EVEN IF SUN HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES. In no event will Sun's liability to you, whether in
contract, tort (including negligence), or otherwise, exceed the amount paid by you for
Software under this Agreement. The foregoing limitations will apply even if the above
stated warranty fails of its essential purpose.

Copyright and trademark information xiii



Xiv

JavaHelp™ 2.0 Supplemental License Terms

These supplemental license terms (“Supplemental Terms”) add to or modify the terms of the
Binary Code License Agreement (collectively, the “Agreement”). Capitalized terms not defined
in these Supplemental Terms shall have the same meanings ascribed to them in the Agreement.
These Supplemental Terms shall supersede any inconsistent or conflicting terms in the
Agreement, or in any license contained within the Software.

1. Software Internal Use and Development License Grant. Subject to the terms and
conditions of this Agreement, including, but not limited to Section 4 (Java Technology
Restrictions) of these Supplemental Terms, Sun grants you a non-exclusive, non-
transferable, limited license to reproduce internally and use internally the binary form of
the Software complete and unmodified for the sole purpose of designing, developing, and
testing your Java applets and applications intended to run on the Java platform
(“Programs”).

2. License to Distribute Software. In addition to the license granted in Section 1 (Software
Internal Use and Development License Grant) of these Supplemental Terms, subject to the
terms and conditions of this Agreement, including but not limited to Section 4 (Java
Technology Restrictions), Sun grants you a non-exclusive, non-transferable, limited
license to reproduce and distribute the Software in binary form only, provided that you (i)
distribute the Software complete and unmodified and only bundled as part of your
Programs, (ii) do not distribute additional software intended to replace any component(s)
of the Software, (iii) do not remove or alter any proprietary legends or notices contained in
the Software, (iv) only distribute the Software subject to a license agreement that protects
Sun's interests consistent with the terms contained in this Agreement, and (v) agree to
defend and indemnify Sun and its licensors from and against any damages, costs,
liabilities, settlement amounts, and/or expenses (including attorneys' fees) incurred in
connection with any claim, lawsuit, or action by any third party that arises or results from
the use or distribution of any and all Programs and/or Software.

3. License to Distribute Redistributables. In addition to the license granted in Section 1
(Software Internal Use and Development License Grant) of these Supplemental Terms,
subject to the terms and conditions of this Agreement, including but not limited to Section
3 (Java Technology Restrictions) of these Supplemental Terms, Sun grants you a non-
exclusive, non-transferable, limited license to reproduce and distribute those files
specifically identified as redistributable in the Software “README?” file
(“Redistributables”) provided that: (i) you distribute the Redistributables complete and
unmodified (unless otherwise specified in the applicable README file), and only
bundled as part of your Programs, (ii) you do not distribute additional software intended to
supersede any component(s) of the Redistributables, (iii) you do not remove or alter any
proprietary legends or notices contained in or on the Redistributables, (iv) you only
distribute the Redistributables pursuant to a license agreement that protects Sun's interests
consistent with the terms contained in the Agreement, and (v) you agree to defend and
indemnify Sun and its licensors from and against any damages, costs, liabilities,
settlement amounts and/or expenses (including attorneys' fees) incurred in connection
with any claim, lawsuit or action by any third party that arises or results from the use or
distribution of any and all Programs and/or Software.

4. Java Technology Restrictions. You may not modify the Java Platform Interface (“JPI”,
identified as classes contained within the “java” package or any subpackages of the “java”
package), by creating additional classes within the JPI or otherwise causing the addition to
or modification of the classes in the JPI. In the event that you create an additional class and
associated API(s) which (i) extends the functionality of the Java platform, and (ii) is
exposed to third-party software developers for the purpose of developing additional
software which invokes such additional API, you must promptly publish broadly an
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accurate specification for such API for free use by all developers. You may not create, or
authorize your licensees to create, additional classes, interfaces, or subpackages that are in

any way identified as “java”, “javax”, “sun” or similar convention as specified by Sun in
any naming convention designation.

5. Java Runtime Availability. Refer to the appropriate version of the Java Runtime
Environment binary code license (currently located at
http://www.java.sun.com/jdk/index.html) for the availability of runtime code which may
be distributed with Java applets and applications.

6. Trademarks and Logos. You acknowledge and agree as between you and Sun that Sun
owns the SUN, SOLARIS, JAVA, JINI, FORTE, and iPLANET trademarks and all SUN,
SOLARIS, JAVA, JINI, FORTE, and iPLANET-related trademarks, service marks, logos,
and other brand designations (“Sun Marks”), and you agree to comply with the Sun
Trademark and Logo Usage Requirements currently located at
http://www.sun.com/policies/trademarks. Any use you make of the Sun Marks inures to
Sun's benefit.

7. Source Code. Software may contain source code that is provided solely for reference
purposes pursuant to the terms of this Agreement. Source code may not be redistributed
unless expressly provided for in this Agreement. Some source code may contain
alternative license terms that apply only to that source code file.

8. Termination for Infringement. Either party may terminate this Agreement immediately
should any Software become, or in either party's opinion be likely to become, the subject
of a claim of infringement of any intellectual property right.

PuTTY Copyright © 1997-2001 Simon Tatham.

Portions copyright Robert de Bath, Joris van Rantwijk, Delian Delchev, Andreas Schultz, Jeroen
Massar, Wez Furlong, Nicolas Barry, Justin Bradford, and CORE SDI S.A.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the “Software”), to deal in the Software without restriction,
including without limitation the rights to use, copy, modify, merge, publish, distribute,
sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED “AS IS,” WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE COPYRIGHT HOLDERS BE LIABLE
FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

The Apache Software License, Version 2.0—You may obtain a copy of the License at
http://www.apache.org/licenses/LICENSE-2.0. See the License for the specific language
governing permissions and limitations under the License.

Copyright © 2000-2002 The Apache Software Foundation. All rights reserved. Redistribution
and use in source and binary forms, with or without modification, are permitted provided that
the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions, and the following disclaimer.
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2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions, and the following disclaimer in the documentation and/or other materials
provided with the distribution.

3. The end-user documentation included with the redistribution, if any, must include the
following acknowledgment:

“This product includes software developed by the Apache Software Foundation
(http://www.apache.org/).” Alternately, this acknowledgment may appear in the software
itself, if and wherever such third-party acknowledgments normally appear.

4. The names “Apache” and “Apache Software Foundation” must not be used to endorse or
promote products derived from this software without prior written permission. For written
permission, please contact apache @apache.org.

5. Products derived from this software may not be called “Apache,” nor may “Apache”
appear in their name, without prior written permission of the Apache Software
Foundation.

THIS SOFTWARE IS PROVIDED “AS IS,” AND ANY EXPRESSED OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE APACHE SOFTWARE FOUNDATION OR
ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

This software consists of voluntary contributions made by many individuals on behalf of the
Apache Software Foundation.

Portions of this software Copyright © 2004-2006 L2FProd.com. All rights reserved.

Swing Action Manager portions of this software Copyright © Michael Bushe
(sam.dev.java.net). All rights reserved.

log4j portions of this software Copyright © 1999-2006. All rights reserved.

For more information about the Apache Software Foundation, please see
<http://www.apache.org/>.

Portions of this software are based upon public domain software originally written at the
National Center for Supercomputing Applications, University of Illinois, Urbana-Champaign.

APACHE HTTP SERVER SUBCOMPONENTS:

The Apache HTTP Server includes a number of subcomponents with separate copyright notices
and license terms. Your use of the source code for the these subcomponents is subject to the
terms and conditions of the following licenses.

For the mod_mime_magic component: /mod_mime_magic: MIME type lookup via file magic
numbers.

Copyright © 1996-1997 Cisco Systems, Inc.
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This software was submitted by Cisco Systems to the Apache Group in July 1997. Future
revisions and derivatives of this source code must acknowledge Cisco Systems as the original
contributor of this module. All other licensing and usage conditions are those of the Apache
Group.

Some of this code is derived from the free version of the file command originally posted to
comp.sources.unix. Copyright info for that program is included below, as required.

This product includes software developed by The Apache Software Foundation
(http://www.apache.org/).

Portions of this software were developed at the National Center for Supercomputing
Applications (NCSA) at the University of Illinois at Urbana-Champaign.

Copyright © 1999-2004 Northwoods Software Corporation. All rights reserved.
Northwoods Software Corporation Software License Agreement

The JGo software and any and all enhancements, modifications, and/or extensions thereto
together with the accompanying documentation, (collectively known as the “Software”), is
owned by Northwoods Software Corporation and is protected by U.S.A. copyright laws,
international treaties, and other applicable laws; the Software includes, but is not limited to, one
or more of the following: source code, class files, jar files, zip files, sample programs, makefiles,
HTML files, PDF files, DOC files, text, and scripts. Therefore, Customer must treat the
Software as copyrighted, proprietary material, and shall not use or copy the Software except as
provided for in this License Agreement.

In consideration of Customer’s payment of each Single Computer License Fee (stated
elsewhere), Northwoods grants Customer a perpetual except as set forth herein, non-exclusive,
non-transferable, worldwide license to use the Software by a single user on a single computer
which is under Customer's sole control except as set forth herein and to distribute binary
versions of the Software in the manner and for the purposes set forth in this License Agreement.

Subject to the restrictions contained in this License Agreement, Customer MAY:

a) Make one copy solely for internal development purposes only. Such copy must remain
securely under Customer's control and must not be republished or distributed beyond the
Customer’s span of control.

b) Incorporate the class files, jar files, or zip files (“‘REDISTRIBUTABLES”) into software
application products that Customer develops.

¢) Modify the source code and incorporate the recompiled class files into software application
products that Customer develops.

d) Make and distribute copies of the REDISTRIBUTABLES as incorporated into software
application products that Customer develops provided that the Software, or other Northwoods
products, does not constitute a major portion of the value of Customer’s product.

¢) Use and modify the source code version of those portions of the Software that are identified
in the documentation as sample or example code (“SAMPLE CODE”), provided Customer does
not distribute the SAMPLE CODE, or any modified version of the SAMPLE CODE, in source
code form.

f) Make a reasonable number of copies of the Software or REDISTRIBUTABLES for backup or
recovery purposes.

2) Move the Software to another computer under the Customer’s control provided that the
original copy is removed.

Customer MUST:
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a) Comply with and ensure that its Distributors comply with U.S.A. and other government
export control regulations.

b) Ensure that its End Users and Distributors agree not to decompile, reverse compile, decrypt,
or disassemble the REDISTRIBUTABLES.

¢) Include the appropriate Government Restricted Rights legend specified below on all copies of
its products incorporating Northwoods technology in accordance with applicable FAR and
DFAR regulations.

d) Have all its employees and contractors who have access to the Software sign (or confirm they
have signed) an employee, contractor, or other agreement that obligates them to protect the
Software as confidential.

¢) Ensure that Distributors of its software products which include permitted parts of the
Software distribute same to End Users subject to a written or shrink wrap license meeting the
requirements defined in this Agreement.

f) Obtain a written license from its Distributors and End Users, which may be a shrink-wrap or
download license, which incorporates these same requirements (a)-(f).

g) Safeguard the Software as it does its own confidential information.

Notwithstanding any provisions in this License Agreement to the contrary, Customer MAY
NOT:

a) Distribute in any manner any of the source code, SAMPLE CODE, or documentation of the
Software except as combined with Customer's own source code pursuant to an escrow
agreement as protective of Customer and its licensors as any other Customer escrow agreement
and which permits use of the source code solely to service and maintain end users in the event
Customer materially fails to provide such services.

b) Use, copy, modify, merge, or compile all or any portion of the source code or object code or
REDISTRIBUTABLES of the Software except as expressly provided in this License
Agreement.

¢) Distribute any portion of the Software as a stand-alone product except as incorporated into a
Customer application containing substantial additional functionality.

d) Expose the interfaces of the Software through Customer’s application, including but not
limited to a bean or class library, etc.

e) Sublicense, rent, or lease the Software.

f) Disclose any source code of the Software to any person or entity who is not an employee, or
contractor of Customer subject to a contractual obligation to protect the Software.

g) Remove any copyright or other notices of Northwoods.

THE ABOVE WARRANTIES ARE CUSTOMER’S EXCLUSIVE WARRANTIES AND NO
OTHER WARRANTIES SHALL APPLY. NORTHWOODS SPECIFICALLY DISCLAIMS
ALL OTHER WARRANTIES INCLUDING, WITHOUT LIMITATION, ALL OTHER
EXPRESS AND IMPLIED WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE OR USE.
NORTHWOODS' WARRANTY DOES NOT APPLY TO CONDITIONS RESULTING FROM
IMPROPER USE, EXTERNAL CAUSES, OR MODIFICATIONS TO DELIVERABLES NOT
MADE BY NORTHWOODS OR ITS AGENTS.

LIMITATION OF LIABILITY
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NORTHWOODS' LIABILITY FOR ANY CAUSE WHATSOEVER UNDER THIS LICENSE
AGREEMENT, SHALL BE LIMITED TO THE LICENSE FEE PAID TO NORTHWOODS.
IN NO EVENT WILL NORTHWOODS BE LIABLE, WHETHER IN CONTRACT, TORT
(INCLUDING NEGLIGENCE), OR OTHERWISE, FOR ANY INDIRECT, INCIDENTAL,
LOSS OF DATA OR USE, LOST PROFITS, OR CONSEQUENTIAL DAMAGES
(INCLUDING LOST PROFITS OR BUSINESS INTERRUPTION EVEN IF NOTIFIED IN
ADVANCE OF SUCH POSSIBILITY) ARISING OUT OF OR PERTAINING TO THE
SUBJECT MATTER OF THIS LICENSE AGREEMENT. Some jurisdictions do not allow
exclusion or limitation of liability for consequential or incidental damages, so the above
limitation may not apply to you.

U.S.A. Government Restricted Rights

The Software and documentation are provided with RESTRICTED RIGHTS. Use, duplication,
or disclosure by the Government is subject to restrictions as set forth in subparagraph (C)(1)(ii)
of the Rights in Technical Data and Computer Software clause at DFARS 252.227-7013 or
subparagraphs (C)(1) and (2) of the Commercial Computer Software - Restricted Rights at 48
CFR 52.227-19, as applicable. Contractor / manufacturer is Northwoods Software Corporation,
142 Main St., Nashua, NH 03060.

JGoodies Binding: Copyright © 2002-2006 JGoodies Karsten Lentzsch. All rights reserved.
JGoodies Forms: Copyright © 2002-2006 JGoodies Karsten Lentzsch. All rights reserved.
JGoodies Looks: Copyright © 2001-2006 JGoodies Karsten Lentzsch. All rights reserved.
JGoodies Validation: Copyright © 2003-2006 JGoodies Karsten Lentzsch. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

4 Redistributions of source code must retain the above copyright notice, this list of
conditions, and the following disclaimer.

€ Redistributions in binary form must reproduce the above copyright notice, this list of
conditions, and the following disclaimer in the documentation and/or other materials
provided with the distribution.

4 Neither the name of JGoodies Karsten Lentzsch nor the names of its contributors may be
used to endorse or promote products derived from this software without specific prior
written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND
CONTRIBUTORS “AS IS,” AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS
BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT
OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Copyright © Ian F. Darwin, 1987. Written by Ian F. Darwin.

This software is not subject to any license of the American Telephone and Telegraph Company
or of the Regents of the University of California.
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Permission is granted to anyone to use this software for any purpose on any computer system,
and to alter it and redistribute it freely, subject to the following restrictions:

1. The author is not responsible for the consequences of use of this software, no matter how
awful, even if they arise from flaws in it.

2. The origin of this software must not be misrepresented, either by explicit claim or by
omission. Since few users ever read sources, credits must appear in the documentation.

3. Altered versions must be plainly marked as such, and must not be misrepresented as being
the original software. Since few users ever read sources, credits must appear in the
documentation.

4. This notice may not be removed or altered.

For the modules\mappers\mod_imap.c component: “macmartinized” polygon code Copyright ©
1992 Eric Haines, erich@eye.com. All rights reserved.

This software contains materials from third parties licensed to Network Appliance Inc., which is
sublicensed, and not sold, and title to such material is not passed to the end user. All rights
reserved by the licensors. You shall not sublicense or permit timesharing, rental, facility
management, or service bureau usage of the Software.

Portions developed by the Apache Software Foundation (http://www.apache.org/). Copyright ©
1999 The Apache Software Foundation. All rights reserved.

Portions of this product are derived from version 2.4.11 of the libxml2 library, which is
copyrighted by the World Wide Web Consortium.

Network Appliance modified the libxml2 software on December 6, 2001, to enable it to compile
cleanly on Windows, Solaris, and Linux. The changes have been sent to the maintainers of
libxml2. The unmodified libxml2 software can be downloaded from http://www.xmlsoft.org/.

Copyright © 1994-2002 World Wide Web Consortium, (Massachusetts Institute of Technology,
Institut National de Recherche en Informatique et en Automatique, Keio University). All Rights
Reserved. http://www.w3.org/Consortium/Legal/.

Software derived from copyrighted material of the World Wide Web Consortium is subject to
the following license and disclaimer:

Permission to use, copy, modify, and distribute this software and its documentation, with or
without modification, for any purpose and without fee or royalty is hereby granted, provided
that you include the following on ALL copies of the software and documentation or portions
thereof, including modifications, that you make:

The full text of this NOTICE in a location viewable to users of the redistributed or derivative
work.

Any pre-existing intellectual property disclaimers, notices, or terms and conditions. If none
exist, a short notice of the following form (hypertext is preferred, text is permitted) should be
used within the body of any redistributed or derivative code: “Copyright © [$date-of-software]
World Wide Web Consortium, (Massachusetts Institute of Technology, Institut National de
Recherche en Informatique et en Automatique, Keio University). All Rights Reserved.
http://www.w3.org/Consortium/Legal/”

Notice of any changes or modifications to the W3C files, including the date changes were made.
(We recommend you provide URLSs to the location from which the code is derived.)

THIS SOFTWARE AND DOCUMENTATION IS PROVIDED “AS IS,” AND COPYRIGHT
HOLDERS MAKE NO REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO, WARRANTIES OF MERCHANTABILITY OR
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FITNESS FOR ANY PARTICULAR PURPOSE OR THAT THE USE OF THE SOFTWARE
OR DOCUMENTATION WILL NOT INFRINGE ANY THIRD-PARTY PATENTS,
COPYRIGHTS, TRADEMARKS, OR OTHER RIGHTS.

COPYRIGHT HOLDERS WILL NOT BE LIABLE FOR ANY DIRECT, INDIRECT,
SPECIAL, OR CONSEQUENTIAL DAMAGES ARISING OUT OF ANY USE OF THE
SOFTWARE OR DOCUMENTATION.

The name and trademarks of copyright holders may NOT be used in advertising or publicity
pertaining to the software without specific, written prior permission. Title to copyright in this
software and any associated documentation will at all times remain with copyright holders.

DataFabric Manager uses unmodified open source code licensed under the GNU General Public
License v2 (GPL) and GNU Lesser General Public License v2.1 (LGPL). In compliance with
these licenses, RRDTool, licensed under the GPL, is available here:
http://people.ee.ethz.ch/~oetiker/webtools/rrdtool/; Pthreads-Win32, licensed under the LGPL,
is licensed here: http://sources.redhat.com./pthreads-win32/; Java Plug-in Framework Project,
Copyright © 2004-2006 JPF Team, All Rights Reserved, licensed under the LGPL, is licensed
here: http://jpf.sourceforge.net; and SwingLabs SwingX, licensed under the LGPL, is licensed
here: https://swingx.dev.java.net.

Software derived from copyrighted material of Network Appliance, Inc. is subject to the
following license and disclaimer:

Network Appliance reserves the right to change any products described herein at any time, and
without notice. Network Appliance assumes no responsibility or liability arising from the use of
products described herein, except as expressly agreed to in writing by Network Appliance. The
use or purchase of this product does not convey a license under any patent rights, trademark
rights, or any other intellectual property rights of Network Appliance.

The product described in this manual may be protected by one or more U.S.A. patents, foreign
patents, or pending applications.

RESTRICTED RIGHTS LEGEND: Use, duplication, or disclosure by the government is
subject to restrictions as set forth in subparagraph (c)(1)(ii) of the Rights in Technical Data and
Computer Software clause at DFARS 252.277-7103 (October 1988) and FAR 52-227-19 (June
1987).

Trademark information NetApp, the Network Appliance logo, the bolt design, NetApp—the Network Appliance
Company, DataFabric, Data ONTAP, FAServer, FilerView, FlexClone, FlexVol, Manage
ONTAP, MultiStore, NearStore, NetCache, SecureShare, SnapDrive, SnapLock, SnapManager,
SnapMirror, SnapMover, SnapRestore, SnapValidator, Snap Vault, Spinnaker Networks,
SpinCluster, SpinFS, SpinHA, SpinMove, SpinServer, SyncMirror, Topio, VFM, and WAFL are
registered trademarks of Network Appliance, Inc. in the U.S.A. and/or other countries.
Cryptainer, Cryptoshred, Datafort, and Decru are registered trademarks, and Lifetime Key
Management and OpenKey are trademarks, of Decru, a Network Appliance, Inc. company, in
the U.S.A. and/or other countries. gFiler, Network Appliance, SnapCopy, Snapshot, and The
evolution of storage are trademarks of Network Appliance, Inc. in the U.S.A. and/or other
countries and registered trademarks in some other countries. ApplianceWatch, BareMetal,
Camera-to-Viewer, ComplianceClock, ComplianceJournal, ContentDirector, ContentFabric,
EdgeFiler, FlexShare, FPolicy, HyperSAN, InfoFabric, LockVault, NOW, NOW NetApp on the
Web, ONTAPIL, RAID-DP, RoboCache, RoboFiler, SecureAdmin, Serving Data by Design,
SharedStorage, Simplicore, Simulate ONTAP, Smart SAN, SnapCache, SnapDirector,
SnapFilter, SnapMigrator, SnapSuite, SohoFiler, SpinMirror, SpinRestore, SpinShot, SpinStor,
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StoreVault, vFiler, Virtual File Manager, VPolicy, and Web Filer are trademarks of Network
Appliance, Inc. in the U.S.A. and other countries. NetApp Availability Assurance and NetApp
ProTech Expert are service marks of Network Appliance, Inc. in the U.S.A.

IBM, the IBM logo, AIX, and System Storage are trademarks and/or registered trademarks of
International Business Machines Corporation.

Apple is a registered trademark and QuickTime is a trademark of Apple Computer, Inc. in the
U.S.A. and/or other countries. Microsoft is a registered trademark and Windows Media is a
trademark of Microsoft Corporation in the U.S.A. and/or other countries. RealAudio,
RealNetworks, RealPlayer, RealSystem, RealText, and RealVideo are registered trademarks and
RealMedia, RealProxy, and SureStream are trademarks of RealNetworks, Inc. in the U.S.A.
and/or other countries.

Network Appliance is a licensee of the CompactFlash and CF Logo trademarks.
Network Appliance NetCache is certified RealSystem compatible.

All other brands or products are trademarks or registered trademarks of their respective holders
and should be treated as such.
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Preface

About this guide

Audience

Terminology
conventions in this
guide

Preface

This guide describes the installation and upgrade procedures for the following:
¢ DataFabric® Manager 3.6 server

This includes Operations Manager, the Web interface of DataFabric
Manager.

¢ NetApp® Management Console
This includes Performance Advisor and Protection Manager, as indicated in

Chapter 2, “Downloading and installing NetApp Management Console,” on
page 27.

¢ DataFabric Manager cluster with Microsoft® Cluster Server

DataFabric Manager software is optimized for Network Appliance® storage
systems and NetCache® appliances that operate with the Data ONTAP®
operating system. The information in this guide applies to all supported hardware
and software, as indicated in Chapter 1, “Before You Start,” on page 1.

This guide does not cover system or network administration topics. For
administration information, see the Operations Manager Administration Guide.

This guide is written for administrators and others interested in managing storage
systems, clusters, or NetCache appliances with DataFabric Manager.

This guide assumes the following:

¢ You are familiar with the Data ONTAP operating system software (and the
NetCache operating system, if you are managing NetCache appliances).

¢ You are familiar with Microsoft Cluster Server, if installing DataFabric
Manager on a cluster.

¢ You are familiar with the protocols (NFS, CIFS, or HTTP) you use for file
sharing or transfers.

¢ You are familiar with the client-side operating systems (UNIX® or
Windows®).

Storage systems that run Data ONTAP are sometimes also referred to as filers,
appliances, storage appliances, or systems. The terms used in DataFabric
Manager reflect some of these common usages.
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Path convention

Command
conventions

XXVi

When the term appliance is used in DataFabric Manager, the information applies
to all supported storage systems, NetCache appliances, NearStore® systems,
FAS appliances, and in some cases Fibre Channel switches.

When the term filer is used, it can refer to any supported storage system,
including FAS appliances or NearStore systems.

DataFabric Manager provides infrastructure services for various applications
through NetApp Management Console. Examples of management console
applications are Performance Advisor and Protection Manager. The DataFabric
Manager server is the Windows, Linux®, or Solaris® system on which
DataFabric Manager is installed. Services running on DataFabric Manager pass
data to the client applications that run in NetApp Management Console. The
Performance Advisor software allows viewing of historical and real-time
performance data collected from NetApp storage systems. The Protection
Manager interface simplifies the managing and monitoring of Snap Vault® and
SnapMirror® data protection relationships.

Operations Manager is the Web-based user interface of DataFabric Manager,
from which you can monitor and manage multiple storage systems, storage
system clusters, and NetCache appliances. Operations Manager is used for day-
to-day monitoring, alerting, and reporting on storage and NetCache
infrastructure.

In parenthetical references to paths leading to parts of Operations Manager, the
greater-than symbol (>) is used to point to the next interface element connecting
you to your final destination.

For example, File Systems > Views > Volume Growth means to select the File
Systems tab, open the Views drop-down list and select Volume Growth.

You can enter storage system commands on the system console or from any client
that can obtain access to the system using a Telnet session. In examples that
illustrate commands executed on a UNIX workstation, the command syntax and
output might differ, depending on your version of UNIX.
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Typographic
conventions

Keyboard
conventions

Preface

The following table describes the typographic conventions used in this guide.

Convention

Type of information

Italic type

Words or characters that require special attention.

Placeholders for information you must supply. For
example, the guide might say to enter the
following command:

dfm alarm destroy alarm-ids

You must enter the characters “dfm alarm
destroy” followed by the ID of the alarm you want
to destroy.

Book titles in cross-references.

Monospaced font

Command and daemon names.

Information displayed on the system console or
other computer monitors.

The contents of files.

Bold monospaced font

Words or characters you type. What you type is
always shown in lowercase letters, unless you
must type it in uppercase letters.

This guide uses capitalization and some abbreviations to refer to the keys on the
keyboard. The keys on your keyboard might not be labeled exactly as they are in

this guide.

What is in this guide... | What it means...

hyphen (-) Used to separate individual keys. For example,
Ctrl-D means holding down the Ctrl key while
pressing the D key.

Enter Used to refer to the key that generates a carriage
return; the key is named Return on some
keyboards.

type Used to mean pressing one or more keys on the
keyboard.
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What is in this guide... | What it means...

enter Used to mean pressing one or more keys and then
pressing the Enter key.
Special messages This guide contains special messages that are described as follows:
Note

A note contains information that is important for you to consider as you work
with the information in this guide.

Attention
An attention notice contains instructions that you must follow to avoid a system
crash, loss of data, or damage to the equipment.
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Before You Start

About this chapter

Chapter 1: Before You Start

This chapter provides you with the following information about DataFabric
Manager 3.6:

¢ “Installation and upgrade requirements” on page 2
¢ “Installation and upgrade issues” on page 10

You must read the information in this chapter prior to installing DataFabric
Manager software.



Installation and upgrade requirements

About the
requirements

Hardware and
software
requirements

Prior to installing or upgrading DataFabric Manager software, you must ensure
that you have met requirements in the following areas:

*

*
L 4
*

Hardware and software requirements
License requirements
Data ONTAP requirements

NetCache requirements

Your workstation or the DataFabric Manager server must meet the following
requirements before you install DataFabric Manager 3.6.

These requirements are recommended for environments with 1 to 25 nodes. For
more information about sizing guidelines, see the following section.

Windows 2000 and Windows 2003 servers

Hardware requirements Software requirements

*

*

*

Intel®-based PC with single 2- | ¢ Windows 2000 server

GHz CPU (Xeon® or (Service Pack 2 or later), 32-bit
Pentium® 4) ¢ Windows 2003 server,

4 GB of free disk space 32-bit

minimum, ¢ Windows 2003 server, 64-bit on
8 GB recommended x64 (in WOW64 mode)

1 GB of memory minimum

Installation and upgrade requirements



Windows 2003 servers on VMware® ESX server 3.0.1 or later

Hardware requirements

Software requirements

¢ Intel-based PC with single 2-
GHz CPU (Xeon or Pentium 4)

¢ 4 GB of free disk space
minimum,
8 GB recommended

¢ 1 GB of memory minimum

¢ Single dedicated network
interface

*

Windows 2003 server 32-bit
(Standard and Enterprise editions)

Solaris 9 and Solaris 10 servers

Hardware requirements

Software requirements

¢ Dual UltraSPARC IIIi
processor at 1.34 GHz (such as
Sun Fire™ V120 or V240)

¢ 4GB of free disk space
minimum,
8 GB recommended

¢ 2 GB of memory minimum

L 4
*

Solaris 9 SPARC
Solaris 10 SPARC

Linux workstation or server

Hardware requirements

Software requirements

¢ Intel-based PC with single 2-
GHz CPU (Xeon or Pentium 4)

¢ 4 GB of free disk space
minimum,
8 GB recommended

¢ 1 GB of memory minimum

*

*

Red Hat™ Enterprise Linux ES 3
(Update 3 or later) for x86, 32-bit

Red Hat Enterprise Linux AS 3
(Update 3 or later) for x86, 32-bit

Red Hat Enterprise Linux AS 4
(Update 3 or later) for x86, 32-bit
and 64-bit

SUSE® Linux Enterprise Server
9, (Service Pack 2 or later) for
x86, 32-bit and 64-bit

Chapter 1: Before You Start




Sizing guidelines

License
requirements

Browser

Software requirements

¢ Microsoft® Internet Explorer®
6.0 or later

& Mozilla® FireFox® 1.5 or later
& Mozilla Suite 1.7 or later

Note
DataFabric Manager 3.6 is not supported on Windows NT® 4.0, Windows XP,
Solaris 8, or distributions of Linux not listed in the preceding table.

DataFabric Manager 3.6 does not support VMware VMotion™ and VMware
High Availability features.

These requirements are for a DataFabric Manager installation with only basic
system monitoring enabled. If you enable additional features and monitor
additional objects, a more powerful platform will probably be required.
Examples of objects and features that might require a more powerful platform
include additional storage systems, qtrees, user quotas, and use of the Storage
Resource Management, Performance Advisor, Business Continuance Option, or
Protection Manager features.

You can view the DataFabric Manager Sizing Guide on the NetApp Web site at
http://www.netapp.com/library/tr/3440.pdf. This document provides information
that can help you determine the correct configuration for a system to host the
DataFabric Manager server.

You must have a valid Operations Manager license key to complete the
DataFabric Manager installation. You can access your license key from
http://now.netapp.com/licenses. After you have accessed the site, follow the
options provided to access license keys.

After you complete the installation, you can enter additional license keys on the
Options page in Operations Manager.

Installation and upgrade requirements



Note

The Operations Manager core license defines the DataFabric Manager system
serial number. All optional licenses must have the same serial number as the

Operations Manager license.

The following table lists the features supported for each license.

To use... Install this license... That enables these features...
Operations Operations Manager (core) ¢ Monitoring
Manager . s
£ (formerly known as DataFabric *  Reports
Manager Core license) <  Storage usage and availability, such as
gtrees, volumes, aggregates, LUNS,
Note and disks
Requu@d for all licensed +  Storage systems
Operations Manager X Fil ;
installations. Sets the maximum +  vhilerunits
number of appliances that the %  NetCache appliances
DataFabric Manager server can % Real-time streaming events
monitor in this installation. ¢ Managing
% Storage system configuration
< Scripts
% NetCache software and configuration
¢ Monitoring and managing storage system
clusters using Cluster Console
¢ Displaying historical and real-time
performance data using Performance
Advisor in NetApp Management Console
Protection Operations Manager, NetApp ¢ Policy-based data protection
Manager Management Console and ¢ Managing SnapVault and SnapMirror
Protection Manager (data relationships
protection) ¢ Managing Open Systems Snap Vault®
¢ Managing data protection schedules,
alarms, and groups
¢ Managing and monitoring resource pools
and data sets
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To use...

Install this license...

That enables these features...

File Storage

Operations Manager, and File

Tracking file system usage and capacity

Resource Manager | SRM Option information

(File SRM)

Business Operations Manager, and ¢ Backup Manager
Continuance Business Continuance Option

(BCO)

Configuring and scheduling disk-to-disk
backups of all systems enabled with
SnapVault, including Open Systems
Snap Vault

¢ Disaster Recovery Manager
% Monitoring SnapMirror relationships

%  Configuring and scheduling disk-to-
disk mirrors of all systems enabled
with SnapMirror

Storage Area
Network

Operations Manager, and
Storage Area Network Option

¢ Monitoring and managing SAN hosts and
FC switches

¢ Managing LUNs on Windows SAN hosts

Note

NetApp has announced the end of availability for the BCO and SAN licenses.
The DataFabric Manager customers should check with their NetApp sales
representative regarding other NetApp SAN management solutions.

Installation and upgrade requirements



Data ONTAP
requirements

Chapter 1: Before You Start

The following Data ONTAP requirements apply to DataFabric Manager 3.6.

To use... The system must be running...
Aggregate and flexible Data ONTAP 7.0 or later.
volume management features

Backup management features | Data ONTAP 6.4 or later.

Configuration management
features

Data ONTAP 6.5.1 or later.

Disaster Recovery features

Data ONTAP 6.2 or later to monitor
SnapMirror relationships.

Data ONTAP 6.5 or later to manage
SnapMirror® relationships.

Fibre Channel performance
monitoring features

Data ONTAP 6.4.

Fibre Channel switch
monitoring features

Data ONTAP 6.3 or later.

Performance Advisor features

Data ONTAP 6.5 or later.

Physical space monitoring
information

Data ONTAP 6.5 or later.

Monitoring SnapMirror
relationships

Data ONTAP 6.2 or later.

Managing SnapMirror
relationships

Data ONTAP 6.5 or later.

User quota editing feature

Data ONTAP 6.4 or later.

User quota editing feature for
vFiler™ units

Data ONTAP 6.5.1 or later.

User quota monitoring and
LUN monitoring

Data ONTAP 6.3 or later.

vFiler unit monitoring

Data ONTAP 6.5 or later.




NetCache
requirements

Note

For configuring multiple appliances across multiple Data ONTAP software
versions, a DataFabric Manager plug-in is required for the version of Data
ONTAP you are running. DataFabric Manager ships with the plug-ins for Data
ONTAP 6.5.1 and later. To list the versions of the plug-ins for Data ONTAP, use
the dfm plugin list command at the command line.You do not need to
download a plug-in unless you are using a different version of Data ONTAP.

The following NetCache requirements apply to DataFabric Manager 3.6.

To use...

The NetCache appliances must
be running...

Monitoring and managing NetCache
appliances

NetCache 5.0 or later.

NetCache configuration management
and the NetCache software upgrade
features

NetCache 5.3.1 or later.

Distribution Management feature

NetCache 5.4R2 or later.

Appliance-initiated discovery feature

NetCache 5.4R2 or later.

Installation and upgrade requirements
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Note
For multiple-appliance configurations across multiple NetCache software
versions, DataFabric Manager must include a plug-in for NetCache 5.3.1 and
later.

NetCache 5.3 configurations must be upgraded to later versions after installing
DataFabric Manager.

For Windows and Solaris platforms, DataFabric Manager ships with the plug-ins
for NetCache 5.3.1 and later.

For Linux platforms, DataFabric Manager ships with the plug-ins for NetCache
6.0 and later.

To list the versions of the plug-ins for NetCache, use the dfm plugin list
command at the command line. You do not need to download a plug-in unless
you will be using a different version of NetCache.




Installation and upgrade issues

About this section

Deploying
DataFabric Manager
software

Upgrading from
DataFabric Manager
3.5 or earlier

Upgrading from
DataFabric Manager
3.30r3.4t03.50r
later

Upgrading from
DataFabric Manager
3.2 or earlier

10

With every release of DataFabric Manager, it is recommended that you
understand the changes in the system behavior. You might also have to resolve
issues before upgrading. This section provides you with information that you
should review prior to installing or upgrading to DataFabric Manager 3.6.

You must deploy DataFabric Manager on a system that is running no other
applications. When you purchase DataFabric Manager, you need to download the
Operations Manager license from the NOWT™NetApp on the Web™ site. You
can install other licenses only after installing the Operations Manager license.

If you are upgrading from DataFabric Manager 3.5 or earlier to DataFabric
Manager 3.6, the time taken to upgrade the performance data files (data of 20 GB
or more) is long. The length of time is dependent on the platform used. The space
used by the performance data files increases by about 65% during the upgrade.

DataFabric Manager 3.3 and 3.4 reported vFiler units by their names. After an
upgrade to DataFabric Manager 3.5 or later, the DNS names of vFiler units will
be reported, if configured.

Because of database schema changes, you might experience a delay of several

minutes to a few hours when upgrading from DataFabric Manager 3.2 or earlier.
The time required to perform the upgrade depends on the size of the database, the
amount of history in the database, the CPU speed, and the I/O throughput of the

system. The following processes might require a lot of time:
¢ Merging rotating history tables

¢ Populating history tables

¢ Populating volume history tables
& Populating aggregate history tables
*

Reloading the database into the latest file format (at the end of upgrade)

Installation and upgrade issues



Upgrading from
DataFabric Manager
3.1

Upgrading from
DataFabric Manager
2.2 or earlier, on
Solaris

Upgrading from
DataFabric Manager
2.1 or earlier, on
Windows

Supported upgrade
methods from
Windows 2000 to
Windows 2003

Windows
installation path for
DataFabric Manager

Chapter 1: Before You Start

After an upgrade from DataFabric Manager 3.1, Last Backup Status of All
Primary Directories in Storage Systems under the Backup Manager tab is shown
as unknown.

This issue gets resolved after DataFabric Manager runs a backup job for the
relationship.

Versions of DataFabric Manager earlier than 3.3 supported Solaris 8. Because
DataFabric Manager 3.3 and later supports only Solaris 9 and 10, you cannot
upgrade directly to DataFabric Manager 3.6 from DataFabric Manager 1.1 to 2.2
on Solaris. You must upgrade to DataFabric Manager 2.3 or later, upgrade the
operating system to Solaris 9, and then upgrade to DataFabric Manager 3.6.

Because of a database upgrade that is no longer supported on a Windows
platform, you must first upgrade to DataFabric Manager 2.2 or later (up to
DataFabric Manager 3.2) before you upgrade to DataFabric Manager 3.6.

If you currently run DataFabric Manager software on Windows 2000, upgrade to
DataFabric Manager 3.0.1 or later and then upgrade the operating system to
Windows 2003.

If you have Windows 2003 already installed on another system, install
DataFabric Manager 3.6 on it and then migrate the database from the Windows
2000 system.

For information about database backup, see the section on Setting up the
DataFabric Manager database backup in the Operations Manager Administration
Guide. For information about migrating the database, see “Migrating the
DataFabric Manager data to a different location” on page 30.

Installing DataFabric Manager 3.6: The default installation path for
DataFabric Manager 3.6 on a Windows platform is C:\Program
Files\NetApp\DataFabric.

Upgrading to DataFabric Manager 3.6: On upgrading to DataFabric
Manager 3.6, the default installation path will remain unchanged. The default
installation path in the earlier versions of DataFabric Manager is C:\Program
Files\Network Appliance\DataFabric.

11



Windows 2003
default browser
security setting
recommendations

Resolving port
conflicts

Installing
DataFabric Manager
in a custom Linux
directory

Blocking access to
Web servers

Viewing dynamic
data
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After Windows 2003 is installed, the default security setting for the browser is set
to “high.” This setting can cause the browser to block certain actions that can
interfere with your DataFabric Manager upgrade.

To ensure the best browsing experience when using DataFabric Manager, you
might need to adjust your browser security setting to “medium.”

You might not be able to establish communication between the DataFabric
Manager server and its appliances, if port conflicts are not resolved. To ensure
seamless communication, ensure that no application except DataFabric Manager
uses the following ports: 8080, 8443, 8088, 8488, and 162. For more information,
see the FAQ section in online Help.

If you used the -d <new directory>command to install DataFabric Manager
3.2 or earlier in a custom directory, the DataFabric Manager software was
installed in an NTAPdfm directory that was automatically created within the new
directory you specified.

If you use the -d <new directory>command to install DataFabric Manager 3.3
or later in a custom directory, DataFabric Manager is installed in the new
directory you specify; no additional NTAPdfm directory is created.

DataFabric Manager allows search engines to crawl and index the Web pages in
Operations Manager. If you want to block access by search engines to the Web
pages, create a file called robots. txt in the directory <install-path>/DFM/web. If
the file contains only the following text, search engines will not crawl or index
Operations Manager Web pages:

User-agent: *

Disallow: /

To use Disaster Recovery, the browser that you use to view Operations Manager
must support Java applets.

Installation and upgrade issues



Conversion of
group names from
version 3.1 or
earlier

Upgrade
considerations for
configuration
groups

Chapter 1: Before You Start

The naming convention for hierarchical groups uses the forward slash character
(/) as a separator between levels in the hierarchy. If you upgrade from DataFabric
Manager 3.1 or earlier, any group that uses the forward slash character in its
name will be renamed so that the group is not mistaken for a subgroup in a
hierarchy. Each forward slash character will be replaced by a hyphen

character (-).

If the new name is already in use by another group, DataFabric Manager will add
an increasing numeric suffix to the name until an unused name is derived. For
example, DataFabric Manager would try to rename group apple/orange to apple-
orange, then to apple-orangel, then to apple-orange2, and so on, until an unused
group name is found.

After upgrading from version 3.1 or earlier, some administrators of configuration
resource groups might gain additional privileges through inheritance. Before
upgrading, be sure to review the privileges for group hierarchies that include
configuration resource groups and make adjustments as necessary.

13
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Installing and Upgrading DataFabric Manager 2

About this chapter The following topics are described in this chapter:

“Installing DataFabric Manager 3.6 on Windows” on page 16
“Installing DataFabric Manager 3.6 on Solaris” on page 19
“Installing DataFabric Manager 3.6 on Linux” on page 23
“Installing licenses” on page 26

“Downloading and installing NetApp Management Console” on page 27

* 6 ¢ 6 0 o

“Migrating the DataFabric Manager data to a different location” on page 30
¢ “Configuring database for Snapshot based backups” on page 31

Note
If you are upgrading from a previous version of DataFabric Manager, see the
section on Setting up the DataFabric Manager database backup in the Operations
Manager Administration Guide.
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Installing DataFabric Manager 3.6 on Windows

About this section

Installing
DataFabric Manager
on Windows

16

This section provides you with the following information:
¢ “Installing DataFabric Manager on Windows” on page 16
¢ “Uninstalling DataFabric Manager on Windows” on page 18

To install DataFabric Manager 3.6 on your Windows 2000 or 2003 DataFabric
Manager server, complete the following steps.

Note
The installation software automatically detects and stops any DataFabric

Manager services that are running on the system. Therefore, you do not need to
manually stop DataFabric Manager services before starting the upgrade process.

Step | Action

1 | Ensure the following:

¢ Your workstation meets the requirements described in
“Installation and upgrade requirements” on page 2.

¢ You have the information required to complete the installation,
as described in “Installation and upgrade requirements” on
page 2.7

¢ You have Local Administrator login permission for the
DataFabric Manager server.

Installing DataFabric Manager 3.6 on Windows



Step | Action

2 | If you are...

Then...

Upgrading to DataFabric
Manager 3.6

Back up your existing DataFabric
Manager database.

*

During the upgrade: The
DataFabric Manager 3.6 install
wizard includes a backup step in
which you can choose to back up
your database during the upgrade.
If the backup does not finish
successfully, abort the install
wizard, perform a manual backup,
and then restart the installation.

Before the upgrade: If you choose
to skip the backup step during the
upgrade, you should back up the
database before you start the install
wizard. For instructions, see the
section on Setting up the
DataFabric Manager database
backup in the Operations Manager
Administration Guide.

Installing DataFabric
Manager 3.6

Go to Step 3.

management station.

3 | Insert the DataFabric Manager 3.6 CD into the CD drive of your

the CD.

4 | Launch dfmsetup-3-6-win32.exe in the /dfm/installer/ directory on

Chapter 2: Installing and Upgrading DataFabric Manager
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Uninstalling
DataFabric Manager
on Windows
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Step

Action

Follow the DataFabric Manager setup prompts to complete the
installation.

Note
The installation process can take several minutes.

During a new installation, you must specify the Operations Manager
license key. If you are upgrading from an earlier licensed version of
DataFabric Manager, you do not need a license key.

The DataFabric Manager 3.6 installation and upgrade process
automatically installs the AutoSupport feature with AutoSupport
enabled and displays a message about how to disable the feature. To
disable AutoSupport, use the following command:

dfm option set autosupportEnabled=no

After the installation is complete, Operations Manager launches automatically.

To uninstall DataFabric Manager, complete the following steps.

Step | Action
1 | From the Start menu, select Settings > Control Panel > Add/Remove
Programs.
2 | From the list of applications, select NetApp DataFabric Manager.
3 | Click the Remove button.
4 | Follow the prompts to uninstall the software.

During the uninstallation process, DataFabric Manager saves the log files and the
database file to a temporary directory named DFM-<date, year, month, day, hour,
minute, second>, if it has permissions to create the directory. If DataFabric
Manager does not have sufficient permissions, the database file and the log files
will be left in place.

Installing DataFabric Manager 3.6 on Windows




Installing DataFabric Manager 3.6 on Solaris

About this section

Installing
DataFabric Manager
on Solaris

This section provides you with the following information:
¢ “Installing DataFabric Manager on Solaris” on page 19
¢ “Uninstalling DataFabric Manager on Solaris” on page 22

To install DataFabric Manager 3.6 on your Solaris DataFabric Manager server,
complete the following steps.

Note
The installation software automatically detects and stops any DataFabric

Manager services that are running on the system. Therefore, you do not need to
manually stop DataFabric Manager services before starting the upgrade process.

Step | Action

1 | Ensure the following:
¢ Your DataFabric Manager server meets the requirements
described in “Installation and upgrade requirements” on page 2.

¢ You have the information required to complete the installation,
as described in “Installation and upgrade requirements” on
page 2.

¢ You have root user login permissions for the DataFabric
Manager server.

Chapter 2: Installing and Upgrading DataFabric Manager 19
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Step

Action

If you are... Then...

Upgrading to DataFabric Back up your existing DataFabric
Manager 3.6 Manager database.

¢ During the upgrade: The
DataFabric Manager 3.6 install
wizard includes a backup step in
which you can choose to back up
your database during the upgrade.
If you choose this option, the
DataFabric Manager SQL service
must be running to perform the
backup. If the backup does not
finish successfully, abort the install
wizard, perform a manual backup,
and then restart the installation.

¢ Before the upgrade: If you
choose to skip the backup step
during the upgrade, you should
back up the database before you
start the install wizard. For
instructions, see the section on
Setting up the DataFabric Manager
database backup in the Operations
Manager Administration Guide.

Installing DataFabric Go to Step 3.
Manager 3.6

Insert the DataFabric Manager 3.6 CD into the CD drive of your
DataFabric Manager server.

Launch dfmsetup-3-6-solaris.sh in the /dfm/installer/ directory from
the CD.

Installing DataFabric Manager 3.6 on Solaris



Step | Action

5 | Follow the DataFabric Manager setup prompts to complete the
installation.

Note
The installation process can take several minutes.

By default, DataFabric Manager installs itself in the /opt/NTAPdfm
directory. To change the installation directory, use the
-d <new directory>command-line option

During a new installation, you must specify the Operations Manager
license key. If you are upgrading from an earlier licensed version of
DataFabric Manager, you do not need a license key.

During the installation process, the setup will prompt for the
installation of the following files with setuid or setgid permissions in
the /opt/NTAPdfm/sbin directory:

¢ chkpw

¢ chkpw_pam

¢ dfmping

A local user will not be able to log in to Operations Manager, if the
permissions are not set.

The DataFabric Manager 3.6 installation and upgrade process
automatically installs the AutoSupport feature with AutoSupport
enabled and displays a message about how to disable the feature. To
disable AutoSupport, use the following command:

dfm option set autosupportEnabled=no

Chapter 2: Installing and Upgrading DataFabric Manager 21



Uninstalling To uninstall DataFabric Manager, complete the following step.
DataFabric Manager

on Solaris Note- ——
To uninstall the software, you must have administrative privileges for the

DataFabric Manager server.

Step | Action

1 | Use the following UNIX command:

pkgrm NTAPdfm

During the uninstallation process, DataFabric Manager saves the log files and the
database file to a temporary directory named NTAPdfm- <year, month, day, hour,
minute, second>, if it has permissions to create the directory. If DataFabric
Manager does not have sufficient permissions, the database file and the log files
are left in place.

22 Installing DataFabric Manager 3.6 on Solaris



Installing DataFabric Manager 3.6 on Linux

About this section This section provides you with the following information:

¢ “Installing DataFabric Manager on Linux” on page 23

¢ “Uninstalling DataFabric Manager on Linux” on page 25

Installing To install DataFabric Manager 3.6 on your Linux DataFabric Manager server,
DataFabric Manager complete the following steps.

on Linux

Step

Action

1

Ensure the following:

¢ Your DataFabric Manager server meets the requirements

described in “Installation and upgrade requirements” on page 2.

¢ You have the information required to complete the installation,
as described in “Installation and upgrade requirements” on
page 2.

¢ You have root user login permissions for the DataFabric
Manager server.

Chapter 2: Installing and Upgrading DataFabric Manager
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Step

Action

If you are...

Then...

Upgrading to DataFabric
Manager 3.6

Back up your existing
DataFabric Manager database.

¢ During the upgrade: The

DataFabric Manager 3.6
install wizard includes a
backup step in which you
can choose to back up your
database during the
upgrade. If you choose this
option, the DataFabric
Manager SQL service must
be running to perform the
backup. If the backup does
not complete successfully,
abort the install wizard,
perform a manual backup,
and then restart the
installation.

Before the upgrade: If
you choose to skip the
backup step during the
upgrade, you should back
up the database before you
start the install wizard. For
instructions, see the section
on Setting up the
DataFabric Manager
database backup in the
Operations Manager
Administration Guide.

Installing DataFabric Manager 3.6

Go to Step 3.

Insert the DataFabric Manager 3.6 CD into the CD drive of your

management station.

Launch dfmsetup-3-6-linux.sh in the /dfm/installer/ directory from

the CD.

Installing DataFabric Manager 3.6 on Linux




Step

Action

Follow the DataFabric Manager setup prompts to complete the
installation.

Note
The installation process can take several minutes.

By default, DataFabric Manager installs itself in the /opt directory. To
change the installation directory, use the -d <new directory>
command-line option.

During a new installation, you must specify the Operations Manager
license key. If you are upgrading from an earlier licensed version of
DataFabric Manager, you do not need a license key.

The DataFabric Manager 3.6 installation and upgrade process
automatically installs the AutoSupport feature with AutoSupport
enabled and displays a message about how to disable the feature. To
disable AutoSupport, use the following command:

dfm option set autosupportEnabled=no

Uninstalling To uninstall DataFabric Manager, complete the following step.

DataFabric Manager

on Linux Note

You must have root user login permission for the DataFabric Manager server.

Step

Action

1

Use one of the following Red Hat Linux commands:

4 rpm -e NTAPdAfm
4 rpm --erase NTAPdfm

During the uninstallation process, DataFabric Manager saves the log files and the
database file to a temporary directory named NTAPdfm- <year, month, day, hour,
minute, second>, if it has permissions to create the directory. If DataFabric
Manager does not have sufficient permissions, the database file and the log files
will be left in place.
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Installing licenses

About license keys

Installing license
keys

26

Each DataFabric Manager installation requires an Operations Manager license
with a unique serial number. You must install the Operations Manager license
before you install any other licenses for DataFabric Manager features.

For DataFabric Manager features that require licenses, you must install the
license key before you enable the feature. Each feature license must have the
same serial number as the Operations Manager license. You can install these
licenses in any order.

You can install license keys when you install the Operations Manager license.
You can also install them any time later, from the Options page on Operations
Manager.

To install license keys from the Options page, complete the following steps.

Step | Action

1 | From any page, select Options from the Setup menu.

The Options page is displayed.

2 | In the Edit Options list (in the left pane), click Licensed Features.

The Licensed Features Options page is displayed.

3 | In the New License Key field, enter the key for the new license and
click Update.

Installing licenses



Downloading and installing NetApp Management Console

Function of NetApp
Management
Console

Location of
download links

NetApp
Management
Console system
requirements

Installing NetApp
Management
Console

NetApp Management Console is a client software that contains a number of
storage system management applications. NetApp Management Console
incorporates the following:

& Performance Advisor application: allows viewing of historical and real-time
performance data collected from NetApp storage systems

¢ Protection Manager application: provides policy-based data protection by
using NetApp storage systems that have SnapVault, Open Systems
SnapVault, or SnapMirror licenses

To use the preceding features, you must download and install NetApp
Management Console.

You can download the NetApp Management Console application from the
NetApp Management Console Software page in Operations Manager. From the
Setup menu, select Download Management Console. This page contains links to
the Windows, Solaris, and Linux downloads.

NetApp Management Console runs on Windows 2000, Windows 2003, Windows
XP, Solaris, Red Hat Linux, and SUSE Linux platforms.

You should not install NetApp Management Console on the DataFabric Manager
server. Installing the console on the server can have a negative impact on server
performance.

To install NetApp Management Console on your Windows, Solaris, or Linux
system, complete the following steps.

Note
If an earlier version of NetApp Management Console is installed on your system,
close the client before installing the latest version, so that the uninstall of the old
client performs correctly. NetApp Management Console 2.1 is supported only on
DataFabric Manager 3.6. (DataFabric Manager 3.6 also supports NetApp
Management Console 2.0.)
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Step | Action

1 | Click the link for the version of NetApp Management Console
required for your operating system: Windows, Solaris, or Linux.

2 | If you are installing on.... Then launch...
Windows nmconsole-setup-2-1-win32.exe.
Solaris nmconsole-setup-2-1-solaris.sh.
Linux nmconsole-setup-2-1-linux.sh.

3 | Follow the setup prompts to complete the installation.

Note
The default installation path for the NetApp Management Console
on Windows is C:\Program Files\NetApp\Management Console\.
You can access NetApp Management Console from the Start menu
at Programs > NetApp > Management Console > NetApp
Management Console.

For instructions on how to start and use NetApp Management Console, see the
Operations Manager Administration Guide and the online Help.

From the Help menu in NetApp Management Console, you can select the About
option to get the following information about the software:

*
L 4
*
L 4

Application Name
Build String
Version String

Copyright

In the About dialog box, click the Configuration Details button to get more
specific information about the configuration of the client running NetApp
Management Console, such as the following:

*
*
*

NetApp Management Console installation directory
Operating system architecture, name, and version

Java version and associated memory

Downloading and installing NetApp Management Console



¢ DataFabric Manager version, serial number, host name, installation
directory, and so on

This type of information can be useful when you are troubleshooting problems or
preparing to install software upgrades.
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You can migrate the DataFabric Manager data to a different location using the
dfm datastore setup <dfm-data-dir> command, where dfin-data-dir is the
target location for the DataFabric Manager data. Besides configuring the
DataFabric Manager database, this command copies the database, performance
data, and script plug-in files in the specified target directory.

You can specify the target directories for the DataFabric Manager database, the
script plug-ins, and the performance data by using the dfm datastore setup -d
<db-dir> -p <perf-dir> -s <script-plugins-dir> command. The -d, -p, and -s
options are used to set new locations for the DataFabric Manager database,
performance data, and script plug-ins, respectively.

You can set up the DataFabric Manager server to use the data present at the new
location by using the dfm datastore setup -n <dfm-data-dir> command. The
-n option updates the configuration of the DataFabric Manager database to use
the new data without copying the original data.

Example:

$ dfm datastore setup -n /mnt/dfm

Note
Do not run any dfin command while migrating the DataFabric Manager data. If
some commands are run, they can interfere with the migrate operation by locking
the database tables and causing the operation to fail.

Migrating the DataFabric Manager data to a different location



Configuring database for Snapshot based backups

You can quicken the backup process by using the Snapshot based approach under

the following conditions:

¢ The DataFabric Manager data resides on a NetApp LUN using either FCP or
iSCSL

¢ The volume holding the DataFabric Manager data is appropriately
configured for SAN storage. For more details, see
http://www.netapp.com/library/tr/3483.pdf.

In this approach, it is recommended that you disable the default Snapshot copies
for the volume holding the DataFabric Manager data.

For more information about backups, see the section on Setting up the DataFabric
Manager database backup in the Operations Manager Administration Guide.
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To configure the DataFabric Manager database for Snapshot based backups,
complete the following steps.

Step

Action

1

Install SnapDrive®.

If you are installing on....

Then use...

Windows:

¢ Windows 2003 SP1 or SP2
¢ Windows 2003 R2

¢  Windows 2000 SP4

SnapDrive 4.1 for Windows or
higher.

Note

SnapDrive 5 for Windows is
not compatible with the

Windows 2000 operating
system.
Solaris: SnapDrive 2.2 for UNIX or
¢ FCP higher.

< Solaris 9

% Solaris 10 update 1
¢ iSCSI

< Solaris 9 (Only H/W

iSCSI initiator)
< Solaris 10 update 1
(Only S/W iSCSI
initiator)
Linux: SnapDrive 2.2.1 for UNIX or
e SUSE higher.
< SLES9 (SP3)
¢ Red Hat

% Red Hat Enterprise
Linux 3.0 Update 4

< Red Hat Enterprise
Linux 3.0 Update 5 -
FCP

< Red Hat Enterprise
Linux 4.0 Update 3

Configuring database for Snapshot based backups




Step

Action

Create FCP- or iSCSI-based storage using SnapDrive.

Enter the following command at the command line:

dfm datastore setup <dfm-data-dir>

dfm-data-dir is the target location for the DataFabric Manager data.

Chapter 2: Installing and Upgrading DataFabric Manager
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Configuring DataFabric Manager with MSCS 3

About this chapter This chapter describes how to configure DataFabric Manager 3.3 or later for high
availability, using Microsoft Cluster Server (MSCS).

You must read the information in this chapter prior to installing DataFabric
Manager software.

Note
Do not install DataFabric Manager until after you install MSCS, following the
installation requirements and instructions provided in the Microsoft
documentation.

The following topics are described in this chapter:

¢ “Planning to install DataFabric Manager with MSCS” on page 36

& “Setting up DataFabric Manager with MSCS using configuration scripts” on
page 45

& “Setting up DataFabric Manager with MSCS using manual steps” on
page 50

& “Managing DataFabric Manager with MSCS” on page 59

& “Upgrading cluster nodes with DataFabric Manager” on page 66
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Planning to install DataFabric Manager with MSCS

How DataFabric
Manager with MSCS
works

Overview of
installing
DataFabric Manager
with MSCS

36

A cluster (active/active configuration) configured with DataFabric Manager
consists of two nodes running DataFabric Manager 3.3 or later and configured for
high availability using MSCS.

You configure DataFabric Manager services to be accessible through a network
name and network address. Operations Manager and NetApp Management
Console can also use this network name or network address, so you do not need
to add new network resources for the DataFabric Manager services. All
DataFabric Manager data (database files, Performance Advisor files, and so on)
are configured to be accessed from a shared data disk.

Cluster resources incorporate all the hardware and software components that
exist in a cluster. This includes the DataFabric Manager services, the shared data
disks, the network name, and the network address, among other components. At
any time, these resources are all online on one of the two cluster nodes.

When any failure is detected, whether a node failure or a failure of one of the
resources, all the resources are automatically moved, or failed over, to the partner
node by MSCS.

This failover process is assisted by using a quorum resource on the cluster. The
quorum resource is a physical storage device that can be accessed by both nodes
in the cluster, although only one node has access to the quorum resource at any
given time. The node that has access to the quorum resource is the node that has
control of the cluster resource.

The overall process for using DataFabric Manager in a MSCS environment is as
follows:

1. Install MSCS according to installation instructions provided by Microsoft
and the following guidelines for DataFabric Manager:

% See “Supported configurations for DataFabric Manager with MSCS” on
page 37.
< Modify the MSCS configuration for DataFabric Manager.

% Configure MSCS with a shared data disk for a quorum resource, a
network name, and a network address.

< Place these cluster resources in a cluster resource group.

Planning to install DataFabric Manager with MSCS



Note

% See “MSCS configuration requirements” on page 38.

. Configure the cluster nodes in preparation for the DataFabric Manager

installation.
< Set up new resources: domain users, shared data disks, and folders.
< Add the new resources to the cluster resource group.

<  See “Preparing to install DataFabric Manager with MSCS” on page 39.

. Install DataFabric Manager.

See “Installing DataFabric Manager with MSCS” on page 41.

Configure DataFabric Manager with configuration scripts or manually.

See “Setting up DataFabric Manager with MSCS using configuration
scripts” on page 45 or “Setting up DataFabric Manager with MSCS using
manual steps” on page 50.

You should perform all cluster operations by using either Cluster Administrator
or cluster.exe. Except where specifically indicated in installation and
configuration procedures, do not use dfm service start and dfm service
stop. These commands interfere with cluster operations.

Supported DataFabric Manager with MSCS is supported in the following configuration:

configurations for °
DataFabric Manager
with MSCS

Microsoft Windows servers running Windows 2003 Enterprise Edition or
Data Center Edition, running the same patch versions on identical hardware

Only two nodes in the cluster setup

¢ Fibre Channel switched fabric or iSCSI-based storage for shared data disks
with a NetApp storage system as the storage back end

¢ Only the Single Quorum Device Cluster setup

& The same version of DataFabric Manager installed at the same path on both
the cluster nodes, for example, C:\Program Files\NetApp\DataFabric\DFM

¢ All DataFabric Manager administrators as domain users rather than local
system users so that the user login works even when the DataFabric Manager
services fail over to the partner node

Note

DataFabric Manager with MSCS is not supported on VMware.
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MSCS configuration  Before installing DataFabric Manager with MSCS, you must set up two Windows

requirements servers running on identical hardware platforms. Ensure that all the requirements
and guidelines for setting up cluster servers are followed, according to the MSCS
documentation.

The configuration described in this document assumes that during the setup of
MSCS you completed the following actions:

*

Created a shared data disk to be used as a quorum resource

The shared quorum disk is used for storing the cluster configuration
information.

Created a network name resource and a network address resource

The network name and network address are used for managing the cluster
server and DataFabric Manager.

Added these cluster resources to a resource group

Putting the resources in a group makes all the resources available to both
cluster nodes.

This is the configuration described in this document.

Example of a MSCS  The following image presents an example of a Cluster Administrator display
initial setup after initial setup of MSCS. The example shows the resources, nodes, and groups
as they would appear, assuming the following configuration:

*

*
L 4
*

* o

38

Cluster name is Cluster 1
First node name is Kalyani
Second node name is Toddy

Physical disk, the shared disk quorum resource, is created with the name
Disk Q: and is mapped to drive letter Q:

Network Name resource is called Cluster Name
Network IP Address resource is called Cluster IP Address

All of the above resources are added to a resource group named Cluster
Group

Planning to install DataFabric Manager with MSCS



5 Cluster Administrator - [CLUSTER1 (CLUSTER1)] 10 |

25 Ble View Window Help

& ©|a] x[F] B

=15] ]

L = B
e |ESc Ee=

=15 CLUSTER1
= Groups

=

= apd KALYANT

= agd TOOOY

For Help, press F1

9 Cluster Group
(] Chuster Configuration

(0 Active Groups
{21 Active Resources
1) Metwark Irkerfaces

{1 Active Groups
i Active Resources
1) Metwork Irkerfaces

Name | state | owner | Group [ Resource Type |
Lucluster IF Address Onlne EALY ARL TJuster Group IF Address
L[JClustcr Harme Cinline ALY BT Chuster Group Metwork Name
\Dpiskq: onling KALYANT Chister Group Physical Disk

a ¥
g

Preparing to install

DataFabric Manager

with MSCS

You can also set up DataFabric Manager to use a different network name and
network address. You can add these resources, along with the DataFabric
Manager service resources and shared data disk resource, to another resource

group.

Before installing DataFabric Manager, you must set up users and shared
resources, as indicated in the following procedure.

Step | Action

1 | Select a domain user and add the domain user to the Administrators
Group on both cluster nodes.

Example:
domain\dfmuser

Chapter 3: Configuring DataFabric Manager with MSCS
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Step | Action

2 | Create a shared data disk:
a. Make the disk accessible to both the cluster nodes.
b. Map the disk to a drive letter, for example, drive S:.

Note
The data disk should be mapped to the same drive letter on both
the cluster nodes.

c. Add the shared data disk, as a physical disk resource, to the
cluster server.

This disk is a resource for storing data specific to DataFabric
Manager.

3 | Create a folder named “dfm,” inside the shared data disk.
Give the domain user full control access to the folder.

This folder holds all the DataFabric Manager data.

4 | Verify that the resource group named Cluster Group can successfully
fail over to the partner node.

After completing these tasks, the Cluster Administrator displays the resources,
nodes, and groups as shown in the following image. In addition to the content
displayed after the initial setup, Cluster Administrator now shows a physical disk
resource named Disk S:.

Planning to install DataFabric Manager with MSCS
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Installing For details about the DataFabric Manager installation process, see Chapter 2,
DataFabric Manager “Installing and Upgrading DataFabric Manager,” on page 15.
with MSCS . .
Prerequisites:
¢ Microsoft Cluster Server must be properly installed and configured on both

nodes of the cluster. Also, the pre-installation tasks discussed in "Preparing
to install DataFabric Manager with MSCS" must be completed.

Your workstation must meet the requirements described in "Installation and
upgrade requirements."

Ensure you have the information required to complete the installation, as
described in "Installation and upgrade requirements."

You must have Local Administrator login permission for the DataFabric
Manager server.

To install DataFabric Manager on the cluster nodes, complete the following steps.

Step | Action

1 | Log in to the first node of the cluster pair as a domain user with
administrator privileges on the local system.
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Step

Action

Ensure that this node owns the cluster resources.

In the Cluster Administrator interface, check the Owner field of the

Resources folder.

If you are...

Then...

Upgrading to DataFabric
Manager 3.6

Back up your existing
DataFabric Manager database.

*

During the upgrade: The
DataFabric Manager 3.6
install wizard includes a
backup step in which you
can choose to back up your
database during the
upgrade. If the backup
does not finish
successfully, abort the
install wizard, perform a
manual backup, and then
restart the installation.

Before the upgrade: If
you choose to skip the
backup step during the
upgrade, you should back
up the database before you
start the install wizard. For
instructions, see the section
on Setting up the
DataFabric Manager
database backup in the
Operations Manager
Administration Guide.

Installing DataFabric Manager 3.6

Go to Step 4.

Insert the DataFabric Manager 3.6 CD into the CD drive of your

DataFabric Manager server.

Insert the DataFabric Manager 3.6 CD. Launch dfmsetup-3-6-
win32.exe in the /dfm/installer/ directory from the CD.
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Step

Action

Follow the DataFabric Manager setup prompts to complete the
installation.

Note the installation directory path for later reference.

Example:
C:\Program Files\NetApp\DataFabric\DFM

Note
The installation process can take several minutes.

During a new installation, you must specify the Operations Manager
license key. If you are upgrading from an earlier licensed version of
DataFabric Manager, you do not need a license key.

The DataFabric Manager 3.6 installation and upgrade process
automatically installs the AutoSupport feature with AutoSupport
enabled and displays a message about how to disable the feature. To
disable AutoSupport, use the following command:

dfm option set autosupportEnabled=no

When installation is complete, stop the DataFabric Manager services:

$ dfm service stop

Move the cluster resources to the second node by using the Move
Group option.

Log in to the second node of the cluster pair, as a domain user with
administrator privileges on the local system.

You must log in with the same user name you used on the first node,
in Step 1.

10

Install DataFabric Manager at the same directory path that you used
on the first node.

11

Enter the following command to stop the DataFabric Manager
services:

$ dfm service stop
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Note

Because the two DataFabric Manager nodes are configured to use the same
database and to monitor the same set of nodes, you can use the same set of
licenses for installation on both the nodes.

After completing the DataFabric Manager installations on both nodes of the
cluster, you can configure them for high availability. You can perform set up
configuration by using the configuration scripts that are provided with the
installation, or you can perform the configuration manually.

The following block diagram describes the DataFabric Manager service
resources that you need to add to MSCS and the dependencies among the various

resources.
Cluster Resource Dependencies
DFR
Manitar
DR DR DR DRI DRI
Apache Watchdog Evizrt Server Scheduler
I I I |
DFR
Sybase
I
t
Cluster
Mame
Clugter [P Disk 5

O DFM Cluster Resources
O Mon-0FM Cluster Resources

Planning to install DataFabric Manager with MSCS



Setting up DataFabric Manager with MSCS using configuration

scripts

Types of
configuration
scripts

First cluster node
setup script

There are three configuration scripts you can use to configure the DataFabric
Manager with MSCS. These Perl scripts are installed along with DataFabric
Manager and can be found at <install-folder>\examples. You should run these
scripts in the following order and locations:

1. dfmcluster_firstnode.pl: on the first cluster node
2. dfmcluster_secondnode.pl: on the second cluster node
3. dfmcluster_add_resources.pl: on the first or second cluster node

If you want to set up the cluster manually, go to “Setting up DataFabric Manager
with MSCS using manual steps” on page 50.

You use this cluster setup script to configure the first DataFabric Manager cluster
node. Before running the script, ensure that you are logged in as the selected
domain user. Verify that the first node owns all the cluster resources by reviewing
the Resources details pane.

dfmcluster_firstnode.pl syntax:

perl dfmcluster_ firstnode.pl <option> ...

For example, run this script as

$ perl dfmcluster_firstnode.pl -u “domain\dfmuser” -p ****** _g
“C:\Program Files\NetApp\DataFabric\DFM” -d “S:\dfm”

Option Description

-u <domain-user-name> Domain user who has administrator privileges on
the local system

-p <password> Password for the domain user

-s <dfm-install-dir> DataFabric Manager installation path

This is the path from which data is moved to the
shared data disk. This should be the same as the
dfm about output.
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Option

Description

-d <data-path> Path to a destination folder in the shared data

disk, to which the DataFabric Manager database
and other files are moved

dfmcluster_firstnode.pl operations:

This cluster setup script performs the following operations:

¢ Configures services not to start automatically when the node boots up, by
setting service startup type to manual

¢ Configures services to log in using the specified domain user name and
password

¢ Configures DataFabric Manager to access the data from the shared disk
location, specified by using the -d option

The

2
<

-d option performs the following actions:

Moves the database files to a folder "data" and sets the dbDir and
dbLogDir options accordingly

Moves the Performance Advisor files to a folder "perfdata" and sets the
perfArchiveDir option accordingly

Moves the script plug-in files to a folder "script-plugins" and sets the
scriptDir option accordingly

Moves the storage system and NetCache configuration management
plug-ins to a folder "plugins" and sets the pluginsDir option accordingly
Moves the NetCache distribution files to a folder "cms" and sets the
cmsDir option accordingly

Moves the NetCache software files to a folder "software" and sets the
softwareDir option accordingly

Moves the NetCache configuration files to a folder "ncfile" and sets the
ncfileDir option accordingly

Moves the archived reports to a folder "Reports" and sets the
reportsArchiveDir option accordingly

You use this cluster setup script to configure the second DataFabric Manager
cluster node. Before running the script, ensure that you are logged in as the
selected domain user. Verify that the second node owns all the cluster resources
by reviewing the Resources details pane.
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Add cluster
resources setup
script

dfmcluster_secondnode.pl syntax:

perl dfmcluster_secondnode.pl <option> ...

For example, this script can be run as

$ perl dfmcluster_secondnode.pl -u “domain\dfmuser” -p ****** g
“S:\dfm”

Option Description

-u <domain-user-name> Domain user who has administrator privileges on
the local system

-p <password> Password for the domain user

-d <data-path> Path to a destination folder in a shared data disk,
to which the DataFabric Manager database and
other files are moved

This should be the same path as specified when
running the dfmcluster_firstnode.pl script.

dfmcluster_secondnode.pl operations:

This cluster setup script performs the following operations:

+ Configures services not to start automatically when the node boots up by
setting service startup type to manual

¢ Configures services to log in using the specified domain user name and
password

¢ Configures DataFabric Manager to access the database files from the shared
disk location specified using the -d option. The database files are already
moved to a folder “data” under this path by dfmcluster_firstnode.pl.
This script sets the dbDir and dbLogDir options to point to this folder.

You use this cluster setup script to add DataFabric Manager services as generic
resources to the cluster. Run the script either on the first node or on the second
node. Before running the script, ensure that you are logged in as the selected
domain user. Verify that the current node owns all the cluster resources by
reviewing the Resources details pane.

dfmcluster_add_resources.pl syntax:

perl dfmcluster_add_resources.pl <option>
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For example, run this script as

$ perl dfmcluster_add_resources.pl -g "Cluster Group" -i "Cluster
IP Address" -n "Cluster Name" -k "Disk S:"

Option Description

-g <cluster-group> Name of the cluster group to which the
resources are added

This should be the name of the group in which
the other resources already exist.

-1 <cluster-ip-resource> Resource name of the Cluster IP resource as it
appears under the Name column in the Cluster
Administrator

-n <cluster-name-resource> | Resource name of the Cluster Name resource

-k <data-disk-resource> Resource name of the Data Disk resource

dfmcluster_add_resources.pl operations:

This cluster setup script adds the following Generic Service resources to the
MSCS configuration:

DFM Sybase
DFM Apache
DFM Server
DFM Event
DFM Scheduler
DFM Watchdog
DFM Monitor

L 2B 2R JER JER 2R R 4

After you complete the setup scripts, DataFabric Manager with MSCS is ready,
but the services are still offline.

To bring the cluster services online, do the following.

Step Action

1 | Select Cluster Group under the Groups folder and click File > Bring
Online.
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The following image is an example of Cluster Administrator displaying the
Resource Types discussed previously, including the newly added Generic
Services, shown as being offline.

&3 Cluster Administrator - [CLUSTER1 {cluster1)]
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Configuring By default, DataFabric Manager uses the local system name in the links in alert
DataFabric Manager e-mail messages sent to administrators. The local system name is also used in

to use the cluster
name

NetCache configurations, configuration files, software, and distribution
download URLSs pushed to the NetCache appliances.

To make DataFabric Manager use the cluster name instead of the local system
name, so that the URLs are always accessible, set the following options. It is
suggested that you set both options, even if you are not managing NetCache
appliances:

$ dfm option set localHostName=<fgdn-of-cluster>

$ dfm option set cacheUseDfmHostName=yes
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You can use this section as a checklist for manually setting up DataFabric
Manager with MSCS. The advantage of using the following checklist is that you
can customize the way the cluster is set up. For example, you can move the
different DataFabric Manager data files (database files, Performance Advisor
files) to different shared data disks. You cannot move the data files using the
configuration scripts described in the earlier section.

The manual setup of DataFabric Manager with MSCS involves the following
tasks:

1. Configure the first node.
2. Configure the second node.

3. Configure the cluster resources.

You can access the shared data drive by logging in as a domain user with the
appropriate privileges.

Note
By default, DataFabric Manager services run using the local system account.
This default does not provide access to the shared drive where the database files
and other files reside.

To configure the DataFabric Manager services to log in as a domain user with
administrative privileges on the local system, complete the following.

Step | Action

1 | Login to the first node as the selected domain user with administrator
privileges on the local system.

2 | Ensure that the first node currently owns the resource group named
Cluster Group.

In the Cluster Administrator interface, check the Owner field of the
Resources folder.
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Step | Action
3 | Enter the following command to stop DataFabric Manager services:
$ dfm service stop
4 | Specify a Logon As user account.
a. From the Start menu, select Control Panel.
b. In the Control Panel, select Administrative Tools > Services.
c¢. Double-click DFM Sybase ASA.
d. In the General tab, change the Startup type option to Manual.
Note
Setting the Startup type to manual is very important, because the
services should not be started automatically on a node reboot. All
service starting and stopping should be done only by the cluster
Server.
5 | Click Apply.
6 | Click the Log On tab.
7 | Enter the name of the domain user account you want to use to access
the DataFabric Manager service from the shared drive.
8 | Click OK.
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Step

Action

9 | Repeat Step 4 through Step 8 for each additional service.

Each time, replace the service name in Step 4c with one of the
following services:
¢ DFM Apache
¢ DFM Server
¢ DFM Scheduler
¢ DFM Event
¢ DFM Watchdog
¢ DFM Monitor
Note
Step 4 through Step 8 must be performed for all services, for the
cluster to work properly.

10 | Move the database files to a nonroot folder in the shared data drive.
An example of a shared data folder is S:\dfm\data.
The default location for database files is <installation-
directory>\data.
Note
This step is required only on the first node you configure to be part of
a cluster.

11 | Point DataFabric Manager to the relocated database.
Example:
$ dfm database set dbDir=S:\dfm\data
$ dfm database set dbLogDir=S:\dfm\data

12 | Enter the following command to verify that all the services are still

stopped:
$ dfm service list
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Action

13

Move all other data files to folders in the shared disk.

¢ Move the Performance Advisor data files to a folder in the shared

data drive. The default location for performance data files is
<installation directory>\perfdata (for example, S:\\dfm\perfdata).

Move the Script plug-in files to a folder in the shared data drive.
The default location for performance data files is <installation
directory>\script-plugins (for example, S:\dfm\script-plugins).
Move the Configuration Management plug-in files to a folder in
the shared data drive. The default location for plug-in files is
<installation directory>\plugins (for example, S:\dfm\ plugins).

Move the NetCache distribution files to a folder in the shared data
drive. The default location for distribution files is <installation
directory>\web\cms (for example, S:\dfm\web\cms).

Move the NetCache software files to a folder in the shared data
drive. The default location for performance data files is
<installation directory>\web\software (for example,
S:\dfm\web\software).

Move the NetCache configuration files to a folder in the shared
data drive. The default location for performance data files is
<installation directory>\web\ncfile (for example,
S:\dfm\web\ncfile).

Move the archived reports to a folder in the shared data drive. The
default location for the archived reports is <installation
directory>\reports (for example, S:\dfm\reports).

14

Enter the following command to start the SQL service:
$ dfm service start sql
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15

Set options to point DataFabric Manager to the new location of the
relocated files.

dfm option set perfArchiveDir=S:\dfm\perfdata

dfm option set pluginDir=S:\dfm\plugins

dfm option set cmsDir=S:\dfm\cms

dfm option set softwareDir=S:\dfm\software

dfm option set scriptDir=S:\dfm\script-plugins

dfm option set ncfileDir=S:\dfm\script-plugins

dfm option set reportsArchiveDir=S:\dfm\reports

“r Ur Ur Ur Ur Ur nr

Note
Do not start the services after setting each option as suggested by the
messages printed by the dfm option set command.

16

Enter the following command to stop the SQL service.
$ dfm service stop sql

You can access the shared data drive by logging in as a domain user with the
appropriate privileges.

To configure the second node to log in as a domain user with administrative
privileges on the local system, complete the following.

Step | Action

1 | Log in to the second node as the selected domain user with
administrator privileges on the local system.

2 | Ensure that the second node currently owns the resource group
named Cluster Group.
In the Cluster Administrator interface, check the Owner field of the
Resources folder.

3 | Repeat Step 2 through Step 9, and then Step 11, as described in

“Configuring the first node to access all data files from a shared disk”
on page 50.
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Step | Action

4 | After you complete the previous steps, enter the following command
to ensure that all the services are stopped:

$ dfm service list

Configuring After you install the DataFabric Manager services, you need to configure them as

DataFabric Manager cluster resources and make them available to both nodes.
services as cluster
resources Prerequisite: Determine any dependencies that exist between various cluster

resources. A dependency requires that one service be running before its
associated service can be brought online. For example, most services cannot
function unless Sybase ASA is already running.

To configure DataFabric Manager services as cluster resources, complete the
following steps.

Step | Action

Log in, open Cluster Administrator, and select Resource

1 | Log in to the node as the selected domain user with administrator
privileges on the local system.

2 | Ensure that the node currently owns all the cluster resources.

In the Cluster Administrator interface, check the Owner field of the
Resources folder.

3 | Open Cluster Administrator.

4 | In the console tree, double-click the Groups folder.

5 | In the details pane, click the group named Cluster Group.
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Step

Action

On the File menu, select New > Resource.

Select or type the appropriate options on each UI page, for each
resource.

Install

the cluster services, starting with the DFM Sybase ASA service

7

On the New Resource page, complete the following steps.
a. Enter the name of the resource in the Name field.
Example:
Name = DFM Sybase ASA
b. Choose Generic Service as Service Type.
c. Select Cluster Group as the group.

d. Click Next.

On the Possible Owners page, complete the following.
a. Add both nodes as the possible owners of the resource.

b. Click Next.

On the Dependencies page, complete the following.
a. Add Dependencies related to the new service.
Example:

DFM Sybase ASA Dependencies = Cluster IP Address,
Cluster Name, Disk S:, Data Disk

b. Click Next.
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Action

10 | On the Generic Service Parameters page, complete the following.
a. Set Service Name.
Example:
Service Name = DFM Sybase
b. Leave the "Use Network name for computer name" option
unchecked.
11 | On the Registry Replication page, click Finish.
There is no registry replication required.
Add the remaining cluster service
12 | Repeat Step 7 through Step 11 to add the remaining cluster services.
The following table indicates Resource Name, Dependencies, and
Service Name to enter for each new cluster service.
Note
Step 7 through Step 11 must be performed for all services, for the
cluster to work properly.
Resource Name Service Name
field Dependencies field field
DFM Sybase ASA | Cluster I, Cluster Name, Shared DFMSybase
Data Disk, Data Disk
DFM Apache DFM Sybase ASA DFMApache
DFM Scheduler DFM Sybase ASA DFMScheduler
DFM Watchdog DFM Sybase ASA DFMWatchdog
DFM Server DFM Sybase ASA DFMServer
DFM Event DFM Sybase ASA DFMEvent
DFM Monitor DFM Event DFMMonitor
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After you complete the manual setup, all the DataFabric Manager services are
listed under the Cluster Group resource group. DataFabric Manager with MSCS
is ready, but the services are still offline.

To bring the cluster services online, perform the following actions.

Step Action

1 | Select Cluster Group under the Groups folder and click File > Bring
Online.

By default, DataFabric Manager uses the local system name in the links in alert
e-mails sent to administrators. The local system name is also used in NetCache
configurations, configuration files, software, and distribution download URLs
pushed to the NetCache appliances.

To make DataFabric Manager use the cluster name instead of the local system
name so that the URLs are always accessible, set the following options. It is
suggested that you set both options, even if you are not managing NetCache
appliances.

$ dfm option set localHostName=<fgdn-of-cluster>

$ dfm option set cacheUseDfmHostName=yes
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Managing DataFabric Manager with MSCS

Ways to start and
stop DataFabric
Manager services

Backing up the
DataFabric Manager
database

Restoring the
DataFabric Manager
database

After you set up DataFabric Manager with MSCS, do not use the dfm service
start and dfm service stop commands, except where specifically indicated in
installation and configuration procedures. These commands interfere with the
working of MSCS. Instead, you should perform all operations by using either the
Cluster Administrator or the cluster.exe command.

Also, do not change the Service startup type to Automatic in the Service Control
Manager on any of the nodes. Keep this option set to “manual.”

The database backup improvements in DataFabric Manager 3.3 and later releases
do not require you to stop the database service while backing up the database.
Therefore, there are no additional steps to be performed to back up the database.

To restore from an existing backup of the database, complete the following steps.

Step | Action

1 | Log in to the node that currently owns the cluster resources.

2 | Using Cluster Administrator, take the services offline:
a. Right-click the DFM Sybase service.

b. Select Take offline.

This also takes the other services offline.

3 | Enter the following command to restore the database:

$ dfm backup restore

4 | Enter the following command to stop all the services:

$ dfm service stop
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5 | Using Cluster Administrator, bring the DataFabric Manager services
online:

a. Select Cluster Group under the Groups folder.

b. Click File > Bring Online.

Setting up To set up DataFabric Manager Web UI to use HTTPS, complete the following
DataFabric Manager steps.

Web Ul to use

HTTPS Step | Action

1 | Log in to the first node in the cluster.

2 | Using Cluster Administrator, take the DataFabric Manager services
offline.

a. Right-click the DFM Sybase service.
b. Select Take offline.

This also takes the other services offline.

3 | On the command line, enter the following command to start the SQL
service:

$ dfm service start sql

4 | Enter the following command to set up HTTPS, by creating an SSL
certificate:

$ dfm ssl server setup

This creates two files, server.crt and server.key, in the <install-
dir>\conf folder. Copy these files to the second node before starting
the services on that node.

5 | Enter the following command to enable HTTPS, by setting the
DataFabric Manager option:

$ dfm option set httpsEnabled=yes
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Enter the following command to start the HTTP service:
$ dfm service start http

Starting the service using dfm service start re-creates the
httpd.conf file with the changed options.

Enter the following command to stop all the services:

$ dfm service stop

Note
Ensure that DataFabric Manager services are still in the offline status
before proceeding. If the services are online, take them offline and
then proceed to Step 8. Otherwise the HTTP service will fail to come
up on the other node because the configuration is not complete.

Using Cluster Administrator, move the cluster group to the second
node by using the Move Group option.

Log in to the second node in the cluster.

10

Copy the server.crt and server.key files created on the first node to the
<install-dir>\conf folder.

11

From the command line, enter the following command to start the
services and verify they are operating properly:

$ dfm service start

Starting the service by using dfm service start re-creates the
httpd.conf file with the changed options.

12

Enter the following command to stop the services:

$ dfm service stop

13

Using Cluster Administrator, bring the DataFabric Manager services
online:

a. Select Cluster Group under the Groups folder.

b. Click File > Bring Online.
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Changing HTTP To change the HTTP options httpEnabled, httpPort, httpsEnabled, httpsPort,
options complete the following steps.

Step | Action

1 | Log in to the first node in the cluster.

2 | Using Cluster Administrator, take the DataFabric Manager services
offline.

a. Right-click the DFM Sybase service.

b. Select Take offline.

This also takes the other services offline.

3 | From the command line, enter the following command to start the
SQL service:

$ dfm service start sqgl

4 | Enter the following command to set the required HTTP option:
$ dfm option set <option-name>=<option-value>
Example:

$ dfm option set httpsPort=443

S | Enter the following command to start the HTTP service:
$ dfm service start http

Starting the service by using dfm service start recreates the
httpd.conf file with the changed options.

6 | Enter the following command to stop all the services:

$ dfm service stop

Note
Ensure that DataFabric Manager services are still in the offline status
before proceeding. If the services are online, take them offline and
then proceed to Step 8. Otherwise the HTTP service will fail to come
up on the other node because the configuration is not complete.

7 | Using Cluster Administrator, move the cluster group to the second
node by using the Move Group option.

8 | Log in to the second node in the cluster.
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with MSCS

Data that can be
shared by
DataFabric Manager
cluster nodes

Step | Action

9 | From the command line, enter the following command to start the
services:

$ dfm service start

10 | Enter the following command to stop the services:

$ dfm service stop

11 | Using Cluster Administrator, bring the DataFabric Manager services
online:

a. Select Cluster Group under the Groups folder.

b. Click File > Bring Online.

Microsoft provides Server Clusters Management Pack as part of Microsoft
Operations Manager. This provides the capability to monitor the cluster server,
and to report node status, resource status, and alerts.

DataFabric Manager does not provide any additional cluster monitoring or
alerting functionality.

The following table describes what data can be shared by the DataFabric
Manager cluster nodes.

You should configure DataFabric Manager nodes to access these files from a
shared disk. If each node uses its own local copy of files, updates to files might
not be accessible to the other nodes after a failover. For example, if a new storage
system configuration management plug-in is installed on one node, it is
accessible to only that node.

Default Folder Path Description

<install-dir>\data Sybase database files
<install-dir>\perfdata Performance Advisor data files
<install-dir>\script-plugins Installed script plug-ins and related files
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Default Folder Path

Description

<install-dir>\plugins

Storage system and NetCache configuration
plug-ins

<install-dir>\web\cms

NetCache distribution files

<install-dir>\web\software

NetCache software files

<install-dir>\web\ncfile

NetCache configuration files

<install-dir>\reports

Archived reports

The following table describes what data is not shared by the DataFabric Manager

cluster nodes.

Default Folder Path

Description

<install-dir>\bin

Executable files

<install-dir>\conf

Configuration files

<install-dir>\docs

Third-party licenses

<install-dir>\examples

Cluster configuration scripts, and so on.

<install-dir>\log

Log files

<install-dir>\misc

Configuration files

<install-dir>\sbin

Third-party executables

<install-dir>\scripts

Sybase_install.sql

<install-dir>\src

Storage system and NetCache configuration
plug-ins

<install-dir>\web\clients

Performance Advisor clients

<install-dir>\web\com

JAR files for applets

<install-dir>\web\help

Online Help files

<install-dir>\web\man

Manual (man) pages

<install-dir>\web\media

Images used on Web interfaces
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Default Folder Path Description

<install-dir>\web\netcache Required files from NetCache 5.3 plug-in

<install-dir>\web\scripts Java script files
<install-dir>\web\styles CSS style sheets
Uninstalling To uninstall DataFabric Manager from both the cluster nodes and disable the

DataFabric Manager cluster setup, complete the following steps.

from a cluster

Step

Action

1

Using the Cluster Administrator, delete all the DataFabric Manager
services:

a. Right-click the DFM Sybase resource.

b. Select Delete.

This also deletes all other DataFabric Manager services.

Log in to either cluster node.

Select Uninstall from the Add/Remove Programs tool.

Complete the procedure for removing the program from your system.

wnm | A W|N

Repeat Step 2 through Step 4 for the other cluster node.
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Upgrading cluster nodes with DataFabric Manager

Upgrading If you want to upgrade the cluster (active/active configuration) nodes, you should
DataFabric Manager upgrade all the nodes together.

cluster nodes )
To upgrade all the nodes together, complete the following steps:

Step | Action

1 | Using Cluster Administrator, take the DataFabric Manager services
offline:

a. Right-click the DFM Sybase service.

b. Select Take offline.

This takes the other services offline also.

2 | To upgrade the first node, ensure that the first node currently owns all
the non-DataFabric Manager cluster resources.

In the Cluster Administrator interface, check the Owner field of the
Resources folder.

3 | Upgrade the DataFabric Manager installation on this node:
a. Back up your existing DataFabric Manager database.

b. Insert the DataFabric Manager 3.6 CD in your management
station and launch dfmsetup-3-6-win32.exe in the
/dfm/installer/ directory from the CD.

c. Follow the DataFabric Manager setup prompts to complete
the installation.

See Chapter 2, “Installing DataFabric Manager 3.6 on Windows,” on
page 16 for details.

4 | Enter the following command to stop all the DataFabric Manager
services:
$ dfm service stop
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Action

To upgrade the second node, ensure that the second node currently
owns all the cluster resources that do not belong to DataFabric
Manager.

In the Cluster Administrator interface, check the Owner field of the
Resources folder.

Upgrade the DataFabric Manager installation on the second node:
a. Back up your existing DataFabric Manager database.

b. Insert the DataFabric Manager 3.6 CD and launch
dfmsetup-3-6-win32.exe in the /dfm/installer/ directory
from the CD.

c. Follow the DataFabric Manager setup prompts to complete
the installation.

See Chapter 2, “Installing DataFabric Manager 3.6 on Windows,” on
page 16 for details.

Enter the following command to stop all the DataFabric Manager
services:
$ dfm service stop

Using Cluster Administrator, bring the DataFabric Manager services
online:

Select Cluster Group under the Groups folder and click File > Bring
Online.
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To run DataFabric Manager with MSCS efficiently, it is important to understand
and to set the cluster parameters appropriately. This section describes some of the
parameters that are particularly useful to understand.

DataFabric Manager services are added to the cluster as resources of the type
Generic Service. For a Generic Service resource type, MSCS defines the
following default parameters of the service on the Advanced tab of the Properties
view:

Restart Action: Specifies the action to be taken by the MSCS service if the
resource fails. You can set this property to Do Not Restart or Restart.

¢ Affect the Group property specifies whether the group should be failed over
when this resource fails.

¢ Restart Threshold specifies the maximum number of restart attempts that
can occur on a resource, within the interval defined by the Restart Period
property. If the threshold and restart period are met, the MSCS service
initiates the action specified by the Restart Action property (Do Not Start or
Restart).

¢ Restart Period defines an interval of time, in milliseconds, during which a
specified number of restart attempts can be made on a nonresponsive
resource.

Looks Alive Poll Interval: Provides the recommended interval, in
milliseconds, at which the MSCS service should poll the resource to determine
whether it appears operational. Looks Alive polling performs basic polling to see
whether the resource appears to be online.

Is Alive Poll Interval: Provides the recommended interval, in milliseconds, at
which the MSCS service should poll the resource to determine whether it is
operational. Is Alive polling performs thorough polling to see whether the
resource is online and functioning.

Pending Timeout: Sets the number of seconds that a Resource Monitor waits
for a resource in Online Pending or Offline Pending state before terminating the
resource. For services that have long startup duration, you should specify a larger
pending timeout value.

The following image is an example of the DFM Sybase Properties view, and it
indicates the default values used for Generic Service. DataFabric Manager
services use the same default values.
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A summary of system behavior, based on the example in the image:

MSCS service waits for 180 seconds for a service to start up.

& After the service is online, MSCS performs Looks Alive polling every 5
seconds and Is Alive polling every 60 seconds. For a Generic Service
resource, both these operations are performed by contacting the Service
Control Manager.

& If a failure is detected for any service, the MSCS service tries to restart it.

& If the MSCS service has to restart the service three times in the duration of
15 minutes, it is considered a critical failure.

¢ Remaining services are brought offline and a cluster failover is initiated.
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In some conditions it is possible that the DataFabric Manager resource group can
fail again, after the resource group fails over to the new node. This situation can
result in a failover loop. The cluster group properties define when such repeated
failovers should stop.

The following image is an example, and it shows the default settings for Cluster
Group failover limits.

Cluster Group Properties

General Failover | Failbackl

Cluzter Group

Threshold: I'l 1]
Period: IE haurs

Cancel Apply |

A summary of system behavior based on the example in the image:

Since the group failover Threshold is set to 10 and its failover Period is set to 6,
the MSCS service fails over the group, for a maximum of 10 times within a 6-
hour period. The 11th time a resource in the group fails, the cluster service fails
all other resources in the group and leaves the entire group offline, instead of
failing over the group.
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Node failback Preferred owners: For each resource group, you can specify a node as the

parameters preferred owner. You can specify the preferred owner node from the General tab
of the Cluster Group Properties view, as shown in the following example (image).
By default, the Preferred owners parameter is left empty.

Cluster Group Properties ﬂ E

General | Failoverl Failbackl

Cluster Group

Name: ICIuster Group

Dezcription: |

Prefered owners: b adify... |

State: Online
Node: KALYAN

0k I Cancel Lpply

Failback: Failback is the process by which the MSCS service moves a resource
group back to its preferred node after the preferred node has failed and has come
back online. You can set the failback parameter on the Failback tab of the Cluster
Group Properties view, as shown in the following example (image). The options
are Prevent Failback and Allow Failback. By default, groups are set to Prevent
Failback.

If you want to enable failback, you can specify the failback to happen
immediately after the preferred node comes online or during specific time
periods (such as off-peak hours). For a failback to happen, you must specify a
preferred node.
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Cluster Group Propetties E

Generall Failower Failback. |

Cluster Group

" Prevent failback

= Allove failback,
% [mmediately

" Eailback between :|| and ﬁ haurs

Cancel Appl

For more information about the MSCS requirements, guidelines, and

management, see Microsoft’s documentation at the following locations:
¢ The Microsoft Web site (www.microsoft.com):

% Microsoft Operations Manager documentation

Exchange Server 2003 Administration Guide

2 2
<

2
<

Frequently Asked Questions

& The Microsoft TechNet Web site (technet.microsoft.com):
%  Server Clusters Technical Reference

Windows 2003 Quick Start Guide for Server Clusters
Frequently Asked Questions

2 2%
<

2%
<
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DataFabric Manager Setup for Failover 4

Reasons to set up
up for failover

Failover
architecture

How failover works

Limitations

DataFabric Manager is a business-critical tool for managing and configuring the
data storage infrastructure. DataFabric Manager application relies on a single
workstation. Setting up DataFabric Manager for failover ensures continued
availability of DataFabric Manager functions by preventing the workstation from
becoming a single point of failure.

The failover architecture consists of two workstations running the same version
of operating system and the same release of DataFabric Manager. The primary
workstation is the machine on which DataFabric Manager runs, except after
failover. The backup workstation is a dedicated machine that is on standby. It is
used only in the event of DataFabric Manager failover. Each workstation is
configured to use the same DataFabric Manager database stored on a disk system
configured for redundancy.

If the primary workstation fails, an administrator manually initiates takeover by
the backup workstation.

DataFabric Manager failover has the following limitations:

& Takeover does not occur automatically. You need to follow the takeover
procedure described in this chapter.

& If certain operations are in progress at the time of failure, they will be
interrupted. The operations which can be interrupted include Snap Vault
backup, content distribution, and NetCache configuration and software
operations.

¢ It provides only the DataFabric Manager database to the backup workstation.

It does not provide NetCache software images to the backup workstation.
You must provide the NetCache software images through the procedures
described in the chapter on remote configuration in the Operations Manager
Administration Guide.

¢ It does not protect against database corruption.

Your best protection against corruption is to back up the DataFabric
Manager database frequently, on a regular schedule.
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Failover deployment has the following requirements:

*
*

*

*

You must run DataFabric Manager 2.3 or later.

The primary and backup workstations must run the same version of
operating system and the same release of DataFabric Manager.

The primary and backup workstations must be in the same Windows or
Network Information Service (NIS) domain.

The filer mountpoints on both workstations should be automounted. This is
useful when the machines reboot.

The DataFabric Manager database must be on a disk system configured for
redundancy, such as a filer cluster.

You must monitor the primary workstation for failure using a third-party tool
such as H-P OpenView or Big Brother.

DataFabric Manager administrators must be domain users rather than local
users, so authentication will still succeed in the event of failover.

You must configure DNS for failover. See the following section.

No additional license is required for the backup workstation.

There are two approaches to DNS configuration for failover: multiple IP
addresses or a single IP address.

*

Multiple IP addresses: The DNS name for DataFabric Manager can resolve
to the IP address of either the primary workstation or the backup
workstation. Appliances and browsers attempt to connect to the first IP
address—the primary workstation. If they cannot connect to the first IP
address, they retry using the second IP address—the backup workstation.

Single IP address: The DNS name for DataFabric Manager resolves to the
IP address of the primary workstation. You must manually update DNS in
the event of failure.

The DNS configurations in this section do not apply to NetCache appliances that
are located in a neutral zone—also known as a “demilitarized zone” or DMZ—
between your company's private network and the outside public network.
NetCache appliances that are located in a neutral zone must use the IP address of
a workstation to connect with DataFabric Manager. The DNS resolver in the
DMZ is pointed to public DNS, and the DNS name for DataFabric Manager is
valid only on the private network.
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Single IP address in
DNS

Setting up
DataFabric Manager
failover

Setting up
DataFabric Manager
failover on Linux or
Solaris

You configure the DNS resolver with the IP addresses of both the primary and
backup workstations. The following example illustrates multiple IP addresses in
DNS.

dfm-service.company.com. 119 A 123.1.2.10
dfm-service.company.com. 119 A 123.1.4.10

Note
You must enable the command-line option cacheUseDFMHos tName when using
multiple IP addresses. This option inserts into URLs either localHostName, if it
is set, or the DataFabric Manager DNS host name.

When you use a single IP address in DNS, configure DNS with the IP address of
the primary workstation only.

Note
For this type of configuration, Network Appliance recommends a short TTL for
DNS lookup results—5 minutes or less. The short TTL allows an updated DNS
record to be effective fairly quickly, even though the previous DNS lookup result
might be cached on a client machine or in the network infrastructure.

The DataFabric Manager failover setup depends on the operating system where
the DataFabric Manager server is installed.

If you are running DataFabric Manager on Linux or Solaris, complete the
following steps to set up the DataFabric Manager failover.

Step | Action

1 | Stop DataFabric Manager services on the primary workstation. Use
the following command:

dfm service stop
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Step

Action

Move the database file from its current location to the new location.
The file name is monitordb.db. Its default location is installation
directory/data/; however, you may have chosen a different location at

the time of installation.

Point DataFabric Manager to the relocated database. Use the

following command:

dfm database set dbDir=<database location>

Restart DataFabric Manager services. Use the following command:

dfm service start

If...

Then...

You are using the single IP
address configuration in
DNS

Complete the following optional steps
if you want a DNS alias for the
workstation:

a. Configure a DNS alias for the
DataFabric Manager server
station to point to the IP
address of the primary
workstation.

b. Specify the DNS alias you set
for the DataFabric Manager
server as the name of the
local workstation to be used
in URLs for e-mail alerts.
Use the following command:

dfm option set
localHostName=<dns-alias>

You are using the multiple
IP address configuration in
DNS

Go to Step 6.
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Step | Action

6 | 1f... Then...

Your network setup allows | Enable use of the DataFabric Manager

NetCache appliances to server DNS host name in the address
look up the DataFabric that NetCache uses to communicate
Manager server DNS name | with the workstation. Use the

and resolve it to an IP following command:

address, and you are dfm option set

running DataFabric cachUseDfmHostName=yes

Manager 3.6

Your network setup does Go to Step 7.
not allow the DNS name
resolution described in this
step, or you are running
DataFabric Manager 2.2 or
earlier

7 | Install DataFabric Manager on the backup workstation.

8 | Configure the backup workstation by repeating Step 1 through
Step 5. If you are using the multiple IP address configuration in
DNS, repeat Step 7.

Services will fail to start on the backup workstation, because the
primary workstation is already using the database. You will see an
error message stating that the primary workstation might already be
running.

If the service starts successfully, the failover configuration is not
correct. Check the location of the database that you entered for the
backup workstation.
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Step

Action

Put the backup workstation into standby mode by stopping
DataFabric Manager services. Use the following command:

dfm service stop

Note
You need to perform this step even if the services failed to start in
Step 8. Only the SQL services fail because the database is already in
use. Other DataFabric Manager services have started that do not need
to be running on the backup workstation.

If you are running DataFabric Manager on Windows, complete the following
steps to set up the DataFabric Manager failover.

Step | Action

1 | Log in as a user who has access to the CIFS share on which the
database files are to be stored.

2 | Go to Control Panel > Administrative Tools > Computer Management
> Local Users and Groups > Groups > Administrators, to add the
CIFS user as a part of Administrators group on the DataFabric
Manager server.

The Administrator Properties dialog box is displayed.

3 | Click Add.

4 | The Select Users, Computers, or Groups dialog box is displayed.

5 | Type the user name.

6 | Click OK.

7 | Stop DataFabric Manager services on the primary workstation. Use
the following command:
dfm service stop

8 | Create a folder inside the CIFS share.
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Step

Action

Use the following command to know the current path of the database
files:

dfm database get

10

Copy the database files from their current location to the folder
created inside the CIFS share. The format of the path is as follows:

\\<filer>\<share>\<data_dir>

11

Use the following command to set the dbLogDir option to the CIFS
share where the database files (monitordb.log and monitordb.db) are
stored:

dfm database set dbLogDir="\\<filer>\<share>\<data_dir>"

12

Use the following command to set the dbDir option to the CIFS share:

dfm database set dbDir="\\<filer>\<share>\<data_ dir>"

Note

If you do not set the dbLogDir option in DataFabric Manager before
setting the dbDir option, then a new database log file (monitordb.log)
gets created in the path specified by dbDir option.

13

Go to Settings > Control Panel > Administrative Tools > Services, to
specify a Windows user account for DataFabric Manager service on
the primary workstation. The Services dialog box is displayed.

Note

If DataFabric Manager runs using the local system account (the
default), it might not be able to access the shared drive where the
database will reside.

14

Double-click DFM Sybase ASA.
The DFM Sybase ASA Properties dialog box is displayed.

15

Click the Log On tab.

16

Click the This Account option.

17

Type the user name and password of a user having access to the CIFS
share.
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Step | Action

18 | Click OK.

19 | Start the DFM Sybase ASA service using the following command:
dfm service start sql

20 | Use the following command to know the current location of the
perfArchiveDir option:
dfm option list perfArchiveDir

21 | Copy the performance archive directory from its current location to
the CIFS share.

22 | Use the following command to set the perfArchiveDir option in
DataFabric Manager to the performance archive directory location
inside the CIFS share:
dfm option set
perfArchiveDir="\\<filer>\<share>\<perfdata>"

Note
Do not start the server service at this stage.

23 | Use the following command to know the current location of the
scriptDir option:
dfm option list scriptDir

24 | Copy the script-plugins directory from its current location to the CIFS
share.

25 | Use the following command to set the scriptDir option in DataFabric

Manager to the CIFS share:

dfm option set scriptDir="\\<filer>\<share>\<script-
plugins>"

Note

Do not start the server and the scheduler services at this stage.

DataFabric Manager Setup for Failover




Step

Action

26

Change the Log On settings for all the DataFabric Manager services
as follows:

a.

f.

Go to Settings > Control Panel > Administrative Tools >
Services.

Double-click the service name.
Click the Log On tab.
Click the This Account option.

Type the user name and password of a user having access to
the CIFS share.

Click OK.

The following are the DataFabric Manager services (service names):

L 2B B R JER JER 2

DFM Server
DFM Scheduler
DFM Monitor
DFM Event
DFM Watchdog
DFM Apache
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Step

Action

27

If...

Then...

You login from Operations Manager
and have authentication problems on
Windows 2000, when the Log On for
DFM Apache service is changed

Complete the following

steps:

a.

€.

Go to Control Panel
> Administrative
tools > Local
Security Policy >
Local Policies >
User Rights
Assignment.

Under the Policy
column, double-
click Act as part of
the operating
system. The Act as
part of the operating
system Properties
dialog box is
displayed.

Click Add User or
Group. The Select
Users or Groups
dialog box is
displayed.

Provide the
credentials given in
the Log On for
DFM Apache.

Click OK.

28

Start the DataFabric Manager services using the following command:

dfm service start
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Takeover procedure After failover is set up, complete the following steps to initiate takeover by the
backup workstation if the primary workstation fails.

Step

Action

1

Release the locks on the database held by the primary workstation by
entering one of the following commands at the filer command line:

¢ For workstations using NFS:
sm_mon <client-name>
¢ For workstations using CIFS:

cifs-terminate <computer-name>

Start DataFabric Manager on the backup workstation using the
following command:

dfm service start

Giveback procedure When the primary workstation is ready to resume service, complete the following
steps to perform the giveback procedure.

Step

Action

Stop DataFabric Manager services on the backup workstation. Use
the following command:

dfm service stop

Release the locks on the database held by the backup workstation by
entering one of the following commands at the filer command line:

& For workstations using NFS:
sm_mon <client-name>
& For workstations using CIFS:

cifs-terminate <computer-name>

After DataFabric Manager services are stopped on the backup
workstation, restart services on the primary workstation. Use the
following command:

dfm service start
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Related Documentation A

Available
documentation

Additional
information
available about
DataFabric Manager

The following list describes available DataFabric Manager user documentation.
Online Help:

After you install or upgrade the DataFabric Manager software, you can access the
following online Help:

¢ Operations Manager online Help:

Click the Help icon on any Operations Manager page.
¢ Performance Advisor online Help:

< Install NetApp Management Console.

< Click the Help icon on the Performance Advisor toolbar.
¢ Protection Manager online Help:

< Activate the Protection Manager license.

< Install NetApp Management Console.

% Click the Help icon on the Protection Manager toolbar.
Administration Guides:

The administration guides are available in the printed and electronic (CD) form.
Both forms are in the software and documentation package you received with
your product. If you did not receive a software and documentation package, you
can order a package through your sales representative.

You can also find the guides at http://now.netapp.com.

The following resources provide additional information about Operations
Manager, File SRM, Business Continuance Option, and DataFabric Manager:

Operations Manager Administration Guide

Man pages which are available in the online Help
Frequently asked questions (FAQs)

Performance Advisor Administration Guide
Protection Manager Administration Guide

The NOW site

* 6 ¢ ¢ O o
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online Help
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Accessing the
Performance
Advisor online Help

The NOW site
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By default, the compact online Help window opens when you select Help and
click About This Page. The compact window displays only the Help topic, while
the full window includes the Table of Contents. To switch between the full and
compact online Help windows, click Show.

The online Help includes FAQs that provide answers to many typical questions
regarding software installation and features. It is also available from the NOW

site.

The Performance Advisor online Help provides information about the
Performance Advisor user interface and system administration tasks such as
viewing and working with performance data, customizing performance data
views, preserving performance data for analysis, and so on.

The NOW site features an array of self-service support tools, including the
following:

*

*
*
*
*

PDF and HTML versions of DataFabric Manager documentation
Online technical assistance

Software downloads

Online service contract options

My NetApp Products, from which you can register and keep track of your
installed products, licenses, and service contracts, as well as training and
product programs

You can access the NOW site from Operations Manager by clicking the NOW
Customer Service link in the upper right side of the window.
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