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Abstract

This guide provides installation and deployment information for intermediate and advanced administrators planning to deploy Exchange Server 2003.

Comments? Send feedback to exchdocs@microsoft.com.
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Exchange Server Deployment Guide

These topics provide installation and deployment information for intermediate and advanced administrators planning to deploy Microsoft® Exchange Server 2003. These topics are companions to the topics in Planning an Exchange Server 2003 Messaging System. Although the planning topics focus on planning your Exchange Server 2003 system architecture, these topics provide you with the prerequisites and procedures to successfully deploy and install Exchange Server 2003 into your infrastructure.

After you have deployed Exchange Server 2003, you will want to install the latest Exchange Server 2003 service pack. This guide includes information that will help you upgrade to the latest service pack of Exchange Server 2003. If you have already deployed Exchange Server 2003 or Exchange Server 2003 Service Pack 1 (SP1) and are ready to deploy Exchange Server 2003 SP2, see Post-Installation Steps for Exchange Server 2003.
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Note: 

Download Microsoft Exchange Server 2003 Deployment Guide to print or read offline.

Introduction to the Exchange Server 2003 Deployment Guide

These topics provide installation and deployment information for intermediate and advanced administrators planning to deploy Microsoft® Exchange Server 2003. These topics are companions to the topics in Planning an Exchange Server 2003 Messaging System (http://go.microsoft.com/fwlink/?linkid=21766). Although those topics focus on planning your Exchange 2003 system architecture, these topics walk you through the prerequisites and procedures to successfully deploy and install Exchange Server 2003 into your infrastructure. 

Whether you are deploying a new Exchange Server 2003 messaging system or upgrading from a previous Exchange version, these topics will guide you through the deployment process and provide deployment recommendations, including recommendations on how to configure your Exchange 2003 organization to run in native mode. These topics also provide instructions about how to use Exchange Server Deployment Tools. Exchange Server Deployment Tools provide you with utilities and wizards to help verify that your organization is in a healthy state before you deploy Exchange 2003.
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Note: 

Your Exchange Server 2003 deployment plan should reflect your understanding of how Exchange and Microsoft Windows Server™ operating systems interoperate. It should encompass the relationships between Windows Server 2003 and Microsoft Windows® 2000 Server sites and domains, domain controllers, global catalog servers, and Exchange 2003 administrative and routing groups. The person who designed your Windows Server 2003 or Windows 2000 deployment may be less familiar with Exchange. Keep this in mind as you plan your Exchange 2003 deployment, because you may need to fine-tune Windows for the new messaging system.

What Will You Learn from These Topics?

These topics provide conceptual and procedural information about the following:  


Installing your first Exchange Server 2003 computer into your organization (see Installing New Exchange 2003 Servers).


Upgrading your existing Exchange 2000 native organization to Exchange Server 2003 (see Upgrading from Exchange 2000 Server to Exchange Server 2003).


Installing your first Exchange Server 2003 computer into your existing Exchange Server version 5.5 site, and migrate your mailbox data and public folder information to your Exchange Server 2003 computer (see Migrating from Exchange Server 5.5 to Exchange Server 2003).


Using the Migration Wizard and Inter-Organization Replication Tool to move your mailbox and public folder data from one Exchange organization to another (see Inter-Organizational Migration to Exchange Server 2003).


Upgrading your mixed-mode Exchange 2000 and Exchange 5.5 organization to Exchange Server 2003 (see Upgrading from Mixed Exchange 2000 and Exchange 5.5 Organizations).


Configuring your Exchange 2003 organization to run under Microsoft Windows Clustering (see Deploying Exchange Server 2003 in a Cluster).


Configuring your client computers to use new Exchange features, including Cached Exchange Mode, Exchange ActiveSync® and Microsoft Outlook Mobile Access (see Configuring Exchange 2003 for Client Access).


Synchronizing multiple Exchange 2003 forests, including how to synchronize the global address list (GAL), configure cross-forest mail flow, and use Migration Wizard to move users' mailboxes (see Synchronizing Multiple Exchange 2003 Forests).


Meeting deployment requirements for consolidating your remote Exchange sites, including information about using the Exchange Server Deployment Tools to help with your consolidation and instructions about how to remove your Exchange servers from a remote site (see Consolidating Sites in Exchange 2003).


Verifying that your installation was successful by using the Exchange 2003 setup log and the Windows Event Viewer (see Post-Installation Steps for Exchange Server 2003).


Running Exchange Setup to uninstall Exchange Server 2003 (see How to Uninstall Exchange Server 2003).


Running the Exchange Server Deployment Tools to aid you in accomplishing many of the preceding tasks.
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Note: 

It is recommended that you first read Improvements to Exchange 2003 Setup, and then read the appropriate topics that relate to your deployment plan. You can then read Configuring Exchange 2003 for Client Access for information about how to configure your clients for Exchange Server 2003 access.

Who Should Read These Topics?

These topics are designed for information technology professionals who are responsible for deploying Exchange messaging systems for their companies. Such professionals may be in the following roles:  


Systems administrators   Those people who are responsible for planning and deploying technology across Windows and Exchange servers.


Messaging administrators   Those people who are responsible for implementing and managing organizational messaging.

What Technologies Do These Topics Cover?

These topics provide several deployment scenarios, including installing new Exchange 2003 organizations, upgrading your Exchange 2000 organization, and installing a new Exchange 2003 computer into your Exchange 5.5 site and migrating your Exchange 5.5 mailboxes and public folders. For detailed information about specific technologies such as the Microsoft Active Directory® directory service, Microsoft Office Outlook 2003, or Microsoft Office Outlook Web Access 2003, refer to Windows, Outlook 2003, and Exchange Server 2003 product documentation.

For More Information

The following resources provide valuable information regarding deployment concepts and processes.

Web Sites


Exchange Server TechCenter (http://go.microsoft.com/fwlink/?LinkId=34165)


Downloads for Exchange 2003 (http://go.microsoft.com/fwlink/?linkid=25097)


MSDN® (http://go.microsoft.com/fwlink/?linkid=21574)


Microsoft Identity Integration Server (MIIS) 2003 (http://go.microsoft.com/fwlink/?LinkId=21271)

Exchange Server 2003 Topics


What's New in Exchange Server 2003 (http://go.microsoft.com/fwlink/?linkid=21765)


Planning an Exchange Server 2003 Messaging System (http://go.microsoft.com/fwlink/?linkid=21766)


Exchange Server 2003 Administration Guide (http://go.microsoft.com/fwlink/?linkid=21769)


Exchange Server 2003 Security Hardening Guide (http://go.microsoft.com/fwlink/?LinkId=25210)

Technical Articles


Deploying Microsoft Exchange 2000 Server Clusters (http://go.microsoft.com/fwlink/?LinkId=6271)


Best Practice: Active Directory Design for Exchange 2000 (http://go.microsoft.com/fwlink/?LinkId=17837)


Disaster Recovery for Microsoft Exchange 2000 Server (http://go.microsoft.com/fwlink/?LinkId=18350)


Using Microsoft Exchange 2000 Front-End Servers (http://go.microsoft.com/fwlink/?linkid=14575)


Microsoft Identity Integration Server 2003 Scenarios (http://go.microsoft.com/fwlink/?LinkId=21270)


Why Service Packs are Better Than Patches (http://go.microsoft.com/fwlink/?LinkId=18354)

Tools


Exchange Server Deployment Tools (http://go.microsoft.com/fwlink/?linkid=21231)


Inter-Organization Replication Tool (http://go.microsoft.com/fwlink/?LinkId=22455)


Active Directory Migration Tool (ADMT), version 2.0 (http://go.microsoft.com/fwlink/?LinkId=22161

HYPERLINK)

Microsoft Baseline Security Analyzer (MBSA) (http://go.microsoft.com/fwlink/?LinkId=17809)

Resource Kits


Microsoft Exchange 2000 Server Resource Kit (http://go.microsoft.com/fwlink/?LinkId=6543) 

You can order a copy of Microsoft Exchange 2000 Server Resource Kit from Microsoft Press® at http://go.microsoft.com/fwlink/?LinkId=6544. 


Microsoft Windows 2000 Server Resource Kit (http://go.microsoft.com/fwlink/?LinkId=6545) 

You can order a copy of Microsoft Windows 2000 Server Resource Kit from Microsoft Press at http://go.microsoft.com/fwlink/?LinkId=6546. 

Microsoft Knowledge Base Articles


325044, "HOW TO: Troubleshoot Virtual Memory Fragmentation in Exchange 2003 and Exchange 2000" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=325044)


312363, "How to use the Exchange 2000 and Exchange 2003 Installation Wizard to generate a Setup.ini file for an unattended installation" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=312363)


234562, "How to Enable Automatic Logon in Windows 2000 Professional" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=234562)


322856, "HOW TO: Configure DNS for Use with Exchange Server" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=322856)


240942, "Active Directory DNSHostName Property Does Not Include Subdomain" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=240942)


307532, "How to Troubleshoot the Cluster Service Account When It Modifies Computer Objects" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=307532)


258750, "Recommended Private 'Heartbeat' Configuration on a Cluster Server" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=258750)


329938, "Cannot Use Outlook Web Access to Access an Exchange Server Installed on a Windows 2000 Cluster Node" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=329938)


302389, "Description of the Properties of the Cluster Network Name Resource in Windows Server 2003" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=302389)


235529, "Kerberos Support on Windows 2000-Based Server Clusters" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=235529)


316886, "HOW TO: Migrate from Exchange Server 5.5 to Exchange 2000 Server" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=316886)


320291, "XCCC: Turning On SSL for Exchange 2000 Server Outlook Web Access" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=320291)


233256, "How to Enable IPSec Traffic Through a Firewall" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=233256)


312316, "XADM: Setup Does Not Install Exchange 2000 on a Cluster if the MSDTC Resource Is Not Running" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=312316)


301600, "How to Configure Microsoft Distributed Transaction Coordinator on a Windows Server 2003 Cluster" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=301600)


152959, "XADM: How to Remove the First Exchange Server in a Site" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=152959)


817377, "Offline Address Book Replication Does Not Work After You Upgrade to Exchange Server 2003" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=817377)

Improvements to Exchange 2003 Setup

Microsoft® Exchange 2003 Setup includes many new features that make it easier to deploy Exchange 2003 in your organization. This topic describes the improvements to Exchange Setup.

Identical schema files in Active Directory Connector and Exchange

In Exchange 2000, Active Directory Connector (ADC) schema files were a subset of the Exchange 2000 core schema files. In Exchange 2003, the schema files imported during the ADC upgrade are identical to the core Exchange 2003 schema files. Therefore, you only need to update the schema once.

Exchange Setup does not require full organization permissions

In Exchange 2000, the user account that was used to run Setup was required to have Exchange Full Administrator rights at the organization level. In Exchange Server 2003, although a user with Exchange Full administrator rights at the organization level must install the first server in a domain, you can now install additional servers if you have Exchange Full Administrator rights at the administrative group level.

Exchange Setup no longer contacts the schema Flexible Single Master Operations role

In Exchange 2000, the Setup or Update program contacted the schema Flexible Single Master Operations (FSMO) role each time it ran. In Exchange 2003, Setup does not contact the schema FSMO role.

ChooseDC switch

Exchange Setup includes the new /ChooseDC switch. You can now enter the fully qualified domain name (FQDN) of a Windows domain controller to force Setup to read and write all data from the specified domain controller (the specified domain controller must reside in the domain where you install your Exchange 2003 server). When installing multiple Exchange 2003 servers simultaneously, forcing each server to communicate with the same Active Directory® directory service domain controller ensures that replication latencies do not interfere with Setup and cause installation failures.

Default permissions at the organization level are assigned only once

Exchange Setup now assigns default permissions on the Exchange Organization object once (during the first server installation or upgrade) and does not re-assign permissions during subsequent installations. Previously, Exchange 2000 Setup re-assigned Exchange Organization permissions during each server installation. This action overwrote any custom changes to the permissions structure. For example, if you allowed all users to create top-level public folders, these permissions were removed during each installation or upgrade. 

Warning message appears if Exchange groups are moved, deleted, or renamed

Exchange Setup ensures that the Exchange Domain Servers and Exchange Enterprise Servers groups are intact. If an administrator has moved, deleted, or renamed these groups, Setup stops, and a warning message appears.

Permissions to access mailboxes

Exchange Setup configures permissions on user mailbox objects so that members of groups that have any of the standard Exchange security roles (Exchange Full Administrator, Exchange Administrator, Exchange View Only Administrator) applied to them at the organization and administrative group levels cannot open other user mailboxes. 

Domain users denied local logon rights

Whether you are installing or upgrading to Exchange 2003, Exchange Setup does not allow members of the Domain Users group to log on locally to your Exchange servers.

Item size for public folder set by default

If the value is not already set, Exchange Setup limits the item size for public folders to 10240 KB (10 MB). On upgrades from Exchange 2000 to Exchange 2003, if the item size for public folders is already set, that value is preserved.

Outlook Mobile Access and Exchange ActiveSync® components installed by Setup

In previous versions of Exchange, you had to install Microsoft Mobile Information Server to enable support for mobile devices. Now, Exchange 2003 includes built-in mobile device support that supersedes Mobile Information Server functionality. Specifically, the Exchange 2003 components that enable this support are called Outlook® Mobile Access and Exchange Server ActiveSync. However, Outlook Mobile Access is not enabled by default. To enable Outlook Mobile Access, start Exchange System Manager, expand Global Settings, and then use the Mobile Services Properties dialog box (Figure 1).

Figure 1   The Mobile Services Properties dialog box
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Note: 

Outlook Mobile Access is part of a typical setup and is therefore installed on all upgraded servers.

For more information about Outlook Mobile Access and Exchange ActiveSync, see Configuring Exchange 2003 for Client Access.

Automatic Internet Information Services version 6.0 configuration

In Microsoft Windows Server™ 2003, Internet Information Services (IIS) 6.0 introduces worker process isolation mode, which offers greater reliability and security for Web servers. Worker process isolation mode ensures that all of the authentication, authorization, Web application processes, and Internet Server Application Programming Interface (ISAPI) extensions that are associated with a particular application are isolated from all other applications. When you install Exchange 2003 on computers running Windows Server 2003, Exchange Setup sets IIS 6.0 to worker process isolation mode automatically. 

By default, ISAPI extensions are not enabled during Windows Server 2003 installation. However, because some Exchange features (such as Outlook Web Access, WebDAV, and Exchange Web forms) rely on certain ISAPI extensions, Exchange Setup enables these required extensions automatically. 

Automatic IIS 6.0 configuration while upgrading from Windows 2000 to Windows Server 2003

If you install Exchange 2003 on Microsoft Windows® 2000 Server and subsequently upgrade to Windows Server 2003, Exchange System Attendant sets IIS 6.0 to worker process isolation mode automatically. Event Viewer contains an event indicating that this mode change has occurred. After the upgrade, you may notice that some of the ISAPI extensions for other applications do not function properly in worker process isolation mode. Although you can set the IIS 6.0 mode to "IIS 5.0 isolation mode" to ensure compatibility with your ISAPI extensions, it is recommended that you continue to run IIS 6.0 in worker process isolation mode. Exchange 2003 features, such as Microsoft Outlook® Web Access, WebDAV, and Web forms, do not work in IIS 5.0 isolation mode.

Support for Device Update 4 (DU4)

Exchange 2003 Service Pack 1 (SP1) now includes support for additional worldwide devices. DU4 updates the list of supported mobile devices for Outlook Mobile Access. DU4 updates ensure that the mobile devices on the list have been tested and function properly with Outlook Mobile Access.

Security Enhancement for Outlook Web Access

To prevent unsafe code from being executed within the browser for certain MIME types, Exchange Setup adds new file extensions to the Outlook Web Access block lists. This update provides a list of known content types that are allowed to start within the browser.

Installing New Exchange 2003 Servers

This topic provides information about deploying new installations of Microsoft® Exchange Server 2003 in your organization. Specifically, this topic will:  


Provide you with the requirements necessary to install Exchange 2003.


Provide you with information about running Exchange Server 2003 Deployment Tools.


Provide you with information about front-end and back-end architecture, including how to configure a front-end server.


Show you how to run ForestPrep.


Show you how to run DomainPrep.


Show you how to install Exchange Server 2003 on new servers, including how to run Exchange Server 2003 Setup in attended and unattended modes.
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Note: 

If you are migrating an Exchange Server 2003 server to a new Exchange Server 2003 computer see Microsoft KB article 822945, How to move Exchange 2003 to new hardware and keep the same server name. Use the information provided in that article together with the information in this topic to install a new Exchange Server 2003 server.

Permissions for Installing New Exchange Server 2003 Servers

After ensuring that your organization meets the necessary prerequisites, the procedures referenced in this topic guide you through the deployment process. This process includes installing the first Exchange Server 2003 computer into your organization.

Table 1 lists the required permissions or roles for the procedures referenced in this topic.

Table 1   Procedures referenced in this topic and corresponding permissions

	Procedure
	Required permissions or roles

	Enable Microsoft Windows® 2000 Server or Microsoft Windows Server™ 2003 services
	
See Windows 2000 or Windows Server 2003 Help

	Run ForestPrep on a domain controller (updates the Microsoft Active Directory® directory service schema)
	
Enterprise Administrator


Schema Administrator


Domain Administrator


Local Machine Administrator

	Run DomainPrep
	
Domain Administrator


Local Machine Administrator

	Install Exchange Server 2003 on the first server in a domain
	
Exchange Full Administrator role applied at the organization level


Local Machine Administrator

	Install Exchange Server 2003 on additional servers in the domain
	
Exchange Full Administrator role applied at the administrative group level


Exchange Server 5.5 Site Administrator (if installing into an Exchange Server 5.5 site)


Local Machine Administrator


	Install the first instance of a connector
	
Exchange Full Administrator applied at the organization level


For more information about managing and delegating permissions and user and group authorities, see the Exchange Server 2003 Administration Guide (http://go.microsoft.com/fwlink/?LinkId=47617).

Exchange Server 2003 Security Considerations

Before installing Exchange Server 2003 in your organization, it is important that you are familiar with your organization's security requirements. Familiarizing yourself with these requirements helps ensure that your Exchange Server 2003 deployment is as secure as possible. For more information about planning Exchange Server 2003 security, see the following guides:  


Planning an Exchange Server 2003 Messaging System (http://go.microsoft.com/fwlink/?LinkId=47584)


Exchange Server 2003 Security Hardening Guide (http://go.microsoft.com/fwlink/?LinkId=47578)

Exchange Server Deployment Tools

Exchange Server Deployment Tools are tools and documentation that lead you through the entire installation or upgrade process. To ensure that all of the required tools and services are installed and running properly, it is recommended that you run Exchange Server 2003 Setup through the Exchange Server Deployment Tools.
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Note: 

You must download the latest version of the Exchange Server Deployment Tools before you run them. To receive the latest version of the tools, see the Downloads for Exchange Server 2003 Web site (http://go.microsoft.com/fwlink/?linkid=25097).

For detailed steps about how to start the Exchange Server Deployment Tools, see How to Start the Exchange Server Deployment Tools. After you start the tools and specify that you want to follow the process for New Exchange Server 2003 Installation, you are provided with a checklist detailing the following installation steps:  


Verify that your organization meets the specified requirements.


Install and enable the required Windows services.


Run the DCDiag tool.


Run the NetDiag tool.


Run ForestPrep.


Run DomainPrep.


Run Exchange Setup.

With the exception of running the DCDiag and NetDiag tools, each of these installation steps is detailed later in this topic. For more information about the DCDiag and NetDiag tools, refer to the Exchange Server Deployment Tools. It is recommended that you run the DCDiag and NetDiag tools on every server on which you plan to install Exchange Server 2003.

When you use Exchange Server Deployment Tools, you can run specific tools and utilities to verify that your organization is ready for the Exchange Server 2003 installation. If you do not want to run Exchange Server Deployment Tools, read the remaining sections in this topic for information about manually installing Exchange Server 2003.

System-Wide Requirements for Exchange Server 2003

Before you install Exchange Server 2003, ensure that your network and servers meet the following system-wide requirements:  


Domain controllers are running Windows 2000 Server Service Pack 3 (SP3) or Windows Server 2003.


Global catalog servers are running Windows 2000 SP3 or Windows Server 2003. It is recommended that you have a global catalog server in every domain where you plan to install Exchange Server 2003.


Domain Name System (DNS) and Windows Internet Name Service (WINS) are configured correctly in your Windows site.


Servers are running Windows 2000 SP3 or Windows Server 2003 Active Directory.

For more information about Windows 2000 Server, Windows Server 2003, Active Directory, and Domain Name System (DNS), see the following resources:  


Windows 2000 Help


Windows Server 2003 Help


Best Practice Active Directory Design for Exchange 2000 Server(http://go.microsoft.com/fwlink/?LinkId=17837)


Planning an Exchange Server 2003 Messaging System (http://go.microsoft.com/fwlink/?LinkId=47584)

Server-Specific Requirements for Exchange Server 2003

Before you install Exchange Server 2003, ensure that your servers meet the requirements that are described in this section. If your servers do not meet all the requirements, Exchange Server 2003 Setup will stop the installation. 

Hardware Requirements

The following are the minimum and recommended hardware requirements for Exchange Server 2003 servers:  


Intel Pentium or compatible 133 megahertz (MHz) or faster processor


256 megabytes (MB) of RAM recommended minimum, 128 MB supported minimum


500 MB of available disk space on the drive on which you install Exchange


200 MB of available disk space on the system drive


CD-ROM drive


SVGA or higher-resolution monitor

For more information about hardware requirements for front-end and back-end servers, see the guide Exchange Server 2003 and Exchange 2000 Server Front-End and Back-End Server Topology Guide (http://go.microsoft.com/fwlink/?LinkId=47567).

File Format Requirements

To install Exchange Server 2003, disk partitions must be formatted for NTFS file system and not for file allocation table (FAT). This requirement applies to the following partitions:  


System partition


Partition that stores Exchange binaries


Partitions containing transaction log files


Partitions containing database files


Partitions containing other Exchange files

Operating System Requirements

Exchange Server 2003 is supported on the following operating systems:  


Windows 2000 SP3 or later  
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Note: 

Windows 2000 SP3 or later is available for download at http://go.microsoft.com/fwlink/?linkid=18353. Windows 2000 SP3 or later is also a prerequisite for running the Exchange Server 2003 Active Directory Connector.


Windows Server 2003 

Installing and Enabling Internet Information Services on Windows 2000 or Windows Server 2003

Exchange Server 2003 Setup requires that the following components and services be installed and enabled on the server:  


.NET Framework 


ASP.NET


Internet Information Services (IIS) 


World Wide Web Publishing Service


Simple Mail Transfer Protocol (SMTP) service


Network News Transfer Protocol (NNTP) service

If you are installing Exchange Server 2003 on a server running Windows 2000, Exchange Setup installs and enables the Microsoft .NET Framework and ASP.NET automatically. You must install the World Wide Web Publishing Service, the SMTP service, and the NNTP service manually before running Exchange Server 2003 Installation Wizard.

If you are installing Exchange Server 2003 in a native Windows Server 2003 forest or domain, none of these services is enabled by default. You must enable the services manually before running Exchange Server 2003 Installation Wizard.
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Important: 

When you install Exchange on a new server, only the required services are enabled. For example, Post Office Protocol version3 (POP3), Internet Message Access Protocol version4 (IMAP4), and NNTP services are disabled by default on all of your Exchange Server 2003 servers. You should enable only services that are essential for performing Exchange Server 2003 tasks.

For detailed steps about how to install the IIS prerequisites for Exchange Server 2003 on Windows 2000, see How to Install IIS Prerequisites for Exchange Server 2003 on Windows 2000. 

For detailed steps about how to install the IIS prerequisites for Exchange Server 2003 on Windows Server 2003, see How to Install IIS Prerequisites for Exchange Server 2003 on Windows Server 2003.

Running Exchange Server 2003 ForestPrep

Exchange Server 2003 ForestPrep extends the Active Directory schema to include Exchange-specific classes and attributes. ForestPrep also creates the container object for the Exchange organization in Active Directory. The schema extensions supplied with Exchange Server 2003 are a superset of those supplied with Exchange 2000 Server. Even if you have run Exchange 2000 ForestPrep, you must run Exchange Server 2003 ForestPrep again. For information about the schema changes between Exchange 2000 and Exchange Server 2003, see "Exchange Server 2003 Schema Changes" in the guide What's New in Exchange Server 2003 (http://go.microsoft.com/fwlink/?LinkId=47591).

In the domain where the schema master resides, run ForestPrep. (By default, the schema master runs on the first Windows domain controller installed in a forest.) Exchange Setup verifies that you are running ForestPrep in the correct domain. If you are not in the correct domain, Setup informs you which domain contains the schema master. For information about how to determine which of your domain controllers is the schema master, see Windows 2000 or Windows Server 2003 Help.

The account you use to run ForestPrep must be a member of the Enterprise Administrator and the Schema Administrator groups. While you are running ForestPrep, you designate an account or group that has Exchange Full Administrator permissions to the organization object. This account or group has the authority to install and manage Exchange Server 2003 throughout the forest. This account or group also has the authority to delegate additional Exchange Full Administrator permissions after the first server is installed.
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Important: 

When you delegates Exchange roles to a security group, it is recommend that you use Global or Universal security groups and not Domain Local security groups. Although Domain Local security groups can work, they are limited in scope to their own domain. In many scenarios, Exchange Setup needs to authenticate to other domains during the installation.  Exchange Setup may fail in this case because of a lack of permissions to your external domains.

[image: image12.png]


Note: 

To decrease replication time, it is recommended that you run Exchange Server 2003 ForestPrep on a domain controller in your root domain.

For detailed steps about how to run ForestPrep for Exchange Server 2003, see How to Run Exchange Server 2003 ForestPrep.

Running Exchange Server 2003 DomainPrep

After you run ForestPrep and allow time for replication, you must run Exchange Server 2003 DomainPrep. DomainPrep creates the groups and permissions necessary for Exchange servers to read and modify user attributes. The Exchange Server 2003 version of DomainPrep performs the following actions in the domain:  


Creates Exchange Domain Servers and Exchange Enterprise Servers groups.


Nests the global Exchange Domain Servers into the Exchange Enterprise Servers local group.


Creates the Exchange System Objects container, which is used for mail-enabled public folders.


Sets permissions for the Exchange Enterprise Servers group at the root of the domain, so that Recipient Update Service has the appropriate access to process recipient objects.


Modifies the AdminSdHolder template where Windows sets permissions for members of the local Domain Administrator group.


Adds the local Exchange Domain Servers group to the Pre-Windows 2000 Compatible Access group.


Performs Setup pre-installation checks.

The account you use to run DomainPrep must be a member of the Domain Administrators group in the local domain and a local computer administrator. You must run DomainPrep in the following domains:  


The root domain.


All domains that will contain Exchange Server 2003 servers. 


All domains that will contain Exchange Server 2003 mailbox-enabled objects (such as users and groups), even if no Exchange servers will be installed in these domains.


All domains that will contain global catalog servers that Exchange directory access components may potentially use.


All domains that will contain Exchange Server 2003 users and groups that you will use to manage your Exchange Server 2003 organization.
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Note: 

Running DomainPrep does not require any Exchange permissions. Only Domain Administrator permissions are required in the local domain.

For detailed steps about how to run DomainPrep for Exchange Server 2003, see How to Run Exchange Server 2003 DomainPrep.

Running Exchange Server 2003 Setup

After planning and preparing your Exchange organization in accordance with the requirements and procedures listed in this topic, you are ready to run Exchange Server 2003 Setup.

To install the first Exchange Server 2003 server in the forest, you must use an account that has Exchange Full Administrator permissions at the organization level and is a local administrator on the computer. Specifically, you can use the account you designated while running ForestPrep or an account from the group that you designated. 
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Important: 

When you deploy Exchange Server 2003 servers into multiple domains for the first time, verify that the installation information for the first server you install replicates to all domains before you install the next server. If installation information from the first server has not replicated to all domains, there will be replication collision issues, and that server will lose permissions for the organizational object in Active Directory.

For detailed steps, see How to Install Exchange Server 2003.

For important information about post-deployment steps, see Post-Installation Steps for Exchange Server 2003. That topic includes information about how to verify that your Exchange installation was successful. It also includes information about the latest Exchange Server 2003 service packs and security patches.

Unattended Setup and Installation

Deploying multiple Exchange Server 2003 servers in a large organization with intensive messaging needs can be a time consuming and resource-intensive effort. Your organization may need several hundred Exchange Server 2003 servers, and though many of these servers will be configured identically, you may not have the resources to accomplish the deployment in a given time frame. 

To remedy this problem, after you install your first Exchange Server 2003 server, you can install the subsequent Exchange servers in unattended mode, so that you can automate your server installations. An unattended setup of an Exchange Server 2003 server proceeds and completes without any prompts or dialog boxes. Furthermore, an unattended setup creates an answer file that stores information about a sample configuration. The file can then be used to set up Exchange Server 2003 on multiple servers. An answer file contains the deployment parameters and sample configurations so that you can specify what type of installation you want to perform. These configurations are normally set when you perform a manual Exchange Server 2003 installation on one of your servers. 

You can run unattended setup only on servers that meet the requirements listed in "System-Wide Requirements for Exchange Server 2003" and "Server-Specific Requirements for Exchange Server 2003" earlier in this topic. Do not run an unattended setup if your servers do not meet these requirements.

For more information about unattended setup, see Microsoft Knowledge Base article 312363, "How to install Exchange 2000 Server in unattended mode." (http://go.microsoft.com/fwlink/?linkid=3052&amp;kbid=312363). 

For detailed steps about how to create an answer file for running unattended setup, see How to Create an Answer File for Running Unattended Exchange Setup. 

For detailed steps about how to use an answer file to run unattended setup, see How to Use an Answer File for Unattended Exchange Setup.
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Note: 

If Autologon is enabled on the server where the unattend answer file is created, the password of the user creating the answer file is stored in plain text in the answer file. Disable Autologon before using the /createunattend switch. For information about how to enable and disable Autologon, see Microsoft Knowledge Base article 234562, "How to Enable Automatic Logon in Windows 2000 Professional" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=234562).

After starting unattended setup, Exchange Server 2003 is installed on your server automatically without any user interaction. To verify that your Exchange installation is successful, see Post-Installation Steps for Exchange Server 2003.

When Unattended Setup Can Be Run

You can run unattended setup for the following procedures:  


Installing the second to nth Exchange Server 2003 server in your organization


Installing Exchange Server 2003 System Management Tools


Running DomainPrep

When Unattended Setup Cannot Be Run

You cannot run unattended setup for the following procedures:  


Installing the first Exchange Server 2003 server in your organization


Installing Exchange Server 2003 in a Windows cluster


Installing Exchange Server 2003 in a mixed-mode environment (for example, Exchange Server 5.5 and Exchange Server 2003)


Performing any maintenance tasks (for example, adding or removing programs, re-installing Exchange, or upgrading from Exchange 2000 Server)

Switching from Mixed Mode to Native Mode

By default, when you complete your installation of Exchange Server 2003 into your organization, Exchange Server 2003 is running in mixed mode. If your Exchange Server 2003 servers have to coexist with Exchange Server 5.5 in the future, your organization must run in mixed mode. An Exchange mixed-mode organization uses Site Replication Service to ensure future interoperability and communication between Exchange Server 2003 servers and Exchange Server 5.5. 

Running in mixed mode limits the functionality of Exchange Server 2003. Therefore, it is recommended that you switch from mixed mode to native mode. This section discusses the advantages of a native-mode Exchange organization and provides the steps to switch from mixed mode to native mode.

You are ready to change your Exchange Server 2003 organization to native mode if your organization will never require interoperability between your Exchange Server 2003 servers and Exchange Server 5.5 servers in the same organization.

[image: image16.png]


Note: 

After you switch your Exchange Server 2003 organization from mixed mode to native mode, you cannot switch the organization back to mixed mode. Make sure that your Exchange Server 2003 organization will not have to interoperate with Exchange Server 5.5 in the future before you switch from mixed mode to native mode.

Advantages of Running Exchange in Native Mode


Because many Exchange Server 2003 features are available only when you run your Exchange Server 2003 organization in native mode, it is recommended that you switch from mixed mode to native mode. Running Exchange Server 2003 in native mode has the following advantages: 


You can create query-based distribution groups. A query-based distribution group provides the same functionality as a standard distribution group. However, instead of specifying static user memberships, with a query-based distribution group you can use an LDAP query to build membership in the distribution group dynamically. For more information about query-based distribution groups, see "Managing Recipients and Recipient Policies" in the Exchange Server 2003 Administration Guide (http://go.microsoft.com/fwlink/?LinkId=47617).


Your routing bridgehead server pairs use 8BITMIME data transfers instead of converting to 7-bit. This difference equates to a considerable bandwidth saving over routing group connectors.


Routing groups can consist of servers from multiple administrative groups.


You can move Exchange Server 2003 servers between routing groups. 


You can move mailboxes between administrative groups.


Simple Mail Transfer Protocol (SMTP) is the default routing protocol. 

Switching to Native Mode

For detailed steps about how to switch your Exchange organization from mixed mode to native mode, see How to Convert from Mixed Mode to Native Mode in Exchange.
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Important: 

After you switch your Exchange Server 2003 organization from mixed mode to native mode, you cannot switch the organization back to mixed mode. Before you switch from mixed mode to native mode, ensure that your Exchange Server 2003 organization will not have to interoperate with Exchange Server 5.5 in the future. 

To take full advantage of Exchange native mode, you must restart the Microsoft Exchange Information Store service on all of the Exchange servers in your organization. You do not need to restart all of the Microsoft Exchange Information Store services simultaneously, but you must restart the service on each server for the server to take advantage of all Exchange native mode features. Restart the Microsoft Exchange Information Store service on your Exchange servers after the change to native mode has been replicated to your local Windows domain controller. For detailed steps, see How to Restart the Microsoft Exchange Information Store Service.

Uninstalling Exchange Server 2003

After ensuring that your organization meets certain prerequisites, you can run Exchange Setup to uninstall Exchange Server 2003. For detailed steps, see How to Uninstall Exchange Server 2003.

How to Download the Latest Deployment Tools for Exchange Server 2003

This topic explains how to download the latest Exchange Server 2003 Deployment Tools. The Exchange Server 2003 Deployment Tools are required to make sure you are prepared to run Exchange 2003 Setup. The Exchange Server Deployment Tools are updated periodically. It is recommended that you always use the latest version of the tools.

Procedure
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To download the latest Exchange Server 2003 Deployment tools 

	1.
On the server on which you will install Exchange 2003, go to the Downloads for Exchange 2003 Web site (http://go.microsoft.com/fwlink/?linkid=25097).

2.
Under the Tools section, select Tools for Exchange Server 2003.

3.
Under Tools, click Deployment Tools.

4.
Select your language and then click Download.

5.
When prompted, select Open and then select a local location to save the deployment tools.

6.
To run the Exchange Server Deployment Tools, navigate to your local copy of the deployment tools and then double click exdeploy.hta.
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Note: 

.hta files are hidden files. Therefore, be sure to enable the Show hidden files and folders option in Windows Explorer.


For More Information

For information about how to start the Exchange Server Deployment Tools from a download or from the Exchange Server CD, see How to Start the Exchange Server Deployment Tools.

How to Start the Exchange Server Deployment Tools

This topic explains how to start the Exchange Server 2003 deployment tools. The deployment tools are presented as a series of three checklists that help you prepare to deploy Exchange Server 2003 in your organization.

Before You Begin


Before you begin to use the Exchange Server 2003 Deployment tools it is recommended that you download the latest deployment tools. For detailed instructions, see How to Download the Latest Deployment Tools for Exchange Server 2003.


When running the Exchange Server Deployment Tools, be sure to read each option carefully. Make sure the option you are selecting correctly corresponds to your current environment. 


If your security settings in Internet Explorer are too restrictive, the Exchange Server Deployment Tools will not function correctly. If you are having difficulty using the Exchange Server Deployment Tools, try lowering your security settings in Internet Explorer.

Procedures
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To start the Microsoft Exchange Server 2003 Deployment Tools from a download

	1.
Download the deployment tools and save them locally. 

2.
Navigate to the local copy of the deployment tools.

3.
Double click exdeploy.hta.
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Note: 

.hta files are hidden. Therefore, be sure to enable the Show hidden files and folders option in Windows Explorer.

4.
Follow the step-by-step instructions in the Exchange Server Deployment Tools. 
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To start the Microsoft Exchange Server 2003 Deployment Tools from the CD

	1.
Insert the Exchange Server 2003 CD into your CD-ROM drive.

2.
On the Welcome to Exchange Server 2003 Setup page, click Exchange Deployment Tools.

3.
If the Welcome to Exchange Server 2003 Setup page does not appear after you insert your CD, double-click Setup.exe, and then click Exchange Deployment Tools to begin.

4.
Follow the step-by-step instructions in the Exchange Server Deployment Tools.


How to Install IIS Prerequisites for Exchange Server 2003 on Windows 2000

Exchange 2003 Setup requires that the following components and services be installed and enabled on the server:  


.NET Framework 


ASP.NET


Internet Information Services (IIS) 


World Wide Web Publishing Service


Simple Mail Transfer Protocol (SMTP) service


Network News Transfer Protocol (NNTP) service

If you are installing Exchange 2003 on a server running Windows 2000, Exchange Setup installs and enables the Microsoft .NET Framework and ASP.NET automatically. You must install the World Wide Web Publishing Service, the SMTP service, and the NNTP service manually before running Exchange Server 2003 Installation Wizard.

If you are installing Exchange 2003 in a native Windows Server 2003 forest or domain, none of these services is enabled by default. You must enable the services manually before running Exchange Server 2003 Installation Wizard.

Before You Begin
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Important: 

When you install Exchange on a new server, only the required services are enabled. For example, Post Office Protocol version3 (POP3), Internet Message Access Protocol version4 (IMAP4), and NNTP services are disabled by default on all of your Exchange 2003 servers. You should enable only services that are essential for performing Exchange 2003 tasks.

Procedure

[image: image24.png]


To install IIS prerequisites for Exchange Server 2003 on Windows 2000

	1.
Click Start, point to Settings, and then click Control Panel.

2.
Double-click Add/Remove Programs.

3.
Click Add/Remove Windows Components.

4.
Click Internet Information Services (IIS), and then click Details.

5.
Select the NNTP Service, SMTP Service, and World Wide Web Service check boxes.

6.
Click OK.


How to Install IIS Prerequisites for Exchange Server 2003 on Windows Server 2003

Exchange 2003 Setup requires that the following components and services be installed and enabled on the server:  


.NET Framework 


ASP.NET


Internet Information Services (IIS) 


World Wide Web Publishing Service


Simple Mail Transfer Protocol (SMTP) service


Network News Transfer Protocol (NNTP) service

If you are installing Exchange 2003 on a server running Windows 2000, Exchange Setup installs and enables the Microsoft .NET Framework and ASP.NET automatically. You must install the World Wide Web Publishing Service, the SMTP service, and the NNTP service manually before running Exchange Server 2003 Installation Wizard.

If you are installing Exchange 2003 in a native Windows Server 2003 forest or domain, none of these services is enabled by default. You must enable the services manually before running Exchange Server 2003 Installation Wizard.

Before You Begin
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Important: 

When you install Exchange on a new server, only the required services are enabled. For example, Post Office Protocol version3 (POP3), Internet Message Access Protocol version4 (IMAP4), and NNTP services are disabled by default on all of your Exchange 2003 servers. You should enable only services that are essential for performing Exchange 2003 tasks.

Procedure
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To install IIS prerequisites for Exchange Server 2003 on Windows Server 2003

	1.
Click Start, point to Control Panel, and then click Add or Remove Programs.

2.
In Add or Remove Programs, click Add/Remove Windows Components.

3.
In Windows Component Wizard, on the Windows Components page, highlight Application Server, and then click Details.

4.
In Application Server, check the ASP.NET check box. 

The Application Server dialog box
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5.
Highlight Internet Information Services (IIS), and then click Details.

6.
In Internet Information Services (IIS), check the NNTP Service, SMTP Service, and World Wide Web Service check boxes, and then click OK. 

The Internet Information Services (IIS) dialog box
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7.
In Application Server, ensure that the Internet Information Services (IIS) check box is selected, and then click OK to install the components. 
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Note: 

Do not check the E-mail Services check box.

8.
Click Next, and when the Windows Components Wizard completes, click Finish.

9.
Perform the following steps to enable ASP.NET: 

a.
Click Start, point to Administrative Tools, and then click Internet Information Services (IIS) Manager.

b.
In the console tree, expand the local computer, and then click Web Service Extensions.

10.
In the details pane, click ASP.NET, and then click Allow.


How to Run Exchange Server 2003 ForestPrep

ForestPrep is run the first time you install Exchange Server 2003 into your Active Directory forest. It extends the schema to include Exchange specific classes and attributes.

Before You Begin

Before you perform the procedure in this topic, consider the following:


The account you use to run ForestPrep must be a member of the following groups:


Enterprise Administrator 


Schema Administrator 


Domain Administrator


Local Machine Administrator


When you delegate Exchange roles to a security group, it is recommended that you use Global or Universal security groups and not Domain Local security groups. 


To decrease replication time, it is recommended that you run Exchange 2003 ForestPrep on a domain controller in your root domain.

Procedure
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To run Exchange 2003 ForestPrep

	1.
Insert the Exchange CD into your CD-ROM drive.

2.
On the Start menu, click Run, and then type E:\setup\i386\setup /ForestPrep, where E is your CD-ROM drive.

3.
On the Welcome to the Microsoft Exchange Installation Wizard page, click Next.

4.
On the License Agreement page, read the agreement. If you accept the terms, click I agree, and then click Next.

5.
On the Product Identification page, type your 25-digit product key, and then click Next.

6.
On the Component Selection page, ensure that Action is set to ForestPrep. If not, click the drop-down arrow, and then click ForestPrep. Click Next.  

The ForestPrep option on the Component Selection page
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Important: 

If ForestPrep does not appear under Action, you may have misspelled the "ForestPrep" command in Step 2. If this is the case, go back to Step 2 and retype the command.

7.
On the Microsoft Exchange Server Administrator Account page, in the Account box, type the name of the account or group that is responsible for installing Exchange. 
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Note: 

The account that you specify will also have permission to use Exchange Administration Delegation Wizard to create other Exchange administrator accounts. For more information about Exchange Administration Delegation Wizard, see the Exchange Server 2003 Administration Guide (http://go.microsoft.com/fwlink/?linkid=21769).

The Microsoft Exchange Server Administrator Account page
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8.
Click Next to start ForestPrep. After ForestPrep starts, you cannot cancel the process. 
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Note: 

Depending on your network topology and the speed of your Windows 2000 or Windows Server 2003 domain controller, ForestPrep may take a considerable amount of time to complete.

9.
On the Completing the Microsoft Exchange Wizard page, click Finish.


How to Run Exchange Server 2003 DomainPrep

DomainPrep creates the groups and permissions necessary for Exchange servers to read and modify user attributes in Active Directory. You must run DomainPrep before installing your first Exchange server in a domain. 

Before You Begin

Before you perform the procedure in this topic, consider the following:


Before you run DomainPrep, you must have run ForestPrep in the forest.


Before you run DomainPrep, make sure the schema changes made during ForestPrep have replicated throughout the forest. 


The account you use to run DomainPrep must be a member of the following groups:


Domain Administrators for the local domain


Local Machine Administrator


You must run DomainPrep in the following domains


The root domain.


All domains that will contain Exchange 2003 servers. 


All domains that will contain Exchange Server 2003 mailbox-enabled objects (such as users and groups), even if no Exchange servers will be installed in these domains.


All domains that contain global catalog servers that Exchange directory access components may potentially use.


All domains that will contain Exchange 2003 users and groups that you will use to manage your Exchange 2003 organization.


You do not need any Exchange permissions to run DomainPrep

Procedure
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To run Exchange 2003 DomainPrep

	1.
Insert the Exchange CD into your CD-ROM drive. You can run DomainPrep on any computer in the domain.

2.
From a command prompt, type E:\setup\i386\setup /DomainPrep, where E is your CD-ROM drive.

3.
On the Welcome to the Microsoft Exchange Installation Wizard page, click Next.

4.
On the License Agreement page, read the agreement. If you agree to the terms, click I agree, and then click Next. 

5.
If the Product Identification page appears, type your 25-digit product key, and then click Next.

6.
On the Component Selection page, ensure that Action is set to DomainPrep. If not, click the drop-down arrow, and then click DomainPrep. Click Next. 

The DomainPrep option on the Component Selection page
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Important: 

If DomainPrep does not appear in the Action list, you may have misspelled the "DomainPrep" command in Step 2. If this is the case, go back to Step 2 and retype the command.

7.
On the Completing the Microsoft Exchange Wizard page, click Finish.


How to Install Exchange Server 2003

After planning and preparing your Exchange organization, you are ready to run Exchange 2003 Setup. This topic explains how to run Exchange Setup to install Exchange Server 2003.

Before You Begin

To install the first Exchange 2003 server in the forest, you must use an account that has Exchange Full Administrator permissions at the organization level and is a local administrator on the computer. Specifically, you can use the account you designated while running ForestPrep or an account from the group that you designated.
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Important: 

When you deploy Exchange 2003 servers into multiple domains for the first time, verify that the installation information for the first server you install replicates to all domains before you install the next server. If installation information from the first server has not replicated to all domains, there will be replication collision issues, and that server will lose permissions for the organizational object in Active Directory.

Procedure
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To install Exchange Server 2003

	1.
Log on to the server on which you want to install Exchange. Insert the Exchange Server 2003 CD into your CD-ROM drive.

2.
On the Start menu, click Run and then type E:\setup\i386\setup, where E is your CD-ROM drive.

3.
On the Welcome to the Microsoft Exchange Installation Wizard page, click Next.

4.
On the License Agreement page, read the agreement. If you agree to the terms, click I agree, and then click Next.

5.
On the Product Identification page, type your 25-digit product key, and then click Next.

6.
On the Component Selection page, in the Action column, use the drop-down arrows to specify the appropriate action for each component, and then click Next. 

The Component Selection page
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7.
On the Installation Type page, click Create a new Exchange Organization, and then click Next. 

The Installation Type page
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8.
On the Organization Name page, in the Organization Name box, type your new Exchange organization name, and then click Next. 
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Note: 

The name must contain at least 1 character, but be fewer than 64 characters. You can use the following characters in your new Exchange 2003 organization name:


A through Z


a through z


0 through 9


Space


Hyphen or dash 

The Organization Name page
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9.
On the License Agreement page, read the agreement. If you agree to the terms, click I agree that I have read and will be bound by the license agreements for this product, and then click Next.

10.
On the Component Selection page, in the Action column, use the drop-down arrows to specify the appropriate action for each component, and then click Next.

11.
On the Installation Summary page, confirm that your Exchange installation choices are correct, and then click Next. 

The Installation Summary page
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12.
On the Completing the Microsoft Exchange Wizard page, click Finish.


How to Create an Answer File for Running Unattended Exchange Setup

After you have installed your first Exchange 2003 server, you may be able to install subsequent Exchange servers in unattended mode. An unattended setup of an Exchange 2003 server proceeds and completes without any prompts or dialog boxes. Furthermore, an unattended setup creates an answer file that stores information about a sample configuration. The file can then be used to set up Exchange 2003 on multiple servers. An answer file contains the deployment parameters and sample configurations so that you can specify what type of installation you want to perform. These configurations are normally set when you perform a manual Exchange 2003 installation on one of your servers.

Before You Begin

You can run unattended setup for the following procedures:  


Installing the second to nth Exchange 2003 server in your organization.


Installing Exchange 2003 System Management Tools.


Running DomainPrep.

You cannot run unattended setup for the following procedures:  


Installing the first Exchange Server 2003 server in your organization.


Installing Exchange Server 2003 in a Windows server cluster.


Installing Exchange Server 2003 in a mixed-mode environment (for example, Exchange 5.5 and Exchange 2003). 
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Note: 

You can run unattended setup for service packs in mixed mode.


Performing any maintenance tasks (for example, adding or removing programs, re-installing Exchange, or upgrading from Exchange 2000).

Procedure
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To create an answer file for running unattended setup

	1.
On a server that meets the prerequisites for an Exchange Server 2003 installation, insert the Exchange CD into your CD-ROM drive.

2.
From a command prompt, type E:\setup\i386\setup /createunattend D:\myanswerfile.ini, where E is your CD-ROM drive, D is your system drive, and myanswerfile.ini represents the answer file you want to use for your subsequent installations. 
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Important: 

The Exchange 2003 Setup.exe command-line parameters are not validated at the command line. Any misspelling of the setup.exe /createunattend switch results in the launch of a manual setup. You cannot verify if you are running a manual setup or a setup in unattended mode until you click Next on the Summary page. At this point, in a manual setup, Exchange 2003 installation begins and cannot be cancelled. Therefore, ensure that command-line switches are spelled correctly before attempting to create and use an answer file for an unattended installation of Exchange 2003.

3.
On the Welcome to the Microsoft Exchange Installation Wizard page, click Next.

4.
On the License Agreement page, read the agreement. If you agree to the terms, click I agree, and then click Next.

5.
On the Product Identification page, type your 25-digit product key, and then click Next.

6.
On the Component Selection page, in the Action column, use the drop-down arrows to specify the appropriate action for each component, and then click Next. 
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Note: 

You can create an answer file for installing an Exchange 2003 server, for installing Exchange 2003 System Management Tools only, and for running DomainPrep.

7.
On the Installation Summary page, confirm that your Exchange installation choices are correct, and then click Next.

8.
On the Completing the Microsoft Exchange Wizard page, click Finish.


For More Information


For detailed steps about how to use an answer file, see How to Use an Answer File for Unattended Exchange Setup.


For more information about unattended setup, see Microsoft Knowledge Base article 312363, "HOW TO: Install Exchange 2000 Server in Unattended Mode," (http://go.microsoft.com/fwlink/?linkid=3052&kbid=312363).

How to Use an Answer File for Unattended Exchange Setup

After you have installed your first Exchange 2003 server, you may be able to install subsequent Exchange servers in unattended mode. An unattended setup of an Exchange 2003 server proceeds and completes without any prompts or dialog boxes. Furthermore, an unattended setup creates an answer file that stores information about a sample configuration. The file can then be used to set up Exchange 2003 on multiple servers. An answer file contains the deployment parameters and sample configurations so that you can specify what type of installation you want to perform. These configurations are normally set when you perform a manual Exchange 2003 installation on one of your servers.

Before You Begin

You can run unattended setup for the following procedures:  


Installing the second to nth Exchange 2003 server in your organization.


Installing Exchange 2003 System Management Tools.


Running DomainPrep.

You cannot run unattended setup for the following procedures:  


Installing the first Exchange Server 2003 server in your organization.


Installing Exchange Server 2003 in a Windows server cluster.


Installing Exchange Server 2003 in a mixed-mode environment (for example, Exchange 5.5 and Exchange 2003).


Performing any maintenance tasks (for example, adding or removing programs, re-installing Exchange, or upgrading from Exchange 2000).

Procedure
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To use an answer file for unattended Exchange setup

	1.
On a server to which you want to install Exchange 2003 in unattended mode, insert the Exchange CD into your CD-ROM drive.

2.
From a command prompt, type E:\setup\i386\setup /unattendfile D:\myanswerfile.ini, where E is your CD-ROM drive, D is your system drive, and myanswerfile.ini represents the name of the answer file.


For More Information


For detailed steps about how to create an answer file, see How to Create an Answer File for Running Unattended Exchange Setup.


For more information about unattended setup, see Microsoft Knowledge Base article 312363, "How to use the Exchange 2000 and Exchange 2003 Installation Wizard to generate a Setup.ini file for an unattended installation," (http://go.microsoft.com/fwlink/?linkid=3052&kbid=312363).

How to Convert from Mixed Mode to Native Mode in Exchange

An organization that is running in mixed mode can accommodate all versions of Exchange Server. An organization that is running in native mode can contain only Exchange 2000 Server or later computers; new Exchange Server 5.5 (or earlier) computers cannot be introduced into the organization. By default, Exchange 2000 Server and Exchange Server 2003 are installed in mixed mode.

You can convert an Exchange organization to native mode after all of the servers are upgraded to Exchange 2000 or later, and earlier release restrictions no longer apply. You cannot switch to native mode until you either upgrade or decommission Exchange Server 5.5 (or earlier) computers.

The following are some of the features of Exchange native mode: 


Routing groups can consist of servers from multiple administrative groups.


Ability to move servers between routing groups.


Simple Mail Transfer Protocol (SMTP) is the default routing protocol.

Before You Begin
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Note: 

Before you can convert an Exchange organization from mixed mode to native mode, all of the computers in the organization must be running Exchange 2000 or later.
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Important: 

After converting the Exchange organization to native mode, you cannot change back to mixed mode. This is a one-time conversion, and you must fully understand the results before you proceed.

Procedure
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To convert from mixed mode to native mode in Exchange

	1.
Open Exchange System Manager.

2.
In the console tree, right-click the organization that you want to switch to native mode, and then click Properties.

3.
In <Organization Name> Properties, under Change operation mode, click Change Mode.

4.
In the warning dialog box, click Yes if you are sure that you want to permanently switch to native mode. Click Apply to accept your new Exchange mode.


For More Information

For more information about mixed mode and native mode for Exchange Server, see the following Microsoft Knowledge Base articles:


270143, "XADM: Mixed Mode vs. Native Mode"(http://go.microsoft.com/fwlink/?linkid=3052&kbid=270143)


327779, "How To Convert from Mixed Mode to Native Mode in Exchange"(http://go.microsoft.com/fwlink/?linkid=3052&kbid=327779)


272314, "XADM: Preparing a Mixed Mode Organization for Conversion to Native Mode"(http://go.microsoft.com/fwlink/?linkid=3052&kbid=272314)

How to Restart the Microsoft Exchange Information Store Service

The core data storage repository for Microsoft Exchange Server 2003 is the Microsoft Exchange Information Store service, which contains both mailbox store and public folder store data. The Microsoft Exchange Information Store service uses a database engine called Extensible Storage Engine (ESE), which is a transaction-based database technology.

In some troubleshooting instances or when moving from mixed to native mode, you may need to restart the Microsoft Exchange Information Store service.

Procedure
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To restart the Microsoft Exchange Information Store service

	1.
On the Start menu, click Run, type services.msc, and then click OK.

2.
In the Results pane, find the Microsoft Exchange Information Store service.

3.
Right-click the service, and then click Restart.


Upgrading from Exchange 2000 Server to Exchange Server 2003

This topic provides instructions for upgrading your organization from Microsoft® Exchange 2000 Server to Exchange Server 2003. Specifically, this topic will:  


Provide you with the requirements necessary to upgrade from Exchange 2000 Server.


Provide you with information about running Exchange Server 2003 Deployment Tools.


Provide you with information about improvements in Exchange Server 2003 Setup.


Show you how to run ForestPrep.


Show you how to run DomainPrep.


Show you how to run Exchange Setup to upgrade your organization.


Show you the Exchange 2000 Server tuning parameters you must remove after performing the upgrade.

Procedures for Upgrading from Exchange 2000 Server to Exchange Server 2003

After ensuring that your organization meets the necessary prerequisites, the procedures referenced in this topic guide you through the deployment process. This process includes upgrading your Microsoft Active Directory® directory service forest to the Exchange 2003 schema, and then upgrading your Exchange 2000 servers to Exchange Server 2003.

Table 1 lists the required permissions or roles for the procedures referenced in this topic. 

Table 1   Procedures referenced in this topic and corresponding permissions

	Procedure
	Required permissions or roles

	Enable Windows® 2000 Server or Windows Server™ 2003 services
	
See Windows 2000 or Windows Server 2003 Help

	Run ForestPrep on a domain controller (updates the Active Directory schema)
	
Enterprise Administrator


Schema Administrator


Domain Administrator


Local Machine Administrator

	Run DomainPrep
	
Domain Administrator


Local Machine Administrator

	Remove Mobile Information Server Exchange 2000 Event Source
	
Microsoft Mobility Administrator


Local Machine Administrator

	Upgrade to Exchange Server 2003 on an Exchange 2000 Server in a domain
	
Exchange Full Administrator role applied at the organization level


Local Machine Administrator

	Install Exchange Server 2003 on additional servers in the domain
	
Exchange Full Administrator role applied at the administrative group level


Local Machine Administrator


For more information about managing and delegating permissions and user and group authorities, see the Exchange Server 2003 Administration Guide. 

Exchange 2003 Security Considerations

Before installing Exchange Server 2003 in your organization, it is important that you are familiar with your organization's security requirements. Familiarizing yourself with these requirements helps ensure that your Exchange Server 2003 deployment is as secure as possible. For more information about planning Exchange Server 2003 security, see the following guides:  


Planning an Exchange Server 2003 Messaging System

Exchange Server 2003 Security Hardening Guide
Exchange Server Deployment Tools

Exchange Server Deployment Tools are tools and documentation that lead you through the entire upgrade process. To ensure that all of the required tools and services are installed and running properly, it is recommended that you run Exchange 2003 Setup through the Exchange Server Deployment Tools. For detailed steps, see How to Start the Exchange Server Deployment Tools.
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Note: 

You must download the latest version of the Exchange Server Deployment Tools before you run them. To receive the latest version of the tools, see the Downloads for Exchange 2003 Web site.

After you start the tools and specify that you want to Upgrade from Exchange 2000 Native Mode, you are provided with a checklist detailing the following installation steps:  


Verify that your organization meets the specified requirements.


Run the DCDiag tool.


Run the NetDiag tool.


Run ForestPrep.


Run DomainPrep.


Run Exchange Setup.

With the exception of running the DCDiag and NetDiag tools, each of these installation steps is detailed later in this topic. For more information about the DCDiag and NetDiag tools, refer to the Exchange Server Deployment Tools. It is recommended that you run the DCDiag and NetDiag tools on every server on which you plan to install Exchange Server 2003.

Using Exchange Server Deployment Tools, you can run specific tools and utilities to verify that your organization is ready to install Exchange Server 2003. If you do not want to run Exchange Server Deployment Tools, read the remaining sections in this topic for information about manually installing Exchange Server 2003.

System-Wide Requirements for Exchange Server 2003

Before you upgrade to Exchange Server 2003, ensure that your network and servers meet the following system-wide requirements:  


Domain controllers are running Windows 2000 Service Pack 3 (SP3) or Windows Server 2003.


Global catalog servers are running Windows 2000 SP3 or later, or Windows Server 2003. It is recommended that you have a global catalog server in every domain where you plan to install Exchange Server 2003.


Servers are running Windows 2000 Server SP3 or Windows Server 2003 Active Directory.


You backed up your Exchange 2000 databases.

For more information about Windows Server 2003, Active Directory, and Domain Name System (DNS), see the following resources:  


Windows Server 2003 Help


Best Practice: Active Directory Design for Exchange 2000 Server

Planning an Exchange Server 2003 Messaging System
Server-Specific Requirements for Exchange Server 2003

Before you upgrade to Exchange Server 2003, ensure that your Exchange Server 2003 servers meet the requirements that are described in this section.

Hardware Requirements

The following are the minimum hardware requirements for Exchange 2003 servers:  


Intel Pentium or compatible 133 megahertz (MHz) or faster processor


256 megabytes (MB) of RAM recommended minimum, 128 MB supported minimum


500 MB of available disk space on the drive on which you install Exchange


200 MB of available disk space on the system drive


CD-ROM drive


SVGA or higher-resolution monitor

Operating System Requirements

Exchange Server 2003 is supported on the following operating systems:  


Windows 2000 SP3 or later 
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Note: 

Windows 2000 SP3 or later is available for download at the following article: Windows 2000 Service Packs. Windows 2000 SP3 or later is also a prerequisite for running the Exchange 2003 Active Directory Connector.


Windows Server 2003

Exchange 2000 Server Requirements

Before you upgrade your Exchange 2000 servers to Exchange Server 2003, your servers must be running Exchange 2000 SP3 or later.

Exchange 2000 SP3 is available for download at the following article: Service Pack 3 for Exchange 2000 Server and Exchange 2000 Server Enterprise Edition. 

Windows 2000 Components

When upgrading to Exchange Server 2003, the current state of the Post Office Protocol version 3 (POP3), Internet Message Access Protocol version 4 (IMAP4), and Network News Transfer Protocol (NNTP) services is preserved. Furthermore, if you are upgrading to Exchange Server 2003 on a server running Windows 2000, Exchange Setup installs and enables the Microsoft .NET Framework and ASP.NET components automatically, which are prerequisites for Exchange Server 2003.

[image: image57.png]


Important: 

Unless it is necessary that you run a particular service, you should disable it. For example, if you do not use POP3, IMAP4, or NNTP, you should disable these services on all of your Exchange Server 2003 servers after you install Exchange Server 2003.

For more information about installing these components, see Windows 2000 Help.

Upgrading Front-End and Back-End Servers

Exchange Server 2003 supports the deployment of Exchange in a manner that distributes server tasks among front-end and back-end servers. Specifically, a front-end server accepts requests from POP3, IMAP4, and RPC/HTTP clients, and proxies them to the appropriate back-end server for processing.

If your Exchange 2000 organization takes advantage of front-end and back-end architecture, you must upgrade your front-end servers before you upgrade your back-end servers. 

For more information about front-end and back-end architecture, see Configuring Exchange 2003 for Client Access.

For information about front-end and back-end scenarios, configurations, and installation, see the following guides:  


Planning an Exchange Server 2003 Messaging System

Exchange Server 2003 and Exchange 2000 Server Front-End and Back-End Server Topology Guide
Pre-Upgrade Procedures

Before you begin upgrading your Exchange 2000 Server organization to Exchange Server 2003, it is important that you prepare your organization for the upgrade process. This section provides recommended and required pre-upgrade procedures.

Upgrading the Operating Systems

If you plan to upgrade your Exchange 2000 Servers running Windows 2000 SP3 (or later) to Windows Server 2003, you must first upgrade those servers to Exchange Server 2003. This upgrade sequence is required because Exchange 2000 Server is not supported on Windows Server 2003.

Removing Unsupported Components

The following components are not supported in Exchange Server 2003:  


Microsoft Mobile Information Server


Instant Messaging service


Exchange Chat Service


Exchange 2000 Conferencing Server


Key Management Service


cc:Mail connector


MS Mail connector

To successfully upgrade an Exchange 2000 Server to Exchange Server 2003, you must first use Exchange Setup to remove these components. For more information about removing these unsupported components, see Exchange 2000 Help and Mobile Information Server Help.
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Note: 

If you want to retain these components, do not upgrade the Exchange 2000 Servers that are running them. Instead, install Exchange Server 2003 on other servers in your organization.

Upgrading International Versions of Exchange

When upgrading from Exchange 2000 Server to Exchange Server 2003, you must upgrade to the same language version of Exchange Server 2003. For example, you cannot use Exchange Setup to upgrade a German version of Exchange 2000 Server to a French version of Exchange Server 2003.
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Important: 

You can use Exchange Setup to upgrade an English version of Exchange 2000 Server to the Chinese Simplified, Chinese Traditional, or Korean versions of Exchange Server 2003. The Novell GroupWise connector, however, is not supported on any of these language versions. Therefore, if this connector is installed on your English version of Exchange 2000 Server, you must remove it before you can upgrade to Exchange Server 2003.

Running Exchange 2003 ForestPrep

Even if you previously ran Exchange 2000 ForestPrep, you must still run Exchange 2003 ForestPrep. For detailed steps about how to run ForestPrep for Exchange Server 2003, see How to Run Exchange Server 2003 ForestPrep.

Exchange 2003 ForestPrep extends the Active Directory schema to include Exchange-specific classes and attributes. ForestPrep also creates the container object for the Exchange organization in Active Directory. The schema extensions supplied with Exchange Server 2003 are a superset of those supplied with Exchange 2000 Server. For information about the schema changes between Exchange 2000 Server and Exchange Server 2003, see "Exchange 2003 Schema Changes" in the guide What's New in Exchange Server 2003. 

In the domain where the schema master resides, run Exchange 2003 ForestPrep in your Active Directory forest. (By default, the schema master runs on the first Windows domain controller installed in a forest.) Exchange Setup verifies that you are running ForestPrep in the correct domain. If you are not in the correct domain, Setup informs you which domain contains the schema master. For information about how to determine which of your domain controllers is the schema master, see Windows 2000 or Windows Server 2003 Help.
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Note: 

If you used the schema manager to index Exchange 2000 schema attributes, you must verify and reapply any manual changes you made to the schema after Exchange 2003 ForestPrep updates the schema.

The account you use to run ForestPrep must be a member of the Enterprise Administrator and the Schema Administrator groups. While you are running ForestPrep, you designate an account or group that has Exchange Full Administrator permissions to the organization object. This account or group has the authority to install and manage Exchange Server 2003 throughout the forest. This account or group also has the authority to delegate additional Exchange Full Administrator permissions after the first server is installed.
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Important: 

When you delegate Exchange roles to a security group, it is recommended that you use Global or Universal security groups and not Domain Local security groups. Although Domain Local security groups can work, they are limited in scope to their own domain. In many scenarios, Exchange Setup needs to authenticate to other domains during the installation. Exchange Setup may fail in this case because of a lack of permissions to your external domains. The account or group you select does not override your previous account or previous delegations; it adds to them.
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Note: 

To decrease replication time, it is recommended that you run Exchange 2003 ForestPrep on a domain controller in your root domain.

Running Exchange 2003 DomainPrep

After you run ForestPrep and allow time for replication, you must run Exchange 2003 DomainPrep. DomainPrep creates the groups and permissions necessary for Exchange servers to read and modify user attributes. Even if you previously ran Exchange 2000 DomainPrep, you must run Exchange 2003 DomainPrep. 

For detailed steps about how to run DomainPrep for Exchange Server 2003, see How to Run Exchange Server 2003 DomainPrep.

The Exchange Server 2003 version of DomainPrep performs the following actions in the domain:  


Creates Exchange Domain Servers and Exchange Enterprise Servers groups.


Nests the global Exchange Domain Servers into the Exchange Enterprise Servers local group.


Creates the Exchange System Objects container, which is used for mail-enabled public folders.


Sets permissions for the Exchange Enterprise Servers group at the root of the domain, so that Recipient Update Service has the appropriate access to process recipient objects.


Modifies the AdminSdHolder template where Windows sets permissions for members of the local Domain Administrator group.


Adds the local Exchange Domain Servers group to the Pre-Windows 2000 Compatible Access group.


Performs Setup pre-installation checks.

The account you use to run DomainPrep must be a member of the Domain Administrators group in the local domain and a local computer administrator. You must run DomainPrep in the following domains:  


The root domain.


All domains that will contain Exchange Server 2003 servers. 


All domains that will contain Exchange Server 2003 mailbox-enabled objects (such as users and groups), even if no Exchange servers will be installed in these domains.


All domains that contain global catalog servers that Exchange directory access components may potentially use.


All domains that will contain Exchange Server 2003 users and groups that you will use to manage your Exchange Server 2003 organization.
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Note: 

Running DomainPrep does not require any Exchange permissions. Only Domain Administrator permissions are required in the local domain.

Running Exchange 2003 Setup

To upgrade the first Exchange 2000 Server in the forest, you must use an account that has Exchange Full Administrator permissions at the organization level and is a local administrator on the computer. Specifically, you can use the account you designated while you were running ForestPrep. 

Before you begin your upgrade, you should back up your Exchange 2000 Servers and databases, Active Directory, and ensure that the databases can be mounted on backup servers. For more information about how to back up your Exchange 2000 servers, see the guide Exchange Server 2003 Disaster Recovery Operations Guide.  For more information about how to back up Active Directory, see Best Practice Active Directory Design for Exchange 2000.
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Note: 

You can mount an Exchange 2000 SP3 database on an Exchange Server 2003 server. You cannot, however, mount an Exchange 2003 database on an Exchange 2000 SP3 server.

Close all Exchange 2000 Microsoft Management Console (MMC) applications, such as Exchange System Manager and Active Directory Users and Computers. If you are using Terminal Services or Windows Remote Desktop to perform the upgrade, ensure that all Exchange MMC applications are closed on both the console and on other Terminal Services logons.

For detailed steps about how to install Exchange Server 2003, see How to Install Exchange Server 2003.

[image: image65.png]


Important: 

In Exchange, the default size limit for sending and receiving messages is 10,240 KB. This default size limit applies to new installations and to upgrades from Exchange 2000 Server in which no size limit was set. If you specify a size limit other than the default, the existing setting is preserved. If you want the size limit to be unlimited, you can manually change the setting to No limit. 
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Note: 

Additionally, the maximum item size limit for public folder stores is set to 10,240 KB. As with the default message size limit, this setting applies to new installations and to upgrades in which no size limit was set. Existing size limits are preserved during an upgrade.
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Note: 

When you upgrade Exchange 2000 Server to Exchange Server 2003, offline address book replication between your servers may no longer function as you expect. For more information about how to correct offline address book replication problems, see Microsoft Knowledge Base article 817377, Offline Address Book Replication Does Not Work After You Upgrade to Exchange Server 2003.

For important information about post-deployment steps, see Post-Installation Steps for Exchange Server 2003. That topic includes information about how to verify that your Exchange installation was successful. It also includes information about the latest Exchange Server 2003 service packs and security patches.

Removing Exchange 2000 Server Tuning Parameters

Many Exchange 2000 Server tuning parameters (for example, those parameters listed in the Microsoft Exchange 2000 Internals: Quick Tuning Guide), are no longer applicable in Exchange 2003; in fact, some of these parameters cause problems. If you previously tuned your Exchange 2000 Servers by adding any of the settings listed in this section, you must manually remove them on your servers running Exchange Server 2003. The tools you use to remove those settings are Registry Editor, Internet Information Services Manager, and ADSI Edit. For information about how to use Registry Editor, Internet Information Services Manager, and ADSI Edit, see Windows Server Help.

Initial Memory Percentage

The Initial Memory Percentage registry value no longer works with Exchange Server 2003. If this value is configured on an Exchange 2000 Server, it is recommended that you remove it after Exchange Server 2003 is installed. For detailed steps about how to remove the Initial Memory Percentage registry value, see How to Remove the Initial Memory Percentage Registry Value.

Extensible Storage System Heaps

The optimum number of heaps is now automatically calculated with Exchange Server 2003. If the MPHeap parallelism registry value is configured on an Exchange 2000 Server, it is recommended that you remove it after Exchange 2003 is installed. For detailed steps about how to remove the MPHeap parallelism registry value, see How to Remove the MPHeap Parallelism Registry Value.

DSAccess Memory Cache Tuning

Exchange 2000 Server had a default user cache of 25 MB, whereas Exchange Server 2003 defaults to 140 MB. If the MaxMemoryUser registry value is configured on an Exchange 2000 Server, it is recommended that you remove it after Exchange Server 2003 is installed. For detailed steps about how to remove the MaxMemoryUser registry value, see "How to Configure the DSAccess User Cache" in the Exchange Server 2003 Performance and Scalability Guide.

Outlook Web Access Content Expiration

You should not disable content expiry for the \Exchweb virtual directory. The default expiration setting of 1 day should be used in all scenarios. For detailed steps about how to modify this setting, see How to Configure Outlook Web Access Content Expiration in Windows 2000 and Windows Server 2003.

Log Buffers

If you previously tuned the msExchESEParamLogBuffers attribute manually (for example, to 9000 [an Exchange 2000 SP2 recommendation], or 500 [an Exchange 2000 SP3 recommendation]), clear the manual tuning. Exchange Server 2003 uses an optimal default value of 500. For detailed steps about how to correctly configure the msExchESEParamLogBuffers attribute for Exchange Server 2003, see How to Set the msExchESEParamLogBuffers Attribute for Exchange.

Max Open Tables

If you tuned the msExchESEParamMaxOpenTables attribute manually, you should clear the manual tuning. Exchange 2003 automatically calculates an optimal default value based on the number of processors in the server. For detailed steps on how to correctly configure the msExchESEParamMaxOpenTables attribute for Exchange Server 2003, see How to Set the msExchESEParamMaxOpenTables Attribute for Exchange Server 2003.

Uninstalling Exchange Server 2003

After ensuring that your organization meets certain prerequisites, you can run Exchange Setup to uninstall Exchange Server 2003. For detailed steps, see How to Uninstall Exchange Server 2003.

How to Remove the Initial Memory Percentage Registry Value

The Initial Memory Percentage registry setting was introduced as mechanism for fine tuning the initial amount of memory allocated to the Exchange information store to 10 percent of the total physical memory in the Exchange server. By starting out with this initial allocation and then growing from there, virtual memory fragmentation does not occur as frequently. This registry value should not be set arbitrarily, and should only be used on the advice and direction of Microsoft Product Support Services (PSS). 

Exchange Server 2003 includes support for special startup switches in Windows 2000 Advanced Server and Windows Server® 2003 that help reduce virtual memory fragmentation, and additional changes were made to help prevent virtual memory fragmentation in Exchange Server clusters. Therefore, the Initial Memory Percentage registry value is no longer needed on Exchange Server 2003.

The Initial Memory Percentage registry value works only on computers that are running Exchange 2000 Server. Exchange Server 2003 will ignore this value if present, and the value will have no effect. Therefore, you should remove this registry entry before upgrading this Exchange Server from Exchange 2000 Server to Exchange Server 2003.

Before You Begin

Before you perform the procedure in this topic, be aware that the procedure contains information about editing the registry.
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Caution: 

Incorrectly editing the registry can cause serious problems that may require you to reinstall your operating system. Problems resulting from editing the registry incorrectly may not be able to be resolved. Before editing the registry, back up any valuable data.

Procedure
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To remove the Initial Memory Percentage registry setting

	1.
Start Registry Editor.

2.
Navigate to HKLM\System\CurrentControlSet\Services\MSExchangeIS\ParametersSystem
3.
In the right pane, delete the Initial Memory Percentage registry value.

4.
Close Registry Editor and restart the Microsoft Exchange Information Store service for the change to take effect.


For More Information


For information about a known issue when you use this registry value, see Microsoft Knowledge Base article 810883, ""Initial Memory Percentage" Registry Value Has No Effect" (http://go.microsoft.com/fwlink/?LinkId=3052&kbid=810883).


For information about how to edit the registry, see Microsoft Knowledge Base article 256986, "Description of the Microsoft Windows Registry" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=256986).

How to Remove the MPHeap Parallelism Registry Value

In Exchange 2000, each time the Microsoft Exchange Information Store service is started, the Exchange store process (Store.exe) gets its initial process-heap. Then, a module loaded in the information store process—ESE.DLL—allocates 4 JET heaps for each processor present in the system.
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Note: 

Although these heaps are separate pools of memory in the information store process, they are collectively referred to as the ESE multi-heap.

On a single CPU system, ESE allocates 4 JET heaps. On a dual CPU system it allocates 8; on a quad system it allocates 16; and so forth. When Exchange 2000 was installed on systems with four or more CPUs, it was found that the ESE multi-heap caused excessive virtual memory consumption, which in turn led to performance problems. To correct this problem, it was recommended that customers with large Exchange 2000 servers add the MPHeaps parallelism registry value to their systems. Exchange 2003 now automatically calculates the optimum number of heaps to allocate based on the unique specifications of each system. Therefore, the MPHeaps parallelism registry value should be removed from Exchange 2000 servers after Exchange Server 2003 is installed.

Before You Begin

Before you perform the procedure in this topic, be aware that the procedure contains information about editing the registry.

[image: image71.png]


Caution: 

Incorrectly editing the registry can cause serious problems that may require you to reinstall your operating system. Problems resulting from editing the registry incorrectly may not be able to be resolved. Before editing the registry, back up any valuable data.

Procedure
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To remove the MPHeap parallelism registry value

	1.
Start Registry Editor.

2.
Navigate to HKLM\Software\Microsoft\ESE\Global\OS\Memory
3.
In the right pane, delete the MPHeaps parallelism registry value.

4.
Close the registry editor and restart the Microsoft Exchange Information Store service for the change to take effect.


For More Information

For information about how to edit the registry, see Microsoft Knowledge Base article 256986, "Description of the Microsoft Windows Registry," (http://go.microsoft.com/fwlink/?linkid=3052&kbid=256986).

How to Configure Outlook Web Access Content Expiration in Windows 2000 and Windows Server 2003

Microsoft Outlook Web Access 2003 is comprised partially of static files, such as image files, scripts and so forth. To optimize performance, it is recommended that the Exchweb virtual directory have its content expiration set to 1 day.

Procedures
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To configure Outlook Web Access content expiration in Windows 2000

	1.
Open Internet Information Services Manager.

2.
Expand the server, and then expand Default Web Site.

3.
Right-click the Exchweb virtual directory, and then click Properties.

4.
Click the HTTP Headers tab.

5.
Ensure that the Enable content expiration check box is selected.

6.
Set the Web site content should field to Expire after 1 Day(s).

7.
Click OK to save the change.
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To configure Outlook Web Access content expiration in Windows Server 2003

	1.
Open Internet Information Services Manager.

2.
Expand the server, expand Web Sites, and then expand Default Web Site.

3.
Right-click the Exchweb virtual directory and click Properties.

4.
Click the HTTP Headers tab.

5.
Ensure that the Enable content expiration check box is selected.

6.
Set the Web site content should field to Expire after 1 Day(s).

7.
Click OK to save the change.


How to Set the msExchESEParamLogBuffers Attribute for Exchange

The msExchESEParamLogBuffers storage group attribute governs the number of Extensible Storage Engine (ESE) log buffers that are used by the Exchange information store. ESE uses a set of log buffers to hold information in RAM before it writes to the transaction logs. Using these buffers improves transaction logging performance. For large servers, the default value of 84 is too low. This can cause excessive disk I/O operations to the transaction log drive and, therefore, significant decrease in performance if the server is under load or if users are sending large messages. Increasing the number of ESE Log Buffers improves performance, although it also causes more virtual memory usage.

To correctly set this value, use the following information:


For Exchange 2000 Server, Exchange 2000 Server Service Pack 1 (SP1), or Exchange 2000 Server Service Pack 2 (SP2), set this value to 9000. 


For Exchange 2000 Server Service Pack 3 (SP3), set this value to 512.


For Exchange Server 2003, a default value of 500 is used, and you should change the value for the msExchESEParamLogBuffers attribute to 9000.
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Note: 

If you previously tuned log buffers to 9000, make sure that you manually reduce this setting after you apply Exchange 2000 Server SP3. This change is not made automatically when you install Exchange 2000 Server SP3.

If you have log stalls, this may be caused by too low a buffer and you can raise this value to 9000. The Database\Log Record Stalls/sec performance counter can be monitored to determine whether log stalls are occurring. Do not use a value greater than 9000, as that can corrupt transaction log files.
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Note: 

Log Record Stalls/sec is the number of log records that cannot be added to the log buffers per second because they are full. If this counter is non-zero most of the time, the log buffer size may be a bottleneck.

You can configure the value for the msExchESEParamLogBuffers attribute using a tool such as the Active Directory Service Interfaces (ADSI) Edit snap-in, the LDP tool, or any other LDAP version 3 client.
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Caution: 

If you use the ADSI Edit snap-in, the LDP tool, or any other LDAP version 3 client, and you incorrectly modify the attributes of Active Directory objects, you can cause serious problems. These problems may require that you reinstall Microsoft® Windows Server™ 2003, Microsoft Exchange Server 2003, or both. Microsoft cannot guarantee that problems that occur if you incorrectly modify Active Directory object attributes can be solved. Modify these attributes at your own risk.

Procedure
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To configure the msExchESEParamLogBuffers attribute for Exchange

	1.
Start ADSI Edit.

2.
Double-click the Configuration container, expand CN=Services, expand CN=Microsoft Exchange, and then expand CN=<ExchangeOrganizationName>.

3.
Expand CN=Administrative Groups, expand CN=<AdministrativeGroupName>, and then expand CN=Servers.

4.
Expand CN=<ServerName>, expand CN=InformationStore, right-click CN=<StorageGroupName>, and then click Properties.

5.
In the Attribute Editor, click the msExchESEParamLogBuffers attribute, and then click Edit.

6.
In the Edit Attribute box, set the value to 512 for Exchange 2000 Server or9000 (for example, clear the value) for Exchange Server 2003.

7.
Click Apply, and then click OK.

8.
Close ADSI Edit and then restart the Microsoft Exchange Information Store service for the change to take effect.


For More Information


For detailed information about the msExchESEParamLogBuffers Storage Group Attribute, see the Exchange Server Team Blog article, You Had Me At EHLO:  msExchESEParamLogBuffers Storage Group Attribute at http://go.microsoft.com/fwlink/?linkid=64793.
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Note: 

The content of each blog and its URL are subject to change without notice.


For more information about ESE log buffers, see Microsoft Knowledge Base article 328466, XADM: ESE Log Buffers That Are Set Too Low Can Cause the Store to Stop Responding.


For more information about how to use the LDP tool, see Microsoft Knowledge Base article 260745, XADM: Using the LDP Utility to Modify Active Directory Object Attributes. 


For more information about how to work with ADSI Edit, see the topic "Adsiedit.msc: ADSI Edit" in the Windows Server Help.

How to Set the msExchESEParamMaxOpenTables Attribute for Exchange Server 2003

Exchange Server caches data about folders that are not currently being accessed. In some cases, this may contribute to virtual memory fragmentation. One way to mitigate this is to reduce the maximum number of database tables that can be open concurrently by modifying the value of the msExchESEParamMaxOpenTables attribute. The actual suggested value for the msExchESEParamMaxOpenTables attribute varies depending on the version of Exchange Server and the Exchange service pack that is installed. For Exchange 2000 Server Service Pack 2, the default setting for 8-processor servers is 85,000 tables per storage group. This is reduced to 27,600 in Exchange 2000 Server Service Pack 3 for 8-processor servers. For 4-processor servers, the value is 13,800. This value can be lowered to reduce virtual memory fragmentation issues. However, lowering this value could also cause situations where operations may fail because of too many open tables. The error occurs because the maximum number of tables that could be concurrently open is being lowered, which means the maximum is reached sooner.

Exchange Server 2003 uses a different method for caching data about folders that are not currently being accessed. Therefore, reducing the maximum number of open tables is neither necessary nor effective for reducing virtual memory fragmentation issues. This attribute should not be set on an Exchange 2003 server. Unless you have been instructed by Microsoft Product Support Services to enter a value here, use the ADSI Edit tool to clear the value set on this attribute.

Before You Begin
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Important: 

If you use the ADSI Edit snap-in, the LDP utility, or any other LDAP version 3 client and you incorrectly modify the attributes of Active Directory objects, you can cause serious problems. These problems may require you to reinstall Microsoft Windows Server™ 2003, Microsoft Exchange Server 2003, or both. Microsoft cannot guarantee that problems that occur if you incorrectly modify Active Directory object attributes can be solved. Modify these attributes at your own risk.

Procedure
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To set the msExchESEParamMaxOpenTables attribute

	1.
Start ADSI Edit.

2.
Double-click the Configuration container, expand CN=Services, expand CN=Microsoft Exchange, and then expand CN=ExchangeOrganizationName.

3.
Expand CN=Administrative Groups, expand CN=AdministrativeGroupName, and then expand CN=Servers.

4.
Expand CN=ExchangeServerName, expand CN=InformationStore, right-click CN=StorageGroupName, and then click Properties.

5.
In the Select a property to view box, click msExchESEParamMaxOpenTables.

6.
In the Edit Attribute box, click Clear to change the value to <not set>.

7.
Click OK, and then click OK again.

8.
Close the Active Directory editor and restart the Microsoft Exchange Information Store service for the change to take effect.


For More Information

For more information about this attribute, see Microsoft Knowledge Base article 325044, "HOW TO: Troubleshoot Virtual Memory Fragmentation in Exchange 2003 and Exchange 2000" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=325044).

Migrating from Exchange Server 5.5 to Exchange Server 2003

This topic provides instructions for migrating your organization from Microsoft® Exchange Server 5.5 to Exchange Server 2003. Furthermore, because it is recommended that you run your new Exchange Server 2003 organization in native mode, this topic discusses the advantages of native mode, and provides instructions for switching from mixed mode to native mode.

Specifically, this topic will:  


Provide you with the information necessary to migrate your Exchange 5.5 mailboxes and public folders to Exchange Server 2003.


Show you how to use the Microsoft Active Directory® directory service tools.


Provide you with the requirements necessary to install Exchange Server 2003.


Show you how to run ForestPrep.


Show you how to run DomainPrep.


Show you how to run Exchange Setup.


Provide you with information about how to move mailboxes and public folders.


Provide you with information about how to switch your Exchange Server 2003 organization from mixed mode to native mode.

You Cannot Install Exchange Server 2003 on the Same Server as Exchange Server 5.5

It is important to note that there is no option for performing an in-place upgrade from Exchange Server 5.5 to Exchange Server 2003. Specifically, you cannot upgrade a server running Exchange Server 5.5 to Exchange Server 2003. To upgrade your organization from Exchange Server 5.5 to Exchange Server 2003, you must instead install Exchange Server 2003 on a separate computer and then use Active Directory Connector (ADC) to connect it to your existing Exchange Server 5.5 organization. This process is detailed later in this topic. 

Permissions for Migrating from Exchange Server 5.5 to Exchange Server 2003

After ensuring that your organization meets the necessary prerequisites, the procedures referenced in this topic guide you through the deployment process. 

Table 1 lists the required permissions or roles for the procedures referenced in this topic.

Table 1   Procedures referenced in this topic and corresponding permissions

	Procedure
	Required permissions or roles

	Enable Microsoft Windows® 2000 Server or Microsoft Windows Server™ 2003 services
	
See Windows 2000 or Windows Server 2003 Help

	Run ForestPrep on a domain controller (updates the Active Directory schema)
	
Enterprise Administrator


Schema Administrator


Domain Administrator


Local Machine Administrator

	Run DomainPrep
	
Domain Administrator


Local Machine Administrator

	Install Active Directory Connector (ADC)
	
Enterprise Administrator 


Schema Administrator


Domain Administrator


Local Machine Administrator

	Install Exchange 2003 on the first server in a domain
	
Exchange Full Administrator role applied at the organization level


Exchange 5.5 Administrator under the organization, site, and configuration nodes (if installing into an Exchange 5.5 site)


Local Machine Administrator

	Install Exchange 2003 on additional servers in the domain
	
Exchange Full Administrator role applied at the administrative group level


Exchange 5.5 Site Administrator (if installing into an Exchange 5.5 site)


Exchange 5.5 service account password


Local Machine Administrator

	Run Active Directory Account Cleanup Wizard
	
Enterprise Administrator


For more information about managing and delegating permissions and user and group authorities, see the Exchange Server 2003 Administration Guide. 

Exchange 2003 Security Considerations

Before installing Exchange Server 2003 in your organization, it is important that you are familiar with your organization's security requirements. Familiarizing yourself with these requirements helps ensure that your Exchange 2003 deployment is as secure as possible. For more information about planning Exchange 2003 security, see the following guides:  


Planning an Exchange Server 2003 Messaging System

Exchange Server 2003 Security Hardening Guide
Exchange Server Deployment Tools

The Exchange Server Deployment Tools are tools and documentation that help with your migration and validate that your organization is prepared for the Exchange Server 2003 installation. To ensure that all of the required tools and services are installed and running properly, it is recommended that you use the Exchange Server Deployment Tools to run Exchange Server 2003 Setup. For detailed steps, see How to Start the Exchange Server Deployment Tools.
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Note: 

You must download the latest version of the Exchange Server Deployment Tools before you run them. To receive the latest version of the tools, see the Downloads for Exchange Server 2003 Web site. 

After you start the tools and specify that you want to follow the process for Coexistence with Exchange 5.5, you are provided with a checklist detailing the installation steps. This checklist is separated into three phases:
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Phase 1

	1.
Verify that your organization meets the specified requirements.

2.
Run the DCDiag tool.

3.
Run the NetDiag tool.
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Phase 2

	1.
Run ForestPrep.

2.
Run DomainPrep.

3.
Run Active Directory Connector Setup.

4.
Run Active Directory Connector tools.
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Phase 3


Run Exchange Setup.
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Important: 

You should not run Exchange Setup until you have completed running the Exchange Server Deployment Tools. Before you can install your first Exchange Server 2003 server, Exchange Setup verifies that the tools are completed and your organization is in a healthy state.

With the exception of running the DCDiag and NetDiag tools, each of these installation steps is detailed later in this topic (it is recommended that you run the DCDiag and NetDiag tools on every server on which you plan to install Exchange Server 2003). Moreover, the remaining sections in this topic provide information about the concepts and considerations involved in migrating from Exchange Server 5.5 to Exchange Server 2003.

Active Directory and Exchange Server 5.5 Considerations

Before installing Exchange Server 2003, you should familiarize yourself with certain Active Directory and Exchange Server 5.5 directory considerations. Specifically, this section will provide you with information about migrating your Windows user accounts and synchronizing your Exchange Server 5.5 directory with Active Directory.

Exchange Directory Service and Windows NT User Accounts

In Microsoft Windows NT® Server 4.0 and Exchange Server 5.5, when you create a user and assign that user a mailbox, you associate a Windows NT user account with a mailbox object in the Exchange directory. A Windows security identifier (SID) is a unique number that makes this association. Every computer and user account on a network running Windows NT has an SID.

Active Directory User Objects and Directory Synchronization

Unlike earlier versions of Exchange and Windows NT, Active Directory contains a single object that has default user attributes and Exchange-specific attributes. When you populate Active Directory with user objects in an organization that includes an earlier version of Exchange, the user objects in Active Directory do not include Exchange-specific attributes. When you install Exchange Server 2003, Exchange extends user objects in Active Directory to include Exchange-specific attributes.

Exchange Server 5.5 has its own directory service, which, by default, cannot communicate with Active Directory and Exchange Server 2003. Therefore, Exchange Server 2003 Active Directory Connector (ADC) is used to allow communication and synchronization between the Exchange Server 5.5 directory and Active Directory.

ADC populates and synchronizes Active Directory with mailbox, custom recipient, distribution list, and public folder information from the Exchange Server 5.5 directory. Similarly, ADC also populates and synchronizes the Exchange Server 5.5 directory with user, contact, and group information from Active Directory. For more information about using ADC, see "Active Directory Connector" later in this topic.

Populating Active Directory

Before synchronization can occur, you must populate Active Directory with user information from your existing directory service. Active Directory is populated when your Windows NT 4.0 user account information and Exchange-specific object information from your Exchange Server 5.5 directory service reside in Active Directory. 

Your deployment plan may require a combination of the methods described in the following section.

Populating User Information from Windows NT

To populate Active Directory with Windows NT user account information from an existing Windows NT 4.0 deployment, use one or both of the following methods:  


Upgrade existing Windows NT 4.0 user accounts to Active Directory user accounts.


Use Active Directory Migration Tool to create cloned user accounts that preserve security information. 
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Note: 

These methods provide a phased approach to populating Active Directory for Exchange Server 2003. Although the following sections discuss these methods briefly, a complete discussion about these methods is outside the scope of this document. How you formulate your deployment strategy depends on your domain structure, deployment timeline, Windows server operating system upgrade plan, and business needs. Be sure to construct a thorough deployment plan before you implement any of the following methods. For conceptual and procedural information about upgrading user accounts, Active Directory Migration Tool, Windows NT 4.0, Windows 2000, and Windows Server 2003, see Windows Help and the Microsoft Windows Web site. 

Upgrading Existing User Accounts

One method of populating Active Directory is to upgrade the Windows NT primary domain controller in the domain that contains your user accounts to a Windows 2000 or Windows Server 2003 domain controller. When you upgrade a Windows NT user account, you preserve all account information, including the SID.

Using Active Directory Migration Tool

Another method of populating Active Directory is to use Active Directory Migration Tool to clone the accounts in Active Directory. 

A cloned account is an account in a Windows 2000 or Windows Server 2003 domain that has been copied from a Windows NT 4.0 source account to a new (cloned) user object in Active Directory. Although the new user object has a different SID than the source account, the SID of the source account is copied to the new user object's SIDHistory attribute. Populating the SIDHistory attribute with the source account SID allows the new user account to access all network resources available to the source account, providing that trusts exist between resource domains and the cloned account domain.

When you run Active Directory Migration Tool, you specify a source Windows NT account (or domain) and a target container in Active Directory in which Active Directory Migration Tool creates cloned accounts.

Active Directory Connector

After you populate Active Directory with Windows NT 4.0 user and group accounts, the next step in your migration is to connect your Exchange Server 5.5 directory to Active Directory. Specifically, you must use either Active Directory Connector or the user domain upgrade method to add Exchange Server 5.5 mailbox attributes to the Active Directory users and groups that you copied to Active Directory. 

Synchronizing Active Directory with the Exchange Server 5.5 directory during the migration process is necessary because Exchange Server 2003 uses Active Directory as its directory service. Active Directory Connector (ADC) is a synchronization component that updates object changes between the Exchange Server 5.5 directory and Active Directory. ADC synchronizes current mailbox and distribution list information from the Exchange Server 5.5 directory to Active Directory user accounts and groups, thereby eliminating the need for re-entering this data in Active Directory. If ADC finds a recipient object in the Exchange directory that does not have a matching SID in Active Directory, ADC creates a user object in Active Directory and stores the existing SID in the msexchmasteraccountSID attribute of the new object. By default, ADC searches for the Windows NT user account SID before searching for a new object's SID history. However, ADC will not find a matching SID in Active Directory if ADC replicates before correctly upgrading your existing Windows NT 4.0 user accounts. 

If your migrated users have problems logging on to their mailboxes after you use Active Directory Migration Tool and Active Directory Connector, you can use the Exchange Server 2003 Active Directory Account Cleanup Wizard to merge the duplicate objects for mailbox logon purposes. For detailed steps, see How to Run the Active Directory Account Cleanup Wizard.

Installing Active Directory Connector

To install the Exchange Server 2003 version of ADC, you must have at least one server in each Exchange site running Exchange Server 5.5 SP3. The account you use to install ADC must be a member of the Enterprise Administrator, Schema Administrator, and Domain Administrator groups. The account must also be a Local Machine Administrator on the local machine. For detailed steps, see How to Install Active Directory Connector.

Using Active Directory Connector Tools

ADC Tools (Figure 1) lead you through the process of confirming that your Exchange Server 5.5 directory and mailboxes are ready for migration. ADC Tools are a collection of wizards and utilities that help you set up and configure your connection agreements. The tools also ensure that replication between your Windows NT 4.0 organization and Windows 2000 or Windows Server 2003 is functioning properly.

ADC Tools are configured to check your organization's configuration and connection agreements and provide a recommendation based on your configuration. It is strongly recommended that you accept the recommendation in Active Directory Connector Tool. 

Figure 1   The Active Directory Connector Services Tools page

[image: image88.png]fig A

8 o acion yow
* (= zaliied

rectory Connector Services

window  Help

[ Active Diectory Cor | ADC Tools

=18

@ Active Directory

Step 1: Tool settings

set.

Server

Logging path

Step 2: Data Collction

R

CiiDocuments and settings

ol nformation about your Exchange 5.5 stes.

Step 3: Resource Maibox Wizard
Run Resaurce Malbox Wzard,

Step 4: Connect

Information

Verify the results of Resource Malbox Wizard

fon Agreement Wizard

Run Connection Agreeent Wizard,

Verifythe resuts of ADC Tooks.

Tobegn, rinthe Do Calecton ol ep 7 |

e





Specifically, the ADC Tools lead you through the processes of scanning your directory, running Resource Mailbox Wizard, running Connection Agreement Wizard, and verifying synchronization. For detailed steps, see How to Run Active Directory Connector (ADC) Tools.

Resource Mailbox Wizard

The Resource Mailbox Wizard identifies Active Directory and Windows NT 4.0 accounts that match more than one Exchange Server 5.5 mailbox. In Windows NT 4.0 and Exchange Server 5.5, you could have a user account that corresponded to more than one mailbox. Using Active Directory and Exchange Server 2003, a user account can no longer have more than one mailbox. You can use the Resource Mailbox Wizard to match the appropriate primary mailbox to the Active Directory account and assign other mailboxes with the NTDSNoMatch value, which designates the mailboxes as resource mailboxes. You can either make these changes online using the Resource Mailbox Wizard or export to a comma-separated value (.csv) file that you can update and import into the Exchange Server 5.5 directory.

Connection Agreement Wizard

The Connection Agreement Wizard recommends public folder connection agreements and recipient connection agreements based on your Exchange Server 5.5 directory and Active Directory configuration. You can then review the recommended connection agreements, and select those that you want the wizard to create. There are three kinds of connection agreements:  


Recipient connection agreements 
Recipient connection agreements replicate recipient objects and the data they contain between the Exchange directory and Active Directory.  


Public folder connection agreements 
Public folder connection agreements replicate public folder directory objects between the Exchange Server 5.5 directory and Active Directory.  


Configuration connection agreements 
During your initial Exchange Server 2003 installation, Exchange Server 2003 Setup creates a configuration connection agreement between Active Directory and your Exchange Server 5.5 site. Configuration connection agreements replicate Exchange-specific configuration information between the Exchange Server 5.5 directory and Active Directory. These agreements allow Exchange Server 2003 to coexist with Exchange Server 5.5.  

Figure 2   The Active Directory Connector Services page
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System-Wide Requirements for Exchange Server 2003

Before you migrate to Exchange Server 2003, ensure that your network and servers meet the following system-wide requirements:  


You have Windows 2000 Server Service Pack 3 (SP3) Active Directory or Windows Server 2003 Active Directory.


Each Exchange Server 2003 server has access to a Windows global catalog server that is no more than one Active Directory site away.


You have Domain Name System (DNS) and Windows Internet Name Service (WINS) configured correctly.


You have established NetBIOS, RPC, and TCP/IP connectivity between your Exchange Server 5.5 organization and your Windows domain controllers.


You backed up your Exchange Server 5.5 databases, and your servers running Windows 2000 or Windows Server 2003.


You have at least one server in each Exchange site running Exchange Server 5.5 SP3 to allow synchronization between the Exchange Server 5.5 directory and Active Directory.

For more information about Windows 2000 Server, Windows Server 2003, Active Directory, and DNS, see the following resources:  


Windows 2000 Help


Windows Server 2003 Help


Best Practice Active Directory Design for Exchange 2000

Planning an Exchange Server 2003 Messaging System
Running Exchange 2003 ForestPrep

Exchange 2003 ForestPrep extends the Active Directory schema to include Exchange-specific classes and attributes. ForestPrep also creates the container object for the Exchange organization in Active Directory. The schema extensions supplied with Exchange Server 2003 are a superset of those supplied with Exchange 2000 Server. 

In the domain where the schema master resides, run ForestPrep once in the Active Directory forest. (By default, the schema master runs on the first Windows domain controller installed in a forest.) Exchange Setup verifies that you are running ForestPrep in the correct domain. If you are not in the correct domain, Setup informs you which domain contains the schema master. For information about how to determine which of your domain controllers is the schema master, see Windows 2000 or Windows Server 2003 Help.

The account you use to run ForestPrep must be a member of the Enterprise Administrator and the Schema Administrator groups. While you are running ForestPrep, you designate an account or group that has Exchange Full Administrator permissions to the organization object. This account or group has the authority to install and manage Exchange Server 2003 throughout the forest. This account or group also has the authority to delegate additional Exchange Full Administrator permissions after the first server is installed.
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Important: 

When you delegate Exchange roles to a security group, it is recommended that you use Global or Universal security groups and not Domain Local security groups. Although Domain Local security groups can work, they are limited in scope to their own domain. In many scenarios, Exchange Setup needs to authenticate to other domains during the installation. Exchange Setup may fail in this case because of a lack of permissions to your external domains.
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Note: 

To decrease replication time, it is recommended that you run Exchange Server 2003 ForestPrep on a domain controller in your root domain.

You can run Exchange Server 2003 ForestPrep from either the Exchange Server Deployment Tools or from the Exchange Server 2003 CD. For information about how to run Exchange ForestPrep from the Exchange Server Deployment Tools, see "Exchange Server Deployment Tools" earlier in this topic. For detailed steps about how to run Exchange ForestPrep, see How to Run Exchange Server 2003 ForestPrep.

Running Exchange Server 2003 DomainPrep

After you run ForestPrep and allow time for replication, you must run Exchange Server 2003 DomainPrep. DomainPrep creates the groups and permissions necessary for Exchange servers to read and modify user attributes. The Exchange Server 2003 version of DomainPrep performs the following actions in the domain:  


Creates Exchange Domain Servers and Exchange Enterprise Servers groups.


Nests the global Exchange Domain Servers into the Exchange Enterprise Servers local group.


Creates the Exchange System Objects container, which is used for mail-enabled public folders.


Sets permissions for the Exchange Enterprise Servers group at the root of the domain, so that Recipient Update Service has the appropriate access to process recipient objects.


Modifies the AdminSdHolder template where Windows sets permissions for members of the local Domain Administrator group.


Adds the local Exchange Domain Servers group to the Pre-Windows 2000 Compatible Access group.


Performs Setup pre-installation checks.

The account you use to run DomainPrep must be a member of the Domain Administrators group in the local domain and a local machine administrator. You must run DomainPrep in the following domains:  


The root domain.


All domains that will contain Exchange Server 2003 servers. 


All domains that will contain Exchange Server 2003 mailbox-enabled objects (such as users and groups), even if no Exchange servers will be installed in these domains.


All domains that contain global catalog servers that Exchange directory access components may potentially use.


All domains that will contain Exchange Server 2003 users and groups that you will use to manage your Exchange Server 2003 organization.
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Note: 

Running DomainPrep does not require any Exchange permissions. Only Domain Administrator permissions are required in the local domain.

You can run Exchange Server 2003 DomainPrep from either the Exchange Server Deployment Tools or from the Exchange Server 2003 CD. For information about how to run Exchange DomainPrep from the Exchange Server Deployment Tools, see "Exchange Server Deployment Tools" earlier in this topic. For detailed steps about how to run Exchange DomainPrep, see How to Run Exchange Server 2003 DomainPrep.

Server-Specific Requirements for Exchange Server 2003

Before you install Exchange Server 2003, ensure that your servers meet the requirements that are described in this section. If your servers do not meet all of the requirements, Exchange Setup will stop the installation. 

Hardware Requirements

The following are the minimum hardware requirements for Exchange Server 2003 servers:  


Intel Pentium or compatible 133 megahertz (MHz) or faster processor


256 megabytes (MB) of RAM recommended minimum, 128 MB supported minimum


500 MB of available disk space on the drive on which you install Exchange


200 MB of available disk space on the system drive


CD-ROM drive


SVGA or higher-resolution monitor

For more information about hardware requirements for front-end and back-end servers, see the guide Exchange Server 2003 and Exchange 2000 Server Front-End and Back-End Server Topology Guide. 

File Format Requirements

To install Exchange Server 2003, disk partitions must be formatted for NTFS file system and not for file allocation table (FAT). This requirement applies to the following partitions:  


System partition


Partition that stores Exchange binaries


Partitions containing transaction log files


Partitions containing database files


Partitions containing other Exchange files

Operating System Requirements

Exchange Server 2003 is supported on the following operating systems:  


Windows 2000 SP3 or later 
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Note: 

Windows 2000 SP3 or later is available for download at the following site: Windows 2000 Service Packs. Windows 2000 SP3 or later is also a prerequisite for running Exchange Server 2003 ADC.


Windows Server 2003

Installing and Enabling Windows 2000 or Windows Server 2003 Services

Exchange Server 2003 Setup requires that the following components and services be installed and enabled on the server:   


.NET Framework 


ASP.NET


Internet Information Services (IIS) 


World Wide Web Publishing Service


Simple Mail Transfer Protocol (SMTP) service


Network News Transfer Protocol (NNTP) service

If you are installing Exchange Server 2003 on a server running Windows 2000, Exchange Setup installs and enables the Microsoft .NET Framework and ASP.NET automatically. You must install the World Wide Web Publishing Service, SMTP service, and NNTP service before running Exchange Server 2003 Installation Wizard.
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Important: 

When you install Exchange on a new server, only the required services are enabled. For example, Post Office Protocol version3 (POP3), Internet Message Access Protocol version4 (IMAP4), and NNTP services are disabled by default on all of your Exchange Server 2003 servers. You should enable only services that are essential for performing Exchange Server 2003 tasks.

For detailed steps about how to install the IIS prerequisites for Exchange Server 2003 on the Windows 2000 platform, see How to Install IIS Prerequisites for Exchange Server 2003 on Windows 2000. 

For detailed steps about how to install the IIS prerequisites for Exchange Server 2003 on the Windows Server 2003 platform, see How to Install IIS Prerequisites for Exchange Server 2003 on Windows Server 2003.

Running Exchange Server 2003 Setup

After planning and preparing your Exchange organization in accordance with the requirements and procedures listed in this topic, you are ready to run Exchange Server 2003 Setup. When running Setup, it is recommended that you join your existing Exchange Server 5.5 organization. By joining your Exchange Server 5.5 organization, you can move your mailboxes and public folders more easily. 

For detailed steps, see How to Install Exchange Server 2003.

After Exchange Server 2003 Setup finishes, make sure that the SRS service is running. If the SRS service is not started, restart the SRS service.

For important information about post-deployment steps, see Post-Installation Steps for Exchange Server 2003. That topic includes information about how to verify that your Exchange installation was successful. It also includes information about the latest Exchange Server 2003 service packs and security patches.

Moving Exchange Server 5.5 Mailbox and Public Folder Contents

After you have populated Active Directory with Windows NT 4.0 objects, connected the Exchange Server 5.5 directory to Active Directory, and installed your first Exchange Server 2003 server into the Exchange Server 5.5 site, your next migration task is to move your Exchange Server 5.5 mailbox and public folder contents into the Exchange Server 2003 organization.

This section provides information about using Exchange Task Wizard to move your mailbox contents and using Microsoft Exchange Public Folder Migration Tool (PFMigrate) to move your public folder contents.
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Note: 

If you used the Server Scripting feature in Outlook to add any client-side scripts, it is recommended that you remove these scripts prior to the mailbox move. You can reinstall the scripts after the move is complete.

Using Exchange Task Wizard to Move Mailboxes

Exchange Task Wizard provides an improved method for moving mailboxes. You can now select as many mailboxes as you want, and then using the task scheduler, schedule a move to occur at a specified time. You can also use the task scheduler to cancel any unfinished moves at a specified time. For example, you can schedule a large move to start at midnight on Friday and terminate automatically at 6:00 A.M. on Monday, thereby ensuring that your server's resources are not being used during regular business hours. Using the wizard's improved multithreaded capabilities, you can move as many as four mailboxes simultaneously. 

For detailed steps about how to move mailboxes using the Exchange Task Wizard, see How to Use Exchange Task Wizard to Move Mailboxes.

Using Microsoft Exchange Public Folder Migration Tool

The Microsoft Exchange Public Folder Migration Tool (PFMigrate) is a new tool that enables you to migrate both system folders and public folders to the new server. You can use PFMigrate to create system folder and public folder replicas on the new server and, after the folders have replicated, remove replicas from the source server. Unlike Exchange Server 5.5, you do not need to set a home server for a public folder in Exchange Server 2003. Any replica acts as the primary replica of the data it contains, and any public folder server can be removed from the replica list.

To determine how many system folders or public folders need to be replicated, use PFMigrate to generate a report before you actually run the tool. To determine whether the folders replicated successfully, you can generate the same report after you run the tool.

The PFMigrate tool is run from the Exchange Server Deployment Tools. For more information about how to start Exchange Server Deployment Tools, see "Exchange Server Deployment Tools" earlier in this topic. 

For detailed steps, see How to Run the Public Folder Migration (PFMigrate) Tool.
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Note: 

After you run PFMigrate, only the hierarchy of the system folders and public folders is migrated immediately. You must wait for replication for the contents of the system folders and public folders to be migrated. Depending on the size and number of system and public folders, as well as your network speed, replication could take a considerable amount of time.

Switching from Mixed Mode to Native Mode

Because Exchange Server 2003 is structured to take advantage of Active Directory functionality, there are some limitations when Exchange Server 2003 coexists in the same organization with Exchange Server 5.5. When Exchange Server 2003 servers coexist with Exchange Server 5.5, your organization must run in mixed mode. 

Running in mixed mode limits the functionality of Exchange Server 2003. Therefore, after migrating from Exchange Server 5.5 to Exchange Server 2003, it is recommended that you switch from mixed mode to native mode. This section discusses the advantages of a native-mode Exchange organization and provides the steps to switch from mixed mode to native mode.

You are ready to change your Exchange Server 2003 organization to native mode if:  


Your organization will never require interoperability between your Exchange Server 2003 servers and Exchange Server 5.5 servers in the same organization.


Your Exchange Server 5.5 servers exist in an organization that is separate from your Exchange Server 2003 servers. 
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Note: 

After you switch your Exchange Server 2003 organization from mixed mode to native mode, you cannot switch the organization back to mixed mode. Make sure that your Exchange Server 2003 organization will not have to interoperate with Exchange Server 5.5 in the future before you switch from mixed mode to native mode.

First, you should determine in which mode your Exchange organization is currently running. For detailed steps, see How to Determine if You Are Running Exchange in Mixed or Native Mode.

Exchange Server 2003 Considerations for Mixed and Native Mode

As mentioned earlier, after you migrate from Exchange Server 5.5 to Exchange Server 2003, by default, your organization runs in mixed mode. Running Exchange Server 2003 in mixed mode has the following disadvantages:  


Exchange Server 5.5 sites are mapped directly to administrative groups.


Administrative groups are mapped directly to Exchange Server 5.5 sites.


Routing group membership consists only of servers that are installed in the administrative groups.


You cannot move Exchange Server 2003 servers between routing groups.


Because many Exchange Server 2003 features are available only when you run your Exchange Server 2003 organization in native mode, it is recommended that you switch from mixed mode to native mode. Running Exchange Server 2003 in native mode has the following advantages:


You can create query-based distribution groups. A query-based distribution group provides the same functionality as a standard distribution group. However, instead of specifying static user memberships, with a query-based distribution group you can use an LDAP query to build membership in the distribution group dynamically. For more information about query-based distribution groups, see "Managing Recipients and Recipient Policies" in the Exchange Server 2003 Administration Guide.  


Your routing bridgehead server pairs use 8BITMIME data transfers instead of converting down to 7-bit. This equates to a considerable bandwidth saving over routing group connectors.


The Exchange store in Exchange Server 2003 ignores and removes zombie access control entries (ACEs) from the previous Exchange Server 5.5 servers in your organization automatically. These zombie access control entries are security identifiers from previous Exchange Server 5.5 servers that have been removed from your organization.


Routing groups can consist of servers from multiple administrative groups.


You can move Exchange Server 2003 servers between routing groups. 


You can move mailboxes between administrative groups.


Simple Mail Transfer Protocol (SMTP) is the default routing protocol. 

Removing Exchange 5.5 Servers

Before you can switch from mixed mode to native mode, you must remove all Exchange Server 5.5 servers in your organization. This section guides you through the process of removing the Exchange Server 5.5 servers from your organization. 

Removing an Exchange 5.5 Server

Before you remove an Exchange Server 5.5 server from your site, verify that there are no mail connectors on the server. If there are, open a connector on another server in the site, and then verify mail flow. Next, remove the connectors on the server to be deleted. Retest message flow. For more information about removing your Exchange Server 5.5 connectors, see the Exchange Server 5.5 Help. For detailed steps about how to remove Exchange Server 5.5 servers, see How to Remove Exchange 5.5 Servers from Your Exchange 2003 Organization.
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Note: 

Ensure that the account to which you are logged on has Exchange Full Administrator permissions, as well as Exchange Server 5.5 service account administrator permissions for the site.
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Important: 

If this is the first server in the site to be removed, see Microsoft Knowledge Base article 152959, "XADM: How to Remove the First Exchange Server in a Site" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=152959).

Removing the Last Exchange Server 5.5 Server

Before you can switch from mixed mode to native mode, you must remove all Exchange Server 5.5 servers in your organization. This section guides you through the process of removing the last Exchange Server 5.5 server from your organization. 

For detailed steps, see How to Remove the Last Exchange 5.5 Server from Your Exchange 2003 Organization.

Removing Site Replication Service

Site Replication Service (SRS) is a component that exchanges configuration information between Active Directory and the directory in Exchange Server 5.5. In Exchange Server 5.5, SRS is necessary because Exchange Server 5.5 configuration information can only be exchanged between Exchange Server 5.5 servers and Exchange Server 5.5 directories—not with Active Directory. SRS mimics an Exchange Server 5.5 directory so that other Exchange Server 5.5 servers can replicate information to it. Using the configuration connection agreement created by Exchange Setup, Active Directory Connector replicates the configuration information in SRS into Active Directory. 

SRS runs only in a mixed-mode Exchange administrative group. SRS also performs additional functions, such as detecting and reacting to directory replication topology changes. You cannot switch from mixed mode to native mode until you have removed all instances of SRS.

SRS is enabled automatically in two situations:


On the first Exchange Server 2003 server you install in an Exchange Server 5.5 organization.


When you upgrade to Exchange 2000 Server from an Exchange Server 5.5 server that is the directory replication bridgehead server for an organization.

For detailed steps on how to remove the Site Replication Service, see How to Remove Exchange SRS. After you complete these steps, you can convert the Exchange organization to native mode.

Switching to Native Mode

After you switch your Exchange Server 2003 organization from mixed mode to native mode, you cannot switch the organization back to mixed mode. Before you switch from mixed mode to native mode, ensure that your Exchange Server 2003 organization will not have to interoperate with Exchange Server 5.5 in the future. 

For detailed steps about how to switch from mixed mode to native mode, see How to Convert from Mixed Mode to Native Mode in Exchange. 

To take full advantage of Exchange native mode, you must restart the Microsoft Exchange Information Store service on all of the Exchange servers in your organization. You do not need to restart all of the Microsoft Exchange Information Store services simultaneously, but you must restart the service on each server for the server to take advantage of all Exchange native mode features. Restart the service on your servers after the change to native mode has been replicated to your local Windows domain controller.

For detailed steps on how to restart the information store service, see How to Restart the Microsoft Exchange Information Store Service.

Uninstalling Exchange 2003

After ensuring that your organization meets certain prerequisites, you can run Exchange Setup to uninstall Exchange Server 2003. For detailed steps, see How to Uninstall Exchange Server 2003.

How to Run the Active Directory Account Cleanup Wizard

If users who have been migrated from the Exchange 5.5 directory service have problems logging on to their mailboxes after you use the Active Directory Migration Tool and Active Directory Connector (ADC), you can use the Exchange 2003 Active Directory Account Cleanup Wizard to merge the duplicate objects for mailbox logon purposes.

Before You Begin

The account you use to install ADC must be a member of the Enterprise Administrator group.

Procedure
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To run Active Directory Account Cleanup Wizard


Click Start, point to All Programs, point to Microsoft Exchange, point to Deployment, and then click Active Directory Account Cleanup Wizard. Follow the instructions in the wizard to merge your duplicate user objects.
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Note: 

While your Exchange 2003 organization coexists with Exchange 5.5, you must use ADC to maintain directory synchronization.  


For More Information

For more information about using the Active Directory Account Cleanup Wizard to search for and remove duplicate accounts, see "Merge Duplicate Accounts in Active Directory" in the Exchange Server 2003 online Help.

For more information about the Active Directory Account Cleanup Wizard, see the Microsoft Knowledge Base article 270652, "Possible Uses of the Active Directory Account Cleanup Wizard."

How to Install Active Directory Connector

Active Directory Connector (ADC) is used to connect your Exchange 5.5 directory to Active Directory. 

Before You Begin


To install the Exchange 2003 version of ADC, you must have at least one server in each Exchange site running Exchange 5.5 SP3. 


The account you use to install ADC must be a member of the Enterprise Administrator, Schema Administrator, and Domain Administrator groups. The account must also be a Local Machine Administrator on the local machine.

Procedure
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To install Active Directory Connector

	1.
Insert the Exchange CD into your CD-ROM drive. You can install ADC on any computer in the Windows domain.

2.
On the Start menu, click Run, and then type E:\adc\i386\setup, where E is your CD-ROM drive.

3.
On the Welcome to the Active Directory Connector Installation Wizard page, click Next.

4.
On the Component Selection page, select the Microsoft Active Directory Connector Service and the Microsoft Active Directory Connector Management components, and then click Next.

5.
On the Install Location page, verify the folder location, and then click Next.

6.
On the Service Account page, in the Account box, browse to the user or group that the ADC service will run as, and then click Next. 
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Important: 

The service account or group you chose must have Local Administrator and built-in Domain Administrator permissions. The account or group that you designate as the ADC service account will have full control of the Exchange organization. Therefore, you should ensure that it is a secure account or group.

7.
On the Microsoft Active Directory Connector Setup page, click Finish.


For More Information

For information about running ADC Tools, seeHow to Run Active Directory Connector (ADC) Tools.

How to Run Active Directory Connector (ADC) Tools

Active Directory Connector (ADC) Tools are used to lead you through the process of confirming that your Exchange 5.5 directory and mailboxes are ready for migration. ADC Tools are a collection of wizards and utilities that help you set up and configure your connection agreements. The tools also ensure that replication between your Windows NT 4.0 organization and Windows 2000 or Windows Server 2003 is functioning properly.

Procedure
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To run ADC Tools

	1.
On your ADC server, click Start, point to All Programs, point to Microsoft Exchange, and then click Active Directory Connector.

2.
In the console tree, click ADC Tools.

3.
Follow the steps indicated in the ADC Tools details pane.
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Note: 

On the Set Credentials page, click Set Credentials to provide the administrator name and password for each site. Enter the name in the domain\username format.
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Note: 

On the Site Connections page it is recommended that you choose a two-way connection. One way connections are useful for testing how objects will replicate to Active Directory. However, in a production environment, directory objects should replicate both to and from Active Directory and the Exchange 5.5 directory.
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Note: 

There is a group named Everyone that is not replicated. Because of this, the ADC Tools will always report at least one warning.


For More Information

For information about installing ADC, see How to Install Active Directory Connector. 

How to Use Exchange Task Wizard to Move Mailboxes

Exchange Task Wizard provides an improved method for moving mailboxes. This topic explains how to use the Exchange Task Wizard to move mailboxes. 

For more information about the Exchange Task Wizard, see the section "Using Exchange Task Wizard to Move Mailboxes" in Migrating from Exchange Server 5.5 to Exchange Server 2003.

Procedure
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Procedure Title

	1.
On your Exchange 2003 computer, click Start, point to AllPrograms, point to Microsoft Exchange, and then click System Manager.

2.
In the console tree, expand Servers, expand the server from which you want to move mailboxes, expand the Storage Group from which you want to move mailboxes, expand the Mailbox Store you want, and then click Mailboxes. 

3.
In the details pane, right-click the user or users you want, and then click Exchange Tasks.

4.
In Exchange Task Wizard, on the Available Tasks page, click Move Mailbox, and then click Next.

5.
On the Move Mailbox page, to specify the new destination for the mailbox, in the Server list, select a server, and then in the Mailbox Store list, select a mailbox store. Click Next.

6.
Under If corrupted messages are found, click the option you want, and then click Next. 
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Note: 

If you click Skip corrupted items and create a failure report, these items are lost permanently when the mailbox is moved. To avoid data loss, back up the source database before moving mailboxes.

7.
On the Task Schedule page, in the Begin processing tasks at list, select the date and time for the move. If you want to cancel any unfinished moves at a specified time, in the Cancel tasks that are still running after list, select the date and time. Click Next to start the process.

8.
On the Completing the Exchange Task Wizard page, verify that the information is correct, and then click Finish.


How to Run the Public Folder Migration (PFMigrate) Tool

The Microsoft Exchange Public Folder Migration Tool (PFMigrate) is a new tool that enables you to migrate both system folders and public folders to the new server. This topic explains how to run the PFMigrate tool. 

For more information about the PFMigrate tool, see the section "Using Microsoft Exchange Public Folder Migration Tool" in Migrating from Exchange Server 5.5 to Exchange Server 2003. The PFMigrate tool is a command-line script that administrators can use to create replicas of system folders and of public folders. This tool has been updated in Exchange Server 2003 Service Pack 1 (SP1). To obtain the PFMigrate tool, use either of the following methods: 


Open the Support\ExDeploy folder on the Exchange Server 2003 CD-ROM.  


Download the tool at Microsoft Exchange Server Deployment Tools.

Before You Begin

After you run PFMigrate, only the hierarchy of the system folders and public folders is migrated immediately. You must wait for replication for the contents of the system folders and public folders to be migrated. Depending on the size and number of system and public folders, as well as your network speed, replication could take a considerable amount of time. In some cases, you may need to force synchronization.
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To force synchronization

	1.
Open Exchange System Manager

2.
Click Administrative Group, click Site, and then click Folders.

3.
Right-click the public folder for which you want to force synchronization.

4.
Point to All Tasks and then click Send Content.


Procedure
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To run the Public Folder Migration (PFMigrate) Tool

	1.
In Exchange Server Deployment Tools, on the Welcome to the Exchange Server Deployment Tools page, click Deploy the first Exchange 2003 server.

2.
On the Deploy the First Exchange 2003 Server page, in the Follow this process column, click Coexistence with Exchange 5.5.

3.
On the Coexistence with Exchange 5.5page, click Phase 3.

4.
On the Phase 3. Installing Exchange Server 2003 on the Initial Server page, click Next.

5.
On theInstall Exchange 2003 on Additional Servers page, click Next.

6.
On the Post-Installation Steps page, under Moving System Folders and Public Folders, click move system folders and public folders, and then follow the steps listed to complete your public folder migration.


How to Determine if You Are Running Exchange in Mixed or Native Mode

Running in mixed mode allows you to coexist with previous versions of Exchange, but it limits the functionality of your Exchange 2003 servers. This procedure explains how to determine if you are running in mixed or native mode.

Procedure
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To determine the operating mode of your Exchange organization

	1.
In Exchange System Manager, right-click the Exchange organization for which you want to determine the operating mode, and then click Properties.

2.
On the General tab, under Operation mode, the operating mode of your organization is displayed.


How to Remove Exchange 5.5 Servers from Your Exchange 2003 Organization

Once you have moved all of the mailbox and public folder data from an Exchange 5.5 server to an Exchange 2003 server you can remove the Exchange 5.5 server from the organization.

Before You Begin


The first Exchange server installed in a site contains site folders. These folders consist of the Offline Address Book (OAB) folder, the Schedule+ Free Busy Information folder, and the Organizational Forms folder, if one exists. Before you remove that server, see Microsoft Knowledge Base article 152959, "XADM: How to Remove the First Exchange Server in a Site." 


If this is the last Exchange 5.5 server, see "How to Remove the Last Exchange 5.5 Server from Your Exchange 2003 Organization" in the Planning an Exchange Server 2003 Messaging System.


Verify that there are no mail connectors on the server. If there are, open a connector on another server in the site, and then verify mail flow. Next, remove the connectors on the server to be deleted. Retest message flow. For more information about removing your Exchange 5.5 connectors, see the Exchange 5.5 Help.


Ensure that the account to which you are logged on has Exchange Full Administrator permissions, as well as Exchange 5.5 service account administrator permissions for the site.

Procedure
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To remove Exchange 5.5 from an Exchange 2003 organization

	1.
From the Exchange Server 5.5 CD, run Setup.exe.

2.
On the Microsoft Exchange Server Setup page, click Add/Remove.

3.
Clear the checkbox for Microsoft Exchange Server and click Continue.
4.
Use the Exchange 5.5 Administrator program to connect to another server within the same site. Make sure you are logged on using the Exchange service account or an account with equivalent permissions. To perform this step, you may need to reinstall the Administrator console from the Exchange 5.5 CD. Do not reinstall Exchange 5.5. Only install the Administrator console.

5.
Select the server you want to delete. On the Edit menu, click Delete.

6.
Verify that directory replication is complete and Active Directory Connector (ADC) cleanup has taken place. See "How to Verify Directory Replication and ADC Cleanup" in the Planning an Exchange Server 2003 Messaging System.


For More Information

For more information, see "Planning to Move from Exchange 5.5 to Exchange 2003" in the Planning an Exchange Server 2003 Messaging System. 

How to Remove the Last Exchange 5.5 Server from Your Exchange 2003 Organization

Before you can switch from mixed mode to native mode, you must remove all Exchange 5.5 servers in your organization. This topic guides you through the process of removing the last Exchange 5.5 server from your organization.

Procedure
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To remove the last Exchange 5.5 server

	1.
In Exchange System Manager, in the console tree, expand Administrative Groups, expand the administrative group you want, expand Folders, and then click Public Folders.

2.
Right-click Public Folders, and then click View System Folders.

3.
Under System Folders, click to expand Offline Address Book.The offline address book should be in the following format: EX:/O=ORG/OU=Site.

4.
Right-click the offline address book, click Properties, and then click the Replication tab. Verify that Replicate content to these Public Stores has an Exchange 2003 computer listed. If a replica does not exist on an Exchange 2003 computer, click the Add button to add a replica to an Exchange 2003 computer.

5.
Repeat Steps 3 and 4 for Schedule+ Free Busy Folder and Organization Forms, if the exist.
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Note: 

If Exchange 5.5 public folders are present on the computer running Exchange 5.5, you can use the PFMigrate tool that is available with the Exchange Deployment Tools to move your public folders to an Exchange 2003 server. 

6.
Move any connectors (for example site connectors or directory replication connectors) on this computer to an SRS server in your site.

7.
Wait for public folder, Schedule+ Free Busy, and Organization Forms information to replicate before you begin the next steps.

8.
From an Exchange 2003 or Exchange Server 5.5 computer, start the Exchange Server 5.5 administrator program. When you receive the prompt for a server to connect to, type the name of the Exchange 2003 SRS server for that administrative group. 
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Note: 

You cannot delete an Exchange 5.5 computer if you are connected to it with the Exchange administrator program. Make sure you are not connected to any Exchange 5.5 servers that you want to remove.

9.
Under Configuration, click to expand the Servers node. Click the Exchange Server 5.5 computer that you want to remove from the administrative group, and then press Delete. 
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Note: 

Make sure that the SRS service is running before you delete the server.

10.
From the Active Directory Connector Tool MMC snap-in, right-click the Config_CA_Site_Server_Name object, and then click Replicate Now. The Exchange administrator program also removes the Exchange Server 5.5 computer from the SRS database. The Config_CA object "reads" this delete, and then replicates it to Active Directory.


For More Information

For more information, see How to Remove Exchange 5.5 Servers from Your Exchange 2003 Organization.

How to Remove Exchange SRS

Site Replication Service (SRS) is a component that exchanges configuration information between Active Directory and the directory in Exchange 5.5. You cannot switch to native mode until you have removed all instances of SRS.

Procedure
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To remove Exchange SRS

	1.
From the Active Directory Connector Tool MMC snap-in, navigate to your recipient connection agreements. To remove any recipient connection agreements that exist in your Exchange organization, right-click the connection agreement, and then click Delete. You should also remove any public folder connection agreements.

2.
Either from another Exchange 5.5 server, or directly from the Exchange 2003 server that is running SRS, open the Exchange 5.5 Administrator program. This is typically the first Exchange 2003 server installed in an Exchange 5.5 site. Click File, click Connect to Server, and then type the name of the Exchange 2003 server running SRS.

3.
In the Exchange 5.5 Administrator program, expand the local site name (displayed in bold), expand Configuration, click Directory Replication Connectors, and then delete any directory replication connectors that exist. 
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Important: 

Do not delete the ADNAutoDRC connector listed under Directory Replication Connectors. 

4.
Allow time for the changes that you made in Exchange Administrator to replicate to the configuration connection agreements (Config CAs) to Active Directory.

5.
In Exchange System Manager, ensure that no Exchange 5.5 computers are displayed in any administrative groups.

6.
In Exchange System Manager, expand Tools, and click Site Replication Services. From the details pane right-click each SRS, and then click Delete. When you do so, the SRS and corresponding Config CA for that SRS are deleted.

7.
After all instances of SRS are deleted, use the Services MMC console to stop and disable the Site Replication Service and the Active Directory Connector (ADC) service.


For More Information

For more information, see "Planning to Move from Exchange 5.5 to Exchange 2003" in Planning an Exchange Server 2003 Messaging System.  

Inter-Organizational Migration to Exchange Server 2003

When you run the Microsoft® Exchange Installation Wizard, if you choose to create a new Microsoft Exchange Server 2003 organization instead of joining your existing Exchange 5.5 organization, you must use the Exchange Server Migration Wizard to move your mailboxes from Exchange 5.5 to Exchange 2003. This topic provides instructions for migrating your Exchange directory and mailbox data to Exchange 2003.

Specifically, this topic will:


Provide you with the information necessary to migrate your mailbox content and Exchange 5.5 directory information between two Exchange organizations using Migration Wizard.


Show you how to configure Active Directory Connector to work with separate Exchange organizations.


Show you how to run Migration Wizard in clone mode to preserve your users' offline folder store (.ost) Files during migration.


Point you to the Inter-Organization Replication Tool, which helps you to move your public folder and free and busy information between separate Exchange organizations.

Permissions for Inter-Organizational Migrations to Exchange 2003

After ensuring that your organization meets the necessary prerequisites, the procedures referenced in this topic guide you through the deployment process.

Table 1 lists the required permissions or roles for the procedures referenced in this topic.

Table 1   Procedures referenced in this topic and corresponding permissions

	Procedure
	Required permissions or roles

	Install Active Directory Connector (ADC)
	
Enterprise Administrator 


Schema Administrator


Domain Administrator


Local Machine Administrator

	Run Exchange 2003 Migration Wizard
	
Exchange Full Administrator role applied at the organization level


Exchange Full Administrator role applied at the source domain


Exchange Full Administrator and Domain Administrator roles applied at the target domain


Local Machine Administrator


Exchange 5.5 Migration Overview

Migration is the process of moving your existing Exchange 5.5 messaging system to Exchange 2003. Migration involves using the Migration Wizard to export a copy of your existing mailboxes, messages, and other data, and then import that information into Exchange 2003.

Data That Can Be Migrated from Exchange 5.5

Migration Wizard is a tool that is used to migrate mailbox data and simple directory service information. You can use Migration Wizard to migrate the Exchange 5.5 data shown in Table 2. Data that cannot be migrated is shown in Table 3.

Table 2   Data that can be migrated from Exchange 5.5

	Item
	Notes

	Directory information
	Migration Wizard migrates a subset of the attributes from the Exchange 5.5 directory to the Microsoft Active Directory® directory service user object that was created for the migrated mailbox.

	Mailbox content
	Migration Wizard migrates the messages and information in the Calendar, Contacts, Deleted Items, Drafts, Inbox, Journal, Notes, Sent Items, and Tasks folders. The folder structure of the Exchange 5.5 mailbox is mirrored in the Exchange 2003 mailbox.


Data That Cannot Be Migrated from Exchange 5.5

Table 3   Data that cannot be migrated from Exchange 5.5

	Item
	Notes

	Inbox rules
	Inbox rules must be re-created after migration.

	Public folders
	Migration Wizard does not migrate either public folder content or the public folder hierarchy. This includes messages and other items, such as forms, stored in public folders.

	Public folder permissions
	Migration Wizard does not maintain public folder properties or permissions for migrated mailboxes. After migration, migrated mailboxes must have their public folder permissions updated in the destination site by the administrator.

	Out-of-office messages
	If a user selects the I am currently Out of the Office option (using the Out of Office Assistant) and migration occurs while this option is selected, the option will be reset. After migration, the I am currently Out of the Office option must be reset.

	Offline folder files
	Migration Wizard does not update the offline folder files for each migrated mailbox. Because the offline folder files might be outdated, mailbox users who have offline folders must delete them after migration.

	Offline address books
	Migration Wizard does not maintain offline address books during migration. Default settings are added to any customized settings. After migration, you must regenerate offline address books and users must download them after regeneration.

	Profile
	Migration Wizard does not update the profile of each migrated mailbox. Mailbox users must create new profiles.

	Personal Address Book
	Migration Wizard does not update entries in the Personal Address Book stored on a client computer. When you migrate an Exchange 5.5 mailbox, Personal Address Book entries for the mailbox user no longer contain valid addresses.

	Signature validation
	Migration Wizard does not maintain signature validation. Users with advanced security might not be able to validate the signatures on messages that were sent before migration.

	Encrypted messages
	Existing encryption keys will not be available after migration. To avoid the risk of losing access to messages if their keys are lost, users should decrypt encrypted messages before migration.


Attributes Migrated from Exchange 5.5

Migration Wizard migrates a subset of attributes from the Exchange 5.5 directory to the Active Directory user object for the migrated mailbox. Table 4 lists these attributes.

Table 4   Attributes that are migrated from Exchange 5.5 to the Active Directory user object

	Exchange 5.5 attributes
	Attribute names in Active Directory

	Display-Name
	displayName (also used as cn value)

	Given-Name
	givenName

	Surname
	Sn

	Proxy-Addresses
	proxyAddresses

	Mail-nickname
	mailNickname

	Extension-Attribute-1-15 (also known as CustomAttribute 1 – 15)
	ExtensionAttribute1 - 15

	Initials
	Initials

	Comment
	Info

	Assistant-Name
	Secretary

	Telephone-Mobile
	Mobile

	Locality-Name
	L

	Company
	Company

	Text-Country
	Co

	Title
	Title

	Physical-Delivery-Office-Name
	physicalDeliveryOfficeName

	Telephone-Fax
	facsimileTelephoneNumber

	Telephone-Office1
	telephoneNumber

	Telephone-Home
	homePhone

	State-Or-Province-Name
	St

	Address
	streetAddress

	Postal-Code
	postalCode

	Telephone-Assistant
	telephoneAssistant

	Telephone-Office2
	otherTelephone

	Telephone-Home2
	otherHomePhone

	Telephone-Pager
	Pager

	Department
	Department


[image: image120.png]


Note: 

To check the common names (CNs) of Exchange 5.5 attributes, use the Exchange 5.5 Administrator tool in raw mode. For detailed steps, see How to Check Attribute Common Names in Exchange Server 5.5.

Understanding Exchange Migration

When Migration Wizard is migrating Exchange mailboxes, it copies directory and mailbox information from the source Exchange 5.5 server and directory service to the target Exchange 2003 server and Active Directory forest. The steps Migration Wizard performs to accomplish these tasks are based on searches for user objects and contacts in Active Directory.

Searching for User Objects in Active Directory

Migration Wizard searches the target Active Directory for user objects that match the mailboxes selected for migration. For each security identifier (SID) not found in Active Directory, Migration Wizard creates a disabled user object that corresponds to the account that you are migrating. Most matches are based on Microsoft Windows® SIDs. In addition, Exchange 5.5 uses the SID to associate mailboxes with Windows user accounts.

If Migration Wizard finds a user object in Active Directory that matches the mailbox to be migrated, Migration Wizard:  


Connects to the source directory.


Copies attributes from the source user object.


Merges directory information from the source user object with the user object in the target Active Directory forest.


Creates a mailbox on the target Exchange 2003 server.


Connects to the source Exchange 5.5 server.


Copies mailbox content from the source mailbox to the new mailbox on the target Exchange 2003 server.

If you migrate mailboxes to a new Active Directory forest but you keep the user objects in the current domain or forest, Migration Wizard will not find the appropriate SIDs in the target Active Directory. In this case, Migration Wizard:  


Creates a mailbox on the target Exchange 2003 server.


Connects to the source Exchange 2003 server.


Copies mailbox content from the existing mailbox to the new mailbox on the target Exchange 2003 server.


Gives the source user object rights to access the target Exchange 2003 mailbox.
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Important: 

A trust relationship must exist between the source and target domains to allow the source user object to access its new Exchange 2003 mailbox. For more information about creating a trust relationship between separate domains, see Windows 2000 or Microsoft Windows Server™ 2003 Help.
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Note: 

The Windows Account Creation and Association page in Migration Wizard lists the mail accounts that you selected for migration. If an existing user object is located in Active Directory, the existing user object's distinguished name is shown in the Existing Windows Account column. If a disabled user object is created for the mailbox account, the disabled user object's distinguished name is shown in the New Windows Account column.

Searching for Contacts in Active Directory

After Migration Wizard searches for user objects, it searches Active Directory for contacts that match the mailboxes that are selected for migration. When a match is found, Migration Wizard:  


Reads directory information from the contact.


Merges the information from the contact's attributes with the attributes for the new user object.


Deletes the contact object. 

The directory information from the contact object is merged with the user object's attributes based on the following rules:  


The target Active Directory is the most recent directory service.


An attribute will not be overwritten if the target value already exists.


Source multi-valued attributes are preserved.


An attribute will not migrate if it is not part of the target schema. 

If Migration Wizard does not find any contacts, it considers the search process to be complete (no new objects are created).

Pre-Migration Tasks

Before you migrate mailboxes from Exchange 5.5 to Exchange 2003, you must perform initial migration tasks. In addition, the mailbox owners must complete specific initial migration tasks. To prepare to migrate from Exchange 5.5, you need to:  


Reduce the amount of Exchange 5.5 data to be migrated as much as possible.


Use Active Directory Connector to establish coexistence (if necessary) between Exchange 5.5 and Exchange 2003 while you are migrating Exchange 5.5 data. If you require full replication between the Exchange 5.5 directory and Active Directory, establish an inter-organizational connection agreement.


Identify resource mailboxes.


Ensure that the owners of the Exchange 5.5 mailboxes that will be migrated perform the initial user tasks.
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Important: 

When you upgrade an Exchange 5.5 server with an Internet Mail Connector that is configured to forward mail through a smart host, you should be aware if the smart host resides in an Exchange 2000 administrative group that consists of multiple routing groups. In such a scenario, Active Directory Connector will designate the first routing group that it finds as the connected routing group for the upgraded SMTP connector (displayed on the connector's Connected Routing Groups tab). Even if the smart host is identified correctly by the SMTP connector, unless the correct routing group is chosen, all messages routed through the SMTP connector will result in non-delivery reports (NDRs) for those messages. To prevent NDRs, after migration, configure the SMTP connector manually with the correct connected routing group.

Reducing Data to Be Migrated

Before you run Migration Wizard, it is recommended that you reduce the amount of Exchange 5.5 directory information and mail data as much as possible to ease the migration process. You can reduce the amount of data both before migration begins and during the migration process. Two ways to reduce data before you begin the migration are:  


Delete outdated files from your Exchange mail system.


Instruct users to delete old mail and calendar data.

During the migration process, you can use Migration Wizard to reduce the amount of data that you migrate. On the Account Migration page, ensure that only the user accounts that you want to migrate are selected. On the Migration Information page, use the following options to specify what data should or should not be migrated:  


To migrate messages that are dated within a specific time period, select Migrate Mail messages within a date range. Then specify a date range by typing a starting date in the Date Range box and an ending date in the To box.


To avoid migrating mail messages with specific subjects, such as a list of words or letters, select Do not migrate mail messages with specific subjects. In Subject List File, click Browse to locate the file that contains the subjects that you want to filter. 
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Note: 

The files in Subject List File must be saved in Unicode file format.

Using Active Directory Connector

To install the Exchange 2003 version of Active Directory Connector (ADC), you must have at least one server in each Exchange site running Exchange 5.5 SP3. The account that you use to install ADC must be a member of the Enterprise Administrator, Schema Administrator, and Domain Administrator groups. The account must also be a Local Machine Administrator on the local machine. To install Active Directory Connector, see "Installing Active Directory Connector" earlier in this topic.

Exchange 5.5 and Exchange 2003 Coexistence

You can migrate Exchange 5.5 mailboxes without using Active Directory Connector and connection agreements. Active Directory Connector is required only when:  


Your organization requires coexistence during the migration period.


You want mailbox directory replication between the Exchange 5.5 directory and Active Directory.

Coexistence during migration is the recommended solution when you want to ensure that users in Exchange 5.5 and Exchange 2003 organizations can exchange mail during the migration process. When you connect Exchange 5.5 and Exchange 2003, the two systems coexist. Message transfer and directory synchronization must occur during the coexistence period. You can use an SMTP connector for message transfer. For directory synchronization, you can use Active Directory Connector. For more information about how to create an SMTP connector, see Exchange 2000 Help.

Active Directory Connector Requirements When Migrating Exchange 5.5

If you use Active Directory Connector while you are migrating your Exchange 5.5 mailboxes, adhere to the following guidelines:  


Use inter-organizational connection agreements.


Establish replication between Exchange 5.5 and Exchange 2003 by configuring two one-way inter-organizational connection agreements between the Exchange 5.5 server and Active Directory.


Configure the inter-organizational connection agreements to create contacts in Active Directory. To do this, on the Advanced tab of the connection agreement Properties dialog box, select Create a Windows contact. Contacts are created only when Active Directory Connector is replicating a mailbox whose primary Microsoft Windows NT® account does not exist in Active Directory.


Configure the inter-organizational connection agreement whose target container is in Active Directory to include X500 addresses with replicated objects. By default, Active Directory Connector does not include X500 addresses with user objects. Use either the Active Directory Administration Tool (Ldp.exe) or the ADSI Edit snap-in to assign the values SMTP,X500 to the msExchInterOrgAddressType attribute on the connection agreement object in Active Directory. 
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Note: 

Ldp.exe and ADSI Edit are available on the Windows 2000 Server compact disc in the \Support\Tools folder. For more information about how to use Ldp.exe and ADSI Edit, see Windows 2000 Help.


Suspend replication before you run Migration Wizard.


Restore replication after Migration Wizard finishes and the migrated mailboxes have been removed from Exchange 5.5.

Inter-Organizational Connection Agreements and Two-Way Replication

Although inter-organizational connection agreements can only be configured to replicate in one direction, you can achieve coexistence by configuring two one-way inter-organizational connection agreements between the Exchange 5.5 server and Active Directory. Setting up two one-way ADC inter-organizational connection agreements that point in opposite directions enables the inter-organizational ADC to replicate the Exchange 5.5 directory information to Active Directory and to stamp replicated objects with the X500 address of the Exchange 5.5 mailbox. If you use the inter-organizational Active Directory Connector for directory synchronization during coexistence, do so only during the migration process.
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Note: 

When you establish two one-way inter-organizational connection agreements, ensure that the target container of one connection agreement is not the source container of the second connection agreement.

X500 Addresses

The Exchange 5.5 migration process uses X500 addresses in two different ways:  


To ensure reply functionality for e-mail messages that are sent to a mailbox owner after migration.


As a search criterion when looking for Active Directory user objects that have already been created for mailboxes selected for migration.

Ensure that the connection agreement includes X500 addresses with replicated objects. 

Identifying Resource Mailboxes

A primary mailbox is the mailbox where a user receives mail. A nonprimary (or resource) mailbox is a mailbox created for resources such as conference rooms or group mailboxes. Resource mailboxes are owned by users who also own a primary mailbox. In Exchange 2003, a mailbox is an attribute of an object in Active Directory, not an object itself. Therefore, each user object in Active Directory can only be matched to one mailbox, which is the user's primary mailbox. 

Resource mailboxes become separate objects in Active Directory during the migration process. For this reason, resource mailboxes must be identified before running Migration Wizard so that Migration Wizard handles them differently than primary mailboxes. Migration Wizard identifies resource mailboxes that are to be migrated by searching for the value NTDSNoMatch in the custom attributes for each resource mailbox. For this reason, if a user has a primary mailbox and one or more resource mailboxes, all mailboxes but the primary mailbox must be stamped with the value NTDSNoMatch.
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Important: 

Migration Wizard will only migrate multiple mailboxes that are associated with the same user if all but one of the mailboxes are stamped with the value NTDSNoMatch.

Ensuring Completion of User Pre-Migration Tasks

In addition to the initial migration tasks that you must perform, mailbox users must perform the following tasks before you run Migration Wizard:  


Remote access users must synchronize their offline folder store (.ost) files with the Exchange 5.5 server so that any messages in their Outbox will be sent.


Exchange client and Schedule+ users must synchronize their schedule (.scd) file with the Exchange 5.5 server.


Users must decrypt encrypted messages.

Running Exchange Server Migration Wizard

After you ensure that your organization meets the requirements listed in this topic, you can run the Exchange Server Migration Wizard to migrate mailbox data from Exchange 5.5 to your newly created Exchange 2003 organization. For detailed steps, see How to Run the Exchange Server Migration Wizard.

Running Migration Wizard in Clone Mode to Preserve Offline Folder Store Files

One of the new features in Microsoft Office Outlook® 2003 is Cached Exchange Mode. In Cached Exchange Mode, Outlook 2003 uses an offline folder store (.ost) file, which is usually stored on the end-user's workstation. If you run Exchange Server Migration Wizard in the default mode, your users will lose their .ost files. As a result, users will have to synchronize their .ost files again. Depending on your network speed, hardware configuration, number of users, and other factors, re-synchronizing .ost files can be time consuming and performance intensive. 

However, you can preserve the user's .ost file by running Migration Wizard in clone mode. There are, however, some requirements and restrictions:  


For Migration Wizard to run in clone mode, a user target mailbox must not exist.


If a user target mailbox does exist and the user has logged on to the mailbox, Migration Wizard switches to default mode.


In clone mode, Migration Wizard does not support filtering by date and subject.
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Note: 

To run Migration Wizard in clone mode, click Start, and then click Run. Type cmd, and then press ENTER. Type D:\Program Files\Exchsrvr\bin\mailmig.exe /m (where D:\Program Files is the drive on which Exchange 2003 is installed). For more information about how to run Migration Wizard, see "Running Exchange Server Migration Wizard" earlier in this topic.
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Note: 

After you run the Migration Wizard in clone mode, you can run it in default mode to merge any new messages that have arrived since you created the clone. However, the Migration Wizard will not merge any modifications that you make to the cloned mailbox. Modifications that the wizard will not merge include deleting messages, deleting folders, or renaming folders. You may experience problems with the new mailbox if you make changes to the cloned mailbox and then run the Migration Wizard in default mode. It is recommended that before you start the Migration Wizard in clone mode, you set the mailbox permissions so that users cannot make modifications to the mailbox. From this point on, the user will only have permissions on the new mailbox.

For more information about Cached Exchange Mode in Outlook 2003, see Configuring Exchange 2003 for Client Access. 

Post-Migration Tasks

After you run Migration Wizard, you must perform some final migration tasks to complete your mailbox and directory move. To complete the Exchange 5.5 migration process:  


Remove migrated mailboxes from Exchange 5.5.


Re-establish coexistence for migrated mailboxes (optional).


Make sure that the owners of the migrated Exchange 5.5 mailboxes perform the final user tasks.

Removing Migrated Mailboxes from Exchange Server 5.5

After you migrate mailboxes from Exchange Server 5.5 to Exchange Server 2003, remove the migrated mailboxes from Exchange 5.5. For detailed steps, see How to Remove Migrated Mailboxes from Exchange Server 5.5.
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Important: 

Before you remove migrated mailboxes from Exchange 5.5, verify that the migration was successful and that directory information and mailbox content for the migrated mailboxes are available on Exchange 2003.

Re-Establishing Coexistence for Migrated Mailboxes

If you want to re-establish coexistence between Exchange 2003 and Exchange 5.5, create a custom recipient on Exchange 5.5 for each mailbox that you migrated and deleted. Custom recipients appear in the address book and can receive messages from users still on Exchange 5.5. You can create custom recipients either manually or automatically.  


If you installed Active Directory Connector and suspended replication before running Migration Wizard, now is the time to resume replication. Active Directory Connector creates custom recipients for the migrated mailboxes automatically.


You can create custom recipients on Exchange 5.5 manually. For information about creating custom recipients, see the Microsoft Exchange Server 5.5 documentation.

Ensuring Completion of User Post-Migration Tasks

In addition to the post-migration tasks that you must perform, a mailbox user must perform the following tasks after Migration Wizard has run:  


Delete schedule (.scd) files before they re-create their profile.


Re-create their profile and specify their new mailbox name. They must not copy or edit the original profile.


Encrypt the messages that they decrypted prior to the migration process. 
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Note: 

The keys required for encryption are not available after migration. After the migration process, you must issue new keys to users so that they can encrypt their messages.


Re-create rules based on mailbox name, private folders, or public folders.


Download offline address books after you regenerate them.


Update entries in their personal address books that contain users not migrated to the same Exchange 2003 organization. Users do not need to update personal address book entries for users whose mailboxes were migrated to the same Exchange 2003 organization.


Re-establish additional folder permissions.


For remote access users, delete their .ost files before they re-create their profiles.

Exchange Inter-Organization Replication Tool

The Inter-Organization Replication Tool supports the migration of your public folders and free and busy information across Exchange organizations. After you have used the Exchange Server Migration Wizard to move your mailbox contents and directory information to your new organization, you can use the Inter-Organization Replication Tool to migrate your public folder and free and busy information. For more information about the Inter-Organization Replication Tool, see the Downloads for Exchange2003 Web site.

How to Check Attribute Common Names in Exchange Server 5.5

Before performing an inter-organizational migration from an Exchange Server 5.5 organization to an Exchange Server 2003 organization, you can check the common attribute names in Exchange Server 5.5.

Procedure
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To check attribute common names in Exchange Server 5.5

	1.
At the command prompt of the server running Exchange 5.5, type drive:\exchsvr\bin\admin.exe –r (where driveis the location of your Exchange 5.5 exchsvr directory). This command starts the Exchange 5.5 Administrator tool in raw mode.

2.
Open the Recipients container.

3.
Click a user object, and then, on the File menu, click Raw property.

4.
Click Attribute Type, and then click All. Click an item in the Object Attributes list to view its common name.


How to Run the Exchange Server Migration Wizard

The Exchange Server Migration Wizard is a server-based utility that allows administrators to migrate users of other mail systems to Exchange. The Migration Wizard support Lotus cc:Mail and Notes, Novell GroupWise 4.x and 5x, Microsoft Mail for PC Networks, and Collabra Share. The Exchange Server 2003 version of the Migration Wizard also includes support for LDAP directories and IMAP mail servers.

Before You Begin

To successfully run the Exchange Server Migration Wizard, you must use the following accounts:


Exchange Full Administrator role applied at the organization level


Exchange Full Administrator role applied at the source domain


Exchange Full Administrator and Domain Administrator roles applied at the target domain


Local Machine Administrator

Procedure
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To run the Exchange Server Migration Wizard

	1.
Click Start, point to All Programs, point to Microsoft Exchange, point to Deployment, and then click Migration Wizard. 
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Note: 

To prevent the loss of the user's offline folder store (.ost) file, run Migration Wizard in clone mode. For more information about running Migration Wizard in clone mode, see the section "Running Migration Wizard in Clone Mode to Preserve Offline Folder Store Files" in Inter-Organizational Migration to Exchange Server 2003.

2.
On the Welcome to the Exchange Server Migration Wizard page, click Next.

3.
On the Migration page, select Migrate from Microsoft Exchange and click Next. 

4.
On the Exchange Server Migration page, click Next.

5.
On the Migration Destination page, in the Server list, select the Exchange 2003 server to which you want to migrate. 

6.
From the Information store list, select the information store to which you want to migrate your accounts, and then click Next.

The Migration Destination page
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7.
On the Source Exchange Server page, in the Exchange server name box, type the name of the Exchange 5.5 computer from which you want to migrate users. Make sure that the Exchange 5.5 server check box is selected. In the Administrator account and Password boxes, type your Exchange 5.5 administrator name and password, and then click Next. 
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Note: 

The account that you use to run Migration Wizard must be a member of the Administrators group on the local machine. In addition, it must be a member of a group that has had the Exchange Full Administrators role applied at the organizational level. You must enter the credentials in this format: domain name\account name, followed by the password.

8.
On the Migration Information page, make sure that the Create/modify mailbox accounts check box is selected. Click Next.

9.
On the Account Migration page, select the mailbox accounts that you want to migrate to your Exchange 2003 computer, and then click Next.

10.
On the Container for New Windows Accounts page, select the container in which your accounts will be created. Click Options to configure advanced settings for your accounts migration, including password selection, use of template objects, and creating new accounts such as InetOrgPerson. Click Next. 
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Note: 

For more information about InetOrgPerson, see "Managing Recipients and Recipient Policies" in the Exchange Server 2003 Administration Guide (http://go.microsoft.com/fwlink/?linkid=21769).

11.
On the Windows Account Creation and Association page, review and, if necessary, modify your selected accounts, and then click Next. 
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Note: 

When migrating from Exchange 5.5, you can change probable matches, but not definite matches. You can change probable matches by creating a new user object instead of using the suggested match that appears in the Existing Windows Account column. Use Create New Account to undo a match and create a new user object. You can edit the Full Name and Logon ID for a new Windows account. Double-click the account to open Mail Account Properties, and then edit the account information.

12.
On the Migration Progress page, after your accounts have been migrated, click Finish, and then click OK to complete your account migration.


For More Information

For more information about the Exchange Server Migration Wizard, see the following Microsoft Knowledge Base articles:


262201, "How to Set Up the Migration Wizard"(http://go.microsoft.com/fwlink/?linkid=3052&kbid=262201)


883408, "How to run multiple instances of the Migration Wizard in Microsoft Exchange Server 2003"(http://support.microsoft.com/?id=883408)

How to Remove Migrated Mailboxes from Exchange Server 5.5

After you migrate mailboxes from an Exchange Server 5.5 organization to an Exchange Server 2003 organization, you can remove the migrated mailboxes from Exchange 5.5.

Before You Begin
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Important: 

Before you remove migrated mailboxes from Exchange 5.5, verify that the migration was successful and that directory information and mailbox content for the migrated mailboxes are available on Exchange 2003. 

Procedure
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To remove migrated mailboxes from Exchange Server 5.5

	1.
Open Exchange Administrator.

2.
In the console tree, double-click the name of the Microsoft Exchange server to which you want to connect.

3.
Navigate to the container of the mailbox that you want to delete and double-click it.

4.
In the details pane, highlight the mailbox that you want to delete, and then click Delete.

5.
When the Are you sure you want to delete this mailbox? message appears, click Yes.


Upgrading from Mixed Exchange 2000 and Exchange 5.5 Organizations

This topic provides instructions for upgrading from a mixed Microsoft® Exchange 2000 Server and Exchange Server 5.5 organization to an Exchange Server 2003 organization. Furthermore, because it is recommended that you run your new Exchange Server 2003 organization in native mode, this topic discusses the advantages of native mode and provides instructions for switching from mixed mode to native mode. 

Specifically, this topic will:  


Provide you with the information necessary to upgrade your Exchange 2000 Server and Exchange Server 5.5 organization to Exchange Server 2003.


Provide you with information about running Exchange Server 2003 Deployment Tools.


Show you how to use the Active Directory Tool.


Show you how to run ForestPrep.


Show you how to run DomainPrep.


Show you how to upgrade your Exchange 2000 Servers to Exchange Server 2003.


Provide you with the information necessary to install a new Exchange Server 2003 server. 
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Note: 

You can install a new Exchange Server 2003 server before upgrading your existing Exchange 2000 Servers. It is not necessary that you perform the upgrade first.


Provide you with the information necessary to migrate your Exchange Server 5.5 mailboxes and public folders to Exchange Server 2003.


Provide you with information about how to switch your Exchange organization from mixed mode to native mode.

Permissions for Upgrading from Mixed Exchange 2000 Server and Exchange 5.5 Organizations

After ensuring that your organization meets the necessary prerequisites, the procedures referenced in this topic guide you through the deployment process. 

Table 1 lists the required permissions or roles for the procedures referenced in this topic.

Table 1   Procedures referenced in this topic and corresponding permissions

	Procedure
	Required permissions or roles

	Enable Microsoft Windows® 2000 Server or Microsoft Windows Server™ 2003 services
	
See Windows 2000 or Windows Server 2003 Help

	Run ForestPrep on a domain controller (updates the Microsoft Active Directory® directory service schema)
	
Enterprise Administrator


Schema Administrator


Domain Administrator


Local Machine Administrator

	Run DomainPrep
	
Domain Administrator


Local Machine Administrator

	Install Active Directory Connector (ADC)
	
Enterprise Administrator


Schema Administrator


Domain Administrator


Local Machine Administrator

	Install Exchange 2003 on the first server in a domain
	
Exchange Full Administrator role applied at the organization level


Exchange 5.5 Administrator under the organization, site, and configuration nodes (if installing into an Exchange 5.5 site)


Local Machine Administrator

	Install Exchange 2003 on additional servers in the domain
	
Exchange Full Administrator role applied at the administrative group level


Exchange 5.5 Site Administrator (if installing into an Exchange 5.5 site)


Local Machine Administrator

	Upgrade an Exchange 2000 Site Replication Service (SRS) server to Exchange Server 2003
	
Exchange Full Administrator role applied at the organization level


Local Machine Administrator


Exchange 5.5 service account password

	Upgrade to Exchange 2003 on an Exchange 2000 server in a domain 
	
Exchange Full Administrator role applied at the organization level


Local Machine Administrator


For more information about managing and delegating permissions and user and group authorities, see the Exchange Server 2003 Administration Guide. 

Exchange Server 2003 Security Considerations

Before installing Exchange Server 2003 in your organization, it is important that you are familiar with your organization's security requirements. Familiarizing yourself with these requirements helps ensure that your Exchange Server 2003 deployment is as secure as possible. For more information about planning Exchange Server 2003 security, see the following guides:  


Planning an Exchange Server 2003 Messaging System

Exchange Server 2003 Security Hardening Guide
Exchange Server Deployment Tools

The Exchange Server Deployment Tools are tools and documentation that help with the upgrade and migration of your Exchange 2000 Server and Exchange Server 5.5 organization. To ensure that all of the required tools and services are installed and running properly, you are required to run Exchange Server 2003 Setup through the Exchange Server Deployment Tools. 

For detailed steps, see How to Start the Exchange Server Deployment Tools.
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Note: 

You must download the latest version of the Exchange Server Deployment Tools before you run them. To receive the latest version of the tools, see the Downloads for Exchange 2003 Web site.  

After you start the tools and specify that you want to follow the process for Coexistence with Mixed Mode Exchange 2000 Server and Exchange Server 5.5, you are provided with the following options:  


Upgrade Active Directory Connector servers 
This option includes a checklist for upgrading your ADC servers. This checklist includes the following steps:  


Run ForestPrep.


Run DomainPrep.


Run ADC Setup.


Run ADC Tools.


Update ADC version on all servers before you upgrade your Exchange 2000 servers.


Install or Upgrade the First Exchange Server 
This option includes a checklist for installing or upgrading to Exchange Server 2003. This checklist includes the following steps:  


Verify that your organization meets the specified requirements.


Remove unsupported components.


Run the DCDiag tool.


Run the NetDiag tool.


Run Exchange Setup.

With the exception of running the DCDiag and NetDiag tools, each of these installation steps is detailed later in this topic (it is recommended that you run the DCDiag and NetDiag tools on every server on which you plan to install Exchange Server 2003). Moreover, the remaining sections in this topic provide information about the concepts and considerations involved in migrating from Exchange Server 5.5 to Exchange Server 2003.

System-Wide Requirements for Exchange 2003

Before you install Exchange Server 2003, ensure that your network and servers meet the following system-wide requirements:  


You have Windows 2000 Server Service Pack 3 (SP3) or Windows Server 2003 Active Directory.


Each Exchange Server 2003 server has access to a Windows global catalog server that is no more than one Active Directory site away.


You have Domain Name System (DNS) and Windows Internet Name Service (WINS) configured correctly in your Windows site.


You backed up your Exchange Server 5.5 databases, and backed up your servers running Windows 2000 or Windows Server 2003.

For more information about Windows 2000 Server, Windows Server 2003, Active Directory, and DNS, see the following resources:  


Windows 2000 Help


Windows Server 2003 Help


Best Practice Active Directory Design for Exchange 2000

Planning an Exchange Server 2003 Messaging System
Running Exchange 2003 ForestPrep

Even if you previously ran Exchange 2000 ForestPrep, you must still run Exchange 2003 ForestPrep. 

Exchange 2003 ForestPrep extends the Active Directory schema to include Exchange-specific classes and attributes. ForestPrep also creates the container object for the Exchange organization in Active Directory. The schema extensions supplied with Exchange Server 2003 are a superset of those supplied with Exchange 2000 Server. 

In the domain where the schema master resides, run ForestPrep once in the Active Directory forest. (By default, the schema master runs on the first Windows domain controller installed in a forest.) Exchange Setup verifies that you are running ForestPrep in the correct domain. If you are not in the correct domain, Setup informs you which domain contains the schema master. For information about how to determine which of your domain controllers is the schema master, see Windows 2000 or Windows Server 2003 Help.

The account you use to run ForestPrep must be a member of the Enterprise Administrator and the Schema Administrator groups. While you are running ForestPrep, you designate an account or group that has Exchange Full Administrator permissions to the organization object. This account or group has the authority to install and manage Exchange 2003 throughout the forest. This account or group also has the authority to delegate additional Exchange Full Administrator permissions after the first server is installed.
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Important: 

When you delegate Exchange roles to a security group, it is recommended that you use Global or Universal security groups and not Domain Local security groups. Although Domain Local security groups can work, they are limited in scope to their own domain. In many scenarios, Exchange Setup needs to authenticate to other domains during the installation. Exchange Setup may fail in this case because of a lack of permissions to your external domains. The account or group your select does not override your previous account or previous delegations, it adds to them.
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Note: 

To decrease replication time, it is recommended that you run Exchange 2003 ForestPrep on a domain controller in your root domain.

You can run Exchange 2003 ForestPrep from either the Exchange Server Deployment Tools or from the Exchange Server 2003 CD. For information about how to run Exchange ForestPrep from the Exchange Server Deployment Tools, see "Exchange Server Deployment Tools" earlier in this topic. 

For detailed steps about how to run ForestPrep for Exchange Server 2003, see How to Run Exchange Server 2003 ForestPrep.

Running Exchange Server 2003 DomainPrep

After you run ForestPrep and allow time for replication, you must run Exchange  2003 DomainPrep. DomainPrep creates the groups and permissions necessary for Exchange servers to read and modify user attributes. Even if you previously ran Exchange 2000 DomainPrep, you must run Exchange  2003 DomainPrep. The Exchange Server 2003 version of DomainPrep performs the following actions in the domain:  


Creates Exchange Domain Servers and Exchange Enterprise Servers groups.


Nests the global Exchange Domain Servers into the Exchange Enterprise Servers local group.


Creates the Exchange System Objects container, which is used for mail-enabled public folders.


Sets permissions for the Exchange Enterprise Servers group at the root of the domain so that Recipient Update Service has the appropriate access to process recipient objects.


Modifies the AdminSdHolder template where Windows sets permissions for members of the local Domain Administrator group.


Adds the local Exchange Domain Servers group to the Pre-Windows 2000 Compatible Access group.


Performs Setup pre-installation checks.

The account you use to run DomainPrep must be a member of the Domain Administrators group in the local domain and a local machine administrator. You must run DomainPrep in the following domains:  


The root domain.


All domains that will contain Exchange Server 2003 servers. 


All domains that will contain Exchange Server 2003 mailbox-enabled objects (such as users and groups), even if no Exchange servers will be installed in these domains.


All domains that contain global catalog servers that Exchange directory access components may potentially use.


All domains that will contain Exchange Server 2003 users and groups that you will use to manage your Exchange Server 2003 organization.
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Note: 

Running DomainPrep does not require any Exchange permissions. Only Domain Administrator permissions are required in the local domain.

You can run Exchange 2003 DomainPrep from either the Exchange Server Deployment Tools or from the Exchange Server 2003 CD. For information about how to run Exchange DomainPrep from the Exchange Server Deployment Tools, see "Exchange Server Deployment Tools" earlier in this topic. 

For detailed steps about how to run DomainPrep for Exchange Server 2003, see How to Run Exchange Server 2003 DomainPrep.

Server-Specific Requirements for Exchange Server 2003

Before you upgrade to Exchange Server 2003 or install a new Exchange 2003 Server, make sure that your servers meet the requirements that are described in this section. 

Hardware Requirements

The following are the recommended hardware requirements for Exchange Server 2003 servers:  


Intel Pentium or compatible 133 megahertz (MHz) or faster processor


256 megabytes (MB) of RAM recommended minimum, 128 MB supported minimum


500 MB of available disk space on the drive on which you install Exchange


200 MB of available disk space on the system drive


CD-ROM drive


SVGA or higher-resolution monitor

For more information about hardware requirements for front-end and back-end servers, see Exchange Server 2003 and Exchange 2000 Server Front-End and Back-End Server Topology Guide.

File Format Requirements

To install Exchange Server 2003, disk partitions must be formatted for NTFS file system and not for file allocation table (FAT). This requirement applies to the following partitions:  


System partition


Partition that stores Exchange binaries


Partitions containing transaction log files


Partitions containing database files


Partitions containing other Exchange files

Operating System Requirements

Exchange Server 2003 is supported on the following operating systems:  


Windows 2000 SP3 or later 
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Note: 

Windows 2000 SP3 or later is available for download at the following site: Windows 2000 Service Packs. Windows 2000 SP3 or later is also a prerequisite for running the Exchange Server 2003 Active Directory Connector.


Windows Server 2003

Exchange 2000 Server Requirements

Before you upgrade your Exchange 2000 Servers to Exchange Server 2003, your servers must be running Exchange 2000 SP3 or later.

Exchange 2000 SP3 is available for download at the following site: Service Pack 3 for Exchange 2000 Server and Exchange 2000 Server Enterprise Edition. 

Windows 2000 Components

When you are upgrading to Exchange Server 2003, the current state of the Post Office Protocol version 3 (POP3), Internet Message Access Protocol version 4 (IMAP4), and Network News Transfer Protocol (NNTP) services is preserved. Furthermore, if you are upgrading to Exchange Server 2003 on a server running Windows 2000, Exchange Setup automatically installs and enables the Microsoft .NET Framework and ASP.NET components, which are prerequisites for Exchange Server 2003.
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Important: 

Unless it is necessary that you run a particular service, you should disable it. For example, if you do not use POP3, IMAP4, or NNTP, you should disable these services on all of your Exchange Server 2003 servers.

For more information about installing these components, see Windows 2000 Help.

Upgrading Exchange 2000 Active Directory Connector

Before you can upgrade your server running Exchange 2000 Active Directory Connector (ADC) to Exchange Server 2003, you must first upgrade the Exchange 2000 Server version of ADC to Exchange Server 2003. 

For detailed steps, see How to Upgrade the Exchange 2000 Active Directory Connector.

Upgrading Front-End and Back-End Servers

Exchange Server 2003 supports the deployment of Exchange in a manner that distributes server tasks among front-end and back-end servers. Specifically, a front-end server accepts requests from POP3, IMAP4, and RPC/HTTP clients, and proxies them to the appropriate back-end server for processing.

If your mixed-mode Exchange 2000 Server and Exchange Server 5.5 organization takes advantage of front-end and back-end architecture, you must upgrade your Exchange 2000 Server front-end servers before you upgrade your back-end servers to Exchange Server 2003. 

For more information about front-end and back-end architecture, see Configuring Exchange 2003 for Client Access.

For information about front-end and back-end scenarios, configurations, and installation, see the following guides:  


Planning an Exchange Server 2003 Messaging System

Exchange Server 2003 and Exchange 2000 Server Front-End and Back-End Server Topology Guide
Pre-Upgrade Procedures for Exchange 2000

Before you begin upgrading your Exchange 2000 Server organization to Exchange Server 2003, it is important that you prepare your organization for the upgrade process. This section provides recommended and required pre-upgrade procedures.

Upgrading the Operating Systems

If you plan to upgrade your Exchange 2000 Servers that are running Windows 2000 SP3 (or later) to Windows Server 2003, you must first upgrade those servers to Exchange Server 2003. This upgrade sequence is required because Exchange 2000 Server is not supported on Windows Server 2003.

Removing Unsupported Components

The following components are not supported in Exchange Server 2003:  


Microsoft Mobile Information Server


Instant Messaging service


Exchange 2000 Conferencing Server


Key Management Service


cc:Mail connector


MS Mail connector

To upgrade an Exchange 2000 Server to Exchange Server 2003 successfully, you must first use Exchange Setup to remove these components. For more information about removing these unsupported components, see Exchange 2000 Help and Mobile Information Server Help.
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Note: 

If you want to retain these components, do not upgrade the Exchange 2000 Servers that are running them. Instead, install Exchange Server 2003 on other servers in your organization.

Upgrading International Versions of Exchange

When you upgrade from Exchange 2000 Server to Exchange Server 2003, you must upgrade to the same language version of Exchange Server 2003, with the exception of the Chinese Traditional, Chinese Simplified, or Korean languages. For example, you cannot use Exchange Setup to upgrade a German version of Exchange 2000 Server to a French version of Exchange Server 2003.
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Important: 

You can use Exchange Setup to upgrade an English version of Exchange 2000 Server to the Chinese Simplified, Chinese Traditional, or Korean versions of Exchange Server 2003. The Novell GroupWise connector, however, is not supported on any of these language versions. Therefore, if this connector is installed on your English version of Exchange 2000 Server, you must remove it before you can upgrade to Exchange Server 2003.

Upgrading Your Exchange 2000 Servers to Exchange Server 2003

After performing the pre-upgrade procedures, you can run Exchange Server 2003 Setup to upgrade your Exchange 2000 Servers to Exchange Server 2003. You can run Exchange Server 2003 Setup from either the Exchange Server Deployment Tools or from the Exchange Server 2003 CD.

For information about how to run Exchange Setup from the Exchange Server Deployment Tools, see "Exchange Server Deployment Tools" earlier in this topic.

For information about how to run Exchange Setup from the Exchange CD, see "Running Exchange 2003 Setup" in Upgrading from Exchange 2000 Server to Exchange Server 2003.

Installing a New Exchange Server 2003 Server

This section provides you with the necessary requirements and procedures to install a new Exchange Server 2003 server. 
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Note: 

You can install a new Exchange Server 2003 server before upgrading your existing Exchange 2000 Servers. It is not necessary that you perform the upgrade first.

Installing and Enabling Windows 2000 or Windows Server 2003 Services

Exchange Server 2003 Setup requires that the following components and services be installed and enabled on the server:  


.NET Framework 


ASP.NET


Internet Information Services (IIS) 


World Wide Web Publishing Service


Simple Mail Transfer Protocol (SMTP) service


Network News Transfer Protocol (NNTP) service

If you are installing Exchange Server 2003 on a server running Windows 2000, Exchange Setup installs and enables the .NET Framework and ASP.NET automatically. You must install the World Wide Web Publishing Service, the SMTP service, and the NNTP service manually before running Exchange Server 2003 Installation Wizard.

If you are installing Exchange Server 2003 in a native Windows Server 2003 forest or domain, none of these services is enabled by default. You must enable the services manually before running Exchange Server 2003 Installation Wizard.
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Important: 

When you install Exchange on a new server, only the required services are enabled. For example, POP3, IMAP4, and NNTP services are disabled by default on all of your Exchange Server 2003 servers. You should enable only services that are essential for performing Exchange Server 2003 tasks.

For detailed steps about how to install the IIS prerequisites for Exchange Server 2003 on the Windows 2000 platform, see How to Install IIS Prerequisites for Exchange Server 2003 on Windows 2000. 

For detailed steps about how to install the IIS prerequisites for Exchange Server 2003 on the Windows Server 2003 platform, see How to Install IIS Prerequisites for Exchange Server 2003 on Windows Server 2003.

Running Exchange Server 2003 Setup

To install your first Exchange Server 2003 server in the forest, you must use an account that has Exchange Full Administrator permissions at the organization level and is a local administrator on the computer. You can run Exchange Server 2003 Setup from either the Exchange Server Deployment Tools or from the Exchange Server 2003 CD.  

For information about how to run Exchange Setup from the Exchange Server Deployment Tools, see "Exchange Server Deployment Tools" earlier in this topic. 

For detailed steps about how to install Exchange Server, see How to Install Exchange Server 2003.

For important information about post-deployment steps, see Post-Installation Steps for Exchange Server 2003. That topic includes information about how to verify that your Exchange installation was successful. It also includes information about the latest Exchange Server 2003 service packs and security patches.

Moving Exchange Server 5.5 Mailbox and Public Folder Contents

After upgrading the Exchange 2000 Servers in your organization and installing a new Exchange Server 2003 server, your next task is to move your Exchange Server 5.5 mailbox and public folder contents to your new Exchange Server 2003 server. 

This section provides information about using Exchange Task Wizard to move your mailbox contents and using Microsoft Exchange Public Folder Migration Tool (PFMigrate) to move your public folder contents.

Using Exchange Task Wizard to Move Mailboxes

Exchange Task Wizard provides an improved method for moving mailboxes. You can now select as many mailboxes as you want, and then using the task scheduler, schedule a move to occur at a specified time. You can also use the task scheduler to cancel any unfinished moves at a specified time. For example, you can schedule a large move to start at midnight on Friday and terminate automatically at 6:00 A.M. on Monday, thereby ensuring that your server's resources are not being used during regular business hours. Using the wizard's improved multithreaded capabilities, you can move as many as four mailboxes simultaneously. 

For detailed steps about how to move mailboxes using the Exchange Task Wizard, see How to Use Exchange Task Wizard to Move Mailboxes.

Using Microsoft Exchange Public Folder Migration Tool

The Microsoft Exchange Public Folder Migration Tool (PFMigrate) is a new tool that enables you to migrate both system folders and public folders to the new server. You can use PFMigrate to create system folder and public folder replicas on the new server and, after the folders have replicated, remove replicas from the source server. Unlike Exchange Server 5.5, you do not need to set a home server for a public folder in Exchange Server 2003. Any replica acts as the primary replica of the data it contains, and any public folder server can be removed from the replica list.

To determine how many system folders or public folders need to be replicated, use PFMigrate to generate a report before you actually run the tool. To determine whether the folders replicated successfully, you can generate the same report after you run the tool. 

The PFMigrate tool is run from the Exchange Server Deployment Tools. For information about how to start Exchange Server Deployment Tools, see "Exchange Server Deployment Tools" earlier in this topic. 

For detailed steps, see How to Run the Public Folder Migration (PFMigrate) Tool.
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Note: 

After you run PFMigrate, only the hierarchy of the system folders and public folders is migrated immediately. You must wait for replication for the contents of the system folders and public folders to be migrated. Depending on the size and number of system and public folders, as well as your network speed, replication could take a considerable amount of time.

Switching from Mixed Mode to Native Mode

Because Exchange 2000 Server and Exchange Server 2003 are structured to take advantage of Active Directory functionality, there are some limitations when Exchange Server 2003 coexists in the same organization with Exchange Server 5.5. When Exchange 2000 Server or Exchange Server 2003 servers coexist with Exchange Server 5.5, your organization must run in mixed mode. 

Running in mixed mode limits the functionality of Exchange Server 2003. Therefore, after migrating from Exchange Server 5.5 to Exchange Server 2003, it is recommended that you switch from mixed mode to native mode. This section discusses the advantages of a native-mode Exchange organization and provides the steps that are necessary to switch from mixed mode to native mode.

You are ready to change your Exchange Server 2003 organization to native mode if:  


Your organization will never require interoperability between your Exchange Server 2003 servers and Exchange Server 5.5 servers in the same organization.


Your Exchange Server 5.5 servers exist in an organization that is separate from your Exchange Server 2003 servers.
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Note: 

After you switch your Exchange Server 2003 organization from mixed mode to native mode, you cannot switch the organization back to mixed mode. Make sure that your Exchange Server 2003 organization will not have to interoperate with Exchange Server 5.5 in the future before you switch from mixed mode to native mode.

First, however, you should determine in which mode your Exchange organization is currently running. For detailed steps, see How to Determine if You Are Running Exchange in Mixed or Native Mode.

Exchange Server 2003 Considerations for Mixed and Native Mode

As mentioned earlier, after you migrate from Exchange Server 5.5 to Exchange Server 2003, by default, your organization runs in mixed mode. Running Exchange Server 2003 in mixed mode has the following disadvantages:  


Exchange Server 5.5 sites are mapped directly to administrative groups.


Administrative groups are mapped directly to Exchange Server 5.5 sites.


Routing group membership consists only of servers that are installed in the administrative groups.


You cannot move Exchange Server 2003 servers between routing groups.


Because many Exchange Server 2003 features are available only when you run your Exchange Server 2003 organization in native mode, it is recommended that you switch from mixed mode to native mode. Running Exchange Server 2003 in native mode has the following advantages:


You can create query-based distribution groups. A query-based distribution group provides the same functionality as a standard distribution group. However, instead of specifying static user memberships, with a query-based distribution group you can use an LDAP query to build membership in the distribution group dynamically. For more information about query-based distribution groups, see "Managing Recipients and Recipient Policies" in the Exchange Server 2003 Administration Guide.


Your routing bridgehead server pairs use 8BITMIME data transfers instead of converting down to 7-bit. This equates to a considerable bandwidth saving over routing group connectors.


The Exchange store in Exchange Server 2003 ignores and removes zombie access control entries (ACEs) from the previous Exchange Server 5.5 servers in your organization automatically. These zombie access control entries are security identifiers from previous Exchange Server 5.5 servers that have been removed from your organization.


Routing groups can consist of servers from multiple administrative groups.


You can move Exchange Server 2003 servers between routing groups. 


You can move mailboxes between administrative groups.


Simple Mail Transfer Protocol (SMTP) is the default routing protocol. 

Removing Exchange Server 5.5 Servers

Before you can switch from mixed mode to native mode, you must remove all Exchange Server 5.5 servers in your organization. This section guides you through the process of removing the Exchange Server 5.5 servers from your organization.

Removing an Exchange Server 5.5 Server

Before you remove an Exchange Server 5.5 server from your site, verify that there are no mail connectors on the server. If there are, open a connector on another server in the site, and then verify mail flow. Next, remove the connectors on the server to be deleted. Retest message flow. For more information about removing your Exchange Server 5.5 connectors, see the Exchange Server 5.5 Help. 

For detailed steps about how to remove Exchange Server 5.5 servers, see How to Remove Exchange 5.5 Servers from Your Exchange 2003 Organization.
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Note: 

Ensure that the account to which you are logged on has Exchange Full Administrator permissions, as well as Exchange Server 5.5 service account administrator permissions for the site.
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Important: 

If this is the first server in the site to be removed, see Microsoft Knowledge Base article 152959, "XADM: How to Remove the First Exchange Server in a Site" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=152959).

Removing the Last Exchange Server 5.5 Server

Before you can switch from mixed mode to native mode, you must remove all Exchange Server 5.5 servers in your organization. This section guides you through the process of removing the last Exchange Server 5.5 server from your organization. 

For detailed steps, see How to Remove the Last Exchange 5.5 Server from Your Exchange 2003 Organization.

Removing Site Replication Service

Site Replication Service (SRS) is a component that exchanges configuration information between Active Directory and the directory in Exchange Server 5.5. In Exchange Server 5.5, SRS is necessary because Exchange Server 5.5 configuration information can only be exchanged between Exchange Server 5.5 servers and Exchange Server 5.5 directories—not with Active Directory. SRS mimics an Exchange Server 5.5 directory so that other Exchange Server 5.5 servers can replicate information to it. Using the configuration connection agreement created by Exchange Setup, Active Directory Connector replicates the configuration information in SRS into Active Directory. 

SRS runs only in a mixed-mode Exchange administrative group. SRS also performs additional functions, such as detecting and reacting to directory replication topology changes. You cannot switch from mixed mode to native mode until you have removed all instances of SRS.

SRS is enabled automatically in two situations:


On the first Exchange 2000 Server or Exchange Server 2003 computer that you install in an Exchange site that is running only Exchange Server 5.5 servers.


When you in-place upgrade to Exchange 2000 Server from an Exchange Server 5.5 server that is the directory replication bridgehead server for a site.

For detailed steps about how to remove Site Replication Service, see How to Remove Exchange SRS. After you complete these steps, you can convert the Exchange organization to native mode.

Switching to Native Mode

For detailed steps about how to switch from mixed mode to native mode, see How to Convert from Mixed Mode to Native Mode in Exchange.

After you switch your Exchange Server 2003 organization from mixed mode to native mode, you cannot switch the organization back to mixed mode. Before you perform the following procedure, make sure that your Exchange Server 2003 organization will not have to interoperate with Exchange Server 5.5 in the future.

To take full advantage of Exchange native mode, you must restart the Microsoft Exchange Information Store service on all of the Exchange servers in your organization. You do not need to restart all of the Microsoft Exchange Information Store services simultaneously, but you must restart the service on each server for the server to take advantage of all Exchange native mode features. Restart the service on your servers after the change to native mode has been replicated to your local Windows domain controller.

For detailed steps about how to restart the Microsoft Exchange Information Store service, see How to Restart the Microsoft Exchange Information Store Service.

[image: image156.png]


Note: 

In the <Organization Name> Properties dialog box, the Change Mode button is unavailable if any Exchange Server 5.5 servers are present or SRS exists in the organization.

Uninstalling Exchange Server 2003

After ensuring that your organization meets certain prerequisites, you can run Exchange Setup to uninstall Exchange Server 2003. For detailed steps, see How to Uninstall Exchange Server 2003.

How to Upgrade the Exchange 2000 Active Directory Connector

Before you can upgrade a server running Exchange 2000 Active Directory Connector to Exchange Server 2003, you must first upgrade the Exchange 2000 version of Active Directory Connector to Exchange Server 2003.

Procedure
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To upgrade an Exchange 2000 Active Directory Connector

	1.
On the server running the Exchange 2000 Active Directory Connector, click Start, click Run, and then type E:\adc\i386\setup.exe, where E is your CD-ROM drive.

2.
On the Welcome to the Active Directory Connector Installation Wizard page, click Next.

3.
On the Previous Installation Detected page, click Reinstall to upgrade your Exchange 2000 ADC to the Exchange 2003 ADC. 

The Previous Installation Detected page
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4.
On the Completing the Active Directory Connector Installation Wizard page, click Finish.


Deploying Exchange Server 2003 in a Cluster

After planning the cluster deployment strategy, correct deployment of that cluster ensures high availability of your servers that run Microsoft® Exchange Server 2003. Although deploying Exchange in a cluster resembles deploying Exchange in a non-clustered organization, there are important differences you must consider. Therefore, to fully understand how to deploy Exchange Server 2003 in a cluster, read this topic together with the previous topics in this guide.

Specifically, this topic provides the following information:  


Cluster Requirements
This section discusses the necessary requirements for installing Exchange Server 2003, including Microsoft Windows® and Exchange version requirements, software requirements, and network configuration requirements. 


Deployment Scenarios
This section includes the following configuration and procedural information about how to deploy Exchange Server 2003 clusters:  


Four-node cluster scenario


Deploying a new Exchange Server 2003 cluster


Upgrading an Exchange 2000 Server cluster to Exchange Server 2003


Migrating an Exchange Server 5.5 cluster to Exchange Server 2003


Upgrading mixed Exchange 2000 Server and Exchange Server 5.5 clusters

Before continuing with the deployment procedures listed in this topic, follow these steps:


Read the section "Using Server Clusters" in the guide Planning an Exchange Server 2003 Messaging System (http://go.microsoft.com/fwlink/?LinkId=47584).


Create a Windows 2000 Server or Microsoft Windows Server™ 2003 cluster. To create a Windows 2000 or Windows Server 2003 cluster, see the following resources: 


Windows Server 2003   For information about how to create a Windows Server 2003 cluster, see Checklist: Preparation for installing a cluster (http://go.microsoft.com/fwlink/?linkid=16302).


Windows 2000   For information about how to create a Windows 2000 cluster, see Step-by-Step Guide to Installing Cluster Service (http://go.microsoft.com/fwlink/?LinkId=266).

Cluster Requirements

Before you deploy Exchange Server 2003 on a Windows 2000 Server or Windows Server 2003 cluster, make sure that your organization meets the requirements listed in this section. 

System-Wide Cluster Requirements

Before you deploy the Exchange Server 2003 cluster, make sure that the following system-wide requirements are met:  


Make sure that you are running Domain Name System (DNS) and Windows Internet Name Service (WINS). Ideally, the DNS server should accept dynamic updates. If the DNS server does not accept dynamic updates, you must create a DNS Host (A) record for each Network Name resource in the cluster. Otherwise, Exchange does not function correctly. For more about how to configure DNS for Exchange, see Microsoft Knowledge Base article 322856, "HOW TO: Configure DNS for Use with Exchange Server" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=322856). 


If the cluster nodes belong to a directory naming service zone that has a different name than the Microsoft Active Directory® directory service domain name that the computer joined, the DNSHostName, by default, does not include the subdomain name. In this situation, you may have to change the DNSHostName property to make sure that some services, such as the File Replication Service (FRS), work correctly. For more information, see Microsoft Knowledge Base article 240942, "Active Directory DNSHostName Property Does Not Include Subdomain" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=240942).


All cluster nodes must be member servers in the same domain. Exchange Server 2003 is not supported on nodes that are also Active Directory directory servers, or nodes that are members of different Active Directory domains.


You must have a sufficient number of static IP addresses available when you create the Exchange Virtual Servers. Specifically, an <n>-node cluster with <e> Exchange Virtual Servers requires 2*n + e + 1 IP address. The +1 in this equation represents the additional IP address for the default cluster group. Therefore, for a two-node cluster, the recommended number of static addresses is five plus the number of Exchange Virtual Servers. For a four-node cluster, the recommended number is nine plus the number of Exchange Virtual Servers. For more information about IP addresses, see the section "IP Addresses and Network Names" in the guide Planning an Exchange Server 2003 Messaging System (http://go.microsoft.com/fwlink/?LinkId=47584). 
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Note: 

Throughout this topic, "Exchange Virtual Server" refers to the Exchange Virtual Servers in the cluster and not to protocol virtual servers, such as HTTP virtual servers.


Make sure that the Cluster service is installed and running on all nodes before you install Exchange Server 2003. In Windows 2000, you must install and configure the Cluster service manually. In Windows Server 2003 Enterprise and Datacenter Editions, the Cluster service is installed by default. After the service is installed, you can use Cluster Administrator to configure the cluster. If the Cluster service is not installed and running on each node in a cluster before installation, Exchange Server 2003 Setup cannot install the cluster-aware version of Exchange Server 2003.  
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Note: 

If you installed Exchange Server 2003 before configuring the cluster, you must uninstall Exchange Server 2003, configure the cluster, and then reinstall Exchange Server 2003.


Do not install Exchange Server 2003 on multiple nodes simultaneously.


An Exchange Server 2003 cluster server cannot be the first Exchange Server 2003 server to join an Exchange Server 5.5 site. This is because Site Replication Service (SRS) is not supported on an Exchange cluster. You must install a stand-alone (non-clustered) Exchange Server 2003 server into an Exchange Server 5.5 site before installing Exchange Server 2003 on the nodes of the cluster. (The first Exchange Server 2003 server installed in an Exchange Server 5.5 site runs SRS.) For more information about SRS, see Exchange Server 2003 Help.


Before you install Exchange Server 2003, make sure that the folder to which you will install all the Exchange shared data on the physical disk resource is empty.


You must install the same version of Exchange Server 2003 on all nodes in the cluster. In addition, the Exchange program files must be installed in the same location on all nodes in the cluster. In Exchange Server 2003, the Exchange binaries are installed on the local storage and not the cluster shared storage.


At a minimum, you must install Microsoft Exchange Messaging and Collaboration and Microsoft Exchange System Management Tools on all nodes of the cluster.


The Cluster service account must have local Administrator privileges on the cluster nodes and be a domain user account. You can establish those permissions by creating a domain user account and making this account a member of the local Administrators group on each node.


By default in Windows 2000 and later versions, any user account has the permission to join a computer to the domain. If this permission has been restricted in accordance with your organization's security policy, you must explicitly grant that permission. For information about how to verify that the Cluster Service account has the Add Workstations to a Domain User permission, see Microsoft Knowledge Base article 307532, "How to Troubleshoot the Cluster Service Account When It Modifies Computer Objects" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=307532).


(Recommendation) Install Terminal Services so that administrators can use Remote Desktop to manage clusters. However, administrators can also use the Administrative Tools package (Adminpak.msi) from any Exchange Server 2003 server to remotely manage clusters. 
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Note: 

By default, Terminal Services is installed on servers that run Windows Server 2003. Terminal Services is an optional component on servers that run Windows 2000.

Server-Specific Cluster Requirements

Before you deploy the Exchange Server 2003 cluster, make sure that your servers meet the requirements described in this section.

Hardware Requirements

The hardware requirements to deploy Exchange Server 2003 clusters depend on the operating system you are running.  


Windows Server 2003 hardware requirements 
For Exchange Server 2003 cluster nodes running on Windows Server 2003, Enterprise or Datacenter Editions, you must select from hardware listed in the Windows Server Catalog (http://go.microsoft.com/fwlink/?LinkId=17219) under the Cluster Solutions category. Additionally, for geographically dispersed clusters, both the hardware and software configuration must be certified and listed in the Windows Server Catalog under the Geographically Dispersed Cluster Solution category.


Windows 2000 Server hardware requirements 
Exchange Server 2003 cluster nodes running on Windows 2000 Server must be running the Advanced Server or Datacenter Server editions. For information about the hardware requirements for these editions, see the section "Checklists for Cluster Server Installation" in the technical article Step-by-Step Guide to Installing Cluster Service (http://go.microsoft.com/fwlink/?LinkId=266). 
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Note: 

To simplify configuration issues and possibly eliminate some compatibility problems, we recommend that the cluster configuration contain identical storage hardware on all cluster nodes.

Operating System Version and Exchange Edition Requirements

Specific operating system versions and Exchange editions are required to create Exchange clusters. Table 1 lists the required Windows 2000 and Windows Server 2003 versions and Exchange Server 2003 editions, and the number of cluster nodes available for each.
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Important: 

Exchange Server 2003, Standard Edition does not support clustering. Similarly, Windows 2000 Server and Windows Server 2003, Standard Edition do not support clustering.

Table 1   Operating system versions and Exchange edition requirements

	Operating system version
	Exchange Server 2003 edition
	Cluster nodes available

	Any server in the Windows 2000 Server or Windows Server 2003 families
	Exchange Server 2003, Standard Edition
	None

	Windows 2000 Server or Windows Server 2003, Standard Edition
	Exchange Server 2003, Standard Edition or Exchange Server 2003, Enterprise Edition
	None

	Windows 2000 Advanced Server
	Exchange Server 2003, Enterprise Edition
	Up to two

	Windows 2000 Datacenter Server
	Exchange Server 2003, Enterprise Edition
	Up to four

	Windows Server 2003, Enterprise Edition
	Exchange Server 2003, Enterprise Edition
	Up to eight

	Windows Server 2003, Datacenter Edition
	Exchange Server 2003, Enterprise Edition
	Up to eight


Shared Disk Requirements

The following are the minimum shared disk requirements for installing Exchange Server 2003 on a Windows 2000 or Windows Server 2003 cluster:  


Shared disks must be physically attached to a shared bus. 


Disks must be accessible from all nodes in the cluster.


Disks must be configured as basic disks, and not dynamic disks.


All partitions on the shared disk must be formatted for NTFS file system.


Only physical disks can be used as a cluster resource. All partitions on a physical disk will be treated as one resource.


We recommend that you use Diskpart to align the shared storage disks at the storage level. Diskpart is part of the Windows Server 2003 Service Pack 1 tools. For more information, see "How to Align Exchange I/O with Storage Track Boundaries" in Optimizing Storage for Exchange Server 2003.

Network Configuration Requirements

Make sure that the networks used for client and cluster communications are configured correctly. This section provides links to the procedures necessary to verify that your private and public network settings are configured correctly. In addition, you must make sure that the network connection order is configured correctly for the cluster.

For detailed steps about how to configure the private network in an Exchange cluster, see How to Configure the Private Network in an Exchange Cluster. 

For detailed steps about how to configure the public network in an Exchange cluster, see How to Configure the Public Network in an Exchange Cluster. 

For detailed steps about how to configure the network connection order in an Exchange cluster, see How to Configure the Network Connection Order in an Exchange Cluster.

Figure 1 illustrates a network configuration for a 4-node cluster.

Figure 1   Network configuration for a four-node cluster
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For more information about how to configure public and private networks on a cluster, see Microsoft Knowledge Base article 258750, "Recommended Private 'Heartbeat' Configuration on a Cluster Server" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=258750).

Clustering Permission Model Changes

The permissions that you need to create, delete, or modify an Exchange Virtual Server are modified in Exchange Server 2003. The best way to understand these modifications is to compare the Exchange 2000 Server permissions model with the new Exchange Server 2003 permissions model.
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Note: 

In the following sections, the term "cluster administrator" refers to the person who manages Exchange clusters for your organization. 

Exchange 2000 Server Permissions Model

For an Exchange 2000 Server cluster administrator to create, delete, or modify an Exchange Virtual Server, the cluster administrator's account and the Cluster Service account require the following permissions:  


If the Exchange Virtual Server is the first Exchange Virtual Server in the Exchange organization, the cluster administrator's account and the Cluster Service account must each be a member of a group that has the Exchange Full Administrator role applied at the organization level. 


If the Exchange Virtual Server is not the first Exchange Virtual Server in the organization, the cluster administrator's account and the Cluster Service account must each be a member of a group that has the Exchange Full Administrator role applied at the administrative group level. 

Exchange Server 2003 Permissions Model

In Exchange Server 2003, the permissions model has changed. The Windows Cluster Service account no longer requires Exchange-specific permissions. Specifically, the Windows Cluster Service account no longer requires that the Exchange Full Administrator role be applied to it, neither at the Exchange organization level nor at the administrative group level. Its default permissions in the forest are sufficient for it to function in Exchange Server 2003. 

As with Exchange 2000 Server, the cluster administrator requires the following permissions:  


If the Exchange Virtual Server is the first Exchange Virtual Server in the organization, the cluster administrator must be a member of a group that has the Exchange Full Administrator role applied at the organization level. 


If the Exchange Virtual Server is not the first Exchange Virtual Server in the organization, you must use an account that is a member of a group that has the Exchange Full Administrator role applied at the administrative group level. 

However, depending on the mode in which the Exchange organization is running (native mode or mixed mode), and depending on your topology configuration, the cluster administrators must have the following additional permissions:  


When the Exchange organization is in native mode, if the Exchange Virtual Server is in a routing group that spans multiple administrative groups, the cluster administrator must be a member of a group that has the Exchange Full Administrator role applied at all the administrative group levels that the routing group spans. For example, if the Exchange Virtual Server is in a routing group that spans the First Administrative Group and Second Administrative Group, the cluster administrator must use an account that is a member of a group that has the Exchange Full Administrator role applied at First Administrative Group and must also be a member of a group that has the Exchange Full Administrator role applied at Second Administrative Group. 
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Note: 

Routing groups in Exchange native-mode organizations can span multiple administrative groups. Routing groups in Exchange mixed-mode organizations cannot span multiple administrative groups.


In topologies such as parent/child domains where the cluster server is the first Exchange server in the child domain, the cluster administrator must be a member of a group that has the Exchange Administrator role or greater applied at the organization level to be able specify the server responsible for Recipient Update Service in the child domain.

Deployment Scenarios

After you ensure that the Exchange organization meets the clustering requirements listed in this topic, you are ready to deploy an Exchange Server 2003 cluster. This section provides links to the procedures necessary to deploy active/passive or active/active Exchange Server 2003 clusters on Windows Server 2003. Any procedural differences with regard to deploying Exchange Server 2003 clusters on Windows 2000 are explained. 

The following deployment scenarios are included in this section:  


Four-node cluster scenario


Deploying a new Exchange Server 2003 cluster 


Upgrading an Exchange 2000 Server cluster to Exchange Server 2003


Migrating an Exchange Server 5.5 cluster to Exchange Server 2003


Upgrading mixed Exchange 2000 Server and Exchange Server 5.5 clusters

Four-Node Cluster Scenario

Although the deployment procedures listed in this section apply to any cluster configuration, it helps understand one of the more typical four-node cluster deployments.

The recommended configuration for a four-node Exchange Server 2003 cluster is one that contains three active nodes and one passive node, where each of the active nodes contains one Exchange Virtual Server. This configuration is helpful because it gives you the capacity of running three active Exchange servers, while maintaining the failover security provided by one passive server.

Figure 2 illustrates the four-node, active/passive Exchange Server 2003 cluster.

Figure 2   Four-node active/passive Exchange Server 2003 cluster
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The following sections provide the recommended software, hardware, and storage requirements for an Exchange Server 2003 active/passive four-node cluster.

Software Recommendations

In this scenario, all four nodes in the cluster are running Windows Server 2003, Enterprise Edition and Exchange Server 2003, Enterprise Edition. Additionally, each node is connected to a DNS server configured for dynamic updates.

Hardware Recommendations

In this scenario, the following hardware configurations are recommended.

Server hardware


Four 1 gigahertz (GHz), 1 megabyte (MB) or 2 MB L2 cache processors


4 gigabytes (GB) of Error Correction Code (ECC) RAM


Two 100 megabits per second (Mbps) or 1000 Mbps network interface cards


RAID-1 array with two internal disks for the Windows Server 2003 and Exchange Server 2003 program files


Two redundant 64-bit fiber Host Bus Adapters (HBAs) to connect to the Storage Area Network 

Local area network hardware


Two 100 Mbps or 1000 Mbps network switches (full duplex)

Storage Area Network hardware


Redundant fiber switches


106 disk spindles (Ultra Wide SCSI) with spindle speeds of 10,000 RPM or greater


256 MB or more read/write cache memory

Storage Configuration Recommendations

In this scenario, the following storage configurations are recommended:

Storage groups and databases


Three storage groups per Exchange Virtual Server


Five databases per storage group

Disk drive configuration

Table 2 lists the recommended disk drive configuration. For more information about this and other disk drive configurations, see "Drive Letter Configurations" in the guide Planning an Exchange Server 2003 Messaging System (http://go.microsoft.com/fwlink/?LinkId=47584)

Table 2   Disk drive configuration for a four-node active/passive cluster containing three Exchange Virtual Servers

	Node 1 (EVS1 active)
	Node 2 (EVS2 active)
	Node 3 (EVS3 active)
	Node 4 (passive)

	Disk 1: SMTP/MTA
	Disk 8: SMTP
	Disk 15: SMTP
	Disk 22: Quorum

	Disk 2: SG1 databases
	Disk 9: SG1 databases
	Disk 16: SG1 databases
	 

	Disk 3: SG1 logs
	Disk 10: SG1 logs
	Disk 17: SG1 logs
	 

	Disk 4: SG2 databases
	Disk 11: SG2 databases
	Disk 18: SG2 databases
	 

	Disk 5: SG2 logs
	Disk 12: SG2 logs
	Disk 19: SG2 logs
	 

	Disk 6: SG3 databases
	Disk 13: SG3 databases
	Disk 20: SG3 databases
	 

	Disk 7: SG3 logs
	Disk 14: SG3 logs
	Disk 21: SG3 logs
	 


Storage Area Network disk configuration


SMTP/MTA drives   RAID-(0+1) array consisting of four spindles. (3 EVSs × 4 disks = 12 disks.)


Storage group log drives   RAID-1 array consisting of two spindles. (3 EVSs × 3 storage groups × 2 disks = 18 disks.)


Database (.edb and .stm files) drives   RAID-(0+1) array consisting of eight spindles. (3 EVSs × 3 storage groups × 8 databases = 72 disks.)


Quorum disk resource drive   RAID-1 array consisting of two spindles (2 disks).

Total shared disk spindles is 104.

Deploying a New Exchange Server 2003 Cluster

This section provides information about how to deploy a new Exchange Server 2003 cluster in your organization. The procedures referenced this section are applicable for any cluster configuration, from an active/passive cluster with two to eight nodes to a two-node active/active cluster with one or two nodes. 

Specifically, this section will guide you through the following steps:   

1.
Preparing Active Directory for Exchange Server 2003.

2.
Installing Exchange Server 2003 on each node.

3.
Creating the Exchange Virtual Servers.

Step 1: Preparing Active Directory for Exchange Server 2003

Preparing Active Directory for a cluster installation resembles preparing Active Directory for non-clustered servers. 

Step 1 includes the following tasks:  

1.
Run ForestPrep.

2.
Run DomainPrep.

Running ForestPrep

Before you install Exchange Server 2003 anywhere in the forest, you must extend the Windows Active Directory schema. To accomplish this task, you must run ForestPrep. 
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Note: 

Running ForestPrep is required only if you are installing Exchange Server 2003 for the first time in your organization. If you already installed Exchange Server 2003 in your organization, you do not have to run ForestPrep.

For detailed steps about how to run ForestPrep, see How to Run Exchange Server 2003 ForestPrep. 
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Note: 

During the ForestPrep process, you will enter the name of the user or group who is responsible for installing Exchange Server 2003. This account must be a domain account that includes local administrator privileges on the cluster nodes. The account you specify will also have permission to use the Exchange Delegation Wizard to create all levels of Exchange Server 2003 administrator accounts.

Running DomainPrep

You must run DomainPrep for each Windows 2000 or Windows Server 2003 domain in which you want to install Exchange Server 2003. However, before you can run DomainPrep, ForestPrep must finish replicating the schema updates. 
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Note: 

Running DomainPrep is required only if you are installing Exchange Server 2003 for the first time in your domain. If you already installed Exchange Server 2003 in your domain, you do not have to run DomainPrep.

For detailed steps about how to run DomainPrep, see How to Run Exchange Server 2003 DomainPrep.

Step 2: Installing Exchange Server 2003 on Each Node

After you extend the schema with ForestPrep and prepare the domain with DomainPrep, you are ready to install Exchange Server 2003 on the first cluster node. 

Step 2 includes the following tasks:  

1.
Make sure that the Cluster service is running on each node.

2.
Install and enable the required Windows services.

3.
Install Microsoft Distributed Transaction Coordinator (MSDTC).

4.
Run Exchange Server 2003 Setup.

However, before you perform these tasks, familiarize yourself with the requirements necessary for installing Exchange Server 2003 on cluster servers (Table 3).

Table 3   Requirements for running Exchange Setup on a cluster server

	Area
	Requirements

	Permissions
	Account must be a member of a group that has the Exchange Full Administrator role applied at the organization level.
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Note: 

An account that has the Exchange Full Administrator role applied at the administrative group level can run Exchange Setup on a cluster node if the cluster node is a member of the Exchange Domain Servers group on the domain to which the cluster node belongs.

When you install Exchange Server 2003 into an existing Exchange Server 5.5 organization, additional permissions are required. For information about the specific permissions that are required to install Exchange Server 2003 into an existing Exchange Server 5.5 organization, see "Permissions for Migrating from Exchange Server 5.5 to Exchange Server 2003" in Migrating from Exchange Server 5.5 to Exchange Server 2003. 

	File system
	
Installation drive cannot be the cluster shared drive.


Installation drive must be the same across all nodes.

	Cluster resources
	
The MSDTC must be running on one of the nodes in the cluster. The clustered MSDTC resource should exist in the default cluster group.

	Other
	
The fully qualified domain name (FQDN) of the node cannot match the Simple Mail Transfer Protocol (SMTP) proxy domain of any recipient policy.  
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Note: 

A cluster with three or more nodes is usually active/passive. In active/passive mode, there can be n – 1 or fewer Exchange Virtual Servers, where n is the number of nodes. For example, if, by installing Exchange on a node, the cluster becomes a three-node cluster, and the number of Exchange Virtual Servers is three or more, then Exchange Setup stops installation until you remove one of the Exchange Virtual Servers.


The Cluster service must be initialized and running.


If you have more than two nodes, the cluster must be active/passive. If you have fewer than two nodes, an active/active configuration is allowed. 

	If running Windows 2000 
	Windows 2000 Service Pack 4 (SP4) is required. 


To obtain Windows 2000 SP4, see the Windows 2000 Service Packs Web site (http://go.microsoft.com/fwlink/?LinkId=18353).


Ensuring That the Cluster Service is Running on Each Node

To successfully install Exchange Server 2003 on a server in a cluster, the Cluster service must be installed and running on a cluster node. The Cluster service is installed by default with Windows Server 2003, Enterprise Edition and Windows Server 2003, Datacenter Edition. However, the Cluster service is not installed by default with Windows 2000 Server. 

For detailed steps about how to confirm that the Cluster service is running, see How to Verify that the Cluster Service is Running on Each Node.

Installing and Enabling Required Windows Services

Exchange Server 2003 Setup requires that the following components and services be installed and enabled on the server:   


.NET Framework 


ASP.NET


Internet Information Services (IIS) 


World Wide Web Publishing Service


Simple Mail Transfer Protocol (SMTP) service


Network News Transfer Protocol (NNTP) service

If you are installing Exchange Server 2003 on a server running Windows 2000, Exchange Setup installs the Microsoft .NET Framework and ASP.NET automatically. You must manually install and start the World Wide Web Publishing service, the SMTP service, and the NNTP service before running Exchange Server 2003 Setup.
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Important: 

When you install Exchange on a new server, only the required services are enabled. For example, the Post Office Protocol version3 (POP3) and Internet Message Access Protocol version4 (IMAP4) services are disabled by default on all of your Exchange Server 2003 servers. You should only enable services that are essential for performing Exchange Server 2003 tasks. The NNTP service should always remain disabled. Although NNTP is required in order to install Exchange, Exchange NNTP features are not supported and cannot be used on clustered Exchange servers.

For detailed steps about how to install and enable the IIS prerequisites for Exchange cluster running on Windows 2000, see How to Install IIS Prerequisites for Exchange Server 2003 on Windows 2000. 

For detailed steps about how to install and enable the IIS prerequisites for an Exchange cluster running on Windows Server 2003, see How to Install IIS Prerequisites for Exchange Server 2003 on Windows Server 2003. 

Installing Microsoft Distributed Transaction Coordinator

Before you install Exchange Server 2003 on servers running Windows Server 2003 or Windows 2000, you must first install the Microsoft Distributed Transaction Coordinator (MSDTC) resource into the cluster.

It is an Exchange best practice to install the MSDTC resource into the default cluster group. However, the MSDTC resource is the only resource supported in the default cluster group. Exchange resources should not be added to the default cluster group, as that configuration is not supported.

For detailed steps about how to install the MSDTC in a Windows 2000 server cluster, see How to Install the Microsoft Distributed Transaction Coordinator in a Windows 2000 Server Cluster.

For detailed steps about how to install the MSDTC in a Windows Server 2003 server cluster, see How to Install the Microsoft Distributed Transaction Coordinator in a Windows Server 2003 Server Cluster.
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Note: 

For more information, see Microsoft Knowledge Base article 312316, "XADM: Setup Does Not Install Exchange 2000 Server on a Cluster if the MSDTC Resource Is Not Running" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=312316).

For more information about adding the MSDTC resource in Windows Server 2003, see Microsoft Knowledge Base article 301600, "How to Configure Microsoft Distributed Transaction Coordinator on a Windows Server 2003 Cluster" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=301600).
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Note: 

Knowledge Base article 301600 includes a reference to article 817064, "How to enable network DTC access in Windows Server 2003" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=817064). It is an Exchange Server security best practice to not enable network DTC access for an Exchange cluster. If you are configuring the Distributed Transaction Coordinator resource for an Exchange cluster, do not enable network DTC access.

Running Exchange Setup

Installing Exchange Server 2003 on a cluster is similar to installing Exchange Server 2003 on non-clustered servers. For detailed steps about how to run Exchange Setup in a Windows server cluster, see How to Run Exchange Setup in a Windows Server Cluster.
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Note: 

Unattended Setup is not supported when installing Exchange Server 2003 on a Windows cluster.

Before installing Exchange Server 2003 on a node, it is recommended that you move all cluster resources owned by the node to another node.
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Important: 

Install Exchange Server 2003 completely on one node before you install it on another node.

For important information about post-deployment steps, see Post-Installation Steps for Exchange Server 2003. That topic includes information about how to verify that your Exchange installation was successful. It also includes information about how to upgrade your cluster with the latest Exchange Server 2003 service packs and security patches.

Step 3: Creating the Exchange Virtual Servers

The final step in configuring Exchange Server 2003 on a cluster is to create the Exchange Virtual Servers.

Step 3 includes the following tasks:

1.
Create the resource group to host the Exchange Virtual Server. A separate cluster group is required for each Exchange Virtual Server. Exchange cluster resources should not be added to the default cluster group, and adding an Exchange Virtual Server to the cluster group is not supported. For detailed steps, see How to Create a Resource Group for an Exchange Virtual Server in a Windows Server Cluster.

2.
Create an IP Address resource. For detailed steps, see How to Create an IP Address Resource for an Exchange Virtual Server in a Windows Server Cluster.

3.
Create a Network Name resource. For detailed steps, see How to Create a Network Name Resource for an Exchange Virtual Server in a Windows Server Cluster.

4.
Add a disk resource to the Exchange Virtual Server. For detailed steps, see How to Move an Existing Disk Resource into an Exchange Virtual Server in a Windows Server Cluster.

5.
Create an Exchange Server 2003 System Attendant resource. For detailed steps, see How to Create an Exchange System Attendant Resource for an Exchange Virtual Server in a Windows Server Cluster.

6.
Create any additional Exchange Virtual Servers. You need to repeat these tasks for each Exchange Virtual Server you want to add to your cluster. For example:


If you are configuring a two-node active/passive Exchange Server 2003 cluster, you create only one Exchange Virtual Server. Therefore, you would only perform these tasks once.


If you are configuring a four-node 3 active/1 passive Exchange Server 2003 cluster, you create three Exchange Virtual Servers. Therefore, you would perform these tasks three times.

Before performing these tasks, familiarize yourself with the requirements necessary for creating Exchange Virtual Servers (Table 4). 

Table 4   Exchange Virtual Server requirements

	Area
	Requirements

	Permissions
	
If you are creating either the first Exchange server in the organization or the first Exchange server in the domain, the account must be a member of a group that has the Exchange Full Administrator role applied at the organizational level.


If the server is not the first Exchange server in the organization and is not the first server in the domain, the account must be a member of a group that has the Exchange Full Administrator role applied at the administrative group level. 

	File system
	
MDBDATA folder must be empty. 

	Cluster resources
	
Network Name resource must be online.


Physical disk resources must be online.

	Other
	
The FQDN of the Exchange Virtual Server may not match SMTP proxy domain of any recipient policy. 


Enforce Active/Active restrictions.


Exchange Virtual Server(s) are installed into their own cluster group(s).


Adding a Disk Resource to the Exchange Virtual Server

You must add a disk resource for each disk that you want to associate with the Exchange Virtual Server. This section includes links to the following procedures:  


If the disk resource you want to add already exists, follow the procedure to move an existing disk resource. For detailed steps, see How to Move an Existing Disk Resource into an Exchange Virtual Server in a Windows Server Cluster.


If the disk resource you want to add does not yet exist, follow the procedure to create a new disk resource. For detailed steps, see How to Create a Physical Disk Resource for an Exchange Virtual Server in a Windows Server Cluster.


If you are using mounted drives, follow the procedure to add mounted drives. This procedure applies only to server clusters running Windows Server 2003. Mounted drives are not supported in Windows 2000 server clusters. For detailed steps, see How to Add a Mounted Drive to an Exchange Virtual Server in a Windows Server Cluster.
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Note: 

To prevent possible damage to your hard disk, see "Checklist: Creating a server cluster" in Windows 2000 Help or "Planning and preparing for cluster installation" in Windows Server 2003 Help before connecting a disk to a shared bus.

After you successfully create the Exchange System Attendant resource, Exchange System Attendant creates the following additional resources for the Exchange Virtual Server automatically (Figure 3):  


Exchange Information Store Instance


Exchange Message Transfer Agent Instance


Exchange Routing Service Instance


SMTP Virtual Server Instance


Exchange HTTP Virtual Server Instance


Exchange MS Search Instance

For improved security, the Windows IMAP4 and POP3 protocol services are no longer enabled by default on servers that are running Windows Server 2003. Similarly, the IMAP4 and POP3 protocol resources are no longer created by default upon creation of an Exchange Server 2003 Virtual Server.

For information about adding IMAP4 and POP3 resources, see "Managing Exchange Clusters," in the Exchange Server 2003 Administration Guide (http://go.microsoft.com/fwlink/?LinkId=47617).
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Note: 

The Message Transfer Agent Instance resource is created only in the first Exchange Virtual Server added to a cluster. All Exchange Virtual Servers in the cluster share the single Message Transfer Agent Instance resource.

Figure 3   Exchange Virtual Server resources
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Repeating Step 3 for the Next Exchange Virtual Server

For each Exchange Virtual Server you want to create, repeat all the procedures in "Step 3: Creating the Exchange Virtual Servers." For example, if you are creating a four-node active/passive cluster with three Exchange Virtual Servers, repeat this step two more times. If you are creating a two-node active/active cluster, you would repeat this step one more time.

Supporting Multiple SMTP Domains in a Front-End and Back-End Topology

If you run Exchange Server 2003 in a front-end and back-end topology that includes multiple SMTP namespaces, you must create additional HTTP virtual servers in the Exchange Virtual Server for each domain namespace. For example, if contoso.com hosts Exchange Server 2003 for both tailspintoys.com and wingtiptoys.com, three virtual servers are necessary—the default virtual server, a virtual server for tailspintoys.com, and a virtual server for wingtiptoys.com. This configuration provides maximum flexibility in determining which resources are available to each hosted company.

For information about front-end and back-end server architecture, see "Upgrading Front-End and Back-End Servers" in Upgrading from Exchange 2000 Server to Exchange Server 2003. For information about planning a front-end server and for more conceptual information about configuring front-end and back-end servers running Exchange Server 2003, see the guide Planning an Exchange Server 2003 Messaging System (http://go.microsoft.com/fwlink/?LinkId=47584)

To configure a clustered back-end server to support multiple SMTP domains, you must map each front-end server to the nodes of your cluster, so that any node can accept proxy requests from any front-end server in your organization. 

For detailed steps, see How to Support Multiple SMTP Domains in a Front-End and Back-End Topology. 

Figure 4 illustrates a front-end/back-end configuration that uses Exchange clustering.

Figure 4   Front-end and back-end configuration that uses Exchange clustering
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Upgrading an Exchange 2000 Server Cluster to Exchange Server 2003

Upgrading an Exchange 2000 Server cluster to Exchange Server 2003 requires that you upgrade each of the cluster nodes and all Exchange Virtual Servers to Exchange Server 2003. 

For detailed steps, see How to Upgrade an Exchange 2000 Cluster to Exchange Server 2003.
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Note: 

Before upgrading your Exchange 2000 cluster to Exchange Server 2003, you should familiarize yourself with the requirements necessary for upgrading a cluster node (Table 5) and upgrading an Exchange Virtual Server (Table 6).

Table 5   Requirements for upgrading a cluster node

	Area
	Requirements

	Permissions
	
Account must be a member of a group that has the Exchange Full Administrator role applied at the administrative group level.

	Cluster resources
	
No cluster resources can be running on the node you are upgrading, because Exchange Setup will need to recycle the Cluster service. One-node clusters are exempt.


The MSDTC resource must be running on one of the nodes in the cluster.

	Other
	
Only servers running Exchange 2000 SP3 can be upgraded to Exchange Server 2003. If your servers are running previous versions of Exchange, you must first upgrade to Exchange 2000 SP3.


You must upgrade your cluster nodes one at a time.


The Cluster service must be initialized and running.


If there are more than two nodes, the cluster must be active/passive. If there are two nodes or fewer, active/active is allowed. 

	If running Windows 2000 
	
Windows 2000 SP4 is required.

To obtain Windows 2000 SP4, go to the Windows 2000 Service Packs Web site (http://go.microsoft.com/fwlink/?LinkId=18353).


Table 6   Requirements for upgrading an Exchange Virtual Server

	Area
	Prerequisites

	Permissions
	
If the Exchange Virtual Server is the first server to be upgraded in the organization or is the first server to be upgraded in the domain, the account must be a member of a group that has the Exchange Full Administrator role applied at the organization level.


If the Exchange Virtual Server is not the first server to be upgraded in the organization or the first Exchange server to be upgraded in the domain, the account only needs to be a member of a group that has the Exchange Full Administrator role applied at the administrative group level.

	Cluster resources
	
The Network Name resource must be online.


The Physical Disk resources must be online.


The System Attendant resource must be offline.

	Other
	
The version of Exchange on the computer running Cluster Administrator must be the same version as the node that owns the Exchange Virtual Server.


You must upgrade your Exchange Virtual Servers one at a time.


Migrating an Exchange Server 5.5 Cluster to Exchange Server 2003

The procedures for upgrading your cluster nodes from Exchange Server 5.5 to Exchange 2000 Server are outside the scope of this document. For information about how to upgrade Exchange Server 5.5 servers to Exchange 2000 Server, see Microsoft Knowledge Base article 316886, "HOW TO: Migrate from Exchange Server 5.5 to Exchange 2000 Server" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=316886).

Upgrading Mixed Exchange 2000 Server and Exchange Server 5.5 Clusters

To upgrade Exchange clusters that contain both Exchange 2000 Server and Exchange Server 5.5 nodes, use the procedures in "Upgrading an Exchange 2000 Server Cluster to Exchange Server 2003" earlier in this topic, in conjunction with the procedures listed in Migrating from Exchange Server 5.5 to Exchange Server 2003. 

For More Information

For important information about upgrading your cluster to the latest version of Exchange Server 2003 service packs and security patches, see Post-Installation Steps for Exchange Server 2003.

For more information about building a Windows Server 2003-based cluster, see the Guide to Creating and Configuring a Server Cluster Under Windows Server 2003. 

For more information about building clustered Exchange Server 2003 solutions, see the following resources in the Windows Server System Reference Architecture:


Introduction to Messaging Services

Messaging Services Build Guide
How to Configure the Private Network in an Exchange Cluster

This topic explains how to configure the private network in an Exchange cluster.

Procedure
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To configure the private network in an Exchange cluster

	1.
On a server running Windows 2000: In Control Panel, double-click Network and Dial-up Connections. In Network and Dial-up Connections, right-click <Network Connection Name> (where Network Connection Name is the name of your private network connection), and then click Properties. 

- or -  

On a server running Windows Server 2003: In Control Panel, double-click Network Connections. In Network Connections, right-click <Network Connection Name> (where Network Connection Name is the name of your private network connection), and then click Properties. 

2.
On a server running Windows 2000: In <Network Connection Name> Properties, on the General tab, under Components checked are used by this connection, ensure that the Internet Protocol (TCP/IP) check box is selected. 

- or -  

On a server running Windows Server 2003: In <Network Connection Name> Properties, on the General tab, under This connection uses the following items, ensure that the Internet Protocol (TCP/IP) check box is selected. 

3.
Select Internet Protocol (TCP/IP), and then click Properties.

4.
In Internet Protocol (TCP/IP) Properties, click Advanced.

5.
In Advanced TCP/IP Settings, on the DNS tab, verify the following information: 


Under DNS server addresses, in order of use, ensure that no addresses are listed.


Under Append these DNS suffixes (in order), ensure that there are no suffixes listed.


Ensure that the Register this connection's address in DNS check box is cleared.

6.
On the WINS tab, ensure that Disable NetBIOS over TCP/IP is selected.


How to Configure the Public Network in an Exchange Cluster

This topic explains how to configure the public network in an Exchange cluster.

Procedure
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To configure the public network in an Exchange cluster

	1.
On a server running Windows 2000: In Control Panel, double-click Network and Dial-up Connections. In Network and Dial-up Connections, right-click <Network Connection Name> (where Network Connection Name is the name of your public network connection), and then click Properties. 

- or -  

On a server running Windows Server 2003: In Control Panel, double-click Network Connections. In Network Connections, right-click <Network Connection Name> (where Network Connection Name is the name of your private network connection), and then click Properties.  

2.
On a server running Windows 2000: In <Network Connection Name> Properties, on the General tab, under Components checked are used by this connection , ensure that the Internet Protocol (TCP/IP) check box is selected. 

- or -  

On a server running Windows Server 2003: In <Network Connection Name> Properties, on the General tab, under This connection uses the following items, ensure that the Internet Protocol (TCP/IP) check box is selected. 

3.
Select Internet Protocol (TCP/IP), and then click Properties.

4.
In Internet Protocol (TCP/IP) Properties, click Advanced.

5.
In Advanced TCP/IP Settings, on the DNS tab, verify the following information: 


Under DNS server addresses, in order of use, ensure that all of the required addresses are listed.

6.
Under Append these DNS suffixes (in order),ensure that the correct suffixes are listed.


How to Configure the Network Connection Order in an Exchange Cluster

This topic explains how to configure the network connection order in an Exchange cluster.

Procedure
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To configure the network connection order in an Exchange cluster

	1.
On a server running Windows 2000: In Control Panel, double-click Network and Dial-up Connections. 

- or -  

On a server running Windows Server 2003: In Control Panel, double-click Network Connections.  

2.
On the Advanced menu, click Advanced Settings.

3.
In Advanced Settings, on the Adapters and Bindings tab, under Connections, ensure that your connections appear in the following order, and then click OK:  


<Public network name> (where Public network name is the name of your public network connection)


<Private network name> (where Private network name is the name of your private network connection)


Remote Access connections


How to Verify that the Cluster Service is Running on Each Node

This topic explains how to confirm that the Cluster service is running on each node.

Procedure
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To verify that the Cluster service is running on each node

	1.
Log on to any node in your Exchange 2003 cluster.

2.
In Cluster Administrator, in the console tree, select the cluster name under the root container.

3.
In the details pane, under State, ensure that all of your cluster nodes are Online.


How to Install the Microsoft Distributed Transaction Coordinator in a Windows 2000 Server Cluster

This topic explains how to install the Microsoft Distributed Transaction Coordinator (MSDTC) in a Windows 2000 cluster dedicated to Exchange.

Procedure
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To install the Microsoft Distributed Transaction Coordinator in an Exchange cluster running on Windows 2000

	1.
Using a domain account, log on to the cluster node on which you want to install Exchange 2003.

2.
Click Start, and then click Run.

3.
Type cmd, and then click OK.

4.
At the command prompt, type Comclust.exe, and then press ENTER.

5.
Repeat Steps 1 through 4 of this procedure on all other nodes of the cluster.

6.
To verify the installation, in Cluster Administrator, verify that the Distributed Transaction Coordinator resource appears in the group Cluster Group and is online.

7.
Right-click the Distributed Transaction Coordinator resource and select Properties.

8.
Click the Advanced tab.

9.
Clear the Affect the group checkbox and then click OK.


How to Install the Microsoft Distributed Transaction Coordinator in a Windows Server 2003 Server Cluster

This topic explains how to install the Microsoft Distributed Transaction Coordinator (MSDTC) in a Windows Server 2003 cluster that is dedicated to Exchange.

Procedure
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To install the Microsoft Distributed Transaction Coordinator in an Exchange cluster running on Windows Server 2003

	1.
Log on to any node of the cluster.

2.
Click Start, point to All Programs, point to Administrative Tools, and then click Cluster Administrator.

3.
Under Groups, right-click Cluster Group, point to New, and then click Resource.

4.
 In New Resource, in the Name box, type Distributed Transaction Coordinator.

5.
In the Resource type list, select Distributed Transaction Coordinator. 

6.
In the Group list, ensure that Cluster Groupis selected, and then click Next.

7.
In Possible owners, verify that all nodes appear as possible owners, and then click Next.

8.
In Dependencies, press and hold the CTRL key on the keyboard, select both the Physical Disk and Network Name resources that are in the default Cluster Group, and then click Add.

9.
Click Finish, and then click OK to confirm that the resource has been created.

10.
Right-click the Distributed Transaction Coordinator resource and select Properties.

11.
Click the Advanced tab.

12.
Clear the Affect the group check box and then click OK.

13.
Right-click the Distributed Transaction Coordinator resource, and then click Bring Online.


For More Information

For more information about adding the MSDTC resource in Windows Server 2003, see Microsoft Knowledge Base article 301600, "How to Configure Microsoft Distributed Transaction Coordinator on a Windows Server 2003 Cluster" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=301600).
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Note: 

Knowledge Base article 301600 includes a reference to article 817064, "How to enable network DTC access in Windows Server 2003" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=817064). It is an Exchange Server security best practice to not enable network DTC access for an Exchange cluster. If you are configuring the Distributed Transaction Coordinator resource for an Exchange cluster, do not enable network DTC access. 

How to Run Exchange Setup in a Windows Server Cluster

This topic explains how to run Exchange Setup in a Windows server cluster.

Before You Begin

Before you perform the procedure in this topic, be aware of the following:


The location for the Exchange program files should be on a local drive, and not on a drive that is used for shared storage in the cluster.


When installing Exchange Server into a Windows server cluster, Exchange must be installed in the same directory location on all nodes. After you designate the location for the first node, the same location is used for all other nodes.


Unattended Setup is not supported when installing Exchange Server 2003 in a Windows cluster.


You must install Exchange on all nodes in the cluster, however, you must install Exchange on only one node at a time.

Procedure
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To run Exchange Setup in a Windows cluster

	1.
Log on to the node of the cluster to which you want to install Exchange Server 2003 using an account with Exchange Full Administrator permissions on each node of the cluster.

2.
Insert the Exchange Server 2003 CD into your CD-ROM drive.

3.
On the Start menu, click Run and then type E:\setup\i386\setup, where E is your CD-ROM drive.

4.
On the Welcome to the Microsoft Exchange Installation Wizard page, click Next.

5.
On the License Agreement page, read the agreement. If you agree to the terms, click I agree, and then click Next.

6.
On the Product Identification page, type your 25-digit product key, and then click Next.

7.
In the Microsoft Exchange Installation Wizard, on the Component Selection page, verify that the action next to Microsoft Exchange 2003 is Typical.

8.
To change the installation location of the Exchange program files, click Change Path. For information about available drives and their corresponding available disk space, click Disk Information. By default, the Exchange program files are installed on the Windows boot drive. For example, if your Windows boot files are on drive C, Exchange is installed to C:\Program Files\Exchsrvr. 

9.
Repeat Steps 1 through 8 for all other nodes in the cluster.


How to Create an Exchange Virtual Server in a Windows Server Cluster

This topic provides links to procedures for creating an Exchange Virtual Server in a Windows cluster.

Procedure
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To create an Exchange Virtual Server in a Windows cluster

	1.
Create a cluster resource group to contain the Exchange Virtual Server cluster resources. For detailed instructions, see How to Create a Resource Group for an Exchange Virtual Server in a Windows Server Cluster.

2.
Create an IP Address resource for use by the Exchange Virtual Server. For detailed instructions, see How to Create an IP Address Resource for an Exchange Virtual Server in a Windows Server Cluster.

3.
Create a Network Name resource for use by the Exchange Virtual Server. For detailed instructions, see How to Create a Network Name Resource for an Exchange Virtual Server in a Windows Server Cluster.

4.
Create at least one Physical Disk resource for use by the Exchange Virtual Server. For detailed instructions, see How to Create a Physical Disk Resource for an Exchange Virtual Server in a Windows Server Cluster.

5.
Create a Microsoft Exchange System Attendant resource for use by the Exchange Virtual Server. For detailed instructions, see How to Create an Exchange System Attendant Resource for an Exchange Virtual Server in a Windows Server Cluster.


How to Create a Resource Group for an Exchange Virtual Server in a Windows Server Cluster

Before you can create an Exchange Virtual Server in a Windows Server cluster, you must first create a cluster resource group. A cluster resource group is the unit of failover in a Windows Server cluster. When Exchange Server is running in a Windows Server cluster, the cluster resource group that contains the Exchange cluster resources is referred to as an Exchange Virtual Server.

Before You Begin
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Important: 

When you create an Exchange Virtual Server, ensure that the network name resource is dependent on a single IP address resource. If you want to associate additional IP addresses with the network name, you can add those dependencies after creating the Exchange Virtual Server. 

Procedure
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To create a resource group for an Exchange Virtual Server in a Windows Server cluster

	1.
Start Cluster Administrator. If prompted to specify a cluster, type the cluster name, or browse and select the cluster in which you want to create an Exchange Virtual Server.

2.
In the console tree, right-click Groups, point to New, and then click Group.

3.
The New Group Wizard starts. In the Name box, type a name for the new cluster group, and then click Next.

4.
In Preferred Owners, you can specify a preferred owner for the group. However, you do not need to specify a preferred owner at this time. 

The Preferred Owners dialog box
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Note: 

If you want to specify a preferred owner for the group, ensure that you specify a different preferred owner for each group. If you want to specify more than one node as a preferred owner of a group, ensure that the list order on the other nodes is different. Specifically, the first item in the list should not be the first item for any other groups. For example, in a two-node cluster, if the preferred owners list on the first node lists CORP-SRV-01 and then CORP-SRV-02, ensure the second node lists CORP-SRV-02 and then CORP-SRV-01. For more information about the preferred owner settings for Exchange Virtual Servers, see "Specifying Preferred Owners" in the Exchange Server 2003 Administration Guide (http://go.microsoft.com/fwlink/?linkid=21769).  

5.
Click Finish. This new group object is displayed under Groups in Cluster Administrator.


How to Create an IP Address Resource for an Exchange Virtual Server in a Windows Server Cluster

This topic explains how to create an IP Address resource for use by an Exchange Virtual Server.

Procedure
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To create an IP Address resource for an Exchange Virtual Server in a Windows Server cluster

	1.
Open Cluster Administrator.

2.
In the console tree, right-click the cluster resource group that will contain the IP Address resource, click New, and then click Resource.

3.
The New Resource Wizard starts. In the Name box, type <EVSName> IP Address, where EVSName is the name of your Exchange Virtual Server.

4.
In the Resource type list, select IP Address. Verify that the Group box contains the name of your proper resource group, and then click Next.

5.
In Possible Owners, under Possible owners, verify that all cluster nodes that will be used as Exchange servers are listed, and then click Next.

The Possible Owners dialog box
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6.
In Dependencies, under Resource dependencies, verify that no resources are listed, and then click Next.

7.
In TCP/IP Address Parameters, in the Address box, enter a static IP address for the cluster group. 
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Note: 

It is strongly recommended that the each cluster group have its own dedicated static IP address, separate from all other resources (including the quorum disk resource) that are defined in Cluster Administrator.

8.
In the Subnet mask box, verify that the subnet mask is correct.

9.
In the Network list, verify that the <Public Network Connection Name> is selected.

10.
Ensure that the Enable NetBIOS for this address check box is selected, and then click Finish. If NetBIOS is disabled for this address, NetBIOS-based network clients will not be able to access cluster services through this IP address.


How to Create a Network Name Resource for an Exchange Virtual Server in a Windows Server Cluster

This topic explains how to create a Network Name resource for use by an Exchange Virtual Server. Before you can create a Network Name resource for the Exchange Virtual Server, you must create an IP Address resource. 

For detailed instructions about how to create an IP Address resource, see How to Create an IP Address Resource for an Exchange Virtual Server in a Windows Server Cluster.

Before You Begin

Before you perform the procedure in this topic, be aware of the following:


Before enabling Kerberos authentication, it is strongly recommended that you read Microsoft Knowledge Base article 302389, "Description of the Properties of the Cluster Network Name Resource in Windows Server 2003" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=302389).


The network name resource identifies the Exchange Virtual Server on your network. It is also the Exchange Virtual Server name that displays in Exchange System Manager after you create the System Attendant resource. Carefully consider the network name you select, because after creating the Exchange Virtual Server, you cannot rename it.

Procedure
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To create a Network Name resource for an Exchange Virtual Server in a Windows Server cluster

	1.
Open Cluster Administrator.

2.
Right-click the resource group that will contain the Network Name resource, click New, and then click Resource.

3.
The New Resource Wizard starts. In the Name box, type EVSName Network Name, where EVSName is the name of your Exchange Virtual Server.

4.
In the Resource type list, select Network Name. Verify that the Group box contains the name of your Exchange Virtual Server, and then click Next.

5.
In Possible Owners, under Possible owners, verify that all nodes are listed, and then click Next. 

6.
In Dependencies, under Available resources, select the <EVSName>IP Address resource for this Exchange Virtual Server, and then click Add. Click Next.

7.
In Network Name Parameters, in the Name box, type a network name for the Exchange Virtual Server.  
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Important: 

This network name identifies the Exchange Virtual Server on your network. It is also the Exchange Virtual Server name that displays in Exchange System Manager after you create the System Attendant resource. Carefully consider the network name you select, because after creating the Exchange Virtual Server, you cannot rename it.

The Network Name Parameters dialog box
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8.
If you are running Windows Server 2003, perform the following steps: 


If your DNS server accepts dynamic updates, and you want the Cluster service to ensure that the DNS host record for this network name is updated before the Network Name resource comes online, select the DNS Registration Must Succeed check box. If you select this check box, and the network name cannot be registered in DNS dynamically, the Network Name resource will fail. 


Select the Enable Kerberos Authentication check box so that clients can use the Kerberos authentication protocol when making an authenticated connection to this Exchange Virtual Server's Network Name resource. Enabling Kerberos may require coordination with your domain administrator. 

9.
If you are running Windows 2000, you can use command prompt options to configure the DNS Registration Must Succeed and Enable Kerberos Authentication options described in Step 7. For information about configuring these options on servers running Windows 2000, see Microsoft Knowledge Base article 235529, "Kerberos Support on Windows 2000-Based Server Clusters" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=235529).

10.
Click Finish.


How to Create a Physical Disk Resource for an Exchange Virtual Server in a Windows Server Cluster

This topic explains how to create a Physical Disk resource for an Exchange Virtual Server in a Windows Server cluster.

Procedure
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To create a Physical Disk resource for an Exchange Virtual Server in a Windows Server cluster

	1.
Right-click the Exchange Virtual Server, point to New, and then click Resource.

2.
The New Resource Wizard starts. In the Name box, type Disk <drive letter>, where drive letter is the logical drive on this disk. You should use a descriptive name, for example Disk G: Log Files.

3.
In the Resource type list, select Physical Disk. Verify that the Group box contains the name of your Exchange Virtual Server, and then click Next.

4.
In Possible Owners, under Possible owners, verify that both nodes are listed, and then click Next (Figure 7.4 earlier in this chapter).

5.
In Dependencies, under Resource dependencies, verify that no resources are listed, and then click Next.

6.
In Disk Parameters, in the Disk list, select the disk you want. If the disk does not appear in this list, either another group already has a resource for the disk, or the disk was not installed successfully.

7.
Click Finish. The disk resource appears as a resource of the Exchange Virtual Server.


How to Create an Exchange System Attendant Resource for an Exchange Virtual Server in a Windows Server Cluster

This topic explains how to create an Exchange System Attendant resource for an Exchange Virtual Server in a Windows Server cluster.

Before You Begin

Due to directory replication latency, all resources may not come online in your first attempt. In this case, wait for replication to occur, and then bring the resources online again. To add resources to the dependencies list when creating the Exchange System Attendant resource, first ensure that the resources you want to add are online.

Procedure
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To create an Exchange System Attendant resource for an Exchange Virtual Server in a Windows Server cluster

	1.
Open Cluster Administrator

2.
In the console tree, right-click the Exchange Virtual Server, and then click Bring Online.

3.
Right-click the Exchange Virtual Server, point to New, and then click Resource.

4.
The New Resource Wizard starts. In the Name box, type Exchange System Attendant - (<EVSName>), where EVSName is the name of your Exchange Virtual Server.

5.
In the Resource type list, select Microsoft Exchange System Attendant. Verify that the Group box contains the name of your Exchange Virtual Server, and then click Next.

6.
In Possible Owners, under Possible owners, verify that all nodes that are running Exchange 2003 are listed, and then click Next.

7.
In Dependencies, under Available resources, select the Network Name resource and all of the Physical Disk resources for this Exchange Virtual Server, and then click Add. Click Next.

8.
In Exchange Administrative Group, in the Name of administrative group list, select the location in the Windows directory where you want to create the Exchange Virtual Server, and then click Next.  
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Note: 

This option is available only when you create the first Exchange Virtual Server in a cluster. All Exchange Virtual Servers must reside in the same administrative group.

9.
In Exchange Routing Group, in the Name of routing group list, select the routing group in which you want the Exchange Virtual Server created, and then click Next. 
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Note: 

This option is available only when you create the first Exchange Virtual Server in a cluster. All Exchange Virtual Servers must reside in the same routing group.

10.
In Data Directory, in the Enter path to the data directory box, verify the data directory location. You must verify that this location points to the shared physical disk resource assigned to this Exchange Virtual Server. Exchange will use the drive you select in this step to store the transaction log files, the default public store files, and the mailbox store files (pub1.edb, pub1.stm, priv1.edb, and priv1.stm). Click Next.

11.
In Summary, read the summary of the action you are about to perform. Click Finish to create the Exchange Virtual Server. 
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Important: 

After you create an Exchange Virtual Server, you cannot rename it. If you want to rename an Exchange Virtual Server after it has been created, you must remove it and then re-create it with another name. For information about how to remove an Exchange Virtual Server from a cluster, see "Removing an Exchange Virtual Server" in the Exchange Server 2003 Administration Guide (http://go.microsoft.com/fwlink/?linkid=21769).

12.
If the operation was successful, a dialog box appears indicating that you have successfully created the Exchange Virtual Server. The Exchange Virtual Server you created will now appear in Exchange System Manager. 

However, if the operation was not successful, a dialog box appears indicating why the process failed. The New Resource Wizard remains open, so it is possible to go back in the wizard, remedy any problems, and then click Finish again.
13.
After the Exchange Virtual Server is created, in Cluster Administrator, right-click the new Exchange Virtual Server, and then click Bring Online. 


How to Move an Existing Disk Resource into an Exchange Virtual Server in a Windows Server Cluster

This topic explains how to move an existing disk resource into an Exchange Virtual Server in a Windows Server cluster.

Procedure
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To move an existing disk resource into an Exchange Virtual Server in a Windows Server Cluster

	1.
In Cluster Administrator, click the group that contains the physical disk resource you want to move to the Exchange Virtual Server. The node on which you create the Exchange Virtual Server must own this group. If this is not the case, first move the group to this node. You can move the group back to the original node after the move.

2.
Drag the physical disk resources to the Exchange Virtual Server. After moving the disk resource, it appears as a resource of the Exchange Virtual Server. 

An Exchange Virtual Server after adding two physical disk resources
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How to Add a Mounted Drive to an Exchange Virtual Server in a Windows Server Cluster

This topic explains how to add a mounted drive to an Exchange Virtual Server in a Windows Server cluster.

Before You Begin

This procedure applies only to server clusters running Windows Server 2003. Mounted drives not supported in Windows 2000 server clusters.

Procedure
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To add a mounted drive to an Exchange Virtual Server in a Windows Server cluster

	1.
Open Cluster Administrator.

2.
In the console tree, right-click the Exchange Virtual Server, and then click Bring Online.

3.
Ensure the disks to be mounted have been added to the Exchange Virtual Server: 


If the root disk resource already exists, see How to Move an Existing Disk Resource into an Exchange Virtual Server in a Windows Server Cluster.


If the root disk resource does not exist, see How to Create a Physical Disk Resource for an Exchange Virtual Server in a Windows Server Cluster.

4.
To add a disk to be mounted on the root disk to the Exchange Virtual Server, perform the following steps:  

a.
Right-click the physical disk resource and then click Properties.

b.
In Properties, click the Dependencies tab.

c.
Click Modify.

d.
In Modify Dependencies, add the root disk to the list of dependencies.

5.
Click OK twice.


For More Information

For detailed information about how to mount a disk to a root disk, see "Using NTFS mounted drives" in Windows Server 2003 Help.

How to Support Multiple SMTP Domains in a Front-End and Back-End Topology

If you run Exchange 2003 in a front-end and back-end topology that includes multiple SMTP namespaces, you must create additional HTTP virtual servers in the Exchange Virtual Server for each domain namespace. For example, if contoso.com hosts Exchange Server 2003 for both tailspintoys.com and wingtiptoys.com, three virtual servers are necessary—the default virtual server, a virtual server for tailspintoys.com, and a virtual server for wingtiptoys.com. This configuration provides maximum flexibility in determining which resources are available to each hosted company.

Procedure
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To support multiple SMTP domains in a front-end and back-end topology

	1.
How to Create an HTTP Virtual Server in Exchange System Manager.

2.
How to Create an HTTP Virtual Server Resource for an Exchange Virtual Server in a Windows Server Cluster.

3.
How to Create Virtual Directories for an Exchange Virtual Server in a Windows Server Cluster.


How to Create an HTTP Virtual Server in Exchange System Manager

When you create an Exchange Virtual Server, during the creation of the Exchange System Attendant resource, Exchange creates an HTTP virtual server resource. 

This topic explains how to use Exchange System Manager to create an HTTP virtual server.

Before You Begin

The following steps must be repeated for each Exchange Virtual Server in the cluster.

Procedure
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To create an HTTP virtual server in Exchange System Manager

	1.
Open Exchange System Manager.

2.
In the console tree, expand Servers, expand the server that you want to configure as a back-end server, and then expand Protocols.

3.
Right-click HTTP, point to New, and then click HTTP Virtual Server.

4.
In Properties, in the Name box, type the name of your front-end server. 

5.
Next to the IP Address list, click Advanced.

6.
In Advanced, under Identities, select the default entry, and then click Modify. 

7.
In Identification, in the IP address list, select the IP address of this Exchange Virtual Server (the back-end server). This IP address must match the IP address resource value you previously configured for the back-end server.  

The Identification dialog box
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8.
In the Host name box, type the host header of the front-end server. This is the name by which the clients access the front-end server. The host header for the Exchange Virtual Server must map to the host header on the front-end server. 
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Note: 

Client requests to the front-end server use a specific host, such as http://mail.contoso.com. A virtual server on the front-end must have the "mail.contoso.com" host header configured. The front-end server then proxies the request to the back-end server, which must also have the host header configured on a virtual server. 

9.
Verify that TCP port is set to 80, and then click OK.

10.
In Advanced, if you want to add an additional identity, click Add, and perform Steps 6 through 8 again. 
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Note: 

Consider adding several identities to the virtual server that list all the ways that a user might access the front-end server. For example, if a front-end server is used both internally and externally, consider listing both a host name and a fully qualified domain name, such as "mail" for internal access and "mail.contoso.com" for external access. 

11.
In Advanced, click OK twice to create the new HTTP virtual server.


How to Create an HTTP Virtual Server Resource for an Exchange Virtual Server in a Windows Server Cluster

For the Cluster service to manage each HTTP virtual server, you must create a new HTTP server resource for each HTTP virtual server. This topic explains how to create an HTTP virtual server resource for an Exchange Virtual Server in a Windows Server cluster.

Before You Begin

You must perform the following steps for each Exchange Virtual Server to which you have added a new HTTP virtual server.

Procedure
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To create an HTTP virtual server resource for an Exchange Virtual Server in a Windows Server cluster

	1.
Open Cluster Administrator.

2.
Right-click the Exchange Virtual Server, point to New, and then click Resource.

3.
The New Resource Wizard starts. In the Name box, type Exchange HTTP Virtual Server - (<EVSName>), where EVSName is the name of the front-end server. 

4.
In the Resource type list, click Microsoft Exchange HTTP Server Instance. Verify that the Group list contains the name of your Exchange Virtual Server, and then click Next.

5.
In Possible Owners, under Possible owners, verify that all nodes are displayed, and then click Next.

6.
In Dependencies, add the Exchange System Attendant resource to the Resource dependencies box, and then click Next. 

7.
In Virtual Server Instance, in the Server Instance list, select the newly created HTTP virtual server for the resource, and then click Finish.

8.
In Cluster Administrator, right-click the HTTP virtual server instances you just created, and then click Bring Online.


How to Create Virtual Directories for an Exchange Virtual Server in a Windows Server Cluster

When you create an Exchange Virtual Server, during the creation of the Exchange System Attendant resource, Exchange creates an HTTP virtual server resource. This topic explains how to create virtual directories for an Exchange Virtual Server in a Windows Server cluster.

Before you can create a virtual directory, you must create an HTTP virtual server in Exchange System Manager. For detailed instructions, see How to Create an HTTP Virtual Server in Exchange System Manager. After you create the HTTP virtual server, you must add virtual directories to the back-end server(s) that match the virtual directories configured on the front-end server. A typical Exchange installation contains virtual directories called Exchange and Public. In Exchange System Manager, virtual directories of HTTP virtual servers appear as child objects of the HTTP virtual server.

Before You Begin

For any virtual directories that point to mailboxes, ensure that the SMTP domain selected on the virtual directory Properties matches the SMTP domain of users who will be using that front-end server. If the correct domain is not selected, users of that domain will not be able to use that virtual server to log on. The list of domains is compiled from the domains of the SMTP addresses in the Exchange organization's recipient policies. If you have more than one recipient policy for the same domain, you will see duplicates. In this case, it does not matter which one you select.

Procedure
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To create virtual directories for an Exchange Virtual Server in a Windows Server cluster

	1.
Open Exchange System Manager

2.
In the console tree, expand Servers, expand the server that you want to configure as a back-end server, expand Protocols, and then expand HTTP.

3.
Right-click <HTTP Virtual Server Name>, point to New, and then click Virtual Directory. 

4.
In Properties, in the Name box, type Exchange. 

5.
Under Exchange Path, the Mailboxes for SMTP domain option is selected by default. Keep this setting, because users use the Exchange virtual directory to access their Exchange mailboxes. Click OK to create the first virtual directory.

6.
In the console tree, right-click <HTTP Virtual Server Name> again, point to New, and then click Virtual Directory.

7.
In Properties, in the Name box, type Public.

8.
Under Exchange Path, click Public folder, and then click Modify. 

9.
In Public Folder Selection, double-click Public Folders. After a few seconds, Exchange resolves the public folder's server name and appends it to the name of the Public Folders container.  

The Public Folder Selection dialog box
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10.
Click OK to close the Public Folder Selection dialog box.

11.
In Properties, click OK.

12.
If there are additional virtual directories configured on your front-end server, you must also create those virtual directories. To create additional virtual directories, repeat Steps 5 through 10 for each virtual directory.


For More Information

For more information about creating virtual directories, see "Configure the Server's Virtual Directory" in Exchange 2003 Help.

How to Upgrade an Exchange 2000 Cluster to Exchange Server 2003

Upgrading an Exchange 2000 cluster to Exchange 2003 requires that you upgrade each of the cluster nodes and Exchange Virtual Servers to Exchange 2003. 

Before You Begin

Before you perform the procedures in this topic, be aware of the following:


After you upgrade to Exchange Server 2003, the cluster service account no longer needs any Exchange-specific permissions. To follow the common security practice known as least privilege, you should remove the Exchange-specific permissions you assigned during the upgrade after the last Exchange 2000 cluster has been upgraded or migrated to Exchange Server 2003.


You need to perform this procedure only once per cluster.

Procedure
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To perform a rolling upgrade of an Exchange 2000 cluster to Exchange Server 2003

	1.
Upgrade each node in the cluster to Exchange Server 2003. For detailed steps, see How to Perform a Rolling Upgrade of an Exchange 2000 Cluster to Exchange Server 2003.

2.
Remove the Exchange permissions for the cluster service account. For detailed steps, see How to Remove Cluster Service Account Exchange Permissions After Upgrading from Exchange 2000 to Exchange Server 2003.
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To perform a clean upgrade of an Exchange 2000 cluster to Exchange Server 2003

	1.
Evict each node, one at a time, and build the evicted nodes as new clusters. For detailed steps, see How to Perform a Clean Upgrade of an Exchange 2000 Cluster to Exchange Server 2003.

2.
Remove the Exchange permissions for the cluster service account. For detailed steps, see How to Remove Cluster Service Account Exchange Permissions After Upgrading from Exchange 2000 to Exchange Server 2003.


How to Perform a Rolling Upgrade of an Exchange 2000 Cluster to Exchange Server 2003

To perform a rolling upgrade of an Exchange 2000 cluster to Exchange 2003, you must first run Exchange 2003 Setup to upgrade the nodes of your cluster, and then use Cluster Administrator to upgrade the Exchange Virtual Servers. 

Before You Begin

Before you perform the procedure in this topic, consider the following:


It is recommended that you upgrade one Exchange cluster node at a time. 


When upgrading each node, it is recommended that you move the Exchange Virtual Server from the node you are upgrading to another node. This enables users to access their e-mail through the relocated Exchange Virtual Server during the Exchange 2003 upgrade process.

This procedure uses the following upgrade scenario for example purposes.


Upgrading an Exchange 2000 SP3 cluster with four nodes (Node 1, Node 2, Node 3, and Node 4) and three Exchange Virtual Servers (EVS1, EVS2, and EVS3). EVS1 is running on Node 1, EVS2 is running on Node 2, and EVS3 is running on Node 3. Node 4 is the standby node.
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Note: 

If your cluster topology is different than the one in this example, modify the following steps as necessary.

Procedure
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To perform a rolling upgrade of an Exchange 2000 cluster to Exchange Server 2003

	1.
Open Cluster Administrator.

2.
Move EVS1 from Node 1 to Node 4. (You must do this to ensure there are no Exchange Virtual Servers running on Node 1.) To move EVS1 to Node 4, in the console tree, under Groups, right-click EVS1, and then click Move Group. 
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Note: 

Ensure the resources for EVS1 are moved to Node4. (The move is complete when the Owner column for the EVS1 resources changes from Node 1 to Node 4.)

3.
Close Cluster Administrator.

4.
Upgrade Node 1 to Exchange 2003 by running Exchange 2003 Setup in Upgrade mode. (Remember, the node must be running Exchange 2000 SP3.) If the computer (Node 1) does not restart automatically after the upgrade, restart it manually. 
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Note: 

For specific information about how to upgrade from Exchange 2000 to Exchange 2003, see Upgrading from Exchange 2000 Server to Exchange Server 2003. 

5.
In Cluster Administrator, take the Exchange resources for EVS1 offline. To take the Exchange resources for EVS1 offline, under Groups, click EVS1. Then, in the details pane, right-click Microsoft Exchange System Attendant, and then click Take Offline.

6.
In Cluster Administrator, move EVS1 back to Node 1. To move EVS1 back to Node 1, under Groups, right-click EVS1, and then click Move Group.

7.
Ensure that the Network Name and Physical Disk resources for EVS1 are online.

8.
In Cluster Administrator, under Groups, right-click EVS1 (EVS1 is owned by Node 1—the node that you just upgraded to Exchange 2003), and then select Upgrade Exchange Virtual Server.

9.
Bring EVS1 online. To bring EVS1 online, right-click EVS1, and then click Bring Online.

10.
Repeat Steps 1 through 7 to upgrade Node 2 and EVS2 to Exchange 2003.

11.
Repeat Steps 1 through 7 to upgrade Node 3 and EVS 3 to Exchange 2003.

12.
Upgrade Node 4 (the standby node) to Exchange 2003. 


How to Remove Cluster Service Account Exchange Permissions After Upgrading from Exchange 2000 to Exchange Server 2003

After you upgrade to Exchange 2003, the Cluster service account no longer needs any Exchange-specific permissions. 

Before You Begin

Before you perform the procedure in this topic, be aware of the following:


Because Exchange permissions are needed for Exchange 2000, do not perform the following procedure until you have upgraded or uninstalled all Exchange 2000 clusters that use the same Cluster service account as your Exchange 2003 clusters.


To follow the common security practice known as least privilege, you should remove the Exchange-specific permissions you assigned during the upgrade. 


You need to perform this procedure only once per cluster.

Procedure
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To remove Cluster service account Exchange permissions after upgrading from Exchange 2000 to Exchange Server 2003

	1.
Open Exchange System Manager.

2.
In the console tree, right-click your Exchange organization name, and then click Delegate control.

3.
On the Welcome to the Exchange Administration Delegation Wizard page, click Next.

4.
On the Users or Groups page, select the Cluster service, and then click Remove.

5.
Click Next, and then click Finish.


How to Perform a Clean Upgrade of an Exchange 2000 Cluster to Exchange Server 2003

To perform a clean upgrade of an Exchange 2000 cluster to Exchange Server 2003, you must evict and rebuild each node one node at a time. On a cluster, your existing Exchange Virtual Server(s) can be preserved and upgraded even if you need to clean install Windows Server 2003 and Exchange Server 2003. It is recommended that you read and understand all of the steps and issues thoroughly before beginning this upgrade process.

Before You Begin

It is recommended that you have a full and complete backup of the entire cluster, including the System State and the Exchange data, before performing the following procedures. In the following example, an Active/Passive cluster is being upgraded, where Node1 is the passive node and Node2 is the active node. Before performing this procedure, please be aware of the following issues:


This procedure can only be used to upgrade Active/Passive clusters. It cannot be used to upgrade Active/Active clusters.


After an upgraded Exchange Virtual Server and other cluster resources come online, a full population will begin on all full-text indexes and the indexes will be disabled for searching. To avoid this you can manually start, and then pause, a full or incremental population on all full-text indexes on the server prior to upgrading the Exchange Virtual Server. If the indexes are already paused when you upgrade, they will remain paused and the upgrade will finish normally. After you have finished upgrading, you can manually resume building the indexes when it is convenient to do so. Once the indexes have been built, you can enable searching on the newly built indexes.


Once an Exchange Virtual Server is upgraded it cannot be run on a node with older versions of Windows and/or Exchange. If anything happens to the upgraded node during this time, it has no passive node to fail to. To reduce the risk of downtime, upgrade the second node soon as possible after upgrading the first.  The risk of downtime is increased the longer the Exchange Virtual Server has only one node available to run on.


Workflow, virus scanning, event sinks, and any other applications that are installed on the existing server will need to be reinstalled and re-configured. Make sure all applications you are planning to bring forward are compatible with the newer versions of Windows and Exchange.


Any feature that is enabled by setting a registry key (such as journaling) will not be carried forward with this upgrade procedure. Any customization, performance tuning, or manually set or altered registry key will not be persisted using this upgrade method. These will need to be manually reset.

Procedure
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To perform a clean upgrade of an Exchange 2000 cluster to Exchange Server 2003

	1.
Evict the passive node and rebuild it. To do this:

a.
Make sure the Exchange Virtual Server and all cluster resource groups are running on Node2.

b.
From Node2, use Cluster Administrator to stop the Cluster service on Node1 and then evict Node1 from the cluster.

c.
On Node1, format the local disk and perform a clean install of Windows Server 2003. Then install the latest Service Pack for Windows Server 2003, and any additional updates from Windows Update.

d.
Rejoin Node1 to the cluster.

e.
On Node1, perform a clean install of Exchange Server 2003. Then install the latest Service Pack for Exchange Server 2003, and any additional updates.

2.
Configure the Windows services for running in a cluster. To do this:

a.
On Node1, set the Distributed Transaction Service startup type to Manual.

b.
If you are using POP3 or IMAP4, set the startup type for these services to Manual. If you are not using these services consider setting the startup type for these services to Disabled.

c.
If you are using Microsoft Search please see the note above for special instructions.

d.
On Node2, take the Microsoft Exchange System Attendant resource offline, which will take all other Exchange resources offline.

3.
Upgrade the Exchange Virtual Server. To do this:

a.
Move the offline Exchange Virtual Server to the newly rebuilt Node1.

b.
On Node1, right click the Microsoft Exchange System Attendant resource and select Upgrade Exchange Virtual Server.

c.
Because the upgraded Exchange Virtual Server cannot be failed over to run on the older version node (Node2), you should remove Node2 from the Possible Owners for the Microsoft Exchange System Attendant resource.

d.
Bring the upgraded Exchange Virtual Server online.

4.
Repeat steps 1 and 2 for the passive node (Node2). Running Exchange setup on Node2 should add Node2 back as a possible owner for the Microsoft Exchange System Attendant resource. After both nodes have been upgraded to Windows Server 2003, additional nodes can be added to the cluster.


Configuring Exchange 2003 for Client Access

This topic provides information about configuring Microsoft® Exchange Server 2003 for client access. Specifically, this topic covers:


Securing your Exchange messaging environment.


Deploying your server architecture.


Configuring the Exchange servers for your supported client access methods.

Permissions for Configuring Exchange 2003 for Client Access

Table 1 lists the required permissions or roles for the procedures referenced in this topic.

Table 1   Procedures referenced in this topic and corresponding permissions

	Procedure
	Required permissions or roles

	Set up Secure Sockets Layer (SSL) on a server
	
Local Administrator

	Obtain a server certificate from a certification authority
	
Local Administrator

	Add Certificate Manager to Microsoft Management Console (MMC)
	
Local Administrator

	Back up your server certificate
	
Local Administrator

	Require SSL
	
Local Administrator

	Designate a front-end server
	
Local Administrator

	Configure your Exchange front-end server to use remote procedure call (RPC) over HTTP
	
Local Administrator

	Configure the RPC virtual directory
	
Local Administrator


Domain Administrator

	Configure the RPC Proxy server to use the specified default ports for RPC over HTTP inside the corporate network
	
Local Administrator


Domain Administrator

	Configure the global catalog servers to use the specified default ports for RPC over HTTP inside the perimeter network
	
Local Administrator


Domain Administrator

	Create a Microsoft Office Outlook® profile to use with RPC over HTTP
	
No specific permissions necessary

	Configure Exchange 2003 to use Microsoft Exchange ActiveSync®
	
Local Administrator

	Configure Pocket PC Phone Edition devices to use Exchange ActiveSync
	
No specific permissions necessary

	Verify ACE/Agent is configured to protect the entire Web server
	
Local Administrator

	Limit SecurID Authentication to the Microsoft-Exchange-ActiveSync virtual directory
	
Local Administrator

	Configure custom HTTP responses for devices
	
Local Administrator

	Enable Microsoft Outlook Mobile Access
	
Local Administrator

	Configure Pocket PC Phone Edition devices to use Outlook Mobile Access
	
No specific permissions required

	Enable forms-based authentication
	
Local Administrator


Exchange Administrator

	Enable data compression
	
Local Administrator


Exchange Administrator

	Start, pause, or stop the virtual server
	
Local Administrator


Exchange Administrator


Securing Your Exchange Messaging Environment

Securing your Exchange messaging environment involves the following deployment activities.   

1.
Update your server software.

2.
Secure the messaging environment.

3.
Secure communications.

To secure your messaging system, complete these steps in the order given.

Updating Your Server Software

After you install Exchange Server 2003, you should update the server software on your Exchange servers and any other server that Exchange communicates with, such as your global catalog servers and domain controllers. For more information about updating your software with the latest security patches, see the Exchange Server Security Center Web site (http://go.microsoft.com/fwlink/?LinkId=18412).

For more information about Microsoft security, see the Microsoft Security Web site (http://go.microsoft.com/fwlink/?linkid=21633).

Securing the Exchange Messaging Environment

As a best practice alternative to locating your front-end Exchange 2003 servers in the perimeter network, deploy Microsoft Internet Security and Acceleration (ISA) Server 2000. ISA Server act as advanced firewalls that control Internet traffic entering your network. When you use this configuration, you put all of your Exchange 2003 servers within your corporate network, and use ISA Server as the advanced firewall server exposed to Internet traffic in your perimeter network. 

All inbound Internet traffic bound to your Exchange servers (such as Microsoft Office Outlook Web Access, RPC over HTTP communication from Outlook 2003 clients, Outlook Mobile Access, Post Office Protocol version 3 (POP3), Internet Message Access Protocol version 4rev1 (IMAP4), and so on) is processed by the ISA Server. When ISA Server receives a request to an Exchange server, ISA Server proxies the requests to the appropriate Exchange servers on your internal network. The internal Exchange servers return the requested data to the ISA Server, and then ISA Server sends the information to the client through the Internet. Figure 1 shows an example of a recommended ISA Server deployment.

Figure 1   Deploying Exchange 2003 behind ISA Server
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Securing Communications

To secure communication for your Exchange messaging environment, you need to perform the following tasks:  


Secure the communications between the client messaging applications and the Exchange front-end server.


Secure the communications between the Exchange front-end server and the internal network.

The following sections include information about securing communication for these two situations. 

Securing Communications Between the Client and Exchange Front-End Server

To secure data transmitted between the client and the front-end server, it is highly recommended that you enable the front-end server to use Secure Sockets Layer (SSL). In addition, to ensure that user data is always secure, you should disable access to the front-end server without SSL (this option can be set in the SSL configuration). When using basic authentication, it is critical to protect the network traffic by using SSL to protect user passwords from network packet sniffing.
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Note: 

If you do not use SSL between clients and the front-end server, HTTP data transmission to your front-end server will not be secure. It is highly recommended that you configure the front-end server to require SSL.

It is recommended that you obtain an SSL certificate by purchasing a certificate from a third-party certification authority (CA). Purchasing a certificate from a certification authority is the preferred method because the majority of browsers trust many of these certification authorities. 

As an alternative, you can use Certificate Services to install your own certification authorities. Although installing your own certification authority may be less expensive, browsers will not trust your certificate, and users will receive a warning message indicating that the certificate is not trusted. For more information about SSL, see Microsoft Knowledge Base article 320291, "XCCC: Turning On SSL for Exchange 2000 Server Outlook Web Access" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=320291).

Using Secure Sockets Layer

To protect outbound and inbound mail, deploy SSL to encrypt messaging traffic. You can configure SSL security features on an Exchange server to verify the integrity of your content, verify the identity of users, and encrypt network transmissions. Exchange, just like any Web server, requires a valid server certificate to establish SSL communications. You can use the Web Server Certificate Wizard to either generate a certificate request file (NewKeyRq.txt, by default) that you can send to a certification authority, or to generate a request for an online certification authority, such as Certificate Services. 

If you are not using Certificate Services to issue your own server certificates, a third-party certification authority must approve your request and issue your server certificate. For more information about server certificates, see "Obtaining and Installing Server Certificates" later in this topic. Depending on the level of identification assurance offered by your server certificate, you can expect to wait several days to several months for the certification authority to approve your request and send you a certificate file. You can have only one server certificate for each Web site.

After you receive a server certificate file, use the Web Server Certificate Wizard to install it. The installation process attaches (or binds) your certificate to a Web site.

For detailed steps, see How to Set Up SSL on a Server.
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Important: 

You must be a member of the Administrators group on the local computer to perform the above procedure, or you must have been delegated the appropriate authority. As a security best practice, log on to your computer using an account that is not in the Administrators group, and then use the Run as command to run IIS Manager as an administrator. From the command prompt, type the following command: runas /user:administrative_accountname "mmc%systemroot%\system32\inetsrv\iis.msc"
If you require 128-bit key encryption, your users must use Web browsers that support 128-bit encryption. For information about upgrading to 128-bit encryption capability, see the Microsoft Product Support Services Web site (http://go.microsoft.com/fwlink/?linkid=14898). 

Obtaining and Installing Server Certificates

You can obtain server certificates from an outside certification authority (CA), or you can issue your own server certificates using Certificate Services. After you obtain a server certificate, you can install it. When you use the Web Server Certificate Wizard to obtain and install a server certificate, the process is referred to as creating and assigning a server certificate. 

For detailed steps, see How to Obtain a Server Certificate from a Certification Authority.

This section explains the issues to consider when deciding whether to obtain your server certificates from an outside CA, or to issue your own server certificates. This section includes the following information:  


Obtaining server certificates from a certification authority 


Issuing your own server certificates 


Installing server certificates 


Backing up server certificates 

Obtaining Server Certificates from a Certification Authority
If you are replacing your current server certificate, IIS continues to use that certificate until the new request has been completed. When you are choosing a CA, consider the following questions:  


Will the CA be able to issue a certificate that is compatible with all of the browsers used to access my server? 


Is the CA a recognized and trusted organization? 


How will the CA provide verification of my identity? 


Does the CA have a system for receiving online certificate requests, such as requests generated by the Web Server Certificate Wizard? 


How much will the certificate cost initially, and how much will renewal or other services cost? 


Is the CA familiar with my organization or my company's business interests?
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Note: 

Some certification authorities require you to prove your identity before they will process your request or issue a certificate.

Issuing Your Own Server Certificates
When deciding whether to issue your own server certificates, consider the following:  


Understand that Certificate Services accommodates different certificate formats and provides for auditing and logging of certificate-related activity. 


Compare the cost of issuing your own certificates against the cost of buying a certificate from a certification authority. 


Remember that your organization will require an initial adjustment period to learn, implement, and integrate Certificate Services with existing security systems and policies. 


Assess the willingness of your connecting clients to trust your organization as a certificate supplier. 

Use Certificate Services to create a customizable service for issuing and managing certificates. You can create server certificates for the Internet or for corporate intranets, giving your organization complete control over certificate management policies. For more information, see Certificate Services in Windows Server™ 2003 Help.

Online requests for server certificates can only be made to local and remote Enterprise Certificate Services and remote stand-alone Certificate Services. The Web Server Certificate Wizard does not recognize a stand-alone installation of Certificate Services on the same computer when requesting a certificate. If you need to use Web Server Certificate Wizard on the same computer as a stand-alone Certificate Services installation, use the offline certificate request to save the request to a file and then process it as an offline request. For more information, see Certificate Services in Windows Server 2003 Help.
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Note: 

If you open a Server Gated Cryptography (SGC) certificate, you may receive the following notice on the General tab: The certificate has failed to verify for all of its intended purposes. This notice is issued because of the way SGC certificates interact with Microsoft Windows® and does not necessarily indicate that the certificate does not work properly.

Installing Server Certificates
After obtaining a server certificate from a CA, or after issuing your own server certificate using Certificate Services, use the Web Server Certificate Wizard to install it. 

Backing Up Server Certificates
You can use the Web Server Certificate Wizard to back up server certificates. Because IIS works closely with Windows, you can use Certificate Manager, which is called Certificates in Microsoft Management Console (MMC), to export and back up your server certificates. 

For detailed steps about how to add Certificate Manager to an empty MMC, see How to Add Certificate Manager to Microsoft Management Console.

After you install Certificate Manager, you can back up your certificate. For detailed steps, see How to Back Up Your Server Certificate.

After you configure your network to issue server certificates, you need to secure your Exchange front-end server and the services for your Exchange server by requiring SSL communication to the Exchange front-end server. The following section describes how to enable SSL for your default Web site.

Enabling SSL for the Default Web Site

After you obtain an SSL certificate to use either with your Exchange front-end server on the default Web site or on the site where you host the \RPC, \OMA, \Microsoft-Server-ActiveSync, \Exchange, \Exchweb, and \Public virtual directories, you can enable the default Web site to require SSL. 

For detailed steps, see How to Configure Virtual Directories to Use SSL.
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Note: 

The \Exchange, \Exchweb, \Public, \OMA, and \Microsoft-Server-ActiveSync virtual directories are installed by default on any Exchange 2003 installation. The \RPC virtual directory for RPC over HTTP communication is installed manually when you configure Exchange to support RPC over HTTP. For information about how to set up Exchange to use RPC over HTTP, see Exchange Server 2003 RPC over HTTP Deployment Scenarios (http://go.microsoft.com/fwlink/?LinkId=47577).

After you complete this procedure, all virtual directories on the Exchange front-end server on the default Web site are configured to use SSL.

Securing Communications Between Exchange Front-End Server and Other Servers

After you secure your communications between the client computers and the Exchange front-end servers, you must secure the communications between the Exchange front-end server and back-end servers in your organization. HTTP, POP, and IMAP communications between the front-end server and any server with which the front-end server communicates (such as back-end servers, domain controllers, and global catalog servers) is not encrypted. When the front-end and back-end servers are in a trusted physical or switched network, this lack of encryption is not a concern. However, if front-end and back-end servers are kept in separate subnets, network traffic may pass over unsecured areas of the network. The security risk increases when there is greater physical distance between the front-end and back-end servers. In this case, it is recommended that this traffic be encrypted to protect passwords and data.

Using IPSec to Encrypt IP Traffic

Windows 2000 supports Internet Protocol security (IPSec), which is an Internet standard that allows a server to encrypt any IP traffic, except traffic that uses broadcast or multicast IP addresses. Generally, you use IPSec to encrypt HTTP traffic; however, you can also use IPSec to encrypt Lightweight Directory Access Protocol (LDAP), RPC, POP, and IMAP traffic. With IPSec you can:  


Configure two servers running Windows 2000 to require trusted network access.


Transfer data that is protected from modification (using a cryptographic checksum on every packet).


Encrypt any traffic between the two servers at the IP layer.

In a front-end and back-end topology, you can use IPSec to encrypt traffic between the front-end and back-end servers that would otherwise not be encrypted. For more information about configuring IPSec with firewalls, see Microsoft Knowledge Base article 233256, "How to Enable IPSec Traffic Through a Firewall" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=233256).

Deploying the Exchange Server Architecture

After you secure your Exchange messaging environment, you can deploy the Exchange front-end and back-end server architecture. For more information about the Exchange front-end and back-end server architecture, see "Protocols" in the guide Planning an Exchange Server 2003 Messaging System (http://go.microsoft.com/fwlink/?linkid=47584).

To configuring the Exchange front-end and back-end server architecture, you need to configure one Exchange server as a front-end server. Before you continue with the installation process, it is important to review your deployment options. The following section helps you decide if you want to deploy Exchange 2003 in a front-end and back-end server configuration.

A front-end and back-end configuration is recommended for multiple-server organizations that use Outlook Web Access, POP, or IMAP and for organizations that want to provide HTTP, POP, or IMAP access to their employees. 

Configuring a Front-End Server

A front-end server is an ordinary Exchange server until it is configured as a front-end server. A front-end server must not host any users or public folders and must be a member of the same Exchange 2003 organization as the back-end servers (therefore, a member of the same Windows 2000 Server or Windows Server 2003 forest). Servers running either Exchange Server 2003 Enterprise Edition or Exchange Server 2003 Standard Edition can be configured as front-end servers. 

For detailed steps, see "How to Designate a Front-End Server" in the Exchange Server 2003 and Exchange 2000 Server Front-End and Back-End Server Topology Guide (http://go.microsoft.com/fwlink/?LinkId=47567).

To begin using your server as a front-end server, restart the server. For more information about front-end and back-end scenarios, configurations, and installation, see the following guides:  


Planning an Exchange Server 2003 Messaging System (http://go.microsoft.com/fwlink/?linkid=47584)


Using Microsoft Exchange 2000 Front-End Servers (http://go.microsoft.com/fwlink/?linkid=14575)

Configuring Exchange for Client Access

Configuring Exchange for client access involves configuring Exchange to handle the protocols and clients that you want to support. The following section describes how to enable the client protocols supported by Exchange on the Exchange server. This section includes the following information:  


Configuring mobile device support


Configuring Outlook Web Access


Enabling POP3 and IMAP4 Virtual Servers

For information about configuring RPC over HTTP for Outlook 2003, see Exchange Server 2003 RPC over HTTP Deployment Scenarios (http://go.microsoft.com/fwlink/?LinkId=47577). 

Configuring Mobile Device Support

Configuring mobile device support for Exchange 2003 involves the following activities:  


Configure synchronization. 


Configure Exchange ActiveSync to use RSA SecurID.


Enable Outlook Mobile Access.

Configuring Synchronization

When you install Exchange, synchronization access to Exchange is enabled by default for all users in your organization. You can also use the Active Directory Users and Computers snap-in to enable individual users for synchronization access. 

Configuring Exchange ActiveSync

Exchange ActiveSync can be enabled and disabled at Exchange organization level and at the user level. 

For details about how to enable and disable Exchange ActivceSync at the organization level, see How to Enable and Disable Exchange ActiveSync Features at the Organizational Level. 

For details about how to enable and disable Exchange ActiveSync for individual users, see How to Enable and Disable Exchange ActiveSync Features at the User Level. 

After you have enabled Exchange ActiveSync you can configure a mobile device such as a Pocket PC Phone Edition device to use Exchange ActiveSync. Perform this procedure on each mobile device in your organization. As an alternative, you can instruct your users how to configure their own devices. 

For detailed steps, see How to Configure a Mobile Device to Use Exchange ActiveSync.

Up-to-Date Notifications
Microsoft Windows Mobile™ 2003 devices are able to receive notifications generated by Exchange 2003 that initiate Exchange ActiveSync synchronization between a user's device and his or her Exchange mailbox. This synchronization allows the users mobile device to be up-to-date with the latest Exchange information. For detailed steps, see How to Specify a Mobile Operator for Up-to-Date Notifications on a Device.

Configuring Exchange ActiveSync to Use RSA SecurID

As an added level of security, you can use Microsoft Windows Mobile devices with Exchange ActiveSync in conjunction with RSA SecurID two-factor authentication.  
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Note: 

No additional device configuration is required to support RSA SecurID. The device presents the appropriate authentication automatically when synchronizing with an Exchange ActiveSync server protected by RSA SecurID.

Using RSA SecurID with Exchange ActiveSync involves the following steps.  

1.
Set up the RSA SecurID server components.

2.
Configure Internet Information Server (IIS) to use RSA SecurID.

3.
Set up user accounts.

4.
Configure ISA Server 2000.

Setting Up the RSA SecurID Server Components

To configure the RSA SecurID server components, you need to:  


Set up the RSA ACE/Server   The RSA ACE/Server is the RSA server that stores and manages authentication tickets and credentials for your users. To set up the RSA ACE/Server, follow the procedures as outlined in the RSA SecurID documentation provided by RSA Security Inc.


Set up the RSA ACE/Agent on the front-end server   The RSA ACE/Agent is the Internet Server Application Programming Interface (ISAPI) filter that performs authentication and communicates to the ACE/Server to retrieve SecurID credentials. To set up the RSA ACE/Agent, follow the procedures as outlined in the RSA documentation.

Configuring IIS to Use RSA SecurID

Configuring IIS for RSA and Exchange ActiveSync involves the following procedures.  

1.
Protect the Exchange ActiveSync virtual directories.

2.
Customize the custom HTTP response headers.

3.
Install SecurID screens (optional). For information about installing these screens, see the RSA SecurID documentation.

Complete these steps to properly configure IIS for SecurID and Exchange ActiveSync operations.

Protecting the Exchange ActiveSync Virtual Directories
The first step to configuring IIS is to protect the virtual directories that your users access when they use Exchange ActiveSync. Exchange Server 2003 uses the \Microsoft-Server-ActiveSync virtual directory.

You can protect this virtual directory in one of the following two ways:  


Protect the entire Web server (recommended)   In this option, you protect all virtual roots on the IIS server with RSA ACE/Agent, including any other services implemented by the front-end server. For example, you may have configured your front-end Exchange server as an access point for Outlook Mobile Access or for Outlook Web Access. By default, the ACE/Agent is configured to protect the entire Web server. For detailed steps about how to verify this, see How to Verify ACE/Agent is Configured to Protect the Entire Web Server.


Protect only the Exchange ActiveSync virtual directories   In this option, you configure the RSA ACE/Agent so that only Exchange ActiveSync is protected by SecurID. Use this option if you intend to enable additional services, such as Outlook Web Access and Outlook Mobile Access, on the same server without protecting those services with SecurID. For detailed steps, see How to Limit SecurID Authentication to the Microsoft-Exchange-ActiveSync Virtual Directory.

Customizing the HTTP Response Header for Devices
The ActiveSync client on the Microsoft Windows Mobile device must be able to distinguish between RSA SecurID authentication and Exchange ActiveSync responses. To enable this capability, you need to configure custom HTTP response headers on the WebID virtual root that contains the HTML forms configured by RSA ACE/Agent. 

For detailed steps, see How to Configure Custom HTTP Responses for Devices.

Setting Up User Accounts

User accounts for SecurID should be set up by the Administrator as recommended by the RSA SecurID product documentation, with the following restriction:   


For all users, SecurID user IDs must be selected to match the Windows account name. Exchange ActiveSync with SecurID does not function for users who have a distinct RSA user ID that does not match their Windows account name.

Configuring ISA Server 2000

ISA Server 2000 Feature Pack 1 and RSA SecurID technology are integrated on the ISA Server. Currently, using RSA SecurID with ISA Server 2000 with Feature Pack 1 is unsupported. You can, however, deploy RSA SecurID with ISA Server 2000 Feature Pack 1, but you must configure the ISA Server to enable pass-through authentication. In this scenario, RSA authentication still occurs at the front-end server, not at the ISA Server. For information about how to enable pass-through authentication, see the ISA Server 2000 documentation.

Enabling Outlook Mobile Access

By default, all users are enabled for Exchange ActiveSync and Outlook Mobile Access. However, only Exchange ActiveSync is enabled on the Exchange server; by default, Outlook Mobile Access is disabled. This section describes how to enable Outlook Mobile Access on your Exchange server.

Perform the following steps to enable your Exchange 2003 users to use Outlook Mobile Access.  

1.
Configure your Exchange 2003 front-end server for Outlook Mobile Access.

2.
Enable Outlook Mobile Access on the Exchange server.

3.
Configure user devices to use a mobile connection.

4.
Instruct your users in using Outlook Mobile Access.

Step 1: Configuring Your Exchange 2003 Front-End Server for Outlook Mobile Access

By default, the Outlook Mobile Access virtual directory (which allows your users to access Exchange from a mobile device) is installed with Exchange 2003. This virtual directory has the same capabilities and configuration settings as the Outlook Web Access virtual directory. When you configure a server to use Outlook Mobile Access, you should configure the server in the same way you configure a server for Outlook Web Access. For information about how to configure your Exchange 2003 servers to use Outlook Web Access, see the guide Using Microsoft Exchange 2000 Front-End Servers (http://go.microsoft.com/fwlink/?linkid=14575).

Step 2: Enabling Outlook Mobile Access on the Exchange Server

After you configure your front-end server to use Outlook Mobile Access, you need to enable Outlook Mobile Access on your Exchange servers. Outlook Mobile Access can be enabled at the organizational level and at the individual user level. 

For detailed steps about how to enable Outlook Mobile Access at the organizational level, see How to Enable or Disable Outlook Mobile Access at the Organizational Level.

After you enable Outlook Mobile Access, you can modify the Outlook Mobile Access settings for users or groups of users using the Active Directory Users and Computers snap-in. For detailed steps about how to enable Outlook Mobile Access at the user level, see How to Enable or Disable Outlook Mobile Access at the User Level.

Step 3: Configuring Users' Devices to Use a Mobile Connection

To access Exchange 2003 using Outlook Mobile Access, users must have a mobile device from a mobile operator who has an established data network for mobile data. Before your users connect to Exchange 2003 and use Outlook Mobile Access or Exchange ActiveSync over a mobile connection, instruct them about how to configure their devices to use a mobile network, or provide them with resources that explain how to do so. For more information about how to configure mobile devices and Exchange ActiveSync, see How to Configure a Mobile Device to Use Exchange ActiveSync.

Step 4: Instructing Your Users in Using Outlook Mobile Access

After you configure Exchange 2003 for Outlook Mobile Access, and your users have mobile devices that can use a mobile network to access Exchange 2003 servers, they need to know how to access their Exchange server and use Outlook Mobile Access. For detailed steps about how to configure a Pocket PC-based mobile device to use Outlook Mobile Access, see How to Access Exchange Data Using Outlook Mobile Access.

Configuring Outlook Web Access

By default, Outlook Web Access is enabled for all of your users after you install Exchange 2003. However, you can enable the following features for Outlook Web Access:  


Forms-based authentication


Outlook Web Access compression

Forms-Based Authentication

You can enable a new logon page for Outlook Web Access that stores the user's name and password in a cookie instead of in the browser. When a user closes his or her browser, the cookie is cleared. Additionally, after a period of inactivity, the cookie is cleared automatically. The new logon page requires users to enter either their domain, user name (in the format domain\username), and password, or their full user principal name (UPN) e-mail address and password to access their e-mail.

To enable the Outlook Web Access logon page, you must enable forms-based authentication on the server. For detailed steps, see How to Enable Forms-Based Authentication.

Outlook Web Access Compression

Outlook Web Access supports data compression, which is optimal for slow network connections. Depending on the compression setting you use, Outlook Web Access compresses static and/or dynamic Web pages. For detailed steps, see How to Enable Outlook Web Access Data Compression.

Table 4 lists the compression settings that are available in Exchange Server 2003 for Outlook Web Access.

Table 4   Available compression settings for Outlook Web Access

	Compression setting
	Description

	High
	Compresses both static and dynamic pages.

	Low
	Compresses only static pages.

	None
	No compression is used.


When you use data compression, your users can see performance increases of as much as 50 percent on slower network connections, such as traditional dial-up access.

Requirements for Outlook Web Access Compression

To use data compression for Outlook Web Access in Exchange Server 2003, you must verify that you have the following prerequisites:  


The Exchange server that users authenticate against for Outlook Web Access must be running Windows Server 2003.


Your users' mailboxes must be on Exchange 2003 servers. (If you have a mixed deployment of Exchange mailboxes, you can create a separate virtual server on your Exchange server just for Exchange 2003 users and enable compression on it.)


Client computers must be running Internet Explorer version 6 or later. The computers must also be running Windows XP or Windows 2000 and have installed on them the security update that is discussed in Microsoft Security Bulletin MS02-066, "Cumulative Patch for Internet Explorer (Q328970)" (http://go.microsoft.com/fwlink/?LinkId=16694). 
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Note: 

If a user does not have a supported browser for compression, the client still behaves normally.


You may need to enable HTTP 1.1 support through proxy servers for some dial-up connections. (HTTP 1.1 support is required for compression to function properly.)

Enabling POP3 and IMAP4 Virtual Servers

By default, the POP3 and IMAP4 virtual servers are disabled on a new installation of Exchange Server 2003. To enable the POP3 and IMAP4 virtual servers, you must first use the Services snap-in to MMC and set the services to start automatically. If you set the services to start automatically and then need to start, pause, or stop the services, use Exchange System Manager. For detailed steps, see How to Start, Pause, or Stop a Virtual Server.
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Note: 

For information about enabling IMAP4 and POP3 and adding those resources to an Exchange cluster, see "Managing Exchange Clusters," in the Exchange Server 2003 Administration Guide (http://go.microsoft.com/fwlink/?LinkId=47617).

How to Set Up SSL on a Server

The first step in configuring SSL, is to configure the Web site or file that you want to protect to require SSL. You do this using IIS Manager.

Before You Begin

This step is just one part of configuring SSL. For an overview to the procedures you must follow to configure SSL, see "How to Use SSL to Secure the Communications Between the Client Messaging Applications and the Exchange Front-End Server" in the Exchange Server 2003 Client Access Guide. 

Before you perform this procedure, you must read "Using Secure Sockets Layer" in "Securing Your Exchange Messaging Environment" in the Exchange Server 2003 Client Access Guide. 
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Important: 

You must be a member of the Administrators group on the local computer to perform the following procedure, or you must have been delegated the appropriate authority. As a security best practice, log on to your computer using an account that is not in the Administrators group, and then use the Run as command to run Internet Information Services (IIS) Manager as an administrator. At the command prompt, type the following command: runas /user:administrative_accountname "mmc%systemroot%\system32\inetsrv\iis.msc"
Procedure
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To set up SSL on a server

	1.
In IIS Manager, expand the local computer, and then expand the Web Sites folder. Right-click the Web site or file that you want to protect with SSL, and then click Properties. 

2.
Under Web site identification, click Advanced. 

3.
In the Advanced Web site identification box, under Multiple identities for this Web site, verify that the Web site IP address is assigned to port 443 (the default port for secure communications), and then click OK. Optionally, to configure more SSL ports for this Web site, click Add under Multiple identities of this Web site, and then click OK. 

4.
On the Directory Security tab, under Secure communications, click Edit. 

5.
In the Secure Communications box, select the Require secure channel (SSL) check box.


How to Obtain a Server Certificate from a Certification Authority

You can obtain server certificates from an outside certification authority (CA), or you can issue your own server certificates by using Microsoft Certificate Services.

Before You Begin

Obtaining a server certificate from a certification authority is one step in the process of configuring SSL. For an overview to the procedures you must follow to configure SSL, see "How to Use SSL to Secure the Communications Between the Client Messaging Applications and the Exchange Front-End Server" in the Exchange Server 2003 Client Access Guide. 

For questions you should consider when selecting a certificate authority, see "Obtaining Server Certificates from a Certification Authority" in "Securing Your Exchange Messaging Environment" in the Exchange Server 2003 Client Access Guide.
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Note: 

Some certification authorities require that you prove your identity before they will process your request or issue a certificate.

Procedure
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To obtain a server certificate from a certification authority

	1.
Use the Web Server Certificate Wizard to create a certificate request. 

2.
In the Web Server Certificate Wizard, on the Delayed or Immediate Request page, click Prepare the request now, but send it later. 

3.
Use the Web Server Certificate Wizard to send the request to the certification authority. The CA will process the request and then send you the certificate. 

4.
Finish using the Web Server Certificate Wizard.


How to Add Certificate Manager to Microsoft Management Console

Before you can use Certificate Manager, you must add Certificate Manager to Microsoft Management Console (MMC).

Procedure
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To add Certificate Manager to Microsoft Management Console

	1.
Click Start, and then click Run. 

2.
In the Open box, type mmc, and then click OK.

3.
In the File menu, click Add/Remove Snap-in. 

4.
In the Add/Remove Snap-in box, click Add. 

5.
In the Available Standalone Snap-ins list, click Certificates, and then click Add. 

6.
Click Computer Account, and then click Next. 

7.
Click the Local computer (the computer this console is running on) option, and then click Finish. 

8.
Click Close, and then click OK.


How to Back Up Your Server Certificate

To back up your server certificates, you use the Export feature of Certificate Manager.

Before You Begin

Backing up a server certificate is just one step in configuring SSL. For an overview of the procedures you must follow to configure SSL, see "How to Use SSL to Secure the Communications Between the Client Messaging Applications and the Exchange Front-End Server" in the Exchange Server 2003 Client Access Guide. 
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Note: 

If you do not have Certificate Manager installed in Microsoft Management Console (MMC), see How to Add Certificate Manager to Microsoft Management Console. After you install Certificate Manager, you can back up your server certificate. 

Procedure
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To back up your server certificate

	1.
Locate the correct certificate store. This store is typically the Local Computer store in Certificate Manager.  
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Note: 

When you have Certificate Manager installed, it points to the correct Local Computer certificate store.

2.
In the Personal store, click the certificate that you want to back up. 

3.
On the Action menu, point to All tasks, and then click Export. 

4.
In the Certificate Manager Export Wizard, click Yes, export the private key. 

5.
Follow the wizard default settings, and enter a password for the certificate backup file when prompted.  
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Note: 

Do not select Delete the private key if export is successful because this option disables your current server certificate.

6.
Complete the wizard to export a backup copy of your server certificate.


For More Information

For conceptual information about how configuring SSL, see "Using Secure Sockets Layer" in "Securing Your Exchange Messaging Environment" in the Exchange Server 2003 Client Access Guide.

For detailed steps for adding Certificate Manager to MMC, see How to Add Certificate Manager to Microsoft Management Console.

How to Configure Virtual Directories to Use SSL

After you obtain an SSL certificate to use either with your Exchange front-end server on the default Web site or on the site where you host the \RPC, \OMA, \Microsoft-Server-ActiveSync, \Exchange, \Exchweb, and \Public virtual directories, you can configure the default Web site to require Secure Sockets Layer (SSL). 
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Note: 

The \Exchange, \Exchweb, \Public, \OMA, and \Microsoft-Server-ActiveSync virtual directories are installed by default on any Exchange 2003 installation. The \RPC virtual directory for RPC over HTTP communication is installed manually when you configure Exchange to support RPC over HTTP. For more information about how to set up Exchange to use RPC over HTTP, see Exchange Server 2003 RPC over HTTP Deployment Scenarios.

Before You Begin

Configuring virtual directories to use SSL is just one step in configuring SSL. For an overview of the procedures that you must follow to configure SSL, see "How to Use SSL to Secure the Communications Between the Client Messaging Applications and the Exchange Front-End Server" in the Exchange Server 2003 Client Access Guide. 

Before you perform this procedure, you must read "Using Secure Sockets Layer" in "Securing Your Exchange Messaging Environment" in the Exchange Server 2003 Client Access Guide. 

Procedure
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To configure virtual directories to use SSL

	1.
In Internet Information Services (IIS), select the Default Web site or the Web site where you are hosting your Exchange services, and then click Properties. 

2.
On the Directory Security tab, in Secure Communications, click Edit. 

3.
In Secure Communications, select Require Secure Channel (SSL).

4.
After you complete this procedure, all virtual directories on the Exchange front-end server on the default Web site are configured to use SSL.


How to Configure the RPC Proxy Server to Use Specified Ports for RPC over HTTP

This topic explains how to configure the RPC proxy server to use specified ports for RPC over HTTP.
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Note: 

You can also use the Rpccfg tool to set and troubleshoot port assignments. The Rpccfg tool is included in the Windows Server 2003 Resource Kit Tools.

After you configure the RPC over HTTP networking component for Internet Information Services, configure the RPC proxy server. Configure the RPC proxy server to use specific ports to communicate with the directory service and with the information store on the Exchange computer.

For information about configuring all your global catalogs to use specific ports for RPC over HTTP for directory services, see How to Set the NTDS Port on a Global Catalog Server Acting as an Exchange Server 2003 Back-End Server.

Before You Begin

Verify the registry values automatically set for the Exchange ports mentioned below. When you run Exchange Server 2003 Setup, Exchange is configured to use the ports in the following table. 

	Server
	Port
	Service

	Exchange Server (Global Catalog)
	6001
	Store

	 
	6002
	DSReferral

	 
	6004
	DSProxy


The three registry values that follow are automatically configured by Exchange Server 2003 Setup. Although you do not have to configure these registry values, you might want to verify that these registry values are configured correctly. 

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\MSExchangeIS\ParametersSystem
Value name: Rpc/HTTP Port

Value type: REG_DWORD

Value data: 0x1771 (Decimal 6001)

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\MSExchangeSA\Parameters
Value name: HTTP Port

Value type: REG_DWORD

Value data: 0x1772 (Decimal 6002)

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\MSExchangeSA\Parameters
Value name: Rpc/HTTP NSPI Port

Value type: REG_DWORD

Value data: 0x1774 (Decimal 6004)
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Note: 

Do not modify these registry values. If you modify these registry values, RPC over HTTP may not function correctly.

To configure the RPC proxy server to use specific ports, follow the steps below. The following steps contain information about editing the registry.
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Caution: 

Incorrectly editing the registry can cause serious problems that may require you to reinstall your operating system. Problems resulting from editing the registry incorrectly may not be able to be resolved. Before editing the registry, back up any valuable data.

Procedure
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To configure the RPC proxy server to use specified ports for RPC over HTTP 

	1.
On the RPC proxy server, start Registry Editor (Regedit).

2.
In the console tree, locate the following registry key: 

HKEY_LOCAL_MACHINE\Software\Microsoft\Rpc\RpcProxy
3.
In the details pane, right-click the ValidPorts subkey, and then click Modify.

4.
In Edit String, in the Value data box, type the following information:

ExchangeServer:6001-6002;ExchangeServerFQDN:6001-6002;ExchangeServer:6004;ExchangeServerFQDN:6004;

ExchangeServer is the NetBIOS name of your Exchange server.


ExchangeServerFQDN is the fully qualified domain name (FQDN) of your Exchange server. If the FQDN that is used to access the server from the Internet differs from the internal FQDN, you must use the internal FQDN.

To determine the NetBIOS name and the fully qualified domain name of your server, start a command prompt, type ipconfig /all, and then press ENTER. Under Windows IP Configuration, information that is similar to the following appears: 

Host Name .................: mycomputer Primary DNS Suffix ........: contoso.com
The host name is the NetBIOS name of your computer. The host name together with the primary DNS suffix is the fully qualified domain name of your computer. In this example, the fully qualified domain name is mycomputer.contoso.com.


For More Information

For more information, see the following topics in the Exchange Server 2003 RPC over HTTP Guide:


How to Deploy RPC over HTTP for the First Time on Exchange Server 2003 SP1, No Front-End Server

How to Deploy RPC over HTTP for the First Time on Exchange Server 2003, Front-End/Back-End Scenario

How to Deploy RPC over HTTP for the First Time on Exchange Server 2003, Front-End/Back-End Scenario, Back End on Global Catalog Server

How to Deploy RPC over HTTP for the First Time on Exchange Server 2003, No Front-End Server

How to Deploy RPC over HTTP for the First Time on Exchange Server 2003, No Front-End Server, Back-End on Global Catalog Server
How to Configure the RPC Virtual Directory in IIS

This topic explains how to configure the RPC virtual directory in Internet Information Services (IIS) and how to configure the RPC virtual directory to use Secure Sockets Layer (SSL) for all client-side connections 

After you have configured a server in your organization as an RPC proxy server, you must configure the RPC virtual directory in IIS if either of the following conditions is true:


The RPC proxy server is running Microsoft® Exchange Server 2003 and does not have Service Pack 1 (SP1) installed.


You have SP1 installed in your organization, but you do not have a front-end server.

After completing these procedures, your RPC virtual directory will be ready to use Basic authentication and NTLM authentication.

Before You Begin

Before you perform the procedures in this topic, confirm that you have configured a server as an RPC proxy server by installing the Microsoft Windows® RPC networking component.

Procedure to Configure RPC Virtual Directory in IIS
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To configure the RPC virtual directory in IIS

	1.
Click Start, point to All Programs, point to Administrative Tools, and then click Internet Information Services (IIS) Manager.

2.
In Internet Information Services (IIS) Manager, in the console tree, expand the server you want, then expand Web Sites.
3.
Expand Default Web Site, right-click the RPCvirtual directory, and then click Properties.

4.
In the RPC Virtual Directory Properties page, on the Directory Security tab, in the Authentication and access control pane, click Edit. 

5.
In the Authentication Methods window, verify that the check box next to Enable anonymous access is cleared. 
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Note: 

RPC over HTTP does not allow anonymous access by default, despite what the user interface shows.

6.
In the Authentication Methods window, under Authenticated access, select the check box next to Basic authentication (password is sent in clear text) and click OK. You receive the following message: 

The authentication option you have selected results in passwords being transmitted over the network without data encryption. Someone attempting to compromise your system security could use a protocol analyzer to examine user passwords during the authentication process. For more detail on user authentication, consult the online help. This warning does not apply to HTTPS(orSSL) connections.
Are you sure you want to continue?
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Note: 

 In this error message, the word "HTTPS(orSSL)" is a misspelling for the words "HTTPS (or SSL)."

In the Authentication Methods window, under Authenticated access, you can also select the check box next to Integrated Windows authentication (NTLM). However, it is recommended that you use Basic authentication over NTLM because of two reasons. First, RPC over HTTP currently supports only NTLM – it doesn’t support Kerberos. Second, if there is an HTTP Proxy or a firewall between the RPC over HTTP client and the RPC Proxy, which inserts via the pragma in the HTTP header, NTLM authentication will not work. For more information see, RPC over HTTP Deployment Recommendations.

7.
To save your settings, click Apply, and then click OK.

8.
Ensure that you have a valid SSL certificate installed on the virtual server.


Procedure to Configure RPC Virtual Directory to Use SSL

The RPC virtual directory is configured to use basic authentication. We recommend that you use SSL together with basic authentication. To enable SSL on the RPC virtual directory, you must obtain and publish a certificate. This procedure assumes that you have obtained and published a certificate. To configure the RPC virtual directory to require SSL for all client-side connections, follow these steps:

[image: image253.png]


To configure RPC virtual directory to use SSL

	1.
Click Start, point to Administrative Tools, and then click Internet Information Services (IIS) Manager.

2.
Expand Web Sites, expand Default Web Site, right-click Rpc, and then click Properties.

3.
Click the Directory Security tab, and then click Edit under Secure communications.

4.
Click to select the Require secure channel (SSL) check box and the Require 128-bit encryption check box.
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Note: 

We recommend that you click to select the Require 128-bit encryption check box. However, RPC over HTTP functions correctly even if you do not require 128-bit encryption.

5.
Click OK, click Apply, and then click OK.


For More Information

For more information, see the following topics in the Exchange Server 2003 RPC over HTTP Guide:


How to Deploy RPC over HTTP for the First Time on Exchange Server 2003 SP1, No Front-End Server

How to Deploy RPC over HTTP for the First Time on Exchange Server 2003, Front-End/Back-End Scenario

How to Deploy RPC over HTTP for the First Time on Exchange Server 2003, Front-End/Back-End Scenario, Back End on Global Catalog Server

How to Deploy RPC over HTTP for the First Time on Exchange Server 2003, No Front-End Server

How to Deploy RPC over HTTP for the First Time on Exchange Server 2003, No Front-End Server, Back-End on Global Catalog Server

How to Verify RPC Virtual Directory Configuration
How to Create an Outlook Profile for Users to Use with RPC over HTTP

This topic explains how to create a Microsoft® Office Outlook® profile for users to use with RPC over HTTP. 

For your users to use RPC over HTTP from their client computer, they must create an Outlook profile that uses the required RPC over HTTP settings. These settings enable Secure Sockets Layer (SSL) communication with Basic authentication or NTLM authentication. SSL is required when you use RPC over HTTP.

Before you begin the procedure in this topic, confirm the following:


You are running one of the following on the client computer:


Microsoft Windows® XP with Service Pack 1 and 331320 hotfix or later


Microsoft Windows Server 2003


You are running Outlook 2003 on the client computer.


You have completed all other steps for configuring RPC over HTTP on your Exchange servers.

Procedure
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To create an Outlook profile for users to use with RPC over HTTP

	1.
On the client computer where Outlook 2003 is installed, click Start, and then click Control Panel.

2.
In Control Panel, perform one of the following tasks: 


If you are using Category View, in the left pane, under See Also, click Other Control Panel Options, and then click Mail.


If you are using Classic View, double-click Mail.

3.
In Mail Setup, under Profiles, click Show Profiles.

4.
In Mail, click Add.

5.
In New Profile, in the Profile Name box, type a name for this profile, and then click OK.

6.
In the E-mail Accounts wizard, click Add a new e-mail account, and then click Next.

7.
On the Server Type page, click Microsoft Exchange Server, and then click Next.

8.
On the E-mail Accounts page, do the following:

a.
In the Microsoft Exchange Server box, type the fully qualified domain name (FQDN) of your back-end Exchange server where your mailbox resides. 

b.
Click to clear the Use Cached Exchange Mode check box.
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Important: 

Temporarily turn off Cached Exchange mode to test your configuration. We recommend that you enable Cached Exchange mode after you test your RPC over HTTP configuration.

c.
In the User Name box, type the name of the user account that you want to use.

d.
Click More Settings.
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Note: 

At this stage, the client application attempts to resolve the user name on the Exchange server. If you cannot access your Exchange back-end server directly by using TCP/IP, this operation will time out and present a dialog box that prompts you to confirm your user name and mailbox. Click Cancel on this dialog box.

9.
In the Microsoft Exchange Server dialog box, do the following:

a.
On the Connection tab, in the Connection pane, select either Connect using my Local Area Network (LAN) or Connect using Internet Explorer's or a 3rd party dialer. Select the connection type based on the method that you use to connect to the Internet. 

b.
On the Connection tab, in the Exchange over the Internet pane, select the Connect to my Exchange mailbox using HTTP check box.
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Note: 

If the Exchange over the Internet area does not appear on the Connection tab, see the How to Verify Client Computer Configuration.

c.
Click Exchange Proxy Settings.

10.
In the Exchange Proxy Settings dialog box, in the Connections Settings pane, perform the following steps:

a.
Enter the FQDN of the RPC proxy server in the Use this URL to connect to my proxy server for Exchange box. The RPC proxy server is the Exchange server that users can connect to on the Internet. For example, type mail.contoso.com.

b.
Select the Connect using SSL only check box.

c.
If you want to enable mutual authentication, select the Mutually authenticate the session when connecting with SSL check box.

d.
If you enabled mutual authentication, enter the FQDN of the RPC proxy server in the Principle name for proxy server box. Use the format: msstd:FQDN of RPC Proxy Server.

e.
As an optional step, you can configure Outlook 2003 to connect to your Exchange server by default by using RPC over HTTP. To do this, select the check box next to On fast networks, connect to Exchange using HTTP first, then connect using TCP/IP.
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Note: 

Outlook defines a fast connection as a connection that is faster than 128 kilobits per second (Kbps). Outlook defines a slow connection as a connection that is slower than or equal to 128 Kbps.

The following figure shows the Exchange Proxy Settings dialog box.

Exchange Proxy Settings
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11.
In the Exchange Proxy Settings dialog box, in the Proxy authentication settings pane, in the Use this authentication when connecting to my proxy server for Exchange list, select either Basic Authentication or NTLM Authentication.

12.
Click OK in the Exchange Proxy Settings box, click OK in the Microsoft Exchange Server box, click Next on the E-mail Accounts page, click Finish to close the wizard, and then click OK. 
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To modify an existing Outlook profile for users to use with RPC over HTTP

	1.
Use either Control Panel or Outlook to open the E-Mail Accounts wizard. 

To open the E-Mail Accounts wizard using Control Panel, do the following:

a.
On the client computer where Outlook 2003 is installed, click Start, and then click Control Panel.

b.
In Control Panel, perform one of the following tasks: 

•   If you are using Category View, in the left pane, under See Also, click Other Control Panel Options, and then click Mail.

•   If you are using Classic View, double-click Mail.

c.
In Mail Setup, under Profiles, click Show Profiles.

d.
In Mail, click the profile that you want to change, and then click Properties.

e.
In Mail Setup, click E-mail Accounts.

To open the E-Mail Accounts wizard using Outlook, do the following:

a.
In Outlook, on the Tools menu, click E-Mail Accounts.

2.
In the E-mail Accounts wizard, click View or change existing e-mail accounts, and then click Next.

3.
On the E-mail Accounts page, select the Microsoft Exchange Server account, and then click Change.

4.
On the Exchange Server Settings page, click More Settings.

5.
In the Microsoft Exchange Server dialog box, do the following:

a.
On the Connection tab, in the Connection pane, select either Connect using my Local Area Network (LAN) or Connect using Internet Explorer's or a 3rd party dialer. Select the connection type based on the method that you use to connect to the Internet. 

b.
On the Connection tab, in the Exchange over the Internet pane, select the Connect to my Exchange mailbox using HTTP check box.

c.
Click Exchange Proxy Settings.

6.
In the Exchange Proxy Settings dialog box, in the Connections Settings pane, do the following steps:

a.
Enter the fully qualified domain name (FQDN) of the RPC proxy server in the Use this URL to connect to my proxy server for Exchange box. The RPC proxy server is the Exchange server that users can connect to on the Internet. For example, type mail.contoso.com.

b.
Select the Connect using SSL only check box.

c.
If you want to enable mutual authentication, select the Mutually authenticate the session when connecting with SSL check box.

d.
If you enabled mutual authentication, enter the FQDN of the RPC proxy server in the Principle name for proxy server box. Use the format: msstd:FQDN of RPC Proxy Server.

e.
As an optional step, you can configure Outlook 2003 to connect to your Exchange server by default by using RPC over HTTP. To do this, select the check box next to On fast networks, connect to Exchange using HTTP first, then connect using TCP/IP.
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Note: 

Outlook defines a fast connection as a connection that is faster than 128 kilobits per second (Kbps). Outlook defines a slow connection as a connection that is slower than or equal to 128 Kbps.

The following figure shows the Exchange Proxy Settings dialog box.

Exchange Proxy Settings
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7.
In the Exchange Proxy Settings dialog box, in the Proxy authentication settings pane, in the Use this authentication when connecting to my proxy server for Exchange list, select either Basic Authentication or NTLM Authentication.

8.
Click OK in the Exchange Proxy Settings box, click OK in the Microsoft Exchange Server box, click Next on the E-mail Accounts page, click Finish to close the wizard, and then click OK.


For More Information

For more information about configuring Outlook 2003 profiles for RPC over HTTP, see:


Video that shows how to configure Outlook 2003 MAPI profile to connect to Exchange Server 2003 using RPC over HTTP (http://go.microsoft.com/fwlink/?LinkId=64060)
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Note: 

The video is in Windows Media Player format. If you have trouble viewing the video, see the Windows Media Player support page.


Configuring Outlook 2003 for RPC over HTTP

Customizing Outlook Profiles by Using PRF Files

Configuring Outlook Profiles by Using a PRF File
For information about deploying RPC over HTTP in different Exchange Server 2003 scenarios, see the following topics in the Exchange Server 2003 RPC over HTTP Guide:


How to Deploy RPC over HTTP for the First Time on Exchange Server 2003 SP1 (Front-End/Back-End Scenario)

How to Deploy RPC over HTTP for the First Time on Exchange Server 2003 SP1, No Front-End Server

How to Deploy RPC over HTTP for the First Time on Exchange Server 2003, Front-End/Back-End Scenario

How to Deploy RPC over HTTP for the First Time on Exchange Server 2003, Front-End/Back-End Scenario, Back End on Global Catalog Server

How to Deploy RPC over HTTP for the First Time on Exchange Server 2003, No Front-End Server
How to Limit SecurID Authentication to the Microsoft-Exchange-ActiveSync Virtual Directory

By default, the ACE/Agent is configured to protect the entire Web server. When deploying RSA SecurID in your organization, you can configure the front-end server so that RSA SecurID authentication is limited to Exchange ActiveSync.

Before You Begin

This procedure is only one of a series of steps that you can perform when deploying RSA SecurID two-factor authentication. Before performing the steps in this procedure, see "How to Use RSA SecurID with Exchange ActiveSync" in the Exchange Server 2003 Client Access Guide.

Procedure
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To limit SecurID authentication to the Microsoft-Exchange-ActiveSync virtual directory

	1.
To disable server-wide protection, in the Internet Information Services (IIS) snap-in, right-click the default Web server, and then click Properties.

2.
Click the RSA SecurID tab, and then clear the Protect This Resource check box. (This step ensures that RSA SecurID is not enabled for the entire server, but rather only for the virtual roots that you specify.)

3.
To enable protection for the virtual directories, in the IIS snap-in, right-click the Microsoft-Server-ActiveSync virtual directory, and then click Properties.

4.
Select the RSA SecurID tab, and then select the Protect This Resource check box.
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Note: 

If the check box is selected and shaded, this means that the virtual directory is inheriting its setting from the parent directory. Inspect the properties for the parent directory, and clear the Protect This Resource check box if you do not want the parent directory to be protected. Then, return to the child directory and make sure the check box is selected. 


For More Information

For an overview of RSA SecureID, see "Configuring Exchange ActiveSync to Use RSA SecureID" in "Configuring Mobile Device Support" in the Exchange Server 2003 Client Access Guide.

How to Configure Custom HTTP Responses for Devices

When deploying RSA SecurID in your organization, the ActiveSync client on the Microsoft® Windows Mobile™ device must be able to distinguish between RSA SecurID authentication and Exchange ActiveSync responses. To enable this capability, you must configure custom HTTP response headers on the WebID virtual root that contains the HTML forms configured by RSA ACE/Agent.

Before You Begin

This procedure is only one of a series of steps that you must perform when deploying RSA SecurID two-factor authentication. Before performing the steps in this procedure, read "How to Use RSA SecurID with Exchange ActiveSync" in the Exchange Server 2003 Client Access Guide.

Procedure
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To configure custom HTTP responses for devices

	1.
In the IIS snap-in for MMC, locate the WebID virtual directory on the front-end server. This virtual directory is created by SecurID and contains the SecurID authentication forms and responses.

2.
Right-click the WebID virtual directory, and then click Properties to open the properties for this virtual directory.

3.
Click the HTTP Headers tab, click the Add button, and then enter the following header information.
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Note: 

The following value is case-sensitive and must be entered on one line. 

Custom Header Name: MSAS-TwoFactorAuth Custom Header Value: True Custom Header Name: MS-ASProtocolVersions Custom Header Value: 1.0,2.0 Custom Header Name: MS-ASProtocolCommands Custom Header Value: Sync,SendMail,SmartForward,SmartReply,GetAttachment,GetHierarchy,CreateCollection,DeleteCollection,MoveCollection,FolderSync,FolderCreate,FolderDelete,FolderUpdate,MoveItems,GetItemEstimate,MeetingResponse


How to Enable or Disable Outlook Mobile Access at the User Level

By default, Outlook Mobile Access is disabled when you install Microsoft® Exchange Server 2003. For users to use Outlook Mobile Access, you must first enable it. You enable Outlook Mobile Access for specific users or groups of users with Active Directory Users and Computers.

Before You Begin

You can perform this task using Active Directory Users and Computers, with or without the Exchange Task Wizard. The advantage to doing it with the Exchange Task Wizard is that you can modify the settings for multiple objects at one time.

Procedure
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To enable or disable Outlook Mobile Access at the user level

	1.
Log on to the Exchange server as an Exchange administrator with the user's mailbox, and then start Active Directory Users and Computers.

2.
Expand the domain, and then open the location for the users whose settings that you want to modify.

3.
Right-click the user or users whose Outlook Mobile Access settings you want to modify, and then select Exchange Tasks.

4.
In the Exchange Task Wizard, on the Available Tasks page, select Configure Exchange Features, and then click Next.

5.
On the Configure Exchange Features page, select Outlook Mobile Access, and then select one of the following: 


To allow users to use Outlook Mobile Access, select Enable.


To prevent users from using Outlook Mobile Access, select Disable.


To prevent the users' settings from being modified when you have selected more than one user, select Do not Modify.

6.
Click Next to apply your changes.

7.
Click Finish.


For More Information

For detailed steps for configuring Outlook Mobile Access at the organizational level, see How to Enable or Disable Outlook Mobile Access at the Organizational Level.

For an overview of how to deploy Outlook Mobile Access in your organization, see "Configuring Outlook Mobile Access" in the Exchange Server 2003 Client Access Guide.

How to Verify ACE/Agent is Configured to Protect the Entire Web Server

When deploying RSA SecureID in your organization, you must configure Internet Information Services (IIS) to protect the virtual directories that your users access when they use Exchange ActiveSync. Microsoft® Exchange Server 2003 uses the \Microsoft-Server-ActiveSync virtual directory.

This procedure shows you how to verify that the ACE/Agent is configured to protect the entire Web server. By default, the ACE/Agent is configured to protect the entire Web server.

Before You Begin

This procedure is only one of a series of steps that you must perform when deploying RSA SecurID two-factor authentication. Before performing the steps in this procedure, see "How to Use RSA SecurID with Exchange ActiveSync" in the Exchange Server 2003 Client Access Guide.

If you do not want to protect the entire Web server with RSA SecurID, you configure the RSA ACE/Agent so that SecurID protects only Exchange ActiveSync. You may want to do this if you intend to enable additional services, such as Outlook Web Access and Outlook Mobile Access, on the same server without protecting those services with SecurID. For detailed steps for how to limit RSA SecurID authentication to Exchange ActiveSync, see How to Limit SecurID Authentication to the Microsoft-Exchange-ActiveSync Virtual Directory.

Procedure
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To verify ACE/Agent is configured to protect the entire Web server

	1.
In the Internet Information Services snap-in for MMC, right-click the default Web server and select Properties. 

2.
Click the RSA SecurID tab, and verify that the Protect This Resource check box is selected.


For More Information

For an overview of RSA SecureID, see "Configuring Exchange ActiveSync to Use RSA SecureID" in "Configuring Mobile Device Support" in the Exchange Server 2003 Client Access Guide.

How to Enable or Disable Outlook Mobile Access at the Organizational Level

By default, Outlook Mobile Access is disabled when you install Microsoft® Exchange Server 2003. For users to use Outlook Mobile Access, you must first enable it. You enable Outlook Mobile Access at the organizational level using Exchange System Manager.

Procedure
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To enable or disable Outlook Mobile Access at the organizational level

	1.
On the Exchange server where the user's mailbox is located, log on as an Exchange administrator and start Exchange System Manager.

2.
Expand Global Settings, right-click Mobile Services, and then click Properties.

3.
On the Mobile Services properties page, in Outlook Mobile Access, select Enable Outlook Mobile Access.

4.
To enable users to use unsupported devices, select the Enable unsupported devices check box.
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Note: 

For more information about supported devices for Exchange and planning for mobile device support with Exchange, see the section "Mobile Device Support for Exchange Server 2003" in Planning an Exchange Server 2003 Messaging System. 

5.
Click OK.


For More Information

For detailed steps for configuring Outlook Mobile Access for a specific user or group of users, see How to Enable or Disable Outlook Mobile Access at the User Level.

For an overview of how to deploy Outlook Mobile Access in your organization, see "Configuring Outlook Mobile Access" in the Exchange Server 2003 Client Access Guide.

How to Configure the Exchange ActiveSync Up-to-Date Notifications Feature

After you configure your organization to use Microsoft® Exchange ActiveSync, you can configure your Exchange Server 2003 servers so that users can receive up-to-date notifications to keep their devices current with the changes that occur when a new item arrives in their Exchange mailbox. This notification prompts the user's device to synchronize the device with the Exchange mailbox automatically.

Procedure
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To configure the Exchange ActiveSync up-to-date notifications feature

	1.
Ensure that Exchange is configured to support the always up-to-date notification feature. For detailed steps, see the following procedures:


How to Enable and Disable Exchange ActiveSync Features at the Organizational Level.


"How to Enable and Disable Up-to-Date Notifications at the User Level" in the Exchange Server 2003 Client Access Guide.

2.
Configure any mobile carriers that you need to support your deployment. For detailed steps, see "How to Configure a Mobile Carrier When Using Up-to-Date Notifications" in the Exchange Server 2003 Client Access Guide.

3.
Configure your user devices to use the up-to-date notification feature. For detailed steps, see How to Specify a Mobile Operator for Up-to-Date Notifications on a Device.


For More Information

For conceptual information about the Exchange ActiveSync up-to-date notifications feature, see "Enabling Up-to-Date Notifications for Your Organization" in "Managing Mobile Services" in the Exchange Server 2003 Client Access Guide. 

How to Configure a Mobile Device to Use Exchange ActiveSync

The following procedure explains how to configure a mobile device such as the Pocket PC Phone Edition to use Exchange ActiveSync®. We recommend you perform this procedure on each mobile device in your organization. As an alternative, you can instruct your users how to configure their own devices.

Procedure
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To configure a mobile device to use Exchange ActiveSync

	1.
On the mobile device, from the Today screen, tap Start, and then tap ActiveSync.

2.
Tap Tools, tap Options, and then tap the Server tab.

3.
Select the check box next to each type of information that you want to synchronize with the server.

4.
To configure synchronization options for each type of information, select the type of information, and then tap Settings.

5.
In the Server Name field, enter the address or name of the server to connect to when synchronizing Exchange data. 

6.
Tap Advanced.

7.
On the Connection tab, enter the user name, password, and domain name.

8.
On the Rules tab, select the rule that best applies to you, for how you want synchronization to work whenever information about your device and your Exchange server have both been changed.

9.
Tap OK to accept the changes you made to ActiveSync.

10.
Repeat this procedure for each of your users' Pocket PC Phone Edition devices. As an alternative, instruct your users about how to configure their devices for use with Exchange ActiveSync.


For More Information

To resolve Exchange ActiveSync and Outlook Mobile Access errors, see the Microsoft Knowledge Base article 817379: Exchange ActiveSync and Outlook Mobile Access errors occur when SSL or forms-based authentication is required for Exchange Server 2003.

To troubleshoot Exchange ActiveSync issues, see Microsoft support Web cast, Troubleshooting Microsoft Exchange Server 2003 ActiveSync issues (TechNet Support Web Cast). 

To get information on Exchange ActiveSync 4.0 error codes, see the Microsoft Knowledge Base article 915152: Information about Microsoft ActiveSync 4.0 error codes, error messages, and how to troubleshoot the error codes.

How to Access Exchange Data Using Outlook Mobile Access

After you configure Microsoft® Exchange Server 2003 for Outlook Mobile Access, and your users have mobile devices that can use a mobile network to access Exchange 2003 servers, they must know how to access their Exchange server and use Outlook Mobile Access. The following procedure describes how to use Outlook Mobile Access on a Pocket PC Phone Edition device. 

Procedure
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To access Exchange data using Outlook Mobile Access

	1.
On the device, from the Today screen, tap Start, and then tap Internet Explorer.

2.
On the Internet Explorer screen, tap View, and then tap Address Bar to open the address bar in your browser window.

3.
Tap anywhere inside the address bar, enter the following URL, and then tap the Go button: https://ExchangeServerName/oma, where ExchangeServerName is the name of your Exchange server running Outlook Mobile Access. 
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Note: 

If a connection bubble does not appear, you may have to connect to your network manually. 

4.
At the Network Log On screen, enter the user name, password, and domain in the spaces provided, and then tap OK.

5.
Repeat this procedure for each of your users' Pocket PC Phone Edition devices. As an alternative, instruct your users about how to configure their devices for use with Exchange ActiveSync.


For More Information

For an overview of how to deploy Outlook Mobile Access in your organization, see "Configuring Outlook Mobile Access" in the Exchange Server 2003 Client Access Guide.

How to Specify a Mobile Operator for Up-to-Date Notifications on a Device

This topic explains how to specify a mobile operator on a device that will be using Microsoft® Exchange ActiveSync up-to-date notifications. 

Before You Begin

The procedure in this topic is designed to help you understand how to set the mobile operator on a device.

Procedure

[image: image277.png]


To specify a mobile operator for up-to-date notifications on a device

	1.
In ActiveSync, on a mobile device that is powered by Microsoft Windows®, tap Tools, and then tap Options.

2.
On the Server tab, tap Options.

3.
On the Server Synchronization Options screen, tap Device Address.

4.
On the Device Address screen, do one of the following: 


If your users are using a mobile operator that you specify, select Corporate Service Provider, and then enter the Device Phone Number and Service Provider Name in the fields that are provided.

5.
If your users are using their own mobile operators, select Device SMS Address, and then enter the device address in the field provided.


For More Information

For conceptual information about up-to-date notifications, see "Enabling Up-to-Date Notifications for Your Organization" in "Managing Client Access to Exchange Server 2003" in the Exchange Server 2003 Client Access Guide.  

How to Enable and Disable Exchange ActiveSync Features at the Organizational Level

The following procedure describes how to enable or disable user-initiated synchronization and up-to-date notifications for your organization.

Procedure
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To enable and disable Exchange ActiveSync features at the organizational level

	1.
Start Exchange System Manager. 

2.
Expand Global Settings, right-click Mobile Services, and then click Properties.

3.
On the Mobile Services Properties page, under Exchange ActiveSync, select from the following check boxes: 


Select Enable user initiated synchronization to allow users to use Pocket PC 2002 devices to synchronize their Exchange data.


Select Enable up-to-date notifications to enable users to receive notifications that are sent from the Exchange server to devices that allow notifications.


Select Enable notifications to user specified SMTP addresses to enable users to use their own SMTP carrier for notifications. 
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Note: 

With this feature enabled, when a new message arrives in a user's mailbox, up-to-date notifications allow synchronization to occur on a user's device. Enable this feature if you have users who are using mobile devices to synchronize, and you do not want to specify the carrier.

4.
Click Apply, and then click OK.


For More Information

For detailed steps for enabling ActiveSync features at the user level see How to Enable and Disable Exchange ActiveSync Features at the User Level.

For detailed steps for how to configure a mobile device to use Exchange ActiveSync, see How to Configure a Mobile Device to Use Exchange ActiveSync.

How to Enable and Disable Exchange ActiveSync Features at the User Level

The following procedures describe how to enable or disable the Exchange ActiveSync application for a specific user or group of users in your organization. 

Before You Begin

You can perform these tasks using Active Directory User and Computers, with or without the Exchange Task Wizard. The advantage to performing it with the Exchange Task Wizard is that you can modify the settings for multiple objects at one time.

Procedure
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To enable and disable Exchange ActiveSync features at the user level

	1.
On the Exchange server with the user's mailbox, log on with the Exchange administrator account, and then start Active Directory Users and Computers.

2.
Expand the domain, and then open the location for the users that you want to manage.

3.
Right-click the user or users whose Exchange ActiveSync settings you want to modify, and then select Exchange Tasks.

4.
In the Exchange Task Wizard, on the Available Tasks page, select Configure Exchange Features, and then click Next.

5.
On the Configure Exchange Features page, select User initiated synchronization, and then select one of the following: 


To permit users to use Exchange ActiveSync to synchronize their Exchange mailbox with their mobile devices, select Enable.


To prevent users from using Exchange ActiveSync, select Disable.


To prevent the users' settings from being modified when you have selected more than one user, select Do not modify.

6.
Click Next to apply your changes.

7.
Click Finish.
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Note: 

To view a detailed report of the settings and the changes you made to users, select View detailed report when this wizard closes.


For More Information

For detailed steps for enabling ActiveSync features at the organizational level, see How to Enable and Disable Exchange ActiveSync Features at the Organizational Level.

For detailed steps for how to configure a mobile device to use Exchange ActiveSync, see How to Configure a Mobile Device to Use Exchange ActiveSync.

For complete information about configuring the Exchange ActiveSync up-to-date notifications feature in your organization, see How to Configure the Exchange ActiveSync Up-to-Date Notifications Feature.

How to Enable Forms-Based Authentication

To enable the Outlook Web Access logon page, you must enable forms-based authentication on the server.

Before You Begin

If you are using forms-based authentication with Secure Sockets Layer (SSL) offloading, you must configure your Exchange Server front-end servers to handle this scenario.

For detailed steps, see "How to Enable Forms-Based Authentication When Using SSL Offloading" in the Exchange Server 2003 and Exchange 2000 Server Front-End and Back-End Server Topology Guide.

Procedure
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To enable forms-based authentication

	1.
On the Exchange server, log on with the Exchange administrator account, and then start Exchange System Manager.

2.
In the console tree, expand Servers.

3.
Expand the server for which you want to enable forms-based authentication, and then expand Protocols.

4.
Expand HTTP, right-click Exchange Virtual Server, and then click Properties.

5.
In the Exchange Virtual Server Properties dialog box, on the Settings tab, in the Outlook Web Access pane, select the Enable Forms Based Authentication option.

6.
Click Apply, and then click OK.


For More Information

For more information, see the following topics in the Exchange Server 2003 Client Access Guide:


For detailed steps about how to configure the public computer cookie time-out value, see "How to Set the Outlook Web Access Forms-Based Authentication Public Computer Cookie Time-Out Value."


For detailed steps about how to configure the trusted computer cookie time-out value, see "How to Set the Outlook Web Access Forms-Based Authentication Trusted Computer Cookie Time-Out Value."


For information about managing and configuring Outlook Web Access, see the following topics:


"Configuring Outlook Web Access"


"Managing Outlook Web Access" 

How to Enable Outlook Web Access Data Compression

Outlook Web Access supports data compression, which is optimal for slow network connections. Depending on the compression setting you use, Outlook Web Access compresses static Web pages, dynamic Web pages, or both. The following table lists the compression settings that are available in Microsoft® Exchange Server 2003 for Outlook Web Access.

Compression settings for Outlook Web Access

	Compression setting
	Description

	High
	Compresses both static and dynamic pages.

	Low
	Compresses only static pages.

	None
	No compression is used.


Before You Begin

To use data compression for Outlook Web Access in Exchange Server 2003, verify that your organization meets the following prerequisites:


The Exchange server that users authenticate against for Outlook Web Access must be running Microsoft Windows Server™ 2003.


Your users' mailboxes must be on Exchange 2003 servers. (If you have a mixed deployment of Exchange mailboxes, you can create a separate virtual server on your Exchange server just for Exchange 2003 users and enable compression on it.)


Client computers must be running Microsoft Internet Explorer version 6 or later. The client computers must also be running Microsoft Windows® XP or Microsoft Windows 2000 Server and have installed on them the security update that is discussed in Microsoft Security Bulletin MS02-066, "Cumulative Patch for Internet Explorer (Q328970)." 
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Note: 

If a user does not have a supported browser for compression, the client computer still operates normally.


You may need to enable HTTP 1.1 support through proxy servers for some dial-up connections. (HTTP 1.1 support is required for compression to function correctly.) 

Procedure
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To enable Outlook Web Access data compression

	1.
 Start Exchange System Manager.

2.
In the details pane, expand Servers, expand the server you want, and then expand Protocols.

3.
Expand HTTP, right-click Exchange Virtual Server, and then click Properties.

4.
In Exchange Virtual Server Properties, on the Settings tab, under Outlook Web Access, use the Compression list to select the compression level you want (None, Low, or High).

5.
Click Apply, and then click OK.


For More Information

For information about managing and configuring Outlook Web Access, see the following topics in the Exchange Server 2003 Client Access Guide:


Configuring Outlook Web Access


Managing Outlook Web Access

How to Start, Pause, or Stop a Virtual Server

If you set services to start automatically and then must start, pause, or stop the services, use Exchange System Manager. 

Procedure
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To start, pause, or stop the virtual server

	
In Exchange System Manager, right-click the IMAP4, POP3, or NNTP virtual server you want to manage, and do one of the following:


To start the service, click Start.


To change the server status to paused or to restart a server that has previously been paused, click Pause. 
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Note: 

When a server is paused, an icon indicating that the server is paused appears next to the server name in the console tree.


To change the server status to stopped, click Stop. 
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Note: 

When a server is stopped, an icon indicating that the server is stopped appears next to the server name in the console tree.


For More Information

For more information, see the following topics in the Exchange Server 2003 Client Access Guide:


For information about how to enable POP3, IMAP4, and NNTP virtual servers, see How to Enable a POP3, IMAP4, or NNTP Virtual Server.


For information about configuring and managing client protocols, see Managing Protocols.

Synchronizing Multiple Exchange 2003 Forests

This topic provides information about synchronizing multiple Microsoft® Exchange Server forests. Before you perform the procedures listed in this topic, it is strongly recommended that first you read the guide Planning an Exchange Server 2003 Messaging System (http://go.microsoft.com/fwlink/?linkid=21766). The planning guide introduces you to the concepts behind running your Exchange organization in multiple forests. After familiarizing yourself with those concepts, read this section to learn how to synchronize your multiple Exchange organizations.

Specifically, this topic will:  


Provide you with the requirements necessary to use the GAL Synchronization feature in Microsoft Identity Integration Server (MIIS) 2003.


Show you how to configure mail flow between your forests.


Show you how to configure extended mail features (such as a shared SMTP domain namespace).


Show you how to use the Inter-Organization Replication Tool to synchronize free and busy data and replicate public folders.


Show you how to administer the messaging system across forests (for example, how to use Migration Wizard to move mailboxes between forests).

The first two bullets listed are required for basic messaging functionality. The remaining bullets are extended mail features specific to a multiple forest scenario. Essentially, your goal is to make features that were initially designed to function only in a single forest span multiple forests.

Overview: Multiple Forests Running Exchange

Although a single forest topology is recommended because it provides the richest set of messaging features, there are various reasons for implementing multiple forests. Some of these reasons include:  


You have multiple business units that require data and service isolation.


You have multiple business units that have separate schema requirements. 


You are confronted with a merger, acquisition, or divestiture. 

In the multiple forest scenario (Figure 1), a company has multiple Microsoft Active Directory® directory service forests, each containing an Exchange organization. In this scenario, user accounts are not separated from their mailboxes. Instead, a user account and its associated mailbox are in the same forest. However, because a GAL is specific to a single forest, users cannot see users, groups, or contacts in other forests. 

Figure 1   Exchange deployed in multiple forests with synchronization between forests (classic multiple forest configuration)
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Available Features in a Multiple Forest Environment

Most mail features were initially designed to function only in a single forest. Therefore, to ensure that these features are available across forests, you must overcome many design constraints. Some of the more advanced features, such as delegating mailbox access and viewing calendars, are not available if users are in different forests. Table 1 lists the available mail features in a multiple forest environment.

Table 1   Available features in a multiple forest environment

	Feature
	Available across forests? 

	Basic mail flow
	Yes. Trusts between forests are not required.

	Common global address list (GAL)
	Yes, with Microsoft Identity Integration Server (MIIS) 2003.

	Free and busy data synchronization
	Yes, with the Inter-Organization Replication Tool. In Microsoft Office Outlook®, a meeting organizer can add an attendee from another forest to a meeting request, and the organizer can check the attendee's availability on the Scheduling tab.

	Public folder synchronization
	Yes, with the Inter-Organization Replication Tool.

	Meeting request forwarding
	Yes, if you configured GAL Synchronization and set up SMTP authentication.

	Distribution groups
	Yes. A distribution group from another forest is represented as a contact. You can send mail to a distribution group in another forest (however, you cannot query the membership of the group).

	Secure/Multipurpose Internet Mail Extensions (S/MIME)
	Yes, with manual configuration. By default, user certificates are not synchronized between forests. You must configure userCertificate to enable S/MIME. Key Management Service in Exchange 2000 and Exchange 5.5 are not supported in a multi-forest environment.

	Delivery/read receipts
	Yes, if Global Settings are configured correctly. (There are a few options for doing this; see "Configuring Mail Flow Between Forests" later in this topic.)

	Shared SMTP namespace across forests
	Yes, if each organization has a unique SMTP domain namespace in addition to the shared namespace. Add a recipient policy that specifies the unique SMTP proxy address to each forest. (If Exchange 5.5 is running in the forest, Active Directory Connector (ADC) replicates the second proxy address to the Exchange 5.5 directory as long as two-way connection agreements are set up.)

	Public folder permissions
	No. When you use the Inter-Organization Replication Tool to replicate a public folder, the administrator for each forest must set the permissions on the folders.

	Rules
	No. Rules will not function during a cross-forest mailbox move and need to be re-created after the move.

	Mailbox delegation
	No. Because a user or group from another forest is represented as a contact, you cannot delegate mailbox access to someone in another forest. Contacts cannot be designated in a mailbox's access rights. Also, mailbox delegate permissions are not preserved when you move mailboxes from one forest to another. 

	Calendar viewing
	No. Although you can synchronize free and busy information across forests and use it to schedule meetings, you cannot use the Open Other User's Folder feature in Outlook to view the calendar details for a user in another forest. 

	Group membership viewing
	No. Because a group from another forest is represented as a contact, you cannot view the group's members. Group membership is not expanded until the e-mail message is sent to the source forest.

	Connectors to foreign messaging systems
	Yes. If one forest is connected to a foreign messaging system, and you are using MIIS 2003, you can replicate the foreign messaging system contacts to other forests. 

	Send as
	No. Users must be located in the same forest.

	Front-end server to multiple forests
	No. A front-end server cannot proxy requests to a back-end server in a different forest. This limitation applies whether you are using a front-end server for Outlook Web Access or Outlook Mobile Access.

	Exchange 2000 Instant Messaging Service
	Yes, but the forests cannot share the same namespace 


Using Gal Synchronization in MIIS 2003

By default, a global address list (GAL) contains mail recipients from a single forest. If you have a multiple forest environment, you can use the GAL Synchronization feature in Microsoft Integration Identity Server (MIIS) 2003 to ensure that the GAL in any given forest contains mail recipients from other forests. This feature creates mail-enabled contacts that represent recipients from other forests, thereby allowing users to view them in the GAL and send mail. For example, users in Forest A appear as contacts in Forest B and vice versa. Users in the target forest can then select the contact object that represents a recipient in another forest to send mail.

If each forest contains at least one Exchange 2003 server, you can use MIIS 2003 to synchronize forests that are running any combination of Exchange 5.5, Exchange 2000, and Exchange 2003. (GAL Synchronization does not work for pure Exchange 5.5 forests.) MIIS 2003 synchronizes the GALs, even if the source or target forest is in mixed mode and is running Active Directory Connector (ADC). In the source forest, ADC synchronizes Exchange 5.5 objects with Active Directory. MIIS 2003 then uses the objects in Active Directory to create the metadirectory objects that it synchronizes with other forests. In the target forest, ADC replicates the contacts into the Exchange 5.5 directory.

To enable GAL Synchronization, you create management agents that import mail-enabled users, contacts, and groups from designated Active Directory services into a centralized metadirectory. In the metadirectory, mail-enabled objects are represented as contacts. Groups are represented as contacts without any associated membership. The management agents then export these contacts to an organizational unit in the specified target forest.

The source forest is authoritative over the mail-enabled objects it supplies to MIIS 2003. If you make changes to the attributes of an object in a target forest, the changes do not propagate back to the source forest. 

Consider the following when setting up GAL Synchronization:  


Each management agent is designed to replicate between one forest and the MIIS 2003 metadirectory. Because of this, a single management agent cannot replicate end-to-end from one forest to another forest. Therefore, a separate management agent is required for each forest participating in the synchronization. 


To ensure that management agents can export contacts to target forests, the server running MIIS 2003 must connect through LDAP (port 389) to a  domain controller in each of the participating forests. Management agents must access domain controllers because of the rules set in MIIS 2003 Gal Synchronization.


When setting up a management agent, you must specify an account with the appropriate domain administrator permissions. 


If one of the forests contains a connector to a foreign messaging system, by default, that forest is authoritative for the contacts; however, this setting can be changed.


Users cannot send encrypted mail from one forest to a distribution list in another forest. In cases where forests are connected by an SMTP connector and synchronized with GAL Synchronization, a distribution list is represented as a contact in the target forest, and its membership cannot be expanded.

Supported Topologies for GAL Synchronization

The servers running MIIS 2003 and Exchange forests must be arranged in either a mesh or a hub–and-spoke configuration. A combination of the two configurations is also supported. However, you cannot connect the forests in a chain. Figures 2 and 3 illustrate the supported topologies.
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Important: 

 The MIIS2003 GAL Synchronization feature does not function in a resource forest model (in which user accounts exist in a separate forest from their mailboxes). Although you can configure MIIS to provision objects between a resource forest and an account forest, you cannot use the GAL Synchronization feature in MIIS2003 to do this. However, you can use GAL Synchronization to synchronize the resource forest and other Exchange forests. 

Figure 2   Hub-and-spoke topology
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In a hub-and-spoke topology (Figure 2), a single server runs MIIS 2003 and reads all of the data about all of the forests, evaluates changes and conflicts, and propagates the changes to each forest. This topology recommended because it is centrally administered and is the easiest topology to deploy. 
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Important: 

The accounts configured for the server running MIIS2003 must be able to write to all forests. For some organizations, this may pose a security issue. 

Figure 3   Supported mesh topology
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In a mesh topology, each forest contains a server running MIIS 2003. Each forest is responsible for setting up the connections from their server running MIIS 2003 to every other forest. This topology is complex and is not recommended without thorough pilot testing. The main reason for selecting this topology is that other forests do not have to allow write access to their directories. However, read access is still required; the management agents are configured to read directory information from all of the other forests.

Installing and Configuring GAL Synchronization in MIIS 2003

For complete information about how to install and configure the GAL Synchronization feature in MIIS 2003, see the following resources:  


Microsoft Identity Integration Server 2003 Scenarios (http://go.microsoft.com/fwlink/?LinkId=21270) 


Microsoft Identity Integration Server (MIIS) 2003 documentation (http://go.microsoft.com/fwlink/?LinkId=21271)

Configuring Mail Flow Between Forests

After setting up GAL synchronization, you must ensure that mail flows properly between organizations and the Internet. For basic mail flow, the only requirement is that a route can be resolved to each adjoining forest. Trusts between the forests are not required. 

Mail flow is determined by the network connectivity between forests and the way in which SMTP proxy addresses are configured. The ideal configuration is to have direct network connectivity between the forests with no firewalls. (If there are firewalls between the forests, you must open the appropriate ports.) 
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Note: 

No link state information or routing topology information is shared between forests. 

You must also set up SMTP connectors between the forests. Furthermore, it is recommended that you enable authentication across the forests. Enabling authentication has the following benefits:  


User name resolution (the ResolveP2 registry key) between forests is automatic, which means that a user's e-mail address resolves to the user's name that is stored in Active Directory.


Additional calendaring features and mail features, such as mail forwarding, are available.

To prevent the forging of identities (spoofing), Exchange 2003 requires authentication to resolve a sender's name to its display name in the GAL. Therefore, in a multiple forest environment, it is recommended that you configure authentication so that users who send mail from one forest to another are resolved to their display names in the GAL, rather than to their SMTP addresses. 

To enable cross-forest mail collaboration in Exchange 2003, additional configuration steps are required to resolve contacts outside your organization to their display names in Active Directory. You have two options to enable the resolution of these contacts:  


Option 1 (recommended)   Use authentication so that users who send mail from one forest to another are authenticated, and their names are resolved to their display names in the GAL.


Option 2   Restrict access to the SMTP virtual server that is used for cross-forest collaboration, and then configure Exchange to resolve anonymous e-mail. This configuration is supported, but not recommended. By default, in this configuration, the Exch50 message properties, which are the extended properties of a message, are not persisted when mail is sent from one forest to another. 

To understand the benefits of configuring cross-forest mail collaboration, consider the following scenarios of anonymous mail submission and cross-forest authenticated mail submission.

Scenario: Anonymous Mail Submission

E-mail addresses are not resolved if the submission is anonymous. Therefore, when an anonymous user who attempts to spoof (forge) an internal user's identity sends mail, the return address does not resolve to its display name in the global address list (GAL). 

Example:
Kim Akers is a legitimate internal user at Northwind Traders. Her display name in the GAL is Kim Akers, and her e-mail address is kim@northwindtraders.com.

To send mail, Kim must be authenticated. Because she is authenticated, the intended recipients of Kim's mail see that the sender is Kim Akers. In addition, the properties of Kim Akers are displayed as her GAL entry. However, if Ted Bremer attempts to forge Kim's address by using kim@northwindtraders.com in the From line and then sending the mail to the Exchange 2003 server at Northwind Traders, the e-mail address is not resolved to Kim's display name because Ted did not authenticate. Therefore, when this e-mail message displays in Outlook, the sender address appears as kim@northwindtraders.com; it does not resolve to Kim Akers, as authenticated mail from Kim does. 

Scenario: Cross-Forest Mail Delivery

Consider a company that spans two forests: the Adatum forest and the Fabrikam forest. Both these forests are single-domains forests with domains of adatum.com and fabrikam.com respectively. To allow cross-forest mail collaboration, all users in the Adatum forest are represented as contacts in the Fabrikam forest's Active Directory. Likewise, all users in the Fabrikam forest are represented as contacts in Adatum forest's Active Directory. 

If a user in the Adatum forest sends mail to Fabrikam forest, and the mail is submitted over an anonymous connection, the sender's address is not resolved, despite the fact the sender exists as a contact in the Active Directory and in the Outlook GAL. This is because a user in the Adatum forest is not an authenticated user in Fabrikam forest.

Example:
Kim Akers is a mail user in the Adatum forest—her e-mail address is kim@adatum.com, and her Outlook GAL display name is Kim Akers. Adam Barr is a user in the Fabrikam forest—his e-mail address is adam@fabrikam.com, and his Outlook GAL display name is Adam Barr. Because Adam is represented as an Active Directory contact in the Adatum forest, Kim can view Adam's e-mail address and resolve it to the display name of Adam Barr in the Outlook GAL. When Adam receives mail from Kim, Kim's address is not resolved; instead of seeing Kim's display name as it appears in the GAL, Adam sees her unresolved e-mail address of kim@adatum.com. Because Kim sent mail as an anonymous user, her e-mail address did not resolve. Although Kim is authenticated when sending mail, the connection between the two forests is not authenticated.

To ensure that senders in one forest can send mail to recipients in other forests, and to ensure that their e-mail addresses resolve to their display names in the GAL, you should enable cross-forest mail collaboration. The following sections explain the two options available for configuring mail collaboration between two forests.

Enabling Cross-Forest Authentication

To enable cross-forest SMTP authentication, you must create connectors in each forest that uses an authenticated account from the other forest. By doing this, any mail that is sent between the two forests by an authenticated user resolves to the appropriate display name in the GAL. This section explains how to enable cross-forest authentication.

Using the example of the Adatum forest and the Fabrikam forest (see the "Cross-Forest Mail Delivery" scenario in the previous section), perform the following steps to set up cross-forest authentication:  

1.
Create an account in the Fabrikam forest that has Send As permissions. (For all users in the Adatum forest, a contact exists in the Fabrikam forest as well; therefore this account allows Adatum users to send authenticated mail.) Configure these permissions on all Exchange servers that will accept incoming mail from Adatum.

2.
On an Exchange server in the Adatum forest, create a connector that requires authentication using this account to send outbound mail. 

Similarly, to set up cross-forest authentication from the Fabrikam forest to Adatum forest, repeat these steps, creating the account in Adatum and the connector in Fabrikam.

Step 1: Creating a User Account in the Destination Forest with Send As Permissions

Before you set up your connector in the connecting forest, you must create an account in the destination forest (the forest to which you are connecting) that has Send As permissions. Configure these permissions on all servers in the destination forest that will accept inbound connections from the connecting forest. 

For detailed steps, see How to Create a User Account in Another Forest with Send As Permissions.

Step 2: Creating a Connector in the Connecting Forest

After creating the account with the proper permissions in the destination forest, create a connector in the connecting forest and require authentication using the account you just created. 

For detailed steps, see How to Create a Connector and Require Authentication for Cross-Forest Authentication.

Enabling Cross-Forest Collaboration by Resolving Anonymous Mail

Another way you can configure Exchange to resolve contacts outside your organization to their display names in Active Directory is to configure Exchange to resolve anonymous e-mail. Assume that your company spans two forests, from the Adatum forest to the Fabrikam forest.
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Important: 

Configuring Exchange servers to resolve anonymous mail submissions allows unscrupulous users to submit messages with a falsified return address. Recipients are not able to differentiate between authentic mail and spoofed mail. To minimize this possibility, ensure that you restrict access to the SMTP virtual server to the IP addresses of your Exchange servers. 

Perform the following steps to resolve contacts for Adatum users to their display names in the Fabrikam forest:  

1.
Create a connector in the Adatum forest that connects to the Fabrikam forest. For detailed steps, see How to Create a Connector and Require Authentication for Cross-Forest Authentication.

2.
On the receiving bridgehead server in the Fabrikam forest, restrict access to the SMTP virtual server by IP address. By doing this, you can ensure that only servers from the Adatum forest can send mail to this server. For detailed steps, see How to Restrict Access by IP Address on a Receiving Bridgehead Server.

3.
On the SMTP virtual server that hosts the connector, enable the Resolve anonymous e-mail setting. For detailed steps, see How to Configure an SMTP Virtual Server to Resolve Anonymous Email Addresses.

4.
Change a registry key to ensure that the extended message properties (Exch50 properties) are persisted across the forests. Otherwise, you can lose important message information. For detailed steps about how to enable an Exchange Server to accept extended message properties sent anonymously, see How to Enable an Exchange Server to Accept Extended Message Properties Sent Anonymously. For detailed steps about how to enable an SMTP virtual server to accept extended message properties anonymously, see How to Enable an SMTP Virtual Server to Accept Extended Message Properties Sent Anonymously.

After you complete these steps, all users who send mail from the Adatum forest to the Fabrikam forest will resolve to their display names in the Fabrikam GAL. Next, you need to repeat steps 1 through 3 for the Fabrikam forest. 

Step 4: Enabling a Registry Key to Persist Message Properties Across Forests

As explained earlier, when messages are sent anonymously across forests, the extended message properties on a message are not transmitted. For single companies that implement a cross-forest scenario, these message properties must be transmitted because information about the message can be lost. For example, the SCL property, an extended Exchange property, contains an unsolicited commercial e-mail (spam) rating that is generated by third-party solutions. This property is not transmitted when mail is sent anonymously. So, if a third-party anti-spam solution is deployed in the Adatum forest, and a message received in this forest is destined to a recipient in the Fabrikam forest, the third party solution stamps the SCL property on the message; however, when the message is delivered to the Fabrikam forest, the extended property containing the spam rating is not persisted. 

Configuring the Exchange Server to Accept Extended Message Properties on Anonymous Connections

If your Exchange server functions solely as the bridgehead server for cross-forest communication, you may want to configure this setting at the server level. 

For detailed steps, see How to Enable an Exchange Server to Accept Extended Message Properties Sent Anonymously. 

If you have other SMTP virtual servers on this Exchange server, consider setting this registry key on the SMTP virtual server only. For detailed steps, see How to Enable an SMTP Virtual Server to Accept Extended Message Properties Sent Anonymously.
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Note: 

If you enable this registry key on an Exchange server, the setting applies to all SMTP virtual servers on the Exchange server. If you want to configure a single SMTP virtual server with this setting, enable the registry key on the SMTP virtual server. 

Configuring Extended Mail features

Most companies have Internet connectivity and one or more published domain names. If each Exchange organization maintains a separate namespace, contacts that are synchronized between organizations need only one SMTP address for proper routing. However, you may have several Exchange organizations but only a single namespace that represents your company on the Internet (for example, contoso.com). In this case, to retain individual forest namespaces but still route mail properly to the individual forests, you must distinguish the forests from one another.

In addition, to enable or disable mail features such as out-of-office responses, automatic replies, and delivery reports, you may have to configure global settings.

Configuring a Shared SMTP Namespace

When GAL Synchronization creates contacts from mail recipients in a source forest, it uses SMTP addresses to create a TargetAddress property for each contact. Therefore, when users in a forest send mail to a contact, the mail is delivered to the contact's TargetAddress property, even if the user manually entered the primary reply address. To determine which TargetAddress GAL Synchronization should assign to a contact, it compares the recipient's ProxyAddresses property to the SMTP address for which the Exchange organization is responsible. Each organization must have a unique SMTP domain namespace so that contacts receive a unique TargetAddress. If your forests do not have unique namespaces, you can add a unique SMTP address to the appropriate recipient policies for each Exchange organization that contains users to be replicated across forests. After you do this, messages sent to a contact are routed directly to the source forest, where the target address resolves to the actual mailbox and the message is delivered.

You can also route contacts on a forest-by-forest basis. When setting up management agents for GAL synchronization, you can select whether mail sent to contacts that have been imported into a forest should route back through the source forest. If you have a connector to a foreign messaging system, by default, mail that is intended for a contact is routed to the source forest (the forest that manages the connector); however, the forest administrator can change this routing configuration.
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Note: 

If Exchange 5.5 is running in the forest, ADC replicates the second proxy address to the Exchange 5.5 directory, provided that two-way connection agreements are set up.

As an example of SMTP routing in a multiple forest environment, consider two forests that each have a default recipient policy with an SMTP proxy address of contoso.com. To set up unique namespaces, you would do the following in each Exchange organization:  


In Organization 1, add an SMTP proxy address of Org1.contoso.com to the default recipient policy.


In Organization 2, add an SMTP proxy address of Org2.contoso.com to the default recipient policy.

In both cases, when adding the proxy address, you would select the This organization is responsible for all mail delivery to this address check box. Also, you would leave the contoso.com proxy as the primary address so that, when a user sends mail, their reply address is user@contoso.com (rather than user@Org1.contoso.com or user@Org2.contoso.com).

Another example illustrates mail flow in a hub-and-spoke topology. In this example, multiple Exchange organizations are present, but all users can be addressed in a single domain space (for example, @example.com). In this case, all external mail addressed to @example.com flows into a central hub organization called OrgA. OrgA is configured with secondary SMTP proxy addresses that represent each spoke organization. One of these addresses is @OrgB.example.com. When mail addressed to UserB@example.com arrives at OrgA, the mail resolves to the contact, and the mail is redirected to OrgB. When the message leaves OrgA, the To line is changed to the TargetAddress property to allow for routing, but the Reply To address remains UserB@example.com.

For the following reasons, moving recipients from one organization to another does not prevent users from replying to old e-mail messages:  


The message retains the legacyExchangeDN property so that recipients can reply to the mail.


GAL Synchronization creates a secondary X.500 proxy address for the user who was moved so that old messages can be properly routed to the user's new mailbox based on the legacyExchangeDN property.

For example, UserA sends mail to UserB, who is in the same organization. Later, UserA is moved to a different organization. The mail originally sent by UserA still specifies UserA's legacyExchangeDN property. GAL Synchronization creates a contact for UserA in the old organization and assigns an X.500 address with the old legacyExchangeDN property. This allows UserB to reply to the old mail, which, in turn, is properly routed to the TargetAddress property for UserA. If a mailbox is moved many times, the list of secondary proxy addresses can potentially grow large.

SMTP Relay Servers

If you want to use an SMTP relay server to route all mail from the Internet to the correct forest, it is recommended that you set up an SMTP relay server. On the SMTP relay server, create SMTP connectors to all of the other forests so that mail routes directly to each forest. This configuration allows you to add SMTP servers as needed for load balancing. You can also add SMTP connectors to route all outbound Internet mail through the new forest. For more information about how to set up SMTP relay servers and SMTP connectors, see "Configuring SMTP" in the Exchange Server 2003 Administration Guide (http://go.microsoft.com/fwlink/?linkid=21769).

Managing Recipient Policies

In Exchange 2003, if your Active Directory objects are mailbox-enabled or mail-enabled, the Recipient Update Service automatically maintains server-based address lists (such as the GAL). Specifically, the Recipient Update Service assigns default e-mail addresses to all mailbox-enabled or mail-enabled recipient objects, such as user accounts, groups, and contacts. A recipient policy determines the format of generated e-mail addresses.

If you want to preserve existing recipient information, you must adjust the default recipient policy or create a new policy with a higher priority that applies to all relevant objects and assigns default e-mail addresses that correspond to those in the previous messaging system. Use Exchange System Manager to adjust the settings in the default recipient policy. (Expand Recipients and then click Recipient Policies. Default Policy is listed in the details pane.)

To adjust default recipient policy settings, use the E-Mail Addresses (Policy) tab in Default Policy Properties. On this tab, you can change the various address generation rules (for example, generation rules for SMTP addresses). Specifically, you can use placeholders in your e-mail address generation rules. For example, if you want to change from the default address format of <User Logon Name>@<Domain Name> to an address format of <First Name>.<Last Name>@<Domain Name> (for example, Frank.Miller@contoso.com), you must use placeholders for the first and last names. In this example, you would perform the following steps:  

1.
On the E-Mail Addresses tab, under Generation rules, select SMTP, and then click Edit.

2.
In SMTP Address Properties, in the Address box, type %g.%s as the beginning of the address definition; (for example, %g.%s@contoso.com). In addition, you can specify how many characters to use (for example, %g%1s@contoso.com results in FrankM@contoso.com). Table 2 lists the address generation rules placeholders. 

Table 2   Placeholders in address generation rules

	Placeholder
	Description

	%d
	Display name

	%g
	Given name

	%i
	Initials

	%m
	Alias

	%s
	Surname


Replicating Free and Busy Data and Public Folder Content

Because free and busy data is stored in a public folder, you must use the Inter-Organization Replication Tool to replicate free and busy data between forests.
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Note: 

To use the Inter-Organization Replication Tool to replicate free and busy data, the servers must be configured to use the same language.

You can also use the Inter-Organization Replication Tool to replicate all or a portion of public folder content between forests. Specifically, you can use the tool to:  


Specify individual folders or a group of folders and subfolders, allowing for considerable flexibility. 


Replicate public folders from publisher to subscriber or bi-directionally. 


Configure the replication frequency.


Configure the logging of message and folder replication.


Configure the amount of processing power you want devoted to the replication process.

You can download the Inter-Organization Replication Tool from the Downloads for Exchange 2003 Web site (http://go.microsoft.com/fwlink/?linkid=25097).

Migrating Accounts and Mailboxes Across Forests

To migrate accounts and mailboxes from one Exchange 2000 or Exchange 2003 forest to a separate Exchange 2000 or Exchange 2003 forest, it is recommended that you first use the Active Directory Migration Tool (ADMT), followed by the Exchange Migration Wizard. 

First, run ADMT to create active user accounts in Active Directory. It is recommended that you select the option for migrating security identifiers (SIDs) so that ADMT adds the source account's SID to the new target account's SID history attribute. (Migration Wizard uses the SID to match mailboxes to accounts in the next step.)
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Note: 

To migrate SIDs, the target Microsoft Windows® domain must be in native mode.

It is also recommended that you do not disable the user account in the source forest when you run ADMT. Exchange 2003 does not support disabled mailbox accounts without associated external account.

After you migrate the accounts, use Migration Wizard to migrate mailboxes. If you migrated SIDs when you ran ADMT, Migration Wizard uses the SIDs to match mailboxes to the new accounts and converts the accounts to mailbox-enabled user accounts. If you did not migrate the SIDs in the first step, Migration Wizard cannot match a mailbox to an account; instead, the wizard creates a disabled user account to associate with the mailbox.

There may be cases where you have to migrate mailboxes before you migrate accounts. In these cases, Migration Wizard creates disabled user accounts to hold mailboxes and associates new mailboxes with external Microsoft Windows NT® accounts. Later, when you use ADMT to migrate Windows NT accounts, new accounts are created in Active Directory. As a result, Active Directory contains two objects that relate to the same user. To merge these duplicate objects, use the Active Directory Account Cleanup Wizard (Adclean.exe). Adclean.exe is installed with Exchange—you can access it from Exchange System Manager (click Start, point to Programs, point to Microsoft Exchange, point to Deployment, and then click Active Directory Account Cleanup Wizard).

You can download the Active Directory Migration Tool (ADMT), version 2.0 from the Microsoft Download Center (http://go.microsoft.com/fwlink/?LinkId=22161).

For more information about ADMT, see the following resources:  


Windows 2000 Help


Microsoft Windows Server™ 2003 Help

Using Exchange Migration Wizard

After running ADMT to migrate the user accounts, you can use Exchange Migration Wizard to migrate the mailboxes. For detailed steps about how to use the Exchange Migration Wizard, see How to Run the Exchange Server Migration Wizard.

The remainder of this section provides you with the following information about using Exchange Migration Wizard:  


The tasks that are performed when you create new user accounts


How to select the accounts you want to migrate


The permissions necessary to run Migration Wizard


What data can and cannot be migrated by Migration Wizard


How to run Migration Wizard in default mode


How to run Migration Wizard in clone mode


How to use the Exchange Profile Update tool (Exprofre.exe)


How to run Migration Wizard as a batch process


Migration Wizard Log file

Creating New User Accounts

If you use Migration Wizard to create new user accounts, Migration Wizard performs the following tasks:   


If matching user objects do not currently exist in Active Directory, user objects are created.


If the messaging system directory you are migrating contains information that is not already present in Active Directory, that information is migrated to Active Directory. However, Migration Wizard does not overwrite existing Active Directory information. Only blank fields or multi-value fields are populated.


If a user object does not have a mailbox, a mailbox is created.


If matching contact objects exist, Migration Wizard deletes the contact object.

Selecting the Accounts to Migrate

To select the accounts you want to migrate, use the Account Migration page of the Migration Wizard.

Furthermore, you can use the Windows Account Creation and Association page to view any matching accounts. If necessary, on this page, you can use the following options to change the account information:  


To undo a matching account that appears in the Existing Windows Account column and then create a new user account, use the Create New Account page.


To edit the Full Name and Login ID for a new Windows account, double-click the account to open Mail Account Properties, and then edit the account information.
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Note: 

To undo a hard match (that is, e-mail addresses that match) return to the Account Migration page and clear the user. Then, before you begin the migration process, edit the user's e-mail address in the migrating messaging system or edit the e-mail address of the Active Directory user object so that the addresses no longer match.

Permissions

Table 3 lists the permissions necessary to run Migration Wizard

Table 3   Source and target forest permissions for running Migration Wizard

	Forest
	Required permissions or roles

	Target forest administrator
	
Exchange Full Administrator role applied at the organization level


Domain Administrator


Local Machine Administrator

	Source forest administrator
	
Exchange Full Administrator role applied at the organization level


Data That Can Be Migrated from Exchange 2000 or Exchange 2003

Table 4 lists the data that you can migrate from one Exchange 200 or Exchange 2003 forest to a separate forest. Table 5 lists the data that you cannot migrate.

Table 4   Data that can be migrated from Exchange 2000 or Exchange 2003

	Data
	Notes

	Directory information
	Migration Wizard copies the user information from your source directory, searches Active Directory to find matches, and adds the information to the matching object or creates a new object based on the migrated information.

	Mailbox content
	Migration Wizard migrates the messages and information in the Calendar, Contacts, Deleted Items, Drafts, Inbox, Journal, Notes, Sent Items, Tasks, and custom folders.

	Server side rules
	Migration Wizard migrates any server side rules the user has configured.

	Out-of-office messages
	When run in clone mode, Migration Wizard migrates out-of-office messages for each mailbox.

	Offline folder files
	When run in clone mode, Migration Wizard retains the user's offline folder files (.ost).

	Offline address books
	After migrating your user's mailbox their offline address must be updated. For more refer to the Exchange Profile Update tool section in this topic.


Data That Cannot Be Migrated from Exchange 2000 or Exchange 2003

Table 5   Data that cannot be migrated from Exchange 2000 or Exchange 2003

	Data
	Notes

	Public folders
	Migration Wizard does not migrate either public folder content or the public folder hierarchy. This includes messages and other items (such as forms) stored in public folders.

	Public folder permissions
	Migration Wizard does not maintain public folder properties or permissions for migrated mailboxes. After migration, migrated mailboxes must have their public folder permissions updated in the destination site by the administrator.

	Signature validation
	Migration Wizard does not maintain signature validation. Users with advanced security might not be able to validate the signatures on messages that were sent before migration.

	Encrypted messages
	Existing encryption keys will not be available after migration. To avoid the risk of losing access to messages if their keys are lost, users should decrypt encrypted messages before migration.


Reducing Data to Be Migrated

If possible, before you run Migration Wizard, you should reduce the amount of data to be migrated. You can reduce both directory information and mail data. You can do this by:  


Instructing users to delete old mail and calendar data.


Instructing users to delete old contact data.


Deleting old mailboxes from your Exchange server.


Advising users not to log on to the mailbox during the migration process.

Furthermore, during the migration process, you can also use Migration Wizard to reduce the amount of data that you migrate. On the Account Migration page, ensure that only the user accounts you want to migrate are selected. Then, on the Migration Information page, use the following options to specify what data should be migrated:
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Note: 

If you run Migration Wizard in clone mode, you cannot filter data by date range or by a specific subject.


To migrate messages within a date range, select the Migrate Mail messages within a date range check box. Then, to specify a date range, type a start date in the Date Range box and an end date in the To box.


To avoid migrating mail messages with specific subjects, such as a list of words or letters, select the Do not migrate mail messages with specific subjects check box. Then, next to Subject List File, click Browse to locate the file that contains the subjects you want to filter. 
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Note: 

The files in Subject List File must be saved in Unicode file format.

Migration Wizard Modes

There are certain features that are available only when you run Migration Wizard in a specific mode. Table 6 lists the Migration Wizard modes and explains which features are available in each mode.

Table 6   Migration Wizard default mode and batch mode features

	Mode
	Features

	Default mode
	
Clone Mode


Target address


Migration Wizard logging

	Batch (command line) mode
	
Clone Mode


Target address


Migration Wizard logging


Ability to run multiple instances of Migration Wizard


Password mode


Running Migration Wizard in Default Mode

In default mode, Migration Wizard performs a mail merge of the messages in your mailboxes. If an existing mailbox exists, the mailbox data is not duplicated. Before copying a message, Migration Wizard checks the last modification date of the message; if the target copy is newer than the source copy, the wizard does not copy the message. This is useful for incremental mailbox copies or failed migrations. For example, if your last migration failed before completion, Migration Wizard now skips the existing messages that were copied successfully. You can also use Migration Wizard to import the messages that were delivered to the source mailbox during or after the last migration.

Limitations of Default Mode

When using Migration Wizard in default mode, consider the following limitations associated with moving mailboxes across forests:  


If you run Migration Wizard in default mode, your users lose their .ost files after you migrate mailboxes. As a result, your users must synchronize their .ost files again. 


If the target message was previously copied by other tools, Migration Wizard may not function unless those tools preserve the PR_SEARCH_KEY

The Migration Wizard log file does not output the counters for skipped and replaced messages.


Delegate permissions are not preserved during a cross-forest move.


Published certificates are not migrated during the move. In addition, you cannot recover Key Management Service certificates after a move. To be recovered, the certificates require a domain name.


Client-side rules are not preserved during a cross-forest move.

Running Migration Wizard in Clone Mode

Running Migration Wizard in clone mode allows you to preserve your user's data, Inbox rules, and user ID's in their mailbox.

Also, if you are using Cached Exchange Mode, use Migration Wizard in clone mode to migrate your user mailboxes (to preserve your user's .ost files), and then use the Exchange Profile Update tool (Exprofre.exe) to update your user's Outlook profiles. For more information about Exprofre.exe, see, "Exchange Profile Update Tool" later in this topic.

Limitations of Clone Mode

The following are limitations associated with moving mailboxes across forests. Plan for these situations, and notify users of the steps they must perform before and after the move:  


If you are using Cached Exchange Mode, it is recommended that you use the Exchange Profile Update tool after migrating your mailbox to preserve your user's .ost files.


For Migration Wizard to run in clone mode, a user target mailbox cannot exist in the destination organization. If a user target mailbox does exist, and the user has logged on to the mailbox, Migration Wizard switches to default mode.


Migration Wizard does not support filtering by date and subject.


The Migration Wizard log file does not output the counters for skipped and replaced messages.


Delegate permissions are not preserved during a cross-forest move.


Published certificates are not migrated during the move. In addition, you cannot recover Key Management Service certificates after a move. To be recovered, the certificates require a domain name.


Client-side rules are not preserved during a cross-forest move.

Preserving Offline Folder Store Files

One of the new features in Outlook 2003 is Cached Exchange Mode. In Cached Exchange Mode, Outlook 2003 uses an offline folder store file (.ost), which is usually stored on the user's workstation. If you run Migration Wizard in default mode, your users lose their .ost files. As a result, users must synchronize their .ost files again. Depending on your network speed, hardware configuration, number of users, and other factors, re-synchronizing .ost files can be time consuming and performance intensive. You can preserve the user's .ost file by running Migration Wizard in clone mode. You can then use the Exchange Profile Update tool (Exprofre.exe) to update your user's Outlook profiles.
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Note: 

To run Migration Wizard in clone mode, at the command prompt, type D:\Program Files\Exchsrvr\bin\mailmig.exe /m (where D:\Program Files is the drive on which Exchange 2003 is installed). For more information about how to run Migration Wizard, see "Running Exchange Migration Wizard" earlier in this topic.

For more information about Cached Exchange Mode, see Configuring Exchange 2003 for Client Access.

Using the Target Address with Migration Wizard
During the migration, if the mailbox is instantiated or initialized by incoming mail, clone mode is cancelled. Specifically, the target address prevents the migrating mailboxes from instantiating or initializing. Migration Wizard moves mailboxes in two stages: First the wizard creates the users and mailboxes, and then it initializes the mailboxes and clones the mailbox data. If the mailbox receives mail before Migration Wizard initializes it, the mailbox is initialized, clone mode is cancelled, and Migration Wizard switches to default mode. 

To prevent this, you can run Migration Wizard in batch (command-line) mode with the target address command. The target address command takes the address of the source mailbox and stamps it with a temporary proxy address. This causes any incoming mail to be delivered to the source mailbox. You can then run Migration Wizard again, in default mode, to recover the mail data from the source mailbox. After the migration is complete, Migration Wizard clears this temporary proxy address.
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Note: 

Using the target address match feature in Migration Wizard is available only when running Migration Wizard in batch mode. For more information about using the target address in command-line and batch file migrations, see Batch File and Command Line Migrations for Exchange Server 2003.

Canceling Migration Wizard

If you cancel Migration Wizard before completion with the intent of running the operation again, the directory will still contain some or all of the user objects and mailboxes. Therefore, because some or all of the user objects and mailboxes already exist, Migration Wizard run in default mode (instead of clone mode) the next time you start it. To avoid this situation, after you cancel Migration Wizard, manually remove the user objects from the directory and the mailboxes from the mailbox store before running the wizard again.

Exchange Profile Update Tool

The Exchange Profile Update tool (Exprofre.exe) is a stand-alone executable file that automatically updates users' Outlook profiles, allowing users to log onto their relocated mailboxes after the mailboxes have been moved across Exchange organizations or administrative groups. To update the default Outlook profile to reflect the new information, you must run Exprofre.exe on each client computer. It is recommended that you use a logon script to run this tool.

Download the Exchange Profile Update tool from the Downloads for Exchange 2003 Web site (http://go.microsoft.com/fwlink/?linkid=25097).

The Exchange Profile Update tool is supported when used in conjunction with the following operating systems and applications:  


Microsoft Windows® 2000 (all editions)


Microsoft Windows XP (all editions)


Windows Server 2003 (all editions)


Outlook 2003 and all earlier versions of Outlook
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Note: 

Exprofre.exe does not run if Outlook or another MAPI application is running on a client computer. A warning appears stating that Outlook must be closed to run the tool.

Exprofre.exe uses information from Active Directory and the current default Outlook profiles to perform the following steps:  


Back up the default profile


Look for an X.500 e-mail address indicating that the mailbox has been moved


Update the default profile with the new user and server properties


Reconfigure the default profile with the new RPC over HTTP front-end server name (optional)


Clear the user's nickname file (optional)


If the version of Outlook is earlier than Outlook 2003, delete or rename the offline folder store (.ost) file


Delete or rename the Favorites (.fav or .xml) file
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Note: 

Exprofre.exe updates only the default profile. Exprofre.exe does not create new profiles; it only modifies existing profiles. 

If the tool does not complete successfully, Exprofre.exe creates a backup profile before it modifies the default profile. The backup profile name consists of the old profile name with "backup" added to the end. For example, if the default profile name is "Ted Bremer," the backup profile name is "Ted Bremer backup." If it is necessary to revert to the backup profile, you must ensure that any file name extensions that have been changed are changed back to their original extension and, if necessary, that the file name matches the backup profile name. For example, when the tool creates the backup profile, it renames Ted Bremer's Favorites file to "Ted Bremer.exprofre." To revert to Ted Bremer's backup profile, you must change the extension of the Favorites file back to .fav and the name of the file to "Ted Bremer backup.fav" to match the backup profile name.

Using the Exchange Profile Update Tool

Run Exprofre.exe after you move mailboxes from one Exchange organization to another or from one administrative group to another. You can use a logon script or group policy to run the tool for Outlook users. 
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Note: 

It is recommended that you use a logon script to run Exprofre.exe so that users' Outlook profiles are updated when they first log on after the mailbox move. For sample commands, see "Sample Command for Moves Across Exchange Organizations" and "Sample Command for Moves Across Administrative Groups" later in this topic.

Table 7 describes the options that are available whether you run exprofre.exe from a command prompt or from within a script, such as from the following script example:

exprofre.exe [/?] [/targetgc=<global catalog server>] [/logfile=<path\filename>] [/v] [/f] [/a] [/r] [/o] [/p=<RPC over HTTP Proxy server>] [/n] [/s] [/q]
Table 7   Exprofre.exe command options

	Command option
	Description

	/?
	Displays Help.

	/targetgc
	Specifies the target global catalog server (required).

	/logfile
	Specifies the path and file name for the log file. The default is exprofre.log in the tmp directory, which is saved on the client computer. You can also redirect the log file to a server share by using the format /logfile=<path\filename>.

	/v
	Turns on verbose output.

	/f
	Keeps the favorites file (.fav or .xml). If this option is not specified, the tool renames the extension of the favorites file to .exprofre.

	/a
	Keeps the offline address book (.oab) files. If this option is not specified, the tool deletes the .oab files and resets Outlook to check the server for an updated set of .oab files.

	/r
	Specifies read-only mode.

	/o
	Deletes rather than renames the offline folder store file (.ost). If this option is not specified, the tool renames the extension of the .ost file to .exprofre. (This option is not required for Outlook 2003 or later. The .ost file for Outlook 2003 or later is always unchanged.) 

	/p
	Specifies the front-end proxy server if you are using Outlook 2003 with RPC/HTTP turned on.

	/n
	Clears the Outlook nickname file (.nk2 or .nick). If this option is not specified, the tool keeps the nickname file.

	/s
	Updates profiles based on a change in server name rather than a change in the legacyExchangeDN attribute.


Sample Command for Moves Across Exchange Organizations
If you are moving mailboxes across Exchange organizations (cross-forest moves), it is recommended that you use only the /v and /n command options. All other options should be omitted to enable the tool to use its default settings. Because the user is moving to a new forest, most of the Outlook information stored on the user's workstation will be obsolete and must be updated with information about the new forest. By default, the tool deletes most of this obsolete information.

The following is a sample command for a mailbox move across Exchange organizations:

Exprofre.exe /targetgc=<target global catalog server> /v /n /f
Migration Wizard Installation Log

After your Exchange migration is complete, review your installation log located on your Exchange computer (for more information, see Batch File and Command Line Migrations for Exchange Server 2003). The Migration Wizard log contains information about your migration and is used to provide status about your Exchange migrations.

In the event of a migration failure, you can use the log to determine which mailboxes moved successfully and which mailboxes failed to move. Also, after a migration, you can view the status of accounts that were successfully migrated, partially migrated, or that were updated in Active Directory without the content being moved. 
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Note: 

After you perform the migration, The Migration Wizard log provides information that helps you take action on only mailboxes that failed to migrate.

Information that is Logged

The following information is logged during your Exchange migration:  


The list of accounts and mailboxes that will be moved.


An event is logged each time an account is updated in Active Directory.


An event is logged when an account migration begins.


An event is logged when an account migration succeeds or fails.
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Note: 

For MAPI-based migrations from Exchange 5.5 or Exchange 2000 to Exchange 2003, logging is available only in the SP1 version of Migration Wizard.

Information that is not Logged

The following information is not logged during your Exchange migrations:  


Mailboxes not migrated due to a termination of the migration process (either manually or because of a fatal error)


Migrations from non-Exchange sources

Sample Log File

The following is an example of a Migration Wizard log file.

******************************************************
Microsoft Exchange Migration Wizard, v(version number)
Start Logging: [Time]
******************************************************
[Time] Mailboxes to be migrated from server <name server>
Ted Bremer
Kim Akers
Birgit Seidl
Pilar Ackerman
.
.
.
[Linefeed]
[Time] Updating Active Directory
[Time] Updated mailbox information for Ted Bremer in Active Directory on {DCNAME}
[Time] Failed to update mailbox information for Kim Akers in Active Directory on {DCNAME}. Mailbox will not be migrated.
[Time] Found existing mailbox information for Birgit Seidl in Active Directory on {DCNAME} for Birgit Seidl, no update needed
.
.
.
[Linefeed]
[Time] Migrating Mailboxes
[Time] Started migrating mailbox Ted Bremer to server <name server>
[Time] Completed migrating mailbox for Ted Bremer
[Time] Started migrating mailbox Birgit Seidl to server <name server>
[Time] Completed migrating mailbox for Birgit Seidl
[Time] Started migrating mailbox for Pilar Ackerman to server <name server>
[Time] Failed to migrate mailbox for Pilar Ackerman
.
.
.
[linefeed]
[Time] Exchange Migration Wizard completed
[linefeed]
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Note: 

   The time-stamp on the log file is the current date/time format, based on the current local settings of the computer running the Migration Wizard.

Running Exchange Migration Wizard using a Batch (Control) File

Using a control file and a combination of switches, you can configure Migration Wizard (Mailmig.exe), to run as a batch process. For information about specific Migration Wizard command-line reference, control file parameters, and sample control files, see Batch File and Command Line Migrations for Exchange Server 2003. 

How to Enable Cross-Forest SMTP Authentication

To enable cross-forest SMTP authentication, in each forest you must create connectors that use an authenticated account from the other forest.

Before You Begin

Before you perform the procedures in this topic, read the following scenario. Consider a two-forest environment for A. Datum Corporation and Fabrikam, Inc. Both of these forests are single domain forests that use the domains of adatum.com and fabrikam.com, respectively. To allow cross-forest mail collaboration, all users in the Adatum forest are represented as contacts in the Fabrikam forest's Active Directory. Likewise, all users in the Fabrikam forest are represented as contacts in the Adatum forest's Active Directory.

Procedure
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To enable cross-forest SMTP authentication

	1.
Create an account in the Fabrikam forest that has Send As permissions. For all users in the Adatum forest, a contact also exists in the Fabrikam forest. Therefore, this account allows Adatum users to send authenticated e-mail messages. Configure these permissions on all Exchange Servers that will accept incoming e-mail messages from Adatum. For detailed steps, see How to Create a User Account in Another Forest with Send As Permissions.

2.
On an Exchange Server in the Adatum forest, create a connector that requires authentication by using this account to send outbound e-mail messages. For detailed steps, see How to Create a Connector and Require Authentication for Cross-Forest Authentication.

3.
Repeat steps 1 and 2 to set up cross-forest authentication from the Fabrikam forest to the Adatum forest. To set up cross-forest authentication from the Fabrikam forest to the Adatum forest, you must create the account in Adatum, and you must create the connector in Fabrikam.


For More Information

For more information, see the following topics:


"Planning Your Intelligent Message Filter Deployment" in the Microsoft Exchange Intelligent Message Filter Deployment Guide.


"Deployment Scenarios for Internet Connectivity" in the Exchange Server 2003 Transport and Routing Guide.

How to Create a User Account in Another Forest with Send As Permissions

This topic explains how to create a user account in another forest with Send As permissions. This topic is the first step of a procedure to enable cross-forest authentication.

Procedure
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To create a user account in another forest with Send As permissions

	1.
In the destination forest, which is the forest to which you are connecting, create a user account in Active Directory Users and Computers. This account must be an active account, but it does not require the following permissions: 


Log on locally 


Log on through terminal server

2.
On each Exchange Server that will accept incoming connections from the connecting forest, configure Send As permissions for this account. 
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Note: 

Be careful when creating the password policy. If you set the password to expire, ensure that you have a policy in place that changes the password before its expiration date. If the password for this account expires, cross-forest authentication will fail.

a.
Click Start, point to All Programs, point to Microsoft Exchange, and then click System Manager.

b.
In Exchange System Manager, in the console tree, expand Servers, right-click an Exchange server that will accept incoming connections from the connecting forest, and then click Properties.

c.
In Server NameProperties, on the Security tab, click Add.

d.
In Select Users, Computers, or Groups, add the account that you just created, and then click OK. 

e.
On the Security tab, under Group or user names, select the account.

f.
Under Permissions, next to Send As, select the Allowcheck box. 

Allowing the Send As permission
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For More Information

For more information, see How to Enable Cross-Forest SMTP Authentication.

How to Create a Connector and Require Authentication for Cross-Forest Authentication

This topic explains how to create a user account in another forest with Send As permissions. This topic is the second step of a procedure to enable cross-forest authentication.

Before You Begin

Before you perform the procedures in this topic, read the following scenario. Consider a two-forest environment for A. Datum Corporation and Fabrikam, Inc. Both of these forests are single domain forests using the domains of adatum.com and fabrikam.com, respectively. To allow cross-forest mail collaboration, all users in the Adatum forest are represented as contacts in the Fabrikam forest's Active Directory. Likewise, all users in the Fabrikam forest are represented as contacts in Adatum forest's Active Directory. 

This procedure describes how to create a connector on an Exchange Server in the Adatum forest.

To successfully complete this procedure in this topic, confirm that you have created an account with the proper permissions in the destination forest. 

Procedure
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To create a connector and require authentication for cross-forest authentication

	1.
Click Start, point to All Programs, point to Microsoft Exchange, and then click System Manager.

2.
In the console tree, right-click Connectors, point to New, and then click SMTP Connector.

3.
On the General tab, in the Namebox, type a name for the connector. 

4.
Click Forward all mail through this connector to the following smart hosts, and then type the fully qualified domain name or IP address of the receiving bridgehead server.

5.
Click Add to select a local bridgehead server and SMTP virtual server to host the connector. 

The General tab in an SMTP virtual server's Properties dialog box
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6.
On the Address Space tab, click Add, select SMTP, and then click OK.

7.
In Internet Address Space Properties, type the domain of the forest to which you want to connect, and then click OK. In this example, because the connector is sending from the Adatum forest to the Fabrikam forest, the address space matches the domain for the forest, fabrikam.com. 

The Internet Address Space Properties dialog box
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Exchange will now route all e-mail messages that are destined to fabrikam.com (the Fabrikam forest) through this connector. 

8.
On the Advanced tab, click Outbound Security.

9.
Click Integrated Windows Authentication.  

The Integrated Windows Authentication button in the Outbound Security dialog box
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10.
Click Modify.

11.
In Outbound Connection Credentials, in the Account, Password, and Confirm password boxes, specify an account and password in the destination forest (in this example, Fabrikam) that has Send As permissions and is an authenticated Fabrikam account. Use the following format for the account name: domain\username, where: 


domainis a domain in the destination forest. 


username represents an account in the destination forest with Send As permissions on all Exchange Servers in the destination forest that will accept e-mail messages from this connector.

The Outbound Connection Credentials dialog box
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12.
Click OK.


For More Information

For more information, see How to Enable Cross-Forest SMTP Authentication.

How to Restrict Access by IP Address on a Receiving Bridgehead Server

You can restrict access to a receiving bridgehead server by IP address and subnet address. You do this by allowing only the IP address or subnet of the connecting servers in one forest to send mail to a receiving bridgehead server in another forest.

Procedure
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To restrict access by IP address on a receiving bridgehead server

	1.
Open Exchange System Manager.

2.
In the console tree, expand Servers, expand < Bridgehead Server Name >, expand Protocols, and then expand SMTP.

3.
Right-click the SMTP virtual server you want, and then click Properties
4.
On the Access tab, click Connection.

5.
In Connection, click Only the list below to restrict access to a specified list of IP addresses.

6.
Click Add, and then perform one of the following steps: 


Click Single Computer, and in the IP address box, type the IP address of the connecting Exchange server in the Adatum forest (the connecting forest). Repeat this step for each computer in the Adatum forest.


Click Group of computers, and in the Subnet address and Subnet mask boxes, type the subnet address and subnet masks for the group of computers that host connectors to the Fabrikam forest. 


How to Configure an SMTP Virtual Server to Resolve Anonymous Email Addresses

After you have restricted access to a receiving bridgehead server, you must configure the SMTP virtual server on the bridgehead to resolve anonymous e-mail addresses.

Before configuring an SMTP virtual server to resolve anonymous e-mail addresses, it is recommended that you review the topic Synchronizing Multiple Exchange 2003 Forests.

Procedure
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To configure an SMTP virtual server to resolve anonymous e-mail addresses

	1.
Open Exchange System Manager.

2.
In the console tree, expand Servers, expand < Bridgehead Server Name >, expand Protocols, and then expand SMTP.

3.
Right-click the SMTP virtual server you want, and then click Properties.

4.
On the Access tab, click Authentication.

5.
In Authentication, ensure that the Anonymous access check box is selected, and then select the Resolve anonymous e-mail check box.


How to Enable an Exchange Server to Accept Extended Message Properties Sent Anonymously

If your Exchange server functions solely as the bridgehead server for cross-forest communication, you may want to enable the bridgehead server to accept extended message properties sent anonymously at the server level. If you have other SMTP virtual servers on this Exchange server, consider setting this registry key on the SMTP virtual server only. 

For detailed steps about how to enable an SMTP virtual server to accept extended message properties sent anonymously, see How to Enable an SMTP Virtual Server to Accept Extended Message Properties Sent Anonymously.
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Note: 

If you enable this registry key on an Exchange server, the setting applies to all SMTP virtual servers on the Exchange server. If you want to configure a single SMTP virtual server with this setting, enable the registry key on the SMTP virtual server.

Before You Begin

Before you perform the procedure in this topic, be aware that the procedure contains information about editing the registry.
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Caution: 

Incorrectly editing the registry can cause serious problems that may require you to reinstall your operating system. Problems resulting from editing the registry incorrectly may not be able to be resolved. Before editing the registry, back up any valuable data.

Procedure
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To enable an Exchange server to accept extended message properties sent anonymously

	1.
Start Registry Editor.

2.
Navigate to HKLM\SYSTEM\CurrentControlSet\Services\SMTPSVC\XEXCH50 
3.
Right-click XEXCH50, select New, and then click DWORD Value.

4.
In the details pane, type Exch50AuthCheckEnabled for the value name. By default, the value data is 0, which indicates that the XEXCH50 properties are transmitted when mail is sent anonymously.


For More Information

For information about how to edit the registry, see Microsoft Knowledge Base article 256986, "Description of the Microsoft Windows Registry" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=256986).

How to Enable an SMTP Virtual Server to Accept Extended Message Properties Sent Anonymously

If you have other SMTP virtual servers on your Exchange server, consider setting this registry key on the SMTP virtual server only. If your Exchange server functions solely as the bridgehead server for cross-forest communication, you may want to enable the bridgehead server to accept extended message properties sent anonymously at the server level. 

For detailed steps about how to enable an Exchange Server to accept extended message properties sent anonymously, see How to Enable an Exchange Server to Accept Extended Message Properties Sent Anonymously.
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Note: 

If you enable this registry key on an Exchange server, the setting applies to all SMTP virtual servers on the Exchange server. If you want to configure a single SMTP virtual server with this setting, enable the registry key on the SMTP virtual server.

Before You Begin

Before you perform the procedure in this topic, be aware that the procedure contains information about editing the registry.

[image: image325.png]


Caution: 

Incorrectly editing the registry can cause serious problems that may require you to reinstall your operating system. Problems resulting from editing the registry incorrectly may not be able to be resolved. Before editing the registry, back up any valuable data.

Procedure
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To enable an SMTP virtual server to accept message extended properties sent anonymously

	1.
Start Registry Editor.

2.
Navigate to HKLM\SYSTEM\CurrentControlSet\Services\SMTPSVC\XEXCH50.
3.
Right-click XEXCH50, select New, and then click Key.

4.
Type the number of the SMTP virtual server instance as the key value. For example, the default SMTP virtual server instance is 1, while the second SMTP virtual server created on a server is 2.

5.
Right-click the key you just created, point to New, and click DWORD Value.

6.
In the details pane, type Exch50AuthCheckEnabled for the value name. By default, the value data is 0, which indicates that the extended message properties are transmitted when mail is sent anonymously.


For More Information

For information about how to edit the registry, see Microsoft Knowledge Base article 256986, "Description of the Microsoft Windows Registry" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=256986).

Consolidating Sites in Exchange 2003

Site consolidation entails moving Microsoft® Exchange out of remote sites and into a larger central site and allowing users in remote offices to access their mailboxes and public folders over the network. The main justifications for site consolidation are to make the Exchange Server 2003 topology simpler and to make Exchange more cost-effective to administer.

If your organization contains servers running Exchange Server 5.5, the site consolidation process requires additional tools to ensure that mailboxes, distribution lists, recipients, and public folders are moved properly and with the least disruption in service. The goal is to ensure that after users and Exchange data are moved to the central site, mail continues to flow properly. There are several new tools and features in Exchange 2003 Service Pack 1 (SP1) that help with the site consolidation process.

This topic discusses the steps you should take to ensure that your environment is ready for site consolidation. After you perform these steps, you can use the Exchange Server Deployment Tools to begin the site consolidation process. For more information about planning your Exchange 2003 site consolidation, see "Planning for Site Consolidation" in the guide Planning an Exchange Server 2003 Messaging System (http://go.microsoft.com/fwlink/?linkid=21766).

Exchange Server Deployment Tools

For complete instructions about how to consolidate your sites, download the latest Exchange Server Deployment Tools, available from the Downloads for Exchange 2003 Web site (http://go.microsoft.com/fwlink/?linkid=25097). The SP1 version of the Exchange Server Deployment Tools contains information and tools that help you during your site consolidation process. 

The procedures referenced in this topic guide you through the processes you must complete before you use the Exchange Server Deployment Tools. 

Site Consolidation Tools

During site consolidation, many mailboxes, distribution lists, contacts, and public folders may need to be moved across administrative groups. In addition, the legacy Exchange distinguished name (legacyExchangeDN) for an object changes after the object moves across administrative groups, which affects the services that depend on this attribute. The following Exchange 2003 SP1 features and tools address these concerns:  


Move Mailbox Wizard in Exchange 2003 SP1


Exchange Profile Update tool (Exprofre.exe)


Public Folder Migration tool (PFMigrate)


Object Rehome tool

Move Mailbox Wizard in Exchange 2003 SP1

The Exchange 2003 SP1 version of the Move Mailbox Wizard gives you the option to move mailboxes across administrative groups. If your Exchange organization is in mixed mode, by default, Exchange 2003 displays one administrative group and one routing group for each Exchange 5.5 site. Previous to Exchange 2003 SP1, if your organization contained Exchange 5.5 servers, you could move mailboxes only within the same administrative group. This limitation meant that you could not easily consolidate remote Exchange 5.5 sites into a central Exchange site.

In Exchange 2003 SP1, you can move mailboxes across administrative groups by using either the Move Mailbox Wizard in Exchange System Manager or the Exchange Task Wizard in Active Directory Users and Computers.
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Important: 

When moving mailboxes from the remote site to the central site during your site consolidation process, it is recommended that you have a minimum bandwidth speed of 256 kilobits per second (Kbps). Mailbox moves may fail if the bandwidth speed is too slow. Also, at slow bandwidth speeds, connections to servers in the remote site might be blocked due to the network traffic that is generated by moving mailboxes.

Moving Exchange Mailboxes

After backing up your mailbox data, you can move your mailboxes across administrative groups. For more information about moving your mailboxes, see the SP1 version of the Exchange Server Deployment Tools.

Exchange Profile Update Tool

The Exchange Profile Update tool (Exprofre.exe) is a stand-alone executable file that automatically updates users' Microsoft Office Outlook® profiles, thereby allowing users to log onto their relocated mailboxes after the mailboxes have been moved across Exchange organizations or administrative groups. To reflect the new information, you must run Exprofre.exe on each client computer to update the default Outlook profile. It is recommended that you use a logon script to run this tool.

Download the Exchange Profile Update tool from the Downloads for Exchange 2003 Web site (http://go.microsoft.com/fwlink/?linkid=25097).

The Exchange Profile Update tool is supported when used in conjunction with the following operating systems and applications:  


Microsoft Windows® 2000 (all editions)


Microsoft Windows XP (all editions)


Windows Server™ 2003 (all editions)


Outlook 2003 and all earlier versions of Outlook

[image: image328.png]


Note: 

Exprofre.exe does not run if Outlook or another MAPI application is running on a client computer. A warning appears stating that Outlook must be closed to run the tool.

Exprofre.exe uses information from Microsoft Active Directory® directory services and the current default Outlook profiles to perform the following steps:  


Back up the default profile


Look for an X.500 e-mail address that indicates that the mailbox has been moved.


Update the default profile with the new user and server properties


Reconfigure the default profile with the new RPC/HTTP front-end server name


Clear the user's nickname file


If the version of Outlook is earlier than Outlook 2003, delete or rename the offline folder store (.ost) file


Delete or rename the Favorites (.fav or .xml) file
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Note: 

Exprofre.exe updates only the default profile. Exprofre.exe does not create new profiles; it only modifies existing profiles. 

If the tool does not complete successfully, Exprofre.exe creates a backup profile before it modifies the default profile. The backup profile name consists of the old profile name with "backup" added to the end. For example, if the default profile name is "Ted Bremer," the backup profile name is "Ted Bremer backup." If it is necessary to revert to the backup profile, you must ensure that any file name extensions that have been changed are changed back to their original extension and, if necessary, that the file name matches the backup profile name. For example, when the tool creates the backup profile, it renames Ted Bremer's Favorites file to "Ted Bremer.exprofre." To revert to Ted Bremer's backup profile, you must change the extension of the Favorites file back to .fav and the name of the file to "Ted Bremer backup.fav" to match the backup profile name.

Using the Exchange Profile Update Tool

Run Exprofre.exe after you move mailboxes from one Exchange organization to another or from one administrative group to another. You can use a logon script or group policy to run the tool for Outlook users. 
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Note: 

It is recommended that you use a logon script to run Exprofre.exe so that users' Outlook profiles are updated when they first log on after the mailbox move. For sample commands, see "Sample Command for Moves Across Exchange Organizations" and "Sample Command for Moves Across Administrative Groups" later in this topic.

Table 1 describes the options that are available whether you run exprofre.exe from a command prompt or from within a script, such as from the following script example:

exprofre.exe [/?] [/targetgc=<global catalog server>] [/logfile=<path\filename>] [/v] [/f] [/a] [/r] [/o] [/p=<RPC over HTTP Proxy server>] [/n] [/s] [/q]
Table 1 Exprofre.exe command options

	Command option
	Description

	/?
	Displays Help.

	/targetgc
	Specifies the target global catalog server (required).

	/logfile
	Specifies the path and file name for the log file. The default is exprofre.log in the tmp directory, which is saved on the client computer. You can also redirect the log file to a server share by using the format /logfile=<path\filename>.

	/v
	Turns on verbose output.

	/f
	Keeps the favorites file (.fav or .xml). If this option is not specified, the tool renames the extension of the favorites file to .exprofre.

	/a
	Keeps the offline address book (.oab) files. If this option is not specified, the tool deletes the .oab files and resets Outlook to check the server for an updated set of .oab files.

	/r
	Specifies read-only mode.

	/o
	Deletes rather than renames the offline folder store file (.ost). If this option is not specified, the tool renames the extension of the .ost file to .exprofre. (This option is not required for Outlook 2003 or later. The .ost file for Outlook 2003 or later is always unchanged.) 

	/p
	Specifies the front-end proxy server if you are using Outlook 2003 with RPC/HTTP turned on.

	/n
	Clears the Outlook nickname file (.nk2 or .nick). If this option is not specified, the tool keeps the nickname file.

	/s
	Updates profiles based on a change in server name rather than a change in the legacyExchangeDN attribute.


Sample Command for Moves Across Exchange Organizations
If you are moving mailboxes across Exchange organizations (cross-forest moves), it is recommended that you use only the /v and /n command options. All other options should be omitted to enable the tool to use its default settings. Because the user is moving to a new forest, most of the Outlook information stored on the user's workstation will be obsolete and must be updated with information about the new forest. By default, the tool deletes most of this obsolete information.

The following is a sample command for a mailbox move across Exchange organizations:

Exprofre.exe /targetgc=<target global catalog server> /v /n /f
Sample Command for Moves Across Administrative Groups
If you are moving mailboxes across Exchange sites or administrative groups (within the same Exchange organization), much of the information stored on the user's computer is still valid because the mailbox has not moved to another forest. In this scenario, it is recommended that you keep the offline address book, favorites, and nickname files.

The following is a sample command for a mailbox move across administrative groups:

Exprofre.exe /targetgc=<target global catalog server> /v /f /a 
Sample Log File

The following is sample output from Exprofre.exe:

[16:08:58] ************** Beginning exprofre run **************
[16:08:58] Starting exprofre on Windows 5.1.2600 at 16:08:58 11/20/03
   Log File = "\\server1\shared\exprofre.log"
   Read Only = "No"
   OS version = 5.1.2600
   Outlook 11 is installed.
   Default profile name = "John"
   Profile user = "/o=TIFOREST1/ou=First Administrative Group/cn=Recipients"
   Properties for the provider were successfully updated
   The default user profile and/or Outlook files were changed
[16:08:59] !!!!!!!!!! exprofre completed!
Public Folder Migration Tool

Before you run the Exchange Public Folder Migration tool (PFMigrate), it is recommended that you create replicas of Exchange 5.5 public folders on an Exchange 2003 server. By following this process, the user can still access public folders after the user is moved from the remote site to the central site. PFMigrate moves public folders from remote Exchange 5.5 servers to the central Exchange 2003 server. The latest version of PFMigrate contains a site consolidation command option (/sc) for moving public folders across administrative groups. Running PFMigrate with the /sc option moves only public folders. You should not move free and busy system folders during site consolidation because users' free and busy data is republished by using the new legacyExchangeDN attribute.  

For more information about moving your mailboxes, see the Exchange Server Deployment Tools for SP1. The latest version of PFMigrate is available from the Downloads for Exchange 2003 Web site (http://go.microsoft.com/fwlink/?linkid=25097).

To verify that migrated public folders have been removed from your Exchange 5.5 servers, see How to Verify that Public Folders Have Been Removed in Exchange Server 5.5.

Object Rehome Tool

The Object Rehome tool moves distribution lists and contacts from remote Exchange 5.5 servers to the central Exchange 2003 server. The Object Rehome tool enables you to update the legacy distinguished name for distribution lists and custom recipients to reflect the central site during site consolidation. By updating these objects to reflect the central site, you ensure that these objects are not lost when you remove the remote site.

The Object Rehome tool also updates the distribution list expansion server to a specified server. If you want to clear the expansion server from all distribution lists, leave the target expansion server option blank so that the distribution lists use any expansion server. For more information about the Object Rehome tool, see the Exchange Server Deployment Tools for SP1.

Consolidating Sites in Mixed Mode

To consolidate a remote site that is running in Exchange mixed mode, you must remove Exchange 5.5, Exchange 2000, or Exchange 2003 before you begin the consolidation process.

Removing an Exchange 5.5 Server

Before you remove an Exchange 5.5 server from your site, verify that there are no mail connectors on the server. If there are, open a connector on another server in the site, and then verify mail flow. Next, remove the connectors on the server to be deleted. Retest message flow. For more information about removing your Exchange 5.5 connectors, see the Exchange 5.5 Help. 

For detailed steps about how to remove Exchange Server 5.5, see How to Remove Exchange 5.5 Servers from Your Exchange 2003 Organization.
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Important: 

If this is the first server in the site to be removed, see Microsoft Knowledge Base article 152959, "XADM: How to Remove the First Exchange Server in a Site" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=152959).

Removing the Last Exchange 5.5 Server

Before you can switch from mixed mode to native mode, you must remove all Exchange 5.5 servers in your organization. For detailed steps about how to remove the last Exchange 5.5 server in your organization, see How to Remove the Last Exchange 5.5 Server from Your Exchange 2003 Organization.
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Note: 

Ensure that the account to which you are logged on has Exchange Full Administrator permissions, as well as Exchange 5.5 service account administrator permissions to the site.

Removing Exchange 2000

Before you remove Exchange 2000 servers from a site that you want to consolidate, you must remove any connectors to foreign mail systems. For detailed steps, see How to Remove a Connector from Exchange 2000 Server. 

To move the connector to another Exchange 2000 server or to your central site, reinstall the connector and reconfigure the connector tabs on your new Exchange 2000 server. For more information about setting up connectors to foreign mail systems for Exchange 2000, see the Exchange 2000 Server Help.

Removing Unsupported Components

The following components are not supported in Exchange Server 2003:  


Microsoft Mobile Information Server


Instant Messaging Service


Exchange Chat Service


Exchange 2000 Conferencing Server


Key Management Service

For more information about removing these unsupported components, see Exchange 2000 Server Help and Mobile Information Server Help.

Removing Exchange 2000 Servers

The first Exchange 2000 server installed in an administrative group has certain important roles. For example, the first server hosts the offline address book folder, the Schedule+ Free/Busy folder, the Events Root folder, and other system folders. Therefore, use caution when you remove this server from the administrative group to which it belongs. For more information about removing your first Exchange 2000 server, see the Microsoft Knowledge Base article 307917, "XADM: How to Remove the First Exchange 2000 Server Computer from the Site" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=307917). 

For detailed steps about how to remove Exchange 2000 Server, see How to Uninstall Exchange 2000 Server.
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Note: 

To uninstall Exchange 2000, you must have the Exchange Server 2000 CD or a connection to your installation share.

Removing Exchange 2003

After ensuring that your organization meets certain prerequisites, you can run Exchange Setup to uninstall Exchange 2003. For detailed steps, see How to Uninstall Exchange Server 2003.
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Note: 

To uninstall Exchange 2003, you must have the Exchange Server 2003 CD or a connection to your installation share.

Removing Site Replication Service (SRS)

Site Replication Service (SRS) is a component that exchanges configuration information between Active Directory and the directory in Exchange 5.5. In Exchange 5.5, SRS is necessary because Exchange 5.5 configuration information can only be exchanged between Exchange 5.5 servers and Exchange 5.5 directories—not with Active Directory. SRS mimics an Exchange 5.5 directory so that other Exchange 5.5 servers can replicate information to it. Using the configuration connection agreement created by Exchange Setup, Active Directory Connector replicates the configuration information in SRS into Active Directory. 

SRS runs only in a mixed-mode Exchange administrative group. SRS also performs additional functions, such as detecting and reacting to directory replication topology changes. You cannot consolidate your Exchange site until you remove all instances of SRS. 

For detailed steps about how to remove Exchange SRS, see How to Remove Exchange SRS.

SRS is enabled automatically in two situations:  


On the first Exchange 2003 server you install in an Exchange 5.5 organization.


When you upgrade to Exchange 2000 from an Exchange 5.5 server that is the directory replication bridgehead server for an organization.

After all instances of SRS are deleted, remove the Active Directory Connector (ADC) Service.

After you complete these steps, you can use the latest Exchange Server Deployment Tools to further help you with your site consolidation process, available from the Downloads for Exchange 2003 Web site (http://go.microsoft.com/fwlink/?linkid=25097).

How to Verify that Public Folders Have Been Removed in Exchange Server 5.5

Use this procedure to verify that public folders have been removed from Exchange 5.5.

Procedure
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To verify that public folders have been removed from Exchange 5.5

	1.
On the Exchange 5.5 server, click Start, point to Programs, point to Microsoft Exchange, and then click Microsoft Exchange Administrator.

2.
Click to expand the site, click to expand Servers, and then click to expand the server on which you want to verify that public folders have been removed.

3.
Click Public Information Store.

4.
Click File, and then click Properties.

5.
Click the Age Limits tab. No public folder instances should be listed (although system folders may be listed). If the server is the last server in the site, there should be only site-specific folders listed.


How to Remove a Connector from Exchange 2000 Server

Before you remove Exchange 2000 servers from a site that you want to consolidate, you must remove any connectors to foreign mail systems. This topic explains how to remove a connector from Exchange 2000.

Procedure
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To remove a connector from Exchange 2000

	1.
On the Exchange 2000 server, insert the Exchange 2000 Server CD into the CD-ROM drive.

2.
On the Microsoft Exchange Server 2000 page, click the Setup tab, and then click Exchange Server Setup to start the Microsoft Exchange 2000 Installation Wizard.

3.
Click Next, and then click Next again to accept the end-user license agreement.

4.
On the Component Selection page, in the Action column, use the drop-down arrows to select Custom.

5.
For Microsoft Exchange Messaging and Collaboration Services, click Change.

6.
For any of the following connectors you want to remove, click Remove: 


Microsoft Exchange MS Mail Connector 
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Note: 

The Microsoft Schedule+ Free/Busy Connector is also installed when you install the MS Mail Connector. It is removed when you remove the last MS Mail Connector in your administrative group.


Microsoft Exchange Connector for Lotus cc:Mail


Microsoft Exchange Connector for Lotus Notes


Microsoft Exchange Connector for Novell GroupWise 

7.
Click Next to confirm your selection, and then complete the wizard.


How to Uninstall Exchange 2000 Server

This topic explains how to uninstall Exchange 2000 Server.

Before You Begin

Before you perform the procedure in this topic, be aware of the following:


The first Exchange 2000 server installed in an administrative group has certain important roles. For example, the first server hosts the offline address book folder, the Schedule+ Free/Busy folder, the Events Root folder, and other system folders. Therefore, use caution when you remove this server from the administrative group to which it belongs. For more information about removing your first Exchange 2000 server, see the Microsoft Knowledge Base article 307917, "XADM: How to Remove the First Exchange 2000 Server Computer from the Site" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=307917). 


To uninstall Exchange 2000, you must have the Exchange Server 2000 CD or a connection to your installation share.

Procedure
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To uninstall Exchange 2000 Server

	1.
Log on to the server from which you want to uninstall Exchange 2000.

2.
Click Start, point to Control Panel, and then click Add or Remove Programs.

3.
In Add or Remove Programs, select Microsoft Exchange, and then click Change/Remove. 

4.
On the Welcome to the Microsoft Exchange 2000 Installation Wizard page, click Next.

5.
On the Component Selection page, in the Action column, use the drop-down arrows to select Remove, and then click Next.

6.
On the Installation Summary page, verify that the Action column is set to Remove, and then click Next.

7.
On the Completing the Microsoft Exchange 2000 Installation Wizard page, click Finish.


Post-Installation Steps for Exchange Server 2003

After you complete your Microsoft® Exchange 2003 deployment, you can verify that your installation was successful by using the Microsoft Exchange Server 2003 setup log and the Windows Event Viewer. After you verify your deployment, you should apply the latest service packs and security patches to your system.

Exchange 2003 Setup Log and Event Viewer

After your Exchange deployment has completed, review your installation log (Exchange Server Setup Progress.log) located on the root drive of your Exchange computer. The setup log contains information about your installation and is used to verify that your Exchange 2003 installation was successful. 

For detailed instructions, see How to View Exchange Setup Events in the Application Event Log.

Exchange Setup also logs the following event in the Application Log on your computers running Microsoft Windows® 2000 Server or Microsoft Windows Server™ 2003:  

"ID: 1001 "Setup [build nnnn] completed successfully." 
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Note: 

The build number will vary depending on the version of Exchange Server 2003 that you have installed.

Service Packs and Security Patches

Before your deployment is complete, be sure to apply the latest service packs and relevant security patches to your system. Keeping current on the latest service packs, in particular, is one of most important things you can do in managing the security of your system. You should not consider a deployment complete until your system is updated. Microsoft strongly recommends that your security strategy be based first on timely service pack updates, and then augmented with security patches, as appropriate to your organization's security policy. Information about the importance of service packs to your security strategy can be found in the technical article Why Service Packs are Better Than Patches. 

To help determine what security patches are available for your system, you should use a tool like the Microsoft Baseline Security Analyzer (MBSA) to scan your system. Information about MBSA can be found in the article, Microsoft Baseline Security Analyzer. 

Exchange Server 2003 Service Pack 2 (SP2) is a cumulative service pack for Exchange Server 2003. Exchange Server 2003 SP2 provides better protection, reliability, and easier administration as well as improved mobile messaging to your Exchange Server 2003 messaging environment when used with compatible devices. For information about Exchange Server 2003 SP2, see the following resources:


Exchange Server 2003 SP2 Overview

Service Pack 2 for Exchange Server 2003

SP2 Release Notes

Microsoft Knowledge Base article 906669, Issues that are fixed in Exchange Server 2003 SP2
For information about how to install Exchange Server 2003 SP1 or Exchange Server 2003 SP2 in a clustered Exchange environment, see the following article on the Microsoft Exchange Blog Web site:


Upgrading to E2k3 SP2 cluster
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Note: 

The content of each blog and its URL are subject to change without notice.

Exchange Server Best Practices Analyzer Tool

The Microsoft Exchange Server Best Practices Analyzer Tool automatically examines an Exchange Server deployment and determines if the configuration is set according to Microsoft best practices. After installing or upgrading Exchange, or after making configuration changes, it is recommended that you run the Exchange Server Best Practices Analyzer Tool. 

For more information, see the Exchange Server Best Practices Analyzer Tool Web site.

Configuring DNS

Some e-mail systems, such as Microsoft Hotmail®, will not accept e-mail from organizations that do not have reverse DNS records. If you want your users to be able to send e-mail to these systems, be sure to create a reverse DNS record. If your ISP manages your DNS records, your ISP must create this record for you. For more information about configuring DNS, see the Exchange Server 2003 Transport and Routing Guide.

How to View Exchange Setup Events in the Application Event Log

After you complete your Microsoft® Exchange 2003 deployment, you can verify that your installation was successful by using the Exchange 2003 setup log and the Windows Event Viewer.

Procedure
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To view Exchange Setup events in the Application Event Log

	1.
On the Start menu, click Run and then type Eventvwr.

2.
Select Application Log.

3.
Filter or look for entries with an Event Source of MSExchangeSetup.


How to Uninstall Exchange Server 2003

After ensuring that your organization meets certain prerequisites, you can run Exchange Setup to uninstall Exchange Server 2003. To uninstall Exchange Server 2003, you must have the Exchange Server 2003 CD or access to the Exchange Server 2003 setup files.

Before You Begin

To remove Exchange Server 2003, you must first ensure that your organization meets certain prerequisites. Of these prerequisites, the following are enforced by Exchange Server 2003 Setup:  


If you have Exchange Full Administrator permissions at the administrative group level, you can uninstall Exchange Server 2003, provided that you have permissions for the administrative group to which the server belongs. For more information about Exchange Server 2003 permissions, see the Exchange Server 2003 Administration Guide.


If there are any mailboxes assigned to a storage group on a server, you cannot uninstall Exchange Server 2003 from that server. In this case, you must either move or delete the mailboxes before you can uninstall Exchange. For more information on how to move mailboxes, see How to Use Exchange Task Wizard to Move Mailboxes.


You cannot uninstall Exchange Server 2003 from a server if it is the only server in your organization running the Recipient Update Service. Instead, you must first use Exchange System Manager to enable the Recipient Update Service on another server. For more information on how to create a new Recipient Update Service, see How to Create a New Recipient Update Service.


You cannot uninstall Exchange Server 2003 from a server if it is the only server in a mixed administrative group that is running Site Replication Service (SRS). Instead, you must first enable SRS on another Exchange server.


You cannot uninstall Exchange Server 2003 from a server if it is a bridgehead server for a connector and there are other Exchange servers in your organization. Instead, you must first designate a new bridgehead server.


You cannot uninstall Exchange Server 2003 from a server if it is the routing master and there are other Exchange servers in your organization. Instead, you must first designate a new routing master.

The following prerequisites are not enforced by Exchange Setup and must be manually checked:  


If your server is in one administrative group, but is also in a routing group that exists in a different administrative group, you must have permissions for both administrative groups (or to the Exchange organization), otherwise the uninstall process will fail. For more information about Exchange Server 2003 permissions, see the Exchange Server 2003 Administration Guide.


You cannot use Setup in unattended mode to uninstall Exchange Server 2003.

To uninstall the last Exchange Server 2003 server in the forest and remove your Exchange organization, you must use an account that has Exchange Full Administrator permissions at the organization level and is a local administrator on the computer. Specifically, you can use the account you designated while running ForestPrep or an account from the group that you designated. For more information about Exchange Server 2003 permissions, see the Exchange Server 2003 Administration Guide.

Procedure
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To uninstall Exchange Server 2003

	1.
Log on to the server from which you want to uninstall Exchange.

2.
Click Start, point to Control Panel, and then click Add or Remove Programs.

3.
In Add or Remove Programs, select Microsoft Exchange, and then click Change/Remove. 

4.
On the Welcome to the Microsoft Exchange Installation Wizard page, click Next.

5.
On the Component Selection page, in the Action column, use the drop-down arrows to select Remove, and then click Next. 

The Component Selection page

[image: image343.png]osoft Exchange Installation Wizard

Component Selection
Select and moiy componentstofit your custom soluon

Cick n the let coluin o specily the appropiiate action for each compornent

Action Component Name Curert | Dive | R

Remove + —  Miciosolt Exchange Messaging and Collsboration Services 6.5 D:
Mictosoit Exchange Connector for Lotus Notes
Mictosoft Exchange Connector for Novel Grougiuise
Mictosoft Exchange Calender Comnector

= Mictosolt Exchange System Managerent Tools 65 D.
Mictosoit Exchange 5.5 Administiator

Remave

RIRIRIRIRIEY

g gl

Instal Path [D-\Frogram Fies\Exchsrvt Dhenge P
Diive D. 15 MB Requested Curent Versior: 65 Disk Information
10640 MB Remairing -

Bk Cance





6.
On the Installation Summary page, verify that the Action column is set to Remove, and then click Next.

7.
On the Completing the Microsoft Exchange Installation Wizard page, click Finish.


Batch File and Command Line Migrations for Exchange Server 2003

Because Migration Wizard is a single-threaded application, to increase performance and speed of your migration, you can run your migration using a batch file process to migrate your data. This option is available only if you run Migration Wizard from the command line. You can use the command line reference and the batch files (with examples provided later in this topic) to increase the performance of your migration.

Command Line Reference

Use the following switches available in Migration Wizard to run your migration from the command line.

Syntax

Mailmig [/C:File [/A:Account] [/D: Domain name] [/P:Password] [/S] [/M] [/?/h/help]
Switches

Table 1 lists the command line switches. 

Table 1   Command line switches

	Switch
	Description

	/C:File
	The location of the control file. The control file is a text file containing parameters and their values, which are separated by commas.

	/A:Account
	The name of an account that has administrative privileges for the mailboxes that you are migrating. 
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Note: 

You can only use this switch if the source mailboxes are on an Exchange server.

	/D:Domain name
	The target address prevents your migrating mailboxes from initializing. Migration Wizard moves mailboxes in two stages. If mail comes into the mailbox before Migration Wizard initializes it, the mailbox is initialized, clone mode is cancelled and Migration Wizard switches to default mode. To prevent this, you can run Migration Wizard in batch (command-line) mode with the target address command.

	/P:Password
	The password for the administrator account. 
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Note: 

You can only use this switch if the source mailboxes are on an Exchange server.

	/F:Logging Mode
	In the event of a migration failure, you can use the log to determine which mailboxes moved successfully and which mailboxes failed to move, and then take appropriate action (Exchange migrations only).

	/S:Silent mode
	Silent mode. No error messages are displayed. All errors are written to the Event Log.

	/M:Clone mode
	Clone mode. Used for migrating from Exchange.

	/?/h/help
	Displays Help text.


Examples

mailmig /M /C:d:\migrate\po72195.txt 
mailmig /C:salespo.txt /A:admin /P:katmanduKatmandu
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Note: 

Running Migration Wizard with /m only (for example, ..\mailmig /m) starts Migration Wizard in clone mode.

Result Codes

Depending on the success, the command line returns the following result codes:  


0 = Success. No errors or warnings


1 = Warnings. No errors


2 = Errors. Possible warnings

Running Multiple Instances of Migration Wizard

Because Migration Wizard is a single-threaded application, to increase performance and speed of your migration, you can run Migration Wizard in multi-instance mode. This option is available only if you run Migration Wizard from a command prompt. 

To run Migration Wizard in multi-instance mode, at a command prompt, type D:\Program Files\Exchsrvr\bin\mailmig.exe (where D:\Program Files is the drive on which Exchange 2003 is installed), and then click OK.

Control File Parameters

Table 2 lists the parameters used to set values in the control file.

Table 2   Parameters used to set values in the control file

	Parameter
	Use
	Description

	Mode
No default
	Required when using the control file.

Valid Settings: 

FILE, EXCHANGE, MSMAILPC, CCMAIL, NOTES, GRPWISE, GRPWISE5, ADSI, and IMAP.
	The mode for this migration. It must be the first line in the control file.
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Note: 

Set Mode to FILE when importing migration files.

	Exchange 5.5
Default: TRUE
	Required when Mode is set to EXCHANGE.

Valid Settings:

TRUE means the migration is from an Exchange 5.5 server. FALSE means the migration is from an Exchange 2000 or Exchange 2003 server.
	Whether the source server is running Exchange 5.5 or Exchange 2000 or Exchange 2003.

	RestrictSearchtoSid
Default: FALSE
	Optional when Mode is set to EXCHANGE or IMPORT ONLY FROM PST.

Valid Settings:

TRUE means to search for matching user objects based only on the object SID during the import phase of migration. 

FALSE means to accept all matches.
	Whether to match user objects based only on the object SID.

	SubjectFile
No default
	Optional when Mode is set to EXCHANGE. 

Valid setting is the path and file name of a file that consists of lists of subjects (in Unicode format).
	Normalized subject text is checked for a prefix match against any of the input subjects. If a match is found, the message is not copied to the destination. The file must end with a carriage return character and a line feed character.

	ForcePwdChange
Default: FALSE
	Optional

Valid Settings:

TRUE means that users must change their passwords. 

FALSE means that users do not have to change their passwords.
	Whether to force users whose accounts were migrated to change their passwords.

	Function
Default: FULL
	Optional 

Used when Mode is set to MSMAILPC, CCMAIL, NOTES, GRPWISE, GRPWISE5, ADSI, or IMAP.

Valid Settings

FULL to perform a full migration (extract and import). 

EXTRACT to extract a user list file (MS Mail PC) or to extract migration files (Lotus cc:Mail, Lotus Notes, Novell GroupWise 4.x, Novell GroupWise 5.x, LDAP, and IMAP). 

IMPORT to perform an MS Mail (PC) import from a user list file.
	The migration function to perform.

	File
No default
	Required when Mode is set to FILE, CCMAIL, NOTES, GRPWISE, GRPWISE5, ADSI, or IMAP. 

Function is set to EXTRACT, IMPORT, or FULL. 

Valid Settings:

For IMPORT, specify the path and file name of the packing list or user list file. 

For EXTRACT or FULL, specify the path to the temporary directory to which migration files should be written (for CCMAIL, NOTES, GRPWISE, GRPWISE5, ADSI, or IMAP). For MSMAILPC EXTRACT, specify the path and filename of the new user list file to be created.
	The path and file name of the packing list or user list file, or the path to the temporary directory to which migration files should be written.

	Accounts
No default
	Required when Mode is set to CCMAIL, NOTES, ADSI, IMAP, or MSMAILPC (when a user list file is not specified by File). If the Accounts keyword is not used, Migration wizard will migrate all accounts from the specified postoffice.

Valid setting is a user list file.
	A user list file with a listing of accounts to be migrated. Users may be listed by alias, X.500 address, or SMTP address. For an alias list, the format of each entry must match the name format as it appears in the Full Name column of the Migration Wizard Account Migration page. Each name is on one line and is followed by a carriage return and line feed. For X.500 or SMTP address lists, each entry should start with X500: or SMTP:, then the address, followed by a carriage return and line feed.

	Mailbox
Default: TRUE
	Optional 

Valid Settings:

TRUE means mailboxes are created and messages are imported. 

FALSE means messages are imported to existing mailboxes but new mailboxes are not created.
	Whether to extract mailbox creation information and create the mailbox on Exchange.

	Email
Default: TRUE
	Optional

Ignored unless Mode is set to MSMAILPC, CCMAIL, NOTES, GRPWISE, GRPWISE5, or IMAP.

TRUE | FALSE
	Whether to extract personal e-mail messages.

	Public
Default: TRUE
	Required when Mode is set to FILE, MSMAILPC or CCMAIL. 

TRUE | FALSE
	Whether to extract shared folders, bulletin board, or forum information.
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Note: 

When you import from a file, if you are not migrating public folders, you must set this attribute to FALSE or an error will result.

	PAB
Default: TRUE
	Optional

Ignored unless Mailbox is set to MSMAILPC or CCMAIL.

TRUE | FALSE
	Whether to extract personal address book (PAB) entries and PAB distribution lists.

	Schedule
Default: TRUE
	Optional 

Ignored unless Mode is set to MSMAILPC, NOTES, GRPWISE, or GRPWISE5.

TRUE | FALSE
	Whether to extract schedule (calendar) information.

	EmailStart
Default: Jan 01, 1601
	Optional

Ignored unless Mode is set to MSMAILPC, CCMAIL, NOTES, ADSI, GRPWISE, or GRPWISE5.

Valid Setting:

Must be in the following date and time format: YYYYMMDDHHMMSS.
	The earliest (start) date for filtering the e-mail messages that are moved. Messages without dates are always migrated.

	EmailEnd
No default
	Optional

Ignored unless Mode is set to MSMAILPC, CCMAIL, NOTES, ADSI, GRPWISE, or GRPWISE5. 

Valid Setting:

Must be in the following date and time format: YYYYMMDDHHMMSS.

To ensure migration of the contents of the Drafts folder, set the EmailEnd parameter to a time after the migration will be completed. For example, if you anticipate that the migration will end at 20050803220000, you could set EmailEnd to 20050803221000 (the estimated end time plus 10 minutes).
	The end date for filtering which e-mail messages are moved. Messages without dates are always migrated.

	ExchStoreDN
No default
	Required when Function is not set to EXTRACT. 

Valid setting is a distinguished name.
	The distinguished name of the Exchange mailbox store in which user mailbox stores are to be created. 

Example:

CN=New Mailbox Store,CN=My Storage Group,CN=InformationStore,CN=MYSERVER,CN=Servers,CN=First Administrative Group,CN=Administrative Groups,CN=FirstAdminGroup,CN=Microsoft Exchange,CN=Services,CN=Configuration,DC=MyDomain,DC=microsoft,DC=com

	Container
No default
	Required when Function is not set to EXTRACT.

Valid Setting:

Must be formatted as follows:

OU=New Users,DC=MyDomain, DC=microsoft,DC=com New Users is a subcontainer of MyDomain.
	The distinguished name of the organizational unit (container) in which new Microsoft Windows® accounts are to be created. You can get the full distinguished name from an Lightweight Directory Access Protocol (LDAP) viewer such as Ldp.exe or Adsivw.exe.

	NTAcconts
Default: RANDOM
	Optional; ignored unless Mailbox is set to TRUE. 

Valid Settings:

RANDOM creates Windows accounts and generate random passwords. 

ALIAS creates Windows accounts and uses the Exchange e-mail alias as the initial password. 
	Whether to create Microsoft Windows NT® accounts for new users and which value to use as the Windows NT account password.

	Postoffice
No default
	Required if Mode is set to MSMAILPC, CCMAIL, GRPWISE, ADSI, or IMAP. 

Valid setting is a universal naming convention (UNC) path or a mapped drive location. However, if you are migrating Exchange mailboxes, the valid setting is the name of the Exchange server.
	The full path to the post office.

	GWDomain
No default
	Required if Mode is set to GRPWISE5. 

Valid setting is either a UNC path or a mapped drive location.
	The path to the GroupWise 5.x domain.

	POName
No default
	Required if Mode is set to CCMAIL, NOTES, or GRPWISE5.
	The full name of a cc:Mail, Notes, or a GroupWise 5.x post office. The Notes post office should be in the form Notes Server/Domain. The GroupWise post office is in the domain stated in the GWDomain value.

	DefFldPerms
Default: NONE
	Optional if Public is set to TRUE. 

Valid options are None, Author, and PubEditor.
	Used to assign default access permissions to all users for migrated shared information.

	FldOwner
No default
	Required if Public is set to TRUE.
	Distinguished name of the account that will own the public folder. You should use the Exchange 5.5 version distinguished name rather than the Microsoft Active Directory® directory service distinguished name. 

Example:

/o=Microsoft/ou=London/cn=Recipients/cn=TheOwner.

	ImportDestination
Default: SERVER
	Optional

Ignored unless Mode is set to FILE, MSMAILPC, EXCHANGE, CCMAIL, NOTES, GRPWISE, GRPWISE5, or IMAP.

Valid Settings:

SERVER migrates information to the Microsoft Exchange Information Store service. 

PST migrates information to personal folder (.pst) files and personal address book (.pab) files.
	Specifies the destination store for migrated data.
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Note: 

Public folder data does not migrate to .pst files.

	PSTPath
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Note: 

If you use the keyword ImportDestination, you can select the location where the PST file will be placed. If you don't specify the location, the PST file will be placed in the root directory of the drive where Exchange is installed.
	Required if ImportDestination is set to PST. 

Valid setting is path name.
	The fully qualified path to the directory where personal folder (.pst) files are created.

	GWUserGRPName
No default
	Required if Mode is set to GRPWISE.
	The name of the Novell GroupWise group whose members are to be migrated.

	SchdStart
Default: Jan 01, 1601
	Optional

Ignored unless Mode is set to NOTES, GRPWISE, or GRPWISE5. 

Valid settings are in the following date and time format: YYYYMMDDHHMMSS.
	The earliest (start) date for filtering which calendar data is moved. Information without dates is always migrated.

	SchdEnd
Default: Current date
	Optional

Ignored unless Mode is set to NOTES, GRPWISE, or GRPWISE5. 

Valid settings are in the following date and time format: YYYYMMDDHHMMSS.
	The end date for filtering the calendar data that is moved. Messages without dates are always migrated.

	Phone
Default: TRUE
	Optional

Ignored unless Mode is set to GRPWISE or GRPWISE5. 

TRUE | FALSE
	Whether to migrate phone messages.

	Appointments
Default: TRUE
	Optional; ignored unless Mode is set to NOTES, GRPWISE, or GRPWISE5. 

TRUE | FALSE
	Whether to migrate appointments.

	Notes
Default: TRUE
	Optional

Ignored unless Mode is set to GRPWISE or GRPWISE5. 

TRUE | FALSE
	Whether to migrate notes.

	Tasks
Default: TRUE
	Optional

Ignored unless Mode is set to GRPWISE or GRPWISE5. 

TRUE | FALSE
	Whether to migrate tasks.

	GWRTF
Default: TRUE
	Optional

Ignored unless Mode is set to GRPWISE. 

Valid Settings:

TRUE means messages are migrated in Rich Text Format (RTF). 

FALSE means messages are migrated in American National Standards Institute (ANSI) format.
	Indicates whether messages are migrated in RTF.

	IniFile
Depends on the version of Lotus Notes installed.
	Optional

Ignored unless Mode is set to NOTES.
	The path to the Notes.ini file.

	DocLinkConversion
Default: RTF
	Optional

Ignored unless Mode is set to NOTES. 

Valid Settings:

URL to convert document links to URL shortcuts within the message. 

OLE to convert document links to OLE attachments within the message. 

RTF to convert document links to RTF attachments within the message.
	How Notes document links are converted within the messages being migrated.

	Secure
Default: FALSE
	Optional

Ignored unless Mode is set to ADSI.
	Whether to use Secure authentication.

	Encryption
Default: FALSE
	Optional

Ignored unless Mode is set to ADSI or IMAP.
	Whether messages are encrypted. If set to TRUE, Secure Sockets Layer (SSL) is used to migrate the contents of the mailboxes. In this case, make sure you select the correct value for Port.

	Port
Default:


389 for Mode ADSI


143 for Mode IMAP
	Optional

Ignored unless Mode is set to ADSI or IMAP or EXCHANGE.
	The port number.

	!
	Optional
	A comment delimiter. Must be the first value in the line.

	TargetDC
	Optional

Ignored if mode is not Exchange
	Common name (CN) or fully qualified domain name (FQDN) of the target domain controller acting as global catalog server to which Migration Wizard should bind.

	SourceDomain
	Optional

Ignored if Mode is EXCHANGE and Exch55 equal True and if Mode is not EXCHANGE.
	CN or FQDN of the source Active Directory domain to which Migration wizard should bind.

	InetOrgPerson
Default: FALSE
	Optional

If InetOrgPerson equals TRUE, Migration Wizard creates an Active Directory object with an object class that equals InetOrgPerson.
	By default, object class is OrganizationalPerson.

	ExchStore
No default
	Required if ExchStoreDN is not specified. 

Valid setting is a mailbox database name.
	The common name of the Exchange mailbox database that will contain the new migrated mailboxes.


Sample Control Files

You can use the following sample control files with the /C switch of the migration command-line utility.

Microsoft Mail for PC Networks: importing data with a user list.
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Note: 

This is a sample control file for MS Mail migrations.

Mode,MSMAILPC

Function,import

File,\\Server1\MSMail\CompanyPO.csv

Public,False

PostOffice,\\Server1\MSMail\CompanyPO\MailData

Container,OU=MailMig,DC=London,DC=Domain,DC=com

ExchStoreDN,CN=MyPrivateInfoStore,CN=InformationStore,CN=Server1,CN=Servers,CN=First Administrative Group,CN=Administrative Groups,CN=MyVeryFirstOrg,CN=Microsoft Exchange,CN=Services,CN=Configuration,DC=Domain,DC=com

NTAccounts,Alias

Email,true

Schedule,true

PAB,true

Exchange: using the command line to migrate from Exchange 5.5.
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Note: 

This is a sample control file for Exchange 5.5 mailbox migrations.

Mode,exchange
Accounts,c:\ntstemp\accounts.txt
PostOffice,mig55
Exch55,True
ExchStoreDN,CN=Mailbox Store (MIG-SOURCE-EN),CN=First Storage Group,CN=InformationStore,CN=MIG-SOURCE-EN,CN=Servers,CN=First Administrative Group, CN=Administrative Groups, CN=First Organization,CN=Microsoft Exchange,CN=Services,CN=Configuration,DC=mig-source,DC=extest,DC=contoso,DC=com
Container,OU=Test,DC=mig-source,DC=extest,DC=contoso,DC=com
TargetDC,migDC
Exchange: using the command line to migrate from Exchange 2000 or Exchange 2003.
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Note: 

This is a sample control file for Exchange 2000 or Exchange 2003 mailbox migrations. 

Mode,exchange
Exch55,False
SourceDomain,migSourceDomain
PostOffice,mig2000
Accounts,c:\ntstemp\accounts.txt
ExchStoreDN,CN=Mailbox Store (MIG-SOURCE-EN),CN=First Storage Group,CN=InformationStore,CN=MIG-SOURCE-EN,CN=Servers,CN=First Administrative Group, CN=Administrative Groups, CN=First Organization,CN=Microsoft Exchange,CN=Services,CN=Configuration,DC=mig-source,DC=extest,DC=contoso,DC=com
Container,OU=Test,DC=mig-source,DC=extest,DC=contoso,DC=com
TargetDC,migDC.mig-source.extest.contoso.com
Lotus:cc:Mail: importing migration files to .pst files.
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Note: 

This is a sample control file for cc:Mail migrations.

Mode,ccmail
Function, FULL
ImportDestination,Server
ExchStoreDN,CN=Mailbox Store (AMA),CN=First Storage Group,CN=InformationStore,CN=AMA,CN=Servers,CN=First Administrative Group,CN=Administrative Groups,CN=First Organization,CN=Microsoft Exchange,CN=Services,CN=Configuration,DC=AMA,DC=extest,DC=contoso,DC=com
Container,OU=mig (AMA),DC=AMA,DC=extest,DC=contoso,DC=com
File,d:\temp
PostOffice,w:\ccmailpo
POName,smtpPO
Public,True
FldOwner,/o=First Organization/ou=First Administrative Group/cn=Recipients/cn=Administrator
DefFldPerms,author
Novell GroupWise 4.x: extracting data to migration files.
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Note: 

This is a sample control file for GroupWise migrations.

Mode,grpwise
Function,extract
Postoffice,E:\large\mainpo
File,E:\temp\
GWUsergrpname,testers
Email,True
Phone,True
Appointments,True
Notes,True
Tasks,True
SchdStart,19950101000000
SchdEnd,20000101000000
EmailStart,19950101000000
EmailEnd,20000101000000
Novell GroupWise 5.x: one step migration to a server.
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Note: 

This is a sample control file for GroupWise migrations.

Mode,grpwise5
Function,Full
Mailbox,True
ImportDestination,Server
File,e:\temp\
GWDomain,k:\SYS\GrpWise\NYCDomain
POName,Manhattan
ExchStoreDN,CN=Mailbox Store (FIRST),CN=First Storage Group,CN=InformationStore,CN=FIRST,CN=Servers,CN=First Administrative Group,CN=Administrative Groups,CN=ThirtyTwoLettersThirtyTwoLetters,CN=Microsoft Exchange,CN=Services,CN=Configuration,DC=London,DC=extest,DC=contoso,DC=com
Container,OU=Finance,DC=London,DC=contoso,DC=com
NTAccounts,Alias
ForcePwdChange,True
Email,true
Appointments,true
Notes,false
Tasks,true
SchdStart,19950101000000
SchdEnd,20000101000000
EmailStart,19950101000000
EmailEnd,20000101000000
Novell GroupWise 5.x: one step migration to .pst files.
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Note: 

This is a control file for GroupWise migrations.

Mode,GrpWise5
GWDomain,k:\SYS\GrpWise\NYCDomain
POName,Manhattan
ImportDestination,PST
PSTPath,c:\psts
File,c:\temp
Schedule,False
Notes,False
Tasks,True
Lotus Notes: one step migration to a server (all users in a post office).
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Note: 

This is a control file for Lotus Notes migrations.

Mode,Notes
File,c:\temp
ExchStoreDN,CN=NotesUsers,CN=First Storage Group,CN=InformationStore,CN=Exchange6,CN=Servers,CN=First Administrative Group,CN=Administrative Groups,CN=First Organization,CN=Microsoft Exchange,CN=Services,CN=Configuration,DC=DomainXYZ,DC=CompanyXYZ,DC=com
Container,OU=NotesFolks,DC=DomainXYZ,DC=CompanyXYZ,DC=com
INIFile,C:\Lotus\Notes\notes.ini
POName,LocalPostOffice/Topeka/US
SchdStart,19980101000000
EmailStart,19980101000000
DocLinkConversion,OLE
NTAccounts,Random
Internet directory (LDAP by means of Active Directory Service Interfaces [ADSI]): one step migration to a server (all users in an ADSI container).
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Note: 

This is a control file for LDAP migrations.

Mode,ADSI
Function,Full
File,e:\temp
Accounts,e:\test\accounts.txt
Mailbox,True
ExchStoreDN,CN=Mail,CN=Mail Sack,CN=InformationStore,CN=Store,CN=Servers,CN=First Administrative Group,CN=Administrative Groups,CN=First Organization,CN=Microsoft Exchange,CN=Services,CN=Configuration,DC=City01,DC=City02,DC=contoso,DC=com
Container,ou=users2,dc=City01,dc=City02,dc=contoso,dc=com
PostOffice,web3/o=contoso.com
NTAccounts,Alias
ForcePwdChange,False
Secure,False
Encryption,False
Port,389
IMAP4: extract only (all users in the imapusr.csv file.
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Note: 

This is a control file for IMAP4 migrations

Mode,IMAP
Function,Full
File,e:\temp
Accounts,e:\temp\ADSI.001\imapusr.csv
Mailbox,True
ImportDestination,Server
Home-Server,Mig-Source-En2
ExchStore,Mailbox Store (Mig-Source-En2)
Container,OU=new,OU=test,DC=mig-source,DC=extest,DC=contoso,DC=com
NTAccounts,Alias
ForcePwdChange,False
Email,True
Copyright

The information contained in this document represents the current view of Microsoft Corporation on the issues discussed as of the date of publication.  Because Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information presented after the date of publication.

This White Paper is for informational purposes only.  MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user.  Without limiting the rights under copyright, no part of this document may be reproduced, stored in or introduced into a retrieval system, or transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise), or for any purpose, without the express written permission of Microsoft Corporation. 

Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual property rights covering subject matter in this document.  Except as expressly provided in any written license agreement from Microsoft, the furnishing of this document does not give you any license to these patents, trademarks, copyrights, or other intellectual property.

Unless otherwise noted, the companies, organizations, products, domain names, e-mail addresses, logos, people, places, and events depicted in examples herein are fictitious.  No association with any real company, organization, product, domain name, e-mail address, logo, person, place, or event is intended or should be inferred.

© 2006 Microsoft Corporation.  All rights reserved.

Microsoft, MS-DOS, Windows, Windows Server, Windows Vista, Active Directory, ActiveSync, ActiveX, Entourage, Excel, FrontPage, Hotmail, JScript, Microsoft Press, MSDN, MSN, Outlook, SharePoint, Visual Basic, Visual C++, Visual Studio, Win32, Windows Mobile, Windows NT, and Windows Server System are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or other countries.

All other trademarks are property of their respective owners.

PAGE  

